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Preface

This preface describes the conventions of this document and information on how to obtain other documentation.
It also provides information on what's new in Cisco product documentation.

* Document Conventions , on page xlix
* Related Documentation, on page li
» Communications, Services, and Additional Information, on page li

Document Conventions

This document uses the following conventions:

Convention Description

~ or Ctrl Both the * symbol and Ctrl represent the Control (Ctrl) key on a keyboard. For
example, the key combination D or Ctr|-D means that you hold down the Control
key while you press the D key. (Keys are indicated in capital letters but are not
case sensitive.)

bold font Commands and keywords and user-entered text appear in bold font.

Italic font Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

Courier font Terminal sessions and information the system displays appear in courier font.
Bold Courier font Bold Courier font indicates text that the user must enter.
[x] Elements in square brackets are optional.

An ellipsis (three consecutive nonbolded periods without spaces) after a syntax
element indicates that the element can be repeated.

| A vertical line, called a pipe, indicates a choice within a set of keywords or
arguments.

[x]y] Optional alternative keywords are grouped in brackets and separated by vertical
bars.
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Convention

Description

X1y}

Required alternative keywords are grouped in braces and separated by vertical
bars.

[x {ylz}]

Nested set of square brackets or braces indicate optional or required choices within
optional or required elements. Braces and a vertical bar within square brackets
indicate a required choice within an optional element.

string

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

Nonprinting characters such as passwords are in angle brackets.

Default responses to system prompts are in square brackets.

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Reader Alert Conventions

This document may use the following conventions for reader alerts:

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Tip Means the following information will help you solve a problem.

Caution Means reader be careful. In this situation, you might do something that could result in equipment damage or

loss of data.

Timesaver Means the described action saves time. You can save time by performing the action described in the paragraph.

A

Warning IMPORTANT SAFETY INSTRUCTIONS

Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Read the installation instructions before using, installing, or

connecting the system to the power source. Use the statement number at the beginning of each warning
statement to locate its translation in the translated safety warnings for this device.

SAVE THESE INSTRUCTIONS

AL
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Note Before installing or upgrading the deviceCiscoEmbedded Wireless Controller, refer to the release notes.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

+ To discover and browse secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a gateway to the Cisco bug-tracking system, which maintains a comprehensive
list of defects and vulnerabilities in Cisco products and software. The BST provides you with detailed defect
information about your products and software.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.
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CHAPTER 1

Overview of Cisco Embedded Wireless Controller
on Catalyst Access Points

Cisco Embedded Wireless Controller on Catalyst Access Points are the next generation of wireless controllers
built for the Intent-based networking. The Cisco are IOS XE based and integrates the RF Excellence from
Aironet with Intent-based Networking capabilities of IOS XE to create the best-in-class wireless experience
for your evolving and growing organization.

The controllers are deployable in physical form factors and can be managed using Cisco Catalyst Center,
Netconf/YANG, web-based GUI, or CLI.

The configuration data model is based on design principles of reusability, simplified provisioning, enhanced
flexibility and modularization to help manage networks as they scale up and simplify the management of
dynamically changing business and IT requirements.

* Elements of the New Configuration Model, on page 1

* Configuration Workflow, on page 2

* Initial Setup, on page 3

* Interactive Help, on page 8

* Resetting Cisco Embedded Wireless Controller on Catalyst Access Points, on page 9
* Password Recovery, on page 9

Elements of the New Configuration Model

The following diagram depicts the elements of the new configuration model.
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Tags

The property of a tag is defined by the property of the policies associated to it, which in turn is inherited by
an associated client or an AP. There are various type of tags, each of which is associated to different profiles.
Every tag has a default that is created when the system boots up.

Profiles

Profiles represent a set of attributes that are applied to the clients associated to the APs or the APs themselves.
Profiles are reusable entities that can be used across tags.

Configuration Workflow

The following set of steps defines the logical order of configuration. Apart from the WLAN profile, all the
profiles and tags have a default object associated with it.

1. Create the following profiles:
* WLAN

* Policy
* AP Join
* Flex
*RF

2. Create the following tags:
* Policy

« Site
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* RF

3. Associate tags to an AP.

Figure 1: Configuration Workflow
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Initial Setup .

The initial configuration wizard in Cisco Embedded Wireless Controller on Catalyst Access Points is a
simplified, out-of-the-box installation and configuration interface for controller. This section provides
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. Configuring the Controller Using Day 0 Wizard (GUI)

instructions to set up a controller to operate in a small, medium, or large network wireless environment, where
access points can join and together as a simple solution provide various services, such as corporate employee
or guest wireless access on the network.

Configuring the Controller Using Day 0 Wizard (GUI)

Step 1
Step 2

To confugure the controller using day 0 wizard, complete the following steps:

Before you begin

When the AP has rebooted in the EWC mode, it broadcasts a provisioning SSID ending with the last digits
of the MAC address. You can connect to provisioning SSID using the PSK password.

You can then open a browser and be redirected to mywifi.cisco.com, which takes you to the AP web UI. Enter
the username as webui and password as CiSco.

Note: The web redirection to the EWC configuration portal only works if you are connected to the provisioning
SSID. It does not work if your laptop is connected to another wifi network or on the wired network. You
cannot configure the AP from the wired network even if you enter the EWC IP address when it is in day0
wizard provisioning mode

Procedure

Log on to the controller and in the Configuration Setup Wizard, go to the General Settings page.
In the Configuration M ode option, select one of the following:
a) Non Mesh: Complete the following fields:

1. Host Name: Enter the hostname.
2. Country: From the drop-down list, choose the appropriate country code.

Note As required by the End User License Agreement, please ensure appropriate country code
selection so that the unleashed network does not violate local and national regulatory
restrictions. Improper country code assignment can disrupt wireless transmissions and may
result in government imposed penalties and sanctions on operators of wireless networks
utilizing devices set to improper country codes.

3. Inthe Management User Settings section, enter the username and password.

4. In the Wireless Management Settings section, check the DHCP check box, to display the DHCP
server IP address.

5. In the Wireless Network section, click Add to create atleast one WLAN.

b) Mesh: Complete the following fields:

1. Host Name: Enter the hostname.

2. Country: Click the '+' icon to enter the appropriate country code.

3. Inthe Management User Settings section, enter the username and password.
4

In the Wireless Management Settings section, check the DHCP check box, to display the DHCP
server [P address.
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5. Inthe Wireless Mesh Settings section, complete the following fields:
* Check the Enable Wireless Bridge check box to enable the feature.

« In the Mesh AP MAC Addressfield, enter the MAC address or click the '+ icon select the MAC
address from the list of Mesh AP MAC addresses that are displayed.

6. Inthe Wireless Network section, click Add to create atleast one WLAN.

Step 3 Click Finish.

Configuring the Controller Using Day 0 Wizard (CLI)

To configure the controller using the Day 0 wizard, follow the steps given below. The following steps are
common for configuring mesh and non-mesh APs. The existing Day 0 workflow enables the configuration
with the factory-reset command.

Before you begin

* The available options in brackets after each configuration parameter. The default value in all uppercase
letters.

« If you enter an incorrect response, the controller provides you with an appropriate error message, such
as an invalid response, and returns you to the wizard prompt.

* Press the hyphen key to return to the previous command line.

Procedure

Step 1 Enter the wireless ewc-ap factory-reset command to initiate the Day 0 workflow. This command reboots
the device when you confirm the action.

Step 2 When the device restarts and when you are prompted with the initial configuration dialog, enter YeSto start
the dialog.

Example:

Would you like to enter the initial configuration dialog? [yes/no]: Yes
Step 3 Enter valid inputs to the following questions that are prompted for mesh and non-mesh APs:
a) Enter the country code for the operation.
Note Enter help to view the list of available country codes.

You can enter more than one country code if you want to manage APs in multiple countries from
a single controller. To do so, separate the country codes with a comma (for example, US,CA,MX).
After the configuration wizard runs, you must assign each AP joined to the controller to a specific
country.

Example:

Configure country code(s) for wireless operation in ISO format [US]: US,CH,CN,GB
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b) Enter the country code to configure the AP profile.

Example:

Configure default wireless AP profile country code in ISO format [US]:

c) Enter the hostname.

Example:

Enter the hostname [EWC]:

d) Enter the details to configure credentials for management access on the APs.

Example:

Configure credentials for management access on Access Points? [yes]: yes

[AP] Enter the management

e) Enter the management credentials.

Example:

[AP] Enter the management
[AP] Reenter the password:
[AP] Enter the privileged
[AP] Reenter the password:

username: EWC User
password: *xxEkxkk

Kok kK k ok ok K

mode access password: *Fxxkokkk
K,k k ok ok kk ok

Enter the management username: EWC User

Enter the password: **xxkxkix
Reenter the password: ****kxxx

f) Configure the DHCP interface.

Example:

Configure interface as DHCP

g) Configure the wireless network settings.

Example:

[yes/nol? [no]: yes

Configure Wireless network settings? [yes]: yes
Enter the network name or service set identifier (SSID): test

Choose the network type
1. Employee
2. Guest
Enter your selection [1]:
Choose the security type
1. WPA Personal
2. WPA Enterprise
Enter your selection [2]:
Enter the pre-shared key:

For non-mesh APs, the configuration ends here. Save or discard the configuration.

Step 4 To configure mesh capable APs, follow the steps given below:

a) Configure mesh mode on the AP.

Example:

Set Internal AP in mesh mode

[yes/nol? [no]: yes

b) Configure additional mesh access points (MAPs).

Example:
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Configure additional MAPs [yes/nol? [no]l: yes
Enter a comma separated list of max 20 Mesh AP ethernet macs (format: 'aabbccddeeff' or
'aabb.ccdd.eeff'): aabbccddeeff, 1122.3344.5566

c) Enable wireless bridging.

Example:

Enable wireless bridging [yes/nol]? [no]: yes

Example

The configuration for mesh APs is complete. The following configuration script is generated from
the entered choices:

ap profile default-ap-profile
country US

hostname EWC
|

ap profile default-ap-profile
mgmtuser username EWC User password O test secret 0 test

|
username EWC User privilege 15 secret 9
Sx$ 9 3 z ¢}

wireless management interface GigabitEthernetO

interface GigabitEthernetO
ip address dhcp

wlan test 1 test

security wpa psk set-key ascii 0 test
no security wpa akm dotlx

security wpa akm psk

no shut

wireless tag policy default-policy-tag
wlan test policy default-policy-profile

|

end

wireless country US

wireless country CH

wireless country CN

wireless country GB

aaa new-model

aaa authentication login default local

aaa authorization credential-download default local
username 3C5731C58478 mac
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|

ap profile default-ap-profile
ssid broadcast persistent
username aabbccddeeff mac
username 112233445566 mac

wireless mesh security psk provisioning
wireless mesh security psk provisioning default psk

|
wireless profile mesh default-mesh-profile
security psk

ethernet-bridging
ethernet-vlan-transparent

What to do next

Save or discard the configuration.

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection:

Example:
Enter your selection: 2

Interactive Help

The Cisco Embedded Wireless Controller on Catalyst Access Points GUI features an interactive help that
walks you through the GUI and guides you through complex configurations.

You can start the interactive help in the following ways:

* By hovering your cursor over the blue flap at the right-hand corner of a window in the GUI and clicking
Interactive Help.

* By clicking Walk-me Thru in the left pane of a window in the GUI.

* By clicking Show me How displayed in the GUI. Clicking Show me How triggers a specific interactive
help that is relevant to the context you are in.

For instance, Show me How in Configure > AAA walks you through the various steps for configuring
a RADIUS server. Choose Configuration> Wireless Setup > Advanced and click Show meHow to
trigger the interactive help that walks you through the steps relating to various kinds of authentication.

The following features have an associated interactive help:
* Configuring AAA
* Configuring FlexConnect Authentication
* Configuring 802.1X Authentication

* Configuring Local Web Authentication
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* Configuring OpenRoaming
* Configuring Mesh APs

N

Note If the WalkMe launcher is unavailable on Safari, modify the settings as follows:

1. Choose Preferences> Privacy.
2. Inthe Websitetracking section, uncheck the Prevent cross-sitetracking check box to disable this action.

3. Inthe Cookiesand website data section, uncheck the Block all cookies check box to disable this action.

Resetting Cisco Embedded Wireless Controller on Catalyst
Access Points

To reset the controller on Catalyst APs to factory defaults, follow the steps given below:

Procedure
Step 1 Unplug the Access Point from its power source.
Step 2 Plug in the console cable and open serial session on your computer or laptop.

Step 3 Press and hold the M ode/Reset button on the AP.
Step 4 Plug in the AP back to its power source while still pressing the M ode/Reset button.

Step 5 Continue holding the button until a prompt is displayed in the serial session on your computer or laptop.

Note The console session also displays for how long the button has been pressed. At least 20 seconds of
button press is required for a complete restart.

What to do next

When the AP reboots, use the default credentials Cisco/Cisco to log in.

Password Recovery

For password recovery, you must do a factory reset of the AP. For more information about resetting factory
defaults, see the Resetting Cisco Embedded Wireless Controller on Catalyst Access Points section.
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Information About New Configuration Model

The configuration of Cisco Embedded Wireless Controller on Catalyst Access Points is simplified using
different tags, namely rf-tag, policy-tag, and site-tag. The access points would derive their configuration from
the profiles that are contained within the tags.

Profiles are a collection of feature-specific attributes and parameters applied to tags. The rf-tag contains the
radio profiles, the policy-tag contains the WLAN profile and policy profile, and the site-tag contains the flex
profile and ap-join profile.

Policy Tag

The policy tag constitutes mapping of the WLAN profile to the policy profile. The WLAN profile defines the
wireless characteristics of the WLAN. The policy profile defines the network policies and the switching
policies for the client (Quality of Service [QoS] is an exception which constitutes AP policies as well).
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The policy tag contains the map of WLAN policy profile. There can be a maximum of 16 such entries per
policy tag. Changes to the map entries are effected based on the status of the WLAN profile and policy profile.
For example, if a map (WLAN1 and Policy1) is added to the policy tag, and both the WLAN profile and the
policy profile are enabled, the definitions are pushed to the APs using the policy tag. However, if one of them
is in disabled state, the definition is not pushed to the AP. Similarly, if a WLAN profile is already being
broadcast by an AP, it can be deleted using the no form of the command in the policy tag.

Site Tag

The site tag defines the properties of a site and contains the flex profile and the AP join profile. The attributes
that are specific to the corresponding flex or remote site are part of the flex profile. Apart from the flex profile,
the site tag also comprises attributes that are specific to the physical site (and hence cannot be a part of the
profile that is a reusable entity). For example, the list of primary APs for efficient upgrade is a part of a site
tag rather than that of a flex profile.

If a flex profile name or an AP profile name is changed in the site tag, the AP is forced to rejoin the controller
by disconnecting the Datagram Transport Layer Security (DTLS) session. When a site tag is created, the AP
and flex profiles are set to default values (default-ap-profile and default-flex-profile).

RF Tag

The RF tag contains the 2.4 GHz and 5 GHz RF profiles. The default RF tag contains the global configuration.
Both these profiles contain the same default values for global RF profiles for the respective radios.

Profiles

Profiles are a collection of feature-specific attributes and parameters applied to tags. Profiles are reusable
entities that can be used across tags. Profiles (used by tags) define the properties of the APs or its associated
clients.

WLAN Profile

WLAN profiles are configured with same or different service set identifiers (SSIDs). An SSID identifies the
specific wireless network for the controller to access. Creating WLANSs with the same SSID allows to assign
different Layer 2 security policies within the same wireless LAN.

To distinguish WLANS having the same SSID, create a unique profile name for each WLAN. WLANSs with
the same SSID must have unique Layer 2 security policies so that clients can select a WLAN based on the
information advertised in the beacon and probe responses. The switching and network policies are not part
of the WLAN definition.

Policy Profile

Policy profile broadly consists of network and switching policies. Policy profile is a reusable entity across
tags. Anything that is a policy for a client that is applied on an AP or controller is moved to the policy profile,
for example, VLAN, ACL, QoS, session timeout, idle timeout, AVC profile, bonjour profile, local profiling,
device classification, BSSID QoS, and so on. However, all the wireless-related security attributes and features
on the WLAN are grouped under the WLAN profile.

Flex Profile

Flex profile contains policy attributes and remote site-specific parameters. For example, the EAP profiles that
can be used when the AP acts as an authentication server for local RADIUS server information, VLAN-ACL
mapping, VLAN name-to-ID mapping, and so on.
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AP Join Profile

The default AP join profile values will have the global AP parameters and the AP group parameters. The AP
join profile contains attributes that are specific to AP, such as CAPWAP, IPv4 and IPv6, UDP Lite, High
Availability, Retransmit config parameters, Global AP failover, Hyperlocation config parameters, Telnet and
SSH, 11u parameters, and so on.

\)

Note

Telnet is not supported for the following Cisco AP models: 1542D, 15421, 1562D, 1562E, 15621, 1562PS,
1800S, 1800T, 1810T, 1810W,1815M, 1815STAR, 1815TSN, 1815T, 1815W, 18321, 18401, 1852E, 18521,
2802E, 28021, 2802H, 3700C, 3800, 3802E, 38021, 3802P, 4800, IW6300, ESW6300, 9105AXI, 9105AXW,
9115AXI, 9115AXE, 91171, APVIRTUAL, 9120AXI, 9120AXE, 9124AXI, 9124AXD, 9130AXI, 9130AXE,

9136AXI, 91621, 91641, and 91661.

RF Profile

RF profile contains the common radio configuration for the APs. RF profiles are applied to all the APs that
belong to an AP group, where all the APs in that group have the same profile settings.

Association of APs

APs can be associated using different ways. The default option is by using Ethernet MAC address, where the
MAC is associated with policy-tag, site tag, and RF tag.

In filter-based association, APs are mapped using regular expressions. A regular expression (regex) is a pattern
to match against an input string. Any number of APs matching that regex will have policy-tag, site tag, and
RF tag mapped to them, which is created as part of the AP filter.

In AP-based association, tag names are configured at the PnP server and the AP stores them and sends the
tag name as part of discovery process.

In location-based association, tags are mapped as per location and are pushed to any AP Ethernet MAC address
mapped to that location.

Modifying AP Tags

Modifying an AP tag results in DTLS connection reset, forcing the AP to rejoin the controller. If only one
tag is specified in the configuration, default tags are used for other types, for example, if only policy tag is
specified, the default-site-tag and default-rf-tag will be used for site tag and RF tag.

Configuring a Wireless Profile Policy (GUI)

Step 1
Step 2
Step 3

Procedure

Choose Configuration > Tags& Profiles > Palicy.
On the Policy Profile page, click Add.

In the Add Policy Profile window, in General tab, enter a name and description for the policy profile. The
name can be ASCII characters from 32 to 126, without leading and trailing spaces. Do not use spaces as it
causes system instability.
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Step 4 To enable the policy profile, set Status as Enabled.
Step 5 In the WLAN Switching Policy section, choose the following, as required:

* No Central Switching: Tunnels both the wireless user traffic and all control traffic via CAPWAP to the
centralized controller where the user traffic is mapped to a dynamic interface/VLAN on the controller.
This is the normal CAPWAP mode of operation.

* Central Authentication: Tunnels client data to the controller, as the controller handles client authentication.

* No Central DHCP: The DHCP packets received from AP are centrally switched to the controller and
then forwarded to the corresponding VLAN based on the AP and the SSID.

* Central Association Enable: When central association is enabled, all switching is done on the controller.

* Flex NAT/PAT: Enables Network Address Translation(NAT) and Port Address Translation (PAT) mode.

Step 6 Click Save & Apply to Device.

Configuring a Wireless Profile Policy (CLI)

Follow the procedure given below to configure a wireless profile policy:

)

Note When a client moves from an old controller to a new controller (managed by Cisco Prime Infrastructure), the
old IP address of the client is retained, if the IP address is learned by ARP or data gleaning. To avoid this
scenario, ensure that you enable ipv4 dhcp required command in the policy profile. Otherwise, the IP address
gets refreshed only after a period of 24 hours.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 wireless profile policy profile-policy Configures WLAN policy profile and enters
wireless policy configuration mode.
Example: poticy £
Device (config) # wireless profile policy
rr-xyz-policy-1
Step 3 idle-timeout timeout (Optional) Configures the duration of idle
timeout, in seconds.
Example:
Device (config-wireless-policy) #
idle-timeout 1000
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Command or Action Purpose
Step 4 vlan vlan-id Configures VLAN name or VLAN ID.
Example:

Device (config-wireless-policy) # vlan 24

Step 5 no shutdown Saves the configuration and exits configuration
mode and returns to privileged EXEC mode.

Example:
Device (config-wireless-policy)# no
shutdown

Step 6 show wireless profile policy summary Displays the configured policy profiles.
Example: Note (Optional) To view detailed
Device# show wireless profile policy information about a policy profile, use
summary the show wireless profile policy

detailed policy-profile-name command.

Configuring a Flex Profile

Follow the procedure given below to set a flex profile:

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 wireless profile flex flex-profile Configures a Flex profile and enters Flex profile
configuration mode.
Example:
Device (config)# wireless profile flex
rr-xyz-flex-profile
Step 3 description (Optional) Enables default parameters for the
flex profile.
Example: xp
Device (config-wireless-flex-profile) #
description xyz-default-flex-profile
Step 4 arp-caching (Optional) Enables ARP caching.
Example:
Device (config-wireless-flex-profile)#
arp-caching
Step 5 end Saves the configuration and exits configuration
mode and returns to privileged EXEC mode.
Example:
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Command or Action Purpose
Device (config-wireless-flex-profile)#
end

Step 6 show wireless profile flex summary (Optional) Displays the flex-profile parameters.
Example: Note To view detailed parameters about the
Device# show wireless profile flex flex proﬁle, use the show wireless
summary profileflex detailed flex-profile-name

command.

Configuring an AP Profile (GUI)

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Step 7

Before you begin

The default AP join profile values will have the global AP parameters and the AP group parameters. The AP
join profile contains attributes that are specific to AP, such as CAPWAP, IPv4/IPv6, UDP Lite, High
Availability, retransmit configuration parameters, global AP failover, Hyperlocation configuration parameters,
Telnet/SSH, 11u parameters, and so on.

Procedure

Choose Configuration > Tags & Profiles > AP Join.
On the AP Join Profile page, click Add.

The Add AP Join Profile page is displayed.

In the General tab, enter a name and description for the AP join profile.
Check the LED State check box to set the LED state of all APs connected to the device to blink so that the
APs are easily located.

In the Client tab and Statistics Timer section, enter the time in seconds that the AP sends its 802.11 statistics
to the controller.

In the TCP M SS Configuration section, check the Adjust M SS Enable check box to enter value for Adjust
MSS. You can enter or update the maximum segment size (MSS) for transient packets that traverse a router.
TCP MSS adjustment enables the configuration of the maximum segment size (MSS) for transient packets
that traverse a router, specifically TCP segments with the SYN bit set.

In a CAPWAP environment, a lightweight access point discovers a device by using CAPWAP discovery
mechanisms, and then sends a CAPWAP join request to the device. The device sends a CAPWAP join response
to the access point that allows the access point to join the device.

When the access point joins the device, the device manages its configuration, firmware, control transactions,
and data transactions.

In the AP tab, you can configure the following:

* General

a) Inthe General tab, check the Switch Flag check box to enable switches.
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Step 8

b)

¢)

d)
e)

2)
h)
i)
i)}

a)
b)

c)

d)
e)

a)

b)

<)

Configuring an AP Profile (GUI) .

Check the Power Injector State check box if power injector is being used. Power Injector increases
wireless LAN deployment flexibility of APs by providing an alternative powering option to local power,
inline power-capable multiport switches, and multiport power patch panels.

From the Power Injector Type drop-down list, choose power injector type from the following options:

* Installed: If you want the AP to examine and remember the MAC address of the currently connected
switch port. (This selection assumes that a power injector is connected.)

* Override: To enable the AP to operate in high-power mode without first verifying a matching MAC
address.

In the Injector Switch MAC field, enter the MAC address of the switch.

From the EAP Type drop-down list, choose the EAP type as EAP-FAST, EAP-TLS, or EAP-PEAP.
From the AP Authorization Typedrop-down list, choose the type as either CAPWAP DTLS + or CAPWAP
DTLS.

In the Client Statistics Reporting I nterval section, enter the interval for 5 GHz and 2.4 GHz radios in
seconds.

Check the Enable check box to enable extended module.

From the Profile Name drop-down list, choose a profile name.

Click Save & Apply to Device.

* Hyperlocation: Cisco Hyperlocation is a location solution that allows to track the location of wireless
clients with the accuracy of one meter. Selecting this option disables all other fields in the screen, except
NTP Server.

In the Hyperlocation tab, check the Enable Hyperlocation check box.

Enter the Detection Threshold value to filter out packets with low RSSI. The valid range is —100 dBm
to =50 dBm.

Enter the Trigger Threshold value to set the number of scan cycles before sending a BAR to clients. The
valid range is 0 to 99.

Enter the Reset Threshold value to reset value in scan cycles after trigger. The valid range is 0 to 99.
Enter the NTP Server IP address.

Click Save & Apply to Device.

* BLE: If your APs are Bluetooth Low Energy (BLE) enabled, they can transmit beacon messages that are
packets of data or attributes transmitted over a low energy link. These BLE beacons are frequently used
for health monitoring, proximity detection, asset tracking, and in-store navigation. For each AP, you can
customize BLE Beacon settings configured globally for all APs.

In the BLE tab, enter a value in the Beacon Interval field to indicate how often you want your APs to
send out beacon advertisements to nearby devices. The range is from 1 to 10, with a default of 1.

In the Advertised Attenuation Level field, enter the attenuation level. The range is from 40 to 100, with
a default of 59.

Click Save & Apply to Device.

In the Management tab, you can configure the following:

a)
b)

<)

* Device

In the Device tab, enter the | Pv4/I Pv6 Address of the TFTP server, TFTP Downgrade section.
In the Image File Name field, enter the name of the software image file.
From the Facility Value drop-down list, choose the appropriate facility.
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Step 9
Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

d) Enter the IPv4 or IPv6 address of the host.

e) Choose the appropriate Log Trap Value.

f) Enable Telnet and/or SSH configuration, if required.
g) Enable core dump, if required.

h) Click Save & Apply to Device.

* User

a) In the User tab, enter username and password details.
b) Choose the appropriate password type.

¢) Inthe Secret field, enter a custom secret code.

d) Choose the appropriate secret type.

e) Choose the appropriate encryption type.

f) Click Save & Apply to Device.

* Credentials

a) In the Credentialstab, enter local username and password details.
b) Choose the appropriate local password type.

c) Enter 802.1x username and password details.

d) Choose the appropriate 802.1x password type.

e) Enter the time in seconds after which the session should expire.

f) Enable local credentials and/or 802.1x credentials as required.

g) Click Save & Apply to Device.

a) Inthe CDP Interfacetab, enable the CDP state, if required.
b) Click Save & Apply to Device.

In the Rogue AP tab, check the Rogue Detection check box to enable rogue detection.
In the Rogue Detection Minimum RSS! field, enter the RSSI value.

This field specifies the minimum RSSI value for which a Rogue AP should be reported. All Rogue APs with
RSSI lower than what is configured will not be reported to controller.

In the Rogue Detection Transient Interval field, enter the transient interval value.
This field indicates how long the Rogue AP should be seen before reporting the controller.
In the Rogue Detection Report Interval field, enter the report interval value.

This field indicates the frequency (in seconds) of Rogue reports sent from AP to controller.

Check the Rogue Containment Automatic Rate Selection check box to enable rogue containment automatic
rate selection.

Here, the AP selects the best rate for the target Rogue, based on its RSSI.

Check the Auto Containment on FlexConnect Standalone check box to enable the feature.

Here, the AP will continue containment in case it moves to flexconnect standalone mode.

Click Save & Apply to Device.
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Configuring an AP Profile (CLI)

Follow the procedure given below to configure and AP profile:

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 ap profile ap-profile Configures an AP profile and enters AP profile
configuration mode.
Example:
Device (config) # ap profile xyz-ap-profile Note Inan AP profile, the EAP-FAST is the
default EAP type.
Note When you delete a named profile, the
APs associated with that profile will
not revert to the default profile.
Step 3 description ap-profile-name Adds a description for the ap profile.
Example:
Device (config-ap-profile) # description
"xyz ap profile"
Step 4 cdp Enables CDP for all Cisco APs.
Example:
Device (config-ap-profile) # cdp
Step 5 end Saves the configuration and exits configuration
mode and returns to privileged EXEC mode.
Example:
Device (config-ap-profile) # end
Step 6 show ap profile nameprofile-name detailed | (Optional) Displays detailed information about
an AP join profile.
Example:
Device# show ap profile name
xyz-ap-profile detailed

Configuring an RF Profile (GUI)

Procedure

Step 1 Choose Configuration > Tags & Profiles > RF.
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Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

On the RF Profile page, click Add.

In the Gener al tab, enter a name for the RF profile. The name can be ASCII characters from 32 to 126, without
leading and trailing spaces.

Choose the appropriate Radio Band.

To enable the profile, set the status as Enable.
Enter a Description for the RF profile.

Click Save & Apply to Device.

Configuring an RF Profile (CLI)

Follow the procedure given below to configure an RF profile:

Before you begin

Ensure that you use the same RF profile name that you create here, when configuring the wireless RF tag too.
If there is a mismatch in the RF profile name (for example, if the RF tag contains an RF profile that does not
exist), the corresponding radios will not come up.

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 ap dot11 24ghz rf-profile rf-profile Configures an RF profile and enters RF profile
configuration mode.
Example:
Device (config) # ap dotll 24ghz rf-profile Note Use the 24'th command to conﬁgure
rfprof24 1 the 802.11b parameters. Use the 5ghz
command to configure the 802.11a
parameters.
Step 3 default (Optional) Enables default parameters for the
RF profile.
Example:
Device (config-rf-profile) # default
Step 4 no shutdown Enables the RF profile on the device.
Example:
Device (config-rf-profile) # no shutdown
Step 5 end Exits configuration mode and returns to
Example: privileged EXEC mode.
Device (config-rf-profile) # end
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Command or Action Purpose
Step 6 show ap rf-profile summary (Optional) Displays the summary of the
available RF profiles.
Example:

Device# show ap rf-profile summary

Step 7 show ap rf-profile name rf-profile detail (Optional) Displays detailed information about

Example: a particular RF profile.

Device# show ap rf-profile name
rfprof24_ 1 detail

Enhanced Site Tag-Based Load Balancing

Feature History for Enhanced Site Tag-Based Load Balancing

This table provides release and related information for the feature explained in this module.

This feature is also available in all the releases subsequent to the one in which they are introduced in, unless
noted otherwise.

Table 1: Feature History for Enhanced Site Tag-Based Load Balancing

Release Feature Feature Information
Cisco I0S XE Enhanced Site The Site Tag-based load balancing is available from Cisco
Dublin 17.10.1 Tag-Based Load IOS-XE Gibraltar 16.10.1 release.

Balancing

When the first AP from a site joins the controller, it takes the
decision to load balance the entire site. However, this is done
without knowing the site load.

The enhancement to load balancing feature introduced in Cisco
TI0S-XE 17.10.1 specifies a site load to help with better load
balancing.

Information About Enhanced Site Tag-Based Load Balancing

Load balancing of APs is done among session handling processes called Wireless Network Control Daemon
(WNCD). The load balancer assigns APs to WNCDs based on site tags. The decision to load balance a site
tag to a WNCD is taken when the first AP from that site tag joins the controller.

Prior to this enhancement, the controller had no indication about the size of the site. Therefore, the site size
is not taken into consideration for this load balancing decision. The system works well only if the sites are of
approximately equal size. However, in case where you have sites of disparate sizes, it is possible for some
WNCDs to be more loaded than the others. This enhancement allows you to configure a site load, thus allowing
the system to take better load balancing decisions.

The behavior of the load balancing feature in the controller reboot case is as follows:
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* After you have configured the feature in one or more site tags and rebooted the controller, after the reboot,
even before any APs join, the load balancing feature retains the site tags that are used actively in persistent
memory and load balances them during bootup. The load balancing during bootup occurs in descending
order of the configured site load.

+ After you have configured the load balancing feature in a site tag with APs already joined, the load
balancing remains unchanged unless all APs, including those not in the site tag, disconnects or the
controller reboots.

Prerequisites for Enhanced Site Tag-Based Load Balancing

* You must have configured the site load.

» We recommended that you configure all the named sites with a load value.

N

Note The configured load is only an estimate. It will only be used for site load balancing.
Specifically, it does not prevent APs, or clients from joining or associating.

Use Cases

To cater to a variety of use cases, the site load configuration is designed to be a load factor rather than an
absolute number. Specifically, it need not be the number of APs in a site, although, for most practical purposes,
the number of APs can be used as a good approximation of the load. The following are the two use cases:

» Sites with normal client density and roaming load. You can use AP count as a good approximate site
load in these cases. Examples of such sites are cubicle areas in offices and hospitals.

» Sites with high client density and roaming load. For these, you can use a higher load configuration than
the number of APs. For example, if the number of APs in such a site is 200, you can use a load factor of
300 or 400 to compensate for higher client load. Examples of such sites include stadiums, cafeterias, and
conference floors.

Configuring Site Load (CLI)

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 wireless tag site site-tag Configures site tag and enters site tag
configuration mode.
Example:
Device (config)# wireless tag site areal
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Command or Action Purpose

Step 3 load load Configures the site load. The load is the
estimate of the relative load reserved for the
site. Values range between 0 to 1000. The
default value 0 means no load recommendation
for the site.

Example:
Device (config-site-tag)# load 200

Step 4 end Returns to privileged EXEC mode.

Example:

Device (config-site-tag)# end

Verifying Enhanced Site Tag-Based Load Balancing Configuration

To view detailed information about a site, use the following command:

Device# show wireless tag site detailed areal

Site Tag Name : areal

Description :

AP Profile : default-ap-profile
Local-site : Yes

Image Download Profile: default

Fabric AP DHCP Broadcast : Disabled

Fabric Multicast Group IPv4 Address : 232.255.255.1
Site Load : 200

To view the default site tag type for WNCD instances, use the following command:

Device# show wireless loadbalance tag affinity

Tag Tag type No of AP's Joined Wncd Instance
areal SITE TAG 50 0
area? SITE TAG 50 0
areal SITE TAG 100 1
area4 SITE TAG 150 2

Configuring Policy Tag (GUI)

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Procedure

Choose Configuration > Tags & Profiles > Tags> Palicy.
Click Add to view the Add Policy Tag window.

Enter a name and description for the policy tag. The name can be ASCII characters from 32 to 126, without
leading and trailing spaces.

Click Add to map WLAN and policy.
Choose the WLAN profile to map with the appropriate policy profile, and click the tick icon.
Click Save & Apply to Device.
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Configuring a Policy Tag (CLI)

Follow the procedure given below to configure a policy tag:

Procedure

System Configuration |

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

wirelesstag policy policy-tag-name

Example:

Device (config-policy-tag)# wireless tag
policy default-policy-tag

Configures policy tag and enters policy tag
configuration mode.

Note When performing LWA, the clients
connected to a controller gets
disconnected intermittently before

session timeout.

Step 4

description description

Example:

Device (config-policy-tag) # description
"default-policy-tag"

Adds a description to a policy tag.

Step 5

remote-lan name policy profile-policy-name
{ext-module| port-id }

Example:

Device (config-policy-tag) # remote-lan
rr-xyz-rlan-aa policy rr-xyz-rlan-policyl
port-id 2

Maps a remote-LAN profile to a policy profile.

Step 6

wlan wlan-name policy profile-policy-name

Example:

Device (config-policy-tag) # wlan
rr-xyz-wlan-aa policy rr-xyz-policy-1

Maps a policy profile to a WLAN profile.

Step 7

end

Example:

Device (config-policy-tag)# end

Exits policy tag configuration mode, and returns
to privileged EXEC mode.

Step 8

show wirelesstag policy summary

Example:

(Optional) Displays the configured policy tags.
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Command or Action Purpose

Device# show wireless tag policy summary|Neote To view detailed information about a
policy tag, use the show wirelesstag
policy detailed policy-tag-name
command.

Configuring Wireless RF Tag (GUI)

Procedure

Step 1 a) Choose Configuration > Tags & Profiles> Tags> RF.

Step 2 Click Add to view the Add RF Tag window.

Step 3 Enter a name and description for the RF tag. The name can be ASCII characters from 32 to 126, without
leading and trailing spaces.

Step 4 Choose the required 5 GHz Band RF Profile, 5 GHz Band RF Profile, and 2.4 GHz Band RF Profileto
be associated with the RF tag.

Step 5 Click Update & Apply to Device.

Configuring Wireless RF Tag (CLI)

Follow the procedure given below to configure a wireless RF tag:

Before you begin

* You can use only two profiles (2.4-GHz and 5-GHz band RF profiles) in an RF tag.

* Ensure that you use the same AP tag name that you created when configuring the AP tag task too.

Procedure
Command or Action Purpose
Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 wirelesstag rf rf-tag Creates an RF tag and enters wireless RF tag
configuration mode.
Example:
Device (config) # wireless tag rf rftagl
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Command or Action

Purpose

Step 3 24ghz-rf-policy rf-policy Attaches an IEEE 802.11b RF policy to the RF
Example: tag.
Device (config-wireless-rf-tag) # To configure a dotl1a policy, use the
24ghz-rf-policy rfprof24 1 5ghz-rf-policy command.
Step 4 description policy-description Adds a description for the RF tag.
Example:
Device (config-wireless-rf-tag)#
description Test
Step 5 end Exits configuration mode and returns to
privileged EXEC mode.
Example:
Device (config-wireless-rf-tag)# end
Step 6 show wirelesstag rf summary Displays the available RF tags.
Example:
Device# show wireless tag rf summary
Step 7 show wirelesstag rf detailed rf-tag Displays detailed information of a particular

Example:

Device# show wireless tag rf detailed

rftagl

RF tag.

Attaching a Policy Tag and Site Tag to an AP (GUI)

Step 1

Step 2

Step 3

Step 4

Procedure

Choose Configuration > Wireless > Access Points.

The All Access Points section displays details of all the APs on your network.

To edit the configuration details of an AP, select the row for that AP.
The Edit AP window is displayed.

In the General tab and Tags section, specify the appropriate policy, site, and RF tags, that you created on the
Configuration > Tags & Profiles> Tags page.

Click Update & Apply to Device.

Attaching Policy Tag and Site Tag to an AP (CLI)

Follow the procedure given below to attach a policy tag and a site tag to an AP:
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Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 ap mac-address Configures a Cisco AP and enters AP profile
configuration mode.
Example:
Device (config) # ap F866.F267.7DFB Note The maC-addI’ESS should be a wired
mac address.
Step 3 policy-tag policy-tag-name Maps a policy tag to the AP.
Example:
Device (config-ap-tag) # policy-tag
rr-xyz-policy-tag
Step 4 Site-tag site-tag-name Maps a site tag to the AP.
Example:
Device (config-ap-tag)# site-tag
rr-xyz-site
Step 5 rf-tag rf-tag-name Associates the RF tag.
Example:
Step 6 end Saves the configuration, exits configuration
mode, and returns to privileged EXEC mode.
Example:
Device (config-ap-tag) # end
Step 7 show ap tag summary (Optional) Displays AP details and the tags
associated to it.
Example:
Device# show ap tag summary
Step 8 show ap name <ap-name> tag info (Optional) Displays the AP name with tag
information.
Example:
Device# show ap name ap-name tag info
Step 9 show ap hame <ap-name> tag detail (Optional) Displays the AP name with tag

Example:

Device# show ap name ap-name tag detail

details.
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Time Management

The date and time of the system on EWC is configured when you run the initial wireless express setup wizard.
You can change or configure the time from the GUI menu by choosing Administration > Time.

You can configure a Network Time Protocol (NTP) server to synchronize date and time, if it was not configured
during the wireless express setup. Greenwich Mean Time (GMT) is used as the standard for setting the time
zone on the controller. You can also update or add the specific NTP server to EWC.

)

Note EWC APs do not track time when powered off. Therefore, we recommned you to configure NTP to keep a
proper time across reboots on the EWC.

AP Filter

Introduction to AP Filter

The introduction of tags in the new configuration model in the Cisco Embedded Wireless Controller on
Catalyst Access Points has created multiple sources for tags to be associated with access points (APs). Tag
sources can be static configuration, AP filter engine, per-AP PNP, or default tag sources. In addition to this,
the precedence of the tags also plays an important role. The AP filter feature addresses these challenges in a
seamless and intuitive manner.

AP filters are similar to the access control lists (ACLs) used in the controller and are applied at the global
level. You can add AP names as filters, and other attributes can be added as required. Add the filter criteria
as part of the discovery requests.

The AP Filter feature organizes tag sources with the right priority, based on the configuration.

You cannot disable the AP filter feature. However, the relative priority of a tag source can be configured using
ap filter-priority priority filter-name command.

)

Note  You can configure tag names at the PnP server (similar to the Flex group and AP group) and the AP stores
and send the tag name as part of discovery and join requests.

Set Tag Priority (GUI)

Procedure

Step 1 Choose Configuration > Tags & Profiles> Tags> AP > Tag Source.
Step 2 Drag and Drop the Tag Sources to change priorities.
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Set Tag Priority

Multiple tag sources might result in ambiguity for network administrators. To address this, you can define
priority for tags. When an AP joins the controller, the tags are picked based on priority. If precedence is not
set, the defaults are used.

Use the following procedure to set tag priority:

Procedure
Command or Action Purpose
Step 1 configure terminal Enters the global configuration mode.
Example:
Device# configure terminal
Step 2 ap tag-sour ce-priority source-priority source | Configures AP tag source priority.
fil n .
{filter | pnp} Note It is not mandatory to configure AP
Example: filter. It comes with default priorities
Device (config) # ap tag-source-priority fbrStaﬁc,FiheLGuanP
2 source pnp
Step 3 end Exits configuration mode and returns to
rivileged EXEC mode.
Example: P £
Device (config) # end
Step 4 ap tag-sourcesrevalidate Revalidates AP tag sources. The priorities
become active only after this command is run.
Example:
Device# ap tag-sources revalidate Note If you change the priorities for Filter
and PnP, and want to evaluate them,
run the revalidate command.

Create an AP Filter (GUI)

Step 1
Step 2
Step 3

Step 4

Procedure

Choose Configuration > Tags & Profiles> Tags> AP > Filter.
Click Add.

In the Associate Tagsto AP dialog box which is displayed, enter the Rule Name, the AP name regex and
the Priority. Optionally, you can also choose the policy tag from the Policy Tag Name drop-down list, the
site tag from the Site Tag Name drop-down list and the RF tag from the RF Tag Name drop-down list.

Click Apply to Device.
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Create an AP Filter (CLI)

Procedure
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Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters the global configuration mode.

Step 2

ap filter namefilter_name

Example:

Device (config)# ap filter filter-1

Configures an AP filter.

Step 3

ap name-regex regular-expression

Example:

Device (config-ap-filter)# ap name-regex
testany

Configures the AP filter based on regular
expression.

For example, if you have named an AP as
ap-lab-12, then you can configure the filter
with a regular expression, such as
ap-lab-\d+ , to match the AP name.

Step 4

tag policy policy-tag

Example:

Device (config-ap-filter)# tag policy
pol-tagl

Configures a policy tag for this filter.

Step 5

tagrf rf-tag

Example:

Device (config-ap-filter)# tag rf rf-tagl

Configures an RF tag for this filter.

Step 6

tag sitesite-tag

Example:

Device (config-ap-filter)# tag site sitel

Configures a site tag for this filter.

Step 7

end

Example:

Device (config-ap-filter)# end

Exits configuration mode and returns to
privileged EXEC mode.

Set Up and Update Filter Priority (GUI)

Procedure

Step 1

Choose Configuration > Tags & Profiles> Tags> AP > Filter.
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Set Up and Update Filter Priority .

a) Ifyou want to setup a new AP filter, then click Add. In the Associate Tagsto AP dialog box which is
displayed, enter the Rule Name, the AP name regex and the Priority. Optionally, you can also select
the Policy Tag Name, the Site Tag Name and the RF Tag Name. Click Apply to Device.

b) If you want to update the priority of an existing AP filter, click on the Filter and in the Edit Tags dialog
box and change the Priority. In case the Filter is Inactive, no priority can be set to it. Click Update and
Apply to Device.

Set Up and Update Filter Priority

Follow the procedure given below to set and update filter priority:

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal

Step 2 ap filter priority priority filter-name Configure AP filter priority. Valid values range
filter-name from 0 to 1023; 0 is the highest priority.
Example: Note A filter without a priority is not active.
Device (config) # ap filter priority 10 Similarly, you cannot set a filter
filter-name testl priority without a filter.

Step 3 end Exits configuration mode and returns to

ivil EXE .

Example: privileged C mode
Device (config-ap)# end

Verify AP Filter Configuration

The following show commands are used to display tag sources and filters, and their priorities.

To view the tag source priorities, use the following command:

Device# show ap tag sources

Priority Tag source

0 Static
1 Filter
2 AP

3 Default

To view the available filters, use the following command:
Device# show ap filter all
Filter Name regex Policy Tag RF Tag Site

Tag
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first abcd pol-tagl rf-tagl

site-tagl

testl testany sitel
filterl testany

To view the list of active filters, use the following command:

Device# show ap filters active

Priority Filter Name regex Policy Tag RF Tag
Site Tag

10 testl testany

sitel

To view the source of an AP tag, use the following command:

Device# show ap tag summary
Number of APs: 4

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name
Misconfigured Tag Source

APO02A.1034.CA78 002a.1034.ca78 named-site-tag named-policy-tag named-rf-tag No Filter
APOOA2.891C.2480 00a2.891c.2480 named-site-tag named-policy-tag named-rf-tag No Filter

AP58AC.78DE.9946 58ac.78de.9946 default-site-tag default-policy-tag default-rf-tag No AP
AP0081.C4F4.1F34 0081.c4f4.1£34 default-site-tag default-policy-tag default-rf-tag No Default

Configuring Access Point for Location Configuration

Information About Location Configuration

During location configuration, you can perform the following:
* Configure a site or location for an AP.
* Configure a set of tags for this location.

» Add APs to this location.

Any location comprises of the following components:

* A set of unique tags, one for each kind, namely: Policy, RF and Site.

* A set of ethernet MAC addresses that applies to the tags.

This feature works in conjunction with the existing tag resolution scheme. The location is considered as a
new tag source to the existing system. Similar, to the static tag source.
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Prerequisite for Location Configuration

If you configure an access point in one location, you cannot configure the same access point in another location.

Configuring a Location for an Access Point (GUI)

Before you begin

)

Note When you create local and remote sites in the Basic Setup workflow, corresponding policies and tags are
created in the backend. These tags and policies that are created in the Basic Setup cannot be modified using
the Advanced workflow, and vice versa.

Procedure

Step 1 Choose Configuration > Wireless Setup > Basic.

Step 2 On the Basic Wireless Setup page, click Add.

Step 3 In the General tab, enter a name and description for the location.
Step 4 Set the L ocation Type as either Local or Flex.

Step 5 Use the slider to set Client Density as Low, Typical or High.
Step 6 Click Apply.

Configuring a Location for an Access Point (CLI)

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal

Step 2 ap location name location_name Configures a location for an access point.
Example: Run the no form of this command to remove
Device (config) # ap location name location for an access point.
locationl

Step 3 tag {policy policy_name| rf rf_name | site Configures tags for the location.
site_name}
Example:
Device (config-ap-location)# tag policy
policy_tag
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Command or Action Purpose

Device (config-ap-location) # tag rf rf tag

Device (config-ap-location)# tag site
site_tag

Step 4 location description Adds description to the location.

Example:

Device (config-ap-location)# location
description

Step 5 end Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit

Example: global configuration mode.

Device (config-ap-location)# end

Adding an Access Point to the Location (GUI)
A\

Note When the tag source is not set to location, the AP count and AP location tagging will not be correctly reflected
on the web UI. To change static tag source on the AP, run the no ap ap-mac command on the controller to
change AP tag source to default (which is location).

Procedure

Step 1 Choose Configuration > Wireless Setup > Basic.
Step 2 On the Basic Wireless Setup page, click Add to configure the following:

* General
» Wireless Networks
* AP Provisioning

Step 3 In the AP Provisioning tab and Add/Select APssection, enter the AP MAC address and click the right arrow
to add the AP to the associated list.

You can also add a CSV file from your system. Ensure that the CSV has the MAC Address column.

Step 4 Use the search option in the Available AP List to select the APs from the Selected AP list and click the right
arrow to add the AP to the associated list.

Step 5 Click Apply.
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Adding an Access Point to the Location (CLI)

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 ap location name location_name Configures a location for an access point.
Example:
Device (config) # ap location name
locationl
Step 3 ap-eth-mac ap_ethernet_mac Adds an access point to the location.
Example:
Device (config-ap-location)# ap-eth-mac
188b.9dbe. 6eac
Step 4 end Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
Example: .
global configuration mode.
Device (config-ap-location)# end
Note After adding an AP to a location, the
AP may reset automatically to get the
new configuration

Configuring SNMP in Location Configuration

SNMP

EWC does not support SNMP and does not implement the SNMP MIBs of Cisco Catalyst 9800 Series Wireless
Controllers, although EWC might respond to some of the object identifiers (OIDs).

Verifying Location Configuration

To view the summary of AP location configuration, use the following command:

Device# show ap location summary

Location Name Description Policy Tag RF Tag Site Tag
first first floor default-policy-tag default-rf-tag default-site-tag
second second floor default-policy-tag default-rf-tag default-site-tag

To view the AP location configuration details for a specific location, use the following command:

Device# show ap location details first
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Location Name.........ovvveeueen...: first

Location description...............: first floor

Policy tag...vcvevveieeeeeeene...: default-policy-tag
Site tag.....ciiiiiiiiiiiiie....: default-site-tag
RE tag..viviiiiiiiiiiiieneeeeeene..: default-rf-tag

Configured list of APs
005b.3400.0af0
005b.3400.0b£0

To view the AP tag summary, use the following command:

Device# show ap tag summary

Number of APs: 4
AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name
Misconfigured Tag Source

Asim 5-1 005b.3400.02£0 default-site-tag default-policy-tag default-rf-tag Yes
Filter

Asim 5-2 005b.3400.03£0 default-site-tag default-policy-tag default-rf-tag No
Default

Asim 5-9 005b.3400.0af0 default-site-tag default-policy-tag default-rf-tag No
Location

Asim 5-10 005b.3400.0b£f0 default-site-tag default-policy-tag default-rf-tag No
Location

Verifying Location Statistics

To view the AP location statistics, use the following command:

Device# show ap location stats

Location name APs joined Clients joined Clients on 1lla Clients on 1lb
first 2 0 3 4
second 0 0 0 0
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* Introduction to Smart Licensing Using Policy, on page 39

* Information About Smart Licensing Using Policy, on page 40

* How to Configure Smart Licensing Using Policy: Workflows by Topology , on page 66
» Migrating to Smart Licensing Using Policy, on page 79

* Task Library for Smart Licensing Using Policy, on page 100

* Troubleshooting Smart Licensing Using Policy, on page 141

» Additional References for Smart Licensing Using Policy, on page 153

* Feature History for Smart Licensing Using Policy, on page 153

Introduction to Smart Licensing Using Policy

Smart Licensing Using Policy is an enhanced version of Smart Licensing, with the overarching objective of
providing a licensing solution that does not interrupt the operations of your network, rather, one that enables
a compliance relationship to account for the hardware and software licenses you purchase and use.

Smart Licensing Using Policy is supported starting with Cisco IOS XE Amsterdam 17.3.2a.
The primary benefits of this enhanced licensing model are:
* Seamless day-0 operations

After a license is ordered, no preliminary steps, such as registration or generation of keys etc., are required
unless you use an export-controlled or enforced license. There are no export-controlled or enforced
licenses on Cisco Catalyst Wireless Controllers and product features can be configured on the device
right-away.

* Consistency in Cisco I0S XE

Campus and industrial ethernet switching, routing, and wireless devices that run Cisco IOS XE software,
have a uniform licensing experience.

* Visibility and manageability
Tools, telemetry and product tagging, to know what is in-use.
* Flexible, time series reporting to remain compliant

Easy reporting options are available, whether you are directly or indirectly connected to Cisco Smart
Software Manager (CSSM), or in an air-gapped network.
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This document provides conceptual, configuration, and troubleshooting information for Smart Licensing
Using Policy on Cisco Catalyst Wireless Controllers.

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide.

Information About Smart Licensing Using Policy

This section provides conceptual information about Smart Licensing Using Policy, supported products, an
overview of each supported topology, and explains how Smart Licensing Using Policy interacts, with other
features.

Overview

Smart Licensing Using Policy is a software license management solution that provides a seamless experience
with the various aspects of licensing.

* Purchase licenses: Purchase licenses through the existing channels and use the Cisco Smart Software
Manager (CSSM) portal to view product instances and licenses.

)

Note For new hardware or software orders, Cisco simplifies the implementation of
Smart Licensing Using Policy, by factory-installing the following (terms are
explained in the #unique 60 section further below):

* A custom policy, if available.

* A trust code, which ensures authenticity of data sent to CSSM. This is
installed starting with Cisco IOS XE Cupertino 17.7.1. This trust code cannot
be used to communicate with CSSM.

* Use: All licenses on Cisco Catalyst Wireless Controllers are unenforced. This means that you do not
have to complete any licensing-specific operations, such as registering or generating keys before you
start using the software and the licenses that are tied to it. License usage is recorded on your device with
timestamps and the required workflows can be completed at a later date.

* Report license usage to CSSM: Multiple options are available for license usage reporting. You can use
Cisco Smart Licensing Utility (CSLU), or report usage information directly to CSSM. For air-gapped
networks, a provision for offline reporting where you download usage information and upload it to CSSM,
is also available. The usage report is in plain text XML format. See: #unique 61.

* Reconcile: For situations where delta billing applies (purchased versus consumed).

Supported Products

This section provides information about the Cisco IOS-XE product instances that support Smart Licensing
Using Policy. All models (Product IDs or PIDs) in a product series are supported — unless indicated otherwise.
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Table 2: Supported Product Instances: Cisco Catalyst Wireless Controllers

Cisco Catalyst Wireless Controllers When Support for Smart Licensing Using
Policy was Introduced

Cisco Catalyst 9800-40 Wireless Controller Cisco I0S XE Amsterdam 17.3.2a

Cisco Catalyst 9800-L Wireless Controller Cisco I0S XE Amsterdam 17.3.2a

Cisco Catalyst 9800-CL Wireless Controller Cisco I0S XE Amsterdam 17.3.2a

Cisco Catalyst 9800 embedded Wireless Controller Cisco I0S XE Amsterdam 17.3.2a

Cisco Embedded Wireless Controller on Cisco Catalyst 9100 | Cisco IOS XE Amsterdam 17.3.2a
Access Points (EWC-AP)

Architecture

This section explains the various components that can be part of your implementation of Smart Licensing
Using Policy. One or more components make up a topology.

Product Instance

A product instance is a single instance of a Cisco product, identified by a Unique Device Identifier (UDI).

A product instance records and reports license usage (RUM reports), and provides alerts and system messages
about overdue reports, communication failures, etc. RUM reports and usage data are securely stored in the
product instance.

Throughout this document, the term product instance refers to all supported physical and virtual product
instances - unless noted otherwise. For information about the product instances that are within the scope of
this document, see #unique 65.

CSLU

Cisco Smart License Utility (CSLU) is a Windows-based reporting utility that provides aggregate licensing
workflows. This utility performs the following key functions:

* Provides options relating to how workflows are triggered. The workflows can be triggered by CSLU or
by a product instance.

* Collects usage reports from one or more product instances and uploads these usage reports to the
corresponding Smart Account or Virtual Account — online, or offline, using files. Similarly, the RUM
report ACK is collected online, or offline, and sent back to the product instance.

* Sends authorization code requests to CSSM and receives authorization codes from CSSM, if applicable.

CSLU can be part of your implementation in the following ways:
* Install the windows application, to use CSLU as a standalone tool that is connected to CSSM.

» Install the windows application, to use CSLU as a standalone tool that is disconnected from CSSM. With
this option, the required usage information is downloaded to a file and then uploaded to CSSM. This is
suited to air-gapped networks.
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* Embedded (by Cisco) in a controller such as Cisco Catalyst Center.

* Deploy CSLU on a machine (laptop or desktop) running Linux.

CSLU supports Windows 10 and Linux operating systems. For release notes and to download the latest version,
click Smart Licensing Utility on the Software Download page

CSSM

Cisco Smart Software Manager (CSSM) is a portal that enables you to manage all your Cisco software licenses
from a centralized location. CSSM helps you manage current requirements and review usage trends to plan
for future license requirements.

You can access the CSSM Web Ul at https://software.cisco.com. Under the License tab, click the Smart
Software Licensing link.

See the #unique 68 section to know about the different ways in which you can connect to CSSM
In CSSM you can:

* Create, manage, or view virtual accounts.

* Create and manage Product Instance Registration Tokens.

» Transfer licenses between virtual accounts or view licenses.
* Transfer, remove, or view product instances.

* Run reports against your virtual accounts.

* Modify your email notification settings.

 View overall account information.

Controller

A management application or service that manages multiple product instances.

)

Note Throughout this chapter, and in the context of Smart Licensing Using Policy, the term "controller" or
"Controller" always means a management application or service that manages a product instance. The term
is not used to refer to Cisco Catalyst Wireless Controllers, which are product instances.

On Cisco Catalyst Wireless Controllers, Cisco Catalyst Center is the supported controller. Information about
the controller, product instances that support the controller, and minimum required software versions on the
controller and on the product instance is provided below:
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Table 3: Support Information for Controller: Cisco Catalyst Center

Minimum Required Cisco Catalyst | Minimum Required Cisco 10S XE | Supported Product Instances
Center Version for Smart Licensing Version?
Using Policy1

Cisco Catalyst Center Release 2.2.2 | Cisco IOS XE Amsterdam 17.3.2a * Cisco Catalyst 9800-40
Wireless Controller

* Cisco Catalyst 9800-80
Wireless Controller

* Cisco Catalyst 9800-L
Wireless Controller

* Cisco Catalyst 9800-CL
Wireless Controller

* Cisco Catalyst 9800 embedded
Wireless Controller

* Cisco Embedded Wireless
Controller on Cisco Catalyst
9100 Access Points
(EWC-AP)

! The minimum required software version on the controller. This means support continues on all subsequent
releases - unless noted otherwise

2 The minimum required software version on the product instance. This means support continues on all
subsequent releases - unless noted otherwise.

For more information about Cisco Catalyst Center, see the support page at:
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/series.html.

SSM On-Prem

Smart Software Manager On-Prem (SSM On-Prem) is an asset manager, which works in conjunction with
CSSM. It enables you to administer products and licenses on your premises instead of having to directly
connect to CSSM.

Information about the required software versions to implement Smart Licensing Using Policy with SSM
On-Prem, is provided below:
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Minimum Required SSM On-Prem | Minimum Required Cisco 10S XE | Supported Product Instances
Version for Smart Licensing Using Version®
Policy®
Version 8, Release 202102 Cisco I0S XE Amsterdam 17.3.3 * Cisco Catalyst 9800-40
Wireless Controller
* Cisco Catalyst 9800-80
Wireless Controller
* Cisco Catalyst 9800-L
Wireless Controller
* Cisco Catalyst 9800-CL
Wireless Controller
* Cisco Catalyst 9800 embedded
Wireless Controller
* Cisco Embedded Wireless
Controller on Cisco Catalyst
9100 Access Points
(EWC-AP)
3 The minimum required SSM On-Prem version. This means support continues on all subsequent releases
- unless noted otherwise
* The minimum required software version on the product instance. This means support continues on all
subsequent releases - unless noted otherwise.
For more information about SSM On-Prem, see Smart Software Manager On-Prem on the Software Download
page. Hover over the .iso image to display the documentation links.
Concepts

This section explains the key concepts of Smart Licensing Using Policy.

License Enforcement Types

A given license belongs to one of three enforcement types. The enforcement type indicates if the license
requires authorization before use, or not.

» Unenforced or Not Enforced

Unenforced licenses do not require authorization before use in air-gapped networks, or registration, in
connected networks. The terms of use for such licenses are as per the General Terms and Conditions.

All licenses available on Cisco Catalyst Wireless Controllers are unenforced licenses.
* Enforced

Licenses that belong to this enforcement type require authorization before use. The required authorization
is in the form of an authorization code, which must be installed in the corresponding product instance.

An example of an enforced license is the Media Redundancy Protocol (MRP) Client license, which is
available on Cisco’s Industrial Ethernet Switches.
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* Export-Controlled

Licenses that belong to this enforcement type are export-restricted by U.S. trade-control laws and these
licenses require authorization before use. The required authorization code must be installed in the
corresponding product instance for these licenses as well. Cisco may pre-install export-controlled licenses
when ordered with hardware purchase.

An example of an export-controlled license is the High Speed Encryption (HSECKDY) license, which is
available on certain Cisco Routers.

License Duration

This refers to the duration or term for which a purchased license is valid. A given license may belong to any
one of the enforcement types mentioned above and be valid for the following durations:

* Perpetual: There is no expiration date for such a license.

AIR Network Essentials and AIR Network Advantage licenses are examples of unenforced, perpetual
licenses that are available on Cisco Catalyst Wireless Controllers.

* Subscription: The license is valid only until a certain date.

AIR Digital Network Architecture (DNA) Essentials and AIR DNA Advantage licenses are examples
of unenforced subscription licenses that are available on Cisco Catalyst Wireless Controllers.

Authorization Code

The Smart Licensing Authorization Code (SLAC) allows activation and continued use of a license that is
export-controlled or enforced.

A SLAC is not required for any of the licenses available on Cisco Catalyst Wireless Controllers, but if you
are upgrading from an earlier licensing model to Smart Licensing Using Policy, you may have a Specific
License Reservation (SLR) with its own authorization code. The SLR authorization code is supported after
upgrade to Smart Licensing Using Policy.

N

Note While existing SLRs are carried over after upgrade, you cannot request a new SLR in the Smart Licensing
Using Policy environment, because the notion of “reservation” does not apply. For an air-gapped network,
the No Connectivity to CSSM and No CSLU topology applies instead

For more information about how the SLR authorization code is handled, see #unique 76. If you want to return
an SLR authorization code, see #unique 77.

Policy
A policy provides the product instance with these reporting instructions:

* License usage report acknowledgement requirement (Reporting ACK required): The license usage report
is known as a RUM Report and the acknowledgement is referred to as an ACK (See RUM Report and
Report Acknowledgement). This is a yes or no value which specifies if the report for this product instance
requires CSSM acknowledgement or not. The default policy is always set to “yes”.

* First report requirement (days): The first report must be sent within the duration specified here.

If the value here is zero, no first report is required.
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* Reporting frequency (days): The subsequent report must be sent within the duration specified here.
If the value here is zero, it means no further reporting is required unless there is a usage change.

* Report on change (days): In case of a change in license usage, a report must be sent within the duration
specified here.

If the value here is zero, no report is required on usage change.

If the value here is not zero, reporting is required after the change is made. All the scenarios listed below
count as changes in license usage on the product instance:

* Changing licenses consumed (includes changing to a different license, and, adding or removing a
license).

» Going from consuming zero licenses to consuming one or more licenses.

» Going from consuming one or more licenses to consuming zero licenses.

N

Note Ifa product instance has never consumed a license, reporting is not required even if the policy has a non-zero
value for any of the reporting requirements (First report requirement, Reporting frequency, Report on change).

Understanding Policy Selection

CSSM determines the policy that is applied to a product instance. Only one policy is in use at a given point
in time. The policy and its values are based on a number of factors, including the licenses being used.

Cisco default is the default policy that is always available in the product instance. If no other policy is
applied, the product instance applies this default policy. The table below (#unique 80 unique 80 Connect
42 table kzl snm_wmb) shows the cisco default policy values.

While you cannot configure a policy, you can request for a customized one, by contacting the Cisco Global
Licensing Operations team. Go to Support Case Manager. Click OPEN NEW CASE > Select Software
Licensing. The licensing team will contact you to start the process or for any additional information. Customized
policies are also made available through your Smart account in CSSM.

\}

Note To know which policy is applied (the policy in-use) and its reporting requirements, enter the show license
all command in privileged EXEC mode.

Table 4: Policy: Cisco default

Policy: cisco default Default Policy Values

Export (Perpetual/Subscription) Reporting ACK required: Yes

Note Applied only to licenses with | First report requirement (days): 0
enforcement type . )
"Export-Controlled". Reporting frequency (days): 0

Report on change (days): 0
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Policy: cisco default Default Policy Values

Enforced (Perpetual/Subscription) Reporting ACK required: Yes
Note Applied only to licenses with | First report requirement (days): 0
enforcement type "Enforced". Reporting frequency (days): 0

Report on change (days): 0

Unenforced/Non-Export Perpetualé Reporting ACK required: Yes

First report requirement (days): 365
Reporting frequency (days): 0
Report on change (days): 90

Unenforced/Non-Export Subscription |Reporting ACK required: Yes
First report requirement (days): 90
Reporting frequency (days): 90
Report on change (days): 90

3 For Unenforced/N on-Export Perpetual: the default policy’s first report requirement (within 365 days)
applies only if you have purchased hardware or software from a distributor or partner.

RUM Report and Report Acknowledgement

A Resource Utilization Measurement report (RUM report) is a license usage report, which fulfils reporting
requirements as specified by the policy. RUM reports are generated by the product instance and consumed
by CSSM. The product instance records license usage information and all license usage changes in an open
RUM report. At system-determined intervals, open RUM reports are closed and new RUM reports are opened
to continue recording license usage. A closed RUM report is ready to be sent to CSSM.

A RUM acknowledgement (RUM ACK or ACK) is a response from CSSM and provides information about
the status of a RUM report. Once the ACK for a report is available on the product instance, it indicates that
the corresponding RUM report is no longer required and can be deleted.

The reporting method, that is, how a RUM report is sent to CSSM, depends on the topology you implement.
CSSM displays license usage information as per the last received RUM report.

A RUM report may be accompanied by other requests, such as a trust code request, or a SLAC request. So
in addition to the RUM report IDs that have been received, an ACK from CSSM may include authorization
codes, trust codes, and policy files.

The policy that is applied to a product instance determines the following aspects of the reporting requirement:

* Whether a RUM report is sent to CSSM and the maximum number of days provided to meet this
requirement.

* Whether the RUM report requires an acknowledgement (ACK) from CSSM.

* The maximum number of days provided to report a change in license consumption.

RUM report generation, storage, and management
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Starting with Cisco I0S XE Cupertino 17.7.1, RUM report generation and related processes have been
optimized and enhanced as follows:

* You can display the list of all available RUM reports on a product instance (how many there are, the
processing state each one is in, if there are errors in any of them, and so on). This information is available
in the show license rum, show license all, and show license tech privileged EXEC commands. For
detailed information about the fields displayed in the output, see the command reference of the
corresponding release.

* RUM reports are stored in a new format that reduces processing time, and reduces memory usage. In
order to ensure that there are no usage reporting inconsistencies resulting from the difference in the old
and new formats, we recommend that you send a RUM report in the method that will apply to your
topology, in these situations:

When you upgrade from an earlier release supporting Smart Licensing Using Policy, to Cisco IOS XE
Cupertino 17.7.1 or a later release.

When you downgrade from Cisco IOS XE Cupertino 17.7.1 or a later release to an earlier release
supporting Smart Licensing Using Policy.

» To ensure continued disk space and memory availability, the product instance detects and triggers deletion
of RUM reports that are deemed eligible.

Trust Code

A UDI-tied public key, which the product instance uses to

* Sign a RUM report. This prevents tampering and ensures data authenticity.

 Enable secure communication with CSSM.

There are multiple ways to obtain a trust code.

* From Cisco I0S XE Cupertino 17.7.1, a trust code is factory-installed for all new orders.

\}

Note A factory-installed trust code cannot be used for communication with CSSM.

* A trust code can obtained from CSSM, using an ID token.

Here you generate an ID token in the CSSM Web Ul to obtain a trust code and install it on the product
instance. You must overwrite the factory-installed trust code if there is one. If a product instance is
directly connected to CSSM, use this method to enable the product instance to communicate with CSSM
in a secure manner. This method of obtaining a trust code is applicable to all the options of directly
connecting to CSSM. For more information, see Connected Directly to CSSM, on page 51.

* From Cisco I0S XE Cupertino 17.7.1, a trust code is automatically obtained in topologies where the
product instance initiates the sending of data to CSLU and in topologies where the product instance is
in an air-gapped network.

From Cisco I0S XE Cupertino 17.9.1, a trust code is automatically obtained in topologies where CSLU
initiates the retrieval of data from the product instance.

If there is a factory-installed trust code, it is automatically overwritten. A trust code obtained this way
can be used for secure communication with CSSM.
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Refer to the topology description and corresponding workflow to know how the trust code is requested
and installed in each scenario: Supported Topologies, on page 49.

If a trust code is installed on the product instance, the output of the show license status command displays a
timestamp in the Trust Code Installed: field.

Supported Topologies

This section describes the various ways in which you can implement Smart Licensing Using Policy. For each
topology, refer to the accompanying overview to know the how the set-up is designed to work, and refer to
the considerations and recommendations, if any.

After Topology Selection

After you have selected a topology, see #unique 85. These workflows are only for new deployments. They
provide the simplest and fastest way to implement a topology.

If you are migrating from an existing licensing model, see #unique 86.

After initial implementation, for any additional configuration tasks you have to perform, for instance, changing
the AIR license, or synchronizing RUM reports, see the Task Library for Smart Licensing Using Policy.

)

Note Always check the “Supported topologies” where provided, before you proceed.

Connected to CSSM Through CSLU

Overview:

Here, product instances in the network are connected to CSLU, and CSLU becomes the single point of interface
with CSSM. A product instance can be configured to push the required information to CSLU. Alternatively,
CSLU can be set-up to pull the required information from a product instance at a configurable frequency.

Product instance-initiated communication (push): A product instance initiates communication with CSLU,
by connecting to a REST endpoint in CSLU. Data that is sent includes RUM reports and requests for
authorization codes, UDI-tied trust codes, and policies. You can configure the product instance to automatically
send RUM reports to CSLU at required intervals. This is the default method for a product instance.

CSLU-initiated communication (pull): To initiate the retrieval of information from a product instance, CSLU
uses NETCONF, or RESTCONF, or gRPC with YANG models, or native REST APIs, to connect to the

product instance. Supported workflows include retrieving RUM reports from the product instance and sending
the same to CSSM, authorization code installation, UDI-tied trust code installation, and application of policies.
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Figure 2: Topology: Connected to CSSM Through CSLU
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Considerations or Recommendations:

Choose the method of communication depending on your network’s security policy.

Release-Wise Changes and Enhancements:

This

section outlines important release-wise software changes and enhancements that affect this topology.

From Cisco |OS XE Cupertino 17.7.1:

Trust code request and installation

If a trust code is not available on the product instance, the product instance detects and automatically
includes a request for one, as part of a RUM report. A corresponding ACK from CSSM includes the trust
code. If there is an existing factory-installed trust code, it is automatically overwritten. A trust code
obtained this way can be used for communication with CSSM.

This is supported in a standalone, as well as a High Availability set-up. In a High Availability set-up,
the active product instance requests the trust code for all connected product instances where a trust code
is not available.

In this release, this enhancement applies only to the product instance-initiated mode.

From Cisco | OS XE Cupertino 17.9.1:

.

Trust code request and installation

From this release, trust code request and installation is supported in the CSLU-initiated mode as well.

RUM report throttling

In the product instance-initiated mode, the minimum reporting frequency is throttled to one day. This
means the product instance does not send more than one RUM report a day. This resolves the problem
of too many RUM reports being generated and sent for certain licenses. It also resolves the memory-related
issues and system slow-down caused by an excessive generation of RUM reports.
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You can override the throttling restriction by entering the license smart sync command in privileged
EXEC mode.

RUM report throttling applies to the Cisco IOS XE Amsterdam 17.3.6 and later releases of the 17.3.x
train and Cisco IOS XE Bengaluru 17.6.4 and later releases of the 17.6.x train. From Cisco 10S XE
Cupertino 17.9.1, RUM report throttling is applicable to all subsequent releases.

Where to Go Next:

To implement this topology, see #unique_88.

Connected Directly to CSSM

Overview:

This topology is available in the earlier version of Smart Licensing and continues to be supported with Smart
Licensing Using Policy.

Here, you establish a direct and trusted connection from a product instance to CSSM. The direct connection,
requires network reachability to CSSM. For the product instance to then exchange messages and communicate
with CSSM, configure one of the transport options available with this topology (described below). Lastly, the
establishment of trust requires the generation of a token from the corresponding Smart Account and Virtual
Account in CSSM, and installation on the product instance.

N

Note A factory-installed trust code cannot be used for communication with CSSM. This means that for this topology,
even if a factory-installed trust code exists, you must obtain a trust code by generating an ID token in CSSM,
and you must overwrite the existing factory-installed trust code. Also see: Trust Code, on page 48.

You can configure a product instance to communicate with CSSM in the following ways:
* Use Smart transport to communicate with CSSM

Smart transport is a transport method where a Smart Licensing (JSON) message is contained within an
HTTPs message, and exchanged between a product instance and CSSM, to communicate. The following
Smart transport configuration options are available:

* Smart transport: In this method, a product instance uses a specific Smart transport licensing server
URL. This must be configured exactly as shown in the workflow section.

* Smart transport through an HTTPs proxy: In this method, a product instance uses a proxy server to
communicate with the licensing server, and eventually, CSSM.
* Use Call Home to communicate with CSSM.

Call Home provides e-mail-based and web-based notification of critical system events. This method of
connecting to CSSM is available in the earlier Smart Licensing environment, and continues to be available
with Smart Licensing Using Policy. The following Call Home configuration options are available:

* Direct cloud access: In this method, a product instance sends usage information directly over the
internet to CSSM; no additional components are needed for the connection.
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* Direct cloud access through an HTTPs proxy: In this method, a product instance sends usage
information over the internet through a proxy server - either a Call Home Transport Gateway or an
off-the-shelf proxy (such as Apache) to CSSM.

Figure 3: Topology: Connected Directly to CSSM
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Considerations or Recommendations:

Smart transport is the recommended transport method when directly connecting to CSSM. This recommendation
applies to:

* New deployments.
* Earlier licensing models. Change configuration after migration to Smart Licensing Using Policy.

* Registered licenses that currently use the Call Home transport method. Change configuration after
migration to Smart Licensing Using Policy.

+ Evaluation or expired licenses in an earlier licensing model. Change configuration after migration to

Smart Licensing Using Policy.

To change configuration after migration, see #unique 89 > Product Instance Configuration > Configure a
connection method and transport type > Option 1.

Release-Wise Changes and Enhancements:
This section outlines important release-wise software changes and enhancements that affect this topology.
From Cisco | OS XE Cupertino 17.9.1:

* RUM report throttling

The minimum reporting frequency for this topology, is throttled to one day. This means the product
instance does not send more than one RUM report a day. This resolves the problem of too many RUM
reports being generated and sent for certain licenses. It also resolves the memory-related issues and
system slow-down caused by an excessive generation of RUM reports.

You can override the throttling restriction by entering the license smart sync command in privileged
EXEC mode.
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RUM report throttling applies to the Cisco IOS XE Amsterdam 17.3.6 and later releases of the 17.3.x
train and Cisco IOS XE Bengaluru 17.6.4 and later releases of the 17.6.x train. From Cisco 10S XE
Cupertino 17.9.1, RUM report throttling is applicable to all subsequent releases.

Where to Go Next:

To implement this topology, see #unique_89.

CSLU Disconnected from CSSM

Overview:

Here, a product instance communicates with CSLU, and you have the option of implementing product
instance-initiated communication or CSLU-initiated communication (as in the Connected to CSSM Through
CSLU topology). The other side of the communication, between CSLU and CSSM, is offline. CSLU provides
you with the option of working in a mode that is disconnected from CSSM.

Communication between CSLU and CSSM is sent and received in the form of signed files that are saved
offline and then uploaded to or downloaded from CSLU or CSSM, as the case may be.

Figure 4: Topology: CSLU Disconnected from CSSM
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Considerations or Recommendations:

Choose the method of communication depending on your network’s security policy.

Release-Wise Changes and Enhancements:
This section outlines important release-wise software changes and enhancements that affect this topology.
From Cisco | OS XE Cupertino 17.7.1:

* Trust code request and installation

If a trust code is not available on the product instance, the product instance detects and automatically
includes a request for one, as part of a RUM report that is sent to CSLU, which you upload to CSSM.
The ACK that you download from CSSM includes the trust code. If there is an existing factory-installed

Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x .



System Configuration |
. Connected to CSSM Through a Controller

trust code, it is automatically overwritten. A trust code obtained this way can be used for communication
with CSSM.

This is supported in a standalone, as well as a High Availability set-up. In a High Availability set-up,
the active product instance requests the trust code for members or standbys where a trust code is not
available.

In this release, this enhancement applies only to the product instance-initiated mode.

From Cisco |OS XE Cupertino 17.9.1:
* Trust code request and installation

From this release, trust code request and installation is supported in the CSLU-initiated mode as well.

* RUM report throttling

In the product instance-initiated mode, the minimum reporting frequency is throttled to one day. This
means the product instance does not send more than one RUM report a day. This resolves the problem
of too many RUM reports being generated and sent for certain licenses. It also resolves the memory-related
issues and system slow-down caused by an excessive generation of RUM reports.

You can override the throttling restriction by entering the license smart sync command in privileged
EXEC mode.

RUM report throttling applies to the Cisco IOS XE Amsterdam 17.3.6 and later releases of the 17.3.x
train and Cisco IOS XE Bengaluru 17.6.4 and later releases of the 17.6.x train. From Cisco I0S XE
Cupertino 17.9.1, RUM report throttling is applicable to all subsequent releases.

Where to Go Next:

To implement this topology, see #unique 91.

Connected to CSSM Through a Controller

When you use a controller to manage a product instance, the controller connects to CSSM, and is the interface
for all communication to and from CSSM. The supported controller for Cisco Catalyst Wireless Controllers
is Cisco Catalyst Center

Overview:

If a product instance is managed by Cisco Catalyst Center as the controller, the product instance records
license usage and saves the same, but it is the Cisco Catalyst Center that initiates communication with the
product instance to retrieve RUM reports, report to CSSM, and return the ACK for installation on the product
instance.

All product instances that must be managed by Cisco Catalyst Center must be part of its inventory and must
be assigned to a site. Cisco Catalyst Center uses the NETCONF protocol to provision configuration and
retrieve the required information from the product instance - the product instance must therefore have
NETCONTF enabled, to facilitate this.

In order to meet reporting requirements, Cisco Catalyst Center retrieves the applicable policy from CSSM
and provides the following reporting options:

* Ad hoc reporting: You can trigger an ad hoc report when required.
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* Scheduled reporting: Corresponds with the reporting frequency specified in the policy and is automatically
handled by Cisco Catalyst Center.

\)

Note Ad hoc reporting must be performed at least once before a product instance is eligible for scheduled reporting.

The first ad hoc report enables Cisco Catalyst Center to determine the Smart Account and Virtual Account to
which subsequent RUM reports must be uploaded. You will receive notifications if ad hoc reporting for a
product instance has not been performed even once.

Cisco Catalyst Center also enables you to install and remove SLAC for export-controlled licenses. Since all
available licenses on Cisco Catalyst Wireless Controllers are unenforced licenses, SLAC installation and
removal do not apply.

A trust code is not required.

Figure 5: Topology: Connected to CSSM Through a Controller
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Considerations or Recommendations:

This is the recommended topology if you are using Cisco Catalyst Center.

Where to Go Next:

To implement this topology, see Workflow for Topology: Connected to CSSM Through a Controller, on page
73.

No Connectivity to CSSM and No CSLU

Overview:

Here you have a product instance and CSSM disconnected from each other, and without any other intermediary
utilities or components. All communication is in the form of uploaded and downloaded files. These files can
be RUM reports and requests for UDI-tied trust codes.
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Figure 6: Topology: No Connectivity to CSSM and No CSLU
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Considerations or Recommendations:

This topology is suited to a high-security deployment where a product instance cannot communicate online,
with anything outside its network.

Release-Wise Changes and Enhancements
This section outlines the release-wise software changes and enhancements that affect this topology.
From Cisco | OS XE Cupertino 17.7.1:

* Trust code request and installation

If a trust code is not available on the product instance, the product instance automatically includes a trust
code request in the RUM report that you save, to upload to CSSM. The ACK that you then download
from CSSM includes the trust code.

If there is a factory-installed trust code, it is automatically overwritten when you install the ACK. A trust
code obtained this way can be used for secure communication with CSSM.

This is supported in a standalone, as well as a High Availability set-up. In a High Availability set-up,
the active product instance requests the trust code for all connected product instances where a trust code
is not available.

* Simpler authorization code return

A simpler way to upload an authorization code return file is available in the CSSM Web UI. You do not
have to locate the product instance in the correct Virtual Account in the CSSM Web UI any longer. You
can upload the return file, as you would a RUM report.

Where to Go Next:

To implement this topology, see #unique 95.
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SSM On-Prem Deployment

Overview:
SSM On-Prem is designed to work as an extension of CSSM that is deployed on your premises.

Here, a product instance is connected to SSM On-Prem, and SSM On-Prem becomes the single point of
interface with CSSM. Each instance of SSM On-Prem must be made known to CSSM through a mandatory
registration and synchronization of the local account in SSM On-Prem, with a Virtual Account in CSSM.

When you deploy SSM On-Prem to manage a product instance, the product instance can be configured to
push the required information to SSM On-Prem. Alternatively, SSM On-Prem can be set-up to pull the required
information from a product instance at a configurable frequency.

* Product instance-initiated communication (push): The product instance initiates communication with
SSM On-Prem, by connecting to a REST endpoint in SSM On-Prem. Data that is sent includes RUM
reports and requests for authorization codes, trust codes, and policies.

Options for communication between the product instance and SSM On-Prem in this mode:

* Use a CLI command to push information to SSM On-Prem as and when required.

* Use a CLI command and configure a reporting interval, to automatically send RUM reports to SSM
On-Prem at a scheduled frequency.

* SSM On-Prem-initiated communication (pull): To initiate the retrieval of information from a product
instance, SSM On-Prem NETCONF, RESTCONEF, and native REST API options, to connect to the
product instance. Supported workflows include receiving RUM reports from the product instance and
sending the same to CSSM, authorization code installation, trust code installation, and application of
policies.

Options for communication between the product instance and SSM On-Prem in this mode:

* Collect usage information from one or more product instances as and when required (on-demand).

* Collect usage information from one or more product instances at a scheduled frequency.

In SSM On-Prem, the reporting interval is set to the default policy on the product instance. You can change
this, but only to report more frequently (a narrower interval), or you can install a custom policy if available.

After usage information is available in SSM On-Prem, you must synchronize the same with CSSM, to ensure
that the product instance count, license count and license usage information is the same on both, CSSM and
SSM On-Prem. Options for usage synchronization between SSM On-Prem and CSSM — for the push and pull
mode:

* Perform ad-hoc synchronization with CSSM (Synchronize now with Cisco).
* Schedule synchronization with CSSM for specified times.

» Communicate with CSSM through signed files that are saved offline and then upload to or download
from SSM On-Prem or CSSM, as the case may be.
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Note This topology involves two different kinds of synchronization between SSM On-Prem and CSSM. The first
is where the local account is synchronized with CSSM - this is for the SSM On-Prem instance to be known
to CSSM and is performed by using the Synchronization widget in SSM On-Prem. The second is where
license usage is synchronized with CSSM, either by being connected to CSSM or by downloading and
uploading files. You must synchronize the local account before you can synchronize license usage.

Figure 7: Topology: SSM On-Prem Deployment

SSM On-Prem Deployment

e

(=
'y

i

Product Instance

@

Synchronize
o <ah

Product Instance Upload/ Download 1| CSsSM
e ——.
} on Cloud
! i
o L o
Product Instance Usage data file
S —— e
o

Considerations or Recommendations:
This topology is suited to the following situations:

» If you want to manage your product instances on your premises, as opposed communicating directly
with CSSM for this purpose.

* If your company’s policies prevent your product instances from reporting license usage directly to Cisco
(CSSM).

* If your product instances are in an air-gapped network and cannot communicate online, with anything
outside their network.
Apart from support for Smart Licensing Using Policy, some of the key benefits of SSM On-Prem Version 8
include:

* Multi-tenancy: One tenant constitutes one Smart Account-Virtual Account pair. SSM On-Prem enables
you to manage multiple pairs. Here you create local accounts that reside in SSM On-Prem. Multiple local
accounts roll-up to a Smart Account-Virtual Account pair in CSSM. For more information, see the Cisco
Smart Software Manager On-Prem User Guide > About Accounts and Local Virtual Accounts.

N

Note The relationship between CSSM and SSM On-Prem instances is still one-to-one.

* Scale: Supports up to a total of 300,000 product instances
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* High-Auvailability: Enables you to run two SSM On-Prem servers in the form of an active-standby cluster.
For more information, see the Cisco Smart Software On-Prem Installation Guide > Appendix 4. Managing
a High Availability (HA) Cluster in Your System.

High-Availability deployment is supported on the SSM On-Prem console and the required command
details are available in the Cisco Smart Software On-Prem Console Guide.

* Options for online and offline connectivity to CSSM.

SSM On-Prem Limitations:

* Proxy support for communication with CSSM, for the purpose of license usage synchronization is
available only from Version 8 202108 onwards. The use of a proxy for local account synchronization,
which is performed by using the Synchronization widget, is available from the introductory SSM
On-Prem release where Smart Licensing Using Policy is supported.

* SSM On-Prem-initiated communication is not supported on a product instance that is in a Network
Address Translation (NAT) set-up. You must use product instance-initiated communication, and further,
you must enable SSM On-Prem to support a product instance that is in a NAT setup. Details are provided
in the workflow for this topology.

Release-Wise Changes and Enhancements:
This section outlines important release-wise software changes and enhancements that affect this topology.
From Cisco |OS XE Cupertino 17.9.1:

* RUM report throttling

In the product instance-initiated mode, the minimum reporting frequency is throttled to one day. This
means the product instance does not send more than one RUM report a day. This resolves the problem
oftoo many RUM reports being generated and sent for certain licenses. It also resolves the memory-related
issues and system slow-down caused by an excessive generation of RUM reports.

You can override the throttling restriction by entering the license smart sync command in privileged
EXEC mode.

RUM report throttling applies to the Cisco IOS XE Amsterdam 17.3.6 and later releases of the 17.3.x
train and Cisco IOS XE Bengaluru 17.6.4 and later releases of the 17.6.x train. From Cisco 10S XE
Cupertino 17.9.1, RUM report throttling is applicable to all subsequent releases.

Where to Go Next:
To implement this topology, see Workflow for Topology: SSM On-Prem Deployment, on page 74

If you are migrating from an existing version of SSM On-Prem, the sequence in which you perform the various
upgrade-related activities is crucial. See Migrating to a Version of SSM On-Prem That Supports Smart
Licensing Using Policy, on page 98
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Interactions with Other Features

High Availability

This section explains considerations that apply to a High Availability configuration, when running a software
version that supports Smart Licensing Using Policy. The following High Availability set-ups are within the
scope of this document:

A dual-chassis set-up (could be fixed or modular), with the active in one chassis and a standby in the other
chassis.

A wireless N+1 topology, where “n” number of wireless controllers act as primary and a “+1” wireless
controller acts as the secondary or fallback wireless controller for Access Points (APs). Each Access Point is
configured with a primary and a secondary wireless controller. In case of a failure on the primary, all access
points that were connected to the primary now fallback to the secondary wireless controller.

Trust Code Requirements in a High Availability Set-Up

The number of trust codes required depends on the number of UDIs. The active product instance can submit
requests for all devices in the High Availability set-up and install all the trust codes that are returned in an
ACK.

Policy Requirements in a High Availability Set-Up

There are no policy requirements that apply exclusively to a High Availability set-up. As in the case of a
standalone product instance, only one policy exists in a High Availability set-up as well, and this is on the
active. The policy on the active applies to any standbys in the set-up.

Product Instance Functions in a High Availability Set-Up

This section explains general product instance functions in a High Availability set-up, as well as what the
product instance does when a new standby or secondary is added to an existing High Available set-up.

For authorization and trust codes: The active product instance can request (if required) and install authorization
codes and trust codes for standbys.

For policies: The active product instance synchronizes with the standby.

For reporting: Only the active product instance reports usage. The active reports usage information for all
devices in the High Availability set-up. In addition to scheduled reporting, the following events trigger
reporting:

* The addition or removal of a standby. The RUM report includes information about the standby that was
added or removed.

* A switchover.

* A reload.

When one of the above events occur, the “Next report push” date of the show license status privileged EXEC
command is updated. But it is the implemented topology and associated reporting method that determine if
the report is sent by the product instance or not. For example, if you have implemented a topology where the
product instance is disconnected (Transport Type is Off), then the product instance does not send RUM reports
even if the “Next report push” date is updated.

For addition or removal of a new standby:
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* A product instance that is connected to CSLU, does not take any further action.

* A product instance that is directly connected to CSSM, performs trust synchronization. Trust
synchronization involves the following:

Installation of trust code on the standby if not installed already.

If a trust code is already installed, the trust synchronization process ensures that the new standby is in
the same Smart Account and Virtual Account as the active. If it is not, the new standby is moved to the
same Smart Account and Virtual Account as the active.

Installation of an authorization code, policy, and purchase information, if applicable

Sending of a RUM report with current usage information.

For addition or removal of a secondary:

There are no product instance functions that apply exclusively to the addition or removal of a secondary
product instance. Further, all the secondary product instances are in the same Smart Account and Virtual
Account as the primary product instance.

Upgrades

This section explains the following aspects:

Migrating from earlier licensing models to Smart Licensing Using Policy. When migrating from earlier
licensing models, also see the #unique_ 86 section for examples of migration scenarios that apply to Cisco
Catalyst Wireless Controllers.

Upgrading in the Smart Licensing Using Policy environment - where the software version you are upgrading
from and the software version you are upgrading to, both support Smart Licensing Using Policy.

Identifying the Current Licensing Model Before Upgrade
Before you upgrade to Smart Licensing Using Policy, if you want to know the current licensing model that
is effective on the product instance, enter the show license all command in privileged EXEC mode.

How Upgrade Affects Enforcement Types for Existing Licenses

When you upgrade to a software version which supports Smart Licensing Using Policy, the way existing
licenses are handled, depends primarily on the license enforcement type.

» An unenforced license that was being used before upgrade, continues to be available after the upgrade.
All licenses on Cisco Catalyst Wireless Controllers are unenforced licenses. This includes licenses from
all earlier licensing models:

* Smart Licensing

* Specific License Reservation (SLR), which has an accompanying authorization code. The
authorization code continues to be valid after upgrade to Smart Licensing Using Policy and authorizes
existing license consumption.

* Evaluation or expired licenses from any of the above mentioned licensing models.

* An enforced or export-controlled license that was being used before upgrade, continues to be available
after upgrade if the required authorization exists.
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There are no export-controlled or enforced licenses on any of the supported Cisco Catalyst Wireless
Controllers, therefore, these enforcement types and the requisite SLAC do not apply.

How Upgrade Affects Reporting for Existing Licenses

Existing License Reporting Requirements After Migration to Smart Licensing Using Policy
Specific License Required only if there is a change in license consumption.
Reservation (SLR)

An existing SLR authorization code authorizes existing license consumption after
upgrade to Smart Licensing Using Policy.

Smart Licensing Depends on the policy.

(Registered and

Authorized license)

Evaluation or expired Based on the reporting requirements of the Cisco default policy.
licenses

How Upgrade Affects Transport Type for Existing Licenses
The transport type, if configured in your existing set-up, is retained after upgrade to Smart Licensing Using
Policy.

When compared to the earlier version of Smart Licensing, additional transport types are available with Smart
Licensing Using Policy. There is also a change in the default transport mode. The following table clarifies
how this may affect upgrades:

Transport type Before Upgrade License or License State Before | Transport Type After Upgrade
Upgrade
Default (callhome) evaluation cslu (default in Smart Licensing
Using Policy)
SLR off
registered callhome
smart evaluation off
SLR off
registered smart

How Upgrade Affects the Token Registration Process

In the earlier version of Smart Licensing, a token was used to register and connect to CSSM. ID token
registration is not required in Smart Licensing Using Policy. The token generation feature is still available in
CSSM, and is used to establish trust when a product instance is directly connected to CSSM. See Connected
Directly to CSSM.
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Upgrades Within the Smart Licensing Using Policy Environment

Downgrades

This section covers any release-specific considerations or actions that apply when you upgrade the product
instance from one release where Smart Licensing Using Policy is supported to another release where Smart
Licensing Using Policy is supported.

Starting with Cisco I0S XE Cupertino 17.7.1, RUM reports are stored in a format that reduces processing
time. In order to ensure that there are no usage reporting inconsistencies resulting from the differences in the
old and new formats, we recommend completing one round of usage reporting as a standard practice when
upgrading from an earlier release that supports Smart Licensing Using Policy, to Cisco IOS XE Cupertino
17.7.1 or a later release.

This section provides information about downgrades to an earlier licensing model, for new deployments and
existing deployments. It also covers information relevant to downgrades within in the Smart Licensing Using
Policy environment.

New Deployment Downgrade

This section describes considerations and actions that apply if a newly purchased product instance with a
software version where Smart Licensing Using Policy is enabled by default, is downgraded to a software
version where Smart Licensing Using Policy is not supported.

The outcome of the downgrade depends on whether a trust code was installed while still operating in the
Smart Licensing Using Policy environment, and further action may be required depending on the release you
downgrade to.

If the topology you implemented while in the Smart Licensing Using Policy environment was "Connected
Directly to CSSM", then a trust code installation can be expected or assumed, because it is required as part
of topology implementation. For any of the other topologies, trust establishment is not mandatory. Downgrading
product instances with one of these other topologies will therefore mean that you have to restore licenses to
a registered and authorized state by following the procedures that are applicable in the Smart Licensing
environment. See the table (Outcome and Action for New Deployment Downgrade to Smart Licensing) below.
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In the Smart Licensing Using Policy
Environment

Downgrade to..

Outcome and Further Action

Standalone product instance,
connected directly to CSSM, and
trust established.

Cisco IOS XE Amsterdam 17.3.1
OR

Cisco IOS XE Gibraltar 16.12.4
and later releases in Cisco I0S XE
Gibraltar 16.12.x

No further action is required.

The product instance attempts to
renew trust with CSSM after
downgrade.

After a successful renewal, licenses
are in a registered state and the

earlier version of Smart Licensing
is effective on the product instance.

Any other release (other than the
ones mentioned in the row above)
that supports Smart Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web UI and on the product
instance, configure the license
smart register idtoken idtoken
command in global configuration
mode.

High Availability set-up, connected
directly to CSSM, and trust
established.

Any release that supports Smart
Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web UI and on the product
instance, configure the license
smart register idtoken idtoken all
command in global configuration
mode.

Any other topology. (Connected to
CSSM Through CSLU, CSLU
Disconnected from CSSM, No
Connectivity to CSSM and No
CSLU)

Any release that supports Smart
Licensing

Action is required.

Restore licenses to a registered and
authorized state by following the
procedures that are applicable in
the Smart Licensing environment.

Upgrade and Then Downgrade

This section describes considerations and actions that apply if a product instance is upgraded to a software
version that supports Smart Licensing Using Policy and then downgraded to an earlier licensing model.

When you downgrade such a product instance, license consumption does not change and any product features
you have configured on the product instance are preserved — only the features and functions that are available
with Smart Licensing Using Policy are not available anymore. Refer to the corresponding section below to

know more about reverting to an earlier licensing model.

Upgradeto Smart Licensing Using Policy and then Downgradeto Smart Licensing
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The outcome of the downgrade depends on whether a trust code was installed while you were still operating
in the Smart Licensing Using Policy environment, and further action may be required depending on the release

you downgrade to. See the table below.

Table 6: Outcome and Action for Upgrade to Smart Licensing Using Policy and then Downgrade to Smart Licensing

In the Smart Licensing Using Policy
Environment

Downgrade to..

Outcome and Further Action

Standalone product instance,
connected directly to CSSM, and
trust established.

Cisco IOS XE Amsterdam 17.3.1
OR

Cisco IOS XE Gibraltar 16.12.4
and later releases in Cisco IOS XE
Gibraltar 16.12.x

No further action is required.

The system recognizes the trust
code and converts it back to a
registered ID token, and this reverts
the license to an AUTHORIZED
and REGISTERED state.

Any other release (other than the
ones mentioned in the row above)
that supports Smart Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web UI and on the product
instance, configure the license
smart register idtokenidtoken
command in global configuration
mode.

High Availability set-up, connected
directly to CSSM, and trust
established.

Any release that supports Smart
Licensing

Action is required: You must
reregister the product instance.

Generate an ID token in the CSSM
Web Ul and on the product
instance, configure the license
smart register idtoken idtoken all
command in global configuration
mode.

Any other topology (Connected to
CSSM Through CSLU, CSLU
Disconnected from CSSM, No
Connectivity to CSSM and No
CSLU)

Any release that supports Smart
Licensing.

Action is required.

Restore licenses to a registered and
authorized state by following the
procedures that are applicable in
the Smart Licensing environment.

N

Note Licenses that were in an evaluation or expired state in the Smart Licensing environment, revert to that same

state after downgrade.

Upgradeto Smart Licensing Using Policy and then Downgradeto SLR

To revert to SLR, all that is required is for the image to be downgraded. The license remains reserved and
authorized — no further action is required.
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However, if you have returned an SLR while in the Smart Licensing Using Policy environment, then you
must repeat the process of procuring an SLR as required, in the supported release.

Downgrades Within the Smart Licensing Using Policy Environment

This section covers any release-specific considerations or actions that apply when you downgrade the product
instance from one release where Smart Licensing Using Policy is supported to another release where Smart
Licensing Using Policy is supported.

Starting with Cisco I0S XE Cupertino 17.7.1, RUM reports are stored in a format that reduces processing
time. In order to ensure that there are no usage reporting inconsistencies resulting from the differences in the
old and new formats, we recommend completing one round of usage reporting as a standard practice when
downgrading from Cisco I0S XE Cupertino 17.7.1 or a later release to an earlier release supporting Smart
Licensing Using Policy.

How to Configure Smart Licensing Using Policy: Workflows by
Topology

This section provides the simplest and fastest way to implement a topology.

\}

Note These workflows are meant for new deployments only. If you are migrating from an existing licensing model,
see #unique_86.

Workflow for Topology: Connected to CSSM Through CSLU

Depending on whether you want to implement a product instance-initiated or CSLU-initiated method of
communication, complete the corresponding sequence of tasks:

* Tasks for Product Instance-Initiated Communication

* Tasks for CSLU-Initiated Communication

Tasks for Product Instance-Initiated Communication

CSLU Ingtallation — CSLU Preference Settings — Product I nstance Configuration

1. CSLU Installation
Where task is performed: A laptop, desktop, or a Virtual Machine (VM) running Windows 10 or Linux.
Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to Cisco Smart License Utility Quick Start Setup Guide and Cisco Smart Licensing Utility User
Guide for help with installation and set-up.

2. CSLU Preference Settings
Where tasks are performed: CSLU

a. #unique 115

. Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x


https://software.cisco.com/download/home/286285506/type
https://www.cisco.com/web/software/286327971/158861/CSLU_Installation_Guide.pdf
https://www.cisco.com/web/software/286327971/158861/CSLU_User_Guide.pdf
https://www.cisco.com/web/software/286327971/158861/CSLU_User_Guide.pdf

| System Configuration
Workflow for Topology: Connected to CSSM Through CSLU .

b. #unique 116

C. #unique 117

3. Product Instance Configuration
Where tasks are performed: Product Instance

a. #unique 118

b. Ensure that transport type is set to cslu.

CSLU is the default transport type. If you have configured a different option, enter the license smart
transport cdu command in global configuration mode. Save any changes to the configuration file.

Device (config) # license smart transport cslu
Device (config) # exit
Device# copy running-config startup-config

C. Specify how you want CSLU to be discovered (choose one):
* Option 1:
No action required. Name server configured for Zero-touch DNS discovery of cslu-local

Here, if you have configured DNS (the name server IP address is configured on the product
instance), and the DNS server has an entry where hostname cs1u-1local is mapped to the CSLU
IP address, then no further action is required. The product instance automatically discovers
hostname cslu-local.

Option 2:

No action required. Name server and domain configured for Zero-touch DNS discovery of

cslu-local.<domain>

Here if you have configured DNS (the name server IP address and domain is configured on the
product instance), and the DNS server has an entry where cslu-local.<domain> is mapped to
the CSLU IP address, then no further action is required. The product instance automatically
discovers hostname cslu-local.

Option 3:
Configure a specific URL for CSLU.

Enter the license smart url cslu http://<cslu_ip_or_host>:8182/cslu/v1/pi command in global
configuration mode. For <cs1u_ip or host>, enter the hostname or the IP address of the windows
host where you have installed CSLU. 8182 is the port number and it is the only port number that
CSLU uses.

Device (config) # license smart url cslu http://192.168.0.1:8182/cslu/vl/pi
Device (config) # exit
Device# copy running-config startup-config

Result:

Since the product instance initiates communication, it automatically sends out the first RUM report at the
scheduled time, as per the policy. Along with this first report, if applicable, it sends a request for a UDI-tied
trust code. CSLU forwards the RUM report to CSSM and retrieves the ACK, which also contains the trust
code. The ACK is applied to the product instance the next time the product instance contacts CSLU.
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In the Cisco I0S XE Amsterdam 17.3.6 and later releases of the 17.3.x train, Cisco IOS XE Bengaluru 17.6.4
and later releases of the 17.6.x train, and all subsequent releases from Cisco IOS XE Cupertino 17.9.1 onwards:
The product instance does not send more than one RUM report a day. You can override this for an on-demand
synchronization between the product instance and CSSM, by entering the license smart sync command in
privileged EXEC mode.

To know when the product instance will be sending the next RUM report, enter the show licenseall command
in privileged EXEC mode and in the output, check the date in the Next report push field.

To verify trust code installation, enter the show license status command in privileged EXEC mode. Check
for the updated timestamp in the Trust Code Installed field.

In case of a change in license usage, see #unique 119 to know how it affects reporting.

Tasks for CSLU-Initiated Communication

CSLU Installation — CSLU Preference Settings— Product I nstance Configuration — Usage
Synchronization

1. CSLU Installation
Where task is performed: A laptop, desktop, or a Virtual Machine (VM) running Windows 10 or Linux.
Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to Cisco Smart License Utility Quick Start Setup Guide and Cisco Smart Licensing Utility User
Guide for help with installation and set-up.

2. CSLU Preference Settings
Where tasks is performed: CSLU
a. #unique 115
b. #unique 116

C. #unique 120

3. Product I nstance Configuration
Where tasks is performed: Product Instance
#unique 121

4. Usage Synchronization
Where tasks is performed: Product Instance

#unique 122

Result:

Since CSLU is logged into CSSM, the reports are automatically sent to the associated Smart Account and
Virtual Account in CSSM and CSSM will send an ACK to CSLU as well as to the product instance. It gets
the ACK from CSSM and sends this back to the product instance for installation. The ACK from CSSM
contains the trust code and SLAC if this was requested.

In case of a change in license usage, see #unique 119 to know how it affects reporting.

Trust code request and installation is supported starting with Cisco IOS XE Cupertino 17.9.1.
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Workflow for Topology: Connected Directly to CSSM

Smart Account Set-Up — Product I nstance Configuration — Trust Establishment with CSSM
1. Smart Account Set-Up
Where task is performed: CSSM Web U, https://software.cisco.com/

Ensure that you have a user role with proper access rights to a Smart Account and the required Virtual
Accounts.

2. Product I nstance Configuration
Where tasks are performed: Product Instance
a. Set-Up product instance connection to CSSM: #unique 124
b. Configure a connection method and transport type (choose one)
* Option 1:
Smart transport: Set transport type to Smart and configure the corresponding URL.

If the transport mode is set to license smart transport smart, and you configure license smart
url default, the Smart URL (https://smartreceiver.cisco.com/licservice/license) is automatically
configured. Save any changes to the configuration file.

Device (config) # license smart transport smart
Device (config)# license smart url default
Device (config) # exit

Device# copy running-config startup-config

* Option 2:

Configure Smart transport through an HTTPs proxy. See #unique 125
* Option 3:

Configure Call Home service for direct cloud access. See #unique 126.
* Option 4:

Configure Call Home service for direct cloud access through an HTTPs proxy. See #unique 127.

3. Trust Establishment with CSSM
Where task is performed: CSSM Web Ul and then the product instance

a. Generate one token for each Virtual Account you have. You can use same token for all the product
instances that are part of one Virtual Account: #unique 128

b. Having downloaded the token, you can now install the trust code on the product instance: #unique
129

Result:

After establishing trust, CSSM returns a policy. The policy is automatically installed on all product instances
of that Virtual Account. The policy specifies if and how often the product instance reports usage.

In the Cisco IOS XE Amsterdam 17.3.6 and later releases of the 17.3.x train, Cisco IOS XE Bengaluru 17.6.4
and later releases of the 17.6.x train, and all subsequent releases from Cisco I0S XE Cupertino 17.9.1 onwards:
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The product instance does not send more than one RUM report a day. You can override this for an on-demand
synchronization between the product instance and CSSM, by entering the license smart sync command in
privileged EXEC mode.

To change the reporting interval, configure the license smart usageinterval command in global configuration
mode. For syntax details see the license smart (privileged EXEC) command in the Command Reference for
the corresponding release.

In case of a change in license usage, see #unique 119 to know how it affects reporting.

Workflow for Topology: CSLU Disconnected from CSSM

Depending on whether you want to implement a product instance-initiated or CSLU-initiated method of
communication. Complete the corresponding table of tasks below.

* Tasks for Product Instance-Initiated Communication

e Tasks for CSLU-Initiated Communication

Tasks for Product Instance-Initiated Communication

CSLU Installation — CSLU Preference Settings — Product | nstance Configuration— Usage
Synchronization

1. CSLU Installation
Where task is performed: A laptop, desktop, or a Virtual Machine (VM) running Windows 10 or Linux.
Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to Cisco Smart License Utility Quick Start Setup Guide and Cisco Smart Licensing Utility User
Guide for help with installation and set-up.

2. CSLU Preference Settings
Where tasks are performed: CSLU

a. Inthe CSLU Preferences tab, click the Cisco Connectivity toggle switch to off. The field switches
to “Cisco Is Not Available”.

b. #unique 116

C. #unique 117

3. Product I nstance Configuration
Where tasks are performed: Product Instance
a. #unique 118
b. Ensure that transport type is set to cslu.

CSLU is the default transport type. If you have configured a different option, enter the license smart
transport cslu command in global configuration mode. Save any changes to the configuration file.

Device (config) # license smart transport cslu
Device (config) # exit
Device# copy running-config startup-config
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C. Specify how you want CSLU to be discovered (choose one)
* Option 1:
No action required. Name server configured for Zero-touch DNS discovery of cslu-local

Here, if you have configured DNS (the name server IP address is configured on the product
instance), and the DNS server has an entry where hostname cs1u-1local is mapped to the CSLU
IP address, then no further action is required. The product instance automatically discovers
hostname cs1lu-local.

Option 2:

No action required. Name server and domain configured for Zero-touch DNS discovery of

cslu-local.<domain>

Here if you have configured DNS (the name server IP address and domain is configured on the
product instance), and the DNS server has an entry where cslu-local.<domain> is mapped to
the CSLU IP address, then no further action is required. The product instance automatically
discovers hostname cslu-local.

Option 3:
Configure a specific URL for CSLU.

Enter the license smart url cslu http://<cslu_ip_or_host>:8182/cslu/v1/pi command in global
configuration mode. For <cslu ip or host>, enter the hostname or the IP address of the windows
host where you have installed CSLU. 8182 is the port number and it is the only port number that
CSLU uses.

Device (config) # license smart url cslu http://192.168.0.1:8182/cslu/vl/pi
Device (config) # exit
Device# copy running-config startup-config

4. Usage Synchronization
Where tasks are performed: CSLU and CSSM

Since the product instance initiates communication, it automatically sends out the first RUM report at the
scheduled time, as per the policy. You can also enter the license smart sync privileged EXEC command
to trigger this. Along with this first report, if applicable, it sends a request for a UDI-tied trust code. Since
CSLU is disconnected from CSSM, perform the following tasks to send the RUM Reports to CSSM.

a. #unique 131
b. #unique 132

C. #unique 133

Result:

The ACK you have imported from CSSM contains the trust code if this was requested. The ACK is applied
to the product instance the next time the product instance contacts CSLU.

In the Cisco IOS XE Amsterdam 17.3.6 and later releases of the 17.3.x train, Cisco IOS XE Bengaluru 17.6.4
and later releases of the 17.6.x train, and all subsequent releases from Cisco IOS XE Cupertino 17.9.1 onwards:
The product instance does not send more than one RUM report a day. You can override this for an on-demand
synchronization between the product instance and CSSM, by entering the license smart sync command in
privileged EXEC mode.

Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x .



System Configuration |
. Workflow for Topology: CSLU Disconnected from CSSM

To know when the product instance will be sending the next RUM report, enter the show license all command
in privileged EXEC mode and in the output, check the date for the Next report push field.

To verify trust code installation, enter the show license status command in privileged EXEC mode. Check
for the updated timestamp in the Trust Code Installed field.

In case of a change in license usage, see #unique 119 to know how it affects reporting.

Tasks for CSLU-Initiated Communication

CSLU Ingtallation — CSLU Preference Settings — Product I nstance Configuration — Usage
Synchronization

1. CSLU Installation
Where task is performed: A laptop, desktop, or a Virtual Machine (VM) running Windows 10 or Linux.
Download the file from Smart Software Manager > Smart Licensing Utility.

Refer to Cisco Smart License Utility Quick Start Setup Guide and Cisco Smart Licensing Utility User
Guide for help with installation and set-up.

2. CSLU Preference Settings
Where tasks is performed: CSLU

a. Inthe CSLU Preferences tab, click the Cisco Connectivity toggle switch to off. The field switches
to “Cisco Is Not Available”.

b. #unique 116
C. #unique 120
d. #unique 122

3. Product I nstance Configuration
Where task is performed: Product Instance
#unique 121

4. Usage Synchronization
Where tasks are performed: CSLU and CSSM

Collect usage data from the product instance. Since CSLU is disconnected from CSSM, you then save
usage data which CSLU has collected from the product instance to a file. Along with this first report, if
applicable, an authorization code and a UDI-tied trust code request is included in the RUM report. Then,
from a workstation that is connected to Cisco, upload it to CSSM. After this, download the ACK from
CSSM. In the workstation where CSLU is installed and connected to the product instance, upload the file
to CSLU.

a. #unique 131
b. #unique 132

C. #unique 133

Result:
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The ACK you have imported from CSSM contains the trust code and SLAC if this was requested. The uploaded
ACK is applied to the product instance the next time CSLU runs an update.

In case of a change in license usage, see #unique 119 to know how it affects reporting.

Trust code request and installation is supported starting with Cisco I0S XE Cupertino 17.9.1.

Workflow for Topology: Connected to CSSM Through a Controller

To deploy Cisco Catalyst Center as the controller, complete the following workflow:
Product I nstance Configuration — Cisco Catalyst Center Configuration
1. Product I nstance Configuration

Where task is performed: Product Instance

Enable NETCONF. Cisco Catalyst Center uses the NETCONF protocol to provision configuration and
retrieve the required information from the product instance - the product instance must therefore have
NETCONTF enabled, to facilitate this.

For more information, see the Programmability Configuration Guide, Cisco IOS XE Amsterdam 17.3.x.
In the guide, go to Model-Driven Programmability > NETCONF Protocol.

2. Cisco Catalyst Center Configuration
Where tasks is performed: Cisco Catalyst Center GUI

An outline of the tasks you must complete and the accompanying documentation reference is provided
below. The document provides detailed steps you have to complete in the Cisco Catalyst Center GUI:

a. Set-up the Smart Account and Virtual Account.

Enter the same log in credentials that you use to log in to the CSSM Web UI. This enables Cisco
Catalyst Center to establish a connection with CSSM.

See the Cisco Catalyst Center Administrator Guide of the required release (Release 2.2.2 onwards)
> Manage Licenses > Set Up License Manager.

b. Add the required product instances to Cisco Catalyst Center inventory and assign them to a site.

This enables Cisco Catalyst Center to push any necessary configuration, including the required
certificates, for Smart Licensing Using Policy to work as expected.

See the Cisco Catalyst Center User Guide of the required release (Release 2.2.2 onwards) > Display
Your Network Topology > Assign Devices to a Site.

Result:

After you implement the topology, you must trigger the very first ad hoc report in Cisco Catalyst Center, to
establish a mapping between the Smart Account and Virtual Account, and product instance. See the Cisco
Catalyst Center Administrator Guide of the required release (Release 2.2.2 onwards) > Manage Licenses >
Upload Resource Utilization Details to CSSM. Once this is done, Cisco Catalyst Center handles subsequent
reporting based on the reporting policy.

If multiple policies are available, Cisco Catalyst Center maintains the narrowest reporting interval. You can
change this, but only to report more frequently (a narrower interval). See the Cisco Catalyst Center
Administrator Guide of the required release (Release 2.2.2 onwards) > Manage Licenses > Modify License
Policy.
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If you want to change the license level after this, see the Cisco Catalyst Center Administrator Guide of the
required release (Release 2.2.2 onwards) > Manage Licenses > Change License Level.

Workflow for Topology: No Connectivity to CSSM and No CSLU

Since you do not have to configure connectivity to any other component, the list of tasks required to set-up
the topology is a small one. See, the Resultssection at the end of the workflow to know how you can complete
requisite usage reporting after you have implemented this topology.

Product I nstance Configuration
Where task is performed: Product Instance
Set transport type to Off.

Enter the license smart transport off command in global configuration mode. Save any changes to the
configuration file.

Device (config)# license smart transport off
Device (config) # exit
Device# copy running-config startup-config

Result:

All communication to and from the product instance is disabled. To report license usage you must save RUM
reports to a file on the product instance. From a workstation that has connectivity to the Internet and Cisco,
upload the file to CSSM:

1. Generate and save RUM reports

Enter the license smart save usage command in privileged EXEC mode. In the example below, all RUM
reports are saved to the flash memory of the product instance, in file a11 rum. txt.

Starting with Cisco I0S XE Cupertino 17.7.1, if a trust code does not already exist on the product instance,
configuring this command automatically includes a trust code request in the RUM report. This is supported
in a standalone, as well as a High Availability set-up.

In the example below, the file is first saved to bootflash and then copied to a TFTP location:

Device# license smart save usage all file bootflash:all_ rum.txt
Device# copy bootflash:all rum.txt tftp://10.8.0.6/all_rum.txt

2. Upload usage data to CSSM: #unique 132.
3. [Install the ACK on the product instance: #unique 135

If you want to change license usage, see #unique 119.

If you want to return an SLR authorization code, see Removing and Returning an Authorization Code, on
page 128.

Workflow for Topology: SSM On-Prem Deployment

Depending on whether you want to implement a product instance-initiated (push) or SSM On-Prem-initiated
(pull) method of communication, complete the corresponding sequence of tasks.
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Tasks for Product Instance-Initiated Communication

SSM On-Prem Installation — Addition and Validation of Product I nstances (Only if Applicable) —
Product Instance Configuration— Initial Usage Synchronization

1. SSM On-Prem Installation

Where task is performed: A physical server such as a Cisco UCS C220 M3 Rack Server, or a
hardware-based server that meets the necessary requirements.

Download the file from Smart Software Manager > Smart Software Manager On-Prem.

Refer to the Cisco Smart Software On-Prem Installation Guide and the Cisco Smart Software On-Prem
User Guide for help with installation.

Installation is complete when you have deployed SSM On-Prem, configured a common name on SSM
On-Prem (Security Widget > Certificates), synchronized the NTP server (Settings widget > Time
Settings), and created, registered, and synchronized (Synchronization widget) the SSM On-Prem local
account with your Smart Account and Virtual Account in CSSM.

N

Note Licensing functions in the On-Prem Licensing Workspace are greyed-out until you complete the creation,
registration, and synchronization of the local account with your Smart Account in CSSM. The local
accountsynchronization with CSSM is for the SSM On-Prem instance to be known to CSSM, and is different
from usage synchronization which is performed in 4. Initial Usage Synchronization below.

2. Addition and Validation of Product I nstances
Where tasks are performed: SSM On-Prem Ul

This step ensures that the product instances are validated and mapped to the applicable Smart Account
and Virtual account in CSSM. This step is required only in the following cases:

« If you want your product instances to be added and validated in SSM On-Prem before they are
reported in CSSM (for added security).

* If you have created local virtual accounts (in addition to the default local virtual account) in SSM
On-Prem. In this case you must provide SSM On-Prem with the Smart Account and Virtual Account
information for the product instances in these local virtual accounts, so that SSM On-Prem can report
usage to the correct license pool in CSSM.

a. Assigning a Smart Account and Virtual Account (SSM On-Prem UI), on page 109

b. Validating Devices (SSM On-Prem UI), on page 110

)

Note If your product instance is in a NAT set-up, also enable support for a NAT Setup when you enable device
validation — both toggle switches are in the same window.

3. Product I nstance Configuration

Where tasks are performed: Product Instance and the SSM On-Prem UI
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Remember to save any configuration changes on the product instance, by entering the copy running-config
startup-config command in privileged EXEC mode.

a.

b.

C.

Ensuring Network Reachability for Product Instance-Initiated Communication, on page 111
Retrieving the Transport URL (SSM On-Prem UI), on page 113

Setting the Transport Type, URL, and Reporting Interval, on page 135

The transport type configuration for CSLU and SSM On-Prem are the same (license smart transport
cslu command in global configuration mode), but the URLs are different.

4. Initial Usage Synchronization

Where tasks are performed: Product instance, SSM On-Prem, CSSM

a.

)

Synchronize the product instance with SSM On-Prem.

On the product instance, enter the license smart sync {all | local} command, in privileged EXEC
mode. This synchronizes the product instance with SSM On-Prem, to send and receive any pending
data. For example:

Device# license smart sync local

You can verify this in the SSM On-Prem UI. Log in and select the Smart Licensing workspace.
Navigate to the Inventory > SL Using Policy tab. In the Alerts column of the corresponding product
instance, the following message is displayed: Usage report from product instance.

Note

b.

Result:

If you have not performed Step 2 above (Addition and Validation of Product Instances), completing this

sub-step will add the product instance to the SSM On-Prem database.

Synchronize usage information with CSSM (choose one):
* Option 1:

SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace,
navigate to Reports> Usage Schedules> Synchronize now with Cisco.

* Option 2:

SSM On-Prem is not connected to CSSM: See Exporting and Importing Usage Data (SSM
On-Prem Ul), on page 114.

You have completed initial usage synchronization. Product instance and license usage information is now
displayed in SSM On-Prem.

For subsequent reporting, you have the following options:

* To synchronize data between the product instance and SSM On-Prem:

Schedule periodic synchronization between the product instance and the SSM On-Prem, by configuring
the reporting interval. Enter the license smart usage interval interval_in_days command in global
configuration mode.
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In the Cisco I0S XE Amsterdam 17.3.6 and later releases of the 17.3.x train, Cisco IOS XE Bengaluru
17.6.4 and later releases of the 17.6.x train, and all subsequent releases from Cisco IOS XE Cupertino
17.9.1 onwards: The product instance does not send more than one RUM report a day. You can override
this for an on-demand synchronization between the product instance and CSSM, by entering the license
smart sync command in privileged EXEC mode.

To know when the product instance will be sending the next RUM report, enter the show license all
command in privileged EXEC mode and in the output, check the Next report push: field.

* To synchronize usage information with CSSM schedule periodic synchronization, or , upload and
download the required files:

* Schedule periodic synchronization with CSSM. In the SSM On-Prem UI, navigate to Reports>
Usage Schedules > Synchronization schedule with Cisco. Enter the following frequency
information and save:

+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

» Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400) in your local time zone.

* Upload and download the required files for reporting: Exporting and Importing Usage Data (SSM
On-Prem Ul), on page 114).

Tasks for SSM On-Prem Instance-Initiated Communication

SSM On-Prem Installation — Product I nstance Addition — Product I nstance Configuration— Initial
Usage Synchronization

1. SSM On-Prem Installation

Where task is performed: A physical server such as a Cisco UCS C220 M3 Rack Server, or a
hardware-based server that meets the necessary requirements.

Download the file from Smart Software Manager > Smart Software Manager On-Prem.

Refer to the Cisco Smart Software On-Prem Installation Guide and the Cisco Smart Software On-Prem
User Guide for help with installation.

Installation is complete when you have deployed SSM On-Prem, configured a common name on SSM
On-Prem (Security Widget > Certificates), synchronized the NTP server (Settings widget > Time
Settings), and created, registered, and synchronized (Synchronization widget) the SSM On-Prem local
account with your Smart Account and Virtual Account in CSSM.

N

Note Licensing functions in the On-Prem Licensing Workspace are greyed-out until you complete the creation,
registration, and synchronization of the local account with your Smart Account in CSSM. The local account
synchronization with CSSM is for the SSM On-Prem instance to be known to CSSM, and is different from
usage synchronization which is performed in 4. I nitial Usage Synchronization below.

2. Product I nstance Addition
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Where task is performed: SSM On-Prem UI

Depending on whether you want to add a single product instance or multiple product instances, follow
the corresponding sub-steps: Adding One or More Product Instances (SSM On-Prem UI), on page 114.

3. Product I nstance Configuration
Where tasks are performed: Product Instance and the SSM On-Prem UI

Remember to save any configuration changes on the product instance, by entering the copy running-config
star tup-config command in privileged EXEC mode: Ensuring Network Reachability for SSM
On-Prem-Initiated Communication, on page 116.

4. Initial Usage Synchronization
Where tasks are performed: SSM On-Prem UI, and CSSM
a. Retrieve usage information from the product instance.

In the SSM On-Prem Ul, navigate to Reports> Synchronization pull schedule with the devices>
Synchronize now with the device.

In the Alerts column, the following message is displayed: Usage report from product instance.

P

Tip It takes 60 seconds before synchronization is triggered. To view progress, navigate to the On-Prem Admin

Workspace, and click the Support Centre widget. The system logs here display progress.

b. Synchronize usage information with CSSM (choose one)
* Option 1:

SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace,
navigate to Reports> Usage Schedules> Synchronize now with Cisco.

* Option 2:

SSM On-Prem is not connected to CSSM. See: Exporting and Importing Usage Data (SSM
On-Prem UI), on page 114.

Result:

You have completed initial usage synchronization. Product instance and license usage information is now
displayed in SSM On-Prem. SSM On-Prem automatically sends the ACK back to the product instance. To
verify that the product instance has received the ACK, enter the show license status command in privileged
EXEC mode, and in the output, check the date for the Last ACK received field.

For subsequent reporting, you have the following options:
* To retrieve usage information from the product instance, you can:

* In the SSM On-Prem UI, Smart Licensing workspace, navigate to Reports> Usage Schedules>
Synchronize now with Cisco.

* Schedule periodic retrieval of information from the product instance by configuring a frequency.
In the SSM On-Prem UI, Smart Licensing workspace, navigate to Reports> Usage Schedules>
Synchronization pull schedule with the devices. Enter values in the following fields:
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+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

» Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400).

* Collect usage data from the product instance without being connected to CSSM. In the SSM On-Prem
UL Smart Licensing workspace, navigate to | nventory > SL Using Policy tab. Select one or more
product instances by enabling the coresponding check box. Click Actionsfor Selected... > Collect
Usage. On-Prem connects to the selected Product Instance(s) and collects the usage reports. These
usage reports are then stored in On-Prem’s local library. These reports can then be transferred to
Cisco if On-Prem is connected to Cisco, or (if you are not connected to Cisco) you can manually
trigger usage collection by selecting Export/Import All.. > Export Usage to Cisco.

* To synchronize usage information with CSSM, you can:

* Schedule periodic synchronization with CSSM. In the SSM On-Prem UI, navigate to Reports>
Usage Schedules > Synchronization schedule with Cisco. Enter the following frequency
information and save:

+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

» Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400).

* Upload and download the required files for reporting: Exporting and Importing Usage Data (SSM
On-Prem UI), on page 114).

Migrating to Smart Licensing Using Policy

To upgrade to Smart Licensing Using Policy, you must upgrade the software version (image) on the product
instance to a supported version.

Before you Begin

Ensure that you have read the #unique 76 section, to understand how Smart Licensing Using Policy handles
all earlier licensing models.

Smart Licensing Using Policy is introduced in Cisco IOS XE Amsterdam 17.3.2a. This is therefore the
minimum required version for Smart Licensing Using Policy.

Note that all the licenses that you are using prior to migration will be available after upgrade. This means that
not only registered and authorized licenses (including reserved licenses), but also evaluation licenses will be
migrated. The advantage with migrating registered and authorized licenses is that you will have fewer
configuration steps to complete after migration, because your configuration is retained after upgrade (transport
type configuration and configuration for connection to CSSM, all authorization codes). This ensures a smoother
transition to the Smart Licensing Using Policy environment.

Device-led conversion is not supported for migration to Smart Licensing Using Policy.
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Upgrading the Wireless Controller Software
For information about the upgrade procedure:

* For Cisco Embedded Wireless Controller on Cisco Catalyst 9100 Access Points, see the Software Upgrade
section in the Cisco Embedded Wireless Controller on Catalyst Access Points Online Help

» For all other supported wireless controllers, see the System Upgrade > Upgrading the Cisco Catalyst
9800 Wireless Controller Software section of the Cisco Catalyst 9800 Series Wireless Controller Software
Configuration Guide for the required release.

You can use the procedure to upgrade in install mode or ISSU (ISSU only on supported platforms and supported
releases)

After Upgrading the Software Version
» Complete topology implementation.

If a transport mode is available in your pre-upgrade set-up, this is retained after you upgrade. Only in
some cases, like with evaluation licenses or with licensing models where the notion of a transport type
does not exist, the default (cslu) is applied - in these cases you may have a few more steps to complete
before you are set to operate in the Smart Licensing Using Policy environment.

No matter which licensing model you upgrade from, you can change the topology after upgrade.
* Synchronize license usage with CSSM

No matter which licensing model you are upgrading from and no matter which topology you implement,
synchronize your usage information with CSSM. For this you have to follow the reporting method that
applies to the topology you implement. This initial synchronization ensures that up-to-date usage
information is reflected in CSSM and a custom policy (if available), is applied. The policy that is applicable
after this synchronization also indicates subsequent reporting requirements. These rules are also tabled
here: How Upgrade Affects Reporting for Existing Licenses, on page 62

\}

Note  After initial usage synchronization is completed, reporting is required only if the
policy, or, system messages indicate that it is.

Sample Migration Scenarios

Sample migration scenarios have been provided considering the various existing licensing models and licenses.
All scenarios provide sample outputs before and after migration, any CSSM Web UI changes to look out for
(as an indicator of a successful migration or further action), and how to identify and complete any necessary
post-migration steps.

\}

Note For SSM On-Prem, the sequence in which you perform the various upgrade-related activities is crucial. So
only for this scenario, the migration sequence has been provided - and not an example.
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Example: Smart Licensing to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9800-CL Wireless Controller migrating from Smart Licensing
to Smart Licensing Using Policy.

* #unique 149 unique 149 Connect 42 table 11p yvl knb
» #unique 149 unique 149 Connect 42 section_wgh yvl knb

* #unique 149 unique 149 Connect 42 section crc_yvl knb

The show command outputs below call-out key fields to check, before and after migration.

Table 7: Smart Licensing to Smart Licensing Using Policy: show Commands

Before Upgrade (Smart Licensing)

After Upgrade (Smart Licensing Using Policy)

show license summary

The status and License Authorization fields show that the
license 1S REGISTERED and AUTHORIZED.

Device# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: SA-Eg-Company-02
Virtual Account: Dept-02
Export-Controlled Functionality: ALLOWED
Last Renewal Attempt: None
Next Renewal Attempt: May 01 08:19:02 2021 IST

License Authorization:
Status: AUTHORIZED
Last Communication Attempt:
Next Communication Attempt:

SUCCEEDED
Dec 02 08:19:09 2020 IST

License Usage:

License Entitlement tag Count

Status

AP Perpetual Network... (DNA NWSTACK E) 1
AUTHORIZED

Aironet DNA Essentia... (AIR-DNA-E) 1
AUTHORIZED

show license summary

The status field shows that the licenses are now 1N USE instead
of registered and authorized.

Device# show license summary
License Usage:

License
Status

Entitlement Tag Count]

air-network-essentials
1 IN USE
air-dna-essentials
1 IN USE

(DNA NWSTACK E)

(AIR-DNA-E)

Before Upgrade (Smart Licensing)

After Upgrade (Smart Licensing Using Policy)

show license usage

One perpetual and one subscription license are being used before
upgrade.

show license usage

All licenses are migrated and the Enforcement Type field displays
NOT ENFORCED.

There are no export-controlled or enforced licenses on Cisco
Catalyst Wireless Controllers.
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Before Upgrade (Smart Licensing)

After Upgrade (Smart Licensing Using Policy)

Device# show license usage

License Authorization:
Status: AUTHORIZED on Nov 02 08:21:29 2020 IST

AP Perpetual Networkstack Essentials (DNA_NWSTACK E):
Description: AP Perpetual Network Stack entitled with
DNA-E

Count: 1
Version: 1.0
Status: AUTHORIZED

Export status: NOT RESTRICTED

Aironet DNA Essentials Term Licenses (AIR-DNA-E):
Description: DNA Essentials for Wireless
Count: 1
Version:
Status:
Export status:

1.0
AUTHORIZED
NOT RESTRICTED

Device# show license usage

License Authorization:
Status: Not Applicable

air-network-essentials
Description:
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: air-network-essentials
Feature Description: air-network-essentials
Enforcement type: NOT ENFORCED
License type: Perpetual

(DNA_NWSTACK E) :
air-network-essentials

air-dna-essentials
Description:
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: air-dna-essentials
Feature Description: air-dna-essentials
Enforcement type: NOT ENFORCED
License type: Perpetual

(AIR-DNA-E) :
air-dna-essentials

Before Upgrade (Smart Licensing)

After Upgrade (Smart Licensing Using Policy)

show license status

show license status

The Transport: field shows that the transport type, which was
configured before update, is retained after upgrade.

The policy: header and details show that a custom policy was
available in the Smart Account or Virtual Account — this has also
been automatically installed on the product instance. (After
establishing trust, CSSM returns a policy. The policy is then
automatically installed.)

The Usage Reporting: header: The Next report push: field
provides information about when the product instance will send
the next RUM report to CSSM.

The Trust Code Installed: field shows that the ID token is
successfully converted and a trusted connected has been
established with CSSM.
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Before Upgrade (Smart Licensing)

After Upgrade (Smart Licensing Using Policy)

Device# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: SA-Eg-Company-02
Virtual Account: Dept-02
Export-Controlled Functionality:
Initial Registration: SUCCEEDED
2020 IST
Last Renewal Attempt: None
Next Renewal Attempt: May 01 08
Registration Expires: Nov 02 08

ALLOWED
on Nov 02 08:19:02

:19:01 2021 IST
:14:06 2021 IST

License Authorization:
Status: AUTHORIZED on Nov 02 08:21:29 2020 IST
Last Communication Attempt: SUCCEEDED on Nov 02
08:21:29 2020 IST
Next Communication Attempt: Dec 02 08:19:09 2020 IST
Communication Deadline: Jan 31 08:14:15 2021 IST

Export Authorization Key:
Features Authorized:
<none>

Device# show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome
Policy:

Policy in use: Installed On Nov 02 09:09:47 2020 IST
Policy name: SLE Policy

Reporting ACK required: yes (Customer Policy)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 60 (Customer
Policy)

Reporting frequency (days): 60 (Customer Policy)

Report on change (days): 60 (Customer Policy)

Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 30 (Customer
Policy)

Reporting frequency (days): 30 (Customer Policy)

Report on change (days): 30 (Customer Policy)

Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): O (CISCO default)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)
Export (Perpetual/Subscription) License Attributes:
First report requirement (days): O (CISCO default)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 90 (Customer Policy)

Miscellaneous:
Custom Id: <empty>

Usage Reporting:
Last ACK received: Nov 02 09:09:47 2020 IST
Next ACK deadline: Jan 01 09:09:47 2021 IST
Reporting push interval: 30 days
Next ACK push check: Nov 02 09:13
Next report push: Dec 02 09:05:45
Last report push: Nov 02 09:05:45
Last report file write:

:54 2020 IST
2020 IsST
2020 1IST
<none>

Trust Code Installed:
Active: PID:C9800-CL-K9,SN:93BBAHO3MGS
INSTALLED on Nov 02 08:59:26 2020 IST
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
INSTALLED on Nov 02 09:00:45 2020 IST
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System Configuration |

Before Upgrade (Smart Licensing)

After Upgrade (Smart Licensing Using Policy)

show license udi

show license udi

This is a High Availability set-up and the command displays all
UDIs in the set-up.

There is no change in the sample output before and after migration.

Device# show license udi
UDI: PID:C9800-CL-K9, SN:93BBAHI93MGS

HA UDI List:
Active:PID:C9800-CL-K9, SN: 93BBAHI3MGS
Standby:PID:C9800-CL-K9, SN: 9XECPSUU4XN

Device# show license udi
UDI: PID:C9800-CL-K9, SN:93BBAHI93MGS

HA UDI List:
Active:PID:C9800-CL-K9, SN: 93BBAHI3MGS
Standby:PID:C9800-CL-K9, SN: 9XECPSUU4XN

The CSSM Web Ul After Migration

Log in to the CSSM Web UI at https://software.cisco.com and click Smart Software Licensing. Under

Inventory > Product I nstances.

The product instance previously displayed with the host name (Catalyst 9800CL Cloud Wireless Controller
in this example) is now displayed with the UDI instead. All migrated UDIs are displayed, that is,
PID:C9800-CL-K9,SN:93BBAH93MGS, and PID:C9800-CL-K9,SN:9XECPSUU4XN.

Only the active product instance reports usage, therefore, PID:C9800-CL-K9,SN:93BBAH93MGS displays
license consumption information under License Usage. The standby does not report usage and the License
Usage for the standby displays No Records Found.
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Example: Smart Licensing to Smart Licensing Using Policy .

Figure 8: Smart Licensing to Smart Licensing Using Policy: Hostname of Product Instance on the CSSM Web Ul Before Migration

Device
Overview High Availability Event Log

Description

Catalyst 9800CL Cloud Wireless Controller

General
Name: Device | Hostname before upgrade
Product: Catalyst 9800CL Cloud Wireless Controller

Host Identifier: -

MAC Address: -

PID: C9800-CL-K9

Serial Number: 93BBAHIIMGS
uuID -

Virtual Account: Dept-02

Registration Date: 2020-Nov-02 10:44:08
Last Contact: 2020-Nov-02 10:46:33

License Usage

License Billing Expires Required
Aironet DNA Essentials Term Licenses Prepaid - 1
AP Perpetual Networkstack Essentials Prepaid - 1
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. Example: Smart Licensing to Smart Licensing Using Policy

Figure 9: Smart Licensing to Smart Licensing Using Policy: UDI and License Usage Under Active Product Instance After Migration

Description

General

Event Log

Catalyst 9800CL Cloud Wireless Controller

MName:

Product:

Host Identifier:
MAC Address:
PID:

Serial Number:
(S1%]1s}

Virtual Account:
Registration Date:

Last Contact:

UDI_PID:C9800-CL-K9; UDI_SN:93BBAH93MGS; | e e e

Overview High Availability

UDI_PID:C9800-CL-K9; UDI_SN:93BBAHI3MGS; | UDI after upgrade

Catalyst 9800CL Cloud Wireless Controller

C9800-CL-K9
93BBAHI3IMGS
Dept-02
2020-Nov-02 11:24:31

2020-Nov-02 11:30:54

License usage information

under active product instance

License Usage

License Billing
Aironet DNA Essentials Term Licenses Prepaid
AP Perpetual Networkstack Essentials Prepaid

Expires Required

1
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Figure 10: Smart Licensing to Smart Licensing Using Policy: Standby Product Instance After Migration

UDI_PID:C9800-CL-K9; UDI_SN:9XECPSUU4XN; | Standby product instance

Overview High Availability Event Log

Description

Catalyst S800CL Cloud Wireless Contraller

General
Name: UDI_PID:C2800-CL-KS; UDI_SN:SXECPSUU4XN;
Product Catalyst 9800CL Cloud Wireless Controller

Haost Identifier:

MAC Address:

PID CO800-CL-KS
Serial Number: SXECPSULMXN
uuio
5 No license usage information
Virtual Account: Dept-02 g !
under standby product instance

Registration Date: 2020-Nov-02 11:25:51
Last Contact: 2020-Nov-02 11:25:51

License Usage

License Billing Expires Required
No Records Found
Actions a

It is always the active that reports usage, so if the active in this High Availability set-up changes, the new
active product instance will display license consumption information and report usage.

Reporting After Migration
The product instance sends the next RUM report to CSSM, based on the policy.

If you want to change your reporting interval to report more frequently: on the product instance, configure
the license smart usage interval command in global configuration mode. For syntax details see the license
smart (global config) command in the Command Reference for the corresponding release.

Example: SLR to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9800-CL Wireless Controller migrating from Specific License
Reservation (SLR) to Smart Licensing Using Policy. This is a High Availability set-up with an active and
standby.

License conversion is automatic and authorization codes are migrated. No further action is required to complete
migration. After migration the #unique 75 topology is effective. For information about the SLR authorization
code in the Smart Licensing Using Policy environment, see #unique 151.

* #unique 152 unique 152 Connect 42 table dsr wtl knb
 #unique 152 unique 152 Connect 42 section nll xtl knb

 #unique 152 unique 152 Connect 42 section oqy wtl knb
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System Configuration |

The show command outputs below call-out key fields to check, before and after migration.

Table 8: SLR to Smart Licensing Using Policy: show Commands

Before Upgrade (SLR)

After Upgrade (Smart Licensing Using Policy)

show license summary

The Registration and License Authorization status fields
show that the license was REGISTERED - SPECIFIC LICENSE
RESERVATION and AUTHORIZED - RESERVED.

Device# show license summary

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:

Status: REGISTERED - SPECIFIC LICENSE RESERVATION
Export-Controlled Functionality: ALLOWED

License Authorization:
Status: AUTHORIZED - RESERVED

License Usage:

License Entitlement tag Count
Status

AP Perpetual Network... (DNA NWStack)

1 AUTHORIZED

Aironet DNA Advantag... (AIR-DNA-A)

1 AUTHORIZED

show license summary

Licenses are migrated , but none of the APs have joined the
controller, current consumption (Count) is therefore zero, and the
status field shows that the licenses are NOT IN USE.

Device# show license summary
License Reservation is ENABLED

License Usage:

License Entitlement Tag Count
Status

Aironet DNA Advantag... (AIR-DNA-A) 0 NOT|
IN USE

AP Perpetual Network... (DNA NWStack) 0 NOT|
IN USE

Before Upgrade (SLR)

After Upgrade (Smart Licensing Using Policy)

show license reservation

show license authorization

The 1ast Confirmation code: field shows that the SLR
authorization code is successfully migrated for the active and
standby product instances in the High Availability set-up.

The specified license reservations: header shows that a
perpetual license (AP Perpetual Networkstack Advantage) and a
subscription license (Aironet DNA Advantage Term Licenses)
are the migrated SLR licenses.
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Example: SLR to Smart Licensing Using Policy .

Before Upgrade (SLR)

After Upgrade (Smart Licensing Using Policy)

Device# show license reservation
License reservation: ENABLED
Overall status:
Active: PID:C9800-CL-K9,SN:93BBAH93MGS
Reservation status: SPECIFIC INSTALLED on Nov 02
03:16:01 2020 IST
Export-Controlled Functionality: ALLOWED
Last Confirmation code: 102£fc949
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
Reservation status: SPECIFIC INSTALLED on Nov 02
03:15:45 2020 IST
Export-Controlled Functionality: ALLOWED
Last Confirmation code: ad4382fe

Specified license reservations:
Aironet DNA Advantage Term Licenses (AIR-DNA-A):
Description: DNA Advantage for Wireless
Total reserved count: 20
Term information:
Active: PID:C9800-CL-K9, SN:93BBAHI3MGS
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 5
License type: TERM
Start Date: 2020-JUN-18 UTC
End Date: 2020-DEC-15 UTC
Term Count: 5
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 10
AP Perpetual Networkstack Advantage (DNA NWStack) :
Description: AP Perpetual Network Stack entitled
with DNA-A
Total reserved count:
Term information:
Active: PID:C9800-CL-K9, SN:93BBAHI3MGS
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 5
License type: TERM
Start Date: 2020-JUN-18 UTC
End Date: 2020-DEC-15 UTC
Term Count: 5
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 10

20
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System Configuration |

Before Upgrade (SLR)

After Upgrade (Smart Licensing Using Policy)

Device# show license authorization
Overall status:
Active: PID:C9800-CL-K9,SN:93BBAHI3MGS
Status: SPECIFIC INSTALLED on Nov 02 03:16:01 2020
IST
Last Confirmation code: 102£fc949
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
Status: SPECIFIC INSTALLED on Nov 02 03:15:45 2020
IST
Last Confirmation code: ad4382fe

Specified license reservations:
Aironet DNA Advantage Term Licenses (AIR-DNA-A):
Description: DNA Advantage for Wireless
Total reserved count: 20
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9800-CL-K9,SN:93BBAHI3MGS
Authorization type: SPECIFIC INSTALLED on Nov
02 03:15:45 2020 IST
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 5
Authorization type: SPECIFIC INSTALLED on Nov
02 03:15:45 2020 IST
License type: TERM
Start Date: 2020-JUN-18 UTC
End Date: 2020-DEC-15 UTC
Term Count: 5
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
Authorization type: SPECIFIC INSTALLED on Nov
02 03:15:45 2020 IST
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 10
AP Perpetual Networkstack Advantage (DNA_NWStack) :
Description: AP Perpetual Network Stack entitled
with DNA-A
Total reserved count: 20
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9800-CL-K9, SN:93BBAHI3MGS
Authorization type: SPECIFIC INSTALLED on Nov
02 03:15:45 2020 IST
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
Term Count: 5
Authorization type: SPECIFIC INSTALLED on Nov
02 03:15:45 2020 IST
License type: TERM
Start Date: 2020-JUN-18 UTC
End Date: 2020-DEC-15 UTC
Term Count: 5
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN
Authorization type: SPECIFIC INSTALLED on Nov
02 03:15:45 2020 IST
License type: TERM
Start Date: 2020-0CT-14 UTC
End Date: 2021-APR-12 UTC
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Before Upgrade (SLR) After Upgrade (Smart Licensing Using Policy)

Term Count: 10

Purchased Licenses:
No Purchase Information Available

Before Upgrade (SLR) After Upgrade (Smart Licensing Using Policy)

show license status show license status

Under the Transport: header, the Type: field displays that the
transport type is set to off.

Under the Usage Reporting: header, the Next report push:
field displays if and when the next RUM report must be uploaded
to CSSM.
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System Configuration |

Before Upgrade (SLR)

After Upgrade (Smart Licensing Using Policy)

Device# show license status

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off

Policy:
Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): O (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): O (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:
Custom Id: <empty>

Usage Reporting:
Last ACK received: <none>
Next ACK deadline: <none>
Reporting push interval: 0 (no reporting)
Next ACK push check: Nov 01 20:31:46 2020 IST
Next report push: <none>
Last report push: <none>
Last report file write: <none>

Trust Code Installed: <none>

The CSSM Web Ul After Migration

Log in to the CSSM Web UI at https://software.cisco.com and click Smart Software Licensing. Under

Inventory > Product I nstances.
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Example: SLR to Smart Licensing Using Policy .

There are no changes in the Product | nstances tab. The Last Contact column displays "Reserved Licenses"
since there has been no usage reporting yet. After the requisite RUM report is uploaded and acknowledged
"Reserved Licenses" is no longer displayed and license usage is displayed only in the active product instance.

Figure 11: SLR to Smart Licensing Using Policy: Active Product Instance Before Upgrade

Description

General
Name:
Product:
Host Identifier:
MAC Address:
PID:
Serial Number:
uuiD
Virtual Account:

Registration Date:

Catalyst 9800CL Cloud Wireless Controller

|UDI_PID:C9800-CL-K9; UDI_SN:93BBAHI3MGS; |

Overview Event Log

UDI_PID:C9800-CL-KS; UDI_SN:93BBAHS3MGS;

Catalyst 9800CL Cloud Wireless Controller

C9800-CL-K9

93BBAHIIMGS

Dept-02

2020-Mov-02 05:36:20

Last Contact: 2020-Nov-02 05:36:20 (Reserved Licenses) - Download Reservation Authorization Code | SLR before upgrade
License Usage These licenses are reserved on this product instance Update reser
License Billing Expires Required
Aironet DNA Advantage Term Licenses Prepaid multiple terms 10
AP Perpetual Networkstack Advantage Prepaid multiple terms 10
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. Example: SLR to Smart Licensing Using Policy

Figure 12: SLR to Smart Licensing Using Policy: Active Product Instance After Upgrade

UDI_PID:C9800-CL-K9; UDI_SN:93BBAH93MGS; |

Overview High Availability Event Log

Description

Catalyst 9800CL Cloud Wireless Controller

General
MName: UDI_PID:C9800-CL-K9; UDI_SM:93BBAHI3MGS;
Product; Catalyst 9800CL Cloud Wireless Controller

Host Identifier:

MAC Address:

PID: C9800-CL-K9

Serial Number: 93BBAHO3MGS

uuiD

Virtual Account: Dept-02

Registration Date: 2020-Mov-02 06:08:58
Last Contact: 2020-Mov-02 06:09:01 |

SLR after upgrade and usage reporting

License Usage

License Billing Expires Required
Aironet DNA Advantage Term Licenses Prepaid - 1
AP Perpetual Networkstack Advantage Prepaid - 1

Reporting After Migration

SLR licenses require reporting only when there is a change in license consumption (For example, when using
a subscription license which is for specified term).

In an air-gapped network, use the Next report push: date in the show license status output to know when
the next usage report must be sent. This ensures that the product instance and CSSM are synchronized.

Since all communication to and from the product instance is disabled, to report license usage you must save
RUM reports to a file and upload it to CSSM (from a workstation that has connectivity to the internet, and
Cisco):

1. Generate and save RUM reports

Enter the license smart save usage command in privileged EXEC mode. In the example below, all RUM
reports are saved to the flash memory of the product instance, in file a11 rum.txt. For syntax details see
the license smart (privileged EXEC) command in the Command Reference. In the example, the file is
first saved to bootflash and then copied to a TFTP location:

Device# license smart save usage all bootflash:all rum.txt
Device# copy bootflash:all rum.txt tftp://10.8.0.6/all_rum.txt

2. Upload usage data to CSSM: #unique 132

3. Install the ACK on the product instance: #unique 135
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Example: Evaluation or Expired to Smart Licensing Using Policy

The following is an example of a Cisco Catalyst 9800-CL Wireless Controller with evaluation expired licenses
(Smart Licensing) that are migrated to Smart Licensing Using Policy.

The notion of evaluation licenses does not apply to Smart Licensing Using Policy. When the software version
is upgraded to one that supports Smart Licensing Using Policy, all licenses are displayed as IN USE and the
Cisco default policy is applied to the product instance. Since all licenses on Cisco Catalyst Wireless Controllers
are unenforced (enforcement type), no functionality is lost.

* #unique 154 unique 154 Connect 42 table hdp 4tl knb
» #unique 154 unique 154 Connect 42 section_qfh 3wl knb
* #unique 154 unique 154 Connect 42 section _yl12 ptl knb

The table below calls out key changes or new fields to check for in the show command outputs, after upgrade
to Smart Licensing Using Policy

Table 9: Evaluation or Expired to Smart Licensing Using Policy: show Commands

Before Upgrade (Smart Licensing, Evaluation Mode)

After Upgrade (Smart Licensing Using Policy)

show license summary
Licenses are UNREGISTERED and in EVAL MODE.

Device# show license summary
Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: NOT ALLOWED

License Authorization:
Status: EVAL EXPIRED

License Usage:

License Entitlement tag Count Status
(DNA_NWstack) 1 EVAL
EXPIRED
(AIR-DNA-A) 1 EVAL
EXPIRED

show license summary

All licenses are migrated and 1§ Uske. There are no EVAL MODE
licenses.

Device# show license summary
License Usage:

License Entitlement Tag Count
Status
air-network-advantage (DNA_ NWstack) 1
IN USE
air-dna-advantage (AIR-DNA-A) 1
IN USE

Before Upgrade (Smart Licensing, Evaluation Mode)

After Upgrade (Smart Licensing Using Policy)

show license usage

show license usage

The Enforcement Type field displays NOT ENFORCED. (There
are no export-controlled or enforced licenses on Cisco Catalyst
Wireless Controllers).
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System Configuration |

Before Upgrade (Smart Licensing, Evaluation Mode)

After Upgrade (Smart Licensing Using Policy)

Device# show license usage
License Authorization:

(DNA_NWStack) :
Description:
Count: 1
Version: 1.0
Status: EVAL EXPIRED
Export status: NOT RESTRICTED

(AIR-DNA-A) :
Description:
Count: 1
Version: 1.0
Status: EVAL EXPIRED
Export status: NOT RESTRICTED

Status: EVAL EXPIRED on Apr 14 18:20:46 2020 UTC

Device# show license usage
License Authorization:
Status: Not Applicable

air-network-advantage (DNA NWStack) :
Description: air-network-advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: air-network-advantage
Feature Description: air-network-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

air-dna-advantage (AIR-DNA-A):
Description: air-dna-advantage
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: air-dna-advantage
Feature Description: air-dna-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual

Before Upgrade (Smart Licensing, Evaluation Mode)

After Upgrade (Smart Licensing Using Policy)

show license status

show license status

The Transport: field displays that the default type is set, but a
URL or a method for the product instance to discover CSLU is
not specified.

The Trust Code Installed: field displays that a trust code is
not installed.

The policy: header and details show that the cisco default
policy is applied.

Under the Usage Reporting: header, the Next report push:
field provides information about when the next RUM report must
be sent to CSSM.
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Before Upgrade (Smart Licensing, Evaluation Mode)

After Upgrade (Smart Licensing Using Policy)

Device# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: NOT ALLOWED

License Authorization:
Status: EVAL EXPIRED on Apr 14 18:20:46 2020 UTC

Export Authorization Key:
Features Authorized:
<none>

Device# show license status
Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: cslu
Cslu address: <empty>
Proxy:
Not Configured

Policy:
Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:
First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)

Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)
Enforced (Perpetual/Subscription) License Attributes:

First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Miscellaneous:
Custom Id: <empty>

Usage Reporting:
Last ACK received: <none>
Next ACK deadline: <none>
Reporting push interval: 0 (no reporting)
Next ACK push check: <none>
Next report push: <none>
Last report push: <none>
Last report file write: <none>

Trust Code Installed: <none>
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The CSSM Web Ul After Migration

Log in to the CSSM Web UI at https://software.cisco.com and click Smart Software Licensing. Under
Inventory > Product | nstances, the Last Contact field for the migrated product instances display an updated
timestamp after migration.

Reporting After Migration

Implement any one of the supported topologies, and fulfil reporting requirements. See #unique 68 and #unique
85. The reporting method you can use depends on the topology you implement.

Migrating to a Version of SSM On-Prem That Supports Smart Licensing Using
Policy

If you are using a version of SSM On-Prem that is earlier than the minimum required version (See SSM
On-Prem, on page 43), you can use this section as an outline of the process and sequence you have to follow
to migrate the SSM On-Prem version and the product instance.

1. Upgrade SSM On-Prem.
Upgrade to the minimum required Version 8, Release 202102 or a later version.
Refer to the Cisco Smart Software Manager On-Prem Migration Guide.
2. Upgrade the product instance.
For information about the minimum required software version, see SSM On-Prem, on page 43.

For information about the upgrade procedure, see #unique 86 unique 86 Connect 42 section ixm qty
jqgb.

3. Re-Register a local account with CSSM

Online and Offline options are available. Refer to the Cisco Smart Software Manager On-Prem Migration
Guide > Re-Registering a local Account (Online Mode) or Manually Re-Registering a Local Account
(Offline Mode) .

Once re-registration is complete, the following events occur automatically:
* SSM On-Prem responds with new transport URL that points to the tenant in SSM On-Prem.
* The transport type configuration on the product instance changes from call-home or smart, to cslu.
The transport URL is also updated automatically.
4. Save configuration changes on the product instance, by entering the copy running-config startup-config

command in privileged EXEC mode.

5. Clear older On-Prem Smart Licensing certificates on the product instance and reload the product instance.
Do not save configuration changes after this.

\}

Note This step is required only if the software version running on the product instance is Cisco IOS XE Amsterdam
17.3.x or Cisco IOS XE Bengaluru 17.4.x.

Enter the license smart factory reset and then the reload commands in privileged EXEC mode.
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Device# license smart factory reset
Device# reload

6. Perform usage synchronization

a. On the product instance, enter the license smart sync {all|local} command, in privileged EXEC
mode. This synchronizes the product instance with SSM On-Prem, to send and receive any pending
data.

Device (config)# license smart sync local

You can verify this in the SSM On-Prem Ul Go to Inventory > SL Using Policy. In the Alerts
column, the following message is displayed: Usage report from product instance.

b. Synchronize usage information with CSSM (choose one)
* Option 1:

SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace,
navigate to Reports> Usage Schedules> Synchronize now with Cisco.

* Option 2:

SSM On-Prem is not connected to CSSM. See Exporting and Importing Usage Data (SSM
On-Prem UI), on page 114.

Result:

You have completed migration and initial usage synchronization. Product instance and license usage information
is now displayed in SSM On-Prem.

For subsequent reporting, you have the following options:
* To synchronize data between the product instance and SSM On-Prem:

* Schedule periodic synchronization between the product instance and SSM On-Prem, by configuring
the reporting interval. Enter the license smart usageinterval interval_in_days command in global
configuration mode.

To know when the product instance will be sending the next RUM report, enter the show license
all command in privileged EXEC mode and in the output, check the Next report push: field.

+ Enter the license smart sync privileged EXEC command, for ad hoc or on-demand synchronization
between the product instance and SSM On-Prem.

* To synchronize usage information with CSSM:

* Schedule periodic synchronization with CSSM. In the SSM On-Prem UI, navigate to Reports>
Usage Schedules > Synchronization schedule with Cisco. Enter the following frequency
information and save:

+ Days: Refers to how often synchronization occurs. For example, if you enter 2, synchronization
occurs once every two days.

 Time of Day:: Refers to the time at which synchronization occurs, in the 24-hour notation
system. For example, if you enter 14 hours and 0 minutes, synchronization occurs at 2 p.m.
(1400) in your local time zone.
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* Upload and download the required files for reporting. See Exporting and Importing Usage Data
(SSM On-Prem UlI), on page 114.

Task Library for Smart Licensing Using Policy

This section is a grouping of tasks that apply to Smart Licensing Using Policy. It includes tasks performed
on a product instance, on the CSLU interface, and on the CSSM Web UL

To implement a particular topology, refer to the corresponding workflow to know the sequential order of tasks
that apply. See #unique 85.

To perform any additional configuration tasks, for instance, to configure a different license, or use an add-on
license, or to configure a narrower reporting interval, refer to the corresponding task here. Check the "Supported
Topologies" where provided, before you proceed.

Logging into Cisco (CSLU Interface)

Step 1
Step 2
Step 3

Depending on your needs, when working in CSLU, you can either be in connected or disconnected mode. To
work in the connected mode, complete these steps to connect with Cisco.

Procedure

From the CSLU Main screen, click L ogin to Cisco (located at the top right corner of the screen).
Enter: CCO User Name and CCO Password.
In the CSLU Preferences tab, check that the Cisco connectivity toggle displays “Cisco Is Available”.

Configuring a Smart Account and a Virtual Account (CSLU Interface)

Step 1
Step 2

Both the Smart Account and Virtual Account are configured through the Preferences tab. Complete the
following steps to configure both Smart and Virtual Accounts for connecting to Cisco.

Procedure

Select the Preferences Tab from the CSLU home screen.
Perform these steps for adding both a Smart Account and Virtual Account:

a) In the Preferences screen navigate to the Smart Account field and add the Smart Account Name.
b) Next, navigate to the Virtual Account field and add the Virtual Account Name.

If you are connected to CSSM (In the Preferences tab, Cisco is Available), you can select from the list of
available SA/VAs.

If you are not connected to CSSM (In the Preferences tab, Cisco | SNot Available), enter the SA/VAs manually.

Note SA/VA names are case sensitive.
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Step 3 Click Save. The SA/VA accounts are saved to the system

Only one SA/VA pair can reside on CSLU at a time. You cannot add multiple accounts. To change to another
SA/VA pair, repeat Steps 2a and 2b then Save. A new SA/VA account pair replaces the previous saved pair

Adding a Product-Initiated Product Instance in CSLU (CSLU Interface)

Complete these steps to add a device-created Product Instance using the Preferences tab.

Procedure
Step 1 Select the Preferences tab.
Step 2 In the Preferences screen, de-select the Validate Device check box.

Step 3 Set the Default Connect Method to Product I nstance I nitiated and then click Save.

Ensuring Network Reachability for Product Instance-Initiated Communication

This task provides possible configurations that may be required to ensure network reachability for product
instance-initiated communication. Steps marked as "(Required)" are required for all product instances, all
other steps my be required or optional, depending the kind of product instance and network requirements.
Configure the applicable commands:

Before you begin

Supported topologies: Connected to CSSM Through CSLU (product instance-initiated communication).

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode. Enter your
Example: password, if prompted.
Device> enable

Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal

Step 3 interface interface-type-number Enters interface configuration mode and
Examole: specifies the Ethernet interface, subinterface,

ple: or VLAN to be associated with the VRF.

Device (config)# interface
gigabitethernet0/0
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Command or Action

Purpose

Step 4

vrf forwarding vrf-name

Example:

Device (config-if)# vrf forwarding
Mgmt-vrf

Associates the VRF with the Layer 3 interface.
This command activates multiprotocol VRF
on an interface

Step 5

ip address ip-address mask

Example:

Device (config-if) # ip address
192.168.0.1
255.255.0.0

Defines the IP address for the VRF.

Step 6

negotiation auto

Example:

Device (config-if) # negotiation auto

Enables auto-negotiation operation for the
speed and duplex parameters of an interface.

Note Cisco Catalyst 9800-L-F Wireless
Controller 10G Ports do not support
in an auto-negotiation operation.

Step 7

end

Example:

Device (config-if)# end

Exits the interface configuration mode and
enters global configuration mode.

Step 8

ip http client source-interface
interface-type-number
Example:

Device (config)# ip http client
source-interface gigabitethernet0/0

Configures a source interface for the HTTP
client.

Step 9

ip route ip-address ip-mask subnet mask

Example:

Device (config) # ip route vrf mgmt-vrf
192.168.0.1 255.255.0.0 192.168.255.1

(Required) Configures a route and gateway on
the product instance. You can configure either
a static route or a dynamic route.

Step 10

{ip |ipv6} name-server server-address 1
...server-address 6]

Example:

Device (config) # Device (config)# ip
name-server
vrf mgmt-vrf 173.37.137.85

Configures Domain Name System (DNS) on
the VRF interface.

Step 11

ip domain lookup sour ce-interface
interface-type-number

Example:

Configures the source interface for the DNS
domain lookup.
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Command or Action

Purpose

Device (config) # ip domain lookup
source-interface gigabitethernet0/0

Note If you configure this command on a
Layer 3 physical interface, it is
automatically removed from running
configuration in case the port mode is
changed or if the device reloads. The
only available workaround is to
reconfigure the command. Starting
with Cisco I0S XE Dublin 17.12.1,
this issue is resolved.

Step 12 ip domain name domain-name

Example:

Device (config) # ip domain name
example.com

Configure DNS discovery of your domain. In
accompanying example, the name-server
creates entry cslu-local.example.com.

Adding a CSLU-Initiated Product Instance in CSLU (CSLU Interface)

Using the CSLU interface, you can configure the connect method to be CSLU Initiated. This connect method
(mode) enables CSLU to retrieve Product Instance information from the Product Instance.

)

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Note

The default Connect Method is set in the Preferences tab.

Complete these steps to add a Product Instance from the Inventory tab

Procedure

Go to the Inventory tab and from the Product Instances table, select Add Single Product.

Enter the Host (IP address of the Host).

Select the Connect M ethod and select one of the CSLU Initiated connect methods.
In the right panel, click Product Instance Login Credentials. The left panel of the screen changes to show

the User Name and Password fields.
Enter the product instance User Name and Password.
Click Save.

The information is saved to the system and the device is listed in the Product Instances table with the Last

Contact listed as never.

Collecting Usage Reports: CSLU Initiated (CSLU Interface)

CSLU also allows you to manually trigger the gathering of usage reports from devices.
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Step 1

Step 2
Step 3

Step 4

After configuring and selecting a product instance (selecting Add Single Product, filling in the Host name
and selecting a CSLU-initiated connect method), click Actionsfor Selected > Collect Usage. CSLU connects
to the selected product instances and collects the usage reports. These usage reports are stored in CSLU’s
local library. These reports can then be transferred to Cisco if CSLU is connected to Cisco, or (if you are not
connected to Cisco) you can manually trigger usage collection by selecting Data > Export to CSSM.

If you are working in CSLU-initiated mode, complete these steps to configure CSLU to collect RUM reports
from Product Instances.

Procedure

Click the Preferencetab and enter a valid Smart Account and Virtual Account, and then select an appropriate
CSLU:-initiated collect method. (If there have been any changes in Preferences, make sure you click Save).

Click the Inventory tab and select one or more product instances.
Click Actionsfor Selected > Coallect Usage.

RUM reports are retrieved from each selected device and stored in the CSLU local library. The Last Contacted
column is updated to show the time the report was received, and the Alerts column shows the status.

If CSLU is currently logged into Cisco the reports will be automatically sent to the associated Smart Account
and Virtual Account in Cisco and Cisco will send an acknowledgement to CSLU as well as to the product
instance. The acknowledgement will be listed in the alerts column of the Product Instance table. To manually
transfer usage reports Cisco, from the CSLU main screen select Data > Export to CSSM.

From the Export to CSSM modal, select the local directory where the reports are to be stored.
(<CSLU_WORKING_Directory>/data/default/rum/unsent)

At this point, the usage reports are saved in your local directory (library). To upload these usage reports to
Cisco, follow the steps described in #unique 132.

Note The Windows operating system can change the behavior of a usage report file properties by dropping
the extension when that file is renamed. The behavior change happens when you rename the downloaded
file and the renamed file drops the extension. For example, the downloaded default file named
UD_xxx.tar 1S renamed to up_yyy. The file loses its TAR extension and cannot function. To enable
the usage file to function normally, after re-naming a usage report file, you must also add the TAR
extension back to the file name, for example up_yyy.tar.

Export to CSSM (CSLU Interface)

Step 1

Step 2

The Download All for Cisco menu option is a manual process used for offline purposes. Complete these steps
to use the Download For Cisco menu option

Procedure

Go to the Preferencestab, and turn off the Cisco Connectivity toggle switch.
The field switches to “Cisco Is Not Available”.

From the main menu in the CSLU home screen navigate to Data > Export to CSSM.
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Step 3 Select the file from the modal that opens and click Save. You now have the file saved.
Note At this point you have a DLC file, RUM file, or both.

Step 4 Go to a station that has connectivity to Cisco, and complete the following: #unique 132

Once the file is downloaded, you can import it into CSLU, see #unique 133.

Import from CSSM (CSLU Interface)

Once you have received the ACK or other file (such as an authorization code) from Cisco, you are ready to
Upload that file to your system. This procedure can be used for workstations that are offline. Complete these
steps to select and upload files from Cisco.

Procedure
Step 1 Ensure that you have downloaded the file to a location that is accessible to CSLU.
Step 2 From the main menu in the CSLU home screen, navigate to Data > Import from CSSM.

Step 3 An Import from CSSM modal open for you to either:

* Drag and Drop a file that resides on your local drive, or

* Browse for the appropriate *.xml file, select the file and click Open.

If the upload is successful, you will get message indicating that the file was successfully sent to the server. If
the upload is not successful, you will get an import error.

Step 4 When you have finished uploading, click the X at the top right corner of the modal to close it.

Ensuring Network Reachability for CSLU-Initiated Communication

This task provides possible configurations that may be required to ensure network reachability for
CSLU-initiated communication. Steps marked as "(Required)" are required for all product instances, all other
steps may be required or optional, depending the kind of product instance and network requirements. Configure
the applicable commands:

Before you begin

Supported topologies: Connected to CSSM Through CSLU (CSLU-initiated communication).

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode. Enter your
Example: password, if prompted.
Device> enable
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Command or Action

Purpose

Step 2

configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

aaa new model

Example:

Device (config) # aaa new model

(Required) Enable the authentication,
authorization, and accounting (AAA) access
control model.

Step 4

aaa authentication login default local

Example:

Device (config)# aaa authentication login
default local

(Required) Sets AAA authentication to use the
local username database for authentication.

Step 5

aaa authorization exec default local

Example:

Device (config) # aaa authorization exec
default local

Sets the parameters that restrict user access to
anetwork. The user is allowed to run an EXEC
shell.

Step 6

ip routing

Example:

Device (config)# ip routing

Enables IP routing.

Step 7

{ip | ipv6} name-server server-address 1
...server-address 6]

Example:

Device (config)# ip name-server vrf
Mgmt-vrf

192.168.1.100 192.168.1.200
192.168.1.300

(Optional) Specifies the address of one or more
name servers to use for name and address
resolution.

You can specify up to six name servers.
Separate each server address with a space. The
first server specified is the primary server. The
device sends DNS queries to the primary server
first. If that query fails, the backup servers are
queried.

Step 8

ip domain lookup sour ce-interface
interface-type-number
Example:

Device (config) # ip domain lookup
source-interface gigabitethernet0/0

Enables DNS-based hostname-to-address
translation on your device. This feature is
enabled by default.

If your network devices require connectivity
with devices in networks for which you do not
control name assignment, you can dynamically
assign device names that uniquely identify
your devices by using the global Internet
naming scheme (DNS).
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Command or Action Purpose

Note If you configure this command on a
Layer 3 physical interface, it is
automatically removed from running
configuration in case the port mode is
changed or if the device reloads. The
only available workaround is to
reconfigure the command. Starting
with Cisco I0S XE Dublin 17.12.1,
this issue is resolved.

Step 9 ip domain name name Defines a default domain name that the
software uses to complete unqualified
hostnames (names without a dotted-decimal
domain name).

Example:

Device (config) # ip domain name vrf
Mgmt-vrf cisco.com

Step 10 No username name (Required) Clears the specified username, if it
exists. For name , enter the same username
you will create in the next step. This ensures
that a duplicate of the username you are going
to create in the next step does not exist.

Example:

Device (config) # no username admin

If you plan to use REST APIs for
CSLU-initiated retrieval of RUM reports, you
have to log in to CSLU. Duplicate usernames
may cause the feature to work incorrectly if
there are duplicate usernames in the system.

Step 11 username name privilege level password (Required) Establishes a username-based
password authentication system.
Example: The privilegekeyword sets the privilege level

Device (config) # username admin privilege| fO the user. A number between 0 and 15 that

15 specifies the privilege level for the user.
password 0 lab
The password allows access to the name

argument. A password must be from 1 to 25
characters, can contain embedded spaces, and
must be the last option specified in the
username command.

This enables CSLU to use the product instance
native REST.

Note Enter this username and password in
CSLU (#unique 122 — Step 4. f.
CSLU can then collect RUM reports
from the product instance.
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Command or Action

Purpose

Step 12

inter face interface-type-number

Example:

Device (config)# interface
gigabitethernet0/0

Enters interface configuration mode and
specifies the Ethernet interface, subinterface,
or VLAN to be associated with the VRF.

Step 13

vrf forwarding vrf-name

Example:

Device (config-if)# vrf forwarding
Mgmt-vrf

Associates the VRF with the Layer 3 interface.
This command activates multiprotocol VRF
on an interface

Step 14

ip address ip-address mask

Example:

Device (config-if)# ip address
192.168.0.1 255.255.0.0

Defines the IP address for the VRF.

Step 15

negotiation auto

Example:

Device (config-if) # negotiation auto

Enables auto-negotiation operation for the
speed and duplex parameters of an interface.

Step 16

no shutdown

Example:

Device (config-if)# no shutdown

Restarts a disabled interface.

Step 17

end

Example:

Device (config-if) # end

Exits the interface configuration mode and
enters global configuration mode.

Step 18

ip http server

Example:

Device (config)# ip http server

(Required) Enables the HTTP server on your
IP or IPv6 system, including a Cisco web
browser user interface. The HTTP server uses
the standard port 80, by default.

Step 19

ip http authentication local

Example:
ip http authentication local

Device (config) #

(Required) Specifies a particular authentication
method for HTTP server users.

The local keyword means that the login user
name, password and privilege level access
combination specified in the local system
configuration (by the username global
configuration command) should be used for
authentication and authorization.

Step 20

ip http secure-server

Example:

Device (config)# ip http server

(Required) Enables a secure HTTP (HTTPS)
server. The HTTPS server uses the Secure
Sockets Layer (SSL) version 3.0 protocol.
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Command or Action

Purpose

Step 21

ip http max-connections

Example:

Device (config)# ip http max-connections|
16

(Required) Configures the maximum number
of concurrent connections allowed for the
HTTP server. Enter an integer in the range
from 1 to 16. The default is 5.

Step 22

ip tftp sour ce-inter face interface-type-number

Example:

Device (config) # ip tftp source-interface|

GigabitEthernet0/0

Specifies the IP address of an interface as the
source address for TFTP connections.

Step 23

ip route ip-address ip-mask subnet mask

Example:

Device (config)# ip route vrf mgmt-vrf
192.168.0.1 255.255.0.0 192.168.255.1

Configures a route and gateway on the product
instance. You can configure either a static
route or a dynamic route.

Step 24

logging host

Example:

Device (config)# logging host
172.25.33.20
vrf Mgmt-vrf

Logs system messages and debug output to a
remote host.

Step 25

end

Example:

Device (config) # end

Exits the global configuration mode and enters
privileged EXEC mode.

Step 26

show ip http server session-module

Example:

Device# show ip http server
session-module

(Required) Verifies HTTP connectivity. In the
output, check that s1_HTTP is active.
Additionally, you can also perform the
following checks :

* From device where CSLU is installed,
verify that you can ping the product
instance. A successful ping confirms that
the product instance is reachable.

» From a Web browser on the device where
CSLU is installed verify
https://<product-instance-ip>/. This
ensures that the REST API from CSLU
to the product instance works as expected.

Assigning a Smart Account and Virtual Account (SSM On-Prem Ul)

You can use this procedure to import one or more product instances along with corresponding Smart Account
and Virtual Account information, into the SSM On-Prem database. This enables SSM On-Prem to map product
instances that are part of local virtual accounts (other than the default local virtual account), to the correct

license pool in CSSM:
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Step 1
Step 2

Step 3

Step 4

Step 5

Before you begin

Supported topologies: SSM On-Prem Deployment (product instance-initiated communication).

Procedure

Log into the SSM On-Prem and select the Smart Licensing workspace.
Navigate to I nventory > SL Using Policy > Export/Import All > Import Product I nstances List

The Upload Product | nstances window is displayed.

Click Download to download the .csv template file and enter the required information for all the product
instances in the template.

Once you have filled-out the template, click Inventory > SL Using Policy > Export/Import All > Import
Product Instances List.

The Upload Product I nstances window is displayed.

Now, click Browse and upload the filled-out .csv template.

Smart Account and Virtual Account information for all uploaded product instances is now available in SSM
On-Prem.

Validating Devices (SSM On-Prem Ul)

Step 1

Step 2

Step 3

When device validation is enabled, RUM reports from an unknown product instance (not in the SSM On-Prem
database) are rejected.

By default, devices are not validated. Complete the following steps to enable it:

Before you begin

Supported topologies: SSM On-Prem Deployment (product instance-initiated communication).

Procedure

In the On-Prem License Wor kspace window, click Admin Workspace and log in, if prompted.

The On-Prem Admin Workspace window is displayed.
Click the Settings widget.
The Settings window is displayed.

Navigate to the CSL U tab and turn-on the Validate Device toggle switch.

RUM reports from an unknown product instance will now be rejected. If you haven't already, you must now
add the required product instances to the SSM On-Prem database before sending RUM reports. See Assigning
a Smart Account and Virtual Account (SSM On-Prem UI), on page 109
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Ensuring Network Reachability for Product Instance-Initiated Communication

This task provides possible configurations that may be required to ensure network reachability for product
instance-initiated communication. Steps marked as "(Required)" are required for all product instances, all
other steps my be required or optional, depending the kind of product instance and network requirements.
Configure the applicable commands:

N

Note

Ensure that you configure steps 13, 14, and 15 exactly as shown below. These commands must be configured

to ensure that the correct trustpoint is used and that the necessary certificates are accepted for network
reachability.

Before you begin

Supported topologies: SSM On-Prem Deployment(product instance-initiated communication).

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
assword, if prompted.
Example: password, 1t promp
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 interface interface-type-number Enters interface configuration mode and
Examole: specifies the Ethernet interface, subinterface,
pe: or VLAN to be associated with the VRF.
Device (config)# interface
gigabitethernet0/0
Step 4 vrf forwarding vrf-name Associates the VRF with the Layer 3 interface.
This command activates multiprotocol VRF
Example: )
on an interface
Device (config-if)# vrf forwarding
Mgmt-vrf
Step 5 ip address ip-address mask Defines the IP address for the VRF.
Example:
Device (config-if)# ip address
192.168.0.1
255.255.0.0
Step 6 negotiation auto Enables auto-negotiation operation for the
speed and duplex parameters of an interface.
Example:
Device (config-if)# negotiation auto
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Command or Action

Purpose

Step 7

end

Example:

Device (config-if)# end

Exits the interface configuration mode and
enters global configuration mode.

Step 8

ip http client source-interface
interface-type-number
Example:

Device (config)# ip http client
source-interface gigabitethernet0/0

Configures a source interface for the HTTP
client.

Step 9

ip route ip-address ip-mask subnet mask

Example:

Device (config) # ip route vrf mgmt-vrf
192.168.0.1 255.255.0.0 192.168.255.1

(Required) Configures a route and gateway on
the product instance. You can configure either
a static route or a dynamic route.

Step 10

{ip|ipv6} name-server server-address 1
...server-address 6]

Example:

Device (config) # Device (config)# ip
name-server
vrf mgmt-vrf 198.51.100.1

Configures Domain Name System (DNS) on
the VRF interface.

Step 11

ip domain lookup sour ce-interface
interface-type-number
Example:

Device (config)# ip domain lookup
source-interface gigabitethernet0/0

Configures the source interface for the DNS
domain lookup.

Note If you configure this command on a
Layer 3 physical interface, it is
automatically removed from running
configuration in case the port mode is
changed or if the device reloads. The
only available workaround is to
reconfigure the command. Starting
with Cisco I0S XE Dublin 17.12.1,
this issue is resolved.

Step 12

ip domain name domain-name

Example:

Device (config) # ip domain name
example.com

Configure DNS discovery of your domain. In
the accompanying example, the name-server
creates entry cslu-local.example.com.

Step 13

crypto pki trustpoint SL A-TrustPoint

Example:

Device (config) # crypto pki trustpoint
SLA-TrustPoint
Device (ca-trustpoint) #

(Required) Declares that the product instance
should use trustpoint “SLA-TrustPoint” and
enters the ca-trustpoint configuration mode.
The product instance does not recognize any
trustpoints until you declare a trustpoint using
this command.
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Command or Action Purpose
Step 14 enrollment terminal Required) Specifies the certificate enrollment
method.
Example:
Device (ca-trustpoint) # enrollment
terminal
Step 15 revocation-check none (Required) Specifies a method that is to be
used to ensure that the certificate of a peer is
Example:

not revoked. For the SSM On-Prem
Deployment topology, enter the nonekeyword.

Device (ca-trustpoint) # revocation-check

none This means that a revocation check will not be
performed and the certificate will always be
accepted.
Step 16 exit Exits the ca-trustpoint configuration mode and
then the global configuration mode and returns
Example: o
to privileged EXEC mode.
Device (ca-trustpoint) # exit
Device (config) # exit
Step 17 copy running-config startup-config Saves your entries in the configuration file.

Example:

Device# copy running-config
startup-config

Retrieving the Transport URL (SSM On-Prem Ul)

Step 1
Step 2

Step 3

Step 4

You must configure the transport URL on the product instance when you deploy the product instance-initiated
communication with SSM On-Prem deployment. This task show you how to easily copy the complete URL
including the tenant ID from SSM On-Prem.

Before you begin

Supported topologies: SSM On-Prem Deployment (product instance-initiated communication).

Procedure

Log into SSM On-Prem and select the Smart Licensing workspace.

Navigate to the I nventory tab and from the dropdown list of local virtual accounts (top right corner), select
the default local virtual account. When you do, the area under the | nventory tab displays L ocal Virtual
Account: Default.

Navigate to the General tab.

The Product I nstance Registration Tokens area is displayed.

In the Product Instance Registration Tokens area click CSLU Transport URL.
The Product Registration URL pop-window is displayed.
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Step 5

Step 6

Copy the entire URL and save it in an accessible place.

You will require the URL when you configure the transport type and URL on the product instance.

Configure the transport type and URL. See: Setting the Transport Type, URL, and Reporting Interval, on page
135.

Exporting and Importing Usage Data (SSM On-Prem Ul)

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6

You can use this procedure to complete usage synchronization between SSM On-Prem and CSSM when SSM
On-Prem is disconnected from CSSM.

Before you begin
Supported topologies:
* SSM On-Prem Deployment (SSM On-Prem-initiated communication)
* SSM On-Prem Deployment (product instance-initiated communication).
Reporting data must be available in SSM On-Prem. You must have either pushed the necessary reporting data

from the product instance to SSM On-Prem (product instance-initiated communication) or retrieved the
necessary reporting data from the product instance (SSM On-Prem-initiated communication).

Procedure

Log into SSM On-Prem and select Smart Licensing.
Navigate to Inventory > SL Using Policy tab.
In the SL Using Policy tab area, click Export/Import All... > Export Usageto Cisco.

This generates one .tar file with all the usage reports available in the SSM On-Prem server.
Complete this task in CSSM: #unique 132.
At the end of this task you will have an ACK file to import into SSM On-Prem.

Again navigate to the I nventory > SL Using Policy tab.

In the SL Using Policy tab area, click Export/Import All... >Import From Cisco . Upload the .tar ACK
file.

To verify ACK import, in the SL Using Policy tab area check the Alertscolumn of the corresponding product
instance. The following message is displayed: Acknowledgement received from CSSM.

Adding One or More Product Instances (SSM On-Prem Ul)

You can use this procedure to add one product instance or to import and add multiple product instances. It
enables SSM On-Prem to retrieve information from the product instance.
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Before you begin

Supported topologies: SSM On-Prem Deployment (SSM On-Prem-initiated communication).

Procedure

Step 1 Log into the SSM On-Prem UI and click Smart Licensing.

Step 2 Navigate to Inventory tab. Select a local virtual account from the drop-down list in the top right corner.
Step 3 Navigate to the SL Using Policy tab.

Step 4 Add a single product or import multiple product instances (choose one).

» To add a single product instance:
a. Inthe SL Using Policy tab area, click Add Single Product.
b. Inthe Host field, enter the IP address of the host (product instance).

c. From the Connect Method dropdown list, select an appropriate SSM On-Prem-initiated connect
method.

The available connect methods for SSM On-Prem-initiated communication are: NETCONF,
RESTCONF, and REST API.

d. In the right panel, click Product I nstance L ogin Credentials.

The Product Instance L ogin Credentials window is displayed

Note  You need the login credentials only if a product instance requires a SLAC.
e. Enter the User I D and Password, and click Save.

This is the same user ID and password that you configured as part of commands required to establish
network reachability (Ensuring Network Reachability for SSM On-Prem-Initiated Communication,
on page 116).

Once validated, the product instance is displayed in the listing in the SL Using Policy tab area.

» To import multiple product instances:
a. In SL Using Policy tab, click Export/Import All... > Import Product InstancesList.
The Upload Product I nstances window is displayed.
b. Click Download to download the predefined .csv template.
c. Enter the required information for all the product instances in the .csv template.

In the template, ensure that you provide Host, Connect M ethod and L ogin Credentials for all
product instances.

The available connect methods for SSM On-Prem-initiated communication are: NETCONF,
RESTCONEF, and REST API.

Login credentials refer to the user ID and password that you configured as part of commands required
to establish network reachability (Ensuring Network Reachability for SSM On-Prem-Initiated
Communication, on page 116).
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d. Againnavigate to I nventory > SL Using Policy tab. Click Export/Import All....>Import Product
InstancesList.

The Upload Product | nstances window is displayed.
e. Now upload the filled-out .csv template.

Once validated, the product instances are displayed in the listing in the SL Using Policy tab.

Ensuring Network Reachability for SSM On-Prem-Initiated Communication

This task provides possible configurations that may be required to ensure network reachability for SSM
On-Prem-initiated communication. Steps marked as "(Required)" are required for all product instances, all
other steps may be required or optional, depending the kind of product instance and network requirements.
Configure the applicable commands:

)

Note Ensure that you configure steps 25, 26, and 27 exactly as shown below. These commands must be configured
to ensure that the correct trustpoint is used and that the necessary certificates are accepted for network
reachability.

Before you begin

Supported topologies: SSM On-Prem Deployment (SSM On-Prem-initiated communication).

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
assword, if prompted.
Example: P > 1L promp
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 aaa new model (Required) Enable the authentication,
authorization, and accounting (AAA) access
Example:
control model.
Device (config)# aaa new model
Step 4 aaa authentication login default local (Required) Sets AAA authentication to use the
local username database for authentication.
Example:
Device (config) # aaa authentication login
default local
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Command or Action Purpose
Step 5 aaa authorization exec default local Sets the parameters that restrict user access to
anetwork. The user is allowed to run an EXEC
Example: shell

Device (config) # aaa authorization exec
default local

Step 6 ip routing Enables IP routing.

Example:

Device (config)# ip routing

Step 7 {ip |ipv6}name-server server-address 1 (Optional) Specifies the address of one or more
...server-address 6] name servers to use for name and address
resolution.
Example:
Device (config) # ip name-server vrf You can specify up to six nam? Servers.
Mgmt-vrf Separate each server address with a space. The
192.168.1.100 192.168.1.200 first server specified is the primary server. The

192.168.1.300 device sends DNS queries to the primary server

first. If that query fails, the backup servers are
queried.

Step 8 ip domain lookup sour ce-interface Enables DNS-based hostname-to-address
interface-type-number translation on your device. This feature is

Example: enabled by default.

Device (config)# ip domain lookup If your network devices require connectivity
source-interface gigabitethernet0/0 with devices in networks for which you do not
control name assignment, you can dynamically
assign device names that uniquely identify
your devices by using the global Internet
naming scheme (DNS).

Note If you configure this command on a
Layer 3 physical interface, it is
automatically removed from running
configuration in case the port mode is
changed or if the device reloads. The
only available workaround is to
reconfigure the command. Starting
with Cisco IOS XE Dublin 17.12.1,
this issue is resolved.

Step 9 ip domain name name Defines a default domain name that the
software uses to complete unqualified
hostnames (names without a dotted-decimal
domain name).

Example:

Device (config)# ip domain name vrf
Mgmt-vrf cisco.com

Step 10 No username name (Required) Clears the specified username, if it
exists. For name , enter the same username

Example: . . )
P you will create in the next step. This ensures

Device (config) # no username admin
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Command or Action

Purpose

that a duplicate of the username you are going
to create in the next step does not exist.

If you plan to use REST APIs for SSM
On-Prem-initiated retrieval of RUM reports,
you have to log in to SSM On-Prem. Duplicate
usernames may cause the feature to work
incorrectly if there are present in the system.

Step 11

username name privilege level password
password

Example:

Device (config) # username admin privilege
15
password 0 lab

(Required) Establishes a username-based
authentication system.

The privilegekeyword sets the privilege level
for the user. A number between 0 and 15 that
specifies the privilege level for the user.

The password allows access to the name
argument. A password must be from 1 to 25
characters, can contain embedded spaces, and
must be the last option specified in the
username command.

This enables SSM On-Prem to use the product
instance native REST.

Note Enter this username and password in
SSM On-Prem (Adding One or More
Product Instances (SSM On-Prem UI),
on page 114). This enables SSM

On-Prem to collect RUM reports from

the product instance.

Step 12

inter face interface-type-number

Example:

Device (config)# interface
gigabitethernet0/0

Enters interface configuration mode and
specifies the Ethernet interface, subinterface,
or VLAN to be associated with the VRF.

Step 13

vrf forwarding vrf-name

Example:

Device (config-if)# vrf forwarding
Mgmt-vrf

Associates the VRF with the Layer 3 interface.
This command activates multiprotocol VRF
on an interface

Step 14

ip address ip-address mask

Example:

Device (config-if)# ip address
192.168.0.1 255.255.0.0

Defines the IP address for the VRF.

Step 15

negotiation auto

Example:

Device (config-if) # negotiation auto

Enables auto-negotiation operation for the
speed and duplex parameters of an interface.
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Command or Action Purpose
Step 16 no shutdown Restarts a disabled interface.
Example:
Device (config-if)# no shutdown
Step 17 end Exits the interface configuration mode and
enters global configuration mode.
Example:
Device (config-if) # end
Step 18 ip http server (Required) Enables the HTTP server on your
Examole: IP or IPv6 system, including a Cisco web
ple: browser user interface. The HTTP server uses
Device(config)# ip http server the standard port 80, by default.
Step 19 ip http authentication local (Required) Specifies a particular authentication
method for HTTP server users.
Example:
ip http authentication local The local keyword means that the login user
' ' name, password and privilege level access
bevice (config) # combination specified in the local system
configuration (by the username global
configuration command) should be used for
authentication and authorization.
Step 20 ip http secure-server (Required) Enables a secure HTTP (HTTPS)
Examole: server. The HTTPS server uses the Secure
ple: Sockets Layer (SSL) version 3.0 protocol.
Device (config) # ip http server
Step 21 ip http max-connections (Required) Configures the maximum number
Examble: of concurrent connections allowed for the
ple: HTTP server. Enter an integer in the range
Device (config)# ip http max-connections| from 1 to 16. The default is 5.
16
Step 22 ip tftp sour ce-inter face interface-type-number | Specifies the IP address of an interface as the
source address for TFTP connections.
Example:
Device (config) # ip tftp source-interface|
GigabitEthernet0/0
Step 23 ip route ip-address ip-mask subnet mask Configures a route and gateway on the product
instance. You can configure either a static
Example: .
route or a dynamic route.
Device (config)# ip route vrf mgmt-vrf
192.168.0.1 255.255.0.0 192.168.255.1
Step 24 logging host Logs system messages and debug output to a
remote host.
Example:

Device (config)# logging host
172.25.33.20
vrf Mgmt-vrf
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Command or Action

Purpose

Step 25

crypto pki trustpoint SL A-TrustPoint

Example:

Device (config) # crypto pki trustpoint
SLA-TrustPoint
Device (ca-trustpoint) #

(Required) Declares that the product instance
should use trustpoint “SLA-TrustPoint” and
enters the ca-trustpoint configuration mode.
The product instance does not recognize any
trustpoints until you declare a trustpoint using
this command.

Step 26

enrollment terminal

Example:

Device (ca-trustpoint) # enrollment
terminal

Required) Specifies the certificate enrollment
method.

Step 27

revocation-check none

Example:

Device (ca-trustpoint) # revocation-check|
none

(Required) Specifies a method that is to be
used to ensure that the certificate of a peer is
not revoked. For the SSM On-Prem
Deployment topology, enter the nonekeyword.
This means that a revocation check will not be
performed and the certificate will always be
accepted.

Step 28

end

Example:

Device (ca-trustpoint) # exit
Device (config) # end

Exits the ca-trustpoint configuration mode and
then the global configuration mode and returns
to privileged EXEC mode.

Step 29

show ip http server session-module

Example:

Device# show ip http server
session-module

(Required) Verifies HTTP connectivity. In the
output, check that s1._HTTP is active.
Additionally, you can also perform the
following checks :

* From device where SSM On-Prem is
installed, verify that you can ping the
product instance. A successful ping
confirms that the product instance is
reachable.

» From a Web browser on the device where
SSM On-Prem is installed verify
https://<product-instance-ip>/. This
ensures that the REST API from SSM
On-Prem to the product instance works
as expected.

Step 30

copy running-config startup-config

Example:

Device# copy running-config
startup-config

Saves your entries in the configuration file.
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Setting Up a Connection to CSSM

The following steps show how to set up a Layer 3 connection to CSSM to verify network reachability. Steps
marked as "(Required)" are required for all product instances, all other steps may be required or optional,
depending the kind of product instance and network requirements. Configure the applicable commands:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
assword, if prompted.
Example: P promp
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 {ip |ipv6} name-server server-address 1 Specifies the address of one or more name
...server-address 6] servers to use for name and address resolution.
Example: You can specify up to six name servers.
Device (config) # ip name-server Separate each server address with a space. The
209.165.201.1 209.165.200.225 first server specified is the primary server. The
209.165.201.14 209.165.200.230 device sends DNS queries to the primary server
first. If that query fails, the backup servers are
queried.
Step 4 ip name-server vrf Mgmt-vrf server-address | (Optional) Configures DNS on the VRF
1...server-address 6 interface. You can specify up to six name
servers. Separate each server address with a
Example:
space.
Device (config)# ip name-server vrf
Mgmt-vrf Note This command is an alternative to the
209.165.201.1 209.165.200.225 ip name-server command.
209.165.201.14 209.165.200.230
Step 5 ip domain lookup sour ce-interface Configures the source interface for the DNS
interface-type interface-number domain lookup.
Example:
Device (config) # ip domain lookup
source-interface V1anl00
Step 6 ip domain name domain-name Configures the domain name.
Example:
Device (config) # ip domain name
example.com
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Command or Action

Purpose

Step 7

ip host tools.cisco.com ip-address

Example:

Device (config)# ip host tools.cisco.com
209.165.201.30

Configures static hostname-to-address
mappings in the DNS hostname cache if
automatic DN'S mapping is not available.

Step 8

inter face interface-type-number

Example:

Device (config) # interface V1anl00

Device (config-if)# ip address 192.0.2.10|
255.255.255.0

Device (config-if)# exit

Configures a Layer 3 interface. Enter an
interface type and number or a VLAN.

Step 9

ntp server ip-address [version number] [key
key-id] [prefer]
Example:

Device (config) # ntp server
198.51.100.100 version 2 prefer

(Required) Activates the NTP service (if it has
not already been activated) and enables the
system to synchronize the system software
clock with the specified NTP server. This
ensures that the device time is synchronized
with CSSM.

Use the prefer keyword if you need to use this
command multiple times and you want to set
a preferred server. Using this keyword reduces
switching between servers.

Step 10

switchport accessvlan vlan_id

Example:

Device (config) # interface
GigabitEthernetl/0/1

Device (config-if)# switchport access
vlan 100

Device (config-if) # switchport mode
access

Device (config-if) # exit

OR

Device (config) #

Enables the VLAN for which this access port
carries traffic and sets the interface as a
nontrunking nontagged single-VLAN Ethernet
interface.

Note This step is to be configured only if
the switchport access mode is
required. The switchport accessvlan
command may apply to Catalyst
switching product instances, for
example, and for routing product
instances you may want to configure
the ip address ip-address mask
command instead.

Step 11

ip route ip-address ip-mask subnet mask

Example:

Device (config)# ip route 192.0.2.0
255.255.255.255 192.0.2.1

Configures a route on the device. You can
configure either a static route or a dynamic
route.

Step 12

ip http client source-interface
interface-type-number
Example:

Device (config)# ip http client
source-interface V1anl00

(Required) Configures a source interface for
the HTTP client. Enter an interface type and
number or a VLAN.
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Command or Action Purpose
Step 13 exit Exits global configuration mode and returns
to privileged EXEC mode.
Example:

Device (config) # exit

Step 14 copy running-config startup-config Saves your entries in the configuration file.

Example:

Device# copy running-config
startup-config

Configuring Smart Transport Through an HTTPs Proxy

To use a proxy server to communicate with CSSM when using the Smart transport mode, complete the
following steps:

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
assword, if prompted.
Example: passworc, 1t promp
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 license smart transport smart Enables Smart transport mode.
Example:
Device (config) # license smart transport
smart
Step 4 license smart url default Automatically configures the Smart URL
Examole: (https://smartreceiver.cisco.com/licservice/
ple: license). For this option to work as expected,
Device (config) # license smart transport| the transport mode in the previous step must be
default
configured as smart.
Step 5 license smart proxy {address Configures a proxy for the Smart transport
address_hostname | port port_num} mode. When a proxy is configured, licensing
Examle: messages are sent to the proxy along with the
ample: final destination URL (CSSM). The proxy sends
Device (config)# license smart proxy the message on to CSSM. Configure the proxy
address 192.168.0.1 dd d port b tely:
Device (config) # license smart proxy port address and port number separately:
3128 « address address_hostname: Specifies the
proxy address. Enter the IP address or
hostname of the proxy server.
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Command or Action

Purpose

* port port_num: Specifies the proxy port.
Enter the proxy port number.

Note the change in the criteria for the
acceptance of proxy servers, starting with Cisco
I0S XE Bengaluru 17.6.1: only the status code
of the proxy server response is verified by the
system and not the reason phrase. The RFC
format is status-line = HTTP-version SP
status-code SP reason-phrase CRLF. For
more information about the status line, see
section 3.1.2 of RFC 7230.

Configuring the Call Home Service for Direct Cloud Access

The Call Home service provides email-based and web-based notification of critical system events to CSSM.
To configure the transport mode, enable the Call Home service, and configure a destination profile (A

destination profile contains the required delivery information for an alert notification. At least one destination
profile is required.), complete the following steps:

)

Note

All steps are required unless specifically called-out as “(Optional)”.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode. Enter your
password, if prompted.

Step 2

configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

license smart transport callhome

Example:

Device (config)# license smart transport
callhome

Enables Call Home as the transport mode.

Step 4

license smart url url

Example:

Device (config) # license smart url

htips: //toals. cisoo.aany/its/ssrvice/odts/services/MMFSarvice

For the callhome transport mode, configure
the CSSM URL exactly as shown in the
example.
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Command or Action Purpose
Step 5 service call-home Enables the Call Home feature.
Example:

Device (config) # service call-home

Step 6 call-home Enters Call Home configuration mode.

Example:

Device (config) # call-home

Step 7 no http secure server-identity-check Disables server identity check when HTTP

connection is established.
Example:

Device (config-call-home) # no http secure

server-identity-check

Step 8 contact-email-address email-address Assigns customer's email address and enables
Smart Call Home service full reporting
capability and sends a full inventory message
bevice (config-call-home) from Call-Home TAC profile to Smart Call
contact-email-addr H to start full istrat
username@example . com ome server to start full registration process.

You can enter up to 200 characters in email
address format with no spaces.

Example:

Step 9 profile name Enters the Call Home destination profile
configuration submode for the specified

Example: destination profile.

Device (config-call-home) # profile
CiscoTAC-1 By default:
Device (config-call-home-profile) #

* The CiscoTAC-1 profile is inactive. To
use this profile with the Call Home
service, you must enable the profile.

The CiscoTAC-1 profile sends a full
report of all types of events subscribed in
the profile. The alternative is to
additionally configure

Device (cfg-call-home-profile) #
anonymous-reporting-only
anonymous-reporting-only. When this is
set, only crash, inventory, and test
messages will be sent.

Use the show call-home profileall command
to check the profile status.

Step 10 active Enables the destination profile.

Example:

Device (config-call-home-profile) # active
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Purpose

Step 11

destination transport-method http {email
|http}

Example:

Device (config-call-home-profile) #
destination transport-method
http
AND

Device (config-call-home-profile)# no
destination transport-method

email

Enables the message transport method. In the
example, Call Home service is enabled via
HTTP and transport via email is disabled.

The no form of the command disables the
method.

Step 12

destination address { email email_address
|http url}

Example:

Device (config-call-home-profile) #
destination address http

htips: //tools. ciso.aan/its/ssrvice/adthe/services/MMFService
AND

Device (config-call-home-profile)# no
destination address http

htips: //tools. ciso. aany/its/ssrvice/odte/services/MDFSarvice

Configures the destination e-mail address or
URL to which Call Home messages are sent.
When entering a destination URL, include
either http:// (default) or https://, depending
on whether the server is a secure server.

In the example provided here, a http://
destination URL is configured; and the no form
of the command is configured for https://.

Step 13

exit
Example:

Device (config-call-home-profile)# exit

Exits Call Home destination profile
configuration mode and returns to Call Home
configuration mode.

Step 14

exit
Example:

Device (config-call-home) # end

Exits Call Home configuration mode and
returns to privileged EXEC mode.

Step 15

copy running-config startup-config

Example:

Device# copy running-config
startup-config

Saves your entries in the configuration file.

Step 16

show call-home profile {name |all}

Displays the destination profile configuration
for the specified profile or all configured
profiles.

Configuring the Call Home Service for Direct Cloud Access through an HTTPs

Proxy Server

The Call Home service can be configured through an HTTPs proxy server. This configuration requires no
user authentication to connect to CSSM.
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Configuring the Call Home Service for Direct Cloud Access through an HTTPs Proxy Server .

Note

Authenticated HTTPs proxy configurations are not supported.

To configure and enable the Call Home service through an HTTPs proxy, complete the following steps:

)

Note  All steps are required unless specifically called-out as “(Optional)”.

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode. Enter your
Example: password, if prompted.
Device> enable

Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal

Step 3 license smart transport callhome Enables Call Home as the transport mode.
Example:
Device (config) # license smart transport

callhome

Step 4 service call-home Enables the Call Home feature.
Example:
Device (config) # service call-home

Step 5 call-home Enters Call Home configuration mode.
Example:
Device (config) # call-home

Step 6 http-proxy proxy-address proxy-port Configures the proxy server information to the

port-number

Example:

Device (config-call-home) # http-proxy
198.51.100.10 port 5000

Call Home service.

Note the change in the criteria for the
acceptance of proxy servers, starting with Cisco
IOS XE Bengaluru 17.6.1: only the status code
of the proxy server response is verified by the
system and not the reason phrase. The RFC
format is status-line = HTTP-version SP
status-code SP reason-phrase crLF. For
more information about the status line, see
section 3.1.2 of RFC 7230.
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Command or Action

Purpose

Step 7

exit
Example:

Device (config-call-home) # exit

Exits Call Home configuration mode and enters
global configuration mode.

Step 8

exit
Example:

Device (config) # exit

Exits global configuration mode and enters
privileged EXEC mode.

Step 9

copy running-config startup-config

Example:

Device# copy running-config
startup-config

Saves your entries in the configuration file.

Removing and Returning an Authorization Code

To remove and return an SLR authorization code, complete the following steps.

Before you begin

Supported topologies: all

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode. Enter your
password, if prompted.

Step 2

show license summary

Example:

Device# show license summary

Ensure that the license that you want to remove
and return is not in-use. If it is in-use, you must
first disable the feature.

Step 3

license smart authorization
return{all | local } {offline[path] | online}

Example:

Device# license smart authorization
return all online

Enter this return code in Cisco Smart

Software Manager portal:

UDI: PID:C9800-CL-K9, SN:93BBAHI3MGS
Return code:

CgaUPW-WSPY1ig-ZNU2ci-SnWydS-hBCXHP-MuyPgy-|

PJ1GiG-tPTGQj-S2h

UDI: PID:C9800-CL-K9, SN:9XECPSUU4XN
Return code:

CNLwxR-eWiAEJ-XaTEQg-j4rrYW-dSRz9j-37VpcP|

Returns an authorization code back to the
license pool in CSSM. A return code is
displayed after you enter this command.

Specify the product instance:

« all: Performs the action for all connected
product instances in a High Availability
set-up.

* local: Performs the action for the active
product instance. This is the default option.

Specify if you are connected to CSSM or not:
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Command or Action

Purpose

imjulLD-mNeA4k-TXA
OR

Device# license smart authorization

return local offline

Enter this return code in Cisco Smart

Software Manager

portal:

UDI: PID:C9800-CL-K9, SN:93BBAHI3MGS
Return code:

CgaUPW-WSPY1ig-ZNU2ci-SnWydS-hBCXHP-MuyPgy-|

PJ1GiG-tPTGQj-S2h

UDI: PID:C9800-CL-K9, SN:9XECPSUU4XN
Return code:

CNLwxR-eWiAEJ-XaTEQg-j4rrYW-dSRz9j-37VpcP|

imjulLD-mNeA4k-TXA

OR
Device# license smart authorization

return local offline
bootflash:return-code.txt

« If connected to CSSM, enter online. The
code is automatically returned to CSSM
and a confirmation is returned and installed
on the product instance. If you choose this
option, the return code is automatically
submitted to CSSM.

If not connected to CSSM, enter
offling[path].

If you enter only the offlinekeyword, you
must copy the return code that is displayed
on the CLI and enter it in CSSM.

If you specify a file name and path, the
return code is saved in the specified
location. The file format can be any
readable format. For example: Device#
license smart authorization return
local offline
bootflash:return-code. txt.

For software versions Cisco I0S XE
Cupertino 17.7.1 and later only: After you
save the return request in a file, you can
upload the file to CSSM in the same
location and in the same way as you
upload a RUM report: #unique 132.

To enter the return code in CSSM,

complete this task: Removing the Product
Instance from CSSM, on page 130. Proceed
with the next step only after you complete

this step.
Step 4 configure terminal Enters the global configuration mode.
Example:
Device# configure terminal
Step 5 no license smart reservation Disables SLR configuration on the product

Example:

Device (config) # no license smart
reservation

instance.

You must complete the authorization code
return process in Step 3 above - whether online
or offline, before you enter the no license smart
reservation command in this step. Otherwise,
the return may not be reflected in CSSM or in
the show command, and you will have to
contact your Cisco technical support
representative to rectify the problem.
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Command or Action Purpose
Step 6 exit Returns to privileged EXEC mode.
Example:

Device (config) # exit

Step 7 show license all Displays licensing information. Check the
License Authorizations header in the output.
If the return process is completed correctly, the

Device# show license all Last return code: field displays the return
<output truncated> code

License Authorizations

Example:

Overall status:
Active: PID:C9800-CL-K9,SN:93BBAHI3MGS

Status: NOT INSTALLED
Last return code:

CopURHASPY 1 o-ZNU2ci =Sy dSHBCHP-M yRoy-RI1 G G-EPTE))-S2h)|
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN|
Status: NOT INSTALLED

Last return code:

QR AR T-XaTEg~ ) 4rr Y-SRz 97 ~3 MocP-ingul DiNeA4k-TXA
<output truncated>

Removing the Product Instance from CSSM

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

To remove a product instance and return all licenses to the license pool, complete the following task:

Before you begin
Supported topologies: No Connectivity to CSSM and No CSLU

If you are removing a product instance that is using reserved licenses (SLR) ensure that you have generated
a return code as shown in Removing and Returning an Authorization Code, on page 128. (Enter it in Step 7
in this task).

Procedure

Log in to the CSSM Web Ul at https://software.cisco.com and click Smart Software Licensing.
Log in using the username and password provided by Cisco.
Click the Inventory tab.

From the Virtual Account drop-down list, choose your Virtual Account.
Click the Product I nstances tab.

The list of product instances that are available is displayed.

Locate the required product instance from the product instances list. Optionally, you can enter a name or
product type string in the search tab to locate the product instance.

In the Actions column of the product instance you want to remove, click the Remove link.
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Step 7

Step 8

Generating a New Token for a Trust Code from CSSM .

» If the product instance is not using a license with an SLR authorization code then the Confirm Remove
Product I nstance window is displayed.

* If the product instance iS using a license with an SLR authorization code, then the Remove Product
Instance window, with a field for return code entry is displayed.

In the Reservation Return Code field, enter the return code you generated.

Note This step applies only if the product instance is using a license with an SLR authorization code.

Click Remove Product | nstance.

The license is returned to the license pool and the product instance is removed.

Generating a New Token for a Trust Code from CSSM

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Step 9

To generate a token to request a trust code, complete the following steps.

Generate one token for each Virtual Account you have. You can use same token for all the product instances
that are part of one Virtual Account.

Before you begin

Supported topologies: Connected Directly to CSSM

Procedure

Log in to the CSSM Web Ul at https://software.cisco.com and click Smart Software Licensing.

Log in using the username and password provided by Cisco.

Click the Inventory tab.

From the Virtual Account drop-down list, choose the required virtual account
Click the General tab.

Click New Token. The Create Registration Token window is displayed.

In the Description field, enter the token description

In the Expire After field, enter the number of days the token must be active.

(Optional) In the Max. Number of Uses field, enter the maximum number of uses allowed after which the
token expires.

Click Create Token.

Note If you enter a value here, ensure that you stagger the installation of the trust code on the product
instances, which is the next part of the process. If you want to simultaneously install the trust code on
a large number of product instances, we recommend that you leave this field blank. Entering a limit
here and simultaneously installing it on a large number of devices causes a bottleneck in the processing
of these requests in CSSM and installation on some devices may fail, with the following error: Failure
Reason: Server error occurred: LS_LICENGINE FAIL_ TO_CONNECT.
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Step 10

Installing a Trust Code

To manually install a trust code, complete the following steps

Before you bhegin

Supported topologies:
* Connected Directly to CSSM

Procedure

System Configuration |

You will see your new token in the list. Click Actions and download the token as a . txt file.

Command or Action

Purpose

Step 1

#unique 128

In case you have not completed this already,
generate and download a trust code file from
CSSM.

Step 2

enable

Example:

Device> enable

Enables privileged EXEC mode. Enter your
password, if prompted

Step 3

license smart trust idtoken
id_token_value {local | all } [force]
Example:

Device# license smart trust idtoken
NGMwMjk5mYtNZaxMSOONzMZmtgWm all force

Enables you to establish a trusted connection
with CSSM. For id_token_value, enter the token
you generated in CSSM.

Enter one of following options:

* local: Submits the trust request only for
the active device in a High Availability
set-up. This is the default option.

+ all: Submits the trust request for all devices
in a High Availability set-up.

Enter the for cekeyword to submit the trust code
request in spite of an existing trust code on the
product instance.

Trust codes are node-locked to the UDI of the
product instance. If a UDI is already registered,
CSSM does not allow a new registration for the
same UDI. Entering the for ce keyword sets a
force flag in the message sent to CSSM to create
a new trust code even if one already exists.
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Command or Action Purpose

Step 4 show license status Displays date and time if trust code is installed.
Date and time are in the local time zone. See

Example:
P field Trust Code Installed:.

<output truncated>
Trust Code Installed:
Active: PID:C9800-CL-K9, SN:93BBAHI3MGS

INSTALLED on Nov 02 08:59:26 2020
IST
Standby: PID:C9800-CL-K9, SN: 9XECPSUU4XN|

INSTALLED on Nov 02 09:00:45 2020
IST

Downloading a Policy File from CSSM

Step 1

Step 2
Step 3

If you have requested a custom policy or if you want to apply a policy that is different from the default that
is applied to the product instance, complete the following task:

Before you begin
Supported topologies:
* No Connectivity to CSSM and No CSLU

» CSLU Disconnected from CSSM

Procedure

Log in to the CSSM Web Ul at https://software.cisco.com and click Smart Software Licensing.

Log in using the username and password provided by Cisco.

Follow this directory path: Reports> Reporting Policy.
Click Download, to save the .xm1 policy file.

You can now install the file on the product instance. See #unique 135

Uploading Data or Requests to CSSM and Downloading a File

You can use this task to:
* To upload a RUM report to CSSM and download an ACK.
* To upload a SLAC or SLR authorization code return request.

This applies only to the No Connectivity to CSSM and No CSLU topology and is supported starting with
Cisco 10S XE Cupertino 17.7.1.
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. Installing a File on the Product Instance

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

To upload a RUM report to CSSM and download an ACK when the product instance is not connected to
CSSM or CSLU, complete the following task:

Before you begin

Supported topologies:
* No Connectivity to CSSM and No CSLU
» CSLU Disconnected from CSSM

* SSM On-Prem Deployment (Product instance-initiated communication and SSM On-Prem-initiated
communication)

Procedure

Log in to the CSSM Web UI at https://software.cisco.com.

Log in using the username and password provided by Cisco.

Select the Smart Account (upper left-hand corner of the screen) that will receive the report.

Select Smart Software Licensing — Reports — Usage Data Files.

Click Upload Usage Data. Browse to the file location (RUM report in tar format), select, and click Upload
Data.

Upload a RUM report (. tar format), or a SLAC return request file (. txt format).

You cannot delete a usage report in CSSM, after it has been uploaded.

From the Select Virtual Accounts pop-up, select the Virtual Account that will receive the uploaded file. The
file is uploaded to Cisco and is listed in the Usage Data Files table in the Reports screen showing the File
Name, time is was Reported, which Virtual Account it was uploaded to, the Reporting Status, Number of
Product Instances reported, and the Acknowledgement status.

In the Acknowledgement column, click Download to save the .txt ACK file for the report you uploaded.

Wait for the ACK to appear in the Acknowledgement column. If there many RUM reports or requests to
process, CSSM may take a few minutes.

Depending on the topology you have implemented, you can now install the file on the product instance, or
transfer it to CSLU, or import it into SSM On-Prem.

Installing a File on the Product Instance

To install a SLAC, or policy, or ACK, on the product instance when the product instance is not connected to
CSSM or CSLU, complete the following task:

Before you begin
Supported topologies: No Connectivity to CSSM and No CSLU

You must have the corresponding file saved in a location that is accessible to the product instance.
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* For a policy, see #unique 175

* For an ACK, see #unique 132

Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your
Example: password, if prompted
Device> enable
Step 2 copy source bootflash:file-name Copies the file from its source location or
Examole: directory to the flash memory of the product
ple: instance.
Device# copy tftp://10.8.0.6/example. txt
bootflash: « source: This is the location of the source
file or directory to be copied. The source
can be either local or remote
+ bootflash:: This is the destination for boot
flash memory.
Step 3 license smart import bootflash: file-name Imports and installs the file on the product
Examole: instance. After installation, a system message
ple: displays the type of file you just installed.
Device# license smart import
bootflash:example. txt
Step 4 show license all Displays license authorization, policy and
Example: reporting information for the product instance.
Device# show license all

Setting the Transport Type, URL, and Reporting Interval

To configure the mode of transport for a product instance, complete the following task:

Before you begin

Supported topologies: all

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode. Enter your
Example: password, if prompted.
Device> enable

Step 2 configure terminal
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Command or Action

Purpose

Example:

Device# configure terminal

Step 3

license smart
trangport {automatic | callhome| cdu | off | amart }
Example:

Device (config) # license smart transport
cslu

Configures a mode of transport for the product
instance to use. Choose from the following
options:

» automatic: Sets the transport mode cslu.

« callhome: Enables Call Home as the
transport mode.

* cdu: This is the default transport mode.
Enter this keyword if you are using CSLU
or SSM On-Prem, with product
instance-initiated communication.

While the transport mode keyword is the
same for CSLU and SSM On-Prem, the
transport URLs are different. See license
smart url cslu cslu_or_on-prem_url in
the next step.

« off: Disables all communication from the
product instance.

* smart: Enables Smart transport.

Step 4

licensesmart url {url | cslu
cdu or ororem il | defaudt | smertsmart L | utilitysmart ud}
Example:

Device (config)# license smart url cslu
http://192.168.0.1:8182/cslu/vl/pi

Sets a URL for the configured transport mode.
Depending on the transport mode you've chosen
in the previous step, configure the
corresponding URL here:

« url: If you have configured the transport
mode as callhome, configure this option.
Enter the CSSM URL exactly as follows:

htipes://tools.clsmo.cany/its/service/adths/services/MTFSarvice
The no license smart urlurl command
reverts to the default URL.

« cslu cslu_or_on-prem_url: If you have
configured the transport mode as cslu,
configure this option with the URL for
CSLU or SSM On-Prem, as applicable.

* If you are using CSLU, enter the URL
as follows:

http://<cslu ip or host>:8182/cslu/vl/pi

For <cslu ip or host>, enter the
hostname or the IP address of the
windows host where you have
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Command or Action Purpose

installed CSLU. 8182 is the port
number and it is the only port number
that CSLU uses.

The nolicense smart url cslu
cslu_url command reverts to
http://cslu-local:8182/cslu/vl/pi

If you are using SSM On-Prem, enter
the URL as follows:

http://<ip>/cslu/vl/pi/<tenant
D>

For <ip>, enter the hostname or the
IP address of the server where you
have installed SSM On-Prem. The
<tenantID> must be the default local
virtual account ID.

Tip You can retrieve the entire
URL from SSM On-Prem.
See Retrieving the Transport
URL (SSM On-Prem UI), on
page 113

The nolicense smart url cslu
cslu_url command reverts to
http://cslu-local:8182/cslu/vl/pi

« default: Depends on the configured
transport mode. Only the sSmart and cslu
transport modes are supported with this
option.

If the transport mode is set to cslu, and you
configure license smart url default, the
CSLU URL is configured automatically
(https://cslu-local:8182/cslu/v1/pi).

If the transport mode is set to Smart, and
you configure license smart url default,
the Smart URL is configured automatically
(https: //amertreceiver. cism.cav/licservice/license)

smart smart_url: If you have configured
the transport type as Smart, configure this
option. Enter the URL exactly as follows:

https://srertreceiver.cisco.can/licservice/license

When you configure this option, the
system automatically creates a duplicate
of the URL in license smart url url. You
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Command or Action Purpose

can ignore the duplicate entry, no further
action is required.

The nolicensesmart url smartsmart_url
command reverts to the default URL.

« utility smart_url: Although available on
the CLI, this option is not supported.

Step 5 licensesmart usageinterval interval_in_days | (Optional) Sets the reporting interval in days.
By default the RUM report is sent every 30

Example: days. The valid value range is 1 to 3650.

Device (config) # license smart usage

interval 40 If you do not configure an interval, the reporting
interval is determined entirely by the policy
value.
Step 6 exit Exits global configuration mode and returns to
privileged EXEC mode.
Example:

Device (config) # exit

Step 7 copy running-config startup-config Saves your entries in the configuration file.

Example:

Device# copy running-config
startup-config

Configuring an AIR License

In the Smart Licensing Using Policy environment, you can use this task to configure a license, or change the
license being used on the product instance, or configure an add-on license on the product instance. For example,
if you are currently using AIR Network Advantage and you also want to use features available with a
corresponding Digital Networking Architecture (DNA) Advantage license, you can configure the same using
this task. Or for example, if you do not want to use an add-on license any more, reconfigure this command
to use only the AIR Network Advantage license.

Information about available licenses can be found Smart Account or Virtual Account. The available licenses
may be one of the following:

» AIR Network Essential
* AIR Network Advantage
» AIR DNA Essential

* AIR DNA Advantage

Starting with Cisco I0S XE Bengaluru 17.4.1, only for EWC-APS, you can opt-out of purchasing an AIR
DNA license. The option to opt-out of AIR DNA licenses is available only through the Cisco Commerce
portal. When you opt-out, Smart Licensing Using Policy functionality is disabled.

For a new product instance, this means:
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Condition

Required Action

Outcome or Result

You opt-out of AIR DNA
licenses

None.

Use only AIR Network Essentials.

Smart Licensing Using Policy
functionality is disabled on the product
instance and for your Smart Account
and Virtual Account in CSSM. License
usage is not recorded, and no reporting
requirements apply.

You purchase AIR DNA
licenses

Enter the license air level command in
global configuration mode and
configure the corresponding AIR DNA
license. Reload to use the corresponding
license.

Implement one of the supported
topologies and fulfill reporting
requirements. For information about
implementing a topology, see the
Supported Topologies section in this
document.

Use the purchased AIR DNA and AIR
Network license.

Smart Licensing Using Policy
functionality is enabled on the product
instance and for your Smart Account
and Virtual Account in CSSM.

For an existing product instance, this means:

Condition

Required Action

Outcome or Result

You are using an AIR
DNA license

None.

No change.

You are already in the Smart Licensing
Using Policy environment.

You do not want to renew
the DNA license on term
expiry

On term expiry, enter the license air
level command in global configuration
mode and configure AIR Network
Essentials or AIR Network Advantage.
Reload to use the corresponding license.

If you had AIR DNA Essentials, you
now use AIR Network Essentials.

If you had AIR DNA Advantage, you
now use AIR Network Advantage.

Smart Licensing Using Policy
functionality is disabled on the product
instance and for your Smart Account
and Virtual Account in CSSM. License
usage is not recorded, and no reporting
requirements apply.

To configure or change the license in-use, follow this procedure:

Before you begin

Supported topologies: all
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Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables the privileged EXEC mode. Enter your
password, if prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters the global configuration mode.

Step 3

license air level {air-network-advantage
[addon air-dna-advantage ] |

air-networ k-essentials [addon
air-dna-essentials] }

Example:

Device (config) # license air level
air-network-essentials
addon air-dna-essentials

Activates the configured license on the product
instance. In the accompanying example, the
product instance activates the AIR DNA
Essentials (along with the AIR Network
Essential) license after reload.

Note Prior to Cisco IOS XE Bengaluru
17.4.1, the default for EWC-APs was
AIR DNA Essentials. Starting with
17.4.1, the default is AIR Network

Essentials.

Step 4

exit
Example:

Device (config) # exit

Returns to the privileged EXEC mode.

Step 5

copy running-config startup-config

Example:

Device# copy running-config
startup-config

Saves configuration changes.

Step 6

reload

Example:

Device# reload

Reloads the device.

Step 7

show version

Example:

Device# show version

Cisco IOS XE Software, Version 17.03.02
Cisco IOS Software [Amsterdam], C9800-CL

Software (C9800-CL-K9 IOSXE), Version

17.3.2, RELEASE SOFTWARE

<output truncated>
AIR License Level: AIR DNA Essentials
Next reload AIR license Level: AIR DNA

Essentials

Smart Licensing Status: Registration Not
Applicable/Not Applicable
<output truncated>

Displays currently used license and the license
that is effective at the next reload information.
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What to do next

After you configure a license level, the change is effective after a reload. To know if reporting is required,
refer to the output of the show license statusprivileged EXEC command and check the Next ACK deadline:
and Next report push: fields.

N

Note The change in license usage is recorded on the product instance. The next steps relating to reporting - if
required - depend on your current topology.

* Connected to CSSM Through CSLU

* Product Instance-initiated communication: The product instance triggers reporting and installs the
returning ACK. CSLU sends the RUM report to CSSM and collects the ACK from CSSM.

* CSLU-initiated communication: You have to collect usage from the CSLU interface: #unique 122.
CSLU sends the RUM report to CSSM and collects the ACK from CSSM.

* Connected Directly to CSSM: The product instance triggers reporting and installs the returning ACK.
* CSLU Disconnected from CSSM:

* Product Instance-initiated communication: The product instance triggers reporting. You then have
to report usage in the disconnected mode: #unique 131 > #unique 132 > #unique 133.

* CSLU-initiated communication: You have to collect usage from the CSLU interface and report
usage in the disconnected mode: #unique 122> #unique 131 > #unique 132 > #unique 133.

* No Connectivity to CSSM and No CSLU: License usage is recorded on the product instance. You must
save RUM reports to a file on the product instance, and from a workstation that has connectivity to the
internet, and Cisco, upload it to CSSM: Enter license smart save usage privileged EXEC command to
save usage > #unique 132 > #unique _135.

Sample Resource Utilization Measurement Report
The following is a sample Resource Utilization Measurement (RUM) report, in XML format (See #unique
79). Several such reports may be concatenated to form one report.

<?xml version="1.0" encoding="UTF-8"?>
<smartLicense>

</smartLicense>

Troubleshooting Smart Licensing Using Policy

This section provides the list of Smart Licensing Using Policy-related system messages you may encounter,
possible reasons for failure, and recommended action.
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System Message Overview

The system software sends system messages to the console (and, optionally, to a logging server on another
system). Not all system messages mean problems with your system. Some messages are informational, and
others can help diagnose problems with communications lines, internal hardware, or the system software.

How to Read System Messages

System log messages can contain up to 80 characters. Each system message begins with a percent sign (%)
and is structured as follows:

%FACILITY-SEVERITY-MNEMONIC: Message-text

%FACILITY

Two or more uppercase letters that show the facility to which the message refers. A facility can be a hardware
device, a protocol, or a module of the system software

SEVERITY

A single-digit code from 0 to 7 that reflects the severity of the condition. The lower the number, the more
serious the situation.

Table 10: Message Severity Levels

Severity Level Description

0 - emergency System is unusable.

1 - alert Immediate action required.

2 - critical Critical condition.

3 - error Error condition.

4 - warning Warning condition.

5 - notification Normal but significant condition.

6 - informational Informational message only.

7 - debugging Message that appears during debugging only.
MNEMONIC

A code that uniquely identifies the message.

M essage-text

Message-text is a text string describing the condition. This portion of the message sometimes contains detailed
information about the event, including terminal port numbers, network addresses, or addresses that correspond
to locations in the system memory address space. Because the information in these variable fields changes
from message to message, it is represented here by short strings enclosed in square brackets ([ ]). A decimal
number, for example, is represented as [dec].
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Table 11: Variable Fields in Messages

System Messages .

Severity Level Description

[char] Single character

[chars] Character string

[dec] Decimal number

[enet] Ethernet address (for example, 0000.FEED.00C0)

[hex] Hexadecimal number

[inet] Internet address (for example, 10.0.2.16)

[int] Integer

[node] Address or node name

[t-line] Terminal line number in octal (or in decimal if the decimal-TTY service
is enabled)

[clock] Clock (for example, 01:20:08 UTC Tue Mar 2 1993

System Messages

This section provides the list of Smart Licensing Using Policy-related system messages you may encounter,
possible reasons for failure (incase it is a failure message), and recommended action (if action is required).

For all error messages, if you are not able to solve the problem, contact your Cisco technical support
representative with the following information:

The message, exactly as it appears on the console or in the system log.

The output from the show license tech support, show license history message, and the show platform
software d-infra privileged EXEC commands.

* %SMART _LIC-3-POLICY_ INSTALL FAILED
* %SMART_LIC-3-AUTHORIZATION INSTALL FAILED

« %SMART LIC-3-COMM_FAILED

* %SMART _LIC-3-COMM_RESTORED

* %SMART_LIC-3-POLICY _REMOVED

* %SMART _LIC-3-TRUST _CODE_INSTALL FAILED

« %SMART LIC-4-REPORTING NOT SUPPORTED

* %SMART _LIC-6-POLICY INSTALL SUCCESS

* %SMART _LIC-6-AUTHORIZATION_ INSTALL SUCCESS
* %SMART_LIC-6-AUTHORIZATION REMOVED
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* %SMART LIC-6-REPORTING REQUIRED

* %SMART _LIC-6-TRUST CODE_INSTALL_SUCCESS

« %IOSXE_RP_EWLC_NOT-2-MSGDEVICENOTREG

« %CAPWAPAC_TRACE _MSG-3-MAX_LICENSE_AP LIMIT REACHED

Error Message %SMART LIC-3-POLICY INSTALL FAILED: The installation of a new
licensing policy has failed: [chars].

Explanation: A policy was installed, but an error was detected while parsing the policy code, and installation
failed. [chars] is the error string with details of the failure.

Possible reasons for failure include:

* A signature mismatch: This means that the system clock is not accurate.

* A timestamp mismatch: This means the system clock on the product instance is not synchronized with
CSSM.

N

Note The device should have a valid clock and the NTP configuration.

Recommended Action:

For both possible failure reasons, ensure that the system clock is accurate and synchronized with CSSM.
Configure the ntp server command in global configuration mode. For example:

Device (config) # ntp server 198.51.100.100 version 2 prefer

If the above does not work and policy installation still fails, and contact your Cisco technical support
representative.

Error Message %SMART LIC-3-AUTHORIZATION INSTALL FAILED: The install of a new
licensing authorization code has failed on [chars]: [chars].

This message is not applicable to Cisco Catalyst Access, Core, and Aggregation Switches, because there are
no enforced or export-controlled licenses on these product instances.

Error Message %SMART LIC-3-COMM FAILED: Communications failure with the [chars]
[chars]

Explanation: Smart Licensing communication either with CSSM, or CSLU, or SSM On-Prem failed. The
first [chars] is the currently configured transport type, and the second [chars] is the error string with details
of the failure. This message appears for every communication attempt that fails.

Possible reasons for failure include:

* CSSM, CSLU, SSM On-Prem is not reachable: This means that there is a network reachability problem.

* 404 host not found: This means the CSSM server is down.
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* A TLS or SSL handshake failure caused by a missing client certificate. The certificate is required for
TLS authentication of the two communicating sides. A recent server upgrade may have cause the certificate
to be removed. This reason applies only to a topology where the product instance is directly connected
to CSSM.

\}

Note If the error message is displayed for this reason, there is no actual configuration
error or disruption in the communication with CSSM.

For topologies where the product instance initiates the sending of RUM reports (Connected to CSSM Through
CSLU: Product Instance-Initiated Communication, Connected Directly to CSSM, CSLU Disconnected from
CSSM: Product Instance-Initiated Communication, and SSM On-Prem Deployment: Product Instance-Initiated
Communication) if this communication failure message coincides with scheduled reporting (license smart
usage interval interval_in_days global configuration command), the product instance attempts to send out
the RUM report for up to four hours after the scheduled time has expired. If it is still unable to send out the
report (because the communication failure persists), the system resets the interval to 15 minutes. Once the
communication failure is resolved, the system reverts the reporting interval to last configured value.

Recommended Action:

Troubleshooting steps are provided for when CSSM is not reachable or there is a missing client certificate,
when CSLU is not reachable, and when SSM On-Prem is not reachable.

« Ifa client certificate is missing and there is no actual configuration error or disruption in the communication
with CSSM:

To resolve the error, configure the ip http client secure-trustpoint trustpoint-name command in global
configuration mode. For trustpoint-name, enter only s1A-TrustPoint. This command specifies that the
secure HTTP client should use the certificate associated with the trustpoint indicated by the trustpoint-name
argument.

* [f CSSM is not reachable and the configured transport type is Smart:

1. Check if the smart URL is configured correctly. Use the show license status command in privileged
EXEC mode, to check if the URL is exactly as follows: https://smartreceiver.cisco.com/licservice/
license. If it is not, reconfigure the license smart url smart smar_URL command in global
configuration mode.

2. Check DNS resolution. Verify that the product instance can ping smartreceiver.cisco.com or the
nslookup translated IP. The following example shows how to ping the translated IP
Device# ping 171.70.168.183

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 171.70.168.183, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

* If CSSM is not reachable and the configured transport type is callhome:

1. Check if the URL is entered correctly. Use the show license status command in privileged EXEC
mode, to check if the URL is exactly as follows: https://tools.cisco.com/its/service/oddce/services/
DDCEService.

2. Check if Call Home profile ciscoTac-1 is active and destination URL is correct. Use the show
call-home profile all command in privileged EXEC mode:
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Current smart-licensing transport settings:

Smart-license messages: enabled

Profile: CiscoTAC-1 (status: ACTIVE)

Destination URL(s): https://tools.cisco.com/its/service/oddce/services/DDCEService

Check DNS Resolution. Verify that the product instance can ping tools.cisco.com, or the nslookup
translated IP.
Device# ping tools.cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 173.37.145.8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/41/42 ms

If the above does not work check the following: if the product instance is set, if the product instance
IP network is up. To ensure that the network is up, configure the no shutdown command in interface
configuration mode.

Check if the device is subnet masked with a subnet IP, and if the DNS IP is configured.
Verify that the HTTPs client source interface is correct.

Use the show ip http client command in privileged EXEC mode to display current configuration.
Use ip http client source-interface command in global configuration mode to reconfigure it.

In case the above does not work, double-check your routing rules, and firewall settings.

* [f CSLU is not reachable:
1. Check if CSLU discovery works.

* Zero-touch DNS discovery of cs1u-1local or DNS discovery of your domain..

In the show license all command output, check if the nast ACk received: field. If this has a
recent timestamp it means that the product instance has connectivity with CSLU. If it is not,
proceed with the following checks:

Check if the product instance is able to ping cs1u-local. A successful ping confirms that the
product instance is reachable.

If the above does not work, configure the name server with an entry where hostname cs1u-1ocal
is mapped to the CSLU IP address (the windows host where you installed CSLU). Configure
the ip domain name domain-name and ip name-server server-address commands in global
configuration mode. Here the CSLU IP is 192.168.0.1 and name-server creates entry
cslu-local.example.com:

Device (config)# ip domain name example.com
Device (config)# ip name-server 192.168.0.1

CSLU URL is configured.

In the show license all command output, under the Transport: header check the following:
The Type: must be csluand cslu address: must have the hostname or the IP address of the
windows host where you have installed CSLU. Check if the rest of the address is configured as
shown below and check if the port number is 8182.

Transport:

Type: cslu
Cslu address: http://192.168.0.1:8182/cslu/v1/pi
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If it is not, configure the license smart transport cslu and license smart url cslu
http://<cslu_ip_or_host>:8182/cslu/v1/pi commands in global configuration mode

2. For CSLU-initiated communication, in addition to the CSLU discovery checks listed above, check
the following:

Verify HTTP connectivity. Use the show ip http server session-module command in privileged
EXEC mode. In the output, under header HTTP server current connections:,check that st HTTP
is active. If it is not re-configure the ip http commands as mentioned in #unique 121

From a Web browser on the device where CSLU is installed, verify
https://<product-instance-ip>/. This ensures that the REST API from CSLU to the product
instance works as expected.

 If SSM On-Prem is not reachable:

1. For product instance-initiated communication, check if the SSM On-Prem transport type and URL
are configured correctly.

In the show license all command output, under the Transport: header check the following: The
Type: must be cs1uand cslu address: must have the hostname or the IP address of the server where
you have installed SSM On-Prem and <tenantID> of the default local virtual account. See the example

below:
Transport:
Type: cslu

Cslu address: https://192.168.0.1/cslu/vl/pi/on-prem-default

Check if you have the correct URL from SSM On-Prem (Retrieving the Transport URL (SSM
On-Prem UI), on page 113) and then configure license smart transport cslu and license smart url
cdlu http://<ip>/cslu/vl/pi/<tenant ID> commands in global configuration mode.

Check that you have configured any other required commands for your network as mentioned in
Ensuring Network Reachability for Product Instance-Initiated Communication, on page 111.

2. For SSM On-Prem-initiated communication, check HTTPs connectivity.

Use the show ip http server session-module command in privileged EXEC mode. In the output,
under header HTTP server current connections:, check that s nTTP is active. If it is not
re-configure the ip http commands as mentioned in Ensuring Network Reachability for SSM
On-Prem-Initiated Communication, on page 116.

3. Check trustpoint and that certificates are accepted.

For both forms of communication in an SSM On-Prem Deployment, ensure that the correct trustpoint
is used and that the necessary certificates are accepted:

Device (config) # crypto pki trustpoint SLA-TrustPoint
Device (ca-trustpoint) #

Device (ca-trustpoint)# enrollment terminal

Device (ca-trustpoint)# revocation-check none

Device (ca-trustpoint) # end

Device# copy running-config startup-config

If the above does not work and policy installation still fails, contact your Cisco technical support representative.
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Error Message %SMART LIC-3-COMM RESTORED: Communications with the [chars] restored.
[chars] - depends on the transport type
- Cisco Smart Software Manager (CSSM)
- Cisco Smart License utility (CSLU)
Smart Agent communication with either the Cisco Smart Software Manager (CSSM) or the Cisco
Smart License
utility (CSLU) has been restored. No action required.

Explanation: Product instance communication with either the CSSM, or CSLU, or SSM On-Prem is restored.

Recommended Action: No action required.

Error Message %SMART LIC-3-POLICY REMOVED: The licensing policy has been removed.

Explanation: A previously installed custom licensing policy has been removed. The cisco default policy
is then automatically effective. This may cause a change in the behavior of smart licensing.

Possible reasons for failure include:

If you have entered the license smart factory reset command in privileged EXEC mode all licensing
information including the policy is removed.

Recommended Action:
If the policy was removed intentionally, then no further action is required.

If the policy was removed inadvertantly, you can reapply the policy. Depending on the topology you have
implemented, follow the corresponding method to retrieve the policy:

* Connected Directly to CSSM:

Enter show license status, and check field Trust Code Installed:. If trustis established, then CSSM
will automatically return the policy again. The policy is automatically re-installed on product instances
of the corresponding Virtual Account.

If trust has not been established, complete these tasks: #unique 128 and #unique 129. When you have
completed these tasks, CSSM will automatically return the policy again. The policy is then automatically
installed on all product instances of that Virtual Account.

* Connected to CSSM Through CSLU:

* For product instance-initiated communication), enter the license smart sync command in privileged
EXEC mode. The synchronization request causes CSLU to push the missing information (a policy
or authorization code) to the product instance.

* For CSLU-initiated communication, complete this task: #unique 122. This causes CSLU to detect
and re-furnish the missing policy in an ACK response.

» CSLU Disconnected from CSSM:

* For product instance-initiated communication), enter the license smart sync command in privileged
EXEC mode. The synchronization request causes CSLU to push the missing information (a policy
or authorization code) to the product instance. Then complete these tasks in the given order:#unique
131 > Uploading Data or Requests to CSSM and Downloading a File, on page 133 > #unique 133.
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* For CSLU-initiated communication, complete this task: #unique 122. This causes CSLU to detect
and re-furnish the missing policy in an ACK response. Then complete these tasks in the given order:
#unique 131 > Uploading Data or Requests to CSSM and Downloading a File, on page 133 >
#unique 133.

* No Connectivity to CSSM and No CSLU

If you are in an entirely air-gapped network, from a workstation that has connectivity to the internet and
CSSM complete this task: #unique 175.

Then complete this task on the product instance: #unique 135.
* SSM On-Prem Deployment

* For product instance-initiated communication), enter the license smart sync command in privileged
EXEC mode. The causes the product instance to synchronize with SSM On-Prem and restore any
required or missing information. Then synchronize SSM On-Prem with CSSM if required:

* For SSM On-Prem-initiated communication: In the SSM On-Prem UI, navigate to Reports>
Synchronization pull schedule with the devices> Synchronize now with the device.
For both forms of communication in an SSM On-Prem Deployment, synchronize with CSSM using either
option:

* SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace, navigate
to Reports> Usage Schedules> Synchronize now with Cisco.

* SSM On-Prem is not connected to CSSM: Exporting and Importing Usage Data (SSM On-Prem
UI), on page 114.

Error Message %SMART LIC-3-TRUST_ CODE INSTALL FAILED: The install of a new licensing
trust code has failed on [chars]: [chars].

Explanation: Trust code installation has failed. The first [chars] is the UDI where trust code installation was
attempted. The second [chars] is the error string with details of the failure.

Possible reasons for failure include:

* A trust code is already installed: Trust codes are node-locked to the UDI of the product instance. If the
UDI is already registered, and you try to install another one, installation fails.

*» Smart Account-Virtual Account mismatch: This means the Smart Account or Virtual Account (for which
the token ID was generated) does not include the product instance on which you installed the trust code.
The token generated in CSSM, applies at the Smart Account or Virtual Account level and applies only
to all product instances in that account.

* A signature mismatch: This means that the system clock is not accurate.

* Timestamp mismatch: This means the product instance time is not synchronized with CSSM, and can
cause installation to fail.

Recommended Action:
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* A trust code is already installed: If you want to install a trust code inspite of an existing trust code on the
product instance, re-configure the license smart trust idtoken id_token_value {local | all } [force]
command in privileged EXEC mode, and be sure to include the force keyword this time. Entering the
force keyword sets a force flag in the message sent to CSSM to create a new trust code even if one
already exists.

* Smart Account-Virtual Account mismatch:

Log in to the CSSM Web Ul at https://software.cisco.com and click Smart SoftwareL icensing>l nventory
> Product I nstances.

Check if the product instance on which you want to generate the token is listed in the selected Virtual
Account. If it is, proceed to the next step. If not, check and select the correct Smart Account and Virtual
Account. Then complete these tasks again: #unique 128 and #unique 129.

* Timestamp mismatch and signature mismatch: Configure the ntp server command in global configuration
mode. For example:

Device (config) # ntp server 198.51.100.100 version 2 prefer

Error Message $SMART LIC-4-REPORTING NOT SUPPORTED: The CSSM OnPrem that this
product instance is connected to is down rev and does not support the enhanced policy and
usage

reporting mode.

Explanation: Cisco Smart Software Manager On-Prem (formerly known as Cisco Smart Software Manager
satellite) is supported in the Smart Licensing Using Policy environment starting with Cisco IOS XE Amsterdam
17.3.3 only (See SSM On-Prem, on page 43). In unsupported releases, the product instance will behave as
follows:

* Stop sending registration renewals and authorization renewals.

» Start recording usage and saving RUM reports locally.

Recommended Action:
You have the following options:
* Refer to and implement one of the supported topologies instead. See: #unique 68.

* Upgrade to a release where SSM On-Prem is supported with Smart Licensing Using Policy. See Migrating
to a Version of SSM On-Prem That Supports Smart Licensing Using Policy, on page 98.

Error Message %SMART LIC-6-POLICY INSTALL SUCCESS: A new licensing policy
was successfully installed.

Explanation: A policy was installed in one of the following ways:
* Using Cisco IOS commands.

» CSLU-initiated communication.
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* As part of an ACK response.

Recommended Action: No action is required. If you want to know which policy is applied (the policy in-use)
and its reporting requirements, enter the show license all command in privileged EXEC mode.

Error Message %SMART LIC-6-AUTHORIZATION INSTALL SUCCESS: A new licensing
authorization code was successfully installed on: [chars].

This message is not applicable to Cisco Catalyst Access, Core, and Aggregation Switches, because there are
no enforced or export-controlled licenses on these product instances.

Error Message %SMART LIC-6-AUTHORIZATION REMOVED: A licensing authorization code has
been removed from [chars]

Explanation: [chars] is the UDI where the authorization code was installed. The authorization code has been
removed. This removes the licenses from the product instance and may cause a change in the behavior of
smart licensing and the features using licenses.

Recommended Action: No action is required. If you want to see the current state of the license, enter the
show license all command in privileged EXEC mode.

Error Message %SMART_LIC-6-REPORTING REQUIRED: A Usage report acknowledgement
will be required in [dec] days.

Explanation: This is an alert which means that RUM reporting to Cisco is required. [dec] is the amount of
time (in days) left to meet this reporting requirements.

Recommended Action: Ensure that RUM reports are sent within the requested time. The topology you have
implemented determines the reporting method.

* Connected to CSSM Through CSLU

* For product instance-initiated communication: Enter the license smart sync command in privileged
EXEC mode. If CSLU is currently logged into CSSM the reports will be automatically sent to the
associated Smart Account and Virtual Account in CSSM.

* For CSLU-initiated communication, complete this task: #unique 122.

* Connected Directly to CSSM: Enter the license smart sync command in privileged EXEC mode.

* Connected to CSSM Through a Controller: If the product instance is managed by a controller, the controller
will send the RUM report at the scheduled time.

If you are using Cisco Catalyst Center as the controller, you have the option of ad-hoc reporting. See the
Cisco Catalyst Center Administrator Guide of the required release (Release 2.2.2 onwards) > Manage
Licenses > Upload Resource Utilization Details to CSSM.
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* CSLU Disconnected from CSSM: If the product instance is connected to CSLU, synchronize with the
product instance as shown for "Connected to CSSM Through CSLU"above, then complete these tasks:
#unique 131, #unique 132, and #unique 133.

* No Connectivity to CSSM and No CSLU: Enter the license smart save usage command in privileged
EXEC mode, to save the required usage information in a file. Then, from a workstation where you have
connectivity to CSSM, complete these tasks: #unique 132 > #unique 135.

* SSM On-Prem Deployment:
Synchronize the product instance with SSM On-Prem:

* For product instance-initiated communication: Enter the license smart sync command in privileged
EXEC mode. If CSLU is currently logged into CSSM the reports will be automatically sent to the
associated Smart Account and Virtual Account in CSSM.

* For SSM On-Prem-initiated communication, complete this task: In the SSM On-Prem UI, navigate
to Reports> Synchronization pull schedulewith the devices> Synchronize now with thedevice.
Synchronize usage information with CSSM (choose one)

* SSM On-Prem is connected to CSSM: In the SSM On-Prem UI, Smart Licensing workspace, navigate
to Reports> Usage Schedules> Synchronize now with Cisco.

* SSM On-Prem is not connected to CSSM: Exporting and Importing Usage Data (SSM On-Prem
UI), on page 114.

Error Message %SMART_LIC-6-TRUST_CODE_INSTALL SUCCESS: A new licensing trust code
was successfully installed on [chars].

Explanation:[chars] is the UDI where the trust code was successfully installed.

Recommended Action: No action is required. If you want to verify that the trust code is installed, enter the
show licensestatuscommand in privileged EXEC mode. Look for the updated timestamp under header Trust
Code Installed: in the output.

Error Message $IOSXE_RP EWLC_NOT-2-MSGDEVICENOTREG: Unregistered 9800-CL can only

be used in lab. For production usage, please register this device in [int] days. Failure
to do so

will result in a limited number [50] of Access Points being allowed post this.

Explanation: An ACK is required on this product instance. [int] is the amount of time left to install an ACK
on the product instance.

This system message is displayed once everyday, until the first ACK is made available on the product instance.
Recommended Action:

Implement one of the supported topologies and complete usage reporting. The method you can use to send
the RUM report to CSSM and ACK installation depends on the topology you implement. See: Supported
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Topologies, on page 49 and How to Configure Smart Licensing Using Policy: Workflows by Topology , on
page 66.

Error Message %CAPWAPAC TRACE MSG-3-MAX LICENSE AP LIMIT REACHED: Chassis 1 R0/0:

wncmgrd: Ap MAC: [enet] is not allowed to join. Please start reporting licensing to Cisco
to get the

ACK for resumption of usual operation.

Explanation: The ACK deadline for this product instance has passed and an ACK has still not been installed.
[enet] is the MAC address of the AP that is trying to join the Cisco Catalyst 9800-CL Wireless Controller but
is not allowed because the requisite ACK is not installed.

Recommended Action:

Implement one of the supported topologies and complete usage reporting. The method you can use to send
the RUM report to CSSM and ACK installation depends on the topology you implement. See: Supported
Topologies, on page 49 and How to Configure Smart Licensing Using Policy: Workflows by Topology , on
page 66.

Additional References for Smart Licensing Using Policy

Topic Document Title
For complete syntax and usage information for the Cisco Catalyst 9800 Series Wireless Controller
commands used in this chapter, see the Command Command Reference

Reference of the corresponding release.

Cisco Smart Software Manager Help Smart Software Manager Help

Cisco Smart License Utility (CSLU) installation and | Cisco Smart License Utility Quick Start Setup
user guides Guide

Cisco Smart License Utility User Guide

Feature History for Smart Licensing Using Policy

This table provides release and related information for features explained in this module.

These features are available on all releases subsequent to the one they were introduced in, unless noted
otherwise.
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. Feature History for Smart Licensing Using Policy

System Configuration |

Release

Feature

Feature Information

Cisco IOS XE Gibraltar
16.10.1

Smart Licensing

A cloud-based, software license management solution
that allows you to manage and track the status of your
license, hardware, and software usage trends.

Cisco IOS XE Amsterdam
17.3.2a

Smart Licensing Using
Policy

An enhanced version of Smart Licensing, with the
overarching objective of providing a licensing solution
that does not interrupt the operations of your network,
rather, one that enables a compliance relationship to
account for the hardware and software licenses you
purchase and use.

Starting with this release, Smart Licensing Using
Policy is automatically enabled on the device. This is
also the case when you upgrade to this release.

By default, your Smart Account and Virtual Account
in CSSM is enabled for Smart Licensing Using Policy.

Cisco Catalyst Center
Support for Smart
Licensing Using Policy

Cisco Catalyst Center supports Smart Licensing Using
Policy functionality starting with Cisco Catalyst
Center Release 2.2.2. When you use Cisco Catalyst
Center to manage a product instance, Cisco Catalyst
Center connects to CSSM, and is the interface for all
communication to and from CSSM.

For information about the compatible controller and
product instance versions, see Controller, on page 42.

For information about this topology, see Connected
to CSSM Through a Controller, on page 54 and
Workflow for Topology: Connected to CSSM
Through a Controller, on page 73.

Cisco IOS XE Amsterdam
17.3.3

Smart Software Manager
On-Prem (SSM On-Prem)
Support for Smart
Licensing Using Policy

SSM On-Prem is an asset manager, which works in
conjunction with CSSM. It enables you to administer
products and licenses on your premises instead of
having to directly connect to CSSM.

For information about the compatible SSM On-Prem
and product instance versions, see: SSM On-Prem,
on page 43.

For an overview of this topology, and to know how
to implement it see SSM On-Prem Deployment, on
page 57 and Workflow for Topology: SSM On-Prem
Deployment, on page 74.

For information about migrating from an existing
version of SSM On-Prem, to one that supports Smart
Licensing Using Policy, see Migrating to a Version
of SSM On-Prem That Supports Smart Licensing
Using Policy, on page 98.

. Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x



| System Configuration
Feature History for Smart Licensing Using Policy .

Release Feature Feature Information

Cisco 10S XE Bengaluru | Option to opt-out of AIR | The option to opt-out of purchasing an AIR DNA
17.4.1 DNA licenses and change | license was introduced. This option is available only
in default license level for | through the Cisco Commerce portal. When you
EWC-APs. opt-out, you use only the AIR Network Essentials
license, and Smart Licensing Using Policy
functionality is disabled on the product instance. For
more information, see the Configuring an AIR License
section in this guide.

Starting with this release, the default license on an
EWC-AP was also changed to AIR Network
Essentials.
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System Configuration |

Release Feature Feature Information
Cisco IOS XE Cupertino | RUM Reporting and If you are using a Cisco Catalyst 9800-CL Wireless
17.7.1 Acknowledgment Controller, you must complete RUM reporting and

Requirement for Cisco
Catalyst 9800-CL
Wireless Controller

ensure that the Acknowledgment (ACK) is made
available on the product instance - at least once. This
is to ensure that correct and up-to-date usage
information is reflected in CSSM.

Factory-installed trust
code

For new hardware orders, a trust code is now installed
at the time of manufacturing. Note: You cannot use
a factory-installed trust code to communicate with
CSSM.

See: Overview, on page 40 and Trust Code, on page
48.

Support for trust code in
additional topologies

A trust code is automatically obtained in topologies
where the product instance initiates the sending of
data to CSLU and in topologies where the product
instance is in an air-gapped network.

See:

* Trust Code, on page 48

* Connected to CSSM Through CSLU, on page
49, #unique 88 unique 88 Connect 42
section_d3n_5dq_Inb.

* CSLU Disconnected from CSSM, on page 53,
#unique 91 unique 91 Connect 42 section
gbl jdr Inb.

* No Connectivity to CSSM and No CSLU, on
page 55, Workflow for Topology: No
Connectivity to CSSM and No CSLU, on page
74.

RUM Report optimization
and availability of
statistics

RUM report generation and related processes have
been optimized. This includes a reduction in the time
it takes to process RUM reports, better memory and
disk space utilization, and visibility into the RUM
reports on the product instance (how many there are,
the processing state each one is in, if there are errors
in any of them, and so on).

See RUM Report and Report Acknowledgement, on
page 47.

Also see the show licenserum, show licenseall, and
show license tech commands in the command
reference of the applicable release.
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Feature History for Smart Licensing Using Policy .

Release

Feature

Feature Information

Support to collect
software version in a
RUM report

If version privacy is disabled (no license smart
privacy version global configuration command), the
Cisco IOS-XE software version running on the
product instance and Smart Agent version information
is included in the RUM report.

See the license smart global configuration command
in the command reference of the applicable release.

Account information
included in the ACK and
show command outputs

A RUM acknowledgement (ACK) includes the Smart
Account and Virtual Account that was reported to, in
CSSM. You can then display account information
using various show commands. The account
information that is displayed is always as per the latest
available ACK on the product instance.

See the show license all, show license summary,
show license status, and show license tech
commands in the command reference of the applicable
release.

CSLU support for Linux

CSLU can now be deployed on a machine (laptop or
desktop) running Linux.

See CSLU, on page 41, Workflow for Topology:
Connected to CSSM Through CSLU, on page 66,
and CSLU Disconnected from CSSM, on page 53.
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Release Feature Feature Information
Cisco IOS XE Cupertino | RUM Report Throttling | For all topologies where the product instance initiates
17.9.1 communication, the minimum reporting frequency is

throttled to one day. This means the product instance
does not send more than one RUM report a day.

The affected topologies are: Connected Directly to
CSSM, Connected to CSSM Through CSLU (product
instance-initiated communication), CSLU
Disconnected from CSSM (product instance-initiated
communication), and SSM On-Prem Deployment
(product instance-initiated communication).

You can override the reporting frequency throttling,
by entering the license smart sync command in
privileged EXEC mode. This triggers an on-demand
synchronization with CSSM or CSLU, or SSM
On-Prem, to send and receive any pending data.

RUM report throttling also applies to the Cisco I0S
XE Amsterdam 17.3.6 and later releases of the 17.3.x
train, and Cisco IOS XE Bengaluru 17.6.4 and later
releases of the 17.6.x train. From Cisco I0S XE
Cupertino 17.9.1, RUM report throttling is applicable
to all subsequent releases.

See: Connected to CSSM Through CSLU, on page
49, Connected to CSSM Through CSLU, on page
49, CSLU Disconnected from CSSM, on page 53,
and SSM On-Prem Deployment, on page 57.
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Conversion and Migration

* Conversion and Migration in Embedded Wireless Controller Capable APs , on page 159

* Types of Conversion, on page 159

* Access Point Conversion, on page 160

* Network Conversion, on page 163

» SKU Conversion Scenarios, on page 165

* Converting AireOS Mobility Express Network to Embedded Wireless Controller Network , on page 166

Conversion and Migration in Embedded Wireless Controller
Capable APs

The Cisco Embedded Wireless Controller on Catalyst Access Points is not supported on any non-802.11ax
(non-11ax) based access points (AP). It is only supported on 802.11ax (11ax) based APs. The embedded
wireless controller is the only supported form of Cisco Mobility Express on 11ax based APs.

The conversion enables you to convert the 11ax APs running CAPWAP to embedded wireless controller and
vice-versa.

Types of Conversion

The types of conversion scenarios supported are:
» AP Conversion — The following AP conversions are supported:

* Converting a CAPWAP AP to Embedded Wireless Controller - This conversion is required when
you have an AP with a CAPWAP image, and you want to use the AP to deploy a embedded wireless
controller based network. In order to do this, you must convert the CAPWAP AP to a embedded
wireless controller.

* Converting an Embedded Wireless Controller AP to a CAPWAP AP — This conversion is required
if you want to migrate the APs from an embedded wireless controller network to a non-embedded
wireless controller network; or if you do not want the APs to participate in the primary AP election
process.

» Network Conversion
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. Access Point Conversion

» SKU Conversion

\)

Note The request for conversion of an EWC non-capable AP, (for example, Cisco Aironet 1830 Series Access
Points), to the EWC mode, is now verified and rejected, because the AP cannot be converted.

Access Point Conversion
This section gives the details of converting a CAPWAP access point to anembedded wireless controller.
Converting a CAPWAP AP to an Embedded Wireless Controller Capable AP
A\

Note Before converting from CAPWAP to embedded wireless controller (EWC), ensure that you upgrade the
corresponding AP with the CAPWAP image in Cisco AireOS Release 8.10.105.0. If this upgrade is not
performed, the conversion will fail.

To convert an 802.11ax AP with a CAPWAP image to an embedded wireless controller capable image, either
download the controller image based on the automated image download process, use the conversion command,
or convert through the WebUI.

N

Note When the AP is embedded wireless controller capable, the AP can participate in the primary AP election
process. Only if the AP is elected as a primary, can it perform the controller functionality.

Converting an Embedded Wireless Controller Capable AP to a CAPWAP AP

To convert an §02.11ax AP from the embedded wireless controller network to a non-embedded wireless
controller network, set the AP type to CAPWAP using the conversion command or the WebUI, respectively,
and then plug it on to the controller network so that it joins the controller. If the image on the controller is
different from the image on the AP, a new CAPWAP image is requested from the controller.

Converting a Single AP to CAPWAP or Embedded Wireless Controller Capable
AP (CLI)

Procedure
Command or Action Purpose

Step 1 enable Enters privileged EXEC mode.
Example:
>enable
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Command or Action Purpose
Step 2 wireless ewc ap ap-type ap-name Changes the AP to CAPWAP type or to the
{capwap | ewc} embedded controller type.
Example:
Device#wireless ewc—-ap ap ap-type ap-namg
capwap

Example

wireless ewc-ap ap ap-type ap-name {capwap | ewc}

AP Conversion Deployment Scenarios

1. Standalone 802.11ax CAPWAP AP to start an embedded wireless controller network:

802.11ax AP Embedded Wireless Use-Case Automatic Conversion
Controller Capable APs

Standalone 802.11ax Network does not exist. | To use a the standalone | Automatic conversion is
CAPWAP AP 802.11ax CAPWAP AP |not possible.
38 tgleefz;itb[:g dfeo; setting You must download both
p the controller and the AP
wireless controller . .
image using the
network.

supported image transfer
protocols with AP
command:

ap-type {capwap |
ewc-ap}
[<sftp/tftp>://<server
ip>/<AP imagepath>
<sftp/tftp>://<server]
ip> Controller
ImagePath>]

2. Non-802.11ax CAPWAP AP joining an existing embedded wireless controller network:

CAPWAP AP Embedded Wireless Use-Case Automatic Conversion
Controller Capable APs

CAPWAP AP - Neither |Existing network To bring in a CAPWAP | Yes, automatic
AireOS-Mobility AP which is not conversion is possible.
Express capa.ble, or, embedded ereless. This is automatically
embedded wireless controller capable, into

- taken care through the
controller capable AP, an existing embedded AP Join imaee download
or, AireOS-Mobility wireless controller ocess &
Express capable Wave 2 network, to add one more P '
APs. AP to the existing

network.
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3. 802.11ax AP joining an existing embedded wireless controller network:

Embedded Wireless
Controller Capable AP

Embedded Wireless
Controller Network

Use-Case

Automatic Conversion

802.11ax
AireOS-CAPWAP AP or
802.11ax Catalyst
CAPWAP AP or
802.11ax embedded
wireless controller
capable AP

Existing network

To bring in an 802.11ax
AP from an
AireOS-CAPWAP
network, or, a CAPWAP
network, or, from
another embedded
wireless controller
network into an existing
embedded wireless
controller network, to
add one more AP to the
existing network.

Yes, automatic
conversion takes place.

This is automatically
taken care through the
AP Join image download
process.

If the AP type is
explicitly set to
CAPWAP, then the AP
continues to act as a
CAPWAP AP unless it
is converted back again
to embedded wireless
controller AP using the
AP command, Controller
command, or the WebUI.

The following command
is used for conversion as
well as AP image
download:

ap-type {capwap |
ewc-ap}
[<sftp/tftp>://<server
ip>/<AP imagepath>
<sftp/tftp>://<server
ip>Controller

ImagePath>]

The following command
is used to convert a
specific AP to CAPWAP
or embedded wireless
controller:

wireless ewc-ap ap

ap-type
ap-name
ewc-ap}

{capwap |
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Network Conversion .

802.11 AX Embedded
Wireless Controller
Capable AP

Embedded Wireless
Controller Network

Use-Case

Automatic Conversion

802.11ax AP which was
earlier an embedded
wireless controller AP

Existing network

To bring an existing
802.11ax embedded
wireless controller AP
and add it to the
CAPWAP network or the
AireOS-CAPWAP
network to add one more
AP to the existing
network.

It is recommended to
convert the AP to
CAPWAP type before
bringing it to the
CAPWAP network. This
conversion can be done
manually by using the
AP command, the
Controller command,
Controller WebUI, or by
using the DHCP option.

After conversion, the
normal image download
process should be
followed.

ap-type {capwap |
ewc-ap}
[<sftp/tftp>://<server
ip>/<AP imagepath>
<sftp/tftp>://<server
ip>Controller
ImagePath>]

wireless ewc-ap ap
ap-type

ap-name {capwap |
ewc-ap}

Network Conversion

Converting the Network (CLI)

This section describes network conversion thorugh the conversion command and the network conversion
deployment scenarios.

Procedure
Command or Action Purpose

Step 1 enable Enters privileged EXEC mode.
Example:
>enable
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Command or Action Purpose

Step 2 Wireless ewc-ap ap capwap Specifies the wireless controller name and IP
primary-controller-name address to which all the APs currently
{A:B:C:D | X:X:X:X:: X} connected to the embedded wireless controller

network should join.
Example:

Devicefwireless ewc-ap ap capwap wlc-name
10.0.0.0

Network Conversion Deployment Scenarios

1. Converting an existing centralized CAPWAP network or AireOS CAPWAP network to the embedded
wireless controller network

Existing Network Embedded Wireless Use-Case Automatic Conversion
Controller Network

CAPWAP Network: Network does not exist. | To convert the existing | No, automatic
Centralized CAPWAP centralized CAPWAP | conversion does not take
network or network or the place.
AireOS-CAPWAP AireOS-CAPWAP .

. You need to pick one
network with at least one network to theembedded 202.11ax AP to
802.11ax AP. wireless controller )

download both the
controller and AP image
using the supported
image transfer protocols
with the AP command.

network.

ap-type {capwap |
ewc-ap}
<sftp/tftp>://<server]
ip>/<AP imagepath>
<sftp/tftp>://<server]
ip> Controller
ImagePath>]

2. Converting an existing embedded wireless controller network to an AireOS CAPWAP network or to a
centralized CAPWAP network
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SKU Conversion Scenarios .

Existing Network

Embedded Wireless
Controller Network

Use-Case

Automatic Conversion

Embedded wireless
controller network with
many APs.

Existing network

To convert the existing
embedded wireless
controller network to an
AireOS-CAPWAP
network or to a
centralized CAPWAP
network.

No automatic
conversion.

You must convert all the
APs or one AP at a time
using the controller
command to specify the
IP address of the
controller to which the
AP has to join.

You can also use the
WebUI to convert the
selected APs or all the
APs by specifying the IP
address of the controller
to which the AP has to
join.

SKU Conversion Scenarios

1. 802.11ax Embedded Wireless Controller SKU instead of CAPWAP SKU

SKU

Network

Use-Case

Automatic Conversion

802.11ax embedded
wireless controller SKU
instead of CAPWAP
SKU

Network does not exist.

For an order placed for
802.11ax embedded
wireless controller SKU
instead of CAPWAP
SKU, it should be
converted to CAPWAP
SKU.

No automatic conversion
available.

You can use DHCP
option 43 to point to the
Catalyst 9800 controller
so that the APs join the
Catalyst 9800 controller
as a CAPWAP AP.
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SKU

Network

Use-Case

Automatic Conversion

2. |802.11ax CAPWAP
SKU instead of the
embedded wireless
controller SKU.

Network does not exist.

For an order placed for
the 802.11ax CAPWAP
SKU instead of the
embedded wireless
controller SKU and now
would like to convert it
to embedded wireless
controller SKU.

No automatic conversion
available.

You should pick one
802.11ax AP to
download both the
controller and AP image
using the supported
image transfer protocols
with AP
command.ap-type
ewc-ap
<sftp/tftp>://<server
ip>/<AP imagepath>
<sftp/tftp>://<server
ip> Controller

ImagePath>

Converting Aire0S Mobility Express Network to Embedded
Wireless Controller Network

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Procedure

Remove the Next Preferred Master configuration from the existing AireOS Mobility Express network and

save the configuration.

Power down all the APs in the AireOS Mobility Express network including the primary AP.
Power-on the 11 AX AP with the embedded wireless controller SKU so that it launches the controller.

Provision the 11 AX AP with the required configuration (if the box is in Day-0, provision the mandatory

configuration to get to Day-1).

Copy, Translate, and Apply all the AireOS Mobility Express configurations to the 11 AX embedded wireless
controller AP, add image download configuration.

Power-on all the APs in the AireOS Mobility Express network. All the APs from the earlier AireOS Mobility
Express network will join as regular APs in the embedded wireless controller network.
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Best Practices

* Introduction, on page 167

Introduction

This chapter covers the best practices recommended for configuring a typical Cisco Catalyst 9800 Series
wireless infrastructure. The objective is to provide common settings that you can apply to most wireless
network implementations. However, not all networks are the same. Therefore, some of the tips might not be
applicable to your installation. Always verify them before you perform any changes on a live network.

For more information, see Cisco Catalyst 9800 Series Configuration Best Practices guide.
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PART I I

Lightweight Access Points

* Country Codes, on page 171

* Regulatory Compliance (Rest of the World) for Domain Reduction, on page 191
* AP Priority, on page 207

» 802.11 Parameters for Cisco Access Points, on page 209

* 802.1x Support, on page 225

» Real-Time Access Points Statistics, on page 233

* Access Point Tag Persistency, on page 241

» LED States for Access Points, on page 245

* Secure Data Wipe, on page 249

* CAPWAP Message Aggregation, on page 251

* SuiteB-1X and SuiteB-192-1X Support in FlexConnect Mode for WPA2 and WPA3, on page 255






CHAPTER 6

Country Codes

* Information About Country Codes, on page 171

* Prerequisites for Configuring Country Codes, on page 171

* Configuring Country Codes (GUI), on page 172

* How to Configure Country Codes , on page 172

* Configuration Examples for Configuring Country Codes, on page 174
* Information About Regulatory Compliance Domain, on page 175

* Configuring Country Code for Rest of the World (CLI) , on page 188

Information About Country Codes

Controllers and access points are designed for use in many countries with varying regulatory requirements.

The radios within the access points are assigned to a specific regulatory domain at the factory (such as -E for
Europe), but the country code enables you to specify a particular country of operation within that regulatory
domain (such as FR for France or ES for Spain). Configuring a country code ensures that each radio’s broadcast
frequency bands, interfaces, channels, and transmit power levels are compliant with country-specific regulations.

Information About Japanese Country Codes

Country codes define the channels that can be used legally in each country. These country codes are available
for Japan:

* JP: Allows only —J radios to join the controller
* J2: Allows only —P radios to join the controller
* J3: Uses the —U frequencies, but allows —U, —P, and —Q radios to join the controller

* J4: Allows 2.4G JPQU and 5G PQU to join the controller.

See the Channels and Maximum Power Settings for Cisco Aironet Lightweight Access Points document for
the list of channels and power levels supported by access points in the Japanese regulatory domains.

Prerequisites for Configuring Country Codes

* Generally, you should configure one country code per device; you configure one code that matches the
physical location of the device and its access points. You can configure up to 20 country codes per device.
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This multiple-country support enables you to manage access points in various countries from a single
device.

* When the multiple-country feature is used, all the devices that are going to join the same RF group must
be configured with the same set of countries, configured in the same order.

* Access points are capable of using all the available legal frequencies. However, access points are assigned
to the frequencies that are supported in their relevant domains.

* The country list configured on the RF group leader determines which channels the members will operate
on. This list is independent of which countries have been configured on the RF group members.

* For devices in the Japan regulatory domain, you must have at least one access point with a -J regulatory
domain joined to your device.

* You cannot delete any country code using the configuration command wireless country country-code
if the specified country was configured using the ap country list command and vice-versa.

Configuring Country Codes (GUI)

Procedure
Step 1 Choose Configuration > Wireless > Access Points > Country.
Step 2 On the Country page, select the check box for each country where your access points are installed. If you

selected more than one check box, a message is displayed indicating that RRM channels and power levels are
limited to common channels and power levels.

Step 3 Click Apply.

How to Configure Country Codes

Procedure
Command or Action Purpose

Step 1 enable Enters privileged EXEC mode.
Example:
Device# enable

Step 2 show wireless country supported Displays a list of all the available country

codes.

Example:
Device# show wireless country supported

Step 3 configure terminal Enters global configuration mode.
Example:
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How to Configure Country Codes .

Command or Action

Purpose

Device# configure terminal

Step 4

ap dotll 24ghz shutdown

Example:
Device (config) # ap dotll 24ghz shutdown

Disables the 802.11b/g network.

Step 5

ap dotll 5ghz shutdown

Example:
Device (config) # ap dotll 5ghz shutdown

Disables the 802.11a network.

Step 6

ap dotll 6ghz shutdown

Example:
Device (config)# ap dotll 6ghz shutdown

Disables the 802.11 6 GHz network.

Step 7

ap country country _code

Example:

Device (config)# ap country IN

Step 8

end

Example:

Device (config) # end

Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
global configuration mode.

Step 9

show wireless country channels

Example:

Device# show wireless country channels

Displays the list of available channels for the
country codes configured on your device.

Note Perform Steps 9 through 17 only if
you have configured multiple country

codes in Step 6.

Step 10

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 11

no ap dotll 5ghz shutdown

Example:

Device (config)# no ap dotll 5ghz
shutdown

Enables the 802.11a network.

Step 12

no ap dotll 24ghz shutdown

Example:

Device (config)# no ap dotll 24ghz
shutdown

Enables the 802.11b/g network.

Step 13

no ap dotll 6ghz shutdown

Example:
Device (config) # no ap dotll 6éghz

shutdown

Enables the 802.11 6GHz network.
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Command or Action Purpose

Step 14 end Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit

Example: global configuration mode.

Device (config) # end

Step 15 ap name cisco-ap shutdown Disables the access point.

Example: Note Ensure that you disable only the
access point for which you are
configuring country codes.

Device# ap name AP02 shutdown

Step 16 ap name cisco-ap no shutdown Enables the access point.

Example:

Device# ap name AP02 no shutdown

Configuration Examples for Configuring Country Codes

Viewing Channel List for Country Codes

These examples show how to display the list of available channels for the country codes on your device:

Device# show wireless country channels

Configured Country........cvvvveeveeene...: US - United States
KEY: * = Channel is legal in this country and may be configured manually.
A = Channel is the Auto-RF default in this country.
= Channel is not legal in this country.
C = Channel has been configured for use by Auto-RF.
x = Channel is available to be configured for use by Auto-RF.
(-,-) = (indoor, outdoor) regulatory domain allowed by this country.
————————————————— e e e e e

802.11bg
Channels : 11111
12345678901234
—————————————————— Fot—t—F -ttt —F—F—t—F—F—+—
(-A ,-AB ) US A X R K K Ak R xSk A
Auto-RF S
————————————————— Tttt -ttt —F—F -t —F—F -t —F—F -+ —F—F—
802.11a : 1111111111111 111
Channels :3334444455660001122233445586 6
468024682604048260482609371°5
————————————————— Tttt -ttt —F—F -t —F—F -t —F—F -+ —F—F—
(-A ,-AB ) US : . A A L.AL.AAAARAKRK KX KK KN A AN AF
Auto-RF

————————————————— B s e e e o
4.9GHz 802.11la

Channels : 11111111112222222

12345678901234567890123456%6
—————————————————— i e e N S e e T e S e e At st sl St St S
US(_A,_AB) (I S S S S o S O S S S S S S O SR (S S S W S S N N 1}
Auto-RF

Device# show wireless country configured
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| Lightweight Access Points
Information About Regulatory Compliance Domain .

Configured COUNLLY. vt v ittt i it einennenn US - United States

Configured Country Codes
US - United States 802.1la Indoor,Outdoor/ 802.11b Indoor,Outdoor/ 802.11g Indoor,Outdoor

Information About Regulatory Compliance Domain

Controllers and access points (AP) are designed for use in many countries with varying regulatory requirements.
Country code enables to specify a particular country of operation (such as FR for France or ES for Spain).
Configuring a country code ensures that each radio’s broadcast frequency bands, interfaces, channels, and
transmit power levels are compliant with country-specific regulations.

This feature helps to reduce the number of regulatory domains by modifying the existing pre-provision domains
workflow to determine the regulatory domain at runtime for each country code. A new Rest of World (RoW)
domain has been introduced and merged to include the nine pre-existing domains. Every AP can determine

its own regulatory domain from one of these domains, with the regulated power table and the allowed radio

channels.

\}

Note The transmission power value in the TPC IE of the beacon can differ from that of the transmission power
value of the AP displayed in the show controllersdot11radio command, by a maximum difference of 2 dB.

The maximum deviation allowed in TPC IE of beacon is 2 dB.

Global Country-Level Domains

Table 12: Power Table and Supported Channels of Countries in Global Domain (2.4-GHz and 5-GHz)

6-7-8-9-10-11-12-13

Country and Code | Outdoor Power Outdoor Power Supported Channels | Supported
Table Table 24-GHz (S:z:z::?sry
2.4-GHz 5-GHz
5-GHz
Albania: AL 2G-E 5G-E 1-2-3-4-5 100-104-108-
67-8-9-10-11-12-13 112-116-132-136-140
Belgium: BE 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Bulgaria: BG 2G-E 5G-E 1-2-3-4-5-6, 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140
Canada: CA 2G-A 5G-A 1-2-3-4-5-6 100-104-108-112-116-
7-8-9-10-11 132-136-140-149-153-157-
161-165
Croatia: HR 2G-E 5G-E 1-2-3-4-5- 100-104-108-

112-116-132-136-140
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. Global Country-Level Domains

Lightweight Access Points |

Country and Code | Qutdoor Power Outdoor Power Supported Channels | Supported
Table Table 2.4-GHz g::::::isry
2.4-GHz 5-GHz
5-GHz

Czech Republic: CZ | 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-10-11-12-13 112-116-132-136-140

Estonia: EE 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140

Finland: FI 2G-E 5G-E 1-2,-3-4-5 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140

France: FR 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-0-10-11-12-13 112-116-132-136-140

Germany: DE 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140

Greece: GR 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-0-10-11-12-13 112-116-132-136-140

Hungary: HU 2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140

Iceland: IS 2G-E 5G-E 1-2-3-4-5-6 100-104-108
7-8-9-10-11-12-13 112-116-132-136-140

Indonesia: ID 2G-F 5G-F 1-2-3-4-5-6 149-153-157-161
7-8-9-10-11-12-13

Italy: IT 2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140

Japan: JP 2G-Q 5G-Q 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-120-124-128-132-

136-140-144

Latvia: LV 2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140

Liechtenstein: LI 2G-E 5G-E 1-2-3-4-5- 100-104-108-

6-7-8-9-10-11-12-13

112-116-132-136-140
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| Lightweight Access Points

Global Country-Level Domains .

Country and Code | Qutdoor Power Outdoor Power Supported Channels | Supported
Table Table 2.4-GHz g::::::isry
2.4-GHz 5-GHz
5-GHz
Lithuania: LT 2G-E 5G-E 1,2,3,4,5,6,7, 100-104-108-112
8,9,10, 11, 12, and |-116-132-136-140
13
Luxembourg: LU |2G-E 5G-E 1-2-3-4-5-6 100-104-108
7-8-9-10-11-12-13 112-116-132-136-140
Malta: MT 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6.7-8-9-10-11-12-13 112-116-132-136-140
Netherlands: NL 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
New Zealand: NZ |2G-A 5G-E 1-2-3-4-5- 100-104-108-112-
6-7-8-9-10-11 116-132-136-140-
149-153-161-165
Norway: NO 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-0-10-11-12-13 112-116-132-136-140
Poland: PL 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Portugal: PT 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6.7-8-9-10-11-12-13 112-116-132-136-140
Puerto Rico: PR 2G-A 5G-B 1-2-3-4-5- 36-40-44-48-
52-56-60-64-100-104-
6-7-8-9-10-11 10B112116120128132-140-
144-149-153-
157-161-165
Romania: RO 2G-E 5G-E 1-2-3-4-5-6-7-8 100-104-108-112-
-9-10-11- 12-13 116-132-136-140
Russian Federation: | 2G-R 5G-R 1-2-3-4-5- 36-40-44-48-
RU 52-56-60-64-136-140-
6-7-8-9-10-1-12-13 11 1 a9 153157161165
Slovak Republic: 2G-E 5G-E 1-2,-3-4-5- 100-104-108-112-
SK

6-7-8-9-10-11-12-13

116-132-136-140
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. Global Country-Level Domains

Lightweight Access Points |

Country and Code | Qutdoor Power Outdoor Power Supported Channels | Supported
Table Table 2.4-GHz g:z::::isry
2.4-GHz 5-GHz
5-GHz
Slovenia: SI 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6.7.8.0-10-11-12.13 | 112-116-132-136-140
Spain: ES 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Sweden: SE 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6.7-8.0-10-11-12.13 | 112-116-132-136-140
Switzerland: CH 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
United States of 2G-A 5G-B 1-2-3-4-5- 36404448-52-56-60-64-
America: US 6-7-8-9-10-11 I040HBIRIGISR
132-140-144-149-153
157-161-165

Table 13: Power Table and Supported Channels of Countries in Global Domain (2.4-GHz and 5-GHz)

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table  |2%CHZ
5-GHz 5-GHz
2.4-GHz 5-GHz
Albania:  |2G-E 5G-E 1-2-3-4-5-6 NA 100-104-108-
AL 7-8-9-10-11-12-13 112-116-132-136-140
Australia: |2G-A 5G-Z 1-2-3-4-5- FOHRABHBIGHRIRI6 | 100-104-108-
Au 6-7-8-9-10-11 B MRIRISHEHE 112-116-132-136
-140-149-153-161-165
Austria: AT | 2G-E 5G-E 1-2-3-4-5- 3640448 2564064100 | 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
BHRIRIGIDRRIRIBIA)
Belgium: |2G-E 5G-E 1-2-3-4-5- 3AUBR B | 100-104-108-
BE 6-7-8-9-10-11-12-13 RIICORRRIBL) 112-116-132-136-140
Bosnia: BA |2G-E 5G-E 123456789-10-11-12-13 | IBCHRIRICIHRIBEREM) | IBIOHBIRICIBRHRIRIBK)
Bulgaria: |2G-E 5G-E 1-2-3-4-5-6, AURDHBAHI0 | 100-104-108-
BG 7-8-9-10-11-12-13 ARIRICRURREEH 112-116-132-136-140
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| Lightweight Access Points

Global Country-Level Domains .

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table Table 24-GHz
5-GHz 5-GHz
2.4-GH:z 5-GHz
Canada: |2G-A 5G-A 1-2-3-4-5-6 FURFABHDOHRIRIG | 100-104-108-112-116-
CA 7-8-9-10-11 1RBEUOISBISHOHES | 132-136-140-149-153-157-
161-165

China: CN 1-2-3-4-5-6, 36-40-44-48-52-56-60 | 149-153-157-161-165
7-8-9-10-1-12-13 - 1149 153-157-161-165

Croatia: 2G-E 5G-E 1-2-3-4-5- BAUBRIAOEHMDIN | 100-104-108-

HR 6-7-8-9-10-11-12-13 | oo ey | 112-116-132-136-140

Cyprus: CY |2G-E 5G-E 1-2-3-4-5-6 6AUBRRIOEHMIN | 100-104-108-112-116-
7-8-9-10-11-12-13 JRIRUIERHRIIBH) | 132-136-140

Czech 2G-E 5G-E 1-2-3-4-5- BAUBDIAOGHMDIN | 100-104-108-

lé;pubhc: 6-7-8-10-11-12-13 | ooy | 112-116-132-136-140

Denmark: |2G-E 5G-E 1-2-3-4-5-6 6AUBRRIOEHMIN | 100-104-108-112-

DK 7-8-9-10-11-12-13 JRIRICRHRIRIBI) | 116-132-136-140

Estonia: EE | 2G-E 5G-E 1-2-3-4-5- BAUBDIAOGHMDIN | 100-104-108-
6-7-8-9-10-11-12-13 | o cmnermnay | 112-116-132-136-140

Finland: FI |2G-E 5G-E 1-2,-3-4-5 B6AUBDHOEHMDI | 100-104-108
6-7-8-9-10-11-12-13 | | ooy | 112-116-132-136-140

France: FR |2G-E 5G-E 1-2-3-4-5-6 6AUBRDIAGHMIN | 100-104-108-
7-8-9-10-11-12-13 | o cmeronyy | 112-116-132-136-140

Germany: |2G-E 5G-E 1-2-3-4-5-6 BAUBRDIAOGHMDIN | 100-104-108-

DE 7-8-9-10-11-12-13 | o cmmermnayy | 112-116-132-136-140

Gibraltar |NA NA 1-2-3-4-5-6 6AUBDHOEHDI0 | 100-104-108-
7-8-9-10-11-12-13 | 1oy | 112-116-132-136-140

Greece: GR | 2G-E 5G-E 1-2-3-4-5-6 BAUBDHOEHDI | 100-104-108-
7-8-9-10-11-12-13 | |0 ey | 112-116-132-136-140

Hongkong: | 2G-A 5G-Z1 1-2-34-5-6-7-89-10-11

HK
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. Global Country-Level Domains

Lightweight Access Points |

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table | >+GHZ
5-GHz 5-GHz
2.4-GHz 5-GHz
Hungary: |2G-E 5G-E 1-2-3-4-5- 3BUBRIAEH0I0H | 100-104-108
HU 6-7-8-9-10-11-12-13 (RIDICIORRRIE 112-116-132-136-140
Iceland: IS |2G-E 5G-E 1-2-3-4-5-6 3BA0URBDHBAOEHIIN | 100-104-108
7-8-9-10-11-12-13 ARIRIGRURIRIEH) 112-116-132-136-140
India: IN  |2G-A 5G-D1 1-2-34-5-6-7-8-9-10-11
Indonesia: |2G-F 5G-F 1-2-3-4-5-6 NA 149-153-157-161
ID 7-8-9-10-11-12-13
Indonesia: |2G-F 5G-F 1-2-3-4-5-6 149-153-157-161 149-153-157-161
ID 7-8-9-10-11-12-13
Israel: IL® |2G-E 5G-E 1-2-3-4-5-6 NA BSRBIRBDURHE!
7-8-9-10-11-12-13
IBOHRIRIGIDRHBRIBH)
Israel: IL  |2G-E Radio not | 123456789%10-11-12-13 | NA NA
supported
Italy: IT 2G-E 5G-E 1-2-3-4-5- BDURRHBAOGHIIN | 100-104-108
6-7-8-9-10-11-12-13 {RIRIGIORARRIED 112-116-132-136-140
Japan: JP |2G-Q 5G-Q 1-2-3-4-5-6 36A04B2606HMI04 | 100-104-108-
7-8-9-10-11-12-13 112-116-120-124-128-132-
ABIRIGIDRUBR BN
136-140-144
Jordan: JO |2G-E 5G-E 12345678910 | (DOHRIAGDHRAEEIM | IGHERIZIGIDRIBEIHU)
111213
Korea: KR |NA NA 1-2-3-4-5-6 100-104-108 112-116
7-8-9-10-11-12-13 1R1361401IB 5761165
Kuwait: 2G-E 5G-E 12345678 H10-11-12-13 | 1BBHERIGIBRIREIHY) | BIOHRIIGIBRIEIERIBH)
KW
Latvia: LV |2G-E 5G-E 1-2-3-4-5- 3BDURHBAOGHIN | 100-104-108
6-7-8-9-10-11-12-13 {RIRIGORMRRIED 112-116-132-136-140
Liechtenstein: | 2G-E 5G-E 1-2-3-4-5- 36A0URBH6EHII0 | 100-104-108-
LI 6-7-8-9-10-11-12-13 ARIRIGRIRIRIEH) 112-116-132-136-140
Lithuania: |2G-E 5G-E 1,2,3,4,5,6,7,8, |360482%606H0I4 | 100-104-108-112
LT 9,10, 11, 12, and 13

ABIIRHRBIRBH)

-116-132-136-140
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| Lightweight Access Points

Global Country-Level Domains .

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table | >+GHZ
5-GHz 5-GHz
2.4-GHz 5-GHz

Luxembourg: | 2G-E 5G-E 1-2-3-4-5-6 BDURDHBAOGHIIN | 100-104-108

LU 7-8-9-10-11-12-13 ARIRIGIORMRRIED 112-116-132-136-140

Malta: MT |2G-E 5G-E 1-2-3-4-5- 36A0UB2606HMI04 | 100-104-108-

6-7-8-9-10-11-12-13 ARIRIGRURIRIEH) 112-116-132-136-140

Mexico:  |NA NA 1-2-3-4-5- FBURHABHDIGHBIRIG | 100-104-108 112-116-

MX 6-7-8-9-10-11-12-13 DRABRHODIBEARS | 132136140144153-15-161-165

Monaco: |NA NA 1-2-3-4-5- BADURBDIHBOEH0 | 100-104-108-

MN 6-7-8-9-10-11-12-13 RIIICORARRIBL) 112-116-132-136-140

Netherlands: | 2G-E 5G-E 1-2-3-4-5- 34044 R26DEHIIM | 100-104-108-

NL 6-7-8-9-10-11-12-13 RIRIGORRIREE 112-116-132-136-140

New 2G-A 5G-E 1-2-3-4-5- NA 100-104-108-112-116-

ii;land: 6-7-8-9-10-11 132-136-140-
149-153-161-165

Norway: 2G-E 5G-E 1-2-3-4-5-6 3A0U4RBRH6AEHIHMN | 100-104-108-

NO 7-8-9-10-11-12-13 RIIGIDRRIRIEH 112-116-132-136-140

Poland: PL |2G-E 5G-E 1-2-3-4-5- BDURRHBAOGHI | 100-104-108-

6-7-8-9-10-11-12-13 (RIRIGIORARRIED 112-116-132-136-140

Portugal: |2G-E 5G-E 1-2-3-4-5- 36048 2606HM104 | 100-104-108-

PT 6-7-8-9-10-11-12-13 ARIRICRURIRIEH) 112-116-132-136-140

Puerto 2G-A 5G-B 1-2-3-4-5- NA 36-40-44-48-

Rico: PR 6-7-8-9-10-11 52-56-60-64-100-104-
108-112-116-120-128-132-140-
144-149-153-
157-161-165

Puerto 2G-A 5G-B 1-2-3-4-5-

Rico: PR 6-7-8-9-10-11

Qatar: QA |2G-E 5G-E 123456 T89-10-11-12-13 | BHRIAGIMREIH | IIGHBIRIGIDRHRIRIBHU)

Romania: |2G-E 5G-E 1-2-34-5-6-7-89-10-11- | 3640U4KB260CH0IM | 100-104-108-112

RO 12-13

IR

-116-132-136-140
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Lightweight Access Points |
. Global Country-Level Domains

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table | >+GHZ
5-GHz 5-GHz
2.4-GHz 5-GHz
Russian 2G-R 5G-R 1-2-3-4-5- NA 36-40-44-48-
Federation: 6-7-8-9-10-11-12-13 52-56-60-64-136-140-
RU 144-149-153-157-161-165
San 2G-E 5G-E 123456 789-1011-12-13 | NA 36-40-44-48-52-56-60-
Ig/ll\e/tlrlno: 64-100
-104-108-112-116-132-136-140

Saudi 2G-E 5G-M1 12345678910-11-12-13 | IBBHRIRIGIMRIERIHA) | BICHBIRIGIBRERIR(
Arabia: SA
Singapore: |2G-V1 5G-S1 12345678910-11-12-13 TIBRARBABOPDIBISAHD
SG
Slovak 2G-E 5G-E 1-2,-3-4-5- 3BAURBRHBADEHIIN | 100-104-108-112
IS{Izpubhc: 6-7-8-9-10-11-12-13 | gy ermpnorianem) | -116-132-136-140
Slovenia: |2G-E 5G-E 1-2-3-4-5- 3BAURBRHBAEHHN | 100-104-108-
SI 6-7-8-9-10-11-12-13 ARIRICRRREEH 112-116-132-136-140
South 2G-E 5G-Z 1234567T8910-11-12-13
Africa: ZA
Spain: ES |2G-E 5G-E 1-2-3-4-5- BADHUBBADEH0IN | 100-104-108-

6-7-8-9-10-11-12-13 ARIDICIDARRGHD 112-116-132-136-140
Sweden:  |2G-E 5G-E 1-2-3-4-5- BOABDHBOIN | 100-104-108-
SE 6-7-8-9-10-11-12-13 | oy reromgyp | 112-116-132-136-140
Switzerland: | 2G-E 5G-E 1-2-3-4-5- HADUBBAOEH | 100-104-108-
CH 6-7-8-9-10-11-12-13 RIRICRRIREEH 112-116-132-136-140
Taiwan:  |2G-A 5G-B 12-34-567-89-10-11
™
Turkey: TR | 2G-E 5G-E 1234567T8910-11-12-13
United 2G-E 5G-E7 123456789-10-11-12-13
Arab
Emirates:
AE
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| Lightweight Access Points
Restrictions on Regulatory Compliance Domain .

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary

Code Power Power Channels Channels
Table Table 24-GHz
5-GHz 5-GHz
2.4-GH:z 5-GHz
United | NA NA 1-2-3-4-5- FOHRHOSHDIHRIRG | 100-104-
Kingdom: 6-7-8-9-10-11-12-13 108-112-116-120-124-128
DRUREISIINS
GB RB6MIBISTHES
United  |2G-A 5G-B 1-2-3-4-5- NA 36-40-44-48-52-56-60-64-
States of 6-7-8:9-10-11 100104108 12-116-120-128-
America:
Us 132-140-144-149-153
157-161-165

® From Cisco 10S XE 17.14.1 , Israel has rejected the RoW domain standard and requires the usage of
the following:

Applicable pre-RoW indoor APs: Cisco Catalyst 9105, 9115, 9120, and 9130 APs

Restrictions on Regulatory Compliance Domain

* Cisco Catalyst 9124 AXE APs (9124AXE-F) are not supported in Indonesia. The AP radios are
operationally down.

Rest of World Domain

The following APs support RoW domain:
* Cisco Catalyst 9124AX outdoor Access Points

* Cisco Catalyst 9136 Access Points
* Cisco Catalyst 9162 Series Access Points
* Cisco Catalyst 9163 Access Points
* Cisco Catalyst 9164 Series Access Points

* Cisco Catalyst 9166 Series Access Points

Table 14: Power Table and Supported Channels of Countries in RoW Domain

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Algeria: DZ |2G-E 5G-Cl 1-2-34-5-6-7-8-9-10-11-12-13 | 52-56-60-64-100-104-
108-112-116-132
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Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Argentina: AR |2G-Z 5G-Al 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-
64-100-104-108-112-
116-132-136-140
149-153-157-161-165
Bahamas: BS |2G-A 5G-Bl 1-2-3-4-5-6-7-8-9-10-11 | 36-40-44-48-52-56-60-
64-149-153-157-161-165
Bahrain: BH |2G-E 5G-Cl 1-2-3-4-5-6-7-8-9-10 149-153-157-161-165
11-12-13
Bangladesh: |2G-A 5G-A2 1-2-3-4-5-6-7-8-9-10- 11 | 149-153-157-161-165
BD
Barbados: BB |2G-A 5G-B1 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-64
149-153-157-161-165
Bolivia: BO  |2G-A 5G-A10 1-2-3-4-5-6-7-8-9-10- 11 | 149-153-157-161-165
Bosnia: BA 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-0-11-12-13 112-116-132-136-140
Brazil: BR 2G-Z 5G-Z1 1-2-3-4-5-6-7-8-9-10- 100- 104-112-116-120
11-12-13 124-128-132-136-
140-149-153-157- 161-165
Brunei: BN |2G-V1 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64-
H-12-13 116-120-124-128-132-136-140-
149-153-157-161-165
Cameroon: CM | 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116-132-136-140
11-12-13
Chile: CL 2G-A 5G-A3 1-2-3-4-5-6-7-8-9-10- 11 |52-56-60-64-100-104-
108-112-116-120-124-128-132-
136
140-149-153-157-161-165
China: CN 2G-E 5G-H1 1-2-3-4-5-6-7-8-9-10 149-153-157-161-165
11-12-13
Colombia: CO |2G-A 5G-B2 1-2-3- 4-5-6-7-8-9-10- 11 | AUBLHOGHBIBIGIHRHR
132

136-140-149-153-157-161-165




| Lightweight Access Points

Rest of World Domain .

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Cost Rica: CR |2G-A 5G-A4 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-64-
100-104-108-112-116-120-124-
128-132-136-140-149-153-157-161-165
Dominican 2G-A 5G-A5 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-58-60-64-
Republic: DO 100-104-108-112-
116-120-124-128-
132-136-140-149-153-157-161-165
Ecuador: EC  |2G-A 5G-A4 1-2-3-4-5-6-7-8-9-10-11 | 36-40-44-48-52-56-60-64-
100-104-108-112-
116-120-124-128-
132-136-140-149-153-157-161-165
Egypt: EG 2G-E 5G-Cl 1-2-3-4-5-6-7-8-9-10- 36-40-44-48-52-56-60-64
11-12-13
El Salvador: |2G-A 5G-A 1-2-3-4-5-6-7-8-9-10- 11 |52-56-60-64-149-153-
SV 157-161-165
Ghana: GH  [2G-E 5G-E 1-2-3-4-5-6-7-8-9-10- | 100-104-108-112-116-
11-12-13 132-136-140
Gibraltar: GI [2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
Hong Kong: |2G-Z 5G-Z1 1-2-3-4-5-6-7-8-9-10- 11 | 100-104-108-112-116-
HK 120-124-128-132-136-
140-149-153-157-161-165
India: IN 2G-Z 5G-D1 1-2-3-4-5-6-8-9-10-11 36-40-44-48-52-56-60- 100-
104-108-112-
116-124-128-132
136-140-144-153-157-161-165-169
Israel: IL 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10 —
11-12-13
Jamaica: IM | 2G-E 5G-Z 1-2-3-4-5-6-7-8-9-10- 11 |52-56-60-64-100-104-

108-112-116-120-124-128-
132-136-140-153-161-165

Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x .



. Rest of World Domain

. Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x

Lightweight Access Points |

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Jordan: JO 2G-E 5G-E 1-2-3-4-5- 36-40-44-52-56-60-64-100-104-
6-7-8-9-10-11-12-13 108-112-116-120-124-128-
132136140- 14X B15T61- 165112
Kenya: KE  |2G-E 5G-E 1,2,3,4,5,6,7,8,9,10, |100-104-108-112-116-132-136-140
11,12, and 13
Korea: KR 2G-E 5G-K1 1-2-3-4-5-6-7-8-9-10- 36-40-44-48-52-56-60 64-
H-12-13 100-104-108-112-116-120-
124-128-132-136-140-149-
153-157-161-165
Lebanon: LB |2G-E 5G-E 1-2-3-4-5-6 100-104-108
7-8-9-10-11-12-13 112-116-132-136-140
Macedonia:  [2G-E 5G-E 1-2-3-4-5-6 100-104-108
MK 7-8-9-10-11-12-13 112-116-132-136-140
Macao: MO | 2G-V1 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64
11-12-13 116-120-124-128-
132-140-149-153
157-161-165
Malaysia: MY |2G-F 5G-C2 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116-
11-12-13 120-124-128-149-153-
157-161-165
Mexico: MX |2G-Al 5G-A6 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-
11-12-13 64-149-153-157-161-165
Mongolia: MN | 2G-E1 5G-E6 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64
11-12-13 116-120-124-128-
132-140-149-153
157-161-165
Monaco: MC |2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
Montenegro: |2G-E 5G-E 1-2-3-4-5- 100-104-108
ME 6-7-8-9-10-11-12-13 112-116-132-136-140
Oman: OM  |2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140
Pakistan: PK | 2G-Al 5G-E7 1-2-3-4-5-6-7-8-9-10- 11 | 149-153-157-161




| Lightweight Access Points

Rest of World Domain .

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz

Panama: PA |2G-A 5G-B2 1-2-3-4-5-6-7-8-9-10-11 | 36-40-44-48-52-56-60-
64-100-104-108-112-
116-120-124-128
132-136-140-149-153-157-161-165

Paraguay: PY |2G-A 5G-Z1 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-
64-100-104-108-112-
116-120-124-128-
132-136-140-149-153-157-161-165

Peru: PE 2G-A 5G-A 1-2-3-4-5-6-7-8-9-10- 11 |56-60-64-100-104-108
112-116-132-136-140-
149-153-157 161-165

Philippines:  |2G-E 5G-A7 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-64

PH 100-104-108-112-116-120-128-136
140-149-153-157-161-165

Rest of the 2G-RW 5G-RW 1-2-3-4-5-6-7-8-9-10 —

World 11-12-13

(Default)

Saudi Arabia: |2G-E 5G-M1 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116

SA 11-12-13 120-124-128-132-136-140

Serbia: RS 2G-E 5G-E 1-2-3-4-5- 6-7- 100-104-108-

8-9-10-11-12-13 112-116-132-136-140
Singapore: SG |2G-V1 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64
11-12-13 116-120-124-128-

132-136-140-144
149-153-157-161-165

Slovak 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116-

Republic: SK 11-12-13 132-136-140

South Africa: |2G-E 5G-Z 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-

ZA 11-12-13 132-136-140-149-153-
157-161-165

Taiwan: TW  |2G-Z 5G-B 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-64-

100-104-108-112-

116-120-128-132
140-144-149-153-157-161-165
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Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Thailand: TH |2G-E 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60- 64-
H-12-13 116-120-124-128-132-136-
140-149- 153-157-161-165
Trinidad: TT  |2G-Al 5G-M2 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116
11-12-13 124-128-132-136-140
Tunisia: TN |2G-E 5G-Cl 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-
11-12-13 132-136-140
Turkey: TR 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
United Arab |2G-E 5G-E 1-2-3-4-5- 6-7-8 3640444-52-56-60-64-100-104-108-
Emirates: AE 9-10-11-12-13 112-116-132-136-140
United 2G-E 5G-El 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-
Kingdom: GB 11-12-13 132-136-140
Venezuela: VE | 2G-A 5G-A8 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-64-
149-153-157-161-165
Vietnam: VN |2G-V1 5G-M2 1-2-3-4-5-6-7-8-9-10- 52-56-60-64-100-104-
H-12-13 112-116-124-128-132-136-
140-153- 157-161-165

This configuration is mandatory for the RoW.

Follow the procedure given below to configure the country code.

Before you begin

Configuring Country Code for Rest of the World (CLI)

* Before configuring the country code in the AP profile, ensure that the country is present in the global
country list. If the configured country code is not present in the global list, the AP retains the previous
country code configuration. In addition, the misconfigured operation triggers a default flag and brings
the radio operations down.

» If the configured country code does not match with the regulatory domain of one or more radio slots, the
AP retains the previous country code configuration. In addition, the misconfigured operation triggers a
default flag and brings the radio operations down.
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Procedure

Configuring Country Code for Rest of the World (CLI) .

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap profile ap-profile

Example:

Device (config) # ap profile
default-ap-profile

Configures an AP profile and enters AP profile
configuration mode.

The Cisco Embedded Wireless
Controller (EWC) supports only the
default AP profile.

Note

Step 3

country code

Example:

Device (config-ap-profile) # country IN

Sets the country code. Use the no form of this
command to delete the country code.

From Cisco IOS XE Bengaluru 17.6.1,
the ap country code command was
modified. The ap keyword was
removed. The modified command is
country code.

Note

Step 4

end

Example:

Device (config-ap-profile) # end

Returns to privileged EXEC mode.

Step 5

show ap profile name default-ap-profile
detailed
Example:

Device# show ap profile name
default-ap-profile detailed

AP Profile Name
default-ap-profile

Description : default
ap profile
Country code : IN

Displays the AP country code for the AP join
profile.

If a country is not configured in the AP join
profile, the country code will be displayed as
“Not configured”.

The regulatory domain of RoW APs will be
displayed as ROW.
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CHAPTER 7

Regulatory Compliance (Rest of the World) for
Domain Reduction

* Information About Regulatory Compliance Domain, on page 191
* Configuring Country Code for Rest of the World (CLI) , on page 205

Information About Regulatory Compliance Domain

Controllers and access points (AP) are designed for use in many countries with varying regulatory requirements.
Country code enables to specify a particular country of operation (such as FR for France or ES for Spain).
Configuring a country code ensures that each radio’s broadcast frequency bands, interfaces, channels, and
transmit power levels are compliant with country-specific regulations.

This feature helps to reduce the number of regulatory domains by modifying the existing pre-provision domains
workflow to determine the regulatory domain at runtime for each country code. A new Rest of World (RoW)
domain has been introduced and merged to include the nine pre-existing domains. Every AP can determine
its own regulatory domain from one of these domains, with the regulated power table and the allowed radio
channels.

)

Note The transmission power value in the TPC IE of the beacon can differ from that of the transmission power
value of the AP displayed in the show controllers dot11radio command, by a maximum difference of 2 dB.
The maximum deviation allowed in TPC IE of beacon is 2 dB.
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Global Country-Level Domains

Table 15: Power Table and Supported Channels of Countries in Global Domain (2.4-GHz and 5-GHz)

Country and Code | Qutdoor Power Outdoor Power Supported Channels | Supported
Table Table 2.4-GHz (S;z::::?sry
2.4-GHz 5-GHz
5-GHz

Albania: AL 2G-E 5G-E 1-2-3-4-5 100-104-108-
67-8-9-10-11-12-13 112-116-132-136-140

Belgium: BE 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140

Bulgaria: BG 2G-E 5G-E 1-2-3-4-5-6, 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140

Canada: CA 2G-A 5G-A 1-2-3-4-5-6 100-104-108-112-116-
7-8-9-10-11 132-136-140-149-153-157-

161-165

Croatia: HR 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140

Czech Republic: CZ | 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-10-11-12-13 112-116-132-136-140

Estonia: EE 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140

Finland: FI 2G-E 5G-E 1-2,-3-4-5 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140

France: FR 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140

Germany: DE 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140

Greece: GR 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7.8-0-10-11-12-13 112-116-132-136-140

Hungary: HU 2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
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6-7-8-9-10-11-12-13

Country and Code | Qutdoor Power Outdoor Power Supported Channels | Supported
Table Table 2.4-GHz g::::::isry
2.4-GHz 5-GHz
5-GHz
Iceland: IS 2G-E 5G-E 1-2-3-4-5-6 100-104-108
7-8:9-10-11-12-13 112-116-132-136-140
Indonesia: ID 2G-F 5G-F 1-2-3-4-5-6 149-153-157-161
7-8-9-10-11-12-13
Italy: IT 2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
Japan: JP 2G-Q 5G-Q 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-120-124-128-132-
136-140-144
Latvia: LV 2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
Liechtenstein: LI 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Lithuania: LT 2G-E 5G-E 1,2,3,4,5,6,7, 100-104-108-112
8,9, 10,11, 12, and |-116-132-136-140
13
Luxembourg: LU  |2G-E 5G-E 1-2-3-4-5-6 100-104-108
7-8-9-10-11-12-13 112-116-132-136-140
Malta: MT 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Netherlands: NL 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
New Zealand: NZ |2G-A 5G-E 1-2-3-4-5- 100-104-108-112-
6-7-8-9-10-11 116-132-136-140-
149-153-161-165
Norway: NO 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140
Poland: PL 2G-E 5G-E 1-2-3-4-5- 100-104-108-

112-116-132-136-140
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Country and Code | Qutdoor Power Outdoor Power Supported Channels | Supported
Table Table 2.4-GHz g::::::isry
2.4-GHz 5-GHz
5-GHz
Portugal: PT 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6.7.8.0-10-11-12.13 | 112-116-132-136-140
Puerto Rico: PR 2G-A 5G-B 1-2-3-4-5- 36-40-44-48-
52-56-60-64-100-104-
6-7-8-9-10-11 1081216120123132140-
144-149-153-
157-161-165
Romania: RO 2G-E 5G-E 1-2-3-4-5-6-7-8 100-104-108-112-
-9-10-11-12-13 116-132-136-140
Russian Federation: | 2G-R 5G-R 1-2-3-4-5- 36-40-44-48-
RU 52-56-60-64-136-140-
6-7-8-9-10-11-12-13 | 11 119 153 157161165
Slovak Republic: 2G-E 5G-E 1-2,-3-4-5- 100-104-108-112-
SK 6-7-8-9-10-11-12-13 | 116-132-136-140
Slovenia: SI 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Spain: ES 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
Sweden: SE 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6.7.8.0-10-11-12.13 | 112-116-132-136-140
Switzerland: CH 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
United States of 2G-A 5G-B 1-2-3-4-5- 364044-48-52-56-60-64
America: US 6-7-8-9-10-11 JOIOHERIRIG018-
132-140-144-149-153
157-161-165
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Table 16: Power Table and Supported Channels of Countries in Global Domain (2.4-GHz and 5-GHz)

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table Table 24-GHz
5-GHz 5-GHz
2.4-GHz 5-GHz
Albania: 2G-E 5G-E 1-2-3-4-5-6 NA 100-104-108-
AL 7-8-9-10-11-12-13 112-116-132-136-140
Australia: |2G-A 5G-Z 1-2-3-4-5- FOURHSHBIGHRIRIG6 | 100-104-108-
Au 6-7-8-9-10-11 RBCOIRISLELE 112-116-132-136
-140-149-153-161-165
Austria: AT | 2G-E 5G-E 1-2-3-4-5- 3640448 52-560064100- | 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
TCHBIRIGIDRHARIRIBID
Belgium: 2G-E 5G-E 1-2-3-4-5- 340U RR606HII0E | 100-104-108-
BE 6-7-8-9-10-11-12-13 RIDIGIODRAREIEM) 112-116-132-136-140
Bosnia: BA | 2G-E 5G-E 1234567-8910-11-12-13 | IDOHBIRAGRIRER | IBIRHRIRIGIDRIRIRIBY)
Bulgaria: |2G-E 5G-E 1-2-3-4-5-6, 3640448 25606HI0I0 | 100-104-108-
BG 7-8-9-10-11-12-13 ARIRIGRURIRIEH) 112-116-132-136-140
Canada: 2G-A 5G-A 1-2-3-4-5-6 FBHRHBHBICHEIRIG | 100-104-108-112-116-
CA 7-8-9-10-11 1R16HIBISHOHES | 132-136-140-149-153-157-
161-165
China: CN 1-2-3-4-5-6, 36-40-44-48-52-56-60 | 149-153-157-161-165
7-8-9-10-11-12-13 1 o) 149 153.157-161-165
Croatia: 2G-E 5G-E 1-2-3-4-5- 30U4B25606HI0E | 100-104-108-
HR 6-7-8-9-10-11-12-13 RIRIGORRIREE 112-116-132-136-140
Cyprus: CY | 2G-E 5G-E 1-2-3-4-5-6 364044825606HI0I0 | 100-104-108-112-116-
7-8-9-10-11-12-13 ) ypiniempimraneom | 132-136-140
Czech 2G-E 5G-E 1-2-3-4-5- 360U4RB25606HIE | 100-104-108-
Ié;pubhc: 6-7-8-10-11-12-13 RIIGIDRURRIEH 112-116-132-136-140
Denmark: |2G-E 5G-E 1-2-3-4-5-6 3A0UR2606HIIN | 100-104-108-112-
DK 7-8-9-10-11-12-13 JBIRIGIDRHRIRIBA) | 116-132-136-140
Estonia: EE | 2G-E 5G-E 1-2-3-4-5- 364044825606H0I | 100-104-108-

6-7-8-9-10-11-12-13

ACRIRNCIDRAHRIDBED

112-116-132-136-140
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. Global Country-Level Domains

Lightweight Access Points |

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table | >+GHZ
5-GHz 5-GHz
2.4-GHz 5-GHz
Finland: FI |2G-E 5G-E 1-2,-3-4-5 BADURBIHBAEHIHO | 100-104-108
6-7-8-9-10-11-12-13 (RIRIGID ARG 112-116-132-136-140
France: FR |2G-E 5G-E 1-2-3-4-5-6 36A0UBH6OEHMI0 | 100-104-108-
7-8-9-10-11-12-13 ARIRIGRURIRIEH) 112-116-132-136-140
Germany: |2G-E 5G-E 1-2-3-4-5-6 3A04482606HII04 | 100-104-108-
DE 7-8-9-10-11-12-13 RIRIGIORARIRIEID 112-116-132-136-140
Gibraltar |NA NA 1-2-3-4-5-6 BADURBIHBOEH0 | 100-104-108-
7-8-9-10-11-12-13 RIIICORARRIBL) 112-116-132-136-140
Greece: GR | 2G-E 5G-E 1-2-3-4-5-6 AURBH6AEHII0H | 100-104-108-
7-8-9-10-11-12-13 RIIGDARIRIED 112-116-132-136-140
Hongkong: [2G-A 5G-Z1 1-2-3-4-5-6-7-8-9-10-11
HK
Hungary: |2G-E 5G-E 1-2-3-4-5- AURBRH6AEHIDI | 100-104-108
HU 6-7-8-9-10-11-12-13 RIIGIDRIRIED 112-116-132-136-140
Iceland: IS |2G-E 5G-E 1-2-3-4-5-6 3AABHAOEHMIN | 100-104-108
7-8-9-10-11-12-13 RIIGIDRARIRISID 112-116-132-136-140
India: IN | 2G-A 5G-Dl 1-2-34-5-6-7-8-9-10-11
Indonesia: |2G-F 5G-F 1-2-3-4-5-6 NA 149-153-157-161
ID 7-8-9-10-11-12-13
Indonesia: |2G-F 5G-F 1-2-3-4-5-6 149-153-157-161 149-153-157-161
ID 7-8-9-10-11-12-13
Israel: ILY |2G-E 5G-E 1-2-3-4-5-6 NA EB36R0IHRDURR s
7-8-9-10-11-12-13
IDBHEIRIGIDARIBABA)
Israel: IL  |2G-E Radio not | 123456789-10-11-12-13 | NA NA
supported
Italy: IT 2G-E 5G-E 1-2-3-4-5- BAURDHBAOEHIIN | 100-104-108
6-7-8-9-10-11-12-13 ARIRIGRIRIRIEH) 112-116-132-136-140
Japan: JP |2G-Q 5G-Q 1-2-3-4-5-6 3A04482606HII0 | 100-104-108-
7-8-9-10-11-12-13 112-116-120-124-128-132-
JRIRIGIRHBRIBH
136-140-144

. Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x




| Lightweight Access Points

Global Country-Level Domains .

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table | >+GHZ
5-GHz 5-GHz
2.4-GHz 5-GHz
Jordan: JO |2G-E 5G-E 12345678910 | BOHRRIGIMRIRERIBA) | BGHBIRIGIBRERIRIBU
111213
Korea: KR |NA NA 1-2-3-4-5-6 100-104-108 112-116
7-8-9-10-11-12-13 AR 1361401413 157-161-165
Kuwait: 2G-E 5G-E 1234567890-11-12-13 | IBBHRIRIGIMRIERIHA) | BICHBIRIGIBRERIR(
KW
Latvia: LV |2G-E 5G-E 1-2-3-4-5- HHUBRHBADEAH0IN | 100-104-108
6-7-8-9-10-11-12-13 ARIRICRIRIRIEH) 112-116-132-136-140
Liechtenstein: | 2G-E 5G-E 1-2-3-4-5- 3A0H44RBR26DEHIIM | 100-104-108-
LI 6-7-8-9-10-11-12-13 RIRIGORRIREE 112-116-132-136-140
Lithuania: |[2G-E 5G-E 1,2,3,4,5,6,7,8, |36404852506HM0104 | 100-104-108-112
LT 9,10, 11,12, and 13 | 4o pcrptmiprs | -116-132-136-140
Luxembourg: | 2G-E 5G-E 1-2-3-4-5-6 3BAURBRHBAEHIHN | 100-104-108
LU 7-8-9-10-11-12-13 RIIGIDRRIRIEH 112-116-132-136-140
Malta: MT |2G-E 5G-E 1-2-3-4-5- BDUB2HBADEH0I | 100-104-108-
6-7-8-9-10-11-12-13 RIDICIDARRGHD 112-116-132-136-140
Mexico: NA NA 1-2-3-4-5- BBHEHBHBOHERIRIG | 100-104-108 112-116-
MX CTE910 2 poynaniosimas | 120614918 157461165
Monaco: NA NA 1-2-3-4-5- HDURB2606HH0H | 100-104-108-
MN 6-7-8-9-10-11-12-13 RIDICORAREIEL) 112-116-132-136-140
Netherlands: | 2G-E 5G-E 1-2-3-4-5- BDUBRBDEAH0I | 100-104-108-
NL 6-7-8-9-10-11-12-13 ARIRICRURRIEH 112-116-132-136-140
New 2G-A 5G-E 1-2-3-4-5- NA 100-104-108-112-116-
iﬁ;land: 6-7-8-9-10-11 132-136-140-
149-153-161-165
Norway: 2G-E 5G-E 1-2-3-4-5-6 BDUBHBDEH0I | 100-104-108-
NO 7-8-9-10-11-12-13 RIDICIDALRRGHD 112-116-132-136-140
Poland: PL |2G-E 5G-E 1-2-3-4-5- BDUBHBAEAH0IN | 100-104-108-

6-7-8-9-10-11-12-13

ACRIRNGIDRHRIDBED

112-116-132-136-140

Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x .




. Global Country-Level Domains

Lightweight Access Points |

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary
Code Power Power Channels Channels
Table  |Table | >+GHZ
5-GHz 5-GHz
2.4-GHz 5-GHz
Portugal: |2G-E 5G-E 1-2-3-4-5- BDUBHBADEH0I | 100-104-108-
PT 6-7-8-9-10-11-12-13 RIDICIDARRGHD 112-116-132-136-140
Puerto 2G-A 5G-B 1-2-3-4-5- NA 36-40-44-48-
Rico: PR 6-7-8-9-10-11 52-56-60-64-100-104-
108-112-116-120-128-132-140-
144-149-153-
157-161-165
Puerto 2G-A 5G-B 1-2-3-4-5-
Rico: PR 6-7-8-9-10-11
Qatar: QA |2G-E 5G-E 12345678910-11-12-13 | IBBHRIRIGIMRIREIHBH) | BGHBIRIGIRRIRH
Romania: |2G-E 5G-E 1-2-34-56-7-8-9-10-11- | 30HR25606HI104 | 100-104-108-112
RO 12-13 ABIAEIDR2HBIRBH) | -116-132-136-140
Russian 2G-R 5G-R 1-2-3-4-5- NA 36-40-44-48-
Federation: 6-7-8-9-10-11-12-13 52-56-60-64-136-140-
RU 144-149-153-157-161-165
San 2G-E 5G-E 123456 T89-1011-12-13 | NA 36-40-44-48-52-56-60-
gﬁ“noz 64-100
-104-108-112-116-132-136-140
Saudi 2G-E 5G-M1 12345678910-11-12-13 | 1BBHRIRIGIMRIERIHBA) | BICHBIRIGIBRERIR(
Arabia: SA
Singapore: |2G-V1 5G-S1 12345678910-11-12-13 T6IDBRARBIBOPIBIAHD
SG
Slovak 2G-E 5G-E 1-2,-3-4-5- BAHURBBAOEH | 100-104-108-112
gl‘zpubh“ 678910213 | g smprosrorem | -116-132-136-140
Slovenia: |2G-E 5G-E 1-2-3-4-5- 3AURBRHBAEHHN | 100-104-108-
SI 6-7-8-9-10-11-12-13 ARIRICRIRRIEH 112-116-132-136-140
South 2G-E 5G-Z 1234567T8910-11-12-13
Africa: ZA
Spain: ES  |2G-E 5G-E 1-2-3-4-5- HDUBHBADEH0I | 100-104-108-

6-7-8-9-10-11-12-13

JRIIIDRHRIRIBH)

112-116-132-136-140
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| Lightweight Access Points
Restrictions on Regulatory Compliance Domain .

Country and | Outdoor Outdoor Supported Channels | Supported Primary | Supported Secondary

Code Power Power Channels Channels
Table Table 24-GHz
5-GHz 5-GHz
2.4-GHz 5-GHz
Sweden: 2G-E 5G-E 1-2-3-4-5- B6AHURRHBAEHINM | 100-104-108-
SE 6-7-8-9-10-11-12-13 RIIGIDRARIRISID 112-116-132-136-140
Switzerland: | 2G-E 5G-E 1-2-3-4-5- BAHURHBAEHIN | 100-104-108-
CH 6-7-8-9-10-11-12-13 ARIRIGRURIRIEH) 112-116-132-136-140
Taiwan: 2G-A 5G-B 1-2-34-5-6-7-8-9-10-11
™
Turkey: TR | 2G-E 5G-E 1234567891011-12-13
United 2G-E 5G-E7 1234567-8910-11-12-13
Arab
Emirates:
AE
United NA NA 1-2-3-4-5- FOURHABUBIBHRIG | 100-104-
Kingdom: 6-7-8-9-10-11-12-13 108-112-116-120-124-128
BRIRRIBOPIBIAHS
GB 1321361401401 3157161165
United 2G-A 5G-B 1-2-3-4-5- NA 36-40-44-48-52-56-60-64-
States. of 6-7-8-9-10-11 100041081 12-116.120-128-
America:
UsS 132-140-144-149-153
157-161-165

7 From Cisco 10S XE 17.14.1, Israel has rejected the RoW domain standard and requires the usage of
the following:

Applicable pre-RoW indoor APs: Cisco Catalyst 9105, 9115, 9120, and 9130 APs

Restrictions on Regulatory Compliance Domain

* Cisco Catalyst 9124 AXE APs (9124AXE-F) are not supported in Indonesia. The AP radios are
operationally down.

Rest of World Domain

The following APs support RoW domain:
* Cisco Catalyst 9124AX outdoor Access Points

* Cisco Catalyst 9136 Access Points

* Cisco Catalyst 9162 Series Access Points
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. Rest of World Domain
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* Cisco Catalyst 9163 Access Points

* Cisco Catalyst 9164 Series Access Points

* Cisco Catalyst 9166 Series Access Points

Table 17: Power Table and Supported Channels of Countries in RoW Domain

Lightweight Access Points |

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Algeria: DZ  |2G-E 5G-Cl 1-2-34-5-6-7-8-9-10-11-12-13 | 52-56-60-64-100-104-
108-112-116-132
Argentina: AR [2G-Z 5G-Al 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-
64-100-104-108-112-
116-132-136-140
149-153-157-161-165
Bahamas: BS |2G-A 5G-B1 1-2-3-4-5-6-7-8-9-10-11 | 36-40-44-48-52-56-60-
64-149-153-157-161-165
Bahrain: BH |2G-E 5G-Cl 1-2-3-4-5-6-7-8-9-10 149-153-157-161-165
11-12-13
Bangladesh: |2G-A 5G-A2 1-2-3-4-5-6-7-8-9-10- 11 | 149-153-157-161-165
BD
Barbados: BB |2G-A 5G-Bl 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-64
149-153-157-161-165
Bolivia: BO 2G-A 5G-A10 1-2-3-4-5-6-7-8-9-10- 11 | 149-153-157-161-165
Bosnia: BA 2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-0-11-12-13 112-116-132-136-140
Brazil: BR 2G-Z 5G-Z1 1-2-3-4-5-6-7-8-9-10- 100- 104-112-116-120
11-12-13 124-128-132-136-
140-149-153-157- 161-165
Brunei: BN 2G-V1 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64-
H-12-13 116-120-124-128-132-136-140-
149-153-157-161-165
Cameroon: CM | 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116-132-136-140

11-12-13




| Lightweight Access Points

Rest of World Domain .

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Chile: CL 2G-A 5G-A3 1-2-3-4-5-6-7-8-9-10- 11 | 52-56-60-64-100-104-
108-112-116-120-124-128-132-
136
140-149-153-157-161-165
China: CN 2G-E 5G-H1 1-2-3-4-5-6-7-8-9-10 149-153-157-161-165
11-12-13
Colombia: CO [2G-A 5G-B2 1-2-3-4-5-6-7-8-9-10- 11 | 3URDHLOGHIIBIRIGDAR
132
136-140-149-153-157-161-165
Cost Rica: CR |2G-A 5G-A4 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-64-
100-104-108-112-116-120-124-
128-132-136-140-149-153-157-161-165
Dominican 2G-A 5G-AS 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-58-60-64-
Republic: DO 100-104-108-112-
116-120-124-128-
132-136-140-149-153-157-161-165
Ecuador: EC  |2G-A 5G-A4 1-2-3-4-5-6-7-8-9-10-11 | 36-40-44-48-52-56-60-64-
100-104-108-112-
116-120-124-128-
132-136-140-149-153-157-161-165
Egypt: EG 2G-E 5G-Cl1 1-2-3-4-5-6-7-8-9-10- 36-40-44-48-52-56-60-64
11-12-13
El Salvador:  |2G-A 5G-A 1-2-3-4-5-6-7-8-9-10- 11 | 52-56-60-64-149-153-
Sv 157-161-165
Ghana: GH 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-
11-12-13 132-136-140
Gibraltar: GI |2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
Hong Kong: |2G-Z 5G-Z1 1-2-3-4-5-6-7-8-9-10- 11 | 100-104-108-112-116-
HK 120-124-128-132-136-

140-149-153-157-161-165
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. Rest of World Domain
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Lightweight Access Points |

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
India: IN 2G-Z 5G-D1 1-2-3-4-5-6-8-9-10-11 36-40-44-48-52-56-60- 100-
104-108-112-
116-124-128-132
136-140-144-153-157-161-165-169
Israel: IL 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10 —
11-12-13
Jamaica: IM | 2G-E 5G-Z 1-2-3-4-5-6-7-8-9-10- 11 | 52-56-60-64-100-104-
108-112-116-120-124-128-
132-136-140-153-161-165
Jordan: JO 2G-E 5G-E 1-2-3-4-5- 36-40-44-52-56-60-64-100-104-
6-7-8-9-10-11-12-13 108-112-116-120-124-128-
132-136-140-149153-15H 61516172
Kenya: KE 2G-E 5G-E 1,2,3,4,5,6,7,8,9, 10, | 100-104-108-112-116-132-136-140
11,12, and 13
Korea: KR 2G-E 5G-K1 1-2-3-4-5-6-7-8-9-10- 36-40-44-48-52-56-60 64-
H-12-13 100-104-108-112-116-120-
124-128-132-136-140-149-
153-157-161-165
Lebanon: LB |2G-E 5G-E 1-2-3-4-5-6 100-104-108
7-8-9-10-11-12-13 112-116-132-136-140
Macedonia: 2G-E 5G-E 1-2-3-4-5-6 100-104-108
MK 7-8-9-10-11-12-13 112-116-132-136-140
Macao: MO  |2G-V1 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64
11-12-13 116-120-124-128-
132-140-149-153
157-161-165
Malaysia: MY |2G-F 5G-C2 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116-
11-12-13 120-124-128-149-153-
157-161-165
Mexico: MX |2G-Al 5G-A6 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-

11-12-13

64-149-153-157-161-165




| Lightweight Access Points

Rest of World Domain .

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Mongolia: MN | 2G-E1 5G-E6 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64
11-12-13 116-120-124-128-
132-140-149-153
157-161-165
Monaco: MC |2G-E 5G-E 1-2-3-4-5- 100-104-108
6-7-8-9-10-11-12-13 112-116-132-136-140
Montenegro: |2G-E 5G-E 1-2-3-4-5- 100-104-108
ME 6-7-8-9-10-11-12-13 112-116-132-136-140
Oman: OM 2G-E 5G-E 1-2-3-4-5-6 100-104-108-
7-8-9-10-11-12-13 112-116-132-136-140
Pakistan: PK | 2G-Al 5G-E7 1-2-3-4-5-6-7-8-9-10- 11 | 149-153-157-161
Panama: PA  |2G-A 5G-B2 1-2-3-4-5-6-7-8-9-10-11 | 36-40-44-48-52-56-60-
64-100-104-108-112-
116-120-124-128
132-136-140-149-153-157-161-165
Paraguay: PY [2G-A 5G-Z1 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-
64-100-104-108-112-
116-120-124-128-
132-136-140-149-153-157-161-165
Peru: PE 2G-A 5G-A 1-2-3-4-5-6-7-8-9-10- 11 |56-60-64-100-104-108
112-116-132-136-140-
149-153-157 161-165
Philippines:  |2G-E 5G-A7 1-2-3-4-5-6-7-8-9-10- 11 |36-40-44-48-52-56-60-64
PH 100-104-108-112-116-120-128-136
140-149-153-157-161-165
Rest of the 2G-RW 5G-RW 1-2-3-4-5-6-7-8-9-10 —
World 11-12-13
(Default)
Saudi Arabia: |2G-E 5G-M1 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116
SA 11-12-13 120-124-128-132-136-140
Serbia: RS 2G-E 5G-E 1-2-3-4-5- 6-7- 100-104-108-

8-9-10-11-12-13

112-116-132-136-140
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Lightweight Access Points

Country and | Outdoor Power | Outdoor Power | Supported Channels Supported Channels
Code Table Table 2.4 GHz 5 GHz
2.4-GHz 5-GHz
Singapore: SG |2G-V1 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60-64
11-12-13 116-120-124-128-
132-136-140-144
149-153-157-161-165
Slovak 2G-E 5G-E 1-2-3-4-5-6-7-8-9-10 100-104-108-112-116-
Republic: SK 11-12-13 132-136-140
South Africa: |2G-E 5G-Z 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-
ZA 11-12-13 132-136-140-149-153-
157-161-165
Taiwan: TW  [2G-Z 5G-B 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-64-
100-104-108-112-
116-120-128-132
140-144-149-153-157-161-165
Thailand: TH |2G-E 5G-M3 1-2-3-4-5-6-7-8-9-10 36-40-44-48-52-56-60- 64-
H-12-13 116-120-124-128-132-136-
140-149- 153-157-161-165
Trinidad: TI 2G-Al 5G-M2 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116
11-12-13 124-128-132-136-140
Tunisia: TN 2G-E 5G-Cl1 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-
11-12-13 132-136-140
Turkey: TR |2G-E 5G-E 1-2-3-4-5- 100-104-108-
6-7-8-9-10-11-12-13 112-116-132-136-140
United Arab  |2G-E 5G-E 1-2-3-4-5- 6-7-8 3640444-52-56-60-64-100-104-108-
Emirates: AE 9-10-11-12-13 112-116-132-136-140
United 2G-E 5G-El 1-2-3-4-5-6-7-8-9-10- 100-104-108-112-116-
Kingdom: GB 11-12-13 132-136-140
Venezuela: VE | 2G-A 5G-A8 1-2-3-4-5-6-7-8-9-10- 11 | 36-40-44-48-52-56-60-64-
149-153-157-161-165
Vietnam: VN |2G-V1 5G-M2 1-2-3-4-5-6-7-8-9-10- 52-56-60-64-100-104-

11-12-13

112-116-124-128-132-136-
140-153- 157-161-165
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Configuring Country Code for Rest of the World (CLI) .

Configuring Country Code for Rest of the World (CLI)

This configuration is mandatory for the RoW.

Follow the procedure given below to configure the country code.

Before you begin

* Before configuring the country code in the AP profile, ensure that the country is present in the global
country list. If the configured country code is not present in the global list, the AP retains the previous
country code configuration. In addition, the misconfigured operation triggers a default flag and brings
the radio operations down.

* If the configured country code does not match with the regulatory domain of one or more radio slots, the
AP retains the previous country code configuration. In addition, the misconfigured operation triggers a
default flag and brings the radio operations down.

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap profile ap-profile

Example:

Device (config) # ap profile
default-ap-profile

Configures an AP profile and enters AP profile
configuration mode.

The Cisco Embedded Wireless
Controller (EWC) supports only the
default AP profile.

Note

Step 3

country code

Example:

Device (config-ap-profile) # country IN

Sets the country code. Use the no form of this
command to delete the country code.

Note From Cisco IOS XE Bengaluru 17.6.1,
the ap country code command was
modified. The ap keyword was
removed. The modified command is

country code.

Step 4

end

Example:

Device (config-ap-profile) # end

Returns to privileged EXEC mode.

Step 5

show ap profile name default-ap-profile
detailed
Example:

Device# show ap profile name
default-ap-profile detailed

Displays the AP country code for the AP join
profile.

If a country is not configured in the AP join
profile, the country code will be displayed as
“Not configured”.
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Command or Action Purpose
‘ The regulatory domain of RoW APs will be
AP Profile Name‘ : displayed as ROW.
default-ap-profile
Description : default
ap profile
Country code : IN
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CHAPTER 8

AP Priority

» Failover Priority for Access Points, on page 207
* Setting AP Priority (GUI), on page 207
* Setting AP Priority, on page 208

Failover Priority for Access Points

Each controller has a defined number of communication ports for access points. When multiple controllers
with unused access point ports are deployed on the same network and one controller fails, the dropped access
points automatically poll for unused controller ports and associate with them.

The following are some guidelines for configuring failover priority for access points:

* You can configure your wireless network so that the backup controller recognizes a join request from a
higher-priority access point, and if necessary, disassociates a lower-priority access point as a means to
provide an available port.

* Failover priority is not in effect during the regular operation of your wireless network. It takes effect
only if there are more associations requests to controller than the available AP capacity on the controller.

* AP priority is checked while connecting to the controller when the controller is in full scale or the primary
controller fails, the APs fallback to the secondary controller.

* You can enable failover priority on your network and assign priorities to the individual access points.

* By default, all access points are set to priority level 1, which is the lowest priority level. Therefore, you
need to assign a priority level only to those access points that warrant a higher priority.

Setting AP Priority (GUI)

Procedure

Step 1 Choose Configuration > Wireless > Access Points.
Step 2 Click the Access Point.
Step 3 In the Edit AP dialog box, go to High Availability tab.
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. Setting AP Priority

Step 4 Choose the priority from the AP failover priority drop-down list.
Step 5 Click Update and Apply to Device.

Setting AP Priority
A

Note Priority of access points ranges from 1 to 4, with 4 being the highest.

Procedure
Command or Action Purpose

Step 1 ap name ap-name priority priority Specifies the priority of an access point.
Example:

Device# ap name AP44d3.ca52.48b5
priority 1

Step 2 show ap config general Displays common information for all access

Example: points.

Device# show ap config general

Step 3 show ap name ap-name config general Displays the configuration of a particular access

Example: point.

Device# show ap name AP44d3.ca52.48Db5
config general
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CHAPTER 9

802.11 Parameters for Cisco Access Points

* 2.4-GHz Radio Support, on page 209

* 5-GHz Radio Support, on page 211

* Information About Dual-Band Radio Support , on page 214

* Configuring Default XOR Radio Support, on page 214

* Configuring XOR Radio Support for the Specified Slot Number (GUI), on page 217
* Configuring XOR Radio Support for the Specified Slot Number, on page 217

* Receiver Only Dual-Band Radio Support, on page 219

* Configuring Client Steering (CLI), on page 221

» Verifying Cisco Access Points with Dual-Band Radios, on page 222

2.4-GHz Radio Support

Configuring 2.4-GHz Radio Support for the Specified Slot Number

Before you begin

\)

Note The term 802.11b radio or 2.4-GHz radio will be used interchangeably.

Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode.
Example:
Device# enable
Step 2 ap name ap-name dot11 24ghz dot 0 Sl Enables Spectrum Intelligence (SI) for the
dedicated 2.4-GHz radio hosted on slot O for a
Example: . . . .
. specific access point. For more information,
De‘l’lzeﬁ :FI’ name AP-SIDD-A06 dotll 24ghz| ghactrym Intelligence section in this guide.
slo
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Command or Action

Purpose

Here, O refers to the Slot ID.

Step 3

ap nameap-name dot11 24ghz dot O antenna
{ext-ant-gain antenna_gain_value | selection
[internal | external]}

Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 antenna selection internal

Configures 802.11b antenna hosted on slot 0
for a specific access point.

* ext-ant-gain: Configures the 802.11b
external antenna gain.
antenna_gain_value- Refers to the external
antenna gain value in multiples of .5 dBi
units. The valid range is from 0 to
4294967295.

* selection: Configures the 802.11b antenna
selection (internal or external).

Note * For APs supporting
self-identifying antennas (SIA),
the gain depends on the antenna,
and not on the AP model. The
gain is learned by the AP and
there is no need for controller
configuration.

For APs that do not support SIA,
the APs send the antenna gain in
the configuration payload, where
the default antenna gain depends
on the AP model.

Cisco Catalyst 9120E and 9130E
APs support self-identifying
antennas (SIA). Cisco Catalyst
9115E APs do not support SIA
antennas. Although Cisco Catalyst
9115E APs work with STA
antennas, the APs do not
auto-detect SIA antennas nor add
the correct external gain.

Step 4

ap name ap-name dot11 24ghz dot 0
beamforming
Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 beamforming

Configures beamforming for the 2.4-GHz radio
hosted on slot 0 for a specific access point.

Step 5

ap name ap-name dot11 24ghz dlot O channel
{channel_number | auto}
Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 channel auto

Configures advanced 802.11 channel
assignment parameters for the 2.4-GHz radio
hosted on slot 0 for a specific access point.
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5-GHz Radio Support .

Command or Action

Purpose

Step 6

ap nameap-name dot11 24ghz slot O cleanair

Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 cleanair

Enables CleanAir for 802.11b radio hosted on
slot 0 for a specific access point.

Step 7

ap name ap-name dot11 24ghz ot O dot11n
antenna {A |B|C | D}
Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 dotlln antenna A

Configures 802.11n antenna for 2.4-GHz radio
hosted on slot 0 for a specific access point.

Here,

A: Is the antenna port A.
B: Is the antenna port B.
C: Is the antenna port C.

D: Is the antenna port D.

Step 8

ap name ap-name dot11 24ghz dot 0
shutdown
Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 shutdown

Disables 802.11b radio hosted on slot O for a
specific access point.

Step 9

ap nameap-name dot11 24ghz slot 0 txpower
{tx_power_level | auto}
Example:

Device# ap name AP-SIDD-A06 dotll 24ghz
slot 0 txpower auto

Configures transmit power level for 802.11b
radio hosted on slot 0 for a specific access point.

* tx_power_level: Is the transmit power level
in dBm. The valid range is from 1 to 8.

e auto: Enables auto-RF.

5-GHz Radio Support

Configuring 5-GHz Radio Support for the Specified Slot Number

Before you begin

\}

Note

The term 802.11a radio or 5-GHz radio will be used interchangeably in this document.

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Enters privileged EXEC mode.
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Command or Action

Purpose

Device# enable

Step 2

ap name ap-name dot11 5ghz slot 1 Sl

Example:

Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 SI

Enables Spectrum Intelligence (SI) for the
dedicated 5-GHz radio hosted on slot 1 for a
specific access point.

Here, 1 refers to the Slot ID.

Step 3

ap nameap-name dot11 5ghz ot 1 antenna
ext-ant-gain antenna_gain_value
Example:

Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 antenna ext-ant-gain

Configures external antenna gain for 802.11a
radios for a specific access point hosted on slot
1.

antenna_gain_value—Refers to the external

antenna gain value in multiples of .5 dBi units.
The valid range is from 0 to 4294967295.

Note * For APs supporting
self-identifying antennas (SIA),
the gain depends on the antenna,
and not on the AP model. The
gain is learned by the AP and
there is no need for controller
configuration.

For APs that do not support SIA,
the APs send the antenna gain in
the configuration payload, where
the default antenna gain depends
on the AP model.

Cisco Catalyst 9120E and 9130E
APs support self-identifying
antennas (SIA). Cisco Catalyst
9115E APs do not support SIA
antennas. Although Cisco
Catalyst 9115E APs work with
SIA antennas, the APs do not
auto-detect SIA antennas nor add
the correct external gain.

Step 4

ap nameap-name dot11 5ghz slot 1 antenna
mode [omni | sector A | sector B]
Example:

Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 antenna mode sectorA

Configures the antenna mode for 802.11a

radios for a specific access point hosted on slot
1.

Step 5

ap hameap-name dot11 5ghz slot 1 antenna
selection [internal | external]
Example:

Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 antenna selection internal

Configures the antenna selection for 802.11a
radios for a specific access point hosted on slot
1.
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Command or Action

Purpose

Step 6 ap name ap-name dot11 5ghz slot 1 Configures beamforming for the 5-GHz radio
beamforming hosted on slot 1 for a specific access point.
Example:
Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 beamforming
Step 7 ap name ap-name dot11 5ghz sot 1 channel | Configures advanced 802.11 channel
{channel_number | auto | width [20 | 40| 80 | assignment parameters for the 5-GHz radio
| 1601} hosted on slot 1 for a specific access point.
Example: Here,
De‘l’iceﬁ ai “a‘“‘: AP-SIDD-A06 dotll 5ghz|channel_number- Refers to the channel
siot 1 channel aute number. The valid range is from 1 to 173.
Step 8 ap nameap-name dot11 5ghz dot 1 cleanair | Enables CleanAir for 802.11a radio hosted on
slot 1 for a given or specific access point.
Example:
Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 cleanair
Step 9 ap name ap-name dot11 5ghz slot 1 dot11n | Configures 802.11n for 5-GHz radio hosted
antenna {A |B | C| D} on slot 1 for a specific access point.
Example: Here,
Device# ap name AP-SIDD-A06 dotll 5ghz A- Is the antenna port A
slot 1 dotlln antenna A ’
B- Is the antenna port B.
C- Is the antenna port C.
D- Is the antenna port D.
Step 10 ap name ap-name dot11 5ghz slot 1 rrm Is another way of changing the channel hosted
channel channel on slot 1 for a specific access point.
Example: Here,
De‘l’izei ap na’}':e AP;S;DD'AOG dotll 5ghz|channel- Refers to the new channel created
s=e FEm channe using 802.11h channel announcement. The
valid range is from 1 to 173, provided 173 is
a valid channel in the country where the access
point is deployed.
Step 11 ap name ap-name dot11 5ghz slot 1 Disables 802.11a radio hosted on slot 1 for a
shutdown specific access point.
Example:
Device# ap name AP-SIDD-A06 dotll 5ghz
slot 1 shutdown
Step 12 ap nameap-name dot11 5ghz slot 1 txpower | Configures 802.11a radio hosted on slot 1 for

{tx_power_level | auto}

Example:

a specific access point.
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. Information About Dual-Band Radio Support

Command or Action Purpose
Device# ap name AP-SIDD-A06 dotll 5ghz * tx_power_level- Is the transmit power
slot 1 txpower auto level in dBm. The valid range is from 1
to 8.

 auto- Enables auto-RF.

Information About Dual-Band Radio Support

The Dual-Band (XOR) radio in Cisco 2800, 3800, 4800, and the 9120 series AP models offer the ability to
serve 2.4—GHz or 5-GHz bands or passively monitor both the bands on the same AP. These APs can be
configured to serve clients in 2.4-GHz and 5-GHz bands, or serially scan both 2.4-GHz and 5-GHz bands
on the flexible radio while the main 5-GHz radio serves clients.

Cisco APs models up and through the Cisco 9120 APs are designed to support dual 5-GHz band operations
with the i model supporting a dedicated Macro/Micro architecture and the e and p models supporting
Macro/Macro. The Cisco 9130AXI APs and the Cisco 9136 APs support dual 5-GHz operations as Micro/Messo
cell.

When a radio moves between bands (from 2.4-GHz to 5-GHz and vice versa), clients need to be steered to
get an optimal distribution across radios. When an AP has two radios in the 5-GHz band, client steering
algorithms contained in the Flexible Radio Assignment (FRA) algorithm are used to steer a client between
the same band co-resident radios.

The XOR radio support can be steered manually or automatically:

* Manual steering of a band on a radio—The band on the XOR radio can only be changed manually.

+ Automatic client and band steering on the radios is managed by the FRA feature that monitors and changes

N

the band configurations as per site requirements.

Note

RF measurement will not run when a static channel is configured on slot 1. Due to this, the dual band radio
slot 0 will move only with 5~GHz radio and not to the monitor mode.

When slot 1 radio is disabled, RF measurement will not run, and the dual band radio slot 0 will be only on
2.4-GHz radio.

Configuring Default XOR Radio Support

Before you begin

\}

Note

The default radio points to the XOR radio hosted on slot 0.
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Procedure

Configuring Default XOR Radio Support .

Command or Action

Purpose

Step 1

enable

Example:

Device# enable

Enters privileged EXEC mode.

Step 2

ap nameap-name dot11 dual-band antenna
ext-ant-gain antenna_gain_value
Example:

Device# ap name ap-name dotll dual-band|
antenna ext-ant-gain 2

Configures the 802.11 dual-band antenna on
a specific Cisco access point.

antenna_gain_value: The valid range is from
0 to 40.

Step 3

ap name ap-name [no] dot11 dual-band
shutdown
Example:

Device# ap name ap-name dotll dual-band|
shutdown

Shuts down the default dual-band radio on a
specific Cisco access point.

Use the no form of the command to enable the
radio.

Step 4

ap name ap-name dot11 dual-band role
manual client-serving
Example:

Device# ap name ap-name dotll dual-band
role manual client-serving

Switches to client—serving mode on the Cisco
access point.

Step 5

ap name ap-name dot11 dual-band band
24ghz
Example:

Device# ap name ap-name dotll dual-band
band 24ghz

Switches to 2.4-GHz radio band.

Step 6

ap nameap-name dot11 dual-band txpower
{transmit_power_level | auto}
Example:

Device# ap name ap-name dotll dual-band|
txpower 2

Configures the transmit power for the radio on
a specific Cisco access point.

When an FRA-capable radio (slot 0
on 9120 AP[for instance]) is set to
Auto, you cannot configure static
channel and Txpower on this radio.

Note

If you want to configure static channel
and Txpower on this radio, you will
need to change the radio role to
Manual Client-Serving mode.

Step 7

ap nameap-name dot11 dual-band channel
channel-number
Example:

Device# ap name ap-name dotll dual-band
channel 2

Enters the channel for the dual band.

channel-number—The valid range is from 1
to 173.
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Command or Action

Purpose

Step 8

ap nameap-name dot11 dual-band channel
auto
Example:

Device# ap name ap-name dotll dual-band
channel auto

Enables the auto channel assignment for the
dual-band.

Step 9

ap nameap-name dot11 dual-band channel
width{20 MHz | 40 MHz | 80 MHz | 160
MHz}

Example:

Device# ap name ap-name dotll dual-band
channel width 20 MHz

Chooses the channel width for the dual band.

Step 10

ap nameap-name dot11 dual-band cleanair

Example:

Device# ap name ap-name dotll dual-band
cleanair

Enables the Cisco CleanAir feature on the
dual-band radio.

Step 11

ap nameap-name dot11 dual-band cleanair
band{24 GHz |5 GMHz}

Example:

Device# ap name ap-name dotll dual-band
cleanair band 5 GHz

Device# ap name ap-name [no] dotll

dual-band cleanair band 5 GHz

Selects a band for the Cisco CleanAir feature.

Use the no form of this command to disable
the Cisco CleanAir feature.

Step 12

ap name ap-name dot11 dual-band dot11n
antenna {A |B|C|D}
Example:

Device# ap name ap-name dotll dual-band|
dotlln antenna A

Configures the 802.11n dual-band parameters
for a specific access point.

Step 13

show ap name ap-name auto-rf dot1l
dual-band

Example:

Device# show ap name ap-name auto-rf

dotll dual-band

Displays the auto-RF information for the Cisco
access point.

Step 14

show ap name ap-name wlan dot11
dual-band
Example:

Device# show ap name ap-name wlan dotll
dual-band

Displays the list of BSSIDs for the Cisco
access point.
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Configuring XOR Radio Support for the Specified Slot Number (GUI) .

Configuring XOR Radio Support for the Specified Slot Number
(GUI)

Procedure

Step 1 Click Configuration > Wireless> Access Points.
Step 2 In the Dual-Band Radios section, select the AP for which you want to configure dual-band radios.

The AP name, MAC address, CleanAir capability and slot information for the AP are displayed. If the
Hyperlocation method is HALO, the antenna PID and antenna design information are also displayed.

Step 3 Click Configure.

Step 4 In the General tab, set the Admin Status as required.

Step 5 Set the CleanAir Admin Status field to Enable or Disable.
Step 6 Click Update & Apply to Device.

Configuring XOR Radio Support for the Specified Slot Number

Procedure
Command or Action Purpose

Step 1 enable Enters privileged EXEC mode.
Example:

Device# enable

Step 2 ap name ap-name dot11 dual-band slot 0 Configures dual-band antenna for the XOR
antenna ext-ant-gain radio hosted on slot 0 for a specific access point.

external_antenna_gain_value .
- = external_antenna_gain_value - Is the external

Example: antenna gain value in multiples of .5 dBi unit.

Device$ ap name AP-SIDD-A06 dotll The valid range is from 0 to 40.
dual-band slot 0 antenna ext-ant-gain 2
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Command or Action

Purpose

Note * For APs supporting
self-identifying antennas (SIA),
the gain depends on the antenna,
and not on the AP model. The
gain is learned by the AP and
there is no need for controller

configuration.

* For APs that do not support SIA,
the APs send the antenna gain in
the configuration payload, where
the default antenna gain depends
on the AP model.

Step 3

ap name ap-name dot11 dual-band slot 0
band {24ghz | 5ghz}
Example:

Device# ap name AP-SIDD-A06 dotll
dual-band slot 0 band 24ghz

Configures current band for the XOR radio
hosted on slot 0 for a specific access point.

Step 4

ap name ap-name dot11 dual-band slot 0
channel {channel_number | auto | width [160
| 20| 40| 801}

Example:

Device# ap name AP-SIDD-A06 dotll
dual-band slot 0 channel 3

Configures dual-band channel for the XOR
radio hosted on slot 0 for a specific access point.

channel_number- The valid range is from 1 to
165.

Step 5

ap name ap-name dot11 dual-band slot 0
cleanair band {24Ghz | 5Ghz}

Example:

Device# ap name AP-SIDD-A06 dotll
dual-band slot 0 cleanair band 24Ghz

Enables CleanAir features for dual-band radios
hosted on slot 0 for a specific access point.

Step 6

ap name ap-name dot11 dual-band slot 0
dotlln antenna {A |B|C| D}
Example:

Device# ap name AP-SIDD-A06 dotll
dual-band slot 0 dotlln antenna A

Configures 802.11n dual-band parameters
hosted on slot 0 for a specific access point.

Here,

A- Enables antenna port A.
B- Enables antenna port B.
C- Enables antenna port C.

D- Enables antenna port D.

Step 7

ap nameap-name dot11 dual-band slot Orole
{auto | manual [client-serving | monitor]}

Example:

Device# ap name AP-SIDD-A06 dotll
dual-band slot 0 role auto

Configures dual-band role for the XOR radio
hosted on slot 0 for a specific access point.

The following are the dual-band roles:
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Command or Action

Purpose

 auto- Refers to the automatic radio role
selection.

» manual- Refers to the manual radio role
selection.

Step 8 ap name ap-name dot11 dual-band slot 0 Disables dual-band radio hosted on slot 0 for a
shutdown specific access point.
Example: Use the no form of this command to enable the
Device# ap name AP-SIDD-A06 dotll dual-band radio.
dual-band slot 0 shutdown
Device# ap name AP-SIDD-A06 [no] dotll
dual-band slot 0 shutdown

Step 9 ap name ap-name dot11 dual-band slot O Configures dual-band transmit power for XOR

txpower {tx_power_level | auto}

Example:

Device# ap name AP-SIDD-A06 dotll
dual-band slot 0 txpower 2

radio hosted on slot 0 for a specific access point.

* tx_power_level- Is the transmit power level
in dBm. The valid range is from 1 to 8.

e auto- Enables auto-RF.

Receiver Only Dual-Band Radio Support

Information About Receiver Only Dual-Band Radio Support

This feature configures the dual-band Rx-only radio features for an access point with dual-band radios.

This dual-band Rx-only radio is dedicated for Analytics, Hyperlocation, Wireless Security Monitoring, and
BLE AoA*.

This radio will always continue to serve in monitor mode, therefore, you will not be able to make any channel
and tx-rx configurations on the 3rd radio.

Configuring Receiver Only Dual-Band Parameters for Access Points

Enabling CleanAir with Receiver Only Dual-Band Radio on a Cisco Access Point (GUI)

Procedure

Step 1
Step 2
Step 3

Choose Configuration > Wireless> Access Points.
In the Dual-Band Radios settings, click the AP for which you want to configure the dual-band radios.
In the General tab, enable the CleanAir toggle button.
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Step 4

Click Update & Apply to Device.

Lightweight Access Points |

Enabling CleanAir with Receiver Only Dual-Band Radio on a Cisco Access Point

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device# enable

Enters privileged EXEC mode.

Step 2

ap name ap-name dot11 rx-dual-band slot 2
cleanair band {24Ghz | 5Ghz}
Example:

Device# ap name AP-SIDD-A06 dotll
rx-dual-band slot 2 cleanair band 24Ghz

Device# ap name AP-SIDD-A06 [no] dotll
rx-dual-band slot 2 cleanair band 24Ghz

Enables CleanAir with receiver only (Rx-only)
dual-band radio on a specific access point.

Here, 2 refers to the slot ID.

Use the no form of this command to disable
CleanAir.

Disabling Receiver Only Dual-Band Radio on a Cisco Access Point (GUI)

Procedure

Step 1
Step 2
Step 3
Step 4

Choose Configuration > Wireless> Access Points.
In the Dual-Band Radios settings, click the AP for which you want to configure the dual-band radios.
In the General tab, disable the CleanAir Statustoggle button.

Click Update & Apply to Device.

Disabling Receiver Only Dual-Band Radio on a Cisco Access Point

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device# enable

Enters privileged EXEC mode.

Step 2

ap name ap-name dot11 rx-dual-band slot 2
shutdown

Example:

Disables receiver only dual-band radio on a
specific Cisco access point.

Here, 2 refers to the slot ID.
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Command or Action Purpose

Device# ap name AP-SIDD-A06 dotll Use the no form of this command to enable
rx-dual-band slot 2 shutdown receiver only dual-band radio.

Device# ap name AP-SIDD-AO06 [no] dotll
rx-dual-band slot 2 shutdown

Configuring Client Steering (CLI)

Before you begin

Enable Cisco CleanAir on the corresponding dual-band radio.

Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode.
Example:
Device# enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 wireless macro-micro steering Configures the micro-macro client
transition-threshold balancing-window load—balancing window for a set number of
number-of-clients(0-65535) clients.
Example:
Device (config)# wireless macro-micro
steering transition-threshold
balancing-window 10
Step 4 wireless macro-micro steering Configures the macro-micro client parameters
transition-threshold client count for a minimum client count for transition.
number-of-clients(0-65535)
Example:
Device (config)# wireless macro-micro
steering transition-threshold client
count 10
Step 5 wir eless macro-micro steering Configures the macro—to—micro transition
transition-threshold macro-to-micro RSSI.
RSSI-in-dBm( —128—0)
Example:
Device (config)# wireless macro-micro
steering transition-threshold
macro-to-micro -100
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Command or Action

Purpose

Step 6

wireless macro-micro steering
transition-threshold micro-to-macro
RSSI-in-dBm(-128—0)

Example:

Device (config)# wireless macro-micro
steering transition-threshold
micro-to-macro -110

Configures the micro—to—macro transition
RSSI.

Step 7

wireless macro-micro steering
probe-suppression aggr essiveness
number-of-cycles(-128—0)

Example:

Device (config)# wireless macro-micro
steering probe-suppression
aggressiveness -110

Configures the number of probe cycles to be
suppressed.

Step 8

wireless macro-micro steering
probe-suppression hysteresis RSSI-in-dBm

Example:

Device (config)# wireless macro-micro
steering probe-suppression hysteresis
-5

Configures the macro-to-micro probe in RSSI.
The range is between —6 to —3.

Step 9

wireless macro-micro steering
probe-suppression probe-only
Example:

Device (config) # wireless macro-micro
steering probe-suppression probe-only

Enables probe suppression mode.

Step 10

wireless macro-micro steering
probe-suppression probe-auth
Example:

Device (config)# wireless macro-micro
steering probe-suppression probe-auth

Enables probe and single authentication
suppression mode.

Step 11

show wireless client steering

Example:

Device# show wireless client steering

Displays the wireless client steering
information.

Verifying Cisco Access Points with Dual-Band Radios

To verify the access points with dual-band radios, use the following command:

Device# show ap dotll dual-band summary

AP Name Subband Radio Mac

Status Channel Power Level Slot ID Mode
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4800 All 3890.a5e6.f360 Enabled (40)* *1/8 (22 dBm) 0 Sensor
4800 All 3890.a5e6.f360 Enabled N/A N/A 2 Monitor
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802.1x Support

* Introduction to the 802.1X Authentication, on page 225

* Limitations of the 802.1X Authentication, on page 226

* Topology - Overview, on page 227

* Configuring 802.1X Authentication Type and LSC AP Authentication Type (GUI), on page 227
* Configuring 802.1X Authentication Type and LSC AP Authentication Type, on page 228

* Enabling 802.1X on the Switch Port, on page 230

* Verifying 802.1X on the Switch Port, on page 232

* Verifying the Authentication Type, on page 232

Introduction to the 802.1X Authentication

IEEE 802.1X port-based authentication is configure on a device to prevent unauthorized devices from gaining
access to the network. The device can combine the function of a router, switch, and access point, depending
on the fixed configuration. Any device connecting to a switch port where 802.1X authentication is enabled
must go through relevant EAP authentication model to start exchanging traffic.

Currently, the Cisco Wave 2 and Wi-Fi 6 (802.11AX) APs support 802.1X authentication with switch port
for EAP-FAST, EAP-TLS and EAP-PEAP methods. Now, you can enable configurations and provide credentials
to the AP from the embedded controller.

)

Note Ifthe AP is dotlx EAP-FAST, when the AP reboots, it should perform an anonymous PAC provision. For
performing PAC provision, the ADH cipher suites should be used to establish an authenticated tunnel. If the
ADH cipher suites are not supported by radius servers, AP will fail to authenticate on reload.

EAP-FAST Protocol

In the EAP-FAST protocol developed by Cisco, in order to establish a secured TLS tunnel with RADIUS,
the AP requires a strong shared key (PAC), either provided via in-band provisioning (in a secured channel)
or via out-band provisioning (manual).
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\)

Note The EAP-FAST type configuration requires 802.1x credentials configuration for AP, since AP will use
EAP-FAST with MSCHAP Version 2 method.

)

Note Local EAP is not supported on the Cisco 7925 phones.

\}

Note In Cisco Wave 2 APs, for 802.1x authentication using EAP-FAST after PAC provisioning (caused by the
initial connection or after AP reload), ensure that you configure the switch port to trigger re-authentication
using one of the following commands: authentication timer restart num or authentication timer
reauthenticate num.

EAP-TLS/EAP-PEAP Protocol

The EAP-TLS protocol or EAP-PEAP protocol provides certificate based mutual EAP authentication.

In EAP-TLS, both the server and the client side certificates are required, where the secured shared key is
derived for the particular session to encrypt or decrypt data. Whereas, in EAP-PEAP, only the server side
certificate is required, where the client authenticates using password based protocol in a secured channel.

)

Note The EAP-PEAP type configuration requires Dot1x credentials configuration for AP; and the AP also needs
to go through LSC provisioning. AP uses the PEAP protocol with MSCHAP Version 2 method.

Limitations of the 802.1X Authentication

+ 802.1X is not supported on dynamic ports or Ethernet Channel ports.
* 802.1X is not supported in a mesh AP scenario.

* There is no recovery from the embedded controller on credential mismatch or the expiry/invalidity of
the certificate on AP. The 802.1X authentication has to be disabled on the switch port to connect the AP
back to fix the configurations.

* There are no certificate revocation checks implemented on the certificates installed in AP.

* Only one Locally Significant Certificates (LSC) can be provisioned on the AP and the same certificate
must be used for CAPWAP DTLS session establishment with embedded controller and the 802.1X
authentication with the switch. If global LSC configuration on the embedded controller is disabled; AP
deletes LSC which is already provisioned.

» If clear configurations are applied on the AP, then the AP will lose the 802.1X EAP type configuration
and the LSC certificates. AP should again go through staging process if 802.1X is required.
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* 802.1X for trunk port APs on multi-host authentication mode is supported. Network Edge Authentication
Topology (NEAT) is not supported on COS APs.

Topology - Overview

The 802.1X authentication events are as follows:

1. The AP acts as the 802.1X supplicant and is authenticated by the switch against the RADIUS server which
supports EAP-FAST along with EAP-TLS and EAP-PEAP. When dot1x authentication is enabled on a
switch port, the device connected to it authenticates itself to receive and forward data other than 802.1X
traffic.

2. In order to authenticate with EAP-FAST method, the AP requires the credentials of the RADIUS server.
It can be configured at the embedded controller, from where it will be passed on to the AP via configuration
update request. For, EAP-TLS or EAP-PEAP the APs use the certificates (device/ID and CA) made
significant by the local CA server.

Figure 13: Figure: 1 Topology for 802.1X Authentication

Authentication
_ server
Access point (RADILS)

I 1 ]
Wireless clients H 9 !
Ei

Configuring 802.1X Authentication Type and LSC AP
Authentication Type (GUI)

012z

Procedure

Step 1 Choose Configuration > Tags & Profiles> AP Join.
Step 2 On the AP Join Profile page, click Add.

The Add AP Join Profile page is displayed.

Step 3 In the AP > General tab, navigate to the AP EAP Auth Configuration section.

Step 4 From the EAP Typedrop-down list, choose the EAP type as EAP-FAST, EAP-TLS, or EAP-PEAP to configure
the dotlx authentication type.

Step 5 From the AP Authorization Type drop-down list, choose the type as either CAPWAP DTLS + or CAPWAP
DTLS.
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Step 6

Click Save & Apply to Device.
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Configuring 802.1X Authentication Type and LSC AP
Authentication Type

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

ap profile profile-name

Example:

Device (config) # ap profile new-profile

Specify a profile name.

Step 4

dot1x {max-sessions | username | eap-type |
Isc-ap-auth-state}

Example:
Device (config-ap-profile) # dotlx eap-type

Configures the dotlx authentication type.

max-sessions: Configures the maximum 802.1X
sessions initiated per AP.

username: Configures the 802.1X username
for all Aps.

eap-type: Configures the dotlx authentication
type with the switch port.

Isc-ap-auth-state: Configures the LSC
authentication state on the AP.

Step 5

dot1x eap-type {EAP-FAST | EAP-TLS|
EAP-PEAP}

Example:
Device (config-ap-profile) # dotlx eap-type

Configures the dotlx authentication type:
EAP-FAST, EAP-TLS, or EAP-PEAP.

Step 6

dot1x Isc-ap-auth-state {CAPWAP-DTLS|
Dot1x-port-auth | Both}
Example:

Device (config-ap-profile) #dotlx
lsc-ap-auth-state Dotlx-port-auth

Configures the LSC authentication state on the
AP.

CAPWAP-DTLS: Uses LSC only for
CAPWAP DTLS.

Dot1x-port-auth: Uses LSC only for dotlx
authentication with port.

. Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x



| Lightweight Access Points

Configuring the 802.1X Username and Password (GUI) .

Command or Action

Purpose

Both: Uses LSC for both CAPWAP-DTLS and
Dotlx authentication with port.

Step 7

end

Example:

Device (config-ap-profile)# end

Exits the AP profile configuration mode and
enters privileged EXEC mode.

Configuring the 802.1X Username and Password (GUI)

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Choose Configuration > Tags & Profiles > AP Join.

Choose the appropriate local password type.
Enter 802.1X username and password details.

Choose the appropriate 802.1X password type.

On the AP Join page, click the name of the AP Join profile or click Add to create a new one.
Click the Management tab and then click the Credentialstab.

Enter the local username and password details.

Enter the time in seconds after which the session should expire.
Enable local credentials and/or 802.1X credentials as required.
Click Update & Apply to Device.

Configuring the 802.1X Username and Password (CLI)

The following procedure configures the 802.1X password for all the APs:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

ap profile profile-name

Example:

Device (config)# ap profile new-profile

Specify a profile name.
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Command or Action

Purpose

Step 4

dot1x {max-sessions | username | eap-type |
Isc-ap-auth-state}

Example:
Device (config-ap-profile) # dotlx eap-type

Configures the dotlx authentication type.

max-sessons: Configures the maximum 802.1X
sessions initiated per AP.

username: Configures the 802.1X username
for all Aps.

eap-type: Configures the dotlx authentication
type with the switch port.

Isc-ap-auth-state: Configures the LSC
authentication state on the AP.

Step 5

dot1x username <username> password {0 |
8} <password>
Example:

Device (config-ap-profile) #dotlx username
username password 0 password

Configures the dot1x password for all the APs.

0: Specifies an unencrypted password will
follow.

8: Specifies an AES encrypted password will
follow.

Enabling 802.1X on the Switch Port

The following procedure enables 802.1X on the switch port:

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

Step 2

configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

aaa new-model

Example:

Device (config)# aaa new-model

Enables AAA.

Step 4

aaa authentication dot1x {default | listhame}
method1[method?2...]
Example:

Device (config) # aaa authentication dotlx
default group radius

Creates a series of authentication methods that
are used to determine user privilege to access
the privileged command level so that the

device can communicate with the AAA server.
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Command or Action

Purpose

Step 5 aaa authorization network group Enables AAA authorization for network
Example: services on 802.1X.
aaa authorization network group
Step 6 dot1x system-auth-control Globally enables 802.1X port-based
Example: authentication.
Device (config) # dotlx
system-auth-control
Step 7 interface type slot/port Enters interface configuration mode and
specifies the interface to be enabled for 802.1X
Example: o
authentication.
Device (config) # interface
fastethernet2/1
Step 8 authentication port-control {auto | Enables 802.1X port-based authentication on
force-authorized | force-unauthorized} the interface.
Example: auto—Enables IEEE 802.1X authentication
Device (config-if)# authentication andcauseStheportK)begh1inthe
port-control auto unauthorized state, allowing only EAPOL
frames to be sent and received through the port.
The authentication process begins when the
link state of the port changes from down to up
or when an EAPOL-start frame is received.
The Device requests the identity of the
supplicant and begins relaying authentication
messages between the supplicant and the
authentication server. Each supplicant
attempting to access the network is uniquely
identified by the Device by using the
supplicant MAC address.
force-authorized-—Disables IEEE 802.1X
authentication and causes the port to change
to the authorized state without any
authentication exchange required. The port
sends and receives normal traffic without IEEE
802.1X-based authentication of the client. This
is the default setting.
force-unauthorized—Causes the port to
remain in the unauthorized state, ignoring all
attempts by the supplicant to authenticate. The
Device cannot provide authentication services
to the supplicant through the port.
Step 9 dot1x pae[supplicant | authenticator | both] | Enables 802.1X authentication on the port with

Example:

Device (config-if)# dotlx pae
authenticator

default parameters.
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Command or Action

Purpose

Step 10 end

Example:

Device (config-if)# end

Enters privileged EXEC mode.

Verifying 802.1X on the Switch Port

The following show command displays the authentication state of 802.1X on the switch port:

Device# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2

Dotlx Info for FastEthernetl

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReqg

TxPeriod
RateLimitPeriod
Device#

AUTHENTICATOR
AUTO

Both

MULTI HOST
Disabled

60

30

30

3600 (Locally configured)
2

2

30

=0

Verifying the Authentication Type

The following show command displays the authentication state of an AP profile:

Devicef#show ap profile <profile-name> detailed ?

chassis Chassis
| Output modifiers

<cr>

Device#show ap profile <profile-name> detailed

AP Profile Name

Description

Dotlx EAP Method
LSC AP AUTH STATE

default-ap-profile
default ap profile

[EAP-FAST/EAP-TLS/EAP-PEAP/Not-Configured]
[CAPWAP DTLS / DOT1lx port auth / CAPWAP DTLS + DOTlx port auth
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Real-Time Access Points Statistics

* Information About Access Point Real-Time Statistics, on page 233
* Feature History for Real Time Access Point Statistics, on page 233
* Restrictions for AP Radio Monitoring Statistics , on page 234

* Configuring Access Point Real Time Statistics (GUI), on page 234
* Configuring Real-Time Access Point Statistics (CLI), on page 235
* Configuring AP Radio Monitoring Statistics, on page 237

* Monitoring Access Point Real-Time Statistics (GUI), on page 238
* Verifying Access Point Real-Time Statistics, on page 239

Information About Access Point Real-Time Statistics

From Cisco IOS XE Bengaluru 17.5.1 onwards, you can track the CPU utilization and memory usage of an
AP, and monitor the health of an AP, by generating real-time statistics for an AP.

SNMP traps are defined for CPU and memory utilization of APs and the controller. An SNMP trap is sent

out when the threshold is crossed. The sampling period and statistics interval can be configured using SNMP,
YANG, and CLI

Statistics interval is used to process the data coming from an AP, and the average CPU utilization and memory
utilization is computed over time. You can also configure an upper threshold for these statistics. When a
statistic value surpasses the upper threshold, an alarm is enabled, and an SNMP trap is triggered.

From Cisco IOS XE Cupertino 17.7.1 release onwards, for radio monitoring, you can reset the radios based
on the statistics sent by the AP for a sampling period. When you configure the radios in the controller, if there
is no increment in the Tx or Rx statistics when the radio is up, then the radio reset is triggered.

Feature History for Real Time Access Point Statistics

This table provides release and related information for the feature explained in this module.

Cisco Embedded Wireless Controller on Catalyst Access Points Configuration Guide, 10S XE 17.15.x .



Lightweight Access Points |

. Restrictions for AP Radio Monitoring Statistics

Table 18: Feature History for Real Time Access Point Statistics

Release Feature Feature Information

Cisco IOS XE Cupertino | Real Time Access Point This feature is enhanced with the implementation

17.7.1 Statistics of AP threshold values between 0 and 50 to trigger
an alarm.

Restrictions for AP Radio Monitoring Statistics

You cannot reset the radio firmware from the controller. The controller will shut and unshut the radio if the
Rx or Tx count is not incremented for a radio slot in a specified period.

Configuring Access Point Real Time Statistics (GUI)

Step 1
Step 2
Step 3
Step 4

Step 5

Procedure

Choose Configuration > Tags & Profiles> AP Jain.
Click Add. The Add AP Join Profile page is displayed.
Under the AP tab, click the AP Statisticstab.

In the System Monitoring section:

a)
b)

<)

d)

2)

h)

Enable Monitor Real Time Statisticsto get calculated statistics and alarms of the AP.

To receive an alarm when the upper threshold is surpassed for parameters such as CPU utilization and
memory, enable Trigger Alarm for AP.

Enter the threshold percentage for CPU and memory usage in the CPU Threshold to Trigger Alarm
field and Memory Threshold to Trigger Alarm fields, respectively. The valid range is between 0 to 50.
An SNMP trap is sent out when this threshold is crossed.

In the Interval to Hold Alarm field, enter the time for which the alarm is held before it gets triggered.
The valid range is between 0 and 3600 seconds.

In the Trap Retransmission Time field, enter the time between retransmissions of the alarm. The valid
range is between 0 and 65535 seconds.

To define how often data should be collected from the AP, enter a value in the Sampling Interval field.
The valid range is between 720 and 3600 seconds.

To define the interval at which AP statistics are to be calculated, enter a value in the Statistics I nterval
field. The valid range is between 2 and 900 seconds.

To automatically reload the AP when there is high CPU and memory usage in the defined sampling
interval, select the Reload the AP check box.

Under the Radio M onitoring section:

a)

b)

Select the Monitoring of AP Radio stuck check box to verify that the Tx and Rx statistics of the AP are
updated each time the payloads are coming in from the AP to the controller.

To generate an alarm for the radio of the AP when there is no increment in the Tx and RX statistics for
the payloads, select the Alarmsfor AP Radio stuck check box.
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¢) Select the Reset the stuck AP Radio check box to recover the radio from the bad state. A radio admin
state payload will be sent from the controller to toggle the radio and the radio will be shut when there is
no increment in the Tx and Rx statistics.

d) To define how often data should be collected from the radio, enter a value in the Sampling I nterval field.
The valid range is between 720 and 3600 seconds.

Step 6 Click Apply to Device to save the configuration.

Configuring Real-Time Access Point Statistics (CLI)

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal

Step 2 ap profile ap-profile-name Configures the AP profile. The default AP join
Example: profile name is default-ap-profile.
Device (config) # ap profile doc-test

Step 3 stats-timer frequency (Optional) Configures the statistics timer. This
Examole: command is used to change the frequency of

ple: the statistics reports coming from the AP. The
ngice (config-ap-profile)# stats-timer|y,1id values range between 0 and 65535
seconds.

Step 4 statistics ap-system-monitoring enable (Optional) Enables monitoring of AP real-time
Example: statistics (CPU and memory).
Device (config-ap-profile)# statistics
ap-system-monitoring enable

Step 5 statistics ap-system-monitoring Enables alarms for AP real-time statistics
alarm-enable (CPU and memory).
Example:
Device (config-ap-profile)# statistics
ap-system-monitoring alarm-enable

Step 6 statistics ap-system-monitoring Defines the alarms for AP real-time statistics
alarm-hold-time duration (CPU and Memory). The valid values range

between 0 and 3600 seconds.

Example:
Device (config-ap-profile)# statistics
ap-system-monitoring alarm-hold-time
400
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Command or Action Purpose
Step 7 ap-system-monitoring Defines the interval between retransmissions
alarm-retransmit-time duration of the trap alarm. The valid values range
between 0 and 65535 seconds.
Example:
Device (config-ap-profile) #
ap-system-monitoring
alarm-retransmit-time 100
Step 8 statistics ap-system-monitoring Defines the threshold for CPU usage on the
cpu-threshold percentage AP (percentage) to trigger alarms.
Example: Note From Cisco IOS XE Cupertino 17.7.1
Device (config-ap-profile)# statistics release onwards, the valid threshold
ap-system-monitoring cpu-threshold 30 value for CPU on the AP to trigger the
alarms is between 0 and 50.
Step 9 ap-system-monitoring mem-threshold Defines the threshold for memory usage on
percentage AP to trigger alarms. The percentage of
Example: threshold for memory usage on the AP to
ple: trigger is between 0 and 100.
Device (config-ap-profile) #
ap-system-monitoring mem-threshold 40 [Note From CiscoIOS XE Cupertino 17.7.1
release onwards, the valid threshold
value for memory usage on the AP to
trigger the alarms is between 0 and 50.
Step 10 ap-system-monitoring sampling-interval | (Optional) Defines the sampling interval. The
duration valid values range between 2 and 900 seconds.
Example:
Device (config-ap-profile) # statistics
ap-system-monitoring sampling-interval
600
Step 11 exit Exits from AP profile configuration mode and
returns to global configuration mode.
Example:
Device (config-ap-profile) # exit
Step 12 trapflags ap ap-stats Enables sending AP-related traps. Traps are
Examole: sent when statistics exceed the configured
ple: threshold.
Device (config) # trapflags ap ap-stats
Example

Device (config)# ap profile default-policy-profile
Device (config-ap-profile)# statistics ap-system-monitoring enable

(
(
Device (config-ap-profile) #statistics ap-system-monitoring sampling-interval 90
Device (config-ap-profile) #statistics ap-system-monitoring stats-interval 120

Device (config-ap-profile) #statistics ap-system-monitoring alarm-enable
Device (config-ap-profile) #statistics ap-system-monitoring alarm-hold-time 3
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Device (config-ap-profile) #statistics ap-system-monitoring alarm-retransmit-time 10

Device

Device (config)# trapflags ap ap-stats

(

(config-ap-profile) #statistics ap-system-monitoring cpu-threshold 90
Device (config-ap-profile) #statistics ap-system-monitoring mem-threshold 90

(

Configuring AP Radio Monitoring Statistics

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap profile profile-name

Example:

Device (config) # ap profile testl

Configures an AP profile and enters the AP
profile configuration mode.

Step 3

statistic ap-radio-monitoring enable

Example:

(config-ap-profile) #statistic
ap-radio-monitoring enable

Enables the monitoring of AP radio stuck
statistics.

Step 4

statistic ap-radio-monitoring alar m-enable

Example:

(config-ap-profile) #statistic
ap-radio-monitoring alarm-enable

(Optional) Enables the alarm for AP radio stuck
statistics.

Step 5

statistic ap-system-monitoring action
reload-ap interval duration

Example:

(config-ap-profile)# statistic
ap-radio-monitoring action reload-ap
interval850

(Optional) Specifies the sampling interval in
seconds. The valid values range between 720
and 3600 seconds.

Step 6

statistic ap-radio-monitoring action
radio-reset
Example:

(config-ap-profile)# statistic
ap-radio-monitoring action radio-reset

(Optional) Generates an alarm and resets the
radio if the radio is stuck.

Step 7

statistic ap-system-monitoring action
reload-ap
Example:

(config-ap-profile)# statistic
ap-system-monitoring action reload-ap

Reloads the AP.
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Example
Device (config)# ap profile testl
Device (config-ap-profile)# statistics ap-radio-monitoring enable
Device (config-ap-profile) #statistic ap-radio-monitoring alarm-enable
Device (config-ap-profile) #statistic ap-radio-monitoring sampling-interval 750
Device (config-ap-profile)# statistic ap-radio-monitoring action radio-reset
Device (config-ap-profile) #statistic ap-system-monitoring action reload-ap

Monitoring Access Point Real-Time Statistics (GUI)

Procedure

Step 1 Choose Monitoring > Wireless> AP Statistics.

Step 2 Click the General tab.

Step 3 Click an AP name. The General window is displayed.
Step 4 To view the AP Statistics data, click the AP Statistics tab.

The following information is displayed:

* Memory alarm last send time: Displays the time of the last memory trap sent.

» Memory Alar m Status: Displays the state of the memory alarm. An alarm can be ACTIVE, INACTIVE,
INACTIVE_SOAKING, ACTIVE_SOAKING. An alarm is soaked until the configured hold time has
passed.

» Memory alarm raisetime: Displays the last time the memory alarm was active.

* Memory alarm clear time: Displays the last time the memory alarm was inactive.

« Last statistics received: Displays the time of the last statistics report received from the AP.
» Current CPU Usage: Displays the latest percentage of CPU usage reported.

* Average CPU Usage: Displays the average CPU usage calculated.

» Current Memory Usage: Displays the latest percentage of memory usage reported.

» Average Memory Usage: Displays the average memory usage calculated.

» Current window size: Displays the window size. The window size is calculated by dividing the statistics
interval by the sampling interval. The average CPU and memory usage is calculated by the window size.

» CPU alarm last send time: Displays the time of the last CPU trap sent.

» CPU Alarm Status: Displays the state of the CPU alarm. An alarm can be ACTIVE, INACTIVE,
INACTIVE_SOAKING, ACTIVE_SOAKING. An alarm is soaked until the configured hold time has
passed.

» CPU alarm raise time: Displays the last time the CPU alarm was active.
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» CPU alarm clear time: Displays the last time the CPU alarm was inactive.

Step 5 Click OK.

Verifying Access Point Real-Time Statistics

To verify AP real-time statistics, run the show ap config general | section AP statistics command:

Device# show ap config general | section AP statistics
!Last Statistics

AP statistics : Enabled

Current CPU usage : 4

Average CPU usage : 49

Current memory usage : 35

Average memory usage : 35

Last statistics received : 03/09/2021 15:25:08
!Statistics Configuration

Current window size : 1
Sampling interval : 30
Statistics interval : 300

AP statistics alarms : Enabled

!Alarm State - Active, Inactive, Inactive Soaking, Inactive Soaking
Memory alarm status : Active

Memory alarm raise time : 03/09/2021 15:24:29
Memory alarm clear time : NA

Memory alarm last send time : 03/09/2021 15:24:59
CPU alarm status : Inactive

CPU alarm raise time : 03/09/2021 15:24:25

CPU alarm clear time : 03/09/2021 15:25:05

CPU alarm last send time : 03/09/2021 15:25:05
'Alarm Configuration

Alarm hold time : 6

Alarm retransmission time : 30

Alarm threshold cpu : 30

Alarm threshold memory : 32

To verify the statistics reporting period, run the show ap config general | i StatsReporting Period command:

Device# show ap config general | 1 Stats Reporting Period
Stats Reporting Period : 10
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Access Point Tag Persistency

* Information About Access Point Tag Persistency, on page 241
* Configuring AP Tag Persistency (GUI), on page 241

* Configuring AP Tag Persistency (CLI), on page 242

» Verifying AP Tag Persistency, on page 243

Information About Access Point Tag Persistency

From Cisco IOS XE Bengaluru 17.6.1 onwards, AP tag persistency is enabled globally on the controller.
When APs join a controller with tag persistency enabled, the mapped tags are saved on the APs without having
to write the tag configurations on each AP, individually.

Configuring AP Tag Persistency (GUI)

Step 1
Step 2
Step 3

Step 4

Procedure

Choose Configuration > Tags & Profiles> Tags.
Click the AP tab.

In the Tag Source tab, check the Enable AP Tag Persistency check box to configure AP Tag persistency
globally.

When APs join a controller with the tag persistency enabled, the mapped tags are saved on the AP without
having to write the tag configurations on each AP individually.

Click Apply to Device.

What to do next

Save tags on an AP.
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. Saving Tags on an Access Point (GUI)

Saving Tags on an Access Point (GUI)

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

Procedure

Choose Configuration > Wireless> Access Points.
Click an AP from the list.

The Edit AP page is displayed.

Click the General tab.

In the Tags section, specify the appropriate policy, site, and RF tags that you created in the Configuration
> Tags & Profiles> Tags page.

From the Policy drop-down list, select a value.
From the Site drop-down list, select a value.
From the RF drop-down list, select a value.

Check the Write Tag Configto AP check box to push the tags to the AP so that the AP can save and remember
this information even when the AP is moved from one controller to another.

Click Update & Apply to Device.

Deleting Saved Tags on the Access Point

Step 1
Step 2

Step 3
Step 4

Step 5

Procedure

Choose Configuration > Wireless > Access Points.

Click an AP from the list of APs.
The Edit AP window is displayed.

In the Edit AP window, choose the Advanced tab.

In the Set to Factory Default section, check the Clear Resolved Tag Config check box to clear the saved
tags on an AP.

Click Update & Apply to Device.

Configuring AP Tag Persistency (CLI)

Before you begin

For an AP to preserve its policy tag, site tag, and RF tag configured from the primary controller, these tags
must also exist on the other controllers that the AP connect to. If all the three tags do not exist, the AP applies
the default policy tag, site tag, and RF tag. Similarly, the tag policy is applicable even if one or two tags exist.
AP tag persistency helps in priming an AP in N+1 redundancy scenarios. For more information about
configuring tags, see

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-6/config-guide/b wl 17 6 cg/m config model.html.
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Note  After being enabled, AP tag persistency is performed during AP join. Therefore, if there are any APs that are
already joined to the controller, those APs must rejoin the controller.

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal

Step 2 ap tag persistency enable Configures AP tag persistency.
Example:
Device (config) # ap tag persistency enable

Step 3 end Exits configuration mode and returns to
Example: privileged EXEC mode.
Device (config) # end

Verifying AP Tag Persistency

To verify AP tag persistency in the primary controller, use the following command:

Device# show ap tag summary
Number of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name
Misconfigured Tag Source
Cisco0l AP XXKX . XKXKX . KXXK default-site-tag OpenRoaming default-rf-tag
No Static

N

Note Ifthe Tag Source displays Static or Filter, it means that the AP tag mappings were configured on the primary
controller. If the source displays Default, it means that the AP received the default tags when joining the
controller.

To verify the AP tag persistency in the secondary controller, use the following command:

Device# show ap tag summary
Number of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name
Misconfigured Tag Source

Cisco0l1_AP XXX . XXXX . XKXXX default-site-tag OpenRoaming default-rf-tag
No AP
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Note If the Tag Source displays AP, it means that the policy tag, site tag, and RF tag match what was configured
on the primary controller, indicating that the AP tags have persisted across controllers.
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LED States for Access Points

* Information About LED States for Access Points, on page 245

* Configuring LED State in Access Points (GUI), on page 245

* Configuring LED State for Access Points in the Global Configuration Mode (CLI), on page 246
* Configuring LED State in the AP Profile, on page 246

» Verifying LED State for Access Points, on page 247

Information About LED States for Access Points

In a wireless LAN network where there are a large number of access points, it is difficult to locate a specific
access point associated with the controller. You can configure the controller to set the LED state of an access
point so that it blinks and the access point can be located. This configuration can be done in the wireless
network on a global as well as per-AP level.

The LED state configuration at the global level takes precedence over the AP level.

Y

Note For APs that have Ethernet LEDs in addition to the main system LED, the Ethernet LEDs are enabled or

disabled (switched ON or OFF) as per the system LED. For example, if the system LED is ON, the Ethernet
LED will also be ON.

Configuring LED State in Access Points (GUI)

Step 1
Step 2

Step 3

Step 4

Procedure

Choose Configuration > Wireless > Access Points.

Click an AP from the AP list.
The Edit AP window is displayed.

In the General tab, under the General section, click the box adjacent to the LED State field to enable or
disable the LED state.

From the LED Brightness Level drop-down list, choose a value from 1 to 8.
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Step 5

Click Update & Apply to Device.
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Configuring LED State for Access Points in the Global
Configuration Mode (CLI)

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode. Enter your
password if prompted.

Step 2

ap name Cisco-AP-name led

Example:

Device# ap name Cisco-AP-name led

Enables the LED state for Cisco APs, globally.

Step 3

ap name Cisco-AP-name led-brightness-level
1-8
Example:

Device# ap name Cisco-AP-name
led-brightness-level 4

Configures the LED brightness level. Value of
the brightness is from 1 to 8.

Configuring LED State in the AP Profile

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap profile default-ap-profile

Example:

Device (config) #ap profile
default-ap-profile

Enters the AP profile configuration mode.

Step 3

led

Example:

Device (config-ap-profile)# led

Enables the LED-state for all Cisco APs.
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Verifying LED State for Access Points

To verify the LED state of the access points, use the following command:
show ap name AXXX-APXXXX.bdXX.f2XX config general

Device# show ap name AXXX-APXXXX.bdXX.f2XX config general
Cisco AP Name : AXXX-APXXXX.bdXX.f2XX

Cisco AP Identifier : 0cXX.bdXX.65XX

Country Code : Multiple Countries : FR,IN,US

Regulatory Domain Allowed by Country : 802.1lbg:-AE 802.1la:-ABDEN
AP Country Code : US - United States

AP Regulatory Domain

802.11bg : -A

802.11a : -B

CAPWAP Preferred mode : IPv4
CAPWAP UDP-Lite : Not Configured
AP Submode : WIPS

Office Extend Mode : Disabled
Dhcp Server : Disabled

Remote AP Debug : Disabled
Logging Trap Severity Level : information
Logging Syslog facility : kern
Software Version : 17.X.0.XXX
Boot Version : 1.1.X.X

Mini IOS Version : 0.0.0.0

Stats Reporting Period : 180

LED State : Enabled

MDNS Group Id : O
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Secure Data Wipe

* Secure Data Wipe, on page 249

Secure Data Wipe

The Secure Data Wipe feature allows you to securely erase files from the file system of Cisco APs by using
the clear ap config command. This new command triggers a secure data wipe in an AP. Additionally, this
feature also stores basic information about the wipeout along with the wipeout status. The data stored in the
AP flash helps to verify the files erased from the AP file system, and troubleshoot issues. Use the clear ap
config to view the wipeout history details.

The following files are securely erased, without scope of recovery:

* Configuration and backup configuration files
* Crash files

* Log files

* Boot variables

* Package logs

To check the output of the data wipe, run the following AP command:

Cisco-AP# show flash wipeout-log
DATA SANITATION LOGS

Filesystem Name : Flash

Filesystem size : 519 M (bytes)
Total Files : 95

Data Wipe Time : Fri Mar 8 09:50:49 UTC 2024
Data Wipe method : CLEAR

Files cleared : 92

Bytes cleared : 5484544 (bytes)
Total Free byte : 458846208 (bytes)
Device PID : C9130AXI-E
Serial number : KWC233202MN

Data Wipe Status : SUCCESS
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Note * Data wipe for APs in Work Group Bridge mode can be done only through the mode button, which needs
to be pressed for a duration of 20 to 60 seconds to remove storage content.

* Cisco Wave 1 APs are supported in Cisco IOS XE Amsterdam 17.3 and Cisco IOS XE Cupertino 17.9.3
and its later versions. Cisco Wave 1 APs are not supported in 17.4, 17.5,17.6, 17.7, 17.8, 17.10 and later
releases.

* Cisco Wave 2 APs are supported in Cisco IOS XE Dublin 17.11 and Cisco I0S XE 17.13.
* Cisco Wave 1 APs and Cisco Wave 2 APs are supported in Cisco IOS XE Dublin 17.12.

Table 19: Supported AP models

Cisco 10S APs Cisco COS APs Cisco Catalyst APs
3700 (/E/P) 3800 (/E/P) 91621

91641

91661

9166D1

9163E
2700 (I/E) 2800 (I/E) 9124AX (I/D/E)
17001 1815 (/W) 9136l
702W 1840 (1) 9130AX (I/E)
15321/E 1850 (I/E) 9120AX (I/E)
1570 1830 (/W) 9117AXI
— 1810 9115AX (I/E)
— 18001 9105AX (/W)
— 1540 —
— 1560 —
— 4800 —
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CAPWAP Message Aggregation

* Feature History for CAPWAP Message Aggregation, on page 251
* Information About CAPWAP Message Aggregation, on page 251
* Configuring CAPWAP Message Aggregation (CLI), on page 252
* Verifying CAPWAP Message Aggregation, on page 252

Feature History for CAPWAP Message Aggregation

This table provides release and related information about the feature explained in this section.

This feature is also available in all the releases subsequent to the one in which they are introduced in, unless

noted otherwise.

Table 20: Feature History for CAPWAP Message Aggregation

Release Feature Feature Information

Cisco I0S XE CAPWAP Message The CAPWAP Message Aggregation feature aggregates

17.14.1 Aggregation the CAPWARP control messages of the same type waiting
in the queue to be transmitted to the AP.

Information About CAPWAP Message Aggregation

The CAPWAP Message Aggregation feature aggregates the CAPWAP control messages to be sent to APs.
When APs are busy processing packets, the messages to be sent to the APs are stored in the controller. When
you enable the feature, if the last message type in the queue and the current message type are the same, the
CAPWAP messages are aggregated and capped at Maximum Transmission Unit (MTU). This improves the

performance of the system.

Guidelines

* Applicable to all AP modes.

» The CAPWAP Message Aggregation feature is disabled by default.
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Use Case
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Flex deployment use case: You can expect a round-trip delay when packets are sent over wide area network
(WAN) in Flex deployments. With the CAPWAP message aggregation, the round-trip time reduces significantly.

Also, the client join and client roam are faster.

Configuring CAPWAP Message Aggregation (CLI)

Procedure

Command or Action

Purpose

Step 1 configure terminal

Example:

Device# configure terminal

Enters global configuration mode

Step 2 ap profile ap-profile

Example:

Device (config) # ap profile
default-ap-profile

Configures an AP profile and enters the AP
profile configuration mode.

Step 3 capwap aggregation

Enables CAPWAP message aggregation. This
feature is disabled by default.

Example:
Device (config-ap-profile)# capwap
aggregation
Step 4 end Exits configuration mode and returns to
rivileged EXEC mode.
Example: P £

Device (config-ap-profile) # end

Verifying CAPWAP Message Aggregation

To view the total number of aggregated CAPWAP control packets for the controller, use the following

command:

Device# show wireless stats ap packet
Packet stats

Capwap Control Packets Received* : 11183016

Capwap Data Keep Alive Packets Received : 160399

Capwap Data DOT1X EAP Packets Received: 549

Capwap Data DOT1X Mgmt Packets Received: 6003

Capwap Data DOT1X Key Type Packets Received:
Capwap Data DOT1X Control Packets Received:
Capwap Data ARP Packets Received: 0O

Capwap Data IP Packets Received: 0

Capwap Data IPV6 Packets Received: 0

Capwap Data RRM Packets Received: 0O

Capwap Data DHCP Packets Received: 0
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Capwap Data RFID Packets Received: 0

Capwap Data IAPP Packets Received: 2531939

Capwap Dgram Input Errors : 0

Capwap Discovery Packets Received : 22299

Capwap Discovery Dgram Input Errors : 0

Aggregated Capwap Control Packets Sent: 119337

**** Note: Capwap control packets exclude discovery/primary discovery packets ****

To verify the status of the CAPWAP message aggregation feature, use the following command:

Device# show ap profile name default-ap-profile detailed

AP Profile Name : default-ap-profile
Description : default custom profile
Country code : Not configured
Stats Timer : 180

Link Latency : ENABLED

Data Encryption : DISABLED

LED State : ENABLED

NTP server : 0.0.0.0

NTP Authentication : DISABLED

Jumbo MTU : ENABLED

24ghz Report Interval : 90

5ghz Report Interval : 90

bssid stats status : ENABLED

bssid stats frgncy interval : 120

bssid neighbor stats status : ENABLED

bssid neighbor stats interval : 120

CAPWAP Control Aggregation : ENABLED
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SuiteB-1X and SuiteB-192-1X Support in
FlexConnect Mode for WPA2 and WPA3

* Information about SuiteB-1X and SuiteB-192-1X Support in FlexConnect Mode for WPA2 and WPA3,
on page 255

* Configuring SuiteB Ciphers (GUI), on page 256

* Configuring Suite-B Ciphers (CLI), on page 256

* Verifying SuiteB Cipher Status, on page 258

Information about SuiteB-1X and SuiteB-192-1X Support in
FlexConnect Mode for WPA2 and WPA3

Support for SuiteB-192-1X and SuiteB-1X Ciphers in FlexConnect Mode

From Cisco IOS XE 17.15.1 onwards, Cisco WLAN FlexConnect mode supports enterprise authentication
key management (AKM) — SuiteB-192-1X (AKM 12) and SuiteB-1X (AKM 11). These AKMs are already
supported in the Local mode. This section describes the configuration for SuiteB-192-1X and SuiteB-1X in
FlexConnect mode, and also the requirements to support Galois Counter Mode Protocol 128 (GCMP-128),
GCMP-256, and Counter Cipher Mode with Block Chaining Message Authentication Code Protocol 256
(CCMP-256) ciphers for pairwise transport keys (PTK) and group temporal key (GTK) derivation in
FlexConnect Local Authentication mode and FlexConnect Central Authentication mode.

Authentication Types and Ciphers in FlexConnect Mode During PTK and GTK Derivation
* In WPA2 FlexConnect mode:
» SUITEB192-1X ciphers are CCMP-256 and GCMP-256.

» SUITEB-1X cipher is GCMP-128.

» In WPA3 FlexConnect mode:
* SUITEB192-1X cipher is GCMP-256.

* SUITEB-1X cipher is GCMP-128.
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Configuring SuiteB Ciphers (GUI)

Procedure

Step 1 Choose Configuration > Tags & Profiles> WLANS.
Step 2 Click Add.

The Add WL AN window is displayed.
Step 3 In the General tab, enter the Profile Name, SSID, and the WLAN ID.
Step 4 Choose Security > Layer 2, select one of the following options:

* WPA + WPA2
* WPA2 + WPA3
* WPA3

The Auth Key Mgmt (AKM) section will be populated with the possible AKMs supported by the cipher that
is selected in the WPA2/WPA3 Encryption section. Valid cipher and AKM combinations are displayed in
the Auth Key Mgmt (AKM) section.

Step 5 In the WPA2 Encryption section, select one of the following ciphers:

+ CCMP256
+ GCMP128
* GCMP256

Note The AES(CCM P128) cipher is selected by default. Multiple ciphers are not currently supported. Clear
the AES(CCM P128) cipher check box and then select the desired cipher.

Valid cipher and AKM combinations are displayed in the Auth Key Mgmt (AKM) section.

Step 6 In the Fast Transition section and in the Status drop-down list, select Disabled.
Note Disable Fast Transition when Suite-B cipher (GCMP256/CCMP256/GCMP128) is configured.

Step 7 In the Auth Key Mgmt (AKM) section, check the SUITEB-1X check box.
Step 8 Click Apply to Device.

Configuring Suite-B Ciphers (CLI)

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
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Command or Action

Purpose

Step 2

wlan wlan-profile-name wlan-id ssid-name

Example:

Device (config) # wlan suiteb-profile 17
suiteb-ssid01

Configures the WLAN profile and SSID. Enters
the WLAN configuration mode.

Step 3

security wpawpa2 ciphers {aes| ccmp256 |
gcmp128 | gcmp256}
Example:

Device (config-wlan)# security wpa wpa2
ciphers aes

Configures the CCMP-128 support by default.

Configuring GCMP-128, GCMP-256, or CCMP-256 (CLI)

Procedure

Command or Action

Purpose

Step 1

security wpa wpa2

Example:

Device (config-wlan) # security wpa wpa2

Configures the WPA2 support for a WLAN
profile.

Step 2

no security wpa akm dot1x

Example:

Device (config-wlan)# no security wpa ak
dotlx

Disables security AKM for 802.1X.

Step 3

Nno secur ity wpa wpa2 ciphersccmp128

Example:

Device (config-wlan) # no security wpa wpa?2
ciphers ccmpl28

Disables the SuiteB CCMP-128 cipher.

Step 4

security wpawpa2 ciphers {aes| ccmp256 |
gcmp128 | gcmp256}
Example:

Device (config-wlan) # security wpa wpa2
ciphers gcmp256

Configures either the CCMP-256 cipher, the
GCMP-128 cipher, or the GCMP-256 cipher.

Step 5

security dot1x authentication-list
authlist-name
Example:

Device (config-wlan) # security dotlx
authentication-list suiteb-authlist

Sets the authentication list for IEEE 802.1X.
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Verifying SuiteB Cipher Status

Verifying SuiteB Cipher in a WLAN Profile

To verify the SuiteB cipher status in a WLAN profile, use the following command:

Device# show wlan id 3
saurabh-vwlc#show wlan id 3

WLAN Profile Name : FIPS
Identifier

Network Name (SSID)

Status

Security

802.11 Authentication
Static WEP Keys
802.1X
Wi-Fi Protected Access (WPA/WPA2)
WPA (SSN IE)
WPA2 (RSN IE)
AES Cipher
CCMP256 Cipher
GCMP128 Cipher
GCMP256 Cipher
Auth Key Management
802.1x
PSK
CCKM
FT dotlx
FT PSK
PMF dotlx
PMF PSK
SUITEB-1X
SUITEB192-1X

Verifying SuiteB Cipher Status using MAC Address

3
FIPS
Enabled

Open System
Disabled
Disabled
Enabled
Disabled
Enabled
Enabled

: Enabled
: Disabled
: Disabled

Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

: Enabled

Lightweight Access Points |

To verify the SuiteB cipher status using a MAC address, use the following command:

Device# show wireless client mac-address H.H.H detail

Client MAC Address : a8XX.ddXX.05XX
Client IPv4 Address : 169.254.175.214

Policy Type : WPA2
Encryption Cipher : CCMP256
Authentication Key Management : SUITEB192-1X
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PART III

Radio Resource Management

* Radio Resource Management, on page 261

* Coverage Hole Detection, on page 287

* Cisco Flexible Radio Assignment, on page 293

* XOR Radio Support, on page 301

« Cisco Receiver Start of Packet, on page 307

* Client Limit, on page 311

* [P Theft, on page 313

» Unscheduled Automatic Power Save Delivery, on page 317
* Target Wake Time, on page 319

* Enabling USB Port on Access Points, on page 325
 Zero Wait Dynamic Frequency Selection, on page 329






CHAPTER 1 7

Radio Resource Management

* Information About Radio Resource Management, on page 261
* Restrictions for Radio Resource Management, on page 265

* How to Configure RRM, on page 266

* Monitoring RRM Parameters and RF Group Status, on page 276
» Examples: RF Group Configuration, on page 277

* Information About ED-RRM, on page 278

* Information About Rogue PMF Containment, on page 278

* Enabling Rogue PMF Containment, on page 279

» Verifying PMF Containment, on page 280

* Information About Rogue Channel Width, on page 280

* Configuring Rogue Channel Width (CLI), on page 281

* Configuring Rogue Classification Rules (GUI), on page 282

» Verifying Rogue Channel Width, on page 284

Information About Radio Resource Management

The Radio Resource Management (RRM) software that is embedded in the device acts as a built-in Radio
Frequency (RF) engineer to consistently provide real-time RF management of your wireless network. RRM
enables devices to continually monitor their associated lightweight access points for the following information:

* Traffic load—The total bandwidth used for transmitting and receiving traffic. It enables wireless LAN
managers to track and plan network growth ahead of client demand.

* Interference—The amount of traffic coming from other 802.11 sources.
* Noise—The amount of non-802.11 traffic that is interfering with the currently assigned channel.

» Coverage—The Received Signal Strength (RSSI) and signal-to-noise ratio (SNR) for all connected
clients.

* Other —The number of nearby access points.

RRM performs these functions:
* Radio resource monitoring

* Power control transmission
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* Dynamic channel assignment
* Coverage hole detection and correction

* RF grouping

)

Note RRM grouping does not occur when an AP operates in a static channel that is not in the DCA channel list.
The Neighbor Discovery Protocol (NDP) is sent only on DCA channels; therefore, when a radio operates on
a non-DCA channel, it does not receive NDP on the channel.

Radio Resource Monitoring

RRM automatically detects and configures new devices and lightweight access points as they are added to
the network. It then automatically adjusts the associated and nearby lightweight access points to optimize
coverage and capacity.

Lightweight access points can scan all the valid channels for the country of operation as well as for channels
available in other locations. The access points in local mode go offchannel for a period not greater than 70
ms to monitor these channels for noise and interference. Packets collected during this time are analyzed to
detect rogue access points, rogue clients, ad-hoc clients, and interfering access points.

\}

Note In the presence of voice traffic or other critical traffic (in the last 100 ms), access points can defer off-channel
measurements. The access points also defer off-channel measurements based on the WLAN scan priority
configurations.

Each access point spends only 0.2 percent of its time off channel. This activity is distributed across all the
access points so that adjacent access points are not scanning at the same time, which could adversely affect
wireless LAN performance.

Transmit Power Control

The device dynamically controls access point transmit power based on the real-time wireless LAN conditions.

The Transmit Power Control (TPC) algorithm increases and decreases an access point’s power in response
to changes in the RF environment. In most instances, TPC seeks to lower an access point's power to reduce
interference, but in the case of a sudden change in the RF coverage, for example, if an access point fails or
becomes disabled, TPC can also increase power on the surrounding access points. This feature is different
from coverage hole detection, which is primarily concerned with clients. TPC provides enough RF power to
achieve the required coverage levels while avoiding channel interference between access points. We recommend
that you select TPCv1; TPCv2 option is deprecated. With TPCv1, you can select the channel aware mode;
we recommend that you select this option for 5 GHz, and leave it unchecked for 2.4 GHz.
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Overriding the TPC Algorithm with Minimum and Maximum Transmit Power Settings .

Overriding the TPC Algorithm with Minimum and Maximum Transmit Power

Settings

The TPC algorithm balances RF power in many diverse RF environments. However, it is possible that automatic
power control will not be able to resolve some scenarios in which an adequate RF design was not possible to
implement due to architectural restrictions or site restrictions, for example, when all the access points must
be mounted in a central hallway, placing the access points close together, but requiring coverage to the edge
of the building.

In these scenarios, you can configure maximum and minimum transmit power limits to override TPC
recommendations. The maximum and minimum TPC power settings apply to all the access points through
RF profiles in a RF network.

To set the Maximum Power Level Assignment and Minimum Power Level Assignment, enter the maximum
and minimum transmit power used by RRM in the fields in the Tx Power Control window. The range for
these parameters is -10 to 30 dBm. The minimum value cannot be greater than the maximum value; the
maximum value cannot be less than the minimum value.

If you configure a maximum transmit power, RRM does not allow any access point attached to the controller,
to exceed this transmit power level (whether the power is set by RRM TPC or by coverage hole detection).
For example, if you configure a maximum transmit power of 11 dBm, no access point will transmit above 11
dBm, unless the access point is configured manually.

Dynamic Channel Assignment

Two adjacent access points on the same channel can cause either signal contention or signal collision. In a
collision, data is not received by the access point. This functionality can become a problem, for example,
when someone reading an e-mail in a café affects the performance of the access point in a neighboring business.
Even though these are separate networks, someone sending traffic to the café on channel 1 can disrupt
communication in an enterprise using the same channel. Devices can dynamically allocate access point channel
assignments to avoid conflict and increase capacity and performance. Channels are reused to avoid wasting
scarce RF resources. In other words, channel 1 is allocated to a different access point far from the café, which
is more effective than not using channel 1 altogether.

The device’s Dynamic Channel Assignment (DCA) capabilities are also useful in minimizing adjacent channel
interference between access points. For example, two overlapping channels in the 802.11b/g band, such as 1
and 2, cannot simultaneously use 11 or 54 Mbps. By effectively reassigning channels, the device keeps adjacent
channels that are separated.

Note We recommend that you use only nonoverlapping channels (1, 6, 11, and so on).

Note Channel change does not require you to shut down the radio.

The device examines a variety of real-time RF characteristics to efficiently handle channel assignments as
follows:

* Access point received energy: The received signal strength measured between each access point and its
nearby neighboring access points. Channels are optimized for the highest network capacity.
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* Noise: Noise can limit signal quality at the client and access point. An increase in noise reduces the
effective cell size and degrades user experience. By optimizing channels to avoid noise sources, the
device can optimize coverage while maintaining system capacity. If a channel is unusable due to excessive
noise, that channel can be avoided.

802.11 interference: Interference is any 802.11 traffic that is not a part of your wireless LAN, including
rogue access points and neighboring wireless networks. Lightweight access points constantly scan all
the channels looking for sources of interference. If the amount of 802.11 interference exceeds a predefined
configurable threshold (the default is 10 percent), the access point sends an alert to the device. Using the
RRM algorithms, the device may then dynamically rearrange channel assignments to increase system
performance in the presence of the interference. Such an adjustment could result in adjacent lightweight
access points being on the same channel, but this setup is preferable to having the access points remain
on a channel that is unusable due to an interfering foreign access point.

In addition, if other wireless networks are present, the device shifts the usage of channels to complement
the other networks. For example, if one network is on channel 6, an adjacent wireless LAN is assigned
to channel 1 or 11. This arrangement increases the capacity of the network by limiting the sharing of
frequencies. If a channel has virtually no capacity remaining, the device may choose to avoid this channel.
In huge deployments in which all nonoverlapping channels are occupied, the device does its best, but
you must consider RF density when setting expectations.

Load and utilization: When utilization monitoring is enabled, capacity calculations can consider that
some access points are deployed in ways that carry more traffic than other access points, for example, a
lobby versus an engineering area. The device can then assign channels to improve the access point that
has performed the worst. The load is taken into account when changing the channel structure to minimize
the impact on the clients that are currently in the wireless LAN. This metric keeps track of every access
point’s transmitted and received packet counts to determine how busy the access points are. New clients
avoid an overloaded access point and associate to a new access point. This Load and utilization parameter
is disabled by default.

The device combines this RF characteristic information with RRM algorithms to make system-wide decisions.
Conflicting demands are resolved using soft-decision metrics that guarantee the best choice for minimizing
network interference. The end result is optimal channel configuration in a three-dimensional space, where
access points on the floor above and below play a major factor in an overall wireless LAN configuration.

\}

Note InaDynamic Frequency Selection (DFS) enabled AP environment, ensure that you enable the UNII2 channels
option under the DCA channel to allow 100-MHz separation for the dual 5-GHz radios.

The RRM startup mode is invoked in the following conditions:

* In a single-device environment, the RRM startup mode is invoked after the device is upgraded and
rebooted.

* In a multiple-device environment, the RRM startup mode is invoked after an RF Group leader is elected.

* You can trigger the RRM startup mode from the CLI.

The RRM startup mode runs for 100 minutes (10 iterations at 10-minute intervals). The duration of the RRM
startup mode is independent of the DCA interval, sensitivity, and network size. The startup mode consists of
10 DCA runs with high sensitivity (making channel changes easy and sensitive to the environment) to converge
to a steady-state channel plan. After the startup mode is finished, DCA continues to run at the specified interval
and sensitivity.
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Coverage Hole Detection and Correction .

Note

DCA algorithm interval is set to 1 hour, but DCA algorithm always runs in default interval of 10 min, channel
allocation occurs at 10-min intervals for the first 10 cycles, and channel changes occur as per the DCA algorithm
every 10 min. After that the DCA algorithm goes back to the configured time interval. This is common for
both DCA interval and anchor time because it follows the steady state.

Invoking channel update will not result in any immediate changes until the next DCA interval is triggered.

Note

If Dynamic Channel Assignment (DCA)/Transmit Power Control (TPC) is turned off on the RF group member,
and auto is set on RF group leader, the channel or TX power on a member gets changed as per the algorithm
that is run on the RF group leader.

Coverage Hole Detection and Correction

The RRM coverage hole detection algorithm can detect areas of radio coverage in a wireless LAN that are
below the level needed for robust radio performance. This feature can alert you to the need for an additional
(or relocated) lightweight access point.

If clients on a lightweight access point are detected at threshold levels (RSSI, failed client count, percentage
of failed packets, and number of failed packets) lower than those specified in the RRM configuration, the
access point sends a “coverage hole” alert to the device. The alert indicates the existence of an area where
clients are continually experiencing poor signal coverage, without having a viable access point to which to
roam. The device discriminates between coverage holes that can and cannot be corrected. For coverage holes
that can be corrected, the device mitigates the coverage hole by increasing the transmit power level for that
specific access point. The device does not mitigate coverage holes caused by clients that are unable to increase
their transmit power or are statically set to a power level because increasing their downstream transmit power

might increase interference in the network.

Restrictions for Radio Resource Management

* If an AP tries to join the RF-group that already holds the maximum number of APs it can support, the
device rejects the application and throws an error.
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How to Configure RRM

Configuring Neighbor Discovery Type (CLI)

Procedure

Radio Resource Management |

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap dotll {24ghz | 5ghz} rrm ndp-type
{protected | transparent}

Example:

Device (config) #ap dotll 24ghz rrm
ndp-type protected

Device (config) #ap dotll 24ghz rrm
ndp-type transparent

Configures the neighbor discovery type. By
default, the mode is set to “transparent”.

* protected: Sets the neighbor discover type
to protected. Packets are encrypted.

* transparent: Sets the neighbor discover
type to transparent. Packets are sent as is.

Step 3

end

Example:

Device (config) # end

Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
global configuration mode.

Configuring Transmit Power Control

Configuring the Tx-Power Control Threshold (CLI)

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap dotll {24ghz | 5ghz} rrm tpc-threshold
threshold_value

Example:

Device (config) #ap dotll 24ghz rrm
tpc-threshold -60

Configures the Tx-power control threshold used
by RRM for auto power assignment. The range
is from —80 to —50.
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Command or Action Purpose
Step 3 end Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
Example: .
global configuration mode.
Device (config) # end

Configuring the Tx-Power Level (CLI)

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 ap dot11 {24ghz | 5ghz} rrm Configures the 802.11 tx-power level
;);%cgvev}er {trans_power_level | auto| max | min « trans_power_level—Sets the transmit
power level.
Example:
» auto—Enables auto-RF.
Device (config) #ap dotll 24ghz rrm txpower . maxfconﬁgures the maximum auto-RF
auto tx-power.
» min—Configures the minimum auto-RF
tx-power.
» once—Enables one-time auto-RF.
Step 3 end Returns to privileged EXEC mode.
Example:
Device (config) # end

Configuring 802.11 RRM Parameters

Configuring Advanced 802.11 Channel Assignment Parameters (CLI)

Procedure
Command or Action Purpose

Step 1 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
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Radio Resource Management |

Command or Action

Purpose

Step 2

ap dot11 {24ghz | 5ghz} rrm channel
cleanair-event sensitivity {high | low |
medium}

Example:

Device (config) #ap dotll 24ghz rrm channel|

cleanair-event sensitivity high

Configures CleanAir event-driven RRM
parameters.

» High—Specifies the most sensitivity to
non-Wi-Fi interference as indicated by the
air quality (AQ) value.

 Low-Specifies the least sensitivity to
non-Wi-Fi interference as indicated by the
AQ value.

* Medium-Specifies medium sensitivity to
non-Wi-Fi interference as indicated by the
AQ value.

Step 3

ap dot11 {24ghz | 5ghz} rrm channel dca { |
anchor-time| global {auto | once} | interval
| min-metric | sengitivity {high | low |
medium}}

Example:

Device (config) #ap dotll 24ghz rrm channel|

dca interval 2

Configures Dynamic Channel Assignment
(DCA) algorithm parameters for the 802.11
band.

« —Enter a channel number to be added to
the DCA list.

+ anchor-time-Configures the anchor time
for the DCA. The range is between 0 and
23 hours.

+ global-Configures the DCA mode for all
802.11 Cisco APs.

« auto-Enables auto-RF.

+ once-Enables auto-RF only once.

« interval-Configures the DCA interval
value. The values are 1, 2, 3,4, 6, 8, 12
and 24 hours and the default value 0
denotes 10 minutes.

» min-metric-Configures the DCA
minimum RSSI energy metric. The range
is between -100 and -60.

+ sengitivity—Configures the DCA sensitivity
level to changes in the environment.

* high—Specifies the most sensitivity.
* low—Specifies the least sensitivity.

» medium-Specifies medium
sensitivity.

Step 4

ap dot11 5ghz rrm channel dca chan-width

{20 40| 80}

Configures the DCA channel bandwidth for all
802.11 radios in the 5-GHz band. Sets the
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Configuring 802.11 Coverage Hole Detection (CLI) .

Command or Action

Purpose

Example:

Device (config) #ap dotll 5ghz rrm channel]

dca chan-width best

channel bandwidth to 20 MHz, 40 MHz, or 80
MHz, ; 20 MHz is the default value for channel
bandwidth. 80 MHz is the default value for best.
Set the channel bandwidth to best before
configuring the constraints.

Step 5

ap dot11 {24ghz | 5ghz} rrm channel device

Example:

Device (config) #ap dotll 24ghz rrm channel|
device

Configures the persistent non-Wi-Fi device
avoidance in the 802.11 channel assignment.

Step 6

ap dot11 {24ghz | 5ghz} rrm channel foreign

Example:

Device (config) #ap dotll 24ghz rrm channel|
foreign

Configures the foreign AP 802.11 interference
avoidance in the channel assignment.

Step 7

ap dot11 {24ghz | 5ghz} rrm channel load

Example:

Device (config) #ap dotll 24ghz rrm channel|
load

Configures the Cisco AP 802.11 load avoidance
in the channel assignment.

Step 8

ap dot11 {24ghz | 5ghz} rrm channel noise

Example:

Device (config) #ap dotll 24ghz rrm channel|
noise

Configures the 802.11 noise avoidance in the
channel assignment.

Step 9

end

Example:

Device (config) # end

Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
global configuration mode.

Configuring 802.11 Coverage Hole Detection (CLI)

Procedure

Command or Action

Purpose

Step 1

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 2

ap dot11 {24ghz | 5ghz} rrm coverage
data{fail-percentage | packet-count |

rssi-threshold}

Configures the 802.11 coverage hole detection
for data packets.
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Radio Resource Management |

Command or Action

Purpose

Example:

Device (config)#ap dotll 24ghz rrm
coverage
data fail-percentage 60

« fail-percentage: Configures the 802.11
coverage failure-rate threshold for uplink
data packets as a percentage that ranges
from 1 to 100%.

* packet-count: Configures the 802.11
coverage minimum failure count threshold
for uplink data packets that ranges from 1
to 255.

* rssi-threshold: Configures the 802.11
minimum receive coverage level for data
packets that range from —90 to —60 dBm.

Step 3

ap dot11 {24ghz | 5ghz} rrm coverage
exception global exception level

Example:
Device (config) #ap dotll 24ghz rrm

coverage
exception global 50

Configures the 802.11 Cisco AP coverage
exception level as a percentage that ranges from
0 to 100%.

Step 4

ap dot11 {24ghz | 5ghz} rrm coverage level
global cli_min exception level

Example:
Device (config) #ap dotll 24ghz rrm

coverage
level global 10

Configures the 802.11 Cisco AP client
minimum exception level that ranges from 1 to
75 clients.

Step 5

ap dot11 {24ghz | 5ghz} rrm coverage
voice{fail-percentage | packet-count |
rssi-threshold}

Example:
Device (config) #ap dotll 24ghz rrm

coverage
voice packet-count 10

Configures the 802.11 coverage hole detection
for voice packets.

« fail-per centage: Configures the 802.11
coverage failure-rate threshold for uplink
voice packets as a percentage that ranges
from 1 to 100%.

« packet-count: Configures the 802.11
coverage minimum failure count threshold
for uplink voice packets that ranges from
1 to 255.

* rssi-threshold: Configures the 802.11
minimum receive coverage level for voice
packets that range from —90 to —60 dBm.

Step 6

end

Example:

Device (config) # end

Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
global configuration mode.
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Configuring 802.11 Event Logging (CLI)

Procedure
Command or Action Purpose

Step 1 configure terminal Enters global configuration mode.
Example:

Device# configure terminal

Step 2 ap dot11 24ghz | 5ghz rrm logging{channel | Configures event-logging for various
| coverage | foreign | load | noise | parameters.

performance | txpower }  channel—Configures the 802.11 channel

Example: change logging mode.

Device (config) #ap dotll 24ghz rrm logging| * cover age—Configure.S the 802.11
channel coverage profile logging mode.

Device (config) #ap dotll 24ghz rrm logging « foreign—Configures the 802.11 foreign
coverage interference profile logging mode.

Device (config) #ap dotll 24ghz rrm logging * load—Configures the 802.11 load profile
foreign logging mode.

Device (config) #ap dotll 24ghz rrm logging  « noise—Configures the 802.11 noise profile
load logging mode.

Device (config) #ap dotll 24ghz rrm logging R perfor mance Conﬁgures the 802.11
noise .
performance profile logging mode.

Device (config) #ap dotll 24ghz rrm logging

performance * txpower—Configures the 802.11 transmit

power change logging mode.
Device (config) #ap dotll 24ghz rrm logging

txpower
Step 3 end Returns to privileged EXEC mode.
Alternatively, you can also press Ctrl-Z to exit
Example:

global configuration mode.
Device (config) # end

Configuring 802.11 Statistics Monitoring (CLI)

Procedure
Command or Action Purpose
Step 1 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 2 ap dot11 24ghz | 5ghz rrm monitor Sets the 802.11 monitoring channel-list for
channel-list{all | country | dca} parameters such as noise/interference/rogue.
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Radio Resource Management |

Command or Action

Purpose

Example:

Device (config) #ap dotll 24ghz rrm monitor]
channel-list all

* all— Monitors all channels.

* country— Monitor channels used in
configured country code.

+ dca— Monitor channels used by dynamic
channel assignment.

S