Features and Services

Revised: December 21, 2009

This chapter briefly describes all the services and features that are part of the Streamlined Medium
Branch Network design and that meet the business criteria outlined in “Medium Branch Design
Considerations” section on page 4. The building blocks of the Cisco Enterprise Branch Architecture
framework are described as they apply to the Streamlined Medium Branch Network.
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Branch Network Components

Cisco offers a broad and versatile portfolio of routers, switches, and IP Phones. There are three product
lines of routers and four product lines of switches for the branch office. Each product line offers different
performance and features, enabling enterprise IT departments to meet a wide range of functional
requirements. Figure 1 provides an overview of the various Cisco Integrated Services Routers
Generation 2 (Cisco ISRs G2) that are commonly deployed in the branch office.

Streamlined Medium Branch Network System Assurance Guide



Features and Services |

M Branch Network Components

Figure 1
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To learn more about each router product line, see the Cisco Router Guide:

http://www.cisco.com/en/US/prod/collateral/routers/ps5855/prod_brochure0900aecd8019dc1f.pdf

Figure 2 provides a high-level overview of the various Catalyst switches that are commonly deployed in
the branch office.

Figure 2
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To learn more about each switch product line, see the Cisco Catalyst Switch Guide:

http://www.cisco.com/en/US/prod/switches/ps5718/ps708/networking_solutions_products_genericcont
ent0900aecd805f0955.pdf

There are four desktop IP Phone product lines that are suited for the branch office. Each phone offers
different functions and capabilities, as shown in Figure 3.

Figure 3 Branch Office Cisco Unified IP Phone 7900 Series Portfolio
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To learn more about each IP Phone, visit:

http://www.cisco.com/en/US/products/sw/voicesw/products_category_buyers_guide.html#number_1

Selecting Network Components

Selecting the appropriate routing and switching platforms for a branch office involves numerous
considerations. The most important considerations are:

e Branch office size: The platform must support required port densities for the expected number of
end-user devices.

e Features and services: The platform must support required networking services, interfaces, and
modules.

e Performance: The platform, including features and services, must handle wire speeds required by
branch applications.

e Scalability: The platform must have extra slots for DRAM, flash, interface and module expansion.
e Resiliency: The platform must support high availability and fault tolerance.

In accordance with the business criteria outlined in the “Medium Branch Design Considerations” section
on page 4, Cisco 2951 and Cisco 2921 Integrated Services Routers (ISRs) were selected for the
Streamlined Medium Branch Network.
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The Cisco 2951 ISR, shown in Figure 4, is ideal for medium-sized business and enterprise branch
offices. It offers embedded video, WAN optimization, network awareness, voice, wireless, switching,
and security features. Built for performance, it delivers multiple concurrent services at a wire speed of
up to multiple T1/E1/xDSL rate.

Figure 4 Cisco 2951 Integrated Services Router
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To learn more about the Cisco 2951 ISR, visit:
http://www.cisco.com/en/US/products/ps10544/index.html

The Cisco 2921 ISR, shown in Figure 5, offers similar functionality to that of the Cisco 2951 ISR. It
differs from the Cisco 2951 ISR in the following ways:

e Power-over-Ethernet (PoE): Thirty percent less inline power

e Scalability: Double-wide network modules are not supported

Figure 5 Cisco 2921 Integrated Services Router
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To learn more about the Cisco 2921 ISR, visit:
http://www.cisco.com/en/US/products/ps10543/index.html

Catalyst 3560 switches were selected for the Streamlined Medium Branch Network. Several different
models are available. The selection of a specific model depends on the desired number of ports, support
for PoE, and Gigabit Ethernet connectivity, and will vary from enterprise to enterprise.

The Catalyst 3560 series switch, shown in Figure 6 is an ideal access layer switch for branch-office
environments, combining both 10/100/1000 and PoE configurations and enabling the deployment of new
applications such as IP telephony, wireless access, and video surveillance. It offers Fast Ethernet and
Gigabit Ethernet connectivity and concurrent QoS, ACL, port security, link aggregation, and VLAN
functionality at forwarding rates of up to 32 Gb/s. For scalability, the Catalyst WS-C3560G-48PS-S and
Catalyst WS-C3560G-48TS-S models provide up to forty-eight 10/100/1000 ports and four small
form-factor pluggable (SFP) ports. The Catalyst WS-C3560G-48PS-S also adds the PoE option. The
main selection criterion for the Catalyst 3560 switch is support for the PoE option; however, the Catalyst
WS-C3560G-48TS-S model was tested to provide an option for connecting devices that do not require
PoE.
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Figure 6 Catalyst WS-C3560G-48PS-S/Catalyst WC-C3560G-48TS-S Switch
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To learn more about the Catalyst 3560 switch series, visit:
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http://www.cisco.com/en/US/products/hw/switches/ps5528/index.html

Cisco offers a variety of IP Phones. Selection of the appropriate phone depends on its intended usage.
The most important selection criteria for Cisco Unified 7900 Series office worker IP Phones are:

e Display: The applications used on the phone determine the need for backlight, color, and touch
screen.

e Line count: The expected usage determines the required number of phone lines or telephony
features.

e Physical features: The amount and type of phone traffic and the applications determine the required
number of buttons, the functionality of the navigation wheel, and the need to support key expansion
modules.

¢ Video: Video conferencing requires video capabilities.

When considering an IP Phone, in general, there are numerous other features to evaluate (e.g., QoS,
codec). However, all office worker Cisco 7900 Series Unified IP Phones implement the same core
features required of an enterprise class IP Phone. Therefore, the above criteria are the primary
considerations when selecting from the various options. To learn more about the features of the
Cisco Unified IP Phones, see the Cisco Unified IP Phone Features A - Z:

http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/all_models/phone_a_to_z/english/user/guid
e/az_user.html

Business criteria outlined in the “Medium Branch Design Considerations” section on page 4 specify five
different use cases for IP Phones in a branch office: moderate call volume user, heavy call volume user,
decision maker, video conferencing user, and conference room. For each of the first three use cases two
different phones were selected.

The Cisco Unified IP Phone 7942G and Cisco Unified IP Phone 7945G, shown in Figure 7, were chosen
for the moderate call-volume use case. Both phones support:

e High-fidelity audio

e High-resolution display for advanced XML applications and double-byte characters/Unicode
¢ [EEE 803.af PoE (Class 2) or local power supply

e Access to two phone lines (or combination of line access and telephony features)

¢ Integrated Ethernet switch and 10/100BASE-T Ethernet connection through an RJ-45 interface for
LAN connectivity

e Standards-compliant Session Initiation Protocol (SIP) support.

In addition, the Cisco Unified IP Phone 7945G phone offers Gigabit Ethernet VoIP telephony technology
and a large backlit color display.
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Figure 7 Cisco Unified IP Phones 7942G and 7945G
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Figure 8 Cisco Unified IP Phones 7962G and 7965G
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In addition, the Cisco Unified IP Phone 7975G features a high-resolution screen, high-fidelity wideband
audio, and Internet Low Bit Rate Codec (iLBC) support for use in lossy networks.

Figure 9 Cisco Unified IP Phones 7971G-GE and 7975G

Table 1 provides a high-level feature comparison of the six IP Phone models.

Table 1 Comparison of Cisco Unified IP Phone Models for Medium Branch Offices
Use Case Moderate Call Volume | Heavy Call Volume Decision Maker
Cisco Unified IP Phone |7942G 7945G 7962G 7965G 7971G-GE 7975G
Display Grayscale |Color Grayscale |Color 12-bit 16-bit
Color Color
Touch screen No No No No Yes Yes
Wideband speaker Yes Yes Yes Yes No Yes
Wideband handset Yes Yes Yes Yes Accessory |Yes
Wideband headset Supported |Supported |Supported |Supported |Supported |Supported
iLBC Yes Yes Yes Yes No Yes
Navigation cluster 2-way 4-way + 2-way 4-way + 4-way 4-way +
Select Select Select
Gigabit Ethernet No Yes No Yes Yes Yes
Line keys 2 2 6 (+KEM) |6 (+KEM) |6 (+KEM) |8 (+KEM)
KEM support! No No Yes Yes Yes Yes

1. KEM: Key Expansion Module.

The Cisco Unified IP Phone 7985G, shown in Figure 10, was selected for the video-conferencing use
case. The phone supports personal desktop video for instant, face-to-face communications, incorporates
all the components required for video calls (camera, LCD screen, speaker, keypad, and handset),
provides integrated Ethernet switch and 10/100BASE-T Ethernet connection through an RJ-45 interface
for LAN connectivity, and has dedicated buttons that control the video features: Self View, Picture in
Picture, Video Mute, Display, and Brightness.

[ oL-19090-01
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Figure 10 Cisco Unified IP Phone 7985G

The Cisco Unified IP Conference Station 7936, shown in Figure 11, was selected for the conference
room scenario. The conference station offers a regular telephone keypad plus three soft keys, menu
navigation keys, and a backlit, pixel-based LCD display.

Figure 11 Cisco Unified IP Conference Station 7936

WAN Services

A number of WAN technologies are available to meet the diverse business requirements of an enterprise.
This guide does not address considerations and issues pertaining to enterprise WAN design. However,
certain aspects of WAN deployment, such as basic connectivity and routing, affect configuration of the
branch office router and influence the use of specific features and services in the branch network. To
ensure its relevance and applicability, the Streamlined Medium Branch Network was validated with the
most commonly deployed enterprise WANs. For detailed guidance on WAN design and implementation
see the Cisco WAN design documents at:
http://www.cisco.com/en/US/netsol/ns817/networking_solutions_program_home.html.

Today enterprises have five common WAN connectivity options for the branch office. Each option, as
shown in Figure 12, has its own set of benefits and trade-offs.

Streamlined Medium Branch Network System Assurance Guide
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Private WAN

Dedicated leased lines: Permanent point-to-point links connecting two fixed points across a provider
network. In general, the links are based on Layer 1 (SONET/SDH, T1/E1, T3/E3, xDSL)
technology. Today, because of the availability of cheaper alternatives, only branches that have
special business requirements, that are geographically near a central site, or that are limited by
availability of local connection options, favor dedicated lines.

Circuit-switched transmission service: Dynamically created point-to-point links over telephone
wires. The links are typically based on analog dialup or ISDN technology. Today, because of
bandwidth limitations and lengthy call setup, they are mainly used for voice services or as a primary
link backup.

Packet-switched transition service: Virtual point-to-point or point-to-multipoint links that are
established over a provider-administered Layer 2 network. The provider network is based on Frame
Relay, ATM, or Ethernet technology. Although this is the most widely used connectivity option for
branch offices, Frame Relay and ATM as services are declining in popularity because of MPLS
based alternatives. Using Ethernet implemented over SONET or using Ethernet switches is gaining
popularity in the form of carrier Ethernet services (L2VPN) such as Ethernet Private Line (EPL),
Ethernet Virtual Private Line (EVPL), or Ethernet-LAN (E-LAN).

Label-switched transmission service: Virtual any-to-any links running on top of a packet or
circuit-switched network. The provider network is based on MPLS technology, which is emerging
as the foundation of next-generation WAN’s that can deliver a wide range of advanced services such
as Layer 3 VPN (L3VPN), or as transport mechanisms for carrier Ethernet services (L2VPN)
mentioned above.

Public WAN

Internet broadband link: Shared any-to-any links over the Internet. This has become an attractive
connectivity option in recent years for smaller branch offices as VPN technologies has matured and
as broadband connectivity has become more widely available. For medium branch offices, this
connectivity option is mainly used as a primary link backup. In general, broadband links are based
on dialup, cable, and terrestrial or satellite wireless technologies.

[ oL-19090-01
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Figure 12
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A WAN includes transmission service available from a service provider and an access link to the service
provider network. Selecting the appropriate provider network service and the access link involves many
considerations. For a branch office, the most important considerations are:

e Purpose: The WAN service must provide seamless access to any site in the enterprise.

¢ Geographic scope: The WAN service must provide access to both regional and global sites.

i Streamlined Medium Branch Network System Assurance Guide
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e Traffic profile: For the Streamlined Medium Branch Network, the WAN service must support up to
6 Mb/s of data, voice, and video traffic.

¢ Quality guarantee: The WAN service much provide a mechanism to ensure quality of service (QoS).

e Security: The WAN service must provide a mechanism to ensure traffic privacy.

e Existing infrastructure: The WAN service must be consistent with or must leverage existing WAN

deployment.

e Availability: Selection of the WAN service must take into account local availability.

e Cost: The WAN service cost must be evaluated based on how well it meets the above considerations.

Table 2 lists advantages and disadvantages of the most commonly used WAN transmission services for

a branch office.

Table 2

Common WAN Transmission Service Options for a Medium Branch Office

Service Type

Advantage

Disadvantage

Appropriate for Branches

Leased Line

e Secure and private

e Uncontended

e Expensive

¢ Point-to-point

Geographically close
to campus or data
center

bandwidth « Fixed bandwidth o
e Reliable and * Wlth, Cn,t ical
predictable apph.catlons that
require guaranteed
* Supports any bandwidth
protocol
Frame Relay (FR) e Cost effective ® Variable e Withlegacy FR WAN
Service bandwidth, deployment

e Adjustable
bandwidth

e Extensive coverage
e Secure and private

e Reliable and

resilient

e Flexible and
scalable

e [P and non-IP
protocols

latency, and jitter
e Point-to-point

e Inefficient QoS

With hub-and-spoke
WAN topology

With non-IP
applications
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Table 2

Common WAN Transmission Service Options for a Medium Branch Office (continued)

Service Type

Advantage

Disadvantage

Appropriate for Branches

Layer 3 Virtual Private
Network Service
(MPLS L3VPN)

e Same benefits as
Frame Relay except
for support of
non-IP protocols

¢ Any-to-any
connectivity

® QoS provisioning
e Traffic engineering

e Support wide
variety of IP
applications

e Potentially costly
migration

e Proprietary to
service provider
network

e Limited global
availability

e Supports only IP

e Most medium and
large branch offices

Layer 2 Virtual Private
Wire Service (VPWS)

e Same benefits as
Frame Relay

e Transparent LAN
integration

¢ Low administrative
overhead

e Potentially costly

migration
e Limited
availability
e Limited
scalability

e Point-to-point

e With enterprise
control over WAN
routing

e With non-IP
applications

In addition to these general considerations, a WAN service must meet the business criteria outlined in
the “Medium Branch Design Considerations” section on page 4. To ensure its relevance and
applicability, the Streamlined Medium Branch Network was validated with all the WAN service options
listed in Table 2. Specific design considerations related to each WAN service type are described in the

following sections:

e Leased-line Deployment, page 15

e Frame Relay Service Deployment, page 16

e L3VPN Service Deployment, page 17
e VPWS Services, page 19

To access the WAN service, a branch office needs a local loop to the nearest location where the provider
makes the service available. Typically, this is a dedicated leased line to the edge of the provider’s
network. To support 50 to 100 active users and a large number of centrally hosted applications, the
following connection types and bandwidth options are appropriate:

e Multiple T1 carrier lines connected to an HWIC-4T interface, shown in Figure 13

i Streamlined Medium Branch Network System Assurance Guide
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Figure 13 4-Port Serial High-Speed WAN Interface Card (HWIC-4T) with 4 T1 High-Speed Serial
Ports

To learn more about the HWIC-4T interface card, visit:

http://www.cisco.com/en/US/prod/collateral/modules/ps5949/ps6182/product_data_sheet0900aecd
80274416.html

e Gigabit Ethernet line connected to an onboard small form pluggable (SFP) port.

The specific selection of a WAN access link depends on the number of end user devices, the branch
traffic profile, the applications used in the branch, and the available budget. The Streamlined Medium
Branch Network was validated with the interface card and the onboard SFP port described previously.

Physical layer standards define the mechanical connection and electrical signaling to connect the branch
router to the service provider network, which are typically done through a channel service unit
(CSU)/data service unit (DSU) device that provides termination for digital signals, clocking, and
synchronization, and that converts T-carrier line frames into frames that the LAN can interpret and vice
versa. The branch router typically uses serial communication to connect to the CSU/DSU. The specific
serial standard and socket type depend on the CSU/DSU equipment supplied by the service provider.

The Streamlined Medium Branch Network was validated with the following serial communication
specifications:

e V.35 shown in Figure 14. This serial specification is typically used to connect a Cisco router to a
T1/E1 and fractional T1/E1 through a CSU/DSU. A single V.35 connector can achieve up to 2.048
Mb/s speed.

Figure 14 Male (CAB-SS-V35MC) and Female (CAB-SS-V35FC) V.35 Connectors

272200
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To learn more about Cisco High-Speed Serial Interface options, visit:

http://www.cisco.com/en/US/prod/collateral/modules/ps5949/ps6182/product_data_sheet0900aecd
80274416.html

The Gigabit Ethernet interface has an SFP slot on which to interchange different copper or optical SFP
modules. Selection of a specific SFP depends on the distance to the nearest service provider point of
presence and the type of 1000BASE-X Ethernet available. The Streamlined Medium Branch Network
was validated with the following SFP module:

e GLC-LH-SM, shown in Figure 15. This is a connector for long-wavelength/long-haul
(1000BASE-LX/LH) single-mode fiber and contains a Class 1 1300-nm laser that can reach up to
6.2 miles.

Figure 15 GLC-LH-SM Small Form-Factor Pluggable Module

To learn more about Cisco SFP modules, visit:

http://www.cisco.com/en/US/docs/routers/7200/install_and_upgrade/gbic_sfp_modules_install/50
67g.html

Table 3 summarizes the WAN access line types, bandwidth, physical connection for the link, and
Cisco ISR interface or module that provides access to the provider network.

Table 3 WAN Access Link Summary
Cisco ISR Interface or
WAN Access Line Type |Bandwidth Physical Connection Module
4 T1/E1 lines 6 Mb/s V.35 cable HWIC-4T
2 T1/E1 lines 3 Mb/s V.35 cable HWIC-4T
Gigabit Ethernet line Shaped to 6 Mb/s LX/LH single mode Onboard Gigabit
fiber Ethernet SFP

Each deployment scenario was also validated with a backup link to the WAN. The details are described
in the “High Availability, Rapid Recovery, and Disaster Recovery” section on page 29.

The routing and addressing aspects of each WAN deployment are described in the IP Addressing and IP

Routing, page 38.

i Streamlined Medium Branch Network System Assurance Guide
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Leased-line Deployment

When a branch office requires a permanent dedicated connection, a point-to-point leased line is used to
provide a preestablished digital circuit from the branch through the service provider network to the
central site. The service provider reserves the circuits for exclusive use by the enterprise. For a branch
office, leased lines are typically available in fractional, full, or multiple T1/E1 or T3/E3 capacities. They
are generally priced based on bandwidth and distance between the two connected endpoints. The cost of
a leased-line WAN can become significant when it is used to connect a branch to many sites over
increasing distance. Therefore, leased-line WANSs are typically used to connect the branch to a central
site, only when it is over a geographically short distance; when branch applications have critical
bandwidth, latency, and/or jitter requirements; or when no acceptable alternatives are available in the
geographic area. However, leased lines are used extensively to connect branches to a local point of
presence (POP) that serves as an entry point into a service provider network offering other types of WAN
transmission services.

Figure 16 shows the Streamlined Medium Branch Network leased-line deployment scenario.

Figure 16 Streamlined Medium Branch Network Leased Line Deployment
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All traffic must be encapsulated by a data link layer protocol while it is crossing the WAN. The protocol
defines how data is encapsulated into frames and the mechanism for transferring the frames between the
branch and a central site. Selection of the data link layer protocol depends on the WAN technology and
the communicating equipment in use. For leased-line WAN links, the following are the most prevalent
data link protocols:

¢ Point-to-Point Protocol (PPP): The most popular encapsulation protocol for transporting IP traffic
over point-to-point links. PPP provides asynchronous and synchronous encapsulation, network
protocol multiplexing, link configuration, link quality testing, error detection, and option
negotiation for capabilities such as network layer addresses or data-compression algorithms.

[ oL-19090-01
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e Multilink Point-to-Point Protocol (MLPPP): A method for splitting, recombining, and sequencing
datagrams across multiple PPP links. It combines multiple physical links into one logical link to
increase available bandwidth. To learn more about PPP and MLPPP, visit:

http://www.cisco.com/en/US/tech/tk713/tk507/tsd_technology_support_protocol_home.html

e Gigabit Ethernet (GigE): Various standards capable of carrying standard Ethernet frames at a rate of
1 Gb/s. GigE employs the same Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) protocol, same frame format, and same frame size as its lower speed predecessors. One
of the optical fiber standards (1000BASE-X) is typically used for local loop connectivity.

The Streamlined Medium Branch Network was validated with the following combination of leased lines
and encapsulation protocols:

e Four T1 lines with MLPPP
e Two T1 lines with MLPPP
¢ 1000BASE-LX/LH GigE

Frame Relay Service Deployment

The traditional alternative to permanent leased lines has been virtual circuits provisioned over a service
provider-administered Frame Relay network. A branch office is connected to the network by attaching a
point-to-point link from the branch router (DTE) to the provider’s nearest Frame Relay switch (DCE).
When connections are in place for both the branch and a central site, a virtual circuit is set up to allow
communication between the two locations. The virtual circuit is typically configured to stay active all
the time. A virtual circuit is identified by Data Link Connection Identifier (DLCI), which ensures
bidirectional communication from one DTE device to another and which guarantees data privacy. A
number of virtual circuits can be multiplexed into a single physical line for transmission across the
network. Therefore, it is relatively easy to connect one branch office to multiple destinations.

Frame Relay is an any-to-any service over a network shared by many subscribers. The sharing allows
service providers to offer lower monthly rates in comparison to dedicated leased lines. The data rate is
also more flexible. Instead of one fixed rate, bursts are allowed if the network has available capacity. The
downside to a shared network is a potential drop in service when traffic increases. To provide acceptable
performance, service providers usually offer a minimum committed rate that is guaranteed to a
subscriber. Frame Relay can provide speeds from 56 kb/s to 43 Mb/s, depending on the capability of the
service provider’s network.

While Frame Relay is considered legacy today, it is used extensively to implement enterprise WANS. Its
primary advantages are cost and deployment flexibility. In comparison to leased lines, bandwidth is
cheaper because it is shared, and only a short local loop is required to connect the branch to the nearest
Frame Relay switch. Adding virtual circuits or increasing bandwidth is simple and fast.

The leased-line connection to the Frame Relay network typically uses one of the following Frame Relay
encapsulation mechanisms:

e Frame Relay (FR) protocol: Specifies how data moves between the DTE and DCE over a single line.
To learn more about FR, visit:
http://www.cisco.com/en/US/tech/tk713/tk237/technologies_tech_note09186a008014f8a7.shtml

e Multilink Frame Relay (MLFR): Enables multiple lines to be aggregated into a single bundle of
bandwidth.

To learn more about MLFR, visit:

http://www.cisco.com/en/US/docs/ios/12_0s/feature/guide/17s_mfr.html
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The Streamlined Medium Branch Network was validated with the following combination of Frame
Relay encapsulation protocols:

e Four T1 lines with MLFR protocol
e Two T1 lines with MLFR protocol
Figure 17 shows the Frame Relay private WAN deployment scenario.

Figure 17 Streamlined Medium Branch Network Frame Relay Service Deployment
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L3VPN Service Deployment

Many enterprises are turning to MPLS-based WAN services because they offer cost-effective, scalable,
and flexible alternatives to the traditional Frame Relay (or ATM) based private WANs. MPLS is a
label-based protocol that operates between the data link layer (Layer 2) and the network layer (Layer 3).
A label is imposed on a packet at the edge of the MPLS network and is removed at the other end. Label
forwarding is performed by a lookup on the incoming label, which is then swapped for the outgoing label
and forwarded to the next hop. Routing decisions and reachability information are based on IP addresses.
Therefore, Layer 3 is also the foundation for any services offered by MPLS-based networks. Virtual
Private Network (VPN) technology combined with MPLS provides traffic security and privacy. There
are two general types of VPNs: enterprise-managed and service provider-managed. Layer 3 MPLS VPN
(L3VPN) is a service provider—-managed VPN service.

In an L3VPN WAN deployment, the provider’s MPLS network routes the enterprise IP traffic. A
provider edge (PE) router directly connects to the customer edge (CE) router in the branch office. The
PE router communicates with the CE router via the routing protocol selected by the enterprise (RIP,
OSPF, BGP, and so on). Thus, the PE router learns all of the enterprise routes and forwards the packets

[ oL-19090-01
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based on that information. The PE router also exchanges reachability information with other PE routers
in the MPLS network by running Multiprotocol Border interior Gateway Protocol (M-iBGP) in the MPLS
network core.

L3VPN services offer several unique advantages over traditional private WANS:

¢ They offer scalable any-to-any connectivity. A CE router peers with a PE router that maintains the
full mesh topology. Unlike Frame Relay (or ATM), there is no complex virtual circuit topology to
manage. Adding a new site to the mesh involves no other connections beyond the one connection to
the PE router.

e Two branches can have overlapping address space if they are members of different VPNs.

e MPLS is IP aware and has a single control plane that matches the physical topology of the network.
This allows better mapping of traffic into available resources or rapid redistribution of traffic in
response to changes in the topology.

e Service providers are leveraging IP QoS to offer a full range of service guarantees for critical traffic.

The main limitation of MPLS stems from its dependence on IP. Only IP-based traffic is supported, and
all other protocols must use a tunneling mechanism.

To learn more about Layer 3 MPLS VPN, visit:
http://www.cisco.com/en/US/solutions/ns340/ns414/ns465/net_design_guidance0900aecd80375d78.pdf
http://www.cisco.com/en/US/docs/net_mgmt/vpn_solutions_center/1.1/user/guide/VPN_UG]1.html

The leased-line connection to the PE device typically uses one of the following data link layer
encapsulation mechanisms:

e PPP: Described in the “Leased-line Deployment” section on page 15.
e MLPPP: Described in the “Leased-line Deployment” section on page 15.

The Streamlined Medium Branch Network was validated with the following combination of access links
to a PE device:

e Four T1 lines with MLPPP
e Two T1 lines with MLPPP
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Figure 18 shows the L3VPN private WAN deployment scenario.

Figure 18 Streamlined Medium Branch Network L3VPN Deployment

Streamlined Medium Branch

/ﬂ" %
" Cisco
Catalyst 3560 \\ 2900

B
= & o

Enterprise Central Site

L3 MPLS VPN

Network

Catalyst

Backup VPN tunnel

---PSTN
- ﬂ‘ 3
=2 &

Remote VPN clients

VPWS Services

For enterprises that want to retain control over Layer 2 connectivity, service providers offer Layer 2
VPNs. The following sections describe the most typically offered services.

MPLS Switched WAN Services

e Layer 3 VPNs: Described in the “L3VPN Service Deployment” section on page 17.
e Layer 2 VPNs: Emulation of Layer 2 connectivity over MPLS network

— Virtual Private LAN Service (VPLS): The branch office Ethernet LAN is extended to the
provider edge (PE) device. The provider network then emulates the function of a LAN switch
to connect all customer LANs into a single bridged LAN. VPLS is a point-to-multipoint service.

— Virtual Private Wire Service (VPWS, also called PWE3 pseudowire): The service provider
network emulates point-to-point connections from the branch over the underlying MPLS tunnel.
In general, the network emulates existing Frame Relay, ATM, Ethernet, HDLC, or PPP links.
The enterprise keeps the same Layer 2 connections to the service provider, but instead of the
data being carried natively over a Frame Relay or ATM service, the data is encapsulated and
routed over the provider’s MPLS backbone.
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Ethernet Switched WAN Services

e Permanent Point-to-Point Ethernet Line: Dedicated Ethernet circuit. The permanent point-to-point
Ethernet switched WAN series are described in the “Leased-line Deployment” section on page 15.

e Virtual Ethernet Connections: Connectivity over a service provider’s shared Ethernet network.
— E-Line: Point-to-point Ethernet services (single link configuration)

Ethernet Private Line (EPL): Dedicated point-to-point virtual line. The connection from the
branch goes to a dedicated User Network Interface (UNI) device. Multiple EPLs require
multiple UNIs. EPL is an alternative to dedicated leased lines.

Ethernet Virtual Private Line (EVPL): Multipoint-to-point virtual lines. A single UNI
multiplexes multiple virtual connections. EVPL is an alternative to Frame Relay or ATM PVCs.

— E-Tree: Point-to-multipoint Ethernet services (hub-and-spoke configuration)
Ethernet Private Tree (EP-Tree): Single point-to-multipoint virtual lines.
Ethernet Virtual Private Tree (EVP-Tree): Multipoint-to-multipoint virtual lines.
— E-LAN: Multipoint-to-multipoint Ethernet service (full-mesh configuration)
Ethernet Private LAN (EP-LAN): Single multipoint-to-multipoint virtual lines.
Ethernet Virtual Private LAN (EVP-LAN): Multiple multipoint-to-multipoint virtual lines.

Selecting the most appropriate Ethernet-switched WAN service from this list involves several
considerations. One of the first decision points is between L3VPN or L2ZVPN service. Table 4 provides
a high-level comparison of the two options. Ultimately, the decision depends on the amount of control
that the enterprise wants to retain over its WAN deployment.

Table 4 High-Level Comparison Between L2VPNs and L3VPNs

L2VPN L3VPN

Provider forwards frames, based on Layer 2 Provider forwards packets, based on Layer 3
information information

Provider involved in routing Provider not involved in routing

Supports only Ethernet as access technology Supports any access technology

Enterprise controls Layer 3 policies (routing, Provider controls Layer 3 policies (routing, QoS)
QoS)

Supports any Layer 3 protocol Supports only IP

Limited scalability Scalable

The Streamlined Medium Branch Network was validated with Virtual Private Wire Services (VPWS). In
this deployment, the service provider network acts as a Layer 2 switch. It maps incoming traffic to
pseudowires based on Layer 2 headers. Figure 19 shows a VPWS deployment scenario.

To learn more about Layer 2 MPLS VPNs, visit:

http://www.cisco.com/en/US/technologies/tk436/tk891/technologies_white_paper0900aecd80162178_
ns585_Networking_Solutions_White_Paper.html
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Figure 19 The Streamlined Medium Branch Network VPWS Deployment
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VPWS services allow the enterprise to keep its existing WAN infrastructure and to transparently connect
to the service provider’s Ethernet network, providing a transparent migration path to VPLS services. The
leased-line connections to the PE device continue to use the typical Layer 2 encapsulation mechanism:

e PPP: Described in the “Leased-line Deployment” section on page 15.
e MLPPP: Described 