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This document describes the new features, system requirements, licensing information, and caveats for

Cisco Unified SIP Proxy Release 10.0. Use this document in conjunction with the caveats listed in
Caveats, page 5.
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Introduction

Cisco Unified SIP Proxy is a high-performance, highly available Session Initiation Protocol (SIP) server
for centralized routing and SIP signaling normalization. By forwarding requests to call-control domains,
Cisco Unified SIP Proxy provides the means for routing sessions within enterprise and service provider
networks. Cisco Unified SIP Proxy provides multiple features, including SIP trunk aggregation, name

resolution, routing, load balancing, scalability, and high availability.
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Bl System Requirements

Cisco Unified SIP Proxy 10.0 is delivered as an Open Virtual Appliance (OVA) and can be installed as
a virtual machine on Cisco UCS platform. For more information on virtual machine requirements to

install Cisco Unified SIP Proxy Release 10.0, see Virtual Machine Requirements for Cisco Unified SIP
Proxy 10.0, page 2. Cisco Unified SIP Proxy Release 10.0 supports CISCO-USP-MIB through SNMP.

Cisco Unified SIP Proxy Release 10.0 mainly addresses the open PSIRTs that were raised against the
Operating System and the third-party components of the earlier versions of Virtual Unified SIP Proxy.

System Requirements

e Virtual Machine Requirements for Cisco Unified SIP Proxy 10.0, page 2
e Determining the Software Version, page 3

e File Packages for Cisco Unified SIP Proxy Release 10.0, page 3

Virtual Machine Requirements for Cisco Unified SIP Proxy 10.0

Cisco Unified SIP Proxy Release 10.0 software is packaged as an OV A and requires VMware ESXi 5.1
and above.Table 1 provides the information on hardware recommendation for virtualized Cisco Unified

SIP Proxy. For more information about deployment and configuration, refer Cisco Unified SIP Proxy
10.0 Installation Guide.

Table 1 Virtual Machine Requirements for UCS Platform

CPS 60 CPS 100 CPS 200 CPS 300 CPS 400 CPS
vCPU 1 2 4 4 4

RAM 6 GB 6 GB 6 GB 6 GB 6 GB
Disk 80 GB 80 GB 80 GB 80 GB 80 GB

~

Note

CPU speed is greater than or equal to 2.99 GHz
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License Information

Table 2 Virtual Machine Requirements for Low Speed Cisco UCS and Cisco UCS (E)
Platforms

CPS 40 CPS 100 CPS 200 CPS 300 CPS 400 CPS

vCPU 1 2 4 6 6

RAM 6 GB 6 GB 6 GB 6 GB 6 GB

Disk 80 GB 80 GB 80 GB 80 GB 80 GB

~

Note  CPU speed is less than 2.99 GHz.

A

Caution  Changing the default log file size impacts the performance of Cisco Unified SIP Proxy.
Caution  Over subscription of hardware by virtual machines running on hypervisor is not supported.

Determining the Software Version

To determine the software version and the license used, perform the following steps.

Step1  Enter the following command to display the Cisco Unified SIP Proxy software version:

show software versions

Step2  Enter the following command to display the Cisco Unified SIP Proxy software license:

show license smart summary

File Packages for Cisco Unified SIP Proxy Release 10.0

The following package is available for Cisco Unified SIP Proxy Release 10.0:

e cusp-k9.vmw.10.0.0.ova

License Information

e Cisco Smart Software License, page 4

e Open Source Licensing, page 4

Release Notes for Cisco Unified SIP Proxy Release 10.0
| "=



W New Features and Enhancements

Cisco Smart Software License

Cisco Smart Software Licensing is a standardized licensing platform that facilitates you to deploy and
manage Cisco software licenses easily and quickly. Cisco Smart Software Licensing establishes a pool
of software licenses that can be used across your network in a flexible and automated manner. It also
provides visibility to your purchased and deployed licenses in your network. Cisco Smart Software
Licensing removes the need for Product Activation Keys (PAKSs) and reduces your license activation and
registration time.

For more information on configuring smart licensing using GUI and CLI refer to GUI Configuration
Guide for Cisco Unified SIP Proxy Release 10.0 and CLI Configuration Guide for Cisco Unified SIP
Proxy Release 10.0.

Open Source Licensing

Some components of the software created for Cisco Unified SIP Proxy Release 10.0 are provided
through open source or commercial licensing. These components and the associated copyright
statements can be found at:
https://www.cisco.com/c/en/us/support/unified-communications/unified-sip-proxy-software/products-li
censing-information-listing.html.

New Features and Enhancements

The following features and enhancements are introduced in Cisco Unified SIP Proxy Release 10.0:

e Cisco Unified SIP Proxy Release 10.0 has the latest stable version of Operating System and
third-party components.

e Cisco Unified SIP Proxy Release 10.0 supports TLS versions TLS 1.1 and TLS 1.2. For more
information see, GUI Configuration Guide for Cisco Unified SIP Proxy Release 10.0 and CLI
Configuration Guide for Cisco Unified SIP Proxy Release 10.0.

® You can access Cisco Unified SIP Proxy logs for components such as DSNRS, platform, and Smart
Licensing Agent from a single location, which is the landing place for the SFTP connection.

¢ In Cisco Unified SIP Proxy Release 10.0, the administrator users do not have the SFTP access. For
the log access, create a new user and associate with the pfs-privusers group.

S,
Note A user can either be associated with the Admin group or pfs-privusers group. A user cannot be
part of both groups.

* You must perform the following steps when you migrate from Virtual Cisco Unified Proxy Release
9.1.x to Virtual Cisco Unified Proxy Release 10.0.

Step1  Reset the password for all the restored users (administrators, pfs-privusers, and pfs-readonly).

Step2  Re-associate the restored users to the corresponding groups.
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Limitations and Restrictions

Limitations and Restrictions

Cisco Unified SIP Proxy Release 10.0 has the following restrictions:

Caveats

e Changing the default log file size impacts the performance of Cisco Unified SIP Proxy.

e High availability of Cisco Unified SIP Proxy virtual machine on both Cisco UCS and Cisco UCS-E
platform is not supported as part of Cisco Unified SIP Proxy Release 10.0.

¢ Cisco Unified SIP Proxy Release 10.0 does not support installation of VMware Tools or any 3rd
party tools in a Linux environment.

e Configuring Fast Ethernet 02 Interface is not supported.

e From Cisco Unified SIP Proxy Release 10.0 onwards, the directory structure presented to the FTP
users is changed. As a result, importing route table from an XML file will not work. We recommend
users to utilize the Add Route function in the vCUSP GUI for this purpose.

Caveats describe unexpected behavior in Cisco Unified SIP Proxy Release 10.0. To see the caveats
associated with Cisco Unified SIP Proxy Release 10.0, use the Bug Search Tool at:
https://tools.cisco.com/bugsearch/search.

The following issues were resolved in Cisco Unified SIP Proxy Release 10.0.

Caveat Description

CSCus42917 |JANUARY 2015 OpenSSL Vulnerabilities

CSCus69387 |Evaluation of glibc GHOST vulnerability - CVE-2015-0235
CSCut45798 |MARCH 2015 OpenSSL Vulnerabilities

CSCuu82329 |Evaluation of unified-sip-proxy for OpenSSL June 2015
CSCuw84641 |Evaluation of unified-sip-proxy for NTP October 2015

CSCux95075 |Evaluation of unified-sip-proxy for NTP January 2016

CSCuz44085 |Evaluation of unified-sip-proxy for NTP April 2016

CSCuz92609 |Evaluation of unified-sip-proxy for NTP June 2016

CSCvb85480 |Evaluation of unified-sip-proxy for CVE-2016-5195

CSCvc08496 |Evaluation of unified-sip-proxy for OpenSSL November 2016
CSCu069084 |IPC Compliance: Update Open Source Component Information
CSCus31463 |Oct 2014 OpenSSL Vulnerabilities

CSCuv74420 |CUSP: Evaluation of CVE-2015-5477 BIND Denial of Service Vulnerability
CSCuz52349 |Evaluation of unified-sip-proxy for OpenSSL May 2016
CSCvc23437 |Evaluation of unified-sip-proxy for NTP November 2016
CSCvd72142 |Evaluation of unified-sip-proxy for NTP March 2017

CSCvf01329 |Evaluation of unified-sip-proxy for Expat June 2017

CSCvf54053 |CVE-2017-5650 - Investigation for Apache Tomcat Denial of Service
CSCui70700 |ISC BIND Smoothed Round-Trip Time Weak Security Issue
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Caveat

Description

CSCus27286 |December 2014 - NTPd.org Vulnerabilities

CSCvq48163 |Checkboxes in CUSP UI not functioning correctly on Firefox 63.0.3 and newer

versions

There are no open caveats for Cisco Unified SIP Proxy Release 10.0.

Migration to Cisco Unified SIP Proxy 10.0

Migration from Cisco Unified SIP Proxy 8.x

You can migrate from existing Cisco Unified SIP Proxy 8.x releases to Cisco Unified SIP Proxy Release
10.0. However, the following are the limitations during the migration:

e Cisco Unified SIP Proxy Release 10.0 cannot be installed on SRE Module. You require VMWare
ESXi platform to install Cisco Unified SIP Proxy Release 10.0.

¢ Existing Cisco Unified SIP Proxy 8.x SWIFT licenses cannot be migrated to Cisco Unified SIP
Proxy 10.0. Contact your Cisco partner or reseller to enquire about the purchase of current licensing.

e The backup configuration files from Cisco Unified SIP Proxy 8.x release do not have the
network-related configuration as the Cisco SRE module gets the relevant information through RBCP
protocol from the host router when it powers up. Cisco Unified SIP Proxy 10.0 does not support
RBCP communication. So, if a backup configuration from Cisco Unified SIP Proxy 8.5.x release is
restored in Cisco Unified SIP Proxy 10.0, you must manually enter and configure the IP address,
subnet mask, and default gateway details during the reload as follows:

Ensure that you have console access to the VM of virtual Cisco Unified SIP Proxy 10.0, while
you are restoring the configuration of 8.X on 10.0.

After the restore is completed, reload the module as per the instructions on the screen.

Immediately after the reboot is completed, access the console with your username and
password.

Configure the IP address, subnet mask, and default gateway as follows:

cusp#configure terminal

Enter configuration command, one per line. End with CNTL/Z.
cusp (config) #interface FastEthernet 0

cusp (config-interface)#ip address 10.65.125.187 255.255.255.128
cusp (config-interface) #end interface

cusp (config) #ip default-gateway 10.65.125.129

SYSTEM ONLINE

cusp (config) #exit

cusp#wr mem

After the Cisco Unified SIP Proxy is online, re-associate the users to groups with password reset
and try to ssh.

cusp#configure terminal

cusp#username cisco group Administrators
cusp#fusername cisco password cisco
cusp#wr mem
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Cisco Unified SIP Proxy 8.x release configuration has multiple sub-interfaces. The sub-interface
format in Cisco Unified SIP Proxy Release 10.0 is different from that in Cisco Unified SIP Proxy
Release 8.x. You must configure these interfaces manually after the reload is complete.

Listen points are not restored as it requires the IP address of the virtual Cisco Unified SIP Proxy.
So, you must manually configure the listen points after restoring the back up from the Cisco Unified
SIP Proxy 8.x release.

SIP Ping configuration is not restored as it requires the IP address of the virtual Cisco Unified SIP

Proxy. So, you must manually configure SIP Ping configuration on Cisco Unified SIP Proxy 10.0
release after restoring the backup from the Cisco Unified SIP Proxy 8.x release.

Following are the steps to migrate from any of the existing Cisco Unified SIP Proxy Releases to Cisco
Unified SIP Proxy Release 10.0:

1.

Take a backup of the existing Cisco Unified SIP Proxy 8.x configuration. For more information, see
Cisco Unified SIP Proxy CLI Configuration Guide.

Deploy the Cisco Unified SIP Proxy Release 10.0 OV A on a virtual machine. For more information,
see Cisco Unified SIP Proxy 10.0 Installation Guide.

Configure the Smart licenses. For more information, see GUI Configuration Guide for Cisco Unified
SIP Proxy Release 10.0 and CLI Configuration Guide for Cisco Unified SIP Proxy Release 10.0.

Restore the configuration backup of Cisco Unified SIP Proxy 8.x in Cisco Unified SIP Proxy 10.0.
For more information, see CLI Configuration Guide for Cisco Unified SIP Proxy Release 10.0.

Note  Smart licensing details are reset if smart licensing is configured before restore of configuration. It is
always recommended to restore the configuration before enabling smart licensing.

Note  After configuration restore, you must manually create a user with administrator privileges for accessing
SSH.

Note  When you migrate from Cisco Unified SIP Proxy Release 8.x to Cisco Unified SIP Proxy Release 10.0,
if there are no Sub-Interfaces or VLANs defined on the Virtual Machine, remove the VLAN 0 tag from
packets at the ESXi switch side or network side. If not, packets with VLAN 0 tag are dropped.

Migration from Cisco Unified SIP Proxy 9.x

You can upgrade from the existing Cisco Unified SIP Proxy 9.x releases to Cisco Unified SIP Proxy
Release 10.0. Following are the steps to migrate from any of the existing Cisco Unified SIP Proxy
Releases to Cisco Unified SIP Proxy Release 10.0:

1.
2.

Copy the running configuration to the startup configuration.

Take a backup of the existing Cisco Unified SIP Proxy 9.x configuration. For more information, see
Cisco Unified SIP Proxy CLI Configuration Guide.

Deploy the Cisco Unified SIP Proxy Release 10.0 OV A on the virtual machine. For more
information, see Cisco Unified SIP Proxy 10.0 Installation Guide for more information.

Configure the Smart licenses. For more information, see GUI Configuration Guide for Cisco Unified
SIP Proxy Release 10.0 and CLI Configuration Guide for Cisco Unified SIP Proxy Release 10.0.
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Related Documentation

5. Restore the configuration backup of Cisco Unified SIP Proxy 9.x in Cisco Unified SIP Proxy 10.0.
For more information, see CLI Configuration Guide for Cisco Unified SIP Proxy Release 10.0.

6. Reset the password for all the restored users (administrators, pfs-privusers, and pfs-readonly).
Follow the steps mentioned under the section “Changing your password” in the chapter
“Configuring Users” in GUI Configuration Guide for Cisco Unified SIP Proxy Release 10.0.

1. Re-associate the restored users to the corresponding groups. Follow the steps mentioned under the
section “Displaying or Changing Group Subscriptions” in the chapter “Configuring Users” in GUI
Configuration Guide for Cisco Unified SIP Proxy Release 10.0.

Related Documentation

Table 1-3 lists the documentation available for Cisco Unified SIP Proxy Release 10.0:

Table 1-3 Related Documentation

Document

Description

Installation Guide for Cisco Unified SIP Proxy
Release 10.0

Describes how to install the Cisco Unified SIP
Proxy software, including licenses. Also includes

information about moving from Release 1.x to
Release 10.0.

http://www.cisco.com/en/US/products/ps10475/p
rod_installation_guides_list.html

CLI Configuration Guide for Cisco Unified SIP
Proxy Release 10.0

Contains administrator information, such as
maintenance and troubleshooting, for tasks that
are performed from the CLI.

http://www.cisco.com/en/US/products/ps10475/p
roducts_installation_and_configuration_guides_]
ist.html

CLI Command Reference for Cisco Unified SIP
Proxy Release 10.0

Contains descriptions of all the Cisco Unified SIP
Proxy Release 10.0-specific CLI commands.

http://www.cisco.com/en/US/products/ps10475/p
rod_command_reference_list.html

GUI Configuration Guide for Cisco Unified SIP
Proxy Release 10.0

Contains administrator information, such as
maintenance and troubleshooting, for tasks that
are performed from the GUI. Includes online help.

http://www.cisco.com/en/US/products/ps10475/p
roducts_installation_and_configuration_guides_1
ist.html

Commercial Open Source Information for
Cisco Unified SIP Proxy Release 10.0

Lists all the open source software used in this
project.

http://www.cisco.com/en/US/products/ps10475/p
roducts_licensing_information_listing.html
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Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed and
set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free service
and Cisco currently supports RSS version 2.0.
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