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     [bookmark: pgfId-1095756]Release Notes for Cisco Small Business SPA112/SPA122 Analog Telephone Adapter Firmware Release 1.4(1)SR3 
      
      
 
     
 
 
    [bookmark: pgfId-1095759]First Published: April 22, 2019
 
   
 
    
     [bookmark: pgfId-1114940]Introduction
 
    [bookmark: pgfId-1114941]This document describes describe the updates and fixes in Cisco Small Business SPA112/SPA122 ATA Firmware Release 1.4(1)SR3.
 
    [bookmark: pgfId-1110655]IMPORTANT
 
    [bookmark: pgfId-1116123]As with any firmware release, read these release notes before you upgrade the firmware. We also recommend that you back up the configuration before you perform any firmware upgrade.
 
    [bookmark: pgfId-1099620]
 
     
      
       
        
        	 
          
          [bookmark: pgfId-1109916]SPA112, SPA122 
         
 
          
          [bookmark: pgfId-1109918](2 types of devices) 
         
  
        	 
          
          [bookmark: pgfId-1109922]Model 
         
  
        	 
          
          [bookmark: pgfId-1110623]SN Range 
         
  
        	 
          
          [bookmark: pgfId-1109924]1.4.1SR3, 1.4.1SR1 and 1.4.1(SPA112/SPA122) 
         
 
          
          [bookmark: pgfId-1111207]1.4.0 (SPA112/SPA122) 
         
 
          
          [bookmark: pgfId-1109926]1.3.5p and 1.3.2p (SPA112/SPA122) 
         
  
        	 
          
          [bookmark: pgfId-1109928]1.3.5, 1.3.4, 
         
 
          
          [bookmark: pgfId-1109929]1.3.3, 1.3.2n 
         
  
        	 
          
          [bookmark: pgfId-1109931]1.3.2 or 
         
 
          
          [bookmark: pgfId-1109932]earlier 
         
  
       
 
        
        	 [bookmark: pgfId-1109934]Device 1
 [bookmark: pgfId-1109935](128MB Flash + New SLIC)
  
        	[bookmark: pgfId-1109937]SPA112
  
        	[bookmark: pgfId-1109941]CCQ18400001 to CCQ1841033K
 [bookmark: pgfId-1109942]After CCQ18500DAE
  
        	 [bookmark: pgfId-1109953]Yes
  
        	 [bookmark: pgfId-1109955]No
  
        	 [bookmark: pgfId-1109957]No
  
       
 
        
        	[bookmark: pgfId-1110059]SPA122
  
        	[bookmark: pgfId-1110102]CCQ1834031U to CCQ1834037D
 [bookmark: pgfId-1110103]CCQ1847066I to CCQ184707YA
 [bookmark: pgfId-1110104]CCQ184902ED to CCQ184904UL
 [bookmark: pgfId-1110105]CCQ184904UM to CCQ184904Y3
 [bookmark: pgfId-1110106]CCQ184904Y4 to CCQ184904Y5
 [bookmark: pgfId-1110107]After CCQ185001YH
  
       
 
        
        	 [bookmark: pgfId-1109959]Device 2
 [bookmark: pgfId-1109960](128MB Flash + Old SLIC)
  
        	[bookmark: pgfId-1109962]SPA112
  
        	[bookmark: pgfId-1109965]CCQ175106J3 to CCQ175106OM
 [bookmark: pgfId-1109966]CCQ181607OO to CCQ181607U7
 [bookmark: pgfId-1109967]CCQ18240E34 to CCQ18400000
 [bookmark: pgfId-1109968]CCQ1841033L to CCQ18500D9K
  
        	 [bookmark: pgfId-1109981]Yes
  
        	 [bookmark: pgfId-1109983]Yes
  
        	 [bookmark: pgfId-1109985]No
  
       
 
        
        	[bookmark: pgfId-1110223]SPA122
  
        	[bookmark: pgfId-1110338]CCQ174602V3 to CCQ1746030M
 [bookmark: pgfId-1110339]CCQ181502B7 to CCQ181502GQ
 [bookmark: pgfId-1110340]CCQ182002W3 to CCQ1834031T
 [bookmark: pgfId-1110341]CCQ1834037E to CCQ18470660
 [bookmark: pgfId-1110342]CCQ184707YB to CCQ184902EC
 [bookmark: pgfId-1110343]CCQ184904UM to CCQ184904UL
 [bookmark: pgfId-1110344]CCQ184904Y4 to CCQ184904Y3
 [bookmark: pgfId-1110345]CCQ184904Y6 to CCQ185001YH
  
       
 
        
        	 [bookmark: pgfId-1109987]Device 3
 [bookmark: pgfId-1109988](32MB Flash + Old SLIC)
  
        	[bookmark: pgfId-1109990]SPA112
  
        	[bookmark: pgfId-1109993]Before CCQ182002W2
  
        	 [bookmark: pgfId-1109999]Yes
  
        	 [bookmark: pgfId-1110001]Yes
  
        	 [bookmark: pgfId-1110003]Yes
  
       
 
        
        	[bookmark: pgfId-1110491]SPA122
  
        	[bookmark: pgfId-1110526]Before CCQ181805KR
  
       
 
       
     
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-1093223]Note Do not upgrade any device to an unsupported firmware version as detailed in the Hardware and Firmware Compatibility Matrix table.
 
     
     
 
    
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-1098199]Note New SLIC devices have a label that reads S/W: Must use 1.3.5(004p) or later.
 
     
     
 
    
 
    
 
   
 
    
     [bookmark: pgfId-1102985]Upgrade the Firmware
 
    [bookmark: pgfId-1088338]Follow these instructions to upgrade the phone adapter.
 
    
 
    [bookmark: pgfId-1114244]Step 1 Download the latest firmware by using the Firmware link on the following web page:

https://www.cisco.com/c/en/us/products/unified-communications/small-business-voice-gateways-ata/index.html 
 
    [bookmark: pgfId-1114246]Step 2 Access the adapter Configuration Utility in one of the following two ways:
 
     
     	 [bookmark: pgfId-1114264]If the adapter is SPA112, connect one analog phone to its FXS port, press ***# to access IVR, enter 110 to get SPA112 WAN IP address. Then, launch a web browser, and enter WAN IP address.
 
     	 [bookmark: pgfId-1114247]If the adapter is SPA122, connect one PC to its LAN port. Then, launch a web browser, and enter the LAN IP address. The default value is 192.168.15.1.
 
    
 
    [bookmark: pgfId-1098779]Step 3 Log in to the Configuration Utility.
 
    [bookmark: pgfId-1098802]Step 4 Click Administration in the menu bar, and then click Firmware Upgrade in the navigation tree.
 
    [bookmark: pgfId-1098817]Step 5 Click Browse and select the location of the upgrade file that you downloaded.
 
    [bookmark: pgfId-1098832]Step 6 Click the Upgrade button to upgrade the firmware.
 
     
      
    
 
    
 
    [bookmark: pgfId-1098847]Note Upgrading the firmware may take several minutes. Until the process is complete, do not turn off the power, press the hardware reset button, or click the Back button in your current browser.
 
     
     
 
    
 
    
 
   
 
    
     [bookmark: pgfId-1116609]New and Changed Feature
 
    [bookmark: pgfId-1116658]There are no new or changed features in this release.
 
   
 
    
     [bookmark: pgfId-1098579]Caveats
 
    [bookmark: pgfId-1118113]This section describes the resolved and open caveats, and provides information on accessing the Cisco Software Bug Toolkit.
 
     
      [bookmark: pgfId-1118198][bookmark: 22097]Access Cisco Bug Search
 
     [bookmark: pgfId-1118249]Known problems (bugs) are graded according to severity level. These release notes contain descriptions of the following:
 
      
      	 [bookmark: pgfId-1118250]All severity level 1 or 2 bugs
 
      	 [bookmark: pgfId-1118251]Significant severity level 3 bugs
 
     
 
     [bookmark: pgfId-1118252]You can search for problems by using the Cisco Bug Search.
 
     [bookmark: pgfId-1118253]Before You Begin
 
     [bookmark: pgfId-1118254]To access Cisco Bug Search, you need the following items:
 
      
      	 [bookmark: pgfId-1118255]Internet connection
 
      	 [bookmark: pgfId-1118256]Web browser
 
      	 [bookmark: pgfId-1118257]Cisco.com user ID and password
 
     
 
     [bookmark: pgfId-1118258]Procedure
 
     
 
     [bookmark: pgfId-1118259]Step 1 To access the Cisco Bug Search, go to:
 
     [bookmark: pgfId-1118261]https://tools.cisco.com/bugsearch
 
     [bookmark: pgfId-1118262]Step 2 Log in with your Cisco.com user ID and password.
 
     [bookmark: pgfId-1118263]Step 3 To look for information about a specific problem, enter the bug ID number in the Search for field, then press Enter.
 
    
 
     
      [bookmark: pgfId-1088419]Open Caveats
 
     [bookmark: pgfId-1118311]The following table lists severity 1, 2, and 3 defects that are open for the Cisco Small Business SPA112/SPA122 Analog Telephone Adapter Firmware Release 1.4(1)SR3.
 
     [bookmark: pgfId-1118561]For more information about an individual defect, search for the caveat in the Bug Search Toolkit. You must be a registered Cisco.com user to access this online information.
 
      
       
        
         
         	 
           
           [bookmark: pgfId-1118568]Identifier 
          
  
         	 
           
           [bookmark: pgfId-1118570]Description 
          
  
        
 
         
         	[bookmark: pgfId-1118851]CSCvf45915
  
         	[bookmark: pgfId-1118853]SPA112/122: Downgrade Rev Limit not recognize SR version
  
        
 
         
         	[bookmark: pgfId-1118572]CSCvf53408
  
         	[bookmark: pgfId-1118574]SPA112 IVR should not have option 210 LAN IP address
  
        
 
        
      
 
     
 
    
 
     
      [bookmark: pgfId-1116793]Resolved Caveats
 
     [bookmark: pgfId-1118483]The following table lists severity 1, 2, and 3 defects that are resolved for the Cisco Small Business SPA112/SPA122 Analog Telephone Adapter Firmware Release 1.4(1)SR3.
 
     [bookmark: pgfId-1118523]For more information about an individual defect, search for the caveat in the Bug Search Toolkit. You must be a registered Cisco.com user to access this online information.
 
      
       
        
         
         	 
           
           [bookmark: pgfId-1116796]Identifier 
          
  
         	 
           
           [bookmark: pgfId-1116798]Description 
          
  
        
 
         
         	[bookmark: pgfId-1119265]CSCuz52494
  
         	[bookmark: pgfId-1119267]Evaluation of SPA112/122 for OpenSSL May 2016
  
        
 
         
         	[bookmark: pgfId-1118917]CSCva84035
  
         	[bookmark: pgfId-1118919]RC4 Cipher Suites (Information Disclosure) affection SPA1XX 
  
        
 
         
         	[bookmark: pgfId-1119305]CSCvb48656
  
         	[bookmark: pgfId-1119307]Evaluation of SPA112/122 for Openssl September 2016
  
        
 
         
         	[bookmark: pgfId-1119333]CSCve12309
  
         	[bookmark: pgfId-1119335]SPA112 does not support the SNI
  
        
 
         
         	[bookmark: pgfId-1118921]CSCvg47370
  
         	[bookmark: pgfId-1118923]Dnsmasq October 2017 vulnerabilities
  
        
 
         
         	[bookmark: pgfId-1119739]CSCvh26003
  
         	[bookmark: pgfId-1119741]SPA122 - "User-Agent" header has parenthesis and calls are being rejected
  
        
 
         
         	[bookmark: pgfId-1119735]CSCvi31469
  
         	[bookmark: pgfId-1119737]SPA122 - Web Interface with TR069 not responding intermittently
  
        
 
         
         	[bookmark: pgfId-1118925]CSCvj88517
  
         	[bookmark: pgfId-1118927]Add the new core bundle CAs to phone's trust list
  
        
 
         
         	[bookmark: pgfId-1118929]CSCvk30094
  
         	[bookmark: pgfId-1118931]New domain and SAN support on SPA112/122
  
        
 
         
         	[bookmark: pgfId-1118933]CSCvk44648
  
         	[bookmark: pgfId-1118935]New RC home URL change and Software parameter support on SPA 112/122 device
  
        
 
         
         	[bookmark: pgfId-1118937]CSCvm10932
  
         	[bookmark: pgfId-1118939]Vulnerable version of busybox in use
  
        
 
         
         	[bookmark: pgfId-1118941]CSCvm49157
  
         	[bookmark: pgfId-1118943]TLS connection opened to ANY HTTPS server, regardless of issuing CA of its certificate.
  
        
 
         
         	[bookmark: pgfId-1118945]CSCvm89280
  
         	[bookmark: pgfId-1118947]CVE-2018-14618 cURL and libcurl NTLM Password Buffer Overflow Vulnerability
  
        
 
         
         	[bookmark: pgfId-1118949]CSCvo94022
  
         	[bookmark: pgfId-1118951]CVE-2015-3153 Vulnerabilitiy in curl
  
        
 
         
         	[bookmark: pgfId-1116800]CSCvo94310
  
         	[bookmark: pgfId-1116802]SPA112//Hangs after a few successful attempts to download a profile
  
        
 
        
      
 
     
 
    
 
   
 
    
     [bookmark: pgfId-1116824]Behavior During Times of Network Congestion
 
    [bookmark: pgfId-1115141]Anything that degrades network performance can affect voice and video quality, and in some cases, can cause a call to drop. Sources of network degradation can include, but are not limited to, the following activities:
 
     
     	 [bookmark: pgfId-1105417]Administrative tasks, such as an internal port scan or security scan
 
     	 [bookmark: pgfId-1105418]Attacks that occur on your network, such as a Denial of Service attack
 
    
 
    [bookmark: pgfId-1105419]To reduce or eliminate any adverse effects to the devices, schedule administrative network tasks during a time when the devices are not being used or exclude the devices from testing.
 
   
 
    
     [bookmark: pgfId-1118620]Related Documentation
 
     
      [bookmark: pgfId-1118621]Cisco Small Business
 
    
 
   
 
    
     [bookmark: pgfId-1118642]Additional Information
 
    [bookmark: pgfId-1118643]For more information on Cisco Small Business Support Community, see https://supportforums.cisco.com/community/5541/small-business-support-community.
 
    [bookmark: pgfId-1118645]For more information on Cisco Small Business Support and Resources, see https://supportforums.cisco.com/community/3226/small-business-support-service.
 
    [bookmark: pgfId-1118647]To access the Phone Support Contacts, see https://www.cisco.com/en/US/support/tsd_cisco_small_business_support_center_contacts.html.
 
    [bookmark: pgfId-1112026]For downloading the software, see https://software.cisco.com/download/navigator.html.
 
    [bookmark: pgfId-1117741]
 
     
     
 
    
 
    
 
     
      [bookmark: pgfId-1119810]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:  www.cisco.com/go/trademarks . Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)
 
    
 
     
      [bookmark: pgfId-1118090]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
    
 
     
      [bookmark: pgfId-1101518] 2019 Cisco Systems, Inc. All rights reserved.
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