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Executive Summary

Executive Summary

Cisco Validated Designs include systems and solutions that are designed, tested, and documented to
facilitate and improve customer deployments. These designs incorporate a wide range of technologies and
products into a portfolio of solutions that have been developed to address the business needs of customers.
Cisco and NetApp have partnered to deliver FlexPod, which serves as the foundation for a variety of
workloads and enables efficient architectural designs that are based on customer requirements. A FlexPod
solution is a validated approach for deploying Cisco and NetApp technologies as a shared cloud
infrastructure.

This document describes the Cisco and NetApp® FlexPod Datacenter with Cisco UCS Manager unified
software release 3.1 and VMware vSphere 6.0 U1. Cisco UCS Manager (UCSM) 3.1 provides consolidated
support of all current Cisco UCS Fabric Interconnect models (6200, 6300, 6324 (Cisco UCS Mini)),
2200/2300 series IOM, Cisco UCS B-Series, and Cisco UCS C-Series. FlexPod Datacenter with Cisco UCS
unified software release and VMware vSphere 6.0 U1 is a predesigned, best-practice data center
architecture built on the Cisco Unified Computing System (UCS), the Cisco Nexus® 9000 family of switches,
and NetApp AFF.
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Solution Overview

Introduction

The current industry trend in data center design is towards shared infrastructures. By using virtualization
along with pre-validated IT platforms, enterprise customers have embarked on the journey to the cloud by
moving away from application silos and toward shared infrastructure that can be quickly deployed, thereby
increasing agility and reducing costs. Cisco and NetApp have partnered to deliver FlexPod, which uses best
of breed storage, server and network components to serve as the foundation for a variety of workloads,
enabling efficient architectural designs that can be quickly and confidently deployed.

Audience

The audience for this document includes, but is not limited to; sales engineers, field consultants, professional
services, IT managers, partner engineers, and customers who want to take advantage of an infrastructure
built to deliver IT efficiency and enable IT innovation.

Purpose of this Document

This document provides a step by step configuration and implementation guide for the FlexPod Datacenter
with Cisco UCS 6300 Fabric Interconnect, NetApp AFF, and Cisco Nexus 9000 solution. For the design
decisions and technology discussion of the solution, please refer to FlexPod Datacenter with Cisco Unified
Software Release and VMware vSphere 6 Design Guide:

http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/flexpod esxi60 n9k design.html

What’s New?
The following design elements distinguish this version of FlexPod from previous FlexPod models:
¢ Validation of Cisco UCS 6300 Fabric Interconnects

e Support for the Cisco UCS 3.1(1h) unified software release, Cisco UCS B200-M4 servers, and
Cisco UCS C220-M4 servers

e Support for the latest release of NetApp Data ONTAP® 8.3.2

e An IP-based storage design, supplemented with direct attached fibre channel connectivity,
supporting both NAS datastores, and FC and iSCSI based SAN LUNs

e Validation of VMware vSphere 6.0 Ulb

e HTML-based Cisco UCS Manager
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Solution Design

Architecture

FlexPod is a defined set of hardware and software that serves as an integrated foundation for both
virtualized and non-virtualized solutions. VMware vSphere® built on FlexPod includes NetApp All Flash FAS
storage, Cisco Nexus® networking, the Cisco Unified Computing System (Cisco UCS®), and VMware
vSphere software in a single package. The design is flexible enough that the networking, computing, and
storage can fit in one data center rack or be deployed according to a customer's data center design. Port
density enables the networking components to accommodate multiple configurations of this kind.

One benefit of the FlexPod architecture is the ability to customize or "'flex'" the environment to suit a
customer's requirements. A FlexPod can easily be scaled as requirements and demand change. The unit can
be scaled both up (adding resources to a FlexPod unit) and out (adding more FlexPod units). The reference
architecture detailed in this document highlights the resiliency, cost benefit, and ease of deployment of an
IP-based storage solution. A storage system capable of serving multiple protocols across a single interface
allows for customer choice and investment protection because it truly is a wire-once architecture.

Figure 1 shows the VMware vSphere built on FlexPod components and the network connections for a
configuration with IP-based storage. This design uses the Cisco UCS Fabric Interconnect, Cisco Nexus
9000, and Cisco UCS C-Series and B-Series servers and the NetApp AFF family of storage controllers
connected in a highly available modular design. This infrastructure is deployed to provide either FC or iSCSI-
booted hosts with file-level and block-level access to shared storage. The reference architecture reinforces
the "'wire-once" strategy, because as additional storage is added to the architecture, no re-cabling is
required from the hosts to the Cisco UCS fabric interconnect.

Physical Topology

Figure 1 illustrates the physical architectures.

11



Solution Design

Figure 1 FlexPod Design with Cisco Nexus 9000 and NetApp Data ONTAP

UCS 6300 Implementation UCS 6200 Implementation
ucs ucs
C-Series C-Series
& &
B-Series B-Series
UCS 6332-16UP UCS 6248UP
Nexus 9372 Nexus 9372
MetApp AFF 8040 NetApp AFF 8040
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——— 16Gb FC 8Gb FC
= 40GbE Only 40GbE Only
— 40 Gb Converged 10Gb Converged

The reference hardware configuration includes:
e Two Cisco Nexus 9372PX switches
e Two Cisco UCS 6332-16UP or Two Cisco UCS 6248UP fabric interconnects

e One NetApp AFF8040 (HA pair) running clustered Data ONTAP with Disk shelves and Solid State
Drives (SSD)

For server virtualization, the deployment includes VMware vSphere 6.0 Ul. Although this is the base design,
each of the components can be scaled easily to support specific business requirements. For example, more
(or different) servers or even blade chassis can be deployed to increase compute capacity, additional disk
shelves can be deployed to improve 1/0O capability and throughput, and special hardware or software
features can be added to introduce new features. This document guides you through the low-level steps for
deploying the base architecture, as shown in Figure 1. These procedures cover everything from physical
cabling to network, compute and storage device configurations.
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_________________________________________________________________________________________________________________________________|

Software Revisions

Table 1 lists the software revisions for this solution.

Table 1 Software Revisions

Layer Device Image Comments

Compute Cisco UCS Fabric 3.1(1h) Includes the Cisco UCS-
Interconnects 6300 Series, IOM 2304, Cisco UCS
UCS B-200 M4, UCS C- Manager, Cisco UCS VIC
220 M4 1340 and Cisco UCS VIC

1385

Cisco eNIC 2.3.0.7
Cisco fNIC 1.6.0.25

Network Cisco Nexus 9000 NX-0OS 7.0(3)I11(3)
Cisco Nexus 1000V 5.2(1)SV3(1.5b)
Cisco Nexus 1110-X 5.2(1)SP1(7.3)

Storage NetApp AFF 8040 Data ONTAP 8.3.2

Software Cisco UCS Manager 3.1(1h)
Cisco UCS Performance 2.0
Manager
VMware vSphere ESXi 6.0 Ulb
VMware vCenter 6.0 Ulb
NetApp Virtual Storage 6.2
Console (VSC)
OnCommand Performance 2.0
Manager

Configuration Guidelines

This document provides details for configuring a fully redundant, highly available configuration for a FlexPod
unit with clustered Data ONTAP storage. Therefore, reference is made to which component is being
configured with each step, either 01 or 02 or A and B. For example, node01 and node02 are used to identify
the two NetApp storage controllers that are provisioned with this document, and Cisco Nexus A or Cisco
Nexus B identifies the pair of Cisco Nexus switches that are configured. The Cisco UCS fabric interconnects
are similarly configured. Additionally, this document details the steps for provisioning multiple Cisco UCS
hosts, and these examples are identified as: VM-Host-Infra-01, VM-Host-Prod-02 to represent
infrastructure and production hosts deployed to each of the fabric interconnects in this document. Finally, to
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indicate that you should include information pertinent to your environment in a given step, <text> appears as
part of the command structure. See the following example for the network port vlan create command:

Usage:
network port vlan create ?
[-node] <nodename> Node
{ [-vlan-name] {<netport>|<ifgrp>} VLAN Name
|  -port {<netport>|<ifgrp>} Associated Network Port
[-vlan-id] <integer> } Network Switch VLAN Identifier
Example:
network port vlan -node <node0Ol> -vlan-name i0a-<vlan id>

This document is intended to enable you to fully configure the customer environment. In this process, various
steps require you to insert customer-specific naming conventions, IP addresses, and VLAN schemes, as well
as to record appropriate MAC addresses. Table 3 lists the virtual machines (VMs) necessary for deployment
as outlined in this guide. Table 2 describes the VLANs necessary for deployment as outlined in this guide.

Table 2 Necessary VLANs

VLAN Name VLAN Purpose ID Used in Validating This
Document

Out of Band Mgmt VLAN for out-of-band management interfaces 13
In-Band Mgmt VLAN for in-band management interfaces 113
Native VLAN to which untagged frames are assigned 2
NFS VLAN for Infrastructure NFS traffic 3170
vMotion VLAN for VMware vMotion 3173
VM-Traffic VLAN for Production VM Interfaces 3174
iISCSI-A VLAN for Fabric A iSCSI 901
iISCSI-B VLAN for Fabric B iSCSI 902
Packet-Ctrl VLAN Nexus 1110-X Packet and Control 3176

Table 3 lists the VMs necessary for deployment as outlined in this document.

Table 3 Virtual Machines
Virtual Machine Description Host Name
Active Directory

vCenter Server

NetApp VSC

NetApp OnCommand Unified Manager
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Virtual Machine Description Host Name
OnCommand Performance Manager

Table 4 lists the configuration variables that are used throughout this document. This table can be
completed based on the specific site variables and used in implementing the document configuration steps.

Table 4 Configuration Variables
Variable Value
<<var_node01_mgmt_ip>> Out-of-band management IP for cluster node 01
(Example: 192.168.156.21)
<<var_node0l_mgmt_mask>> Out-of-band management network netmask
(Example: 255.255.255.0)
<<var_node01_mgmt_gateway>> Out-of-band management network default
gateway (Example: 192.168.156.1)
<<var_url_boot_software>> Data ONTAP 8.3.2 URL (Example:
http://192.168.156.9/832_q_image.tgz)
<<var_node02_mgmt_ip>> Out-of-band management IP for cluster node 02
(Example: 192.168.156.22)
<<var_node02_mgmt_mask>> Out-of-band management network netmask
(Example: 255.255.255.0)
<<var_node02_mgmt_gateway>> Out-of-band management network default
gateway (Example: 192.168.156.1)
<<var_clustername>> Storage cluster host name (Example: clus)
<<var_cluster_base_license_key>> Cluster base license key (Example:
1234567890ABCD1234567890ABCD)
<<var_nfs_license>> NFS license key (Example:
1234567890ABCD1234567890ABCD)
<<var_fc_license>> Fiber Channel license key (if using Fiber Channel)
(Example: 1234567890ABCD1234567890ABCD)
<<var_iscsi_license>> iSCSI license key (if using iSCSI) (Example:
1234567890ABCD1234567890ABCD)
<<var_password>> Global default administrative password (Example:
FI3xP0Od9)
<<var_clustermgmt_ip>> In-band management IP for the storage cluster
(Example: 192.168.157.20)
<<var_clustermgmt_mask>> In-band management network netmask (Example:
255.255.255.0)
<<var_clustermgmt_gateway>> Out-of-band management network default
gateway (Example: 192.168.157.1)
<<var_dns_domain_name>> DNS domain name (Example: flexpod.com)
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Variable

Value

<<var_nameserver_ip>>

DNS server IP(s) (Example: 192.168.156.9)

<<var_node_location>>

Node location string for each node (Example:
RTP9-D04)

<<var_nodeOl_sp_ip>>

Out-of-band cluster node 01 service processor
management IP (Example: 192.168.156.18)

<<var_node0l_sp_mask>>

Out-of-band management network netmask
(Example: 255.255.255.0)

<<var_nodeO1_sp_gateway>

Out-of-band management network default
gateway (Example: 192.168.156.1)

<<var_node02_sp_ip>>

Out-of-band cluster node 02 device processor
management IP (Example: 192.168.156.19)

<<var_node02_sp_mask>>

Out-of-band management network netmask
(Example: 255.255.255.0)

<<var_node02_sp_gateway>

Out-of-band management network default
gateway (Example: 192.168.156.1)

<<var_node01>>

Cluster node 01 hostname (Example: clus-01)

<<var_node02>>

Cluster node 02 hostname (Example: clus-02)

<<var_num_disks>>

Number of disks to assign to each storage
controller (Example: 5)

<<var_nfs_vlan_id>>

Infrastructure NFS VLAN ID for LIF (Example: 3170)

<<var_iscsi_vlan_A_id>>

Infrastructure iISCSI-A VLAN ID for LIF (Example:
901)

<<var_iscsi_vlan_B_id>>

Infrastructure iISCSI-B VLAN ID for LIF (Example:
902)

<<var_ib_mgmt_vlan_id>>

In-band management network VLAN ID (Example:
113)

<<var_oob_mgmt_vlan_id>>

Out-of-band management network VLAN ID
(Example: 13)

<<var_timezone>>

FlexPod time zone (Example: America/New_York)

<<var_global_ntp_server_ip>>

NTP server IP address for out-of-band mgmt.
(Example: 192.168.156.1)

<<var_switch_a_ntp_ip>>

NTP server IP address for Nexus 9372 Switch A
(Example: 192.168.156.1)

<<var_switch_b_ntp_ip>>

NTP server IP address for Nexus 9372 Switch B
(Example: 192.168.156.1)

<<var_ib-mgmt_vlan_netmask_length>>

Length of IB-MGMT-VLAN Netmask (Example: /24)
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Variable

Value

<<var_snmp_contact>>

Administrator e-mail address (Example:
admin@flexpod.com)

<<var_snmp_location>>

Cluster location string (Example: RTP9-D04)

<<var_cert_common_name>>

Common name string for certificate (Example:
“clus.flexpod.com”)

<<var_cert_country>>

Country for certificate (Example: “USA”)

<<var_cert_state>>

State for certificate (Example: “NC”)

<<var_cert_locality>>

Locality for certificate (Example: “RTP”)

<<var_cert_org>>

Organization for certificate (Example: “FlexPod”)

<<var_cert_unit>>

Organizational Unit for certificate (Example: “Dev”)

<<var_cert_email>>

E-mail address for certificate (Example:
“admin@flexpod.com”)

<<var_cert_days>>

Days until certificate expiration (Example: 365)

<<var_oncommand_server_fqdn>>

VSC or OnCommand VM fully qualified domain
name (FQDN) (Example: ocum.flexpod.com)

<<var_snmp_community>>

Storage cluster SNMP v1/v2 community nhame
(Example: fl3xp0d)

<<var_mailhost>>

Mail server host name (Example:
smtp.flexpod.com)

<<var_storage_admin_email>>

Administrator e-mail address (Example:
storage@flexpod.com)

<<var_node01_nfs_lif_infra_swap_ip>>

IP address of Infra Swap (Example:
192.168.170.21)

<<var_node01_nfs_lif_infra_swap_mask>>

Subnet Mask of Infra Swap (Example:
255.255.255.0)

<<var_node02_nfs_lif_infra_datastore_1_ip>>

IP address of Datastore 1 (Example:
192.168.170.22)

<<var_node02_nfs_lif_infra_datastore_1_mask>>

Subnet mask of Datastore 1 (Example:
255.255.255.0)

<<var_vserver_mgmt_ip>>

Management IP address for Vserver (Example:
192.168.156.23)

<<var_vserver_mgmt_mask>>

Subnet mask for Vserver (Example: 255.255.255.0)

<<var_vserver_mgmt_gateway>>

Default Gateway for Vserver (Example:
192.168.156.1)
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Variable

Value

<<var_vsadmin_password>>

Password for VS admin account (Example:
FI3xP0Od)

<<var_ucs_6248_clustername>>

Cisco UCS Manager cluster host name (Example:
ucs-6248)

<<var_ucs_6332_clustername>>

Cisco UCS Manager cluster host name (Example:
ucs-6332)

<<var_ucsa_mgmt_ip>>

Cisco UCS fabric interconnect (FI) A out-of-band
management IP address (Example:
192.168.156.51)

<<var_ucsa_mgmt_mask>>

Out-of-band management network netmask
(Example: 255.255.255.0)

<<var_ucsa_mgmt_gateway>>

Out-of-band management network default
gateway (Example: 192.168.156.1)

<<var_ucsb_mgmt_ip>>

Cisco UCS FI B out-of-band management IP
address (Example: 192.168.156.52)

<<var_vm_host_infra_01_ign>>

Cisco UCS Service Profile generated IQN of Infra
02

(Example: ign.1992-08.com.cisco:ucs-6248-
host:1

<<var_vm_host_prod_02_ign>>

Cisco UCS Service Profile generated IQN of Infra
01

(Example: ign.1992-08.com.cisco:ucs-6332-
host:1

<<var_vm_host_infra_01_ip>>

VMware ESXi host 02 out-of-band management IP
(Example: 10.1.156.25)

<<var_vm_host_prod_02_ip>>

VMware ESXi host 01 out-of-band management IP
(Example: 10.1.156.28)

<<var_nfs_vlan_ip_host_01>>

ESXi host 1, NFS VLAN IP (Example:
192.168.170.25)

<<var_nfs_vlan_ip_mask_host_01>>

ESXi hostl, NFS VLAN subnet mask (Example:
255.255.255.0)

<<var_nfs_vlan_ip_host_02>>

ESXi host 2, NFS VLAN IP (Example:
192.168.170.28)

<<var_nfs_vlan_ip_mask_host_02>>

ESXi host2, NFS VLAN subnet mask (Example:
255.255.255.0)

<<var_vcenter_server_ip>>

IP address of the vCenter Server (Example:
10.1.156.100)
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Variable Value

<<var_svm_mgmt_vlan_id>> Infrastructure Vserver management VLAN ID
(Example: 13)

<<var_node01l_iscsi_lif0la_ip>> iSCSI LIF Ol1a IP address (Example: 192.168.91.21)

<<var_nodeO01_iscsi_lif0la_mask>> iSCSI LIF O0l1a subnet mask (Example:
255.255.255.0)

<<var_nodeO1_iscsi_lif0lb_ip>> iSCSI LIF 01b IP address (Example: 192.168.92.21)

<<var_nodeO01_iscsi_lif01b_mask>> iSCSI LIF 01b subnet mask (Example:
255.255.255.0)

<<var_nodeO01_iscsi_lif02a_ip>> iSCSI LIF 02a IP address (Example: 192.168.91.22)

<<var_nodeO01_iscsi_lif02a_mask>> iSCSI LIF 02a subnet mask (Example:
255.255.255.0)

<<var_nodeO1_iscsi_lif02b_ip>> iSCSI LIF 02b IP address (Example: 192.168.92.22)

<<var_node01_iscsi_lif02b_mask>> iSCSI LIF 02b subnet mask (Example:
255.255.255.0)

<<var_node01_fcp_pOrtl >> Node 1 FC port 1 (Example: 0a)
<<var_nodeO1_fcp_pOrt2 >> Node 1 FC port 2 (Example: Ob)
<<var_node02_fcp_pOrtl >> Node 2 FC port 1 (Example: 0a)
<<var_node02_fcp_pOrt2 >> Node 2 FC port 2 (Example: Ob)
<<var_vserver_mgmt_ip>> Management IP address for Infrastructure Vserver

(Example: 192.168.156.23)

<<var_vserver_mgmt_mask>> Management subnet mask for Infrastructure
Vserver (Example: 255.255.255.0)

<<var_oncommand_server_ip>> IP address of the OnCommand Unified Manager
(Example: 10.1.156.10)

<<var_rule_index>> Rule index number (Example: 1)

Physical Infrastructure

FlexPod Cabling

The information in this section is provided as a reference for cabling the physical equipment in a FlexPod
environment. To simplify cabling requirements, the tables include both local and remote device and port
locations.

The tables in this section contain the details for the prescribed and supported configuration of the NetApp
AFF8040 running clustered Data ONTAP 8.3.2.
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# For any modifications of this prescribed architecture, consult the NetApp Interoperability Matrix Tool (IMT).

This document assumes that out-of-band management ports are plugged into an existing management
infrastructure at the deployment site. These interfaces will be used in various configuration steps

Be sure to follow the cabling directions in this section. Failure to do so will result in necessary changes to the
deployment procedures that follow because specific port locations are mentioned.

Figure 2 shows a cabling diagram for a FlexPod configuration using the Cisco Nexus 9000 and NetApp
storage systems with clustered Data ONTAP connected to the UCS 6332-16UP Fabric Interconnect, and
Figure 3 shows that same configuration utilizing the UCS 6248UP Fabric Interconnect. Cabling of both the
6332-16UP and the 6248UP in adjacency are done as an example of interchangeable viability between the
two fabric interconnect models, and not intended to imply a requirement of simultaneous deployment.

The NetApp storage controller and disk shelves should be connected according to best practices for the
specific storage controller and disk shelves. For disk shelf cabling, refer to the Universal SAS and ACP
Cabling Guide: https://library.netapp.com/ecm/ecm_get file/ECMM1280392.

Figure 2 FlexPod Cabling Diagram (6332-16UP)
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Figure 3

FlexPod Cabling Diagram (6248UP)
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Table 5 through Error! Reference source not found. provide the details of all the connections in use.

Table 5 Cisco Nexus 9372-A Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco Nexus 9372 A Eth1/1 10GbE NetApp Controller 1 e0b
Eth1/2 10GbE NetApp Controller 2 eOb
Eth1/17 10GbE Nexus 1110-X 1 Eth7
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Local Device Local Port Connection Remote Device Remote
Port
Eth1/18 10GbE Nexus 1110-X 2 Eth7

Eth1/45 10GbE Cisco UCS 6248UP FI A Eth1/31

Eth1/46 10GbE Cisco UCS 6248UP FI B Eth1/31

Eth1/49 40GbE Cisco Nexus 9372 B Eth1/49

Eth1/50 40GbE Cisco Nexus 9372 B Eth1/50

Eth1/51 40GbE Cisco UCS 6332-16UP FI A Eth1/31

Eth1/52 40GbE Cisco UCS 6332-16UP FI B Eth1/31
MGMTO GbE GbE management switch Any

# For devices requiring GbE connectivity, use the GbE Copper SFP+s (GLC-T=).

Table 6 Cisco Nexus 9372-B Cabling Information

Local Device Local Port Connection Remote Device Remote Port

Cisco Nexus 9372 B Eth1/1 10GbE NetApp Controller 1 e0d
Eth1/2 10GbE NetApp Controller 2 e0d
Eth1/17 10GbE Nexus 1110-X 1 Eth8
Eth1/18 10GbE Nexus 1110-X 2 Eth8
Eth1/45 10GbE Cisco UCS 6248UP FI A Eth1/32
Eth1/46 10GbE Cisco UCS 6248UP FI B Eth1/32
Eth1/49 40GbE Cisco Nexus 9372 A Eth1/49
Eth1/50 40GbE Cisco Nexus 9372 A Eth1/50
Eth1/51 40GbE Cisco UCS 6332-16UP FI A Eth1/32
Eth1/52 40GbE Cisco UCS 6332-16UP FI B Eth1/32
MGMTO GbE GbE management switch Any

Table 7

NetApp Controller-1 Cabling Information

Local Device

Remote
Port

Local Port Connection Remote Device
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Local Device Local Port Connection | Remote Device Remote
Port
NetApp controller 1 eOM 100MbE 100MbE management switch Any
eOi GbE GbE management switch Any
eOP GbE SAS shelves ACP port
ela 10GbE NetApp Controller 2 ela
e0b 10GbE Cisco Nexus 9372 A Eth1l/1
eOc 10GbE NetApp Controller 2 eOc
e0d 10GbE Cisco Nexus 9372 B Eth1/1
Oe 16Gb FC Cisco UCS 6332-16UP FI A FC 1/1
(only if using FC connectivity)
of 16Gb FC Cisco UCS 6332-16UP FI B FC 1/1
(only if using FC connectivity)
Og 16Gb FC Cisco UCS 6248UP FI A FC 2/15
(only if using FC connectivity)
Oh 16Gb FC Cisco UCS 6248UP FI B FC 2/15
(only if using FC connectivity)

# When the term eOM is used, the physical Ethernet port to which the table is referring

a wrench icon on the rear of the chassis.

is the port indicated by

Table 8 NetApp Controller 2 Cabling Information
Local Device Local Port Connection | Remote Device Remote
Port

NetApp controller 2 eOM 100MbE 100MbE management switch Any
e0i GbE GbE management switch Any
eOP GbE SAS shelves ACP port
ela 10GbE NetApp Controller 1 ela
e0b 10GbE Cisco Nexus 9372 A Eth1/2
eOc 10GbE NetApp Controller 1 eOc
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Local Device Local Port Connection Remote Device Remote
Port
e0d 10GbE Cisco Nexus 9372 B Ethl1/2
Oe 16Gb FC Cisco UCS 6332-16UP FI A FC 1/2
(only if using FC connectivity)
of 16Gb FC Cisco UCS 6332-16UP FI B FC 1/2
(only if using FC connectivity)
Og 16Gb FC Cisco UCS 6248UP FI A FC 2/16
(only if using FC connectivity)
Oh 16Gb FC Cisco UCS 6248UP FI B FC 2/16
(only if using FC connectivity)

Table 9 Cisco UCS 6332-16UP Fabric Interconnect A Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect A FC 1/1 16Gb FC NetApp controller 1 (only if using FC) | Oe
FC 1/2 16Gb FC NetApp controller 2 (only if using FC) | Oe
Eth1/28 40GbE Cisco UCS C-Series 1 Port O
Eth1/29 40GbE Cisco UCS Chassis 1 2304 FEX A IOM 1/1
Eth1/30 40GbE Cisco UCS Chassis 1 2304 FEX A IOM 1/2
Eth1/31 40GbE Cisco Nexus 9372 A Eth1/51
Eth1/32 40GbE Cisco Nexus 9372 B Eth1/51
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6332-16UP FI B L1
L2 GbE Cisco UCS 6332-16UP FI B L2
Table 10 Cisco UCS 6332-16UP Fabric Interconnect B Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect B FC 1/1 16Gb FC NetApp controller 1 (only if using FC) | Of
FC 1/2 16Gb FC NetApp controller 2 (only if using FC) | Of
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Local Device Local Port Connection Remote Device Remote
Port
Eth1/28 40GbE Cisco UCS C-Series 1 Port 1
Eth1/29 40GbE Cisco UCS Chassis 1 2304 FEX B IOM 1/1
Eth1/30 40GbE Cisco UCS Chassis 1 2304 FEX B IOM 1/2
Eth1/31 40GbE Cisco Nexus 9372 A Eth1/52
Eth1/32 40GbE Cisco Nexus 9372 B Eth1/52
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6332-16UP FI B L1
L2 GbE Cisco UCS 6332-16UP FI B L2
Table 11 Cisco UCS 6248UP Fabric Interconnect A Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect A FC 2/15 8Gb FC NetApp controller 1 (only if using FC) | Og
FC 2/16 8Gb FC NetApp controller 2 (only if using FC) | Og
Eth1/28 10GbE Cisco UCS C-Series 2 Port O
Eth1/29 10GbE Cisco UCS Chassis 2 2204 FEX A IOM 1/1
Eth1/30 10GbE Cisco UCS Chassis 2 2204 FEX A IOM 1/2
Eth1/31 10GbE Cisco Nexus 9372 A Eth1/45
Eth1/32 10GbE Cisco Nexus 9372 B Eth1/45
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6248UP FI B L1
L2 GbE Cisco UCS 6248UP FI B L2
Table 12 Cisco UCS 6248UP Fabric Interconnect B Cabling Information
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS fabric interconnect B FC 2/15 8Gb FC NetApp controller 1 (only if using FC) | Of
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Local Device Local Port Connection Remote Device Remote
Port
FC 2/16 8Gb FC NetApp controller 2 (only if using FC) | Of
Eth1/28 10GbE Cisco UCS C-Series 2 Port 1
Eth1/29 10GbE Cisco UCS Chassis 2204 FEX B IOM 1/1
Eth1/30 10GbE Cisco UCS Chassis 2204 FEX B IOM 1/2
Eth1/31 10GbE Cisco Nexus 9372 A Eth1/46
Eth1/32 10GbE Cisco Nexus 9372 B Eth1/46
MGMTO GbE GbE management switch Any
L1 GbE Cisco UCS 6248UP FI B L1
L2 GbE Cisco UCS 6248UP FI B L2
Table 13 Cisco UCS C-Series 1
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS C-Series 1 Port 0 40GbE Cisco UCS 6332-16UP FI A Eth1/28
Port 1 40GbE Cisco UCS 6332-16UP FI B Eth1/28
Table 14 Cisco UCS C-Series 2
Local Device Local Port Connection Remote Device Remote
Port
Cisco UCS C-Series 2 Port O 10GbE Cisco UCS 6248UP FI A Eth1/28
Port 1 10GbE Cisco UCS 6248UP FI B Eth1/28
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Network Switch Configuration
I ————————————

This section provides a detailed procedure for configuring the Cisco Nexus 9000s for use in a FlexPod
environment. Follow these steps precisely because failure to do so could result in an improper configuration.

Physical Connectivity

Follow the physical connectivity guidelines for FlexPod as covered in the section ""FlexPod Cabling."

FlexPod Cisco Nexus Base

The following procedures describe how to configure the Cisco Nexus switches for use in a base FlexPod
environment. This procedure assumes the use of Nexus 9000 7.0(3)I1(3).

# The following procedure includes setup of NTP distribution on the In-Band Management VLAN. The inter-
face-vlan feature and ntp commands are used to set this up. This procedure also assumes the default VRF
will be used to route the In-Band Management VLAN.

Set Up Initial Configuration

Cisco Nexus 9372PX A

To set up the initial configuration for the Cisco Nexus A switch on <<var_nexus_A_hostname>>, complete
the following steps:

1. Configure the switch.

# On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automati-
cally start and attempt to enter Power on Auto Provisioning.

Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
Do you want to enforce secure password standard (yes/no): yes

Enter the password for "admin": <<var password>>

Confirm the password for "admin": <<var password>>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <<var_nexus_A hostname>>

Continue with Out-of-band (mgmt0O) management configuration? (yes/no) [y]: Enter

MgmtO IPv4 address: <<var nexus A mgmt0 ip>>
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MgmtO IPv4 netmask: <<var nexus A mgmt(0 netmask>>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <<var nexus A mgmtO_ gw>>
Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsa]l: Enter

Number of rsa key bits <1024-2048> [1024]: Enter

Configure the ntp server? (yes/no) [n]: y

NTP server IPv4 address: <<var global ntp server ip>>

Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: shut
Configure CoPP system profile (strict/moderate/lenient/dense/skip) [strict]: Enter

Would you like to edit the configuration? (yes/no) [n]: Enter

2. Review the configuration summary before enabling the configuration.
Use this configuration and save it? (yes/no) [y]: Enter

Cisco Nexus 9372PX B

To set up the initial configuration for the Cisco Nexus B switch on <<var_nexus_B_hostname>>, complete
the following steps:

1. Configure the switch.

# On initial boot and connection to the serial or console port of the switch, the NX-OS setup should automati-
cally start and attempt to enter Power on Auto Provisioning.

Abort Power on Auto Provisioning and continue with normal setup? (yes/no) [n]: yes
Do you want to enforce secure password standard (yes/no): yes

Enter the password for "admin": <<var password>>

Confirm the password for "admin": <<var_ password>>

Would you like to enter the basic configuration dialog (yes/no): yes

Create another login account (yes/no) [n]: Enter

Configure read-only SNMP community string (yes/no) [n]: Enter

Configure read-write SNMP community string (yes/no) [n]: Enter

Enter the switch name: <<var nexus B hostname>>
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Continue with Out-of-band (mgmtO) management configuration? (yes/no) [y]: Enter

MgmtO IPv4 address: <<var_nexus_ B mgmt(0_ip>>

Mgmt0 IPv4 netmask: <<var nexus B mgmt0 netmask>>

Configure the default gateway? (yes/no) [y]: Enter

IPv4 address of the default gateway: <<var nexus B mgmtO_gw>>
Configure advanced IP options? (yes/no) [n]: Enter

Enable the telnet service? (yes/no) [n]: Enter

Enable the ssh service? (yes/no) [y]: Enter

Type of ssh key you would like to generate (dsa/rsa) [rsal: Enter
Number of rsa key bits <1024-2048> [1024]: Enter

Configure the ntp server? (yes/no) [n]: y

NTP server IPv4 address: <<var_global ntp_server_ ip>>

Configure default interface layer (L3/L2) [L2]: Enter

Configure default switchport interface state (shut/noshut) [noshut]: shut

Configure CoPP system profile (strict/moderate/lenient/dense/skip)

Would you like to edit the configuration? (yes/no) [n]: Enter

[strict]:

2. Review the configuration summary before enabling the configuration.

Use this configuration and save it? (yes/no) [y]: Enter

FlexPod Cisco Nexus Switch Configuration

Enable Licenses
Cisco Nexus 9372PX A and Cisco Nexus 9372PX B
To license the Cisco Nexus switches, complete the following steps:

1. Login as admin.

2. Run the following commands:

config t

feature interface-vlan
feature lacp

feature vpc

feature 1lldp
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Set Global Configurations

Cisco Nexus 9372PX A and Cisco Nexus 9372PX B

To set global configurations, complete the following step on both switches:
Run the following commands to set global configurations:

spanning-tree port type network default

spanning-tree port type edge bpduguard default

spanning-tree port type edge bpdufilter default

port-channel load-balance src-dst l4port

ntp server <<var_global ntp server ip>> use-vrf management

ntp master 3

ip route 0.0.0.0/0 <<var_ ib-mgmt-vlan gateway>>

copy run start

Create VLANs

Cisco Nexus 9372PX A and Cisco Nexus 9372PX B

To create the necessary virtual local area networks (VLANS), complete the following step on both switches:

From the global configuration mode, run the following commands:
vlan <<var_ ib-mgmt vlan id>>
name IB-MGMT-VLAN
exit
vlan <<var_native_vlan_id>>
name Native-VLAN
exit
vlan <<var_vmotion_vlan_ id>>
name vMotion-VLAN
exit
vlan <<var_vm-traffic_vlan_id>>
name VM-Traffic-VLAN
exit
vlan <<var_nfs_vlan_id>>
name NFS-VLAN
exit

vlan <<var_iscsi-a_vlan_id>>
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name 1iSCSI-A-VLAN

exit

vlan <<var_iscsi-b vlan id>>
name 1iSCSI-B-VLAN

exit

vlan <<var packet-ctrl vlan id>>
name Packet-Ctrl-VLAN

exit
Add NTP Distribution Interface

Cisco Nexus 9372PX A
From the global configuration mode, run the following commands:
ntp source <<var_switch a ntp ip>>
interface Vlan<<var ib-mgmt vlan id>>
ip address <<var switch a ntp ip>>/<<var ib-mgmt vlan netmask length>>
no shutdown
exit
Cisco Nexus 9372PX B
From the global configuration mode, run the following commands:
ntp source <<var_switch b ntp ip>>
interface Vlan<<var_ib-mgmt_vlan_id>>
ip address <<var switch b ntp ip>>/<<var ib-mgmt vlan netmask length>>
no shutdown

exit
Add Individual Port Descriptions for Troubleshooting

Cisco Nexus 9372PX A

To add individual port descriptions for troubleshooting activity and verification for switch A, complete the
following step:

b In this step and in further sections, configure the <<var_ucs_6248_clustername>> and
<<var_ucs_6332_clustername>> interfaces as appropriate to your deployment.

From the global configuration mode, run the following commands:

interface Ethl/1
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description <<var node01l>>:e0Ob

exit

interface Ethl/2

description <<var node02>>:e0b

exit

interface Ethl/17

description <<var nlll0-x>>-1l:eth 7

exit

interface Ethl/18

description <<var nlll10-x>>-2:eth’

exit

interface Ethl/45

description <<var ucs 6248 clustername>>-a:1/31
exit

interface Ethl/46

description <<var ucs 6248 clustername>>-b:1/31
exit

interface Ethl/49

description <<var nexus B hostname>>:1/49

exit

interface Ethl/50

description <<var nexus B hostname>>:1/50

exit

interface Ethl/51

description <<var ucs 6332 clustername>>-a:1/31
exit

interface Ethl/52

description <<var ucs 6332 clustername>>-b:1/31

exit

Cisco Nexus 9372PX B

To add individual port descriptions for troubleshooting activity and verification for switch B, complete the
following step:
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From the global configuration mode, run the following commands:

interface Ethl/1

description <<var_node01>>:e0d

exit

interface Ethl/2

description <<var_ node02>>:e0d

exit

interface Ethl/17

description <<var nlll0-x>>-1:eth 8

exit

interface Ethl/18

description <<var nlll0-x>>-2:eth 8

exit

interface Ethl/45

description <<var ucs_ 6248 clustername>>-a:1/32
exit

interface Ethl/46

description <<var ucs_6248 clustername>>-b:1/32
exit

interface Ethl/49

description <<var_nexus_ A hostname>>:1/49

exit

interface Ethl/50

description <<var_nexus_ A hostname>>:1/50

exit

interface Ethl/51

description <<var_ucs_6332_ clustername>>-a:1/32
exit

interface Ethl/52

description <<var_ucs_6332_ clustername>>-b:1/32

exit
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Create Port Channels

Cisco Nexus 9372PX A and Cisco Nexus 9372PX B

To create the necessary port channels between devices, complete the following step on both switches:
From the global configuration mode, run the following commands:

interface PolO

description vPC peer-link
exit

interface Ethl/49-50
channel-group 10 mode active
no shutdown

exit

interface Poll

description <<var_ node(01>>
exit

interface Ethl/1
channel-group 11 mode active
no shutdown

exit

interface Pol2

description <<var node02>>
exit

interface Ethl/2
channel-group 12 mode active
no shutdown

exit

interface Poll7

description <<var nlll0-x>>-1
exit

interface Ethl/17
channel-group 117 mode active
no shutdown

exit

interface Poll8
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description <<var_nlll0-x>>-2

exit

interface Ethl/18

channel-group 118 mode active

no shutdown

exit

copy run start

interface Pol45

description <<var_ucs 6248 clustername>>-a
exit

interface Ethl/45

channel-group 145 mode active

no shutdown

exit

interface Poll2

description <<var ucs 6248 clustername>>-b
exit

interface Ethl/46

channel-group 146 mode active

no shutdown

exit

interface Pol5l1

description <<var_ucs 6332 clustername>>-a
exit

interface Ethl/51

channel-group 151 mode active

no shutdown

exit

interface Pol52

description <<var_ucs 6332 clustername>>-b
exit

interface Ethl/52

channel-group 152 mode active
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no shutdown

exit
Configure Port Channel Parameters

Cisco Nexus 9372PX A and Cisco Nexus 9372PX B

To configure port channel parameters, complete the following step on both switches:

From the global configuration mode, run the following commands:
interface Pol0
switchport mode trunk
switchport trunk native vlan 2
switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var vmotion vlan id>>,
<<var vm-traffic vlan id>>, <<var_iscsi-a vlan id>>, <<var iscsi-b vlan id>>, <<var packet-
ctrl vlan id>>
spanning-tree port type network
exit
interface Poll
switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var_ iscsi-a vlan id>>,
<<var_ iscsi-b vlan_ id>>

spanning-tree port type edge trunk
mtu 9216

exit

interface Pol2

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var_ ib-mgmt vlan id>>, <<var_nfs vlan id>>, <<var_iscsi-a vlan_id>>,
<<var_iscsi-b_vlan_ id>>

spanning-tree port type edge trunk
mtu 9216

exit

interface Poll7

switchport mode trunk

switchport trunk native wvlan 2

switchport trunk allowed vlan <<var_ib-mgmt_vlan id>>, <<var_packet-ctrl vlan_id>>
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spanning-tree port type edge trunk
exit

interface Poll8

switchport mode trunk

switchport trunk native vlan 2
switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var packet-ctrl vlan id>>
spanning-tree port type edge trunk
exit

interface Pol45

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var vmotion vlan id>>,
<<var vm-traffic vlan id>>, <<var_iscsi-a vlan id>>, <<var iscsi-b_vlan id>>

spanning-tree port type edge trunk
mtu 9216

exit

interface Pol46

switchport mode trunk

switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var vmotion vlan id>>,
<<var_vm-traffic_vlan_id>>, <<var_iscsi-a_vlan_ id>>, <<var_iscsi-b_vlan_id>>

spanning-tree port type edge trunk
mtu 9216

exit

interface Pol5l1

switchport mode trunk

switchport trunk native wvlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var vmotion vlan id>>,
<<var vm-traffic vlan id>>, <<var iscsi-a vlan id>>, <<var iscsi-b vlan id>>

spanning-tree port type edge trunk
mtu 9216

exit

interface Polb52

switchport mode trunk
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switchport trunk native vlan 2

switchport trunk allowed vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var_ vmotion vlan id>>,
<<var vm-traffic vlan id>>, <<var iscsi-a vlan id>>, <<var iscsi-b vlan id>>

spanning-tree port type edge trunk
mtu 9216

exit

copy run start

Configure Virtual Port Channels

Cisco Nexus 9372PX A

To configure virtual port channels (vPCs) for switch A, complete the following step:
From the global configuration mode, run the following commands:

vpc domain <<var nexus vpc_domain_ id>>

role priority 10

peer-keepalive destination <<var_nexus B mgmtO_ip>> source <<var_nexus_A mgmtO_ip>>

peer-switch

peer—-gateway

auto-recovery

delay restore 150

exit

interface PolO

vpc peer-link

exit

interface Poll

vpc 11

exit

interface Pol2

vpc 12

exit

interface Poll7

vpc 117

exit
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interface Poll8
vpc 118

exit

interface Pol45
vpc 111

exit

interface Pol46
vpc 112

exit

interface Pol5l
vpc 111

exit

interface Polb52
vpc 112

exit

copy run start

Cisco Nexus 9372PX B

To configure vPCs for switch B, complete the following step:

From the global configuration mode, run the following commands.
vpc domain <<var_nexus_vpc_domain_id>>
role priority 20
peer-keepalive destination <<var_nexus A mgmt0_ip>> source <<var_nexus_ B mgmt0_ ip>>
peer-switch
peer-gateway
auto-recovery
delay restore 150
exit
interface PolO
vpc peer-link
exit
interface Poll
vpc 11

exit
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interface Pol2
vpc 12

exit

interface Poll7
vpc 117

exit

interface Poll8
vpc 118

exit

interface Pol45
vpc 111

exit

interface Pol46
vpc 112

exit

interface Pol5l
vpc 111

exit

interface Polb52
vpc 112

exit

copy run start

Uplink into Existing Network Infrastructure

Depending on the available network infrastructure, several methods and features can be used to uplink the
FlexPod environment. If an existing Cisco Nexus environment is present, NetApp recommends using vPCs to
uplink the Cisco Nexus 9372PX switches included in the FlexPod environment into the infrastructure. The
previously described procedures can be used to create an uplink vPC to the existing environment. Make sure
to run copy run start to save the configuration on each switch after the configuration is completed.
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Storage Configuration
_________________________________________________________________________________________________________________________________|

AFF80XX Series Controllers

See the following sections in the Site Requirements Guide for planning the physical location of the storage
systems:

e Site Preparation
e System Connectivity Requirements

e Circuit Breaker, Power Outlet Balancing, System Cabinet Power Cord Plugs, and Console Pinout
Requirements

e 80xx Series Systems

NetApp Hardware Universe

The NetApp Hardware Universe (HWU) application provides supported hardware and software components
for any specific ONTAP version. It provides configuration information for all the NetApp storage appliances
currently supported by ONTAP software. It also provides a table of component compatibilities.

# Confirm that the hardware and software components that you would like to use are supported with
the version of ONTAP that you plan to install by using the HWU application at the NetApp Support
site.

1. Access the HWU application to view the System Configuration guides. Click the Controllers tab to
view the compatibility between different version of the ONTAP software and the NetApp storage ap-
pliances with your desired specifications.

2. Alternatively, to compare components by storage appliance, click Compare Storage Systems.

Controllers

Follow the physical installation procedures for the controllers found in the AFF8000 Series product
documentation at the NetApp Support site.

Disk Shelves

NetApp storage systems support a wide variety of disk shelves and disk drives. The complete list of disk
shelves that are supported by the AFF 80xx is available at the NetApp Support site.

When using SAS disk shelves with NetApp storage controllers, refer to the SAS Disk Shelves Universal SAS
and ACP Cabling Guide for proper cabling guidelines.
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Clustered Data ONTAP 8.3.2

Complete the Configuration Worksheet

Before running the setup script, complete the cluster setup worksheet from the Clustered Data ONTAP 8.3
Software Setup Guide. You must have access to the NetApp Support site to open the cluster setup
worksheet.

Configure ONTAP Nodes

Before running the setup script, review the configuration worksheets in the Clustered Data ONTAP 8.3
Software Setup Guide to learn about configuring ONTAP. Table 15 lists the information that you will need to
configure two ONTAP nodes. Customize the cluster detail values with the information applicable to your

deployment.
Table 15 ONTAP software installation prerequisites

Cluster Detail Cluster Detail Value
Cluster NodeO1 IP address <<var node0Ol mgmt ip>>
Cluster NodeO1 netmask <<var nodeOl mgmt mask>>
Cluster NodeO1 gateway <<var node0l mgmt gateway>>
Cluster Node02 IP address <<var node02 mgmt ip>>
Cluster Node02 netmask <<var node(02 mgmt mask>>
Cluster Node02 gateway <<var node02 mgmt gateway>>
Data ONTAP 8.3.2 URL <<var_url boot software>>

Configure Node 01
To configure node 01, complete the following steps:
1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the

storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when you see this mes-
sage:

‘Startinq AUTOBOOT press Ctrl-C to abort..

2. Allow the system to boot up.

‘autoboot

3. Press Ctrl-C when prompted.
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‘& If Data ONTAP 8.3.2 is not the version of software being booted, continue with the following steps to install
new software. If Data ONTAP 8.3.2 is the version being booted, select option 8 and y to reboot the node.
Then continue with step 14.

4. To install new software, select option 7.

5. Enter y to perform an upgrade.

6. Select eOM for the network port you want to use for the download.

7. Enter y to reboot now.

8. Enter the IP address, netmask, and default gateway for eOM in their respective places.

‘<<var_nodeO2_mgmt_ip>> <<var node02 mgmt mask>> <<var node02 mgmt gateway>>

9. Enter the URL where the software can be found.

‘& This web server must be pingable.

‘<<var7urlibootisoftware>>

10. Press Enter for the user name, indicating no user name.

11. Enter y to set the newly installed software as the default to be used for subsequent reboots.

E

12. Enter y to reboot the node.

K

# When installing new software, the system might perform firmware upgrades to the BIOS and adapter cards,
causing reboots and possible stops at the Loader-A prompt. If these actions occur, the system might devi-
ate from this procedure.

13. Press Ctrl-C when you see this message:

Press Ctrl-C for Boot Menu

14. Select option 4 for Clean Configuration and Initialize All Disks.
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15. Enter vy to zero disks, reset config, and install a new file system.

16. Enter y to erase all the data on the disks.

E

# The initialization and creation of the root volume can take 90 minutes or more to complete, depending on
the number of disks attached. After initialization is complete, the storage system reboots. You can continue
with the node 02 configuration while the disks for node 01 are zeroing.

Configure Node 02
To configure node 02, complete the following steps:
1. Connect to the storage system console port. You should see a Loader-A prompt. However, if the

storage system is in a reboot loop, press Ctrl-C to exit the autoboot loop when you see this mes-
sage:

‘Starting AUTOBOOT press Ctrl-C to abort..

2. Allow the system to boot up.

‘autoboot

3. Press Ctrl-C when prompted.

# If Data ONTAP 8.3.2 is not the version of software being booted, continue with the following steps to install
new software. If Data ONTAP 8.3.2 is the version being booted, select option 8 and y to reboot the node.
Then continue with step 14.

4. To install new software, select option 7.

5. Enter y to perform an upgrade.

6. Select eOM for the network port you want to use for the download.

7. Enter y to reboot now.

8. Enter the IP address, netmask, and default gateway for eOM in their respective places.
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‘<<var_nod602_mgmt_ip>> <<var_node02 mgmt mask>> <<var_node02 mgmt gateway>>

9. Enter the URL where the software can be found.

# This web server must be pingable.

‘<<variurlibootisoftware>>

10. Press Enter for the user name, indicating no user name.

11. Enter y to set the newly installed software as the default to be used for subsequent reboots.

K

12. Enter y to reboot the node.

E

& When installing new software, the system might perform firmware upgrades to the BIOS and adapter cards,
causing reboots and possible stops at the Loader-A prompt. If these actions occur, the system might devi-
ate from this procedure.

13. Press Ctrl-C when you see this message:

‘Press Ctrl-C for Boot Menu

14. Select option 4 for Clean Configuration and Initialize All Disks.

K

15. Enter vy to zero disks, reset config, and install a new file system.

E

16. Enter y to erase all the data on the disks.

E

& The initialization and creation of the root volume can take 90 minutes or more to complete, depending on
the number of disks attached. When initialization is complete, the storage system reboots.

Set Up Node

From a console port program attached to the storage controller A (node 01) console port, run the node
setup script. This script appears when Data ONTAP 8.3.2 boots on the node for the first time.

1. Follow the prompts to set up node 01:

Welcome to node setup.

You can enter the following commands at any time:
"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
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"exit" or "quit" - if you want to quit the setup wizard.
Any changes you made before quitting will be saved.

To accept a default or omit a question, do not enter a value.

This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify -support disable" within 24 hours.

Enabling AutoSupport can significantly speed problem determination and resolution should a problem occur on
your system.

For further information on AutoSupport, see:

http://support.netapp.com/autosupport/

Type yes to confirm and continue {yes}: yes

Enter the node management interface port [eOM]: Enter

Enter the node management interface IP address: <<var node(0l mgmt ip>>

Enter the node management interface netmask: <<var node0l mgmt mask>>

Enter the node management interface default gateway: <<var _node0Ol mgmt gateway>>

A node management interface on port eOM with IP address <<var node0Ol mgmt ip>> has been created

This node has its management address assigned and is ready for cluster setup.

To complete cluster setup after all nodes are ready, download and run the System Setup utility from the
NetApp Support Site and use it to discover the configured nodes.

For System Setup, this node's management address is: <<var node(Ol mgmt ip>>.

Alternatively, you can use the "cluster setup" command to configure the cluster.

2. Press Enter and log in to the node with the admin user ID and no password.

3. At the node command prompt, enter the following commands to set HA mode for storage failover.

‘ﬁ If the node responds that the HA mode was already set, then proceed with step 4.

::> storage failover modify -mode ha
Mode set to HA. Reboot node to activate HA.

::> system node reboot

Warning: Are you sure you want to reboot node "localhost"? {y|n}: vy

4. After reboot, set up the node with the preassigned values.

Welcome to node setup.

You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the setup wizard.

Any changes you made before quitting will be saved.

To accept a default or omit a question, do not enter a value.

Enter the node management interface port [eOM]: Enter

Enter the node management interface IP address [<<var_node(Ol mgmt_ ip>>]: Enter

Enter the node management interface netmask [<<var_node0l mgmt mask>>]: Enter

Enter the node management interface default gateway [<<var_node0Ol mgmt gateway>>]: Enter

This node has its management address assigned and is ready for cluster setup.

To complete cluster setup after all nodes are ready, download and run the System Setup utility from the
NetApp Support Site and use it to discover the configured nodes.

For System Setup, this node's management address is: <<var node0l mgmt ip>>.
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Alternatively, you can use the "cluster setup" command to configure the cluster.

5. Log in to the node as the admin user with no password.
Repeat this procedure for storage cluster node 02.

Create Cluster on Node 01

In ONTAP, the first node in the cluster performs the cluster create operation. All other nodes perform a
cluster join operation. The first node in the cluster is considered node 01.

Table 16 Cluster create in ONTAP prerequisites
Cluster Detail Cluster Detail Value
Cluster name <<var_ clustername>>
ONTAP base license <<var cluster base license key>>
Cluster management IP address <<var clustermgmt ip>>
Cluster management netmask <<var clustermgmt mask>>
Cluster management port <<var_clustermgmt port>>
Cluster management gateway <<var_clustermgmt gateway>>
Cluster nodeO1 IP address <<var node0l mgmt ip>>
Cluster node01 netmask <<var node(0l mgmt mask>>
Cluster nodeO1 gateway <<var node0l mgmt gateway>>

Run the cluster setup command to start the Cluster Setup wizard.

cluster setup
Welcome to the cluster setup wizard.
You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".

To accept a default or omit a question, do not enter a value.

Do you want to create a new cluster or join an existing cluster? {create, join}:

# If a login prompt appears instead of the Cluster Setup wizard, start the wizard by logging in with the factory
default settings and then enter the cluster setup command.

To create a new cluster, complete the following steps:

1. Run the following command to create a new cluster:

create

2. Enter no for the single-node cluster option.
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Do you intend for this node to be used as a single node cluster? {yes, no} [no]: no

3. Enter no for a cluster network using network switches.

Will the cluster network be configured to use network switches? [yes]:no

4. The system defaults are displayed. Enter yes to use the system defaults. Use the following prompts
to configure the cluster ports.

Existing cluster interface configuration found:

Port MTU IP Netmask

ela 9000 169.254.118.102 255.255.0.0

elc 9000 169.254.191.92 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no

System Defaults:

Private cluster network ports [e0a,eOc].

Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.

Do you want to use these defaults? {yes, no} [yes]: yes

‘& If four ports are being used for the switchless cluster interconnect, enter e0a, e0Ob, eOc, and e0d for the
private cluster network ports above.

5. The steps to create a cluster are displayed.

Enter the cluster administrators (username “admin”) password: <<var password>>
Retype the password: <<var_ password>>

It can take several minutes to create cluster interfaces...

Step 1 of 5: Create a Cluster
You can type "back", "exit", or "help" at any question.

Enter the cluster name: <<var_clustername>>

Enter the cluster base license key: <<var_ cluster base license key>>
Creating cluster <<var_clustername>>

Enter an additional license key []:<<var_iscsi_license>>

‘& The cluster is created. This can take a few minutes.

& For this validated architecture, NetApp recommends installing license keys for NetApp SnapRestore® data
recovery software, NetApp FlexClone® data replication technology, and the NetApp SnapManager® suite. In
addition, install all required storage protocol licenses and all licenses that came with the AFF bundle. After
you finish entering the license keys, press Enter.

Enter the cluster management interface port [ele]: e0i

Enter the cluster management interface IP address: <<var clustermgmt ip>>

Enter the cluster management interface netmask: <<var_ clustermgmt mask>>

Enter the cluster management interface default gateway: <<var clustermgmt gateway>>

6. Enter the DNS domain name.
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Enter the DNS domain names:<<var dns domain_ name>>
Enter the name server IP addresses:<<var_nameserver ip>>

# If you have more than one name server IP address, separate the IP addresses with a comma.

7. Set up the node.

Where is the controller located []:<<var node location>>

Enter the node management interface port [eOM]: eOM

Enter the node management interface IP address [<<var_node0Ol mgmt_ ip>>]: Enter

Enter the node management interface netmask [<<var node0l mgmt mask>>]: Enter

Enter the node management interface default gateway [<<var node0Ol mgmt gateway>>]: Enter

The node management interface has been modified to use port eOM with IP address <<var_node0Ol mgmt ip>>.
This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify -support disable" within 24 hours.

Enabling AutoSupport can significantly speed problem determination and resolution should a problem occur on
your system.

For further information on AutoSupport, please see: http://support.netapp.com/autosupport/

Press enter to continue: Enter

Cluster "<<var_ clustername>>" has been created.

To complete cluster setup, you must join each additional node to the cluster by running "cluster setup" on
each node.

Once all nodes have been joined to the cluster, see the Clustered Data ONTAP Software Setup Guide for
information about additional system configuration tasks. You can find the Software Setup Guide on the NetApp
Support Site.

To complete system configuration, you can use either OnCommand System Manager or the Data ONTAP command-line
interface.

To access OnCommand System Manager, point your web browser to the cluster management IP address
(<<var_clustermgmt ip>>).

To access the command-line interface, connect to the cluster management IP address (for example, ssh
admin@<<var_ clustermgmt ip>>).

<<var_clustername>>::>

‘& The node management interface can be on the same subnet as the cluster management interface, or it can
be on a different subnet. In this document it is assumed to be on the same subnet.

Join Node 02 to Cluster

The first node in the cluster performs the cluster create operation. All other nodes perform a cluster
join operation. The first node in the cluster is considered node 01, and the node joining the cluster in this
example is node 02.

Table 17 Cluster join in ONTAP prerequisites
Cluster Detail Cluster Detail Value
Cluster name <<var_ clustername>>
Cluster management IP address <<var clustermgmt ip>>
Cluster node02 IP address <<var node02 mgmt ip>>
Cluster node02 netmask <<var node02 mgmt mask>>
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Cluster Detall Cluster Detail Value

Cluster node02 gateway <<var node02 mgmt gateway>>

To join node 02 to the existing cluster, complete the following steps:

1. If prompted, enter admin in the login prompt.

admin

2. Runthe cluster setup command to start the Cluster Setup wizard.

cluster setup

This node's storage failover partner is already a member of a cluster.
Storage failover partners must be members of the same cluster.
The cluster setup wizard will default to the cluster join dialog.

Welcome to the cluster setup wizard.
You can enter the following commands at any time:

"help" or "?" - if you want to have a question clarified,
"back" - if you want to change previously answered questions, and
"exit" or "quit" - if you want to quit the cluster setup wizard.

Any changes you made before quitting will be saved.

You can return to cluster setup at any time by typing "cluster setup".
To accept a default or omit a question, do not enter a value.

Do you want to create a new cluster or join an existing cluster?
{join}:

L If a login prompt is displayed instead of the Cluster Setup wizard, start the wizard by logging in using the
factory default settings, and then enter the cluster setup command.

3. Run the following command to join a cluster:

join

4. Data ONTAP detects the existing cluster and agrees to join the same cluster. Follow the prompts to
join the cluster.

Existing cluster interface configuration found:

Port MTU Ip Netmask

ela 9000 169.254.1.79 255.255.0.0

elc 9000 169.254.100.157 255.255.0.0

Do you want to use this configuration? {yes, no} [yes]: no

System Defaults:

Private cluster network ports [eOa,eOc].

Cluster port MTU values will be set to 9000.

Cluster interface IP addresses will be automatically generated.

# If four ports are being used for the switchless cluster interconnect, enter e0a, e0b, eOc, and e0d for the
private cluster network ports above.

Do you want to use these defaults? {yes, no} [yes]:Enter
It can take several minutes to create cluster interfaces...

5. The steps to join a cluster are displayed.
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Step 1 of 3: Join an Existing Cluster
You can type "back", "exit", or "help" at any question.

Enter the name of the cluster you would like to join [<<var clustername>>]:Enter
Joining cluster <<var_clustername>>

Starting cluster support services

This node has joined the cluster <<var clustername>>.

Step 2 of 3: Configure Storage Failover (SFO)
You can type "back", "exit", or "help" at any question.

SFO is enabled.
Step 3 of 3: Set Up the Node

You can type "back", "exit", or "help" at any question.

Notice: HA is configured in management.

L The node should find the cluster name. Cluster joining can take a few minutes.

6. Set up the node.

Enter the node management interface port [eOM]: eOM

Enter the node management interface IP address [<<var node02 mgmt ip>>]: Enter

Enter the node management interface netmask [<<var node02 netmask>>]: Enter

Enter the node management interface default gateway [<<var_node02 gw>>]: Enter

The node management interface has been modified to use port eOM with IP address <<var_node02 mgmt ip>>.
This system will send event messages and weekly reports to NetApp Technical Support.

To disable this feature, enter "autosupport modify -support disable" within 24 hours.

Enabling AutoSupport can significantly speed problem determination and resolution should a problem occur on
your system.

For further information on AutoSupport, please see: http://support.netapp.com/autosupport/

Press enter to continue: Enter

This node has been joined to cluster "<<var_ clustername>>".
To complete cluster setup, you must join each additional node to the cluster by running "cluster setup" on
each node.

Once all nodes have been joined to the cluster, see the Clustered Data ONTAP Software Setup Guide for
information about additional system configuration tasks. You can find the Software Setup Guide on the NetApp
Support Site.

To complete system configuration, you can use either OnCommand System Manager or the Data ONTAP command-line
interface.

To access OnCommand System Manager, point your web browser to the cluster management IP address
(<<var_clustermgmt_ ip>>).

To access the command-line interface, connect to the cluster management IP address (for example, ssh
admin@<<var clustermgmt ip>>).

# The node management interface can be on the same subnet as the cluster management interface, or it can
be on a different subnet. In this document it is assumed to be on the same subnet.

Log In to the Cluster

To log in to the cluster, complete the following steps:

1. Open an SSH connection to either the cluster IP or host name.

2. Log in to the admin user with the password you provided earlier.
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Zero All Spare Disks

To zero all spare disks in the cluster, run the following command:

disk zerospares

# Disk autoassign should have assigned half of the connected disks to each node in the HA pair. If a different
disk assignment is required, disk autoassignment must be disabled on both nodes in the HA pair by running
the disk option modify command. Spare disks can then be moved from one node to another by run-
ning the disk removeowner and disk assign commands.

Set Onboard Unified Target Adapter 2 Port Personality

To set the personality of the onboard Unified Target Adapter 2 (UTA2), complete the following steps:

1. Verify the Current Mode and Current Type properties of the ports by running the ucadmin show
command.

ucadmin show

Current Current Pending Pending Admin
Node Adapter Mode Type Mode Type Status
<<var_ node(01>>
Oe fc target - - online
<<var_node01>>
0f fc target - - online
<<var_ node(01>>
0g cna target - - online
<<var_node01>>
Oh cna target - - online
<<var_node02>>
Oe fc target - - online
<<var_node02>>
0f fc target - - online
<<var_node02>>
O0g cna target - - online
<<var_node02>>
Oh cna target - - online

8 entries were displayed.

2. Verify that the Current Mode and Current Type properties for all ports are set properly. Set ports
used for Fibre Channel (FC) connectivity to mode fc; otherwise, set them to the mode cna. That in-
cludes FCoE ports, which should be set to the mode cna. The port type for all protocols should be
set to target. Change the port personality with the following command:

ucadmin modify -node <home node of the port> -adapter <port name> -mode {fc|cna} -type target

# The ports must be offline to run this command. To take an adapter offline, run the fcp adapter modify
-node <home node of the port> -adapter <port name> -state down command. Ports must be
converted in pairs (for example, Oe and Of). After conversion, a reboot is required, and the ports must be
brought back to the up state.

Set Auto-Revert on Cluster Management

To set the auto-revert parameter on the cluster management interface, complete the following step:
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# A storage virtual machine (SVM) is referred to as a Vserver (or vserver) in the GUI and CLI.

Run the following command:

network interface modify -vserver <<var_clustername>> -1if cluster_mgmt -auto-revert true

Set Up Management Broadcast Domain

By default, all network ports are included in the default broadcast domain. Ports used for data services (for
example, eOb, e0d, eOe, e0f, e0g, eOh, e0j, eOk, and e0l) should be removed from the default broadcast
domain, leaving just the management network ports (e0Oi and eOM). To perform this task, run the following
commands:

broadcast-domain remove-ports -broadcast-domain Default -ports
<<var_node(0l>>:elc,<<var_node(ll>>:e0d,<<var_node(0l>>:ele,<<var_node0l>>:e0f,<<var_nodel0l1l>>:e0g,<<var_node01>>
:e0h,<<var node01>>:e0j,<<var node01>>:e0k,<<var node(01>>:e0l,<<var node02>>:elc,<<var node02>>:e0d,<<var nod
e02>>:e0e,<<var node02>>:e0f,<<var node02>>:e0g,<<var node02>>:e0h,<<var node02>>:e0j,<<var node02>>:e0k,<<va
r node02>>:e01

broadcast-domain show

Set Up Service Processor Network Interface

To assign a static IPv4 address to the service processor on each node, run the following commands:

system service-processor network modify -node <<var node0l1>> -address-family IPv4 -enable true —-dhcp none -
ip-address <<var node0Ol sp ip>> -netmask <<var nodeOl sp mask>> -gateway <<var nodeOl sp gateway>>

system service-processor network modify -node <<var node02>> -address-family IPv4 -enable true -dhcp none -
ip-address <<var_node02_sp_ ip>> -netmask <<var node(02_ sp mask>> -gateway <<var node(02 sp gateway>>

# The service processor IP addresses should be in the same subnet as the node management IP addresses.

Create Aggregates

An aggregate containing the root volume is created during the ONTAP setup process. To create additional
aggregates, determine the aggregate name, the node on which to create it, and the number of disks it
contains.

To create new aggregates, complete the following steps:

1. Run the following commands:

aggr create -aggregate aggrl node0Ol -node <<var_node01>> -diskcount <<var_num disks>>
aggr create -aggregate aggrl node02 -node <<var node02>> -diskcount <<var num disks>>

& Retain at least one disk (select the largest disk) in the configuration as a spare. A best practice is to have at
least one spare for each disk type and size.

# Start with five disks initially; you can add disks to an aggregate when additional storage is required. In an
AFF configuration with a small number of SSDs, you might want to create an aggregate with all but one re-
maining disk (spare) assigned to the controller.
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‘& The aggregate cannot be created until disk zeroing completes. Run the aggr show command to display
aggregate creation status. Do not proceed until both aggrl nodel and aggrl node2 are online.

2. Disable NetApp Snapshot® copies for the two data aggregates recently created.

node run <<var node0Ol1>> aggr options aggrl nodeOl nosnap on
node run <<var node02>> aggr options aggrl node02 nosnap on

3. Delete any existing Snapshot copies for the two data aggregates.

node run <<var_node0l1>> snap delete -A -a -f aggrl node0l
node run <<var node02>> snap delete -A -a —-f aggrl node02

4. Rename the root aggregate on node 01 to match the naming convention for this aggregate on node
02.

aggr show
aggr rename -aggregate aggr0O -newname <<var node(Ol rootaggrname>>

Verify Storage Failover

To confirm that storage failover is enabled, run the following commands for a failover pair:

1. Verify the status of storage failover.

storage failover show

# Both the nodes <<var node01>> and <<var node02>> must be capable of performing a takeover. Con-
tinue with step 3 if the nodes are capable of performing a takeover.

2. Enable failover on one of the two nodes.

‘storage failover modify -node <<var node01l>> -enabled true

# Enabling failover on one node enables it for both nodes.

3. Verify the HA status for a two-node cluster.

# This step is not applicable for clusters with more than two nodes.

‘cluster ha show

4. Continue with step 6 if high availability is configured.

5. Only enable HA mode for two-node clusters. Do not run this command for clusters with more than
two nodes because it causes problems with failover.

cluster ha modify -configured true
Do you want to continue? {yln}: y
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6. Verify that hardware assist is correctly configured and, if needed, modify the partner IP address.

storage failover hwassist show
storage failover modify —hwassist-partner-ip <<var_node02 mgmt_ ip>> -node <<var node(01>>
storage failover modify —hwassist-partner-ip <<var_node0Ol _mgmt_ ip>> -node <<var_node02>>

Disable Flow Control on UTA2 Ports

NetApp recommends disabling flow control on all of the 10GbE and UTA2 ports that are connected to
external devices. To disable flow control, complete the following steps:

1. Run the following commands to configure node 01:

network port modify -node <<var node(0l>> -port e0Ob,e0d,ele,e0f,e0g,e0h -flowcontrol-admin none
Warning: Changing the network port settings will cause a several second interruption in carrier.
Do you want to continue? {y|n}: y

2. Run the following commands to configure node 02:

network port modify -node <<var node(02>> -port eOb,e0d,ele,e0f,e0g,e0h -flowcontrol-admin none
Warning: Changing the network port settings will cause a several second interruption in carrier.
Do you want to continue? {yln}: y

network port show -fields flowcontrol-admin

Disable Unused FC Capability on CNA Ports

If a UTA2 port is set to CNA mode, and is only expected to handle Ethernet data traffic (e.g., NFS), then the
unused FC capability of the port should be disabled by setting the corresponding FCP adapter to state down,
with the fcp adapter modify command. Here are some examples:

fcp adapter modify -node <<var node(0l1>> -adapter Og -state down
fcp adapter modify -node <<var node(0l1>> -adapter Oh -state down
fcp adapter modify -node <<var node02>> -adapter 0g -state down
fcp adapter modify -node <<var node02>> -adapter Oh -state down
fcp adapter show —-fields state

Configure NTP

To configure time synchronization on the cluster, complete the following steps:

1. Set the time zone for the cluster.

timezone <<var_timezone>>

‘& For example, in the eastern United States, the time zone iS America/New York.

2. Set the date for the cluster.

date <ccyymmddhhmm.ss>

‘& The format for the date is <[Century] [Year] [Month] [Day] [Hour] [Minute] . [Second]> (for example,
201309081735.17).
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3. Configure the Network Time Protocol (NTP) servers for the cluster.

cluster time-service ntp server create -server <<var_switch a ntp ip>>
cluster time-service ntp server create -server <<var_switch b ntp ip>>

Configure SNMP

To configure the Simple Network Management Protocol (SNMP), complete the following steps:

4. Configure basic SNMP information, such as the location and contact. When polled, this information is
visible as the sysLocation and sysContact variables in SNMP.

snmp contact <<var_snmp contact>>
snmp location “<<var snmp_ location>>"
snmp init 1

options snmp.enable on

5. Configure SNMP traps to send to remote hosts, such as a DFM server or another fault management
system.

snmp traphost add <<var_oncommand server_fgdn>>

Configure SNMPv1 Access

To configure SNMPV1 access, set the shared, secret plain-text password (called a community):

snmp community add ro <<var_ snmp community>>

Create SNMPv3 User

SNMPv3 requires that a user be defined and configured for authentication. To create and configure a user
for SNMPv3, complete the following steps:

1. Create a user called snmpv3user.

security login create -username snmpv3user -authmethod usm -application snmp

2. Enter the authoritative entity's engine ID and select md5 as the authentication protocol.
3. Runthe security snmpusers command to view the engine ID.

4. When prompted, enter an eight-character minimum-length password for the authentication protocol.

o

Select des as the privacy protocol.

o

When prompted, enter an eight-character minimum-length password for the privacy protocol.

Configure AutoSupport

AutoSupport sends support summary information to NetApp through HTTPS. To configure AutoSupport, run
the following command:

system node autosupport modify -node * -state enable -mail-hosts <<var mailhost>> -transport https -support
enable -noteto <<var_storage_admin_email>>
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Enable Cisco Discovery Protocol

To enable the Cisco Discovery Protocol (CDP) on the NetApp storage controllers, run the following
command to enable CDP on ONTAP:

node run -node * options cdpd.enable on

# To be effective, CDP must also be enabled on directly connected networking equipment such as switches
and routers.

Create Jumbo Frame MTU Broadcast Domains in Clustered Data ONTAP

To create a data broadcast domain with an MTU of 9000, run the following commands to create a broadcast
domain for NFS on ONTAP:

broadcast-domain create -broadcast-domain Infra NFS -mtu 9000

If you are using iSCSI, run the following commands to create the broadcast domains for iISCSI on ONTAP:

broadcast-domain create -broadcast-domain Infra iSCSI-A -mtu 9000
broadcast-domain create -broadcast-domain Infra iSCSI-B -mtu 9000

Create Interface Groups

To create the LACP interface groups for the 10GbE data interfaces, run the following commands:

ifgrp create -node <<var_node0l1>> -ifgrp ala -distr-func port -mode multimode lacp
ifgrp add-port -node <<var node(0l1>> -ifgrp ala -port eOb
ifgrp add-port -node <<var node(0l1>> -ifgrp ala -port e0d

ifgrp create -node <<var_node02>> -ifgrp al0a -distr-func port -mode multimode lacp
ifgrp add-port -node <<var node(02>> -ifgrp ala -port eOb
ifgrp add-port -node <<var node02>> -ifgrp ala -port e0d

ifgrp show

Create VLANs

To create VLANS, create NFS VLAN ports and add them to the NFS broadcast domain:

network port modify -node <<var node0l1>> -port ala -mtu 9000
network port modify -node <<var node02>> -port ala -mtu 9000
network port vlan create -node <<var node0l1>> -vlan-name ala-<<var nfs vlan id>>
network port vlan create -node <<var_node02>> -vlan-name ala-<<var_ nfs vlan id>>

broadcast-domain add-ports -broadcast-domain Infra NFS -ports <<var node(Ol>>:ala-<<var nfs vlan id>>,
<<var node02>>:ala-<<var nfs vlan id>>

If you are using iSCSI, create iSCSI VLAN ports and add them to the iSCSI broadcast domains:

network port vlan create -node <<var node0l1l>> -vlan-name ala-<<var iscsi vlan A id>>
network port vlan create -node <<var node0l>> -vlan-name ala-<<var iscsi vlan B id>>
network port vlan create -node <<var_node02>> -vlan-name ala-<<var_ iscsi vlan A id>>
network port vlan create —node <<var_ node02>> -vlan-name ala-<<var_iscsi vlan B id>>

broadcast-domain add-ports -broadcast-domain Infra iSCSI-A -ports <<var nodeOl>>:ala-
<<var_iscsi_vlan A id>>,<<var_node02>>:ala-<<var_iscsi_vlan A id>>
broadcast-domain add-ports -broadcast-domain Infra iSCSI-B -ports <<var_ node(Ol>>:ala-
<<var_iscsi_vlan_B_id>>,<<var_node02>>:a0a-<<var_iscsi_vlan_ B id>>
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Create Storage Virtual Machine

To create an infrastructure SVM, complete the following steps:

1. Runthe vserver create command.

‘vserver create -vserver Infra-SVM -rootvolume rootvol -aggregate aggrl nodeOl -rootvolume-security-style unix ‘

2. Select the SVM data protocols to configure, keeping fcp, iscsi, and nfs.

‘vserver remove-protocols -vserver Infra-SVM -protocols cifs,ndmp

3. Add the two data aggregates to the Infra-SVM aggregate list for the NetApp VSC.

‘vserver modify -vserver Infra-SVM -aggr-list aggrl node0l,aggrl node02

4. Enable and run the NFS protocol in the Infra-SVM.

nfs create -vserver Infra-SVM -udp disabled

5. Turn on the SVM vstorage parameter for the NetApp NFS VAAI plugin.

vserver nfs modify -vserver Infra-SVM -vstorage enabled
vserver nfs show

Create Load-Sharing Mirrors of SVM Root Volume

To create a load-sharing mirror of an SVM root volume, complete the following steps:

1. Create a volume to be the load-sharing mirror of the infrastructure SVM root volume on each node.

volume create -vserver Infra-SVM -volume rootvol mOl -aggregate aggrl node0l -size 1GB —-type DP
volume create -vserver Infra-SVM -volume rootvol m02 -aggregate aggrl node02 -size 1GB -type DP

2. Create a job schedule to update the root volume mirror relationships every 15 minutes.

job schedule interval create -name 15min -minutes 15

3. Create the mirroring relationships.

snapmirror create -source-path //Infra-SVM/rootvol -destination-path //Infra-SVM/rootvol m0l -type LS -
schedule 15min
snapmirror create -source-path //Infra-SVM/rootvol -destination-path //Infra-SVM/rootvol m02 -type LS -
schedule 15min

4. |Initialize the mirroring relationship.

snapmirror initialize-ls-set -source-path //Infra-SVM/rootvol
snapmirror show

Create Block Protocol (iSCSI, FC) Service

If you are using iSCSI, run the following command to create the iSCSI service on each SVM. This command
also starts the iSCSI service and sets the iSCSI Qualified Name (IQN) for the SVM.
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iscsi create -vserver Infra-SVM
iscsi show

If you are using FC, run the following command to create the FCP service on each SVM. This command also
starts the FCP service and sets the WWN for the SVM.

fcp create -vserver Infra-SVM
fcp show

Configure HTTPS Access

To configure secure access to the storage controller, complete the following steps:

1. Increase the privilege level to access the certificate commands.

set -privilege diag
Do you want to continue? {yln}: y

2. Generally, a self-signed certificate is already in place. Verify the certificate, and obtain parameters
(for example, <<serial number>>) by running the following command:

security certificate show

For each SVM shown, the certificate common name should match the DNS FQDN of the SVM. Delete the
four default certificates and replace them with either self-signed certificates or certificates from a Certificate
Authority (CA). To delete the default certificates, run the following commands:

security certificate delete -vserver Infra-SVM -common-name Infra-SVM -ca Infra-SVM -type server -serial
<<serial number>>

# Deleting expired certificates before creating new certificates is a best practice. Run the security cer-
tificate delete command to delete expired certificates. In the following command, use TAB completion
to select and delete each default certificate.

3. To generate and install self-signed certificates, run the following commands as one-time commands.
Generate a server certificate for the Infra-SVM and the cluster SVM. Use TAB completion to aid in
the completion of these commands.

security certificate create -common-name <<var_cert common name>> -type server -size 2048 -country
<<var_cert country>> -state <<var_cert state>> -locality <<var_ cert locality>> -organization <<var_ cert org>>
-unit <<var_cert unit>> -email-addr <<var_ cert email>> -expire-days <<var_ cert days>> -protocol SSL -hash-
function SHA256 -vserver Infra-SVM

4. To obtain the values for the parameters required in step 6 (<<var cert ca>> and
<<var cert serial>>), runthe security certificate show command.

5. Enable each certificate that was just created by using the -server-enabled true and -client-
enabled false parameters. Use TAB completion to aid in the completion of these commands.

security ssl modify -vserver <<var_ clustername>> -server-enabled true -client-enabled false -ca
<<var cert ca>> -serial <<var_ cert serial>> -common-name <<var cert common name>>

6. Configure and enable SSL and HTTPS access and disable HTTP access.

system services web modify -external true -sslv3-enabled true
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Warning: Modifying the cluster configuration will cause pending web service requests to be interrupted as the
web servers are restarted.

Do you want to continue {yln}: y

system services firewall policy delete -policy mgmt -service http -vserver <<var clustername>>

# It is normal for some of these commands to return an error message stating that the entry does not exist.

7. Change back to the normal admin privilege level and set up the system to allow SVM logs to be
available by web.

set -privilege admin
vserver services web modify -name compat -vserver * -enabled true

Configure NFSv3

To configure NFSv3 on the SVM, complete the following steps:

1. Create a new rule for each ESXi host in the default export policy. Assign a rule for each ESXi host
created so that each host has its own rule index. For example, the first ESXi host has rule index 1,
the second ESXi host has rule index 2, and so on.

vserver export-policy rule create -vserver Infra-SVM -policyname default -ruleindex 1 -protocol nfs -
clientmatch <<var esxi hostl nfs ip>> -rorule sys -rwrule sys -superuser sys —allow-suid false
vserver export-policy rule create -vserver Infra-SVM -policyname default -ruleindex 2 -protocol nfs -
clientmatch <<var_esxi host2 nfs ip>> -rorule sys -rwrule sys -superuser sys -allow-suid false
vserver export-policy rule show

2. Assign the FlexPod export policy to the infrastructure SVM root volume.

volume modify -vserver Infra-SVM -volume rootvol -policy default

Create FlexVol Volumes

The following information is required to create a NetApp FlexVol® volume:
e The volume name
e The volume size
e The aggregate on which the volume exists

To create a FlexVol volume, run the following commands:

volume create -vserver Infra-SVM -volume infra datastore 1 -aggregate aggrl node02 -size 500GB -state online
-policy default -junction-path /infra datastore 1 -space-guarantee none -percent-snapshot-space 0

volume create -vserver Infra-SVM -volume infra swap -aggregate aggrl node(Ol -size 100GB -state online -policy
default -junction-path /infra swap -space-guarantee none -percent-snapshot-space 0 -snapshot-policy none

volume create -vserver Infra-SVM -volume esxi boot -aggregate aggrl node0Ol -size 100GB -state online -policy
default -space-guarantee none -percent-snapshot-space 0

snapmirror update-ls-set -source-path //Infra-SVM/rootvol

Create Boot LUNs

To create two boot LUNSs, run the following commands:
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lun create -vserver Infra-SVM -volume esxi boot -lun VM-Host-Infra-0l1 -size 15GB -ostype vmware -space-
reserve disabled

lun create -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-02 -size 15GB -ostype vmware -space-reserve
disabled

Schedule Deduplication

On NetApp All Flash FAS systems, deduplication is enabled by default. To schedule deduplication, complete
the following steps:

1. After the volumes are created, assign a once-a-day dedup schedule to esxi boot:

efficiency modify -vserver Infra-SVM -volume esxi boot -schedule sun-sat@0

2. Create the Always_On_Deduplication efficiency policy:

cron create -name lmin -minute
0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39
,40,41,42,43,44,45,46,47,48,48,50,51,52,53,54,55,56,57,58,59

efficiency policy create -vserver Infra-SVM -policy Always On Deduplication -type scheduled -schedule Ilmin -
gos-policy background -enabled true

3. Optionally, assign the Always On Deduplication policy to infra datastore 1:

efficiency modify -vserver Infra-SVM -volume infr datastore 1 -policy Always-On-Deduplication

4. If you do not want to assign an Always On Deduplication policy to infra datastore 1, assign the
once-a-day deduplication schedule:

efficiency modify -vserver Infra-SVM -volume infra datastore 1 —-schedule sun-sat@0

Create iSCSI LIFs

If you are using iSCSI, run the following commands to create four iSCSI LIFs (two on each node):

network interface create -vserver Infra-SVM -1if iscsi 1ifOla -role data -data-protocol iscsi -home-node
<<var_node01>> -home-port ala-<<var_ iscsi vlan A id>> -address <<var_nodeOl iscsi 1if0Ola_ ip>> -netmask
<<var node(Ol iscsi 1ifOla mask>> -status-admin up -failover-policy disabled -firewall-policy data —auto-
revert false

network interface create -vserver Infra-SVM -1if iscsi 1if0Olb -role data -data-protocol iscsi -home-node
<<var node0l>> -home-port ala-<<var iscsi vlan B id>> -address <<var node0Ol iscsi 1ifOlb_ip>> -netmask
<<var nodeOl iscsi 1if0Olb mask>> -status-admin up -failover-policy disabled —-firewall-policy data -auto-
revert false

network interface create -vserver Infra-SVM -1if iscsi 1if02a -role data -data-protocol iscsi -home-node
<<var node02>> -home-port ala-<<var iscsi vlan A id>> -address <<var node02 iscsi 1ifOla_ ip>> -netmask
<<var node02 iscsi 1ifOla mask>> -status-admin up -failover-policy disabled —-firewall-policy data -auto-
revert false

network interface create -vserver Infra-SVM -1if iscsi 1if02b -role data -data-protocol iscsi -home-node
<<var_node02>> -home-port ala-<<var_iscsi_vlan B id>> -address <<var_node02 iscsi 1if0lb_ip>> -netmask
<<var_node(02_iscsi_1if0lb mask>> -status-admin up -failover-policy disabled -firewall-policy data —auto-
revert false

network interface show
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Create FCP LIFs

If you are using FCP, run the following commands to create four FCP LIFs (two on each node) per attached
fabric interconnect:

network interface create -vserver Infra-SVM -1if fcp 1ifOla -role data -data-protocol fcp -home-node
<<var node(0l1>> -home-port <<var node(Ol fcp portl>> -status-admin up

network interface create -vserver Infra-SVM -1if fcp 1if0lb -role data -data-protocol fcp -home-node
<<var_node0l1>> -home-port <<var node(Ol fcp port2>> -status-admin up

network interface create -vserver Infra-SVM -1if fcp 1if02a -role data -data-protocol fcp -home-node
<<var node02>> -home-port <<var node02 fcp portl>> -status-admin up

network interface create -vserver Infra-SVM -1if fcp 1if02b -role data -data-protocol fcp -home-node
<<var node(02>> -home-port <<var node02 fcp port2>> -status-admin up
network interface show

Create NFS LIF

To create an NFS LIF, run the following commands:

network interface create -vserver Infra-SVM -1lif nfs infra swap -role data -data-protocol nfs -home-node
<<var_node0l1>> -home-port ala-<<var nfs vlan id>> -address <<var node0Ol nfs 1if infra swap_ ip>> -netmask
<<var node(Ol nfs 1if infra swap mask>> -status-admin up -failover-policy broadcast-domain-wide -firewall-
policy data —auto-revert true

network interface create -vserver Infra-SVM -1if nfs infra datastore 1 -role data -data-protocol nfs -home-
node <<var_node02>> -home-port ala-<<var nfs vlan id>> -address <<var node02 nfs 1lif infra datastore 1 ip>> -
netmask <<var node02 nfs 1if infra datastore 1 mask>> -status-admin up -failover-policy broadcast-domain-wide
—firewall-policy data —auto-revert true

network interface show

ﬁ NetApp recommends creating a new LIF for each datastore.

Add Infrastructure SVM Administrator

To add the infrastructure SVM administrator and SVM administration LIF in the out-of-band management
network, complete the following steps:

1. Run the following commands:

network interface create -vserver Infra-SVM -1lif vsmgmt -role data -data-protocol none -home-node
<<var node(02>> -home-port e0i -address <<var_ svm mgmt_ ip>> -netmask <<var_svm mgmt mask>> -status-admin up -
failover-policy broadcast-domain-wide -firewall-policy mgmt —-auto-revert true

# The SVM management IP in this step should be in the same subnet as the storage cluster management IP.

2. Create a default route to allow the SVM management interface to reach the outside world.

network route create -vserver Infra-SVM -destination 0.0.0.0/0 -gateway <<var_ svm mgmt gateway>>

network route show

3. Set a password for the SVM vsadmin user and unlock the user.
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security login password -username vsadmin -vserver Infra-SVM
Enter a new password: <<var_password>>
Enter it again: <<var password>>

security login unlock -username vsadmin -vserver Infra-SVM

# A cluster serves data through at least one and possibly multiple storage virtual machines (SVM). We have
just gone through creating a single SVM. If you would like to configure your environment with multiple
SVMs, this is a good time to create additional SVMs.
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Cisco UCS Base Configuration

This FlexPod deployment will show configuration steps for both the Cisco UCS 6332-16UP and Cisco UCS
6248UP Fabric Interconnects (Fl) in a design that will support iISCSI as well as Fibre Channel direct attached
connectivity to the NetApp AFF. Implementation of both of these protocols simultaneously should not be
considered mandatory, and the selection of one or the other should be acceptable depending upon your
environment and preferences.

Configuration steps will be referenced for both fabric interconnects and will be called out by the specific
model where steps have differed.

Perform Initial Setup of Cisco UCS 6332-16UP and 6248UP Fabric Interconnects for FlexPod
Environments

This section provides detailed procedures for configuring the Cisco Unified Computing System (Cisco UCS)
for use in a FlexPod environment. The steps are necessary to provision the Cisco UCS C-Series and B-
Series servers and should be followed precisely to avoid improper configuration.

Cisco UCS 6332-16UP A

To configure the Cisco UCS for use in a FlexPod environment, complete the following steps:

1. Connect to the console port on the first Cisco UCS 6332-16UP fabric interconnect.

Enter the configuration method: console

Enter the setup mode; setup newly or restore from backup. (setup/restore)? setup
You have chosen to setup a new fabric interconnect? Continue? (y/n): y

Enforce strong passwords? (y/n) [yl: y

Enter the password for "admin": <<var password>>

Enter the same password for "admin": <<var_password>>

Is this fabric interconnect part of a cluster (select 'no' for standalone)? (yes/no) [n]: y
Which switch fabric (A|B): A

Enter the system name: <<var_ ucs_clustername>>

Physical switch MgmtO IPv4 address: <<var_ucsa mgmt ip>>

Physical switch MgmtO IPv4 netmask: <<var ucsa mgmt mask>>

IPv4 address of the default gateway: <<var_ucsa mgmt gateway>>

Cluster IPv4 address: <<var_ucs_cluster_ ip>>

Configure DNS Server IPv4 address? (yes/no) [nol: y

DNS IPv4 address: <<var_ nameserver ip>>
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Configure the default domain name? y

Default domain name: <<var dns domain name>>

Join centralized management environment (UCS Central)? (yes/no) [n]: Enter

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

2. Wait for the login prompt to make sure that the configuration has been saved.

Cisco UCS 6332-16UP B

To configure the Cisco UCS for use in a FlexPod environment, complete the following steps:

1. Connect to the console port on the second Cisco UCS 6332-16UP fabric interconnect.

Enter the configuration method: console

Installer has detected the presence of a peer Fabric interconnect. This Fabric interconnect will
be added to the cluster. Continue (y|n)? y

Enter the admin password for the peer fabric interconnect: <<var password>>
Physical switch MgmtO IPv4 address: <<var_ucsb mgmt ip>>

Apply and save the configuration (select 'no' if you want to re-enter)?
(yes/no): y

2. Wait for the login prompt to make sure that the configuration has been saved.

3. Repeat these steps for the 6248 Fabric Interconnects.

Cisco UCS Setup

Log in to Cisco UCS Manager

# The steps are the same between the UCS 6332-16UP and the UCS 6248UP Fabric Interconnects unless
otherwise noted

To log in to the Cisco Unified Computing System (UCS) environment, complete the following steps:

1. Open a web browser and navigate to the Cisco UCS fabric interconnect cluster address.
2. Click the Launch UCS Manager link to download the Cisco UCS Manager software.

3. If prompted to accept security certificates, accept as necessary.

4. When prompted, enter admin as the user name and enter the administrative password.

5. Click Login to log in to Cisco UCS Manager.
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Upgrade Cisco UCS Manager Software to Version 3.1(1h)

This document assumes the use of Cisco UCS 3.1(1h). To upgrade the Cisco UCS Manager software and the
Cisco UCS Fabric Interconnect software to version 3.1(1h), refer to Cisco UCS Manager Install and Upgrade
Guides.

Anonymous Reporting

To create anonymous reporting, complete the following step:

1. Inthe Anonymous Reporting window, select whether to send anonymous data to Cisco for improving
future products:

Anonymous Reporting

Cisco Systems, Incwill be collecting feature configuration and usage statistics which will be
sent to Cisco Smart Call Home sener anomymously. This data helps us prioritize the features
and improvements that will most benefit our customers.

Ifyou decide to enahble this feature in future, you can do so from the "Anomyvimous Repoting”
inthe Call Home settings under the Admin tab.

Vienwy Sarmple Data

Do you authorize the disclosure of this information to Cisco Smanrt CallHome?
CyvasT Mo

™ Don't show this message again.

Cancel

Add Block of IP Addresses for KVM Access

To create a block of IP addresses for in band server Keyboard, Video, Mouse (KVM) access in the Cisco UCS
environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Pools > root > IP Pools.
3. Right-click IP Pool ext-mgmt and select Create Block of IPv4 Addresses.

4. Enter the starting IP address of the block and the number of IP addresses required, and the subnet
and gateway information.
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A Create Block of IPvd Addresses X
Create a Block of IPv4 Addresses
Subnet Mask 1255 255 2550 Default Gateway :[192.168.156.1 |
Primary DNS /0.0.0.0 Secondary DNS :(0.0.0.0
| OK | | Cancel |

5. Click OK to create.
6. Click OK in the confirmation message.
Synchronize Cisco UCS to NTP
To synchronize the Cisco UCS environment to the NTP server, complete the following steps:

1. In Cisco UCS Manager, click the Admin tab in the navigation pane.

2. Select All > Timezone Management.
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4 W Starage Admin L General Events
Filter: ‘ Time Zone Management - Actions
A @] Titne Zone Management @I 2dd NTP Server

Properties

Time Zone :|caiMew York (Eastern Time: n

NTP Senvers

ArmericaMazatlan (Mountain Time - 5 Baja, Mayarit, Sinaloa)

wExpart ¢ AmeticaiMenaminea (Central Time - Michigan - Dickinsan, Gagebie, Iron & Menominee Counties)

Mame

] Logged in as admin@192.168.156.50

America/Merida (Central Time - Campeche, Yucatan)
America/Mexico_City (Central Time - most locations)
AmericaMiguelon

AmericaMoncton (Atlantic Time - New Brunswick)

America/Monterrey (Mexican Central Time - Coahuila, Durango, Muevo Leon, Tamaulipas away from US burder)J

America/Monteviden

ArnericaMontreal (Eastern Time - Quebec - most locations)

ArmericaiMontserrat

Armetica/Massan

America/Mew_York (Eastern Time)

AmericaMipigon (Eastern Time - Ontario & Guebec - places that did not obseree DET 1967-1973)
AmericaMame (Alaska Time - wast Alaska)

Armerica/Moronha (Atlantic islands)

America/Morth_Dakota/Center (Central Time - Morth Dakota - Oliver County)
Arnerica/Morth_Dakota/Mew_Salem (Central Time - Morth Dakota - Morton County (except Mandan area))
Arnerica/Ojinaga (US Mountain Time - Chihuahua near US border)

Armetica/Panarma

3. In the Properties pane, select the appropriate time zone in the Timezone menu.

4. Click Save Changes, and then click OK.

5. Click Add NTP Server.

6. Enter <<var_switch_a_ntp_ip>> and click OK.

A rdd NTR Server

Add NTP Server

MTF Server @ 192,165.156.13

7. Click Add NTP Server.

8. Enter <<var_switch_b_ntp_ip>> and click OK.

69

|: Ok, | [ Cancel




Server Configuration

& tdd NTP Server X

Add NTP Server .

MTF Server . 192.168.156.14|

| )4 | | Cancel |

9. Click OK.

Edit Chassis Discovery Policy

Setting the discovery policy simplifies the addition of B-Series Cisco UCS chassis and of additional fabric
extenders for further C-Series connectivity. To modify the chassis discovery policy, complete the following
steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane and select Equipment in the
list on the left.

2. In the right pane, click the Policies tab.

3. Under Global Policies, set the Chassis/FEX Discovery Policy to match the number of uplink ports that
are cabled between the chassis or fabric extenders (FEXes) and the fabric interconnects.

4. Set the Link Grouping Preference to Port Channel.
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A ucs-6248UP - Unified Comp. X

&« C' | [J https://192.168.156.50/app/3_1_1h/index.html# =

Fﬂ“"g"‘"‘ﬂ’)’ 7 A e © New v | [/ Options | @ @ | /3 Pending Activities | 33 Find | [@) Ext |
0 0 0 o & Equipment &2 Equipment
4 Equipment Servers LAN » » EE Main Topology View |Em Fabric Interconnects «p Servers & Thermal Ry Decommissioned i Firmware Management £} Policies ¥, Faults

Filter: Global Palicies Autoconfig Policies Server Inheritance Policies Server Discovery Palicies SEL Policy Power Groups

Chassis/FEX Discovery Policy

v

» =i Chassis
» &% Rack-Mounts Action 2 Link v

* m Fabric Interconnects Link Grouping Preference : [0 None (3) PortChannel

Rack Server Discovery Policy
Action :|(®) Immediate () User Acknowledged

Scrub Policy

Rack Management Connection Policy

Action :|(®) Auto Acknowledged () User Acknowledged
Power Policy

Redundancy :|() Non Redundant @ N+1 O Grid
MAC Address Table Aging

Aging Time : O Never (&) Mode Default O other

Global Power Allocation Policy

Allocation Method : (O Manual Blade Level Cap (8) Policy Driven Chassis Group Cap

Firmware Auto Sync Server Policy

Sync State :[@ No Actions O User Acknowledge

Global Power Profiling Policy Info Policy

Profile Power : Action :|@) Disabled ) Enabled

5. Click Save Changes.

6. Click OK.

Enable FC Switching

To use direct attached Fibre Channel connectivity, the fabric interconnects will need to be placed in Fibre
Channel Switching mode, by completing the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

2. Expand Fabric Interconnects and select either Fabric Interconnect.

‘ﬁ This next step will reboot both UCS Fabric Interconnects. If any servers are running on this system, they
should be shut down before this step is executed.

3. In the Actions pane, select Set FC Switching Mode. Click Yes. Click OK.
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A 1ucs-6332-16UP - Unified Co' X

€« c
Fault Summary

A

4

v A
0 0 0

4 Equipment

Filter: | Fabric Interconnects -

~mm Fabric Interconnects
I Fabric Interconnect A (subordinate)

~B8 Fans
» @ Fan Module 1
» @ Fan Module 2
» (8 Fan Module 3
» @ Fan Module 4

V& Fixed Module
v Ethernet Ports

Servers LAN »

»

% ht4ps://192.168.156.12/app/3_1_1h/index.html#

@ ) 2 Newv | Options | &
B Fabric Interconnects ¥ Fabric Interconnect B (primary)

General Physical Ports Fans PSUs Physical Display

Fault Summary

Q Vv

0

Physical Display

A A

@ Up B Admin Down B Fail

Status

Overall Status : ¢ Operable
Thermal : ¢ OK

Ethernet Mode :End Host
FC Mode :Switch

Properties
Name :B
Product Name

© | /i Pending Activities | @3 Find | [G] Exit

FSM Faults Events

Link Down

CiscoUCS 6332 16UP

Neighbors

a Fabric Interconnect B (primary)

Statistics

=l Port 7
-l Port8
=l Port9
-l Port 10
~fl Port 11
=l Port
-l Port
- Port
-l Port
=l Port
-l Port
-l Port
~fl Port
-l Port 20
il Port 21
-l Port 22
il Port 23
-l Port24
- Port 25
-l Port 26
-l Port 27
-l Port 28
-l Port 29
-l Port 30
=il Port 31
-l Port 32
-l Port 33
=l Port 34
~fl Port 35
-l Port 36
il Port 37
-l Port 38
=il Port 39
~fl Port 40
v=fil FC Ports

8 Cr Onrt 4

Vendor “Cisco Systems, Inc.

PID :UCS-FI-6332-16UP

Admin Evac Mode :Off
Oper Evac Mode :Off

Revision :0 Serial : SAL1947TLME

Available Memory :28.483 (GB) Total Memory :31.375 (GB)
Locator LED : &

» Part Details
» Local Storage Information

» Access

C® Yo E o0

» High Availability Details

=l san storage
'LH Enal
= oisable Ports v

==

» VLAN Port Count

s v

» FC Zone Count

Firmware

Boot-loader Version :v1.0.0(08/31/2015)
Kemel Version :5.0(3)N2(3.11h)
System Version :5.0(3)N2(3.11h)
Package Version :3.1(1h)A

Startup Kernel Version :5.0(3)N2(3.11h)
Activate Status :Ready

Startup System Version :5.0(3)N2(3.11h)
Activate Status :Ready

3 Logged inas admin@192.168.156.12 System Time: 2016-05-24T714:53

4. After the Fabric Interconnects have rebooted, log back into UCS Manager.
5. Expand Fabric Interconnects and select Fabric Interconnects.

6. For each Fabric Interconnect, verify under Status that the FC Mode is now Switch.

Configure Unified Ports

Fibre Channel port configurations will slightly differ between the 6332-16UP and the 6248UP Fabric
Interconnects. Both Fabric Interconnects will have a slider mechanism within the UCSM GUI interface, but
the fibre channel port selection options for the 6332-16UP will be from the first 16 ports starting from the
first port, and configured in increments of the first 6, 12, or all 16 of the unified ports. With the 6248UP, the
port selection options will start from the upper end of the 32 fixed ports, or the upper end of the 16 ports of
the expansion module, going down in contiguous increments of 2.

To enable the fibre channel ports, complete the following steps for the 6332-16UP:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary)
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-

3. Select Configure Unified Ports.

4. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of
the fabric interconnect and changes to the expansion module will require a reboot of that module.

5. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right

to select either 6, 12, or 16 ports to be set as FC Uplinks.
A Configure Unified Ports

Configure Fixed Module Ports

VI DAVMWAY 1TA YW WA YR TA YH  HA VN NA YN DA YR

WA VM VA YH BA
¥

f

e ———

Instructions
iThe position of the slider determines the type of the ports.
All the ports to the left of the slider are Fibre Channel ports (Purple), while the ports to the right are Ethernet ports (Blue).

Port Transport If Role or Port Channel Membership Desired If Role
Port Unconfigured FC Uplink
Port 2 Unconfic FC Uplink
Port 3 Uncor FC Uplink
Port 4 Unconfigured FC Uplink
Port 5 Unconfigured FC Uplink
Port 6 FC Uplink
Port 7

Port 8

Port 9

Port 10

Port 11

Port 12

Port 13 Unconfigured

Port Unconfigured

Port 15 Unconfigured

oK

6. Click OK to continue
7. Select Equipment > Fabric Interconnects > Fabric Interconnect B (primary)

8. Select Configure Unified Ports.

9. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of
the fabric interconnect and changes to the expansion module will require a reboot of that module.

10. Within the Configured Fixed Ports pop-up window move the gray slider bar from the left to the right

to select either 6, 12, or 16 ports to be set as FC Uplinks.
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11. Click OK to continue
To enable the fibre channel ports, complete the following steps for the 6248UP:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary)
3. Select Configure Unified Ports.

4. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of
the fabric interconnect and changes to the expansion module will require a reboot of that module.

5. Configure the Fixed Module Ports from the subsequent Configure Fixed Module Ports pop-up
window, or click on the Configure Expansion Module Ports button to select from expansion module
ports.

6. Within either option (Expansion Module shown below) move the gray slider bar from the right to the
left selecting ports in increments of two to set as FC Uplinks.

A Configure Unified Ports X

Unified Computing System Manager

Configure Expansion Module Ports

Instructions
The position of the slider determines the type of the ports.
IAll the ports to the left of the slider are Ethernet ports (Blue), while the ports to the right are Fibre Channel ports (Purple).

Port Transport If Role or Port Channel Memb... Desired If Role

Port 1 ether Unconfigured

Port 2 ether Unconfigured

Port 3 ether Unconfigured

Port 4 ether Unconfigured

Port 5 ether Unconfigured

Port 6 ether Unconfigured

Port 7 ether Unconfigured

Port 8 ethear Unconfigured =

| Configure Fixed Module Portsr Configure Expansion Module Ports | | Finish..| | .Cancel

7. Click Finish.
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8. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate)
9. Select Configure Unified Ports.

10. Click Yes on the pop-up window warning that changes to the fixed module will require a reboot of
the fabric interconnect and changes to the expansion module will require a reboot of that module.

11. Configure the Fixed Module Ports from the subsequent Configure Fixed Module Ports pop-up
window, or click on the Configure Expansion Module Ports button to select from expansion module
ports.

12. Within either option move the gray slider bar from the right to the left selecting ports in increments of
two to set as FC Uplinks.

13. Click Finish.

Enable FC Storage Ports

To enable FC ports, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.

2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module. (or Ex-
pansion Module if FC ports were selected from the Expansion Module in the 6248UP)

3. Expand FC Ports.

4. Select ports that are connected to the FC ports on the storage controllers, (this will be ports 1 and 2
in our 6332-16UP example and ports 15 and 16 of the Expansion Module in our 6248UP example),
right-click them, and select Configure as FC Storage Port. Click Yes to confirm.

5. Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module. (or
Expansion Module if FC ports were selected from the Expansion Module in the 6248UP)

6. Expand FC Ports.

7. Select ports that are connected to the FC ports on the storage controllers, (this will be ports 1 and 2
in our 6332-16UP example and ports 15 and 16 of the Expansion Module in our 6248UP example),
right-click them, and select Configure as FC Storage Port. Click Yes to confirm.

Enable Server and Uplink Ports

To enable server and uplink ports, complete the following steps:

1. In Cisco UCS Manager, click the Equipment tab in the navigation pane.
2. Select Equipment > Fabric Interconnects > Fabric Interconnect A (primary) > Fixed Module.
3. Expand Ethernet Ports.

4. Select the ports that are connected to the chassis, and Cisco FEX, and direct connect UCS C-Series
servers, right-click them, and select “Configure as Server Port.”
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Click Yes to confirm server ports and click OK.

Verify that the ports connected to the chassis, C-series servers and Cisco FEX are now configured
as server ports.

Select ports 31 and 32 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.

L The

last 6 ports of the UCS 6332 and UCS 6332-16UP FIs will only work with optical based QSFP trans-

ceivers and AOC cables, so they can be better utilized as uplinks to upstream resources that might be opti-
cal only.

A ucs524809 - Unified Comp: % WY

10.

11.

12.

13.

14.

&« C' | [4 https://192.168.156.50/app/3_1_1h/index.html# =
Fault Summary @ © @ Newv | [ Options | © | /) Pending Activiies | 42 Find | [@) Exit |
0 ? '% ? S8 Equipment * I Fabric Interconnects m Fabric Interconnects
4 Equipment Servers LAN » » i Fabric Interconnects 10 Modules & Thermal B8 Power & Fans e Installed Firmware Ya Faults ¥a Events 3 Performance
Fitter: | all & = @ Filter wEport ¢Print o
+&2 Equipment [ MR e RSl e i e Adrgn Sk -
»s5j) Chassis Mlport23 54TREEA2DFOE Unconfigured Physical T st Mot Present 4 Disabled
» &% Rack-Mounts =llport 24 54.TFEEA2.DF9F Unconfigured Physical v Sfp Not Present ¥ Disabled
’ =llport 25 54 TFEEA2:DF:AD Unconfigured Physical v Sfp Not Present 4 Disabled
-Wport 25 54 TFEEA2DFA Unconfigured Physical W Sfp Not Present ¥ Disabled
=MWport 27 54.TFEE:A2:DF:A2 unconfigured Physical 4+ Admin Down ¥ Disabled
llport 28 54 7FEEA2DFA3 Unconfigured Physical W st ot Present 4 Disabled
=W port 20 54 TFEEA2.DF A4 Unconfigured Physical W Sfp Not Present 4 Disabled
lport 30 54 TFEEAZDFAS Unconfigured Physical W sfo NotPresent + Disabled
“Brort 31 547FEEA2DFAS Senver Physical T up T Enabled
‘ =llport 32 547FEEA2.DFAT Server Physical tup T Enabled
“Bec pors
» B £y pansion Module 2
» Bl Fapric Interconnect B (s -
‘ Ay Delete Info

Click Yes to confirm uplink ports and click OK.
Select Equipment > Fabric Interconnects > Fabric Interconnect B (subordinate) > Fixed Module.
Expand Ethernet Ports.

Select the ports that are connected to the chassis, C-series servers or to the Cisco 2232 FEX (two
per FEX), right-click them, and select Configure as Server Port.

Click Yes to confirm server ports and click OK.

Select ports 19 and 20 that are connected to the Cisco Nexus switches, right-click them, and select
Configure as Uplink Port.

Click Yes to confirm the uplink ports and click OK.

Acknowledge Cisco UCS Chassis and FEX

To acknowledge all Cisco UCS chassis and any external 2232 FEX modules, complete the following steps:

1.

In Cisco UCS Manager, click the Equipment tab in the navigation pane.
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2. Expand Chassis and select each chassis that is listed.

3. Right-click each chassis and select Acknowledge Chassis.

€ - C | [ https://192.168.156.50/app/3_1_1h/index.html#

Fault Summary e

=) @ Newv | (s Opions | @ @ | /3 Pending Activities | 33 Find | [G)Exit |
0 0 0 0 ;) Chassis v &g Chassis 1 =y Chassis 1
4 Equipment Servers LAN » »| |4 General Servers Service Profiles 10 Modules Fans PSUs Hybrid Display Slots Installed Firmy » »
Fitter: [ Chassis Sy
Fault Summary Physical Display
v&j) Chassis
N Cras TN AR A
0 0 0 0
Status
Overal Staluss % Opatable 4—%@—%’?
i 1
» Status Details !
Actions

BT Acknowledge Chassis
®EY Decommission Chassis
@ Remove Chassis

@ Tum on Locator LED

7B\ View POST Results

Properties
D Start Fault Suppression D -1
s ProductName :Cisco UCS 5108
Suppression Task Properties Vendor: :Cisco Systems inc PID -N20-C6508
Revision :0

Serial -FOX1635H03Z
Locator LED : &

User Label

» Part Details
» Power State Details
» Connection Details

» Power Control Details

4. Click Yes and then click OK to complete acknowledging the chassis.

If the Nexus 2232 FEX is part of the configuration, expand Rack Mounts and FEX.
6. Right-click each FEX that is listed and select Acknowledge FEX.

7. Click Yes and then click OK to complete acknowledging the FEX.

Create Uplink Port Channels to Cisco Nexus Switches

To configure the necessary port channels out of the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

‘ﬁ In this procedure, two port channels are created: one from fabric A to both Cisco Nexus switches and one
from fabric B to both Cisco Nexus switches.

2. Under LAN > LAN Cloud, expand the Fabric A tree.
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3. Right-click Port Channels.

4. Select Create Port Channel.

5. Enter 13 as the unique ID of the port channel.

6. Enter vPC-13-Nexus as the name of the port channel.

7. Click Next.

A Create Port Channel x

Unified Computing System Manager

Create Port Channel Set Port Channel Name 7]

1. ¥ Set Port Channel
Name D (13

2. Uadd ports Name : vPC-13-Nexus

< Prev Next > | | Finish Cancel |

8. Select the following ports to be added to the port channel:

— SlotID 1 and port 31
— Slot ID 1 and port 32

9. Click >> to add the ports to the port channel.

10. Click Finish to create the port channel.

11. Click OK.

12. In the navigation pane, under LAN > LAN Cloud, expand the fabric B tree.
13. Right-click Port Channels.

14. Select Create Port Channel.

15. Enter 14 as the unique ID of the port channel.

16. Enter vPC-14-Nexus as the name of the port channel.
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17. Click Next.
18. Select the following ports to be added to the port channel:

— SlotID 1 and port 31
— Slot ID 1 and port 32

19. Click >> to add the ports to the port channel.
20. Click Finish to create the port channel.
21. Click OK.

Create a WWNN Pool for FC Boot

To configure the necessary WWNN pool for the Cisco UCS environment, complete the following steps on
Cisco UCS Manager.

1. Select the SAN tab on the left.

2. Select Pools > root.

3. Right-click WWNN Pools under the root organization.
4. Select Create WWNN Pool to create the WWNN pool.
5. Enter WWNN_Pool for the name of the WWNN pool.

6. Optional: Enter a description for the WWNN pool.

7. Select Sequential for Assignment Order.
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=

A Create WWNN Pool X

Unified Computing System Manager

Create WWNN Pool Define Name and Description v
1. ¥ Define Name and
Description Name :| WWHNN_Pool
2. |1 add wwn Blocks Description -
Assignment Order :[() Default (3} Sequential
<Prev [ Next> | | Finish = | Cancel |

8. Click Next.

9. Click Add.

10. Modify the From field as necessary for the UCS Environment.

‘& Modifications of the WWN block, as well as the WWPN and MAC Addresses, can convey identifying infor-
mation for the UCS domain. Within the From field in our example, the 6™ octet was changed from 00 to 91
to represent as identifying information for this being in building 9 on the 1% floor, and the 7" octet was
changed from 00 to 10 to represent our first UCS domain.

& Also, when having multiple UCS domains sitting in adjacency, it is important that these blocks, the WWN,
WWPN, and MAC hold differing values between each set.

11. Specify a size of the WWNN block sufficient to support the available server resources.
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A Create WWN Block

Create WWN Block

From :| 20:00:00:25:85:91:10:00 | Size :[32 s

To ensure uniqueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix;

20:00:00:25:b5:xx:xXX:XX

12. Click OK.

Create WWPN Pools

To configure the necessary WWPN pools for the Cisco UCS environment, complete the following steps:
1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Pools > root.
3. In this procedure, two WWPN pools are created, one for each switching fabric.
4. Right-click WWPN Pools under the root organization.
5. Select Create WWPN Pool to create the WWPN pool.
6. Enter WWPN_Pool A as the name of the WWPN pool.
7. Optional: Enter a description for the WWPN pool.

8. Select Sequential for Assignment Order.
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A Create WWPN Pool X

Unified Computing System Manager

Create WWPN Pool Define Name and Description @

1, ¥ Define Name and
Description Name :| WWPN_Pool_A|

vl' ¥
2. % Add WWN Blocks Description

Assignment Order :|C Default (») Sequential

< Prav | Next » ] [ Finish | | Cancel ]

9. Click Next.
10. Click Add.

11. Specify a starting WWPN.

‘& For the FlexPod solution, the recommendation is to place 02 in the next-to-last octet of the starting WWPN
to identify all of the WWPNSs as fabric A addresses. Merging this with the pattern we used for the WWNN
we see a WWPN block starting with 20:00:00:25:B5:91:1A:00.

12. Specify a size for the WWPN pool that is sufficient to support the available blade or server resources.
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A Create WWN Block

Create WWN Block

From :| 20:00:00:25:B5:91:1A00 | Size :[32 &

To ensure unigueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:XX:XX:XX

13. Click OK.

14. Click Finish.

15. In the confirmation message, click OK.

16. Right-click WWPN Pools under the root organization.
17. Select Create WWPN Pool to create the WWPN pool.
18. Enter WWPN_Pool B as the name of the WWPN pool.
19. Optional: Enter a description for the WWPN pool.

20. Select Sequential for Assignment Order.
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A Create WWPN Pool X

Unified Computing System Manager

Create WWPN Pool Define Name and Description @

1. ¥ Define Name and
Description Name || WWPN_Pocl_B

2. Jadd WWN Blocks Description

Assignment Order :|O Default (&) Sequential

<Prev | Next> | Finish | | Cancel |

21. Click Next.
22. Click Add.

23. Specify a starting WWPN.

‘& For the FlexPod solution, the recommendation is to place 0B in the next-to-last octet of the starting WWPN
to identify all of the WWPNs as fabric A addresses. Merging this with the pattern we used for the WWNN
we see a WWPN block starting with 20:00:00:25:B5:91:1AB: 00.

24. Specify a size for the WWPN address pool that is sufficient to support the available blade or server
resources.
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A Create WWN Block

Create WWN Block

From :| 20:00.00:25:85:91:18:00 | Size :(32] s

To ensure unigueness of WWNs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:xX:XX:XX

25. Click OK.
26. Click Finish.

27. In the confirmation message, click OK.

Create VSANS

To configure the necessary virtual storage area networks (VSANSs) for the Cisco UCS environment, complete
the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.

& In this procedure, two VSANS are created.

2. Select SAN > SAN Cloud.

3. Right-click VSANSs.

4. Select Create VSAN.

5. Enter VSAN_A as the name of the VSAN to be used for Fabric A

6. Select Enabled for FC Zoning.
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7. Select Fabric A.

8. Enter a unique VSAN ID and a corresponding FCoE VLAN ID. It is recommended use the same ID for
both parameters and to use something other than 1.

A& Create VSAN X

Create VSAN

Name : WSAN_A
FC Zoning Settings

FC Zoning :|() Disabled (%) Enabled

Do NOT enable lacal zoning if fabric interconnect is connectad to an upstream FCFCoE switch

() Common/Global (&) Fabric A(C) Fabric B (C) Bath Fabrics Configured Difierently

You are creating a local VSAN in fabric A that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
aVSAN ID that exists only in fabric A. WVSAN.
Enter the WVSAN ID that maps to this VSAN. Enter the WVLAN ID that maps to this VSAN.
VSAMNID @ 101 FCoEVLAN 101
oK | [ Cancel

9. Click OK, and then click OK again.

10. Under SAN Cloud, right-click VSANSs.

11. Select Create VSAN.

12. Enter VSAN_ B as the name of the VSAN to be used for Fabric B.
13. Select Enabled for FC Zoning.

14. Select Fabric B.

15. Enter a unique VSAN ID and a corresponding FCoE VLAN ID. It is recommended use the same ID for
both parameters and to use something other than 1.
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A Create VSAN X

Create VSAN

Name | VSAN B

FC Zoning Settings

FC Zoning :|) Disabled (%) Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch

() CommoniGlobal () Fabric A () Fabric B(C) Both Fabrics Configured Differently

You are creating a local VSAN in fabric B that maps to AVLAN can be usad to carry FCoE fraffic and can be mapped to this
a%SAN ID that exists only in fabric B. WSAN.
Enter the VSAN 1D that maps to this VSAN. Enter the VLAN 1D that maps to this WSAM.
VSANID : 102 FCoE VLAN :| 102
QK [ Cancel :.

16. Click OK, and then click OK again.

17. Under Storage Cloud, right-click VSANSs.

18. Select Create Storage VSAN.

19. Enter VSAN_A as the name of the VSAN to be used for Fabric A.
20. Select Enabled for FC Zoning.

21. Select Fabric A.

22. Enter the same unique VSAN ID and corresponding FCoE VLAN ID that you entered for Fabric A
above.
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A Create Storage VSAN X

Create Storage VSAN

Name : VSAN_A
FC Zoning Settings

FC Zoning :|() Disabled (s) Enabled
Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCOE switch.

(O Common/Global (&) Fabric A(Q) Fabric B (O Both Fabrics Configured Differently

You are creating a local VSAN in fabric A that maps to A VLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabric A VSAN.
Enter the VSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN.
VSANID : 101 FCoEVLAN : 101|
OK | | Cancel |

23. Click OK, and then click OK again.

24. Under Storage Cloud, right-click VSANSs.

25. Select Create Storage VSAN.

26. Enter VSAN_B as the name of the VSAN to be used for Fabric B.
27. Select Enabled for FC Zoning.

28. Select Fabric B.

29. Enter the same unique VSAN ID and corresponding FCoE VLAN ID that you entered for Fabric B
above.
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A Create Storage VSAN X

Create Storage VSAN

Name : VSAN_B
FC Zoning Settings

FC Zoning :|( Disabled (s) Enabled
Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCOE switch.

(O Common/Global O Fabric A(s) Fabric B () Both Fabrics Configured Differently

You are creating a local VSAN in fabric B that maps to AVLAN can be used to carry FCoE traffic and can be mapped to this
a VSAN ID that exists only in fabric B. VSAN
Enter the VSAN ID that maps to this VSAN. Enter the VLAN ID that maps to this VSAN.
VSANID : 102 FCoE VLAN : 102
0K | Cancel

30. Click OK, and then click OK again.

Assign VSANSs to FC Storage Ports

To assign the necessary virtual storage area networks (VSANS) to the FC Storage Ports for the Cisco UCS
environment, complete the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select SAN > Storage Cloud.
3. Expand Fabric A and Storage FC Interfaces.

4. Right-click FC Interface 1/1 for the 6332-16UP or 2/15 in the 6248UP and select Storage FC Inter-
face.

5. Set the User Label to the storage controller name and port that this interface is connected to.

6. Select VSAN A (101) as the VSAN.
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A Properties for: FC Interface 1/1

General Fauits Events

Actions

=8

-'.E! Disable Interface

Properties
ID

Fabric ID
User Label

Port Type
Transport Type

Locale

VSAN

1

‘A

clus-01:0e
-Physical
‘Fc

:External

‘[ibric Avsan VSAN_A 101,1 -]
Fabric Aflvsan VSAN_A (101)

Fabric Dual/vsan default (1)

SiotID :1

Network Type :San

Role :Storage

Port :sy

ch-A/slot-1/switch-fc/port-1

Fill Pattern /O Idle (&) Arbff

[ OK || Apply | | Cancel || Help

7. Click OK.

8. Expand Fabric A and Storage FC Interfaces.

9. Right-click FC Interface 1/2 for the 6332-16UP or 2/16 in the 6248UP and select Storage FC.

10. Set the User Label to the storage controller name and port that this interface is connected to.

11. Select VSAN A (101) as the VSAN.
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A Properties for: FC Interface 1/2
General Faults Events
Actions Properties
[ D -2 SlotiD :1
-Ugl:-isahle Interface FabricID :A
User Label : clus-02:0e
Port Type :Physical Network Type :San
Transport Type :Fc Role - Storage
Locale :External Port : witch-A/slot-1/switch-fc/port-2
VSAN :[ibric Atvsan VSAN_A (101) v | Fill Pattern :|O Idle @ Arbf
Fabric Afvsan VSAN_A (101)
Fabric Dual/vsan default (1)
| OK || Apply || Cancel || Help |
12. Click OK.

13. Expand Fabric B and Storage FC Interfaces.
14. Right-click FC Interface 1/1 for the 6332-16UP or 2/15 in the 6248UP and select Storage FC.
15. Set the User Label to the storage controller name and port that this interface is connected to.

16. Select VSAN B (102) as the VSAN.
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A Properties for: FC Interface 1/1 (clus-01:0f)
General Faults Events
Actions Properties
[ D1 SlotiD ‘1
={® bisable Interface FabricID :B
User Label :| clus-01:0f
Port Type :Physical Network Type : San
Transport Type :Fc Role :Storage
Locale :External Port :sys/switch-B/slot-1/switch-fc/port-1
VSAN :[ibric Bivsan VSAN_B (102] | Fill Pattern :|O Idle @ Arbf
Fabric B/vsan VSAN_B (102)
Fabric Dual/vsan default (1)
| oK pply | | Cancel || Help |
17. Click OK.

18. Expand Fabric B and Storage FC Interfaces.

19. Right-click FC Interface 1/2 for the 6332-16UP or 2/16 in the 6248UP and select Storage FC.

20. Set the User Label to the storage controller name and port that this interface is connected to.

21. Select VSAN B (102) as the VSAN.
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A Properties for: FC Interface 1/2
General Faults Events
Actions Properties
D :2 SlotID :1
-.@ Disable Interface FabricID :B
User Label :| clus-02:0f
Port Type :Physical Network Type : San
Transport Type :Fc Role :Storage
Locale :External Port :sys/switch-B/slot-1/switch-fc/port-2
VSAN :[ibric Bivsan VSAN_B "031 v Fill Pattern :|O Idle @) Arbf
Fabric B/vsan VSAN_B (102)
Fabric Dual/vsan default (1)
\7 oK | Apply Cancel Help
22. Click OK.

Create Storage Connection Policies for FC Zoning

To create Storage Connection Policies for the FC Zoning, complete the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Storage Connection Policies.

4. Select Create Storage Connection Policy.

5. Enter Infra-Fabric-A as the name of the policy.

6. Select the Single Initiator Multiple Targets Zoning Type.

7. Click the Plus Sign on the right to add a zoning target.

8. Enter the WWPN for [fcp_lif01_63a or fcp_lif01_62a] from the storage cluster. This WWPN can be
obtained by logging into the storage cluster CLI and entering the network interface show -
vserver Infra-SVM command.

9. Select Path A and VSAN_A.
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A Create FC Target Endpoint X

Create FC Target Endpoint ?

WWPN :| 20:05:00:a0:98:5b:4a:86
Description
Path :|(@A OB

Select VSAN :|VSAN VSAN_A (101) | v Create VSAN Create Storage VSAN

| ok | [ Cancel |

10. Click OK.
11. Click the Plus Sign on the right to add a second zoning target.

12. Enter the WWPN for [fcp_lif02_63a or fcp_lif02_62a] from the storage cluster. This WWPN can be
obtained by logging into the storage cluster CLI and entering the network interface show -
vserver Infra-SVM command.

13. Select Path A and VSAN_A.

A Create FC Target Endpoint X

Create FC Target Endpoint

WWPN :| 20:07:00:a0:98:5b:4a:86
Description
Path (@A OB

Select VSAN :[VSAN VSAN_A (101) | v| EH Create vSaN Create Storage VSAN

| OK | | Cancel |

14. Click OK.
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A Create Storage Connection Policy

Create Storage Connection Policy

Name : Infra-Fabric-A

Description

FC Target Endpoints

& Filter = Export (SJPrint

WWPN Path
20:05:00:A0:98:5B:4A:86 A
20:07:00:AD:98:5B:4A:86 A

Zoning Type : (O None (O Single Initiator Single Target (s) Single Initiator Multiple Targets

Add Delete Info

VSAN
VSAN_A
VSAN_A

(oK

=

| Cancel

15. Click OK, and then click OK again.

16. Right-click Storage Connection Policies.

17. Select Create Storage Connection Policy

18. Enter Infra-Fabric-B as the name of the policy.

19. Select the Single Initiator Multiple Targets Zoning Type.

20. Click the Plus Sign on the right to add a zoning target.

21. Enter the WWPN for [fcp_lif01_63b or fcp_lif01_62b] from the storage cluster. This WWPN can be
obtained by logging into the storage cluster CLI and entering the network interface show -

vserver Infra-SVM command.

22. Select Path B and VSAN_B.
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A Create FC Target Endpoint X

Create FC Target Endpoint ?

WWPN | 20:06:00:a0:98:5b:43:86
Description :

Path :|(OA @B

Select VSAN :[VSAN VSAN_B (102) [ v | EH Create VSAN Create Storage VSAN

| OK | | Cancel |

23. Click OK.
24. Click the Plus Sign on the right to add a second zoning target.

25. Enter the WWPN for [fcp_lif02_63b or fcp_lif02_62b] from the storage cluster. This WWPN can be
obtained by logging into the storage cluster CLI and entering the network interface show -
vserver Infra-SVM command.

26. Select Path B and VSAN_B.

A Create FC Target Endpoint X

Create FC Target Endpoint 0

WWPN :| 20:08:00:a0:98:5b:42:86
Description :

Path :|OA @B

Select VSAN :[VSANVSAN_B (102) [ v| BBl Create vsaN Create Storage VSAN

| ok | [ cancel |

27. Click OK.
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ﬁ Create Storage Connection Policy X

Create Storage Connection Policy

Name : Infra-Fabric-B
Description

Zoning Type :|(O None () Single Initiator Single Target (s) Single Initiator Multiple Targets
FC Target Endpoints

& Filter = Export (S Print G
WWPN Path VSAN

20:06:00:AD:98:5B:4A86 B VSAN_B

20:08:00:A0:98:5B:4A:86 B VSAN_B

E3d Add Delete Info

oK [ Cancel

28. Click OK, and then click OK again.

Create VHBA Templates

To create the necessary virtual host bus adapter (vHBA) templates for the Cisco UCS environment, complete
the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vHBA Templates.

4. Select Create VHBA Template.

5. Enter vHBA Template A as the vHBA template name.

6. Keep Fabric A selected.
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7.

8.

9.

Select VSAN_A.
Leave Initial Template as the Template Type.

Select WWPN_Pool A as the WWPN Pool.

10. Click OK to create the VHBA template.

11. Click OK.

A Create vHEA Template

Create vHBA Template

Mame : vHBA Template A
Description
FabricID :|®A OB
Select VSAN | WVSAN_A v Create VSAN

Template Type :|(=) Initial Template () Updating Template

Max Data Field Size :| 2048

WWPN Pool [ WWPN_Pool_A(32/32) | ¥

QoS Policy :|=notset= | ¥

Pin Group .| =not set= v

Stats Threshold Policy ;| default| *

| oK

| Cancel |

12.

13.

14.

15.

16.

17.

18.

Right-click vHBA Templates.

Select Create VHBA Template.

Enter vHBA Template B as the vHBA template name.
Select Fabric B as the Fabric ID.

Select VSAN_B.

Leave Initial Template as the Template Type.

Select WWPN_Pool B as the WWPN Pool.
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19. Click OK to create the vHBA template.

20. Click OK.

A Create vHBEA Template X

Create vHBA Template

Mame :|vHBA_ Template B
Description :
FabricID :|(OA (8B
SelectVSAN [|VSAN_B v | E¥ Create VSAN
Template Type :|(®) Initial Template () Updating Template

Max Data Field Size ;| 2048

WWPN Pool :[WWPN_Pool_B(32/32) | ¥]

QoS Policy :[=notset= | ¥

Pin Group :|=notset= ¥

Stats Threshold Policy | default| ¥

[ OK | Cancel

Create SAN Connectivity Policy

# During testing, iSCSI vNICs and FC vHBAs were deployed to all hosts regardless of boot policy used. The
FC vHBA interfaces can be left out for environments configured to utilize iISCSI for boot and data.

To configure the necessary Infrastructure SAN Connectivity Policy, complete the following steps:

1. In Cisco UCS Manager, click the SAN tab in the navigation pane.
2. Select SAN > Policies > root.

3. Right-click SAN Connectivity Policies.

4. Select Create SAN Connectivity Policy.

5. Enter Infra-SAN-Policy as the name of the policy.

6. Select the previously created WWNN_Pool for the WWNN Assignment.
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7. Click the Add button at the bottom to add a vHBA.

8. In the Create VHBA dialog box, enter Fabric-A as the name of the vHBA.

9. Select the Use VHBA Template checkbox.

10. In the VHBA Template list, select vHBA Template A.
X
@

A Create vHBA

Create vHBA

Mame : Fabric-A

Use vHBA Template @
Create vHBA Template

vHBA Template :[<notsat=[¥]

Adapter Performé <pot set>

Adapter PolicY |  Damain Policies Create Fibre Channel Adapter Policy

vHEA_ Template A
vHBA_Template_B

(o] (G

11. In the Adapter Policy list, select VMWare.

12. Click OK.
13. Click the Add button at the bottom to add a second vHBA.
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14. In the Create VHBA dialog box, enter Fabric-B as the name of the vHBA.

15. Select the Use vHBA Template checkbox.

16. In the vHBA Template list, select vHBA Template B.
X
(7]

A Create vHBA

Create vHBA

Name :| Fabric-B

Use vHBA Template ¥

Create vHBA Template

vHBA Template :[<notset=[ 7]

Adapter Performé  <pot set>

Adapter Poliey | Domain Policies Create Fibre Channel Adapter Policy

vHBA_Template A
vHBA_Template_B

(o] (Goncs)

17. In the Adapter Policy list, select VMWare.

18. Click OK.

101



Server Configuration

| & Create SAN Connectivity Policy X

Create SAN Connectivity Policy ?

Name | Infra-SAN-Policy

Description

A sarver is identified on a SAN by its World Wide Node Name (WWHNN). Specify how the system should assign a WWHNN to the sarver associated
with this profile.
World Wide Node Name

WWNN Assignment: WWNN_Pool(32/32) j

Craate WWNN Poaol

The WWNMN will be assigned from the salectad pool.
The availablefotal WWHNNs are displayed after the pool name.

Mame WWPN
» <l yHBA Fabric-B Derived
» -l yuBA Fabric-A Derived
{ Delete Add Modify

| OK | | Cancel |

19. Click OK to create the SAN Connectivity Policy.
20. Click OK to confirm creation.

Create MAC Address Pools

To configure the necessary MAC address pools for the Cisco UCS environment, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select Pools > root.
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L In this procedure, two MAC address pools are created, one for each switching fabric.

3. Right-click MAC Pools under the root organization.

4. Select Create MAC Pool to create the MAC address pool.
5. Enter MAC Pool A as the name of the MAC pool.

6. Optional: Enter a description for the MAC pool.

7. Select Sequential as the option for Assignment Order.

A Create MAC Pool X

Unified Computing System Manager

Create MAC Pool Define Name and Description o
1. ¥ Define Name and
2.V Add MAC Addresses Description -
Assignment Order :|::‘;| Default (») Sequential '
<Prev | | Next> | | Finish | [ Cancel |
8. Click Next.
9. Click Add.

10. Specify a starting MAC address.
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& For the FlexPod solution, the recommendation is to place 02 in the next-to-last octet of the starting MAC
address to identify all of the MAC addresses as fabric A addresses. In our example, we have carried for-
ward the of also embedding the extra building, floor and UCS domain number information giving us
00:25:B5:91:1A:00 as our first MAC address.

11. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.

A Create a Block of MAC Addresses

Create a Block of MAC Addresses

First MAC Address -.| 00:25:85'91:1A:00 | size :[32 a

To ensure uniqueness of MACS in the LAN fabric, you are strongly encouraged to use the following MAC
prafix:
00:25:B5:00 0%

12. Click OK.

13. Click Finish.

14. In the confirmation message, click OK.

15. Right-click MAC Pools under the root organization.

16. Select Create MAC Pool to create the MAC address pool.
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17. Enter MAC_Pool B as the name of the MAC pool.

18. Optional: Enter a description for the MAC pool.

A Create MAC Pool

Unified Computing System Manager

s Man Deal Define Name and Description \
1. ¥ Define Name and
Description MName MAC_F'DE‘_E
2. add MAC Addresses Description
Assignment Order :|(7) Default (=) Sequential
<Prev | | .Next> | | Finish | Cancel
19. Click Next.
20. Click Add.

21. Specify a starting MAC address.

‘& For the FlexPod solution, it is recommended to place 0B in the next to last octet of the starting MAC ad-
dress to identify all the MAC addresses in this pool as fabric B addresses. Once again, we have carried
forward in our example of also embedding the extra building, floor and UCS domain number information
givingus 00:25:B5:91:1B:00 as our first MAC address.

22. Specify a size for the MAC address pool that is sufficient to support the available blade or server re-
sources.
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A Create a Block of MAC Addresses

Create a Block of MAC Addresses

First MAC Address -.| 00:25:85:61-16:00 | Size :_

To ensure uniqueness of MACS in the LAM fabric, you are strangly encouraged to use the following MAC
prefix;
00:25:BSxxxx

23. Click OK.
24. Click Finish.
25. In the confirmation message, click OK.

Create IQN Pools for iISCSI Boot

To configure the necessary IQN pools for the Cisco UCS environment, complete the following steps.

1. Inthe UCS Manager, select the SAN tab on the left.
2. Select Pools > root.

3. Right-click IQN Pools under the root organization.
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A Create IQN Suffix Pool X

Unified Computing System Manager

Create IGN Suffix Pool Define Name and Description Z
1. ¥ Define Name and
Description Name :| |IQN_Pool
2. Jadd 1N Blocks Description

Prefix :|ign.1992-08 cisco

IGN Prefix must have the following format: ign.yyyy-mm.naming-authority, whara
naming-authority is usually the reverse syntax of the Internet domain name of the naming
authority.

Assignment Order :|O Default @ Sequential

< Prev | | Next > | Finish Cancel |

4. Select Create IQN Suffix Pool to create the IQN pool.
5. Enter IQN Pool for the name of the IQN pool.

6. Optional: Enter a description for the IQN pool.

7. Enter ign.1992-08.com.cisco as the prefix

8. Select Sequential for Assignment Order.

9. Click Next.

10. Click Add.

11. Enter ucs-host as the suffix.

12. Enter 1 in the From field.

13. Specify a size of the IQN block sufficient to support the available server resources.
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14. Click OK.

A Create a Block of IQN Suffixes

Create a Block of IQN Suffixes

X :| ucs-6332-host

1

15. Click Finish.
16. In the message box that displays, click OK.

Create IP Pools for iSCSI Boot

These steps provide details for configuring the necessary IP pools iSCSI boot for the Cisco UCS
environment.

1. In Cisco UCS Manager, select the LAN tab on the left.

2. Select Pools > root.

'& Two IP pools are created, one for each switching fabric.

3. Right-click IP Pools under the root organization.
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4. Select Create IP Pool to create the IP pool.
5. Enter iSCSI_IP Pool A for the name of the IP pool.
6. Optional: Enter a description of the IP pool.

7. Select Sequential for Assignment Order.

A Create IP Pool X

Unified Computing System Manager

Create IP Pool Define Name and Description @

1. v Define Name and
Description Name : iSCSI_IP_Pool_A

2. J add 1Pv4 Blocks

Description
3. JAdd 1Pv6 Blocks

Assignment Order :|D Default (») Sequential

< Prey Next > | | Finish Cancel |

8. Click Next.
9. Click Add.
10. In the From field, enter the beginning of the range to assign as iSCSI IP addresses.

11. Set the size to enough addresses to accommodate the servers.
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A Create Block of IPv4 Addresses

Create a Block of IPv4 Addresses

From 31192168911 Size :| 32|

Subnet Mask 255 265 255.0 Default Gateway :0.0.0.0

Primary DNS :/0.0.0.0 Secondary DNS :0.0.0.0

| OK | | Cancel |

12. Click OK.

13. Click Finish.

14. Repeat these steps for an iSCSI_IP_Pool_B:

15. Right-click IP Pools under the root organization.

16. Select Create IP Pool to create the IP pool.

17. Enter iSCSI_IP Pool B for the name of the IP pool.
18. Optional: Enter a description of the IP pool.

19. Select Sequential for Assignment Order.

20. Click Next.

21. Click Add.
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22. In the From field, enter the beginning of the range to assign as iSCSI IP addresses.
23. Set the size to enough addresses to accommodate the servers.

24. Click OK.

25. Click Finish.

Create UUID Suffix Pool

To configure the necessary universally unique identifier (UUID) suffix pool for the Cisco UCS environment,
complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click UUID Suffix Pools.

4. Select Create UUID Suffix Pool.

5. Enter UUID Pool as the name of the UUID suffix pool.
6. Optional: Enter a description for the UUID suffix pool.
7. Keep the prefix at the derived option.

8. Select Sequential for the Assignment Order.

9. Click Next.

10. Click Add to add a block of UUIDs.

11. Keep the From field at the default setting.

12. Specify a size for the UUID block that is sufficient to support the available blade or server resources.

A Create a Block of UUID Suffixes X

Create a Block of UUID Suffixes

From:| 0000-000000000001 Size Z|32 —

13. Click OK.

14. Click Finish.
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15. Click OK.

Create Server Pool

To configure the necessary server pool for the Cisco UCS environment, complete the following steps:

& Consider creating unique server pools to achieve the granularity that is required in your environment.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Pools > root.

3. Right-click Server Pools.

4. Select Create Server Pool.

5. Enter Infra Pool as the name of the server pool.

6. Optional: Enter a description for the server pool.

7. Click Next.

8. Select two (or more) servers to be used for the VMware management cluster and click >> to add
them to the Infra Pool server pool.
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A Create Server Pool X

Unified Computing System Manager

b7
Create Server Pool Add SEWEI’S
1. v Set Name and
Description Servers Pooled Servers
2. Jadd servers C..|S. |R.|In.|U.|PD|A.]|S.]|C. C..|S. |R.|In.|[U. |PID|A.|S. |C.
1 U.. b.. F. 11 U.. U.. F.. 28
12 U. U.. F. 28
Model: UCSB-B200-M4 Model:
Serial Mumber: FCH18417ANN Serial Number:
‘endor: Cisco Systems Inc “endor:
< Pray MNext > Finish | | Cancel |

9. Click Finish.

10. Click OK.

Create VLANSs

To configure the necessary virtual local area networks (VLANS) for the Cisco UCS environment, complete the
following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

& In this procedure, four unique VLANS are created. See Table 2

2. Select LAN > LAN Cloud.
3. Right-click VLANSs.
4. Select Create VLANS.

5. Enter Native-VLAN as the name of the VLAN to be used as the native VLAN.
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6. Keep the Common/Global option selected for the scope of the VLAN.
7. Enter the native VLAN ID.
8. Keep the Sharing Type as None.

9. Click OK, and then click OK again.

A Create VLANs X

Create VLANs

WLAN Mame/Prefix - NativeVLAN
Multicast Policy Name [ <notset= | ¥ E§ Create Multicast Policy

= Commen/Global ) Fabric A () Fabric B(C) Both Fabrics Configured Differently

‘You are creating global VLANS that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. "2009-2019", "29.35 40-45", 23", "23,34-457)

VLAN IDs | 2]

Sharing Type :|(3) None O Primary O Isolated () Community

Check Overlap OK Cancel

10. Expand the list of VLANSs in the navigation pane, right-click the newly created Native-VLAN and se-
lect Set as Native VLAN.

11. Click Yes, and then click OK.

12. Right-click VLANSs.

13. Select Create VLANS.

14. Enter 1SCSI-A-VLAN as the name of the VLAN to be used for the first iISCSI VLAN.
15. Keep the Common/Global option selected for the scope of the VLAN.

16. Enter the VLAN ID for the first iSCSI VLAN.

17. Click OK, then OK.
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A Create VLANs X

Create VLANs

VLAN Name/Prefix - iISCSI-A-VLAN
Multicast Policy Name :| <notset= | v Create Multicast Palicy

() Common/Global ) Fabric A(C) Fabric B(O Both Fabrics Configured Differently

You are creating global VLANS that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. "2009-2019", "29 35 40-45" "23", "23 34-457)

VLAN IDs : 901

Sharing Type :|(®) None O Primary ) Isolated (C) Community

| Check Overlap | | OK Cancel |

18. Right-click VLANSs.

19. Select Create VLANS.

20. Enter 1SCSI-B-VLAN as the name of the VLAN to be used for the second iSCSI VLAN.
21. Keep the Common/Global option selected for the scope of the VLAN.

22. Enter the VLAN ID for the second iSCSI VLAN.

23. Click OK, then OK.
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A Create VLANs

Create VLANSs

VLAN Name/Prefix | iISCSI-B-VLAN

Multicast Policy Name | =notset= | ¥

VLAN IDs :| 902]

24. Right-click VLANSs.

25. Select Create VLANS

Create Multicast Policy

(® Common/Global C) Fabric A(C) Fabric B(C) Both Fabrics Configured Differently

You are creating global VLANS that map to the same VILAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. "2009-2019", "29,35 40-45", "23", "23,34-457)

Sharing Type :|(8) None O Primary () Isolated () Community

| Check Ovenap

26. Enter IB-Mgmt as the name of the VLAN to be used for management traffic.

27. Keep the Common/Global option selected for the scope of the VLAN.

28. Enter the In-Band management VLAN ID.

29. Keep the Sharing Type as None.

30. Click OK, and then click OK again.

31. Right-click VLANS.

32. Select Create VLANS.

33. Enter Infra-NFS as the name of the VLAN to be used for NFS.

34. Keep the Common/Global option selected for the scope of the VLAN.

35. Enter the NFS VLAN ID.
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36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

Keep the Sharing Type as None.

Click OK, and then click OK again.

Right-click VLANSs.

Select Create VLANS.

Enter vMotion as the name of the VLAN to be used for vMotion.
Keep the Common/Global option selected for the scope of the VLAN.
Enter the vMotion VLAN ID.

Keep the Sharing Type as None.

Click OK, and then click OK again.

Right-click VLANSs.

Select Create VLANS.

Enter vM-Traffic as the name of the VLAN to be used for VM Traffic.
Keep the Common/Global option selected for the scope of the VLAN.
Enter the VM-Traffic VLAN ID.

Keep the Sharing Type as None.

Click OK, and then click OK again.

Create Host Firmware Package

Firmware management policies allow the administrator to select the corresponding packages for a given
server configuration. These policies often include packages for adapter, BIOS, board controller, FC adapters,
host bus adapter (HBA) option ROM, and storage controller properties.

To create a firmware management policy for a given server configuration in the Cisco UCS environment,
complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Expand Host Firmware Packages.

Select default.

In the Actions pane, select Modify Package Versions.

Select the version 3.1(1h) for both the Blade and Rack Packages.
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7. Leave M-Series Package as <not set> and leave Excluded Components with only Local Disk select-

ed.
A Modify Package Versions X
Blade Package -[3.1(1h)B [v]
Rack Package :|31(1h)C v
M-Series Package | <not set- M

Excluded Components:

Adapter
Host NIC
CIMC
Board Controller
Flex Flash Controller
BICS
PSU
Storage Controller
Storage Controller Onboard Device Cpld
Host NIC Option ROM
GPUs
FC Adapters
v| Local Disk <

OK || Apply | | Cancel || Help

8. Click OK to modify the host firmware package.

Set Jumbo Frames in Cisco UCS Fabric

To configure jumbo frames and enable quality of service in the Cisco UCS fabric, complete the following
steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.

2. Select LAN > LAN Cloud > QoS System Class.

3. Inthe right pane, click the General tab.

4. On the Best Effort row, enter 9216 in the box under the MTU column.
5. Click Save Changes in the bottom of the window.

6. Click OK
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A ucs-6248UP - Unified Comp: X

€« c

Fault Summary

4 Servers LAN SAN

& VvV A A

0 ] 0

Filter: | LAN Cloud

M@ LAN Cloud

* @ Fabric A

* @ Fabric B

» fif QoS System Class
» =] LAN Pin Groups

» & Threshold Policies
» =] VLAN Groups

» =] VLANS

3

»

[ https://192.168.156.50/app/3_1_1h/index.html#

Q@ &) @ NewT | [ Options | @
(_JLAN Cloud

4 WLANs Server Links
Priority Enabled CoS
Platinum 5
Gold 4
Silver 2
Bronze 1
Best v Any
Effort
Fibre ’ 3
Channel

(i} | 1, Pending Activilies |§ﬁFind |Exil |

MAC Identity Assignment IP Identity Assignment
Packet Weight
Drop
10
Ly g
¥ 8
7

QoS

Global Policies

Weight
(%)

NIA

NIA

NIA

NIA

50

50

_JLAN Cloud

Faults Evenis FSM L

MTU Multicast

Optimized
normal | v
normal | v
normal | v
normal | v
Co—

‘ NIA
3
| Save Changes. | | Reset Values |

Create Local Disk Configuration Policy (Optional)

A local disk configuration for the Cisco UCS environment is necessary if the servers in the environment do

not have a local disk.

ﬁ This policy should not be used on servers that contain local disks.

To create a local disk configuration policy, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Policies > root.

3. Right-click Local Disk Config Policies.

4. Select Create Local Disk Configuration Policy.

5. Enter SAN-Boot as the local disk configuration policy name.

6. Change the mode to No Local Storage.
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7. Click OK to create the local disk configuration policy.

,ﬁ Create Local Disk Configuration Policy X

Create Local Disk Configuration Policy

Name :| SAN-Boot
Description :
Mode :| No Local Storage v
FlexFlash

FlexFlash State :|(s) Disable () Enable

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Flease ensure SD cards are notin use before disabling the FlexFlash State.

FlexFlash RAID Reporiing State @ Disable () Enable

OK Cancel

8. Click OK.

Create Network Control Policy for Cisco Discovery Protocol

To create a network control policy that enables Cisco Discovery Protocol (CDP) on virtual network ports,
complete the following steps:

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click Network Control Policies.

4. Select Create Network Control Policy.

5. Enter Enable CDP as the policy name.

6. For CDP, select the Enabled option.

7. Click OK to create the network control policy.
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& Create Network Control Policy X

Create Network Control Policy

Name : Enable CODP
Description :
CDP | Disabled () Enabled
MAC Register Mode @ Only Native Vian ) All Host Vians

Action on Uplink Fail : @ Link Down () Warming
MAC Security

Forge : (e Allow O Deny

LLDP -

[ oK | | Cancel

8. Click OK.

Create Power Control Policy

To create a power control policy for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Power Control Policies.

4. Select Create Power Control Policy.

5. Enter No-Power-Cap as the power control policy name.

6. Change the power capping setting to No Cap.

7. Click OK to create the power control policy.

8. Click OK.
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A Create Power Control Policy X

Create Power Control Policy

Name : No-Power-Cap
Description
Fan Speed Policy :| Any v
Power Capping

If you choose cap, the server is allocated a certain amount of power based on its priority
within its power group. Priority values range from 1 to 10, with 1 being the highest priority. If
you choose no-cap, the server is exempt from all power capping.

(@ No Cap O cap

Cisco UCS Manager only enforces power capping when the servers in a power group require
more power than is currently available. With sufficient power, all servers run at full capacity
regardless of their priority.

OK | | Cancel

Create Server Pool Qualification Policy (Optional)

To create an optional server pool qualification policy for the Cisco UCS environment, complete the following
steps:

‘& This example creates a policy for Cisco UCS B-Series and Cisco UCS C-Series servers with the Intel
E2660 v4 Xeon Broadwell processors.

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Server Pool Policy Qualifications.

4. Select Create Server Pool Policy Qualification.

5. Name the policy UCS-Broadwell.

6. Select Create CPU/Core Qualifications.

7. Select Xeon for the Processor/Architecture.

8. Select UCS-CPU-E52660E as the PID.

9. Click OK to create the CPU/Core qualification.

10. Click OK to create the policy then OK for the confirmation.
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Min Number of Threads :|(s) Unspecified () select

CPU Speed (MHzZ) . -Ej Unspecified () select

A Create CPU/Cores Qualifications

Create CPU/Cores Qualifications

Processor Architecture :[Xeon | v PID {(RegEx) ;| UCS-CPU-E52660E

Min Mumber of Cores @ Unspecified () select Max Number of Cores . @l Unspecified () select

Max Mumber of Threads : @l Unspecified () select

CPU Stepping :|(®) Unspecified () select

Create Server BIOS Policy

To create a server BIOS policy for the Cisco UCS environment, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Right-click BIOS Policies.

Select Create BIOS Policy.

Enter vM-Host-Infra as the BIOS policy name.

Change the Quiet Boot setting to disabled.

Change Consistent Device Naming to enabled.

Click Finish to create the BIOS policy.
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A Create BIOS Policy X

Unified Computing System Manager

- ©
Create BIOS Policy Main
1. ¥ Main
57 processor Name : VM-Host-Infra
3. J1ntel Directed 10 Dasciption®|
B
e Reboot on BIOS Settings Change ;|
5. Jserial Port _ =
6. Juss Quiet Boot :|(® disabled () enabled () Platiorm Default
s JPC] Post Error Pause :i@asaiﬁfedﬁoenaﬁea'@WPiatform Default |
] = =
B Resume Ac On Power Loss :|O stay-off O last-state O reset (3) Platform Default
9. U Lom and peie Slots
10. I Trusted Platform Front Panel Lockout :|O disabled O enabled (&) Platiorm Default
11. JGraphics Configuration Consistent Device Naming :|O disabled [8)enabled O Platiorm Default

12. B Boot Options
13. JServef Management

<Prev | [Net> ] [Finish.] [ Cancel

9.

Click OK.

Create VNIC/vVHBA Placement Policy for Virtual Machine Infrastructure Hosts

To create a VNIC/vVHBA placement policy for the infrastructure hosts, complete the following steps:

1.

2.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Right-click vNIC/vHBA Placement Policies.

Select Create Placement Policy.

Enter vM-Host-Infra as the name of the placement policy.

Click 1 and select Assigned Only.

Click OK, and then click OK again.
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A Create Placement Policy X
Create Placement Policy
Name : VM-Host-Infra
Virtual Slot Mapping Scheme @ Round Robin () Linear Ordered
& Filter = Export (5 Print Ev
Virtual Slot Selection Preference
1 Assigned Only
2 All
3 All
4 All
| OK | | Cancel

Update the Default Maintenance Policy

To update the default Maintenance Policy, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Select Maintenance Policies > default.

4. Change the Reboot Policy to User Ack.

5. (Optional: Click “On Next Boot” to delegate maintenance windows to server owners)
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A ucs-6248UP - Unified Comp. X

« C' | [ https://192.168.156.50/app/3_1_1h/index.html# =
Fault Summary @ © B/New+ [[Joptons |& @ |/ Pending Activities | @3 Find | [B]Exit |
0 0 0 0 S policies » g, root * 55 Maintenance Policies v S5 default ) default
4 Equipment Servers LAN » ®» Main Events
Fitter: | Policies - R Properties
- &5 Policies ] Name :default
v, root & show Policy Usage Description
» &£ Adapter Palicies y el
o Owmer :Local

» & BIOS Defaults

» & BIOS Policies Reboot Policy :|C) Immediate (&) User Ack () Timer Automatic

> £ Boot Policies EADT-H‘J pending changes at next reboot )

» &5 Host Firmware Packages

» 55 IPMI Access Profiles

» & KVM Management Palicies

» & Local Disk Config Policies

* & Maintenance Policies
Management Firmware Fackages

» &5 Memory Policy

* &5 Power Control Policies

» & Scrub Policies

» &5 Serial over LAN Policies

» & Sarver Pool Policies

+ & Server Pool Policy Qualifications

» & Threshold Policies

» £ iSCSI Authentication Profiles

» & viedia Palicies

* &5 VNICNHBA Placement Policies

» £ Sub-Organizations

| sawe Changes | | Reset Values |

& Logged in as admin@192.168.156.50 System Time: 2016-05-20T16:07

6. Click Save Changes.
7. Click OK to accept the change.

Create VNIC Templates

To create multiple virtual network interface card (vNIC) templates for the Cisco UCS environment, complete
the following steps. A total of 4 vNIC Templates will be created.

‘ﬁ The same Infra VLANs were used on both the infrastructure (Infra) and production (Prod) hosts deployed in
this environment. If production networks were to differ in the VLANs used for infrastructure networks, dif-
fering vNIC Templates should be created for each.

Create Data VNICs

1. In Cisco UCS Manager, click the LAN tab in the navigation pane.
2. Select Policies > root.

3. Right-click vNIC Templates.
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4. Select Create vNIC Template.

5. Enter vNIC Template A as the vNIC template name.

6. Keep Fabric A selected.

7. Do not select the Enable Failover checkbox.

8. Under Target, make sure that the VM checkbox is not selected.

9. Select Updating Template as the Template Type.

10. Under VLANS, select the checkboxes for IB-MGMT, Infra-NFS, Native-VLAN,VM-Traffic,

and vMotion VLANS.

-

A Create vNIC Template

Create vNIC Template

Name : vNIC_Template_A

Description :
FabriclD : () FabricA O FabricB Enable Failover
Target
|| Adapter
VM
Warning

If VM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type ;[ Initial Template @ Lipdating Template

VLANS
o Filter =pExport S Print
Select MName Mative WLAN
= getaunt O
2| = | IB-Mgmt O
v linfra-NFs o
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11. Set Native-VLAN as the native VLAN.
12. For MTU, enter 2000.
13. In the MAC Pool list, select MAC Pool A.

14. In the Network Control Policy list, select Enable CDP.

A Create vNIC Template X

Create vNIC Template v

Template Type () Initial Tempiate (=) Updating Template

VLANS
& Filter = Bxport S Print Siv
Select MName MNative VLAN
5 default Q
[v] =] 5. mgmt O
(v] =lintra-NFs O
=liscsLAVLAN O
=liscsi-B-VLAN O
v] =l Native-VLAN O]
|Z| EI VM-Traffic Q
[v] =l ymotion Q
Create VLAN

CDN Source @ wNIC Name () User Defined

MTU :| 9000
MAC Pool :[MAC_Pool_A(32/32) | ¥ ]
QoS Policy :[<notset-_ ¥]
Network Control Policy :[Enable_CDP [ ¥]

Pin Group | =not sat= | -

Stats Threshold Policy | default |
Connection Policies

(®) Dynamic vNIC () usNIC ) VMQ

Dynamic vNIC Connection Policy :| <notset=| ¥

| OK | | Cancel |

d

15. Click OK to create the vNIC template.
16. Click OK.
Repeat these equivalent steps for vNIC_Template_ B:
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1. Inthe navigation pane, select the LAN tab.

2. Select Policies > root.

3. Right-click vNIC Templates.

4. Select Create vNIC Template

5. Enter vNIC Template B as the vNIC template name.

6. Select Fabric B.

7. Do not select the Enable Failover checkbox.

8. Under Target, make sure the VM checkbox is not selected.
9. Select Updating Template as the template type.

10. Under VLANS, select the checkboxes for IB-MGMT, INFRA-NFS, Native-VLAN, and vMotion
VLANS.
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A Create vNIC Template X

Create vNIC Template

Name : vMNIC_Template B

Description

FapricID : _) Fabric A (& Fabric B Enable Failover

Target
[v| Adapter

WM

Warning

IFVWM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritien

Template Type :|C) Initial Template () Updating Template

VLANS
& Filter = Bport (S Print Biv
Select Name Mative VLAN
= default
= | IB-Mgmt Q
=lintra-NFs O v

| oK | [ Cancel |

11. Set default as the native VLAN.

12. Select vNIC Name for the CDN Source.
13. For MTU, enter 9000.

14. In the MAC Pool list, select MAC_Pool B.

15. In the Network Control Policy list, select Enable CDP.
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A Create vNIC Template X

Create vNIC Template 7

Template Type :'O Initial Template (s) Updating Template

VLANs
& Filter = Export S Print v
Select Name Mative VLAN

a default U
v| =li5.Mgmt O
(v = infra-NFs O
iscsLa-VLAN O
=liscsI.B-VLAN Q
[v] =l Native-VLAN ©®
[v] =l vm-Traffic O
v =l vMotion O
Create VLAN

CDN Source @ wNIC Name () User Defined

MTU :| 9000
MAC Pool :[MAC_Pool_B(32/32) | ¥

QoS Policy | <notset= ¥
Metwork Control Policy :|Enable CDP | ¥

Pin Group | =not set= | v
Stats Thresnold Policy | default | ¥
Connection Policies

(®) Dynamic vNIC () usNIC () VMG
Dynamic vNIC Connection Policy [ <notset= | ¥]

| OK | [ Cancel |

16. Click OK to create the vNIC template.
17. Click OK.

Create iSCSI vNICs
1. Select the LAN tab on the left.

2. Select Policies > root.
3. Right-click vNIC Templates.

4. Select Create vNIC Template.
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5. Enter iSCSI Template A as the vNIC template name.

6. Leave Fabric A selected. Do not select the Enable Failover checkbox.

7. Under Target, make sure that the VM checkbox is not selected.

8. Select Updating Template for Template Type.

A Create vNIC Template

Description :

Target

FabricID : (8 FabricA (O Fabric B

Create vNIC Template

Name : iSCSI_Template_A

|| Adapter
VM

Warning

VLANS

o Filter wpExport S Print

Select

If WM is selected, a port profile by the same name will be created.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type :|() Initial Template @ Lipdating Template

MName

= detaunt
EI IB-Mgmt
= infra-NFs

Enable Failover

Native VLAN
Q
O

Q

9. Under VLANS, select 1SCSI-A-VLAN.

10. Set 1SCSI-A-VLAN as the native VLAN.

11. Under MTU, enter 9000.
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12. From the MAC Pool list, select MAC Pool A.

13. From the Network Control Policy list, select Enable CDP.

A Create vNIC Template
Create vNIC Template

Template Type |0 Initial Tempiate (=) Updating Template
VLANs

& Filter = Export (5 Print

Select MName Mative VLAN
a default Q
=l iB.mgmt Q
=l infra-NFs O
(v] =liscsLA-VLAN )
=liscsLBVLAN O
= Native-VLAN Q
=l vm-Traffic Q
=l ymotion Q
Create VLAN

CDN Source :'@ VNIC Name () User Defined

MTU :| 5000

MAC Pool | MAC_Pool_A(32/32) [ ¥]

QoS Policy | =notset= ¥
MNetwork Control Policy :|Enable_CDP | ¥

Pin Group | <nat set= | v

Stats Threshold Policy | default | *
Connection Policies

(®) Dynamic vNIC () usNIC () VMQ
Dynamic vNIC Connection Policy [ <not set= | ¥ |

oy

|_ OK | | Cancel |

14. Click OK to complete creating the vNIC template.
15. Click OK.

Repeat these equivalent steps for iISCSI_Template_B:

1. Select the LAN tab on the left.

2. Select Policies > root.
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3. Right-click vNIC Templates.

4. Select Create vNIC Template.

5. Enter iSCSI Template B as the vNIC template name.

6. Select Fabric B. Do not select the Enable Failover checkbox.

7. Under Target, make sure that the VM checkbox is not selected.

8. Select Updating Template for Template Type.

A Create vNIC Template X

Create vNIC Template

Name :ISCSI_Template B .

Description

FabricID : () Fabric A (s) Fabric B Enable Failover

Target
[+ Adapter

WM

Warning

If VM is selected, a port profile by the same name will be creatad.
If a port profile of the same name exists, and updating template is selected, it will be overwritten

Template Type :|() Initial Template @ Updating Template

VLANSs
& Filter = Bport (P Print Giv
Select Name Mative YLAN
= default O
=l iB-mgmt O
=l intra-NFs QO v

9. Under VLANS, select 1SCSI-B-VLAN.
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10. Set 1SCSI-B-VLAN as the native VLAN.
11. Under MTU, enter 9000.
12. From the MAC Pool list, select MAC Pool B.

13. From the Network Control Policy list, select Enable CDP.

A Create vNIC Template X

Create vNIC Template ©

Template Type :'D Initial Template (a) Updating Template

VLANS
& Filter = BExport S Print v
Select Mame Mative VLAN
E default O
=l i5.Mgmt O
=l intra-NFs O
=liscsLA-VLAN O
v =liscsi1B-VLAN ®
=l Native-VLAN O
=l vm-Traffic O
=l ymotion O
Create VLAN

CDN Source :'@ vNIC Name () User Defined

MTU :| 9000
MAC Pool :[MAC_Pool_B(32/32) | v]
QoS Palicy :|=notset= v
Network Control Policy :[Enable_CDP ¥ |

Pin Group | <notset= | .

Stats Threshold Policy | default | *
Connection Policies

(&) Dynamic vNIC () usNIC () VMQ
Dynamic vNIC Connection Policy :[ <notset= | 7]

| OK | | Cancel |

14. Click OK to complete creating the vNIC template.

15. Click OK.
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Create LAN Connectivity Policy

# During testing, iISCSI vNICs and FC vHBAs were deployed to all hosts regardless of boot policy used.
iISCSI interfaces can be left out for environments configured to utilize fibre channel for boot and data.

The

To configure the necessary Infrastructure LAN Connectivity Policy, complete the following steps:

1.

2.

3.

8.

9.

In Cisco UCS Manager, click the LAN tab in the navigation pane.

Select LAN > Policies > root.

Right-click LAN Connectivity Policies.

Select Create LAN Connectivity Policy.

Enter Infra-LAN-Policy as the name of the policy.

Click the upper Add button to add a vNIC.

In the Create VNIC dialog box, enter 00-Infra-A as the name of the vNIC.
Select the Use vNIC Template checkbox.

In the vNIC Template list, select vNIC_Template_A.

10. In the Adapter Policy list, select VMWare.

11. Click OK to add this vNIC to the policy.

A Create vNIC

Create vNIC

Name :| O0-nfra-A

Use vNIC Template ¥

Ed Create vNIC Template

vNIC Template :[<notset=[ 7|
<not set>

Adapter Parform

Adapte iSCSI_Template A ER Create Ethemeat Adapter Policy
iISCSI_Template_B
vNIC_Template_A

vNIC_Template_B

12. Click the upper Add button to add another vNIC to the policy.

13. In the Create vNIC box, enter vNIC-01-Infra-B as the name of the vNIC.
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14. Select the Use vNIC Template checkbox.
15. In the VNIC Template list, select vNIC_Template_B.
16. In the Adapter Policy list, select VMWare.

17. Click OK to add the vNIC to the policy.

A Create vNIC

Create vNIC

Name :| 01-nfra-B

Use vNIC Template :#

Create vNIC Template

wNIC Template :[<notset=] 7]

<not set>
Adapter Parform

AdPE  i5CS)_Template_A B3 Create Ethemet Adapter Policy

iISCSI_Template B
vNIC_Template_»A
vNIC_Template_B

18. Click the upper Add button to add a vNIC.

19. In the Create vNIC dialog box, enter vNIC-02-iSCSI-A as the name of the vNIC.
20. Select the Use vNIC Template checkbox.

21. In the vNIC Template list, select iISCSI_Template_A.

22. In the Adapter Policy list, select VMWare.

23. Click OK to add this vNIC to the policy.
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A Create vNIC

Create vNIC

Name : D24SCSI-A
Use yNIC Template :i¥

Create vNIC Template

vNIC Template :|=notset= :I

<not set=
Adapter Perform

AG3PIE  iSes) Template A Create Ethemet Adapter Policy
iISCSI_Template B
vNIC_Template A
vMNIC_Template_B

24. Click the upper Add button to add a vNIC to the policy.

25. In the Create vNIC dialog box, enter vNIC-03-iSCSI-B as the name of the vNIC.
26. Select the Use vNIC Template checkbox.

27. In the vNIC Template list, select iISCSI_Template_B.

28. In the Adapter Policy list, select VMWare.

A Create vNIC

Create vNIC

Name : 03-ISCSI-B
Use vNIC Template :¥
Create vNIC Template

vNIC Template :|=notset= :l

=not set>
Adapter Parform

AGIPIE  isrs) Template_A Create Ethemst Adapter Policy
iISCS|_Template B
vNIC_Template_A

vNIC_Template_B

29. Click OK to add this vNIC to the policy.
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A Create LAN Connectivity Policy X

Create LAN Connectivity Policy

Name :| Infra-LAN-Policy

| Description :

Click Add to specify one or more vNICs that the server should use to connect to the LAN.

| Name MAC Address Mative VLAN
| -llyNiC 034SCSIB Derived
-Bynic 0z4isCslA Derived
=l yNiC 01-nfra-B Derived
=l yNiC 00-nfra-A Derived
Delete Add Modify

» Add iSCSI vNICs

Name Owverlay vNIC Name ISCSI Adapter Policy MAL Addrass
Mo data available

Aﬂd Delete Maodify

Ok | Cancel

30. Expand the Add iSCSI vNICs section.

31. Click the lower Add button in the iISCSI vNIC section to define an iSCSI boot vNIC.
32. Enter iSCSI-A-VNIC as the name of the vNIC.

33. Select vVNIC-02-iSCSI-A for Overlay vNIC.

34. Set the iISCSI Adapter Policy to default.

35. Set the VLAN to Infra-iSCSI-A.

36. Leave the MAC Address set to None.
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A Create iSCSI vNIC

Create iSCSI vNIC

Name :|iSCSI-A-vNIC |

Overlay WNIC :(02-SCSI-A [ ]

iSCS! Adapter Policy :[default [¥] Create iSCSI Adapter Policy
VLAN :|iSCSFA-VLAN (native) | v |
iSCSIMAC Address

MAC Address Assignment: [ Select(None used by default)

Craate MAC Pool

37. Click OK.

38. Click the lower Add button in the iISCSI vNIC section to define an iSCSI boot vNIC.
39. Enter iSCSI-B-vNIC as the name of the vNIC.

40. Set the Overlay vNIC to vNIC-03-iSCSI-B.

41. Set the iISCSI Adapter Policy to default.

42. Set the VLAN to Infra-iSCSI-B.

43. Leave the MAC Address set to None.
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A Create iSCSI WNIC

Create iSCSI vNIC

Name :|iSCSI-B-vNIC
Overlay vNIC :|

| 03-isCSI-B [ +]

iSCSI Adapter Policy :[default ¥ ] Create iSCSI Adapter Policy

v

VLAN :[iSCSFB-VLAN (native)
iSCSIMAC Address

MAC Address Assignment: | Select(None used by default)

Craate MAC Pool

44. Click OK.
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A Create LAN Connectivity Policy

Name :| Infra-LAN-Policy

Description

=8 isCSIVNIC iSCSI-B-vNIC 03-ISCSI-B
=lisCsIvNIC iSCSI-AVNIC 02-ISCSI-A

Create LAN Connectivity Policy

Mame MAC Address

=WyNiC 03-i5CS1B Derived

=Bynic 0z-iscsi-A Derived

=lyNiC 01.Infra-B Derived

'ql\rNIC 00-Infra-A Derived

Delete

+ Add ISCSI vNICs

Name Owverlay vNIC Name

2 Add

Click Add to specify one or more vMICs that the server should use to connectto the LAN.

Add Modify

ISCSI Adapter Policy
default

default

Delete Modify

Native VLAN

MAC Address
Derived

Derived

oK | Cancel

45. Click OK to create the LAN Connectivity Policy.

Create vMedia Policy for VMware ESXi 6.0 Ulb Install Boot

In the NetApp Data ONTAP setup steps an HTTP web server is required, which will be used for hosting
NetApp Data ONTAP as well as VMware software. The vMedia Policy created here will map the VMware
ESXi 6.0ulb ISO to the Cisco UCS server in order to boot the ESXi installation. To create this policy,

complete the following steps:

1. In Cisco UCS Manager, select the Servers tab.

2. Select Policies > root.

3. Right-click vMedia Policies.
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4. Select Create vMedia Policy.

5. Name the policy ESXi-6.0U1b-HTTP.

6. Enter “Mounts Cisco Custom ISO for ESXi 6.0U1b” in the Description field.
7. Click Add.

8. Name the mount ESXi-6.0U1b-HTTP.

9. Select the CDD Device Type.

10. Select the HTTP Protocol.

11. Enter the IP Address of the web server.

# Since DNS server IPs were not entered into the KVM IP earlier, it is necessary to enter the IP of the web
server instead of the host name.pool

12. Enter Vmware-ESXi-6.0.0-3380124-Custom-Cisco-6.0.1.2.iso as the Remote File name.

13. Enter the web server path to the ISO file in the Remote Path field.

A Create vMedia Mount X

Create vMedia Mount

Name :| ESXi-6.0U1b-HTTP
Description :
Device Type :|(® CDD O HDD
Protocal : [ NFS () CIFS EE‘I HTTP () HTTPS
Hostname/IP Address - 192.168.156.150
Image Name Variable :|() None () Service Praofile Name
Remote File ;| Vmware-ESXi-6.0,0-3380124-Custom-Cisco-6.0.1.2.is0
Remote Path ;| /software/vSphere/
Username :

Password

[ OK | | Cance
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14.

15.

Click OK to create the vMedia Mount.

Click OK then OK again to complete creating the vMedia Policy.

& For any new servers added to the Cisco UCS environment the vMedia service profile template can

be used to install the ESXi host. On first boot the host will boot into the ESXi installer. After ESXi is
installed, the vMedia will not be referenced as long as the boot disk is accessible.

Create Boot Policies (iISCSI Boot)

This procedure applies to a Cisco UCS environment in which two iSCSI logical interfaces (LIFs) are on
cluster node 1 (iscsi 1if0Ola and iscsi 1if01b) and two iSCSI LIFs are on cluster node 2 (iscsi
1if02a and iscsi 1if02b). One boot policy is configured in this procedure. This policy configures the
primary target to be iscsi_lifOla.

To create boot policies for the Cisco UCS environment, complete the following steps:

1.

2.

3.

10.

11.

12.

13.

14.

15.

16.

In Cisco UCS Manager, click the Servers tab in the navigation pane.
Select Policies > root.

Right-click Boot Policies.

Select Create Boot Policy.

Enter Boot-isSCSI-A as the name of the boot policy.

Optional: Enter a description for the boot policy.

Keep the Reboot on Boot Order Change option cleared.

Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
Expand the 1SCST vNICs section and select Add 1iSCSI Boot.
Inthe Add iSCSI Boot dialog box, enter iSCSI-A-vNIC.

Click OK.

Select Add 1SCSI Boot.

Inthe Add isSCSI Boot dialog box, enter iSCSI-B-vNIC.

Click OK.

Expand CIMC Mounted vMedia.

Select Add CIMC Mounted CD/DVD.
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A Create Boot Policy

Create Boot Policy

Mame

Description
Reboot on Boot Order Change
Enforce vNICNHBAASCSI Name

Boot Mode
WARNINGS:

. Boot-iSCSI-A

:|@® Legacy O Uefi

The type (primary/secondary) does not indicate a boot order presence.
The effiective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC vHBA/ISC Sl Name is selected and the vNICAHBAASCSI does not exist, a config error will be reported.

Ifitis not selected, the vNICs/vHBAs are selected if they exist, otherwise the vNIC/HBA with the lowest PCle bus scan order is used.

+ Local Devices

M Add Local Disk
B 2dd Local LUN
M Add Local 180D
B Add SD Card
B Add Intemnal USB
M Add External LISB

Boot Order

=+ = ‘%Fillr_‘l = Export (= Print

Name
2) Remote CD/DVD
» Sliscsi
Hiscs
liscsi
é;' CIMC Mounted CD/DVD

-

3

vNICNHBAJS. ..

ISCSI-A-WNIC
ISCSI-B-vNIC

M Add Embedded Local LUN

B Add Embedded Local Disk

@ Add Local CO/OVD

= Add Floppy
= add Local Foppy
k= Add Remote Flappy

Type W... LU...

Primary
Secondary

"'

| OK Cancel

-

17. Click oK to save the boot policy. Click OK to close the Boot Policy window.

Create Boot Policies (FC Boot)

This procedure applies to a Cisco UCS environment in which two FC logical interfaces (LIFs) are on cluster

node 1 and two FC LIFs are on cluster node 2 for each Cisco UCS Fabric Interconnect:

6332-16UP 6332-16UP 6248UP 6248UP Fabric
Fabric A Fabric B Fabric A B
AFF Cluster fcp_lif01_63a fcp_Ilif01_63b fcp_lif01_62a fcp_lif01_63b
Node 1 LIF
(fcp_lif0la) (fcp_lifo1b) (fcp_lif0la) (fcp_lif01b)
AFF Cluster fcp_lif02_63a fcp_lif02_63b fcp_lif02_62a fcp_lif02_62a
Node 2 LIF ) ] ] ]
(fcp_lif02a) (fcp_lifo2b) (fcp_lif02a) (fcp_lif02b)

# Deployments utilizing iSCSI and not FC should ignore these steps.
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To create boot policies for the Cisco UCS environment, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
2. Select Policies > root.

3. Right-click Boot Policies.

4. Select Create Boot Policy.

5. Enter Boot-FC-A as the name of the boot policy.

6. Optional: Enter a description for the boot policy.

# Do not select the Reboot on Boot Order Change checkbox.

7. Keep the Reboot on Boot Order Change option cleared.

8. Expand the Local Devices drop-down menu and select Add Remote CD/DVD.
9. Expand the vHBAs drop-down menu and select Add SAN Boot.

10. In the Add SAN Boot dialog box, enter Fabric-2 in the vHBA field.

11. Confirm that Primary is selected for the Type option.

& Add SAN Boot X

Add SAN Boot

vHBA : Fabric-A

Type :|(s) Primary () Secondary

OK Cancel

12. Click OK to add the SAN boot initiator.
13. From the vHBA drop-down menu, select Add SAN Boot Target.

14. Keep 0 as the value for Boot Target LUN.

146



Server Configuration

15. Enter the WWPN for fcp 1if0la.

‘ﬁ To obtain this information, log in to the storage cluster and run the network interface show command.

16. Select Primary for the SAN boot target type.

& Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN :| 20:05:00:0:98;5b:4a:28|

Type :|(®) Primary () Secondary

| OK | | Cancel

17. Click OK to add the SAN boot target.
18. From the vHBA drop-down menu, select Add SAN Boot Target.
19. Enter 0 as the value for Boot Target LUN.

20. Enter the WWPN for fcp 1if02a.

A Add SAN Boot Target X

Add SAN Boot Target

Boot Target LUN : 0

Boot Target WWPN :| 20:07.00:20:98:50:42:86

Type :|_ Primary (8 Secondary

| oK | | Cancel
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21. Click OK to add the SAN boot target.
22. From the vHBA drop-down menu, select Add SAN Boot.
23. In the Add SAN Boot dialog box, enter Fabric-B in the vHBA box.

24. The SAN boot type should automatically be set to Secondary, and the Type option should be una-
vailable.

A Add SAN Boot X

Add SAN Boot

vHBA | Fabric-Bj

Type : Primary (=) Secondary

OK | | Cancel

25. Click OK to add the SAN boot initiator.

26. From the vHBA drop-down menu, select Add SAN Boot Target.
27. Keep 0 as the value for Boot Target LUN.

28. Enter the WWPN for fcp 1if01b.

29. Select Primary for the SAN boot target type.
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A Add SAN Boot Target X

=

Add SAN Boot Target

Boot Target LUN : 0
Boot Target WWPN :© 20:06:00:a0:98:5b:4a:86

Type : (=) Primary ) Secondary

| oK | | cancel |

30. Click OK to add the SAN boot target.
31. From the vHBA drop-down menu, select Add SAN Boot Target.
32. Keep 0 as the value for Boot Target LUN.

33. Enter the WWPN for fcp 11£02b.

A Add SAN Boot Target X

Add SAN Boot Target

[ea3

Boot Target LUN : O

Boot Target WWPN :| 20:08:00:a0:98:5b:4a:86| |

Type Frimary () Secondary

[ oK | | Cancel |

34. Click OK to add the SAN boot target.
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A Create Boot Policy

Create Boot Policy
Name

Reboot on Boot Order Change

Boot Mode
WARNINGS:

» Local Devices
» VvNICs

v vHBAs

» iSCSI vNICs

» CIMC Mounted vMedia

Description :

Enforce vNICAHBA/NSCSI Name :

Boot-FC-A

v

@ Legacy O Uefi

The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/VHBA/iSC SI Name is selected and the vNIC/VHBA/ASCSI does not exist, a config error will be reported.

Ifitis not selected, the vNICSiVHBAS are selected if they exist, otherwise the vNIC/VHBA with the lowest PCle bus scan order is used.

Boot Order
& = QFxIter = Export

Name
& Kemote CL/LVD

v =l san
v = SAN Primary
=l sAN Target P
=] sAN Target s
v SAN Secondary
=l saN Target P
= | SAN Target S

&3 Print
Order ~ | VNICAHB...
2
Fabric-A
Fabric-B

Type

Primary
Primary
Secondary
Secondary
Primary
Secondary

WWN

20:05:00:A0:98:5B:4A:86
20.07:00:A0:98:5B:4A:86

20:06:00:A0:98:5B:4A:86
20:08:00:A0:98:5B:4A:86

s_&}v
LUN Namg
0
0
0
0
»
Cancel

OK

18. Click OK, then click OK again to create the boot policy.

Create Service Profile Template (iISCSI Boot)

Service Profile Templates can be created for Fibre Channel (Fabric) boot or iSCSi boot, with VLANS

appropriate infrastructure (Infra) or production (Prod) workloads differentiate by vNIC Templates allowing for
VLAN presentation to the interfaces appropriate to the workload. In our example environment, the Service

Profile Templates created were:

e VM-Host-Infra-Fabric-A
e VM-Host-Infra-iSCSI-A
e VM-Host-Prod-Fabric-A
e VM-Host-Prod-iSCSI-A

Examples shown in this section are primarily detail one Infra host that was provisioned from a B-Series
server on the UCS 6248UP Fabric Interconnect, and one Prod host that was provisioned from a C-Series

server on the UCS 6332-16UP Fabric Interconnect.

In this procedure, one service profile template for Infrastructure ESXi hosts is created for fabric A boot.

To create the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.
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2. Select Service Profile Templates > root.

3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.

5. Enter VM-Host-Infra-iSCSI-A as the name of the service profile template. This service profile tem-

plate is configured to boot from storage node 1 on fabric A.

6. Select the “Updating Template” option.

7. Under UUID, select UUID_Pool as the UUID pool.

& Create Service Profile Template

Unified Computing System Manager

(7]

(Create Service Profile Template

1. v Identify Service
Profile Template

2. B Storage Provisioning

3. I networking

4. | Asan connectivity

5. B Zoning

6. . vNIC/vHBA Placement

7. iMedia Policy

8. server Boot Order

9. I maintenance Policy
10. J Server Assignment
1. JODE‘I’EtiDI‘IE| Policies

Identify Service Profile Template

You must enter a name for the service profile template and specify the template type. You can also specify how a UUTD will be assigned to this template and

enter a description.

Name : VM-Host-Infra-iSCSI-A
The template will be created in the following organization. Its name must be unique within this organization.
Where :org-root
The template will be created in the following organization. Its name must be unique within this organization.
Type | Initial Template (®) Updating Template

Specify how the UUID will be assigned to the server associated with the service generated by this template
uuiD

UUID Assignment: UUID_Pool(32/32) v

The UUID will be assigned from the selected pool.
The available/ftotal UUIDs are displayed after the pool name.

Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used.

X

<Prev | [ Nest> | (_Finish ] [ Cancel |

8. Click Next.

Configure Storage Provisioning

1. If you have servers with no physical disks, click on the Local Disk Configuration Policy and select the

SAN-Boot Local Storage Policy. Otherwise, select the default Local Storage Policy.

2. Click Next.

Configure Networking Options

1. Keep the default setting for Dynamic vNIC Connection Policy.

151




Server Configuration

2. Select the “Use Connectivity Policy” option to configure the LAN connectivity.

3. Select Infra-LAN-Policy from the LAN Connectivity Policy pull-down.

4. Select IQN_Pool within the Initiator Name Assignment pull-down.

& Create Service Profile Template

Unified Computing System Manager

(Create Service Profile Template

1. v Identify Service Profile
Template

2. v Storage Provisioning

3. ¥ Networking

4. Asan connectivity

5. Jzoning

6. yNIC/vHBA Placement

7. dymedia policy

8. | server Boot Order

9. I maintenance Policy
10. Q Server Assignment
11. d operational Policies

Networking

Optionally specify LAN configuration information.

X

©

Dynamic vNIC Connection Policy] Selecta Policy to use (no Dynamic wNIC Policy by default) |

Create Dynamic vNIC Connection Policy

How would you like to configure LAN connectivity?

O simple O Expert(C) No vNICs (8) Use Connectivity Policy

LAN Connectivity Policy | Infra-LAN-Policy | ¥

Initiator Name

Initiator Name Assignment:

Create IQN Suffix Pool

WARNING: The selected pool does notco
You can selectit, butitis recommended th

Create LAN Connectivity Policy

|<not set=

[]

<not set>
Domain Pools
default(IV0)
IQN_Pool(16/16)

[ <Prev | [(Net> ] [ Finish | [ Cancel ]

5. Click Next.

Configure Storage Options

1. Select the Use Connectivity Policy option for the “How would you like to configure SAN con-
nectivity?” field.

2. Pick the Infra-SAN-Policy option from the SAN Connectivity Policy pull-down.
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A Create Service Profile Template X
Unified Computing System Manager

Create Senvice Profle Tempiate. AN Connectivity o

Optionally specify disk policies and SAN configuration information.

v ) ) )
1. ¥ Identify Service Profile How would you like to configure SAN connectivity?

2 Le;:zt; Provisioning O simple O Expert(C) NovHBAs(s) Use Connectivity Policy

3. N"'.Netwolking SAN Connectivity Policy :[<notset=]¥] Create SAN Connectivity Policy
4. ¥ SAN Connectivity <not set>

5. Jzoning

6. | ¥NIC/vHBA Placement S

7. yMedia Policy Infra-SAN-Policy

8. server Boot Order
9. I maintenance Policy
10, 4 Server Assignment
11. L operational Policies

| < Pprav | I: Next > | Finish ' | Cancel |

6. Click Next.

Configure Zoning Options
Set no Zoning options and click Next.

Configure vVNIC/HBA Placement

1. Inthe “Select Placement” list, leave the placement policy as “Let System Perform Placement”.
2. Click Next.

Configure vMedia Policy
1. From the vMedia Policy pulldown select “ESXi-6.0Ulb-HTTP”

2. Click Next.

Configure Server Boot Order

1. Select Boot-iSCSI-A for Boot Policy.
2. In the Boot Order pane, select iSCSI-A-vNIC.

3. Click the “Set iSCSI Boot Parameters” button.
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4. In the Set iSCSI Boot Parameters pop-up, leave Authentication Profile to <not set> unless you have
independently created one appropriate to your environment.

5. Leave the “Initiator Name Assignment” dialog box <not set> to use the single Service Profile Initiator
Name defined in the previous steps

6. SetiSCSI_IP_Pool_A as the “Initiator IP address Policy”.

7. Keep the “iSCSI Static Target Interface” button selected and click the button at the bottom right.

8. Log in to the storage cluster management interface and run the following command:

iscsi show
Target Target Status

Vserver Name Alias Admin

Infra-SVM 1ign.1992-08.com.netapp:sn.cbc5f0dff5b911e5aaa600a0985b4a74:vs.3
Infra-svM up

9. Note or copy the iSCSI target name for Infra-SVM shown in highlight above.
10. In the Create iSCSI Static Target dialog box, paste the iSCSI target node name from Infra-SVM.

11. Enter the IP address of 1SCSI_1if02a for the IPv4 Address field.

A Create iSCSI Static Target X

Create iSCSI Static Target

iISCSI Target Name ;| iqn.1992-08.com.netapp:sn

Priority :1
Port :| 3260
Authentication Profile :V<.no'tset.> v Create iSCSI Authentication Profile

IPv4 Address :[192 168.9122

ID :0

OK | | Cance
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12. Click OK to add the iSCSI static target.

13. Keep the iSCSI Static Target Interface option selected and click the button.

14. In the Create iSCSI Static Target window, paste the iSCSI target node name from Infra-SvM into
the iISCSI Target Name field.

15. Enter the IP address of iscsi 1if01la in the IPv4 Address field.

A Create iSCSI Static Target X

Create iSCSI| Static Target

iISCSI Target Name : ign.1992-08.com.netapp:sn.

Priority :2
Port :| 3260
Authentication Profile :[<notset-| v] Create iSCSI Authentication Profile

IPv4 Address :]192_168.9121 |

D :0

K (pCancel)

16. Click OK.

155



Server Configuration

A SetiSCSI Boot Parameters X

Set iISCSI Boot Parameters 9

Create IQN Suffix Pool

WARNING: The selected pool does not contain any available entities.
You can select it, but it is recommended that you add entities to it.

Initiator Address

Initiator IP Address Policy] iISCSI_IP_Pool_A(32/32) | ¥ |

IPv4 Address :0.0.0.0

Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0

Primary DNS :0.0.0.0
Secondary DNS :0.0.0.0

Create IP Pool

The IP addrass will be automatically assigned from the selected pool.

() ISCSI Static Target Interface (") iSCS| Auto Target Interface

MName Priarity Port Authentication Pr... | ISCSIIPV4 Addre... | LUN Id
iqn.1992.08.c 1 3260 192.168.91.22 0
ign.199208.c... 2 3260 192.168.91.21 0

ER Add 5] Delete [Z Info

Minimum one instance of 1SC 81 Static Target Interface and maximum two are allowed.

OK Cancel |

17. Click OK.
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18. In the Boot Order pane, select iSCSI-vNIC-B.
19. Click the Set iSCSI Boot Parameters button.

20. In the Set iISCSI Boot Parameters dialog box, set the leave the “Initiator Name Assignment” to <not
set>.

21. In the Set iSCSI Boot Parameters dialog box, set the initiator IP address policy to iSCSI_IP_Pool_B.

22. Keep the iSCSI Static Target Interface option selected and click the button at the bottom right.

23. In the Create iSCSI Static Target window, paste the iSCSI target node name from Infra-SVM into the
iSCSI Target Name field (same target name as above).

24. Enter the IP address of iscsi_lif02b in the IPv4 address field.

A Create iSCSI Static Target X

Create iSCSI Static Target

iISCSI Target Name ;| iqn.1992-08.com.netapp:sn

Priority :1
Port :| 3260
Authentication Profile :[<notset= ¥ | Create iSCSI Authentication Profile

IPv4 Address :[102 16892 22 \

ID :0

OK | | Cancel

25. Click OK to add the iSCSI static target.

26. Keep the iSCSI Static Target Interface option selected and click the button.

27. In the Create iSCSI Static Target dialog box, paste the iSCSI target node name from Infra-SVM into
the iISCSI Target Name field.

28. Enter the IP address of iscsi_lif01b in the IPv4 Address field.
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A Create iSCSI Static Target X

Create iSCSI Static Target o

iISCSI Target Name ;| |qn1992-08 com. pet_app;sn? 1
Priority :2
Port -| 3260
Authentication Profile :[ <notset-'¥] Create iSCSI Authentication Profile
IPv4 Address :(192.168.9221 |

ID :_0

Lok | [ Cancel |

29. Click OK.
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A SetiSCSI Boot Parameters X

Set iSCSI Boot Parameters @

Create IQN Suffix Pool

WARNING: The selected pool does not contain any available entities.
You can select it, but it is recommended that you add entities to it.

Initiator Address

Initiator IP Address Policy] iSCSI_IP_Pool_B(32/32) | ¥ |

IFvd Address :0.0.0.0

Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0

Primary DNS :0.0.0.0
Secondary ONS :0.0.0.0

Create IP Pool

The IP addrass will be automatically assigned from the selected pool.

() ISCSI Static Target Interface (") iSCSI Auto Target Interface

MName Priority Port Authentication Pr... | iSCSI IPV4 Addre_.. | LUN Id
ign.1992.08.c 1 3260 192.168.92.22 o
ign.1992-08.c... 2 3260 192.168.92.21 0

Ed Add 57 Delete [Z Info

Minimum one instance of iSCSI Static Target Interface and maximum two are allowed.

OK Cancel |

30. Click OK.
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31. Review the table to make sure that all boot devices were created and identified. Verify that the boot

devices are in the correct boot sequence.

32. Click Next to continue to the next section.

Configure Maintenance Policy

1.

Change the Maintenance Policy to default.

A Create Service Profile Template X

Unified Computing System Manager

- - &)
(Create Service Profile Template Malntenance POIN:Y .
Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this service
1. ¥ Identify Service Profile profile.
Template
2. v Storage Provisioning ¥ Maintenance Policy
e ».r. Netwiorking Select a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.
4, ¥ SAN Connectivity
5. ¥ Zoning Maintenance Policy] default | ¥ | Create Maintenance Policy
6.  wNIC/vHBA Placement
7. ¥ vMedia Policy
8. v Server Boot Order
9. v Maintenance Policy Name :default
10. Jserver Assignment Description :
1. Jopemtiona| Policies Reboot Policy :User Ack
Config. Trigger State : On Next Boot
| < Prav | | Next> | | Finish | Cancel |
2. Click Next.

Configure Server Assignment

To configure server assignment, complete the following steps:

1.

2.

In the Pool Assignment list, select Infra_Pool.

Optional: Select a Server Pool Qualification policy.

Select Down as the power state to be applied when the profile is associated with the server.
Select “UCS-Broadwell” for the Server Pool Qualification.

Firmware Management at the bottom of the page can be left alone as it will use default from the Host
Firmware list.
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A Create Service Profile Template X

Unified Computing System Manager

i @
Create Senvice Profile Template Server Assignment
Optionally specify a server poel for this service profile template.

1. Y'Identify Service Profile [/ |21 select a server pool you wantto associats with this service profile template.

Template
2. ¥ Storage Provisioning Pool Assignment Infra_Pool ¥ Create Server Pool
3. ¥ Networking

4. SAN Connectivity f\%e'c; et:hsee |:;J:rrer state to be applied when this profile is associated

5 Zoning ,7
6. v VNIC/vHBA Placement m
7. v vMedia Policy

8. v Server Boot Order

9. v Maintenance Palicy

10. ¥ Server Assignment The service profile template will be associated with one ofthe servers in the selected pool.
11,4 Operational Policies If desired, you can specify an additional server pool policy qualification thatthe selected server must meet. To do so, selectthe qualification from the list.

Server Pool Qualification ;| UCS-Broadwell ¥
Restrict Migration :J

* Firmware Management (BIOS, Disk Controller, Adapter)

If you select a host firmware policy for this service profile, the profile will update the firmware on the server that it is associated with.
Otherwise the system uses the firmware already installed on the associated server.

Host Firmware Package| Select (Default policy used by default) v |

Create Host Firmware Package

<Prav | [ Next> | [ Finish | [ Cancel |

6. Click Next.

Configure Operational Policies

To configure the operational policies, complete the following steps:

1. In the BIOS Palicy list, select VM-Host-Infra.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.
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A Create Service Profile Template

Unified Computing System Manager

Py

1.

(Create Service Profile Template

¥ Identify Service Profile
Template

. ¥ Storage Provisioning
. ¥ Networking

v SAN Connectivity

. ¥ Zoning

. ¥ WNIC/vHBA Placement
. ¥ wMedia Policy

. ¥ Server Boot Order

. ¥ Maintenance Policy

. ¥ Server Assignment

. ¥ Operational Policies

Operational Policies

Optionally specify information that affects how the system operates.

w BIOS Configuration

If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile

5105 Poley [ViHostinia 7]

4

» External IPMI Management Configuration
» Management IP Address

» Monitoring Configuration (Thresholds)

w Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Power Control Policy :| No-Power-Cap | ¥ Create Power Control Policy

» Scrub Policy

» KVM Management Policy

< Prev |

Next >

X

()

(_Finish ] [ cancel

3. Click Finish to create the service profile template.

4. Click OK in the confirmation message.

Create Service Profile Template (FC Boot)

In this procedure, one service profile template for Infrastructure ESXi hosts is created for fabric A boot.

To create the service profile template, complete the following steps:

1. In Cisco UCS Manager, click the Servers tab in the navigation pane.

2. Select Service Profile Templates > root.

3. Right-click root.

4. Select Create Service Profile Template to open the Create Service Profile Template wizard.

5. Enter VM-Host-Prod-FC-A as the name of the service profile template. This service profile template
is configured to boot from storage node 1 on fabric A.

6. Select the “Updating Template” option.
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7. Under UUID, select UUID_Pool as the UUID pool.

A Create Service Profile Template X

Unified Computing System Manager

Create Service Pronie Template  ld€Ntify Service Profile Template o
You must enter a name for the service profile template and specify the template type. You can also specify how a UUID will be assigned to this template and
1. ¥ Identify Service enter a description.
Profile Template I
2. v Storage Provisioning Name | VM-Host-Prod-FC-A
3. v Networking The template will be created in the following organization. Its name must be unigue within this organization.
4. SAN Connactivity \Where -org-root
5. ' Zoning The template will be created in the following organization. Its name must be unigue within this organization.
6. ¥ VNIC/VHEA Placement Type :|O Initial Template (8) Updating Template
7. vMadia Policy Specify how the UUID will be assigned to the server associated with the service genarated by this templata,
8. B Server Boot Order LUK
Q. B Maintenance Policy
10. J server Assignment DU g nment [vuiD_Poolis1is4) [v]
11, Joperational Palicies
The UUID will be assigned from the selected pool.
The availableftotal UUIDs are displayed after the pool name.
Optionally enter a description for the profile. The description can contain information about when and where the service profile should be used.
4
< Prev | Next > | Finish | Cancel |
8. Click Next.

Configure Storage Provisioning

1. If you have servers with no physical disks, click on the Local Disk Configuration Policy and select the
SAN-Boot Local Storage Policy. Otherwise, select the default Local Storage Policy.

2. Click Next.

Configure Networking Options

1. Keep the default setting for Dynamic vNIC Connection Policy.

2. Select the “Use Connectivity Policy” option to configure the LAN connectivity.

3. Select Infra-LAN-Policy from the LAN Connectivity Policy pull-down.

4. Select IQN_Pool within the Initiator Name Assignment pull-down.

163



Server Configuration

X

A Create Service Profile Template

Unified Computing System Manager

(Create Service Profile Template

1. ¥ Identify Service Profile
Template

2. ¥ Storage Provisioning

3. ¥ Networking

4. | Asan connectivity

5. lJ Zoning

6. . wNIC/vHBA Placement

7. Jumedia Policy

8. B Server Boot Order

0. J Maintenance Policy
10. Q Server Assignment
1. B Operational Policies

Networking e

Optionally specify LAN configuration information.

Dynamic vNIC Connection Policy| Selecta Policy to use (no Dynamic vNIC Policy by default) | v |

Create Dynamic vNIC Connection Policy

How would you like to configure LAN connectivity?
O Simple Q Expert() NowNICs (@) Use Connectivity Policy

LAN Connectivity Policy :|Infra-LAN-Policy | ¥ Create LAN Connectivity Policy
Initiator Name
Initiator Name Assignment: | <not set> El
<not set>
Create IQN Suffix Pool
Domain Pools
default(IV0)

WARNING: Tne_ selel;ted pool does notco
You can selectit, butitis recommended th IQN_Pool(16/16)

<Prav | [ Next> | [ Finish | [ Cancel |

5. Click Next.

Configure Storage Options

1. Select the Use Connectivity Policy option for the “How would you like to configure SAN connectivi-

ty?” field.

2. Pick the Infra-SAN-Policy option from the SAN Connectivity Policy pull-down.
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A Create Service Profile Template X

Unified Computing System Manager

.. @
Create Senvice Profle Tempiate. AN Connectivity
Optionally specify disk policies and SAN configuration information.
1. ¥ Identify Service Profile
Template
2. ¥ Storage Provisioning

How would you like to configure SAN connectivity?
O simple O Expert(C) NovHBAs(s) Use Connectivity Policy

3. V'. Networking SAN Connectivity Policy : Create SAN Connectivity Palicy
4. ¥ SAN Connectivity <not set>

5. Jzoning

6.1 VNIC/vHBA Placement -

7. yMedia Policy Infra-SAN-Policy

8. server Boot Order
9. I maintenance Policy
10, —1 Server Assignment
11. L operational Policies

[ <Prev | [ Next> | (_Finish | [ Cancel |

ﬁ The SAN Connectivity policy created earlier will work for FC or iSCSI environments and should be changed
if one of these protocols is not being used.

3. Click Next.

Configure Zoning Options

Set no Zoning options and click Next.

Configure vNIC/HBA Placement

1. Inthe “Select Placement” list, leave the placement policy as “Let System Perform Placement”.
2. Click Next.

Configure vMedia Policy
1. From the vMedia Policy pulldown select “ESXi-6.0U1lb-HTTP”

2. Click Next.

Configure Server Boot Order

1. Select Boot-FC-A for Boot Policy.
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12
Create Senvice Profile Template  S€TVer Boot Order
Optionally specify the boot policy for this service profile template.
v ify Senvi
1. Menufy e Profile Select a boot policy.
Template g
2. ¥ Storage Provisioning Boot Policy| Boot-FC-A ¥ Create Boot Policy
3. ¥ Networking
4. ¥ SAN Connectivity Name :Boot-FC-A
5. ¥'Zoning Description :
6. V VNIC/VHBA Piacement Reboot on Boot Order Change :No
7. ¥ vMedia Policy Enforce VNICVHBAASCSIName :Yes
8. ¥ Server Boot Order BootMode :Legacy
9. A Maintenance Policy WARNINGS:
10, J server Assignment The type (primary/secondary) does not indicate a boot order presence.
B 4 L The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
11. — Operational Policies If Enforce vNIC/VHBA/ISC SI Name is selected and the vNICVHBAISCSI does not exist, a config error will be reported.
Ifitis not selected. the vNICs/VHBAs are selected if they exist, otherwise the vNIC/VHBA with the lowest PCle bus scan order is used.
Boot Order
& (= @ Filter wExport < Print O
Name Order v... | Type WWN < [ [SL.[B.. [B.D.. |
@ ciMC Mounted CD/DVD 3 =
@ Remote CODVD 1
v a San 2
v =l AN Primary v.. Primary
5 SAN Target Primary Primary 20:00:00:A0:98:5B:4A 86 0
Hsan Target Secondary Secondary 20:02:00:A0:98:58:4A:86 0
v SAN Secondary v... Secondary
Hsan Target Primary Primary 20:01:00:A0:98:58:4A:86 0
- - . AAD B Ean ~ X
Create iSCSI vNIC Set iSCSI Boot Parameters Set Uefi Boot Parameters
((<Prev. | [(Next> ] [ Finish | [ Cancel |

2. Click Next to continue to the next section.

Configure Maintenance Policy

1. Change the Maintenance Policy to default.

166



Server Configuration

A Create Service Profile Template X

Unified Computing System Manager

Create Service Profile Template Mamtenance POllCY o
Specify how disruptive changes such as reboots, network interruptions, and firmware upgrades should be applied to the server associated with this service
1. ¥ Identify Service Profile profile.
Template
2. v Storage Provisioning ¥ Maintenance Policy
= V’.Netwon‘ming Select a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service profiles.
4. ¥ SAN Connectivity
5. ¥ Zoning Maintenance Policy] default| | Create Maintenance Policy
6. W wNIC/vHBA Placement
7. v wMedia Policy
8. v Server Boot Order
9. v Maintenance Policy Name :default
10. Jserver Assignment Description :
1. -IOperationaI Policies Reboot Policy :User Ack
Config. Trigger State : On Next Boot
[<Prev | [ Next> | (_Finish | [ Cancel |
2. Click Next.

Configure Server Assignment

To configure server assignment, complete the following steps:

1. Inthe Pool Assignment list, select Infra Pool.

2. Optional: Select a Server Pool Qualification policy.

3. Select Down as the power state to be applied when the profile is associated with the server.
4. Select “UCS-Broadwell” for the Server Pool Qualification.

5. Firmware Management at the bottom of the page can be left alone as it will use default from the Host
Firmware list.
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Unified Computing System Manager

i @
Create Senvice Profile Template Server Assignment
Optionally specify a server poel for this service profile template.

1. Y'Identify Service Profile [/ |21 select a server pool you wantto associats with this service profile template.

Template
2. ¥ Storage Provisioning Pool Assignment Infra_Pool ¥ Create Server Pool
3. ¥ Networking

4. SAN Connectivity f\%e'c; et:hsee |:;J:rrer state to be applied when this profile is associated

5 Zoning ,7
6. v VNIC/vHBA Placement m
7. v vMedia Policy

8. v Server Boot Order

9. v Maintenance Palicy

10. ¥ Server Assignment The service profile template will be associated with one ofthe servers in the selected pool.
11,4 Operational Policies If desired, you can specify an additional server pool policy qualification thatthe selected server must meet. To do so, selectthe qualification from the list.

Server Pool Qualification ;| UCS-Broadwell ¥
Restrict Migration :J

* Firmware Management (BIOS, Disk Controller, Adapter)

If you select a host firmware policy for this service profile, the profile will update the firmware on the server that it is associated with.
Otherwise the system uses the firmware already installed on the associated server.

Host Firmware Package| Select (Default policy used by default) v |

Create Host Firmware Package

<Prav | [ Next> | [ Finish | [ Cancel |

6. Click Next.

Configure Operational Policies

To configure the operational policies, complete the following steps:

1. In the BIOS Policy list, select VM-Host-Infra.

2. Expand Power Control Policy Configuration and select No-Power-Cap in the Power Control Policy list.
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Create Service Profile Template ope rational Policies

1. ¥ Identify Service Profile

Template = BIOS Configuration
2. v Storage Provisioning _ ) ) ) ) o )
y _ If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile
3. ¥ Networking
4. ¥ SAN Connectivity BIOS Policy :[VM-Host-Infra | ¥ |
5. ¥ Zoning " »

6. ¥ vNIC/vHBA Placement
7. ¥ vMedia Policy
8. v Server Boot Order
9. v Maintenance Policy
10. ¥ Server Assignment
11. ¥ Operational Policies

X

7

Optionally specify information that affects how the system operates.

» External IPMI Management Configuration
» Management IP Address
» Monitoring Configuration (Thresholds)

w Power Control Policy Configuration

Power control policy determines power allocation for a server in a given power group.

Power Control Policy :| No-Power-Cap | ¥ Create Power Control Policy

» Scrub Policy

» KVM Management Policy

<Prav | [ Next> | [CFinish ] [_Cancel ]

3.

4.

Click Finish to create the service profile template.

Click OK in the confirmation message.

Create Service Profiles

To create service profiles from the service profile template, complete the following steps:

1.

Connect to the UCS 6248UP Fabric Interconnect UCS Manager, click the Servers tab in the naviga-
tion pane.

Select Service Profile Templates > root > Service Template VM-Host-Infra-iSCSI-A.
Right-click VM-Host-Infra-iSCSI-A and select Create Service Profiles from Template.
Enter VM-Host-Infra-0 as the service profile prefix.

Enter 1 as “Name Suffix Starting Number.”

Enter 1 as the “Number of Instances.”

Click OK to create the service profile.
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Create Service Profiles From Template

Maming Prefix ;| WM-Host-Infra-0
Name Suffix Starting Mumber ;| 1

Mumber of Instances :| 1

OK | | Gancel |

8. Click OK in the confirmation message.

9. Connect to the UCS 6332-16UP Fabric Interconnect UCS Manager, click the Servers tab in the navi-
gation pane.

10. Select Service Profile Templates > root > Service Template VM-Host-Prod-Fabric-A.
11. Right-click vM-Host-Prod-Fabric-2A and select Create Service Profiles from Template.
12. Enter vM-Host-Prod-0 as the service profile prefix.

13. Enter 1 as “Name Suffix Starting Number.”

14. Enter 1 as the “Number of Instances.”

15. Click OK to create the service profile.
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Create Service Profiles From Template

Naming Prefix ;| VM-Host-Prod-0
Name Suffix Starting Mumber :| 2

Number of Instances -| 1|

OK Cancel

16. Click OK in the confirmation message.

Add More Servers to FlexPod Unit

Additional server pools, service profile templates, and service profiles can be created in the respective
organizations to add more servers to the FlexPod unit. All other pools and policies are at the root level and
can be shared among the organizations.

Gather Necessary Information

After the Cisco UCS service profiles have been created, each infrastructure blade in the environment will
have a unique configuration. To proceed with the FlexPod deployment, specific information must be
gathered from each Cisco UCS blade and from the NetApp controllers. Insert the required information into
Table 18 and Table 19 .

Table 18 iSCSI LIFs for iSCSI IQN
Vserver Target: WWPN (FC), or IQN (iSCSI)
Infra-SVM

# To obtain the FC WWPN, run the fcp show command on the storage cluster management interface.

# To obtain the iISCSI IQN, run the iscsi show command on the storage cluster management interface.

Table 19

vNIC iSCSI IQNs for fabric A and fabric B

Cisco UCS Service Profile Name Initiator: WWPNSs (FC) or IQN (iSCSI) Variables

VM-Host-Infra-01

<<var_vm_host_infra_01_wwpnl>> and
<<var_vm_host_infra_01_wwpn2>>; or
<<var_vm_host_infra_01_ign>>
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Cisco UCS Service Profile Name Initiator: WWPNSs (FC) or IQN (iSCSI) Variables

VM-Host-Prod-02 <<var_vm_host_prod_02_wwpnl>> and
<<var_vm_host_prod_02_wwpn2>>; or
<<var_vm_host_prod_02_ign>>

To obtain the FC vHBA WWPN information in Cisco UCS Manager GUI, go to Servers > Service Profiles >

root. Click each service profile and then click the “Storage” tab, then “vHBAs” tab on the right. The WWPNs
are displayed in the table at the bottom of the page.

To obtain the iSCSI vNIC IQN information in Cisco UCS Manager GUI, go to Servers > Service Profiles >
root. Click each service profile and then click the “ISCSI vNICs” tab on the right. The “Initiator Name” is dis-
played at the top of the page under the “Service Profile Initiator Name.”
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Storage Configuration - Boot LUNs and Igroups
_________________________________________________________________________________________________________________________________|

Clustered Data ONTAP Boot Storage Setup

Create igroups

If you are using FC connectivity, create igroups by entering the following commands from the cluster
management hode SSH connection:

igroup create -vserver Infra-SVM -igroup VM-Host-Infra-01 -protocol fc -ostype vmware -initiator
<<var _vm_host infra 01 wwpnl>>, <<var vm host infra 01 wwpn2>>

igroup create -vserver Infra-SVM -igroup VM-Host-Prod-02 -protocol fc -ostype vmware —-initiator
<<var_vm host prod 02 wwpnl>>, <<var vm host prod 02 wwpn2>>

igroup create -vserver Infra-SVM -igroup MGMT-Hosts -protocol fc -ostype vmware -initiator
<<var_vm_host_infra 01 wwpnl>>, <<var_vm host_infra 0l wwpn2>>, <<var_vm_host prod 02_wwpnl>>,
<<var_vm_host prod 02 wwpn2>>

If you are using iSCSI connectivity, create igroups by entering the following commands from the cluster
management nhode SSH connection:

igroup create -vserver Infra-SVM -igroup VM-Host-Infra-01 -protocol iscsi -ostype vmware —initiator
<<var_vm_host infra 01 ign>>

igroup create -vserver Infra-SVM -igroup VM-Host-Prod-02 -protocol iscsi -ostype vmware —-initiator
<<var_vm_host prod 02 ign>>

igroup create -vserver Infra-SVM -igroup MGMT-Hosts -protocol iscsi -ostype vmware —-initiator

<<var vm host infra 01 ign>>, <<var vm host prod 02 ign>>

‘ﬁ Use the values listed in Table 18 and Table 19 for the WWPN and IQN information.

To view the three igroups just created, type igroup show.

Map Boot LUNSs to igroups

From the storage cluster management SSH connection, enter the following commands:

lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Infra-01 -igroup VM-Host-Infra-01 -lun-id 0
lun map -vserver Infra-SVM -volume esxi boot -lun VM-Host-Prod-02 -igroup VM-Host-Prod-02 -lun-id 0
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VMware ESXi 6.0 Ul

This section provides detailed instructions for installing VMware ESXi 6.0 in an environment. After the
procedures are completed, two booted ESXi hosts will be provisioned.

Several methods exist for installing ESXi in a VMware environment. These procedures focus on how to use
the built-in keyboard, video, mouse (KVM) console and virtual media features in Cisco UCS Manager to map
remote installation media to individual servers and connect to their boot logical unit numbers (LUNS).

Download Cisco Custom Image for ESXi 6.0 Ul

1.

2.

3.

4.

5.

Click the following link vmware login page.

Type your email or customer number and the password and then click Log in.

Click on the following link CiscoCustomimage6.0 Ulb.

Click Download Now.

Save it to your destination folder.

# This ESXi 6.0 Ulb Cisco custom image includes updates for the fnic and eNIC drivers. The versions that are
part of this image are: eNIC: 2.3.0.6; fNIC: 1.6.0.24

Log in to Cisco UCS 6300/6200 Fabric Interconnect

Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the operating system (OS) through remote
media. It is necessary to log in to the UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1.

Open a web browser and enter the IP address for the Cisco UCS cluster address. This step launches
the Cisco UCS Manager application.

To download the Cisco UCS Manager software, click the Launch UCS Manager link.

If prompted to accept security certificates, accept as necessary.

When prompted, enter admin as the user name and enter the administrative password.
To log in to Cisco UCS Manager, click Login.

From the main menu, click the Servers tab.
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7. Select Servers > Service Profiles > root > VM-Host-Infra-01.

8. Right-click vM-Host-Infra-01 and select KVM Console.

9. If prompted to accept an Unencrypted KVM session, accept as necessary.
10. Select Servers > Service Profiles > root > VM-Host-Prod-02.

11. Right-click VvM-Host-Prod-02. and select KVM Console.

12. If prompted to accept an Unencrypted KVM session, accept as necessary.

Set Up VMware ESXi Installation

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-02

# Skip this step if using vMedia policies. ISO file will already be connected to KVM.

To prepare the server for the OS installation, complete the following steps on each ESXi host:

1. In the KVM window, click Virtual Media.

2. Click Activate Virtual Devices

3. If prompted to accept an Unencrypted KVM session, accept as necessary.
4. Click Virtual Media and select Map CD/DVD.

5. Browse to the ESXi installer ISO image file and click Open.

6. Click Map Device.

7. Click the KVM tab to monitor the server boot.

8. Boot the server by selecting Boot Server and clicking OK. Then click OK again.

Install ESXi

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-02

To install VMware ESXi to the iSCSI-bootable or FC-bootable LUN of the hosts, complete the following steps
on each host:

1. Onreboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer
from the boot menu that is displayed.

2. After the installer is finished loading, press Enter to continue with the installation.

3. Read and accept the end-user license agreement (EULA). Press F11 to accept and continue.
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4. Select the LUN that was previously set up as the installation disk for ESXi and press Enter to continue
with the installation.

5. Select the appropriate keyboard layout and press Enter.
6. Enter and confirm the root password and press Enter.

7. The installer issues a warning that the selected disk will be repartitioned. Press F11 to continue with
the installation.

8. After the installation is complete, click on the Virtual Media tab and clear the v" mark next to the ESXi
installation media. Click Yes.

# The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and not into
the installer.

9. From the KVM tab, press Enter to reboot the server.

Set Up Management Networking for ESXi Hosts

Adding a management network for each VMware host is necessary for managing the host. To add a
management network for the VMware hosts, complete the following steps on each ESXi host:

ESXi Host VM-Host-Infra-01

To configure the VvM-Host-Infra-01 ESXi host with access to the management network, complete the
following steps:

1. After the server has finished rebooting, press F2 to customize the system.

2. Login as root, enter the corresponding password, and press Enter to log in.

3. Select the Configure the Management Network option and press Enter.

4. Select the VLAN (Optional) option and press Enter.

5. Enter the <<var ib mgmt vlan id>> and press Enter.

6. Select Network Adapters option and select vmnic04 and press Enter.

7. From the Configure Management Network menu, select IP Configuration and press Enter.
8. Select the Set Static IP Address and Network Configuration option by using the space bar.
9. Enter the IP address for managing the first ESXi host: <<var vm host infra 01 ip>>.
10. Enter the subnet mask for the first ESXi host.

11. Enter the default gateway for the first ESXi host.

12. Press Enter to accept the changes to the IP configuration.
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13. Select the IPv6 Configuration option and press Enter.
14. Using the spacebar, select Disable IPv6 (restart required) and press Enter.

15. Select the DNS Configuration option and press Enter.

# Because the IP address is assigned manually, the DNS information must also be entered manually.

16. Enter the IP address of the primary DNS server.

17. Optional: Enter the IP address of the secondary DNS server.

18. Enter the fully qualified domain name (FQDN) for the first ESXi host.
19. Press Enter to accept the changes to the DNS configuration.

20. Press Esc to exit the Configure Management Network submenu.

21. Press Y to confirm the changes and return to the main menu.

22. The ESXi host reboots. After reboot, press F2 and log back in as root.

23. Select Test Management Network to verify that the management network is set up correctly and
press Enter.

24. Press Enter to run the test.
25. Press Enter to exit the window.
26. Press Esc to log out of the VMware console.

ESXi Host VM-Host-Prod-02

To configure the VM-Host-Prod-02 ESXi host with access to the management network, complete the
following steps:

1. After the server has finished rebooting, press F2 to customize the system.

2. Login as root and enter the corresponding password.

3. Select the Configure the Management Network option and press Enter.

4. Select the VLAN (Optional) option and press Enter.

5. Enter the <<var ib-mgmt vlan_ id>> and press Enter.

6. Select Network Adapters option and select vmnic4 (defined earlier as OOB vNIC) and press Enter.
7. From the Configure Management Network menu, select IP Configuration and press Enter.

8. Select the Set Static IP Address and Network Configuration option by using the space bar.
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10.

11.

12.

13.

14.

15

Enter the IP address for managing the second ESXi host: <<var vm host prod 02 ip>>.
Enter the subnet mask for the second ESXi host.

Enter the default gateway for the second ESXi host.

Press Enter to accept the changes to the IP configuration.

Select the IPv6 Configuration option and press Enter.

Using the spacebar, select Disable IPv6 (restart required) and press Enter.

. Select the DNS Configuration option and press Enter.

# Because the IP address is assigned manually, the DNS information must also be entered manually.

16

17.

18.

19.

20.

21.

22.

23.

24,

25.

26

. Enter the IP address of the primary DNS server.

Optional: Enter the IP address of the secondary DNS server.

Enter the FQDN for the second ESXi host.

Press Enter to accept the changes to the DNS configuration.

Press Esc to exit the Configure Management Network submenu.
Press Y to confirm the changes and return to the main menu.

The ESXi host reboots. After reboot, press F2 and log back in as root.

Select Test Management Network to verify that the management network is set up correctly and
press Enter.

Press Enter to run the test.
Press Enter to exit the window.

. Press Esc to log out of the VMware console.

Download VMware vSphere Client

To download the VMware vSphere Client, complete the following steps:

1.

2.

Open a web browser on the management workstation and navigate to the vM-Host-Infra-01 man-
agement IP address.

Download and install the vSphere Client.
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# This application is downloaded from the VMware website and Internet access is required on the manage-
ment workstation.

Log in to VMware ESXi Hosts by Using VMware vSphere Client

ESXi Host VM-Host-Infra-01

To log in to the VM-Host-Infra-01 ESXi host (which was provisioned from an iSCSI boot Service Profile
Template) by using the VMware vSphere Client, complete the following steps:

1. Open the recently downloaded VMware vSphere Client and enter the IP address of VM-Host-
Infra-01 as the host you are trying to connect to: <<var vm host infra 01 ip>>.

2. Enter root for the user name.
3. Enter the root password.
4. Click Login to connect.

ESXi Host VM-Host-Prod-02

To log in to the VM-Host-Prod-02 ESXi host by using the VMware vSphere Client, complete the following
steps:

1. Open the recently downloaded VMware vSphere Client and enter the IP address of vM-Host-Prod-
02 as the host you are trying to connect to: <<var vm host prod 02 ip>>.

2. Enter root for the user name.

3. Enter the root password.

Set Up VMkernel Ports and Virtual Switch

ESXi Host VM-Host-Infra-01

To set up the VMkernel ports and the virtual switches on the vM-Host-Infra-01. ESXi host, complete the
following steps:

1. From the vSphere Client, select the host in the inventory.
2. Click the Configuration tab.

3. In the Hardware pane, click Networking.

4. On the right side of vSwitchO, click Properties.

5. Select the vSwitch configuration and click Edit.

6. From the General tab, change the MTU to 9000.

7. Click OK.
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8. Select the Management Network configuration and click Edit.

9. Change the network label to VMkernel-MGMT and select the Management Traffic checkbox.
10. Click OK to finalize the edits for Management Network.

11. Select the VM Network configuration and click Edit.

12. Change the network label to MGMT Network and enter <<var ib-mgmt vlan id>>inthe VLAN ID
(Optional) field.

13. Click OK to finalize the edits for VM Network.

14. Click Close.

15. On the right side of iScsiBootvSwitch, click Properties.
16. Select the vSwitch configuration and click Edit.

17. Change the MTU to 9000.

18. Click OK.

19. Select iScsiBootPG and click Edit.

20. Change the Network Label to vMkernel-iSCSI-A.

21. Change the MTU to 9000.

22. Click OK.

23. Click Close.

24. In the vSphere Standard Switch view, click Add Networking.
25. Select VMkernel and click Next.

26. Select Create a vSphere standard switch to create a new vSphere standard switch.
27. Select the check boxes for the network adapter vmnic3.

28. Click Next.

29. Change the network label to VvMkernel-iSCSI-B.

30. Click Next.

31. Enter the IP address and the subnet mask for the iISCSI VLAN B interface for VvM-Host-Infra-01.
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# To obtain the iSCSI IP address information; login to the Cisco UCS Manager, in the servers tab select the
corresponding service profiles. In the right pane, click the boot order and select the iSCSI-B-vNIC; click
set iISCSI boot parameters; the IP address should appear as the initiator IP address.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

53.

Click Next.

Click Finish.

On the right side of vSwitchl, click Properties.
Select the vSwitch configuration and click Edit.
Change the MTU to 9000.

Click OK.

Select VMkernel-iSCSI-B and click Edit.
Change the MTU to 9000.

Click OK.

Click Close.

On the right side of vSwitchO, click Properties.
Click Add.

Change the network label to VvMkernel-NFS and enter <<var nfs vlan_ id>>inthe VLAN ID (Op-
tional) field.

Click Next.

Enter the IP address <<var nfs vlan ip host 01>> and the subnet mask
<<var_nfs vlan ip mask_host 01>> for the NFS VLAN interface for vM-Host-Infra-01.

To continue with the NFS VMkernel creation, click Next.

To finalize the creation of the NFS VMkernel interface, click Finish.
Select the VMkernel-NFS configuration and click Edit.

Change the MTU to 9000.

Click OK to finalize the edits for the VMkernel-NFS network.

Click Add.

Change the network label to VvMkernel-vMotion and enter <<var vmotion vlan_ id>>in the
VLAN ID (Optional) field.

181



VMware vSphere 6.0 Ul Setup

54.

55.

56.

57.

58.

59.

60.

61.

Click Next.

Enter the IP address <<var_vmotion_vlan_ip_host_01>> and the subnet mask
<<var_vmotion_vlan_ip_mask_host 01>> for the vMotion VLAN interface for VM-Host-Infra-01.

To continue with the vMotion VMkernel creation, click Next.

To finalize the creation of the vMotion VMkernel interface, click Finish.

Select the VMkernel-vMotion configuration and click Edit.

Change the MTU to 9000.

Click OK to finalize the edits for the VMkernel-vMotion network.

The properties for vSwitchO should be similar to the following example:

(% vSwitchO Properties

Ports | Network Adapters |

PP

Configuration

vSwitch

Management Net...

VMkernel-NFS
VMkernel-vMotion
VMkernel-Mgmt

Add... |

| Summary |
120 Ports ‘
Virtual Machine ...
vMotion and IP ...
vMotion and IP ...
vMotion and IP ...

Edit... | emove |

|»

vSphere Standard Switch Properties
€ Number of Ports: 120
— Advanced Properties
MTU: 9000
—Default Polices
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth:
Peak Bandwidth: -
Burst Size: -
Failover and Load Balandng
Load Balancing: PortID
Network Failure Detection: Link status only
Notify Switches: Yes
Failback: Yes
Active Adapters: vmnic0, vmnicl

62. To finalize the ESXi host networking setup, close the dialog box. The networking for the ESXi host
should be similar to the following example:
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View: [vSphere Standard Switch vSphere Distributed Switch|

Networking

standard Switch: vSwitch0 Remove... Properties...

Virtual Machine Port Group e Evymical Adapters

L1 Management Network g « B vmnicd 20000 Full G2
VLAN ID: 113 B vmnicl 20000 Full G4
Wkzme! Pom

3 wMkemel-NF35 ﬁﬂ-
vmk4 : 192,168.170.25 | VLAN ID: 3173
Wkame! Port

L3 yMkernel-vMotion & o
vmk2 : 192.168.173.25 | VLAN ID: 3173
VMkamel Port

£ wMkemnel-Mgmt 9_—0—
vmk0 : 10,1.156.25 | VILAN ID: 113

Srandard Switch: iScsiBootvSwitch Remave... Propertes...
VMkeme! Por Phyysical Agzprars
L |WMkernel-iISC5I-A g BB vmnic2 20000 Full L2
vmkl : 192.168.91.65
standard Switch: vSwitchl Remove... Properties...
Wdkerne! Pom Physical Adzprers
7 WMkernel-iSCSI-B & BP vmnic3 20000 Full §3

vmk3 : 192.168.92.65

ESXi Host VM-Host-Prod-02

To set up the VMkernel ports and the virtual switches on the vM-Host-Prod-02, which was
provisioned as a Fibre Channel booted ESXihost, complete the following steps:

1. From the vSphere Client, select the host in the inventory.
2. Click the Configuration tab.

3. In the Hardware pane, click Networking.

4. On the right side of vSwitchO, click Properties.

5. Select the vSwitch configuration and click Edit.

6. From the General tab, change the MTU to 9000.

7. Click OK.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

30.

31.

32.

Select the Management Network configuration and click Edit.

Change the network label to <vMkernel-MGMT> and select the Management Traffic checkbox.
Click OK to finalize the edits for Management Network.

Select the VM Network configuration and click Edit.

Change the network label to <MGMT Network> and enter <<var ib-mgmt vlan id>> in the VLAN
ID (Optional) field.

Click OK to finalize the edits for VM Network.

Click Close.

In the vSphere Standard Switch view, click Add Networking.
Select VMkernel and click Next.

Select Create a vSphere standard switch to create a new vSphere standard switch.

Select the check boxes for the network adapter vmnic2.

Click Next.

Change the network label to <VMkernel-iSCSI-A>.

Enter the IP address and the subnet mask for the iISCSI VLAN interface for vM-Host-Prod-02.
Click Next.

Click Finish.

On the right side of vSwitchl, click Properties.

Change the MTU to 9000.

Click OK.

In the vSphere Standard Switch view, click Add Networking.

Select VMkernel and click Next.

Select Create a vSphere standard switch to create a new vSphere standard switch.
Select the check boxes for the network adapter vmnic3.

Click Next.

Change the network label to <vMkernel-iSCSI-B>.
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33. Click Next.

34. Enter the IP address and the subnet mask for the iSCSI VLAN interface for vM-Host-Prod-02.
35. Click Next.

36. Click Finish.

37. On the right side of vSwitch2, click Properties.
38. Select the vSwitch configuration and click Edit.
39. Change the MTU to 9000.

40. Click OK.

41. Select VMkernel-iSCSI-B and click Edit.

42. Change the MTU to 9000.

43. Click OK.

44. Click Close.

45. On the right side of vSwitchO, click Properties.
46. Click Add.

47. Select VMkernel and click Next.

48. Change the network label to VMkernel-NFS and enter <<var nfs vlan_id>> in the VLAN ID (Op-
tional) field.

49. Click Next.

50. Enter the IP address <<var_nfs_vlan_ip_host_02>> and the subnet mask
<<var_nfs_vlan_ip_mask_host_02>> for the NFS VLAN interface for VM-Host-Prod-02.

51. To continue with the NFS VMkernel creation, click Next.

52. To finalize the creation of the NFS VMkernel interface, click Finish.
53. Select the VMkernel-NFS configuration and click Edit.

54. Change the MTU to 9000.

55. Click OK to finalize the edits for the VMkernel-NFS network.

56. Click Add.

185



VMware vSphere 6.0 Ul Setup

57. Change the network label to VMkernel-vMotion and enter <<var vmotion vlan id>>in the
VLAN ID (Optional) field.

58. Click Next.

59. Enter the IP address <<var_vmotion_vlan_ip_host_02>> and the subnet mask
<<var_vmotion_vlan_ip_mask_host_02>> for the vMotion VLAN interface for VM-Host-Prod-02.

60. To continue with the vMotion VMkernel creation, click Next.

61. To finalize the creation of the vMotion VMkernel interface, click Finish.
62. Select the vMkernel-vMotion configuration and click Edit.

63. Change the MTU to 9000.

64. Click OK to finalize the edits for the VMkernel-vMotion network.

(% vSwitchO Properties
Ports | Network Adapters |

Configuration | Summary | VepYeCe StRace St Puoper e pe
$t vswitch 120 Ports ‘ € Number of Ports: 120
€@ ManagementNet... Virtual Machine ...
@ VMkemel-NFS vMotion and IP ... —Advanced Propertes
9_ VMkernel-vMotion  vMotion and IP ... MTU: 9000
& VMkernel-Mgmt vMotion and IP ...
— Default Polices
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth:
Peak Bandwidth: -
Burst Size: =
Failover and Load Balandng
Load Balancing: PortID
Network Failure Detection: Link status only
Notify Switches: Yes B
Failback: Yes
L‘ Edit... HENIOVE Active Adapters: vmnic0, vmnicl ~

65. To finalize the ESXi host networking setup, close the dialog box. The networking for the ESXi host
should be similar to the following example:
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View: |1|r5phere Standard Switch vSphere Distributed 5witch|

Netwaorking

Standard Switch: wSwitch( Remove... Properties...

rtual Machine Port Group e - Physical Adapters

dl ~Ada pie

L3 Management Network ﬁ o BB vmnicl 40000 Full 3
VLAN ID: 113 BB vmnicd 40000 Full G4
Wkamel Port

£ VMkemel-NFS Q¢
vmk2 : 192,168.170.26 | VLAN ID: 3170
Wkamel Port

3 wMkernel-vMotion 9_-4;—-
vmkl : 192.168.173.26 | VLAN ID: 3173
Wkamel Port

L3 wMkernzl-Mgmt 9_-u—
vmk0 = 10.1.156.28 | VLAN ID: 113

Srandard Switch: vSwitch1 Remave... Properties...
Wikeme!| Por Phiysica| Adzpters
L1 WMkernel-iSCS-A & @ vmnic2 40000 Full G2
vmk3 : 192.168.91.34
Standard Switch: vSwitch2 Remove... Properties...

wwkemnsl Pom Physical Adaprars
7 WMkernel-iSCSI-B & BD vmnic3 40000 Full ©3
vmk4 : 192,168,92.34

Setup iISCSI Multipathing

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-02
To setup 4 iSCSI paths between storage and the ESXi host, complete the following steps on each ESXi host:

1. For the FC booted host, connect to the vSphere Client, select the configuration tab of the host.

2. Click Storage Adapters in the Hardware pane.

3. Select Add to create an iSCSI Software Adapter.

4. Specify the ign assigned to the host by the Service Profile and create the iISCSI Software Adapter.

5. For both hosts, continue within the Storage Adapters section in the Hardware pane of the host Con-
figuration tab.

6. Select the iISCSI Software Adapter and click Properties.
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7. Select the Dynamic Discovery tab and click Add.
8. Enter the IP address of iscsi_lif01a.
9. Click OK.

10. Repeat putting in the IP addresses of iscsi_lifO1b, iscsi_lif02a and iscsi_lif02b.

| |"iT,J i5C5I Initiator {¥mhba41) Properties

General I Metwark Configuration | Dynamic Discavery I Skatic Discovery I

Send Targets

Discowver iSCSI targets dynamically From the Following locations (IPv4, host name):

iSC5I Server Locakion |
192.168,91.21:32a0
192,168,92,21: 3260
192.168,91.22: 3260
192,168,92,22: 3280

add. .. Remove Settings. ..

Close

7

11. Click Close and then click yes to rescan the host bus adapter.

12. You should now see 4 connected paths in the Details pane.

Install VMware Drivers for the Cisco Virtual Interface Card (VIC)

Download and extract the following VMware VIC Drivers to the Management workstation:
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fnic Driver version 1.6.0.25
enic Driver version 2.3.0.7

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-02

To install VMware VIC Drivers on the ESXi host VM-Host-Infra-01 and VM-Host-Prod-02, complete the
following steps:

1. From each vSphere Client, select the host in the inventory.

2. Click the Summary tab to view the environment summary.

3. Click Enter Maintenance Mode within the Commands section of the Summary tab.
4. Click Yes for any dialogue box presented.

5. From Resources > Storage, right-click datastorel and select Browse Datastore.
6. Click the fourth button and select Upload File.

7. Navigate to the saved location for the downloaded VIC drivers and select fnic_driver_1.6.0.25-
3741467 .zip.

8. Click Open and Yes to upload the file to datastorel.
9. Click the fourth button and select Upload File.

10. Navigate to the saved location for the downloaded VIC drivers and select ESXi60-enic-2.3.0.7-
3642661.zip.

11. Click Open and Yes to upload the file to datastorel.
12. Make sure the files have been uploaded to both ESXi hosts.

13. Within the vSphere Client select the Configuration tab and click Security Profile within the Software
section.
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esxi-4.vikings.cisco.com VMware ESXi, 6.0.0, 3380124

| Getting Started = Summary | Virtual Machines = Performance abUHTNENEI

Tasks &Events ' Alarms ' Permissions Maps

Hardware

Processors

Memory

Storage

MNetworking

Storage Adapters
Metwork Adapters
Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DS and Routing

Authentication Services

Power Management

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent VM Settings

Advanced Settings

14. Click Properties within the Services section at the top.

Security Profile
Services
SNMP Server
PC/fSC Smart Card Daemon

Load-Based Teaming Daemon
vSphere High Availability Agent

E=xi Shell
X.0rg Server
VMwiare vCenter Agent
NTP Daemon
Active Directory Service
VProbe Daemon
55H
Syslog Server
Direct Console UT
CIM Server
Firewall

Incoming Connections
vSphere Web Client
CIM 5LP
Fault Tolerance
NFC
DNS Client
DVSSync
S5H Server
N1KWV-L3-Ctrl
CIM Secure Server
DHCP Client
vMotion
SNMP Server
Virtual S&N Clustering Service
N1KV-L3-VNService
CIM Server
vsanvp
vSphere Web Access
Virtual AN Transport

Qutgoing Connections
CIM SLP

802,443 (TCP)

427 (UDP,TCP)
8100,6200,8300 (TCP,UDP)
502 (TCP)

53 (UDP)

8301,8302 (UDP)

22 (TCP)

4785 (UDP)

5289 (TCP)

68 (UDP)

8000 (TCP)

151 (UDP)
12345,23451,12321 (UDP)
13999 (UDF)

5388 (TCP)

8080 (TCP)

80 (TCP)

2233 (TCP)

427 (UNP.TCRY
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All

All
All
All
All
All
All
All
All
All
All
All
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All
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Refresh

Refresh
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(3! Services Properties I [=] B3

Remote Access

By default, remote dients are prevented from accessing services on this host, and local dients are prevented from
accessing services on remote hosts,

Linless configured otherwise, daemons wil start automatically.

Label | Daemon | .|
ENMP Server Stopped
PC/SC Smart Card Dasmon Stopped
Load-Based Teaming Dasmaon Running
vSphere High Availability Agent Stopped
ES¥i Shell Stopped
X.0rg Server Stopped
YMware vCenterAgent Running
NTP Daemon Stopped i
Active Directory Servie Stopped
¥Probe Dasmaon Stopped
SSH Stopped =l
— Service Properties

General

Service: SMMP Server

Padkage Information: esx-base

This VIE contains &l of the base functionality of vSphere ESX.
(04 Cancel

15. Select ESXi Shell and click the Options... button.
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r==l ESXi Shell (TSM) Options

—Status
Stopped

—Startup Policy
(¥ Start automatically if any ports are open, and stop when all ports are dosed

(" Start and stop with host
(" Start and stop manually

—Service Commands
Start Restart |

QK I Cancel

16.

17.

18.

19.

20.

21.

Select Start automatically if any ports are open, and stop when all ports are closed within the Startup
Policy section.

Click Start, and OK.
Select SSH and click the Options... button.

Select Start automatically if any ports are open, and stop when all ports are closed within the Startup
Policy section.

Click Start, and OK.

Click OK to exit from the Service Properties configuration window.

# Enabling ssh can be considered optional if the VMware vSphere Remote CLlI is installed and used.

22.

23.

24,

25.

Connect to each ESXi hosts through ssh from a shell connection or putty terminal.
Login as root with the password specified for <<var_password>>.
Run the following commands on each host:

esxcli software vib update -d /vmfs/volumes/datastore/fnic_driver_1.6.0.25-0ffline_bundle-
3642682.zip
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26. esxcli software vib install -d /vmfs/volumes/datastore/ESXi60-enic-2.3.0.7-offline_bundle-

3642661.zip

27. Reboot each host after both commands have been run.

Mount Required Datastores

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-02

To mount the required datastores, complete the following steps on each ESXi host:

1. From the vSphere Client, select the host in the inventory.
2. To enable configurations, click the Configuration tab.
3. Click Storage in the Hardware pane.

4. From the Datastores area, click Add Storage to open the Add Storage wizard.

Select Storage Type
Specify if you want ko Format a new volume or use a shared Folder over the netwark,

[E1 NAS Skorage Twpe
Metwork, File System

' _
Feady o Complete Disk/LUN

Create a datastore an a Fibre Channel, iSCSI, or lacal SCSI disk, or maount an existing YMFS volume,

* Network File System
Choose this option if wou want to create a Metwork File Systemn,

r'i_‘,JAdd Storage EI@

Help | < Back | Mext = I Cancel

A

5. Select Network File System and click Next.
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6. The wizard prompts for the location of the NFS export. Enter
<<var node02 nfs 1if infra datastore 1 ip>> as the IP address for
nfs 1if infra datastore 1.

7. Enter /infra datastore 1 as the path for the NFS export.
8. Confirm that the Mount NFS read only checkbox is not selected.

9. Enter infra datastore_ 1 as the datastore name.

I (=2 Add Storage O]

Locate Network File System
Which shared folder will be used as a vSphere datastore?

| = nas -Properties -
Hetwork File System

rReady o Lompiete

Server:  [192.168.170.22

Examples: nas, nas.it.com, 192, 168.0.10or
FEB0:0:0:0: 2AA:FF FE9A:9CA2

Folder: |finfra_datastore_1
Example: fvols/fvoll/datastore-001

[ Mount NFS read anly

i Ifa datastore already exists in the datacenter for this NFS share and you intend
7 to configure the same datastore on new hosts, make sure that you enter the
same input data (Server and Folder) that you used for the original datastore.
Different input data would mean different datastores even if the underlying NFS
starage is the same.

—Datastore Name

infra_datastore_1]

< Back | | MNext = I Cancel I

10. To continue with the NFS datastore creation, click Next.
11. To finalize the creation of the NFS datastore, click Finish.

12. From the Datastores area, click Add Storage to open the Add Storage wizard.
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If,JAdd Storage EI@

Select Storage Type
Specify if vou want ko Format a new volume or use a shared Folder over the netwark,

= NAS Skorage Type
Mebwark, File Systerm

r_" o
Ready to Complete I I

Create a datastore on a Fibre Channel, 5231, or local 52371 disk, or mount an existing YMFS volume,

* Metwork File System
Choose this option if you wank ko create a Metwark File System,

Help | = Back | Mext = I Cancel |

13. Select Network File System and click Next.

14. The wizard prompts for the location of the NFS export. Enter
<<var node0l nfs 1if infra swap ip>> asthe IP address for nfs 1if infra swap.

15. Enter /infra swap as the path for the NFS export.
16. Confirm that the Mount NFS read only checkbox is not selected.

17. Enter infra_ swap as the datastore name.
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[+ Add Storage M= E3

Locate Network File System
Which shared folder will be used as a vSphere datastore?

E MHAS Properties

Network File System

Server:  [192.168.170.21

Examples: nas, nas.it.com, 192.168.0.10or
FEBD:0:0:0: 2AA:FF:FESA:4CA2

Folder: ],."lnfra_swap
Example: fvolsfvoll/datastore-001

™ Mount NFS read orly

i, If a datastore already exists in the datacenter for this NFS share and you intend
to configure the same datastore on new hosts, make sure that you enter the
same input data (Server and Folder) that you used for the original datastore.
Different input data would mean different datastores even if the underlying NFS
storage is the same.

— Datastore Mame

Imfra_swapl

< Back | MNext = Cancel |

18. To continue with the NFS datastore creation, click Next.

19. To finalize the creation of the NFS datastore, click Finish.

Configure NTP on ESXi Hosts

ESXi Hosts VM-Host-Infra-01 and VM-Host-Prod-02

To configure Network Time Protocol (NTP) on the ESXi hosts, complete the following steps on each host:

1. From the vSphere Client, select the host in the inventory.

2. Click the Configuration tab.

3. Click Time Configuration in the Software pane.

4. Click Properties at the upper-right side of the window.

5. At the bottom of the Time Configuration dialog box, click Options.

6. Inthe NTP Daemon (ntpd) Options dialog box, complete the following steps:

a. Click General in the left pane and select Start and stop with host.
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10.

11.

b. Click NTP Settings in the left pane and click Add.

In the Add NTP Server dialog box, enter <<var_switch_a_ntp_ip>> as the IP address of the NTP
server and click OK.

Click Add.

In the Add NTP Server dialog box, enter <<var_switch_b_ntp_ip>> as the IP address of the NTP
server and click OK.

In the NTP Daemon Options dialog box, select the Restart NTP service to apply changes checkbox
and click OK.

In the Time Configuration dialog box, complete the following steps:

a. Select the NTP Client Enabled checkbox and click OK.

b. Verify that the clock is now set to approximately the correct time.

# The NTP server time may vary slightly from the host time.

Move VM Swap File Location

ESXi VM-Host-Infra-01 and VM-Host-Prod-02

To move the VM swap file location, complete the following steps on each ESXi host:

1.

2.

3.

From the vSphere Client, select the host in the inventory.

To enable configurations, click the Configuration tab.

Click Virtual Machine Swapfile Location in the Software pane.
Click Edit at the upper-right side of the window.

Select “Store the swapfile in a swapfile datastore selected below.”

Select the <infra swap> datastore in which to house the swap files.
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2 irtual Machine Swapfile Location @
Swapfile Location
7~ Store the swapfile in the same directory as the virtual machine,
This is a recommended option,
* Store the swapfile in a swapfile datastore selected below,

i, This option could degrade wMation perfarmance For the affected virtual machines.
MNarne Capacity | Provisioned Free | Tvpe Thin Pravis
[datastorel] 250GE 599,00 MB 1,92 GB WMFS Supported
[infra_dataskor... 500,00 GE 5,90 ME 499,99 GE NF3 Supported
[infra_swap] 100,00 GE 156,00 KB 100,00 GE  MNFS Supported
4 n I

(0] 4 Cancel Help

7. Click OK to finalize moving the swap file location.

VMware vCenter 6.0 Ulb
The procedures in the following subsections provide detailed instructions for installing the VMware vCenter

6.0 Ulb Server Appliance in an environment. After the procedures are completed, a VMware vCenter Server
will be configured.

Install the Client Integration Plug-in
To install the client integration plug-in, complete the following steps:

1. Download the .iso installer for the vCenter Server Appliance and Client Integration Plug-in.

2. Mount the ISO image to the Windows virtual machine or physical server on which you want to install

the Client Integration Plug-In to deploy the vCenter Server Appliance.

3. In the software installer directory, navigate to the vcsa directory and double-click VMware-
ClientintegrationPlugin-6.0.0.exe. The Client Integration Plug-in installation wizard appears.
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ﬁ! VMware Client Integration Plug-in 6.0.0 | = 22 |

Welcome to the installation wizard for the
VMware Client Integration Plug-in 6.0.0

This wizard will install the WMware Client Integration Plug-in
5.0.0 on your computer,

To continue, dick Mext,

Client Integration
Plug-in

Back [ Mext ] [ Cancel

4. On the Welcome page, click Next.

5. Read and accept the terms in the End-User License Agreement and click Next.
6. Click Next.

7. Click Install.

Building the VMware vCenter Server Appliance

To build the VMware vCenter virtual machine, complete the following steps:

1. In the software installer directory, double-click vcsa-setup.html.

2. Allow the plug-in to run on the browser when prompted.
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1. Please install the Client Integration Plugin 6.0 provided in the vCenter Server Appliance ISO image (requires quitting the browser).

2. When prompied, allow access to the Client Integration Plugin.

Detecting Client Integration Plugin... 10sec

==
Launch Application e

This link needs to be opened with an application.
Send to:

“C\Program Files (x86)\VMware\Client gration Plug-in 6.0% csd.exe” --protocol "%1"

Choose an Application

Remember my choice for vmware-csd links,

This can be changed in Firefox's preferences.

3. On the Home page, click Install to start the vCenter Server Appliance deployment wizard.

r

vCenter”Server Appliance" 6.0

Install

4. Read and accept the license agreement, and click Next.
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'E‘ VMware vCenter Server Appliance Deployment

1 End User License Agreement End User License Agreement

Please read the following license agreement before proceeding.
2 Connect to target server

3:Setup virtual machine VMWARE END USER LICENSE AGREEMENT I_:_I
4 Sel depl
slect deployment type PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF

5 Setup Single Sign-on THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

6 Single Sign-on Site
IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU (THE

7 Select appliance size INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE

3 Select datastore AGREEMENT (“EULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED

9 Configure database SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST

A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.
10 Network Settings

EVALUATION LICENSE. If You are licensing the Software for evaluation purposes, Your use of the Software is
only permitted in a non-production environment and for the period limited by the License Key. Notwithstanding
any other provision in this EULA, an Evaluation License of the Software is provided “AS-IS” without
indemnification, support or warranty of any kind, expressed or implied.

1. DEFINITIONS.

11 Ready to complete

1.1 “Affiliate” means, with respect to a party, an entity that is directly or indirectly controlled by or is under
common control with such party, where “control” means an ownership, voting or similar interest representing «

« »

[¥] 1 accept the terms of the license agreement. Print

Back Net || Finish Cancel |
4

5. In the “Connect to target server” page, enter the ESXi host name, User name and Password.

ﬁ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Connect to target server

Specify the ESXIi host or vCenter Server on which to deploy the vCenter Server Appliance.

3 Set up virtual machine FQDN or IP Address: | 10.1.156.25 |
4 Select deployment type
User name:

5 Set up Single Sign-on | root | o
6 Single Sign-on Site

L < Password: | ssssssss |
T Select appliance size
8 Select datastore M Before proceeding, if the target is an ESXi host:
9 Configure database

+ Make sure the ESXi host is not in lock down mode or maintenance mode.
+ When deploying to a vSphere Distributed Switch (VDS), the appliance must be deployed to an ephemeral
11 Ready to complete portgroup. After deployment, it can be moved to a Static or dynamic portgroup.

10 Network Settings

[ Back H Next ‘ Finish Cancel

6. Click Yes to accept the certificate.
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7. Enter the Appliance name and password details in the “Set up virtual machine” page.

[ VMware vCenter Server Appliance Deployment
+ 1 End User License Agreement Set up virtual machine
o 2 Connect to target server Specify virtual machine settings for the vCenter Server Appliance to be deployed.
4 Select deployment type
5 Set up Single Sign-on OS user name: root
6 Single Sign-on Site
7 Select appliance size O8 password: | sascasase i ]
8 Select datastore
. } Confirm OS passwiord: sEssEEERS I
9 Configure database
10 Network Settings
11 Ready to complete
| Back | | Mext | Finish | Cancel

8. Inthe “Select deployment type” page, choose “Install vCenter Server with an embedded Platform
Services Controller.”

202




VMware vSphere 6.0 Ul Setup

', E!' VMware vCenter Server Appliance Deployment

v 1 End User License Agreement
+ 2 Connect to target server
v 3 Setup virtual machine

5 Set up Single Sign-on

6 Single Sign-on Site

7 Select appliance size

8 Select datastore

9 Configure database

10 Network Settings

11 Ready to complete

Select deployment type

Select the services to deploy onto this appliance.

vCenter Server 6.0 requires a Platform Services Controller, which contains shared services such as Single
Sign-On, Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the
same Appliance VM as vCenter Server. An external Platform Services Controller is deployed in a separate Appliance
VM. For smaller installations, consider vCenter Server with an embedded Platform Services Controller. For larger
installations with multiple vCenter Servers, consider one or more external Platform Services Controllers. Refer to
the vCenter Server documentation for more information.

Note: Once you install vCenter Server, you can only change from an embedded to an external Platform Services

Controller with a fresh install.

Embedded Platform Services Controller

(® Install vCenter Server with an Embedded
Platform Semvices Controller

External Platform Services Controller

VM or Host

9. Click Next.

VM or Host |
______ |
. Platiorm Sorv
(" Install Platform Services Controller l priitimebizagy :
(" Install vCenter Server (Requires External q )
Platform Senvices Controller) VM or Host VM or Host
vCenter Server 1 | vCentor Server |
,,,,,,,,, /) .
[ Back J [ Next ] Finish Cancel J

10. In the “Set up Single Sign-On” page, select “Create a new SSO domain.”

11. Enter the SSO password, Domain name and Site name.

203




VMware vSphere 6.0 Ul Setup

[ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement
+ 2 Connect to target server
+ 3 Set up virtual machine
« 4 Select deployment type
6 Select appliance size
T Select datastore
8 Configure database
9 Network Settings

10 Ready to complete

Set up Single Sign-on (S50)
Create or join 8 350 domain. An S50 configuration cannot be changed after deployment.

(® Create a new S50 domain
(O Join an S50 domain in an existing vCenter 6.0 platform services controller

vCenter SSO User name: administrator

vCenter S5O Password: [ seecscece | @
Confirm password: | P— |
§S0 Demain name: | vsphere.local | i ]
SS0 Site name: | vikings| x ‘ i ]

A\ Before proceeding, make sure that the vCenter Single Sign-On domain name usad is different than your
Active Directory domain name.

| Back || Nea || Finisn

Cancel

12. Click Next.

13. Select the appliance size. For example, “Tiny (up to 10 hosts, 100 VMs).”

'E' VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select appliance size

+ 2 Connect to target server

Specify a deployment size for the new appliance

+ 3 Setup virtual machine
+ 4 Select deployment type
+ 5 Setup Single Sign-on

6 Select appliance size

7 Select datastore

Appliance size:

Description:

8 Configure database
9 Network Settings

10 Ready to complete

Tiny (up to 10 hosts, 100 VMs) I

This will deploy a Tiny VM configured with 2 vCPUs and 8 GB of memory and requires 120 GB of disk space.
This option contains vCenter Server with an embedded Platform Services Controller.

Back || Net |
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14. Click Next.

15. In the “Select datastore” page, choose infra_datastore 1.

[ vMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Select datastore
+ 2 Connect to target server
+ 3 Set up virtual machine

4 Select deployment type all of the virtual disks.
+ 5 Setup Single Sign-on

Select the storage location for this deployment

The following datastores are accessible. Select the destination datastore for the virtual machine configuration files and

6 Select appliance size Name Type Capacity Free Provisioned Thin Provisioni...
datastorel (2)  VMFS 75GB 6.66 GB 0.24GB true
8 Configure database IOMeter_NFS_1 | NFS 190 GB 154.93 GB 35.07 GB true
9 Network Settings
[OMeter VMs  NFS 47568 279.27GB 19573 GB true
10 Ready to compiete
infra_datastore... NFS 500 GB 232.42GB 267.58 GB true
infra_swap NFS 100 GB 99.98 GB 0.02 GB true
IOMeter_NFS_2 | NFS 190 GB 151.75 GB 38.25 GB true
[ Enable Thin Disk Mode @
Back' | | Next Finish Cancel

16. Click Next.

17. Select embedded database in the “Configure database” page. Click Next.
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E VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement Configure database

Configure the database for this deployment

+ 2 Connect to target server

+ 3 Setup virtual machine

(® Use an embedded database (vPostgres)

+ 4 Select deployment type (" Use Oracle database

+ 5 Setup Single Sign-on

+ 6 Select appliance size

+ 7 Select datastore

8 Configure database

Cancel

18. In the “Network Settings” page, configure the below settings:

o o

o o

Choose a Network: MGMT-Network

IP address family: IPV4

Network type: static

Network address: <<var_vcenter_ip>>
System name: <<var_vcenter_fqdn>>

Subnet mask: <<var_vcenter_subnet_mask>>
Network gateway: <<var_vcenter_gateway>>
Network DNS Servers: <<var_dns_server>>
Configure time sync: Use NTP servers

(Optional). Enable SSH
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[ VMware vCenter Server Appliance Deployment

+ 1 End User License Agreement  Network Settings

Configure network settings for this deployment.

«+ 2 Connect to target server
3 Set up virtual machine Choose a network:
+ 4 Select deployment type
w 5 Setup Single Sign-on IP addrass family:

.~ 6 Select appliance size

W T Select datastore Network type:
+ & Configure database
9 Network Settings Metwork address:

10 Ready to complete
address]:

Subnet mask:

MNebwork gateway:

Network DNS Servers
(separated by commas)

Configure time sync:

System name [FQDN or IP

‘ Management Network

Mo

‘ Pvd ‘
‘ static EW
| 10.1.156.100 ]

| v, vikings.cisco.com

| 255.255.255.0 |

| 10.1.156.1 |

| 192.168.156.9 |

() Synchronize appliance time with ESXi host
(@) Ise NTP servers (Senarated hv commas)

Back ‘ I Next Finish Cancel |
19. Review the configuration and click Finish.
E VMware vCenter Server Appliance Deployment
+ 1 End User License Agreement Ready to complete
| - ) ) ; )
2 Connect to target server Please review your settings before starting the installation.
+ 3 Set up virtual machine Target server info: 10.1.156.25
Name: Ve
SNSRIy e B e Installation type: Install
+ 5 Setup Single Sign-on Deplayment type: Embedded Platform Services Controller
& Select appliance size Deployment Tiny (up to 10 hosts, 100 VMs)
v o configuration:
+ T Select datastore Datastore: infra_datastore_1
.+ & Configure database Disk mode: thick
) Metwork mapping: Metwork 1 to Management Network
v 9 Network Settings IP allocation: IPvd | static
10 Ready to complete Host Name
Time synchronization: 192.168.156.13,192.168.156.14
Database: embedded
Froperties: SSH enabled = True
580 User name = adminisirator
530 Domain name = vsphere.local
550 Site name = vikings
Metwork 1 IP address = 10.1.156.100
Host Name = v vikings.cisco.com
Metwork 1 netmask = 255.255.255.0
Default gateway = 10.1.156.1
DNS = 192.1658.156.9
| Back Next Finish | | cancel

20. The vCenter appliance installation will take few minutes to complete.
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[ vMware vCenter Server Appliance Deployment

Installation Complete

YourvCenter Server is successfully installed.

Postinstall steps:

1.wCenter Server is installed in evaluation mode. Activate vCenter Server by using the ¥Sphere Web Client within 60
days. When the evaluation period of this vCenter Server expires, all hosts will be disconnected from this vCenter

Server,

2. Use the vSphere Web Clientto manage vCenter Server. Log in with the Single Sign-On administrator account

administrator@vsphere.local

‘fou can now login to vSphere Web Client: htps:fficeet-vcenterice np netapp comivsphere-client as

administrator@vsphere.local

Close

Setting Up VMware vCenter Server

1. Using a web browser, navigate to https://<<var_vcenter_ip>.

vmware

Getting Started

To access vSphere remotely, use the

vSphere Web Chent.

Log in to vSphere Web Client

For help, see

wSphere Documentation

2. Click Log in to vSphere Web Client.

3. Click OK if “Launch Application” window appears.
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For Administrators
Web-Based Datastore Browser
Use your web browser to find and download files (for
example. virfual machine and vinual disk fles)

Browse datastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolits, and APis for
managing Viware ESX. ESXI, and Vidware vCenler
Get sample code, reference documentation, participate
in gur Forum Discussions, and view our latest Sessions
and Webinars.

Leam more about the Web Senvices SDK

Browse objects managed by vSphere

Download trusted rool CA certificates
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This link needs to be opened with an application.
Send to:

"C:\Program Files (x86)\VMware\Client Integration Plug-in 6.0\vmware-csd.exe" --protocol "%1"

Choose an Application

("] Remember my choice for vmware-csd links.

VMware' vCenter” Single Sign-On

User name:

Password:

4. Log in using Single Sign-On username and password created during the vCenter installation.
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>
>
(23 Vs and Templates Hd ©Center Hosts and VMs and Storage Hetworking Contert Reaize
3 Storage 3 Irnventony Lists Clusters Templates Librasies. COrchestrator
>
Monitoring
>
3" 2
B & @ & ® & EITTTTN—
2 VCentse Host Profiles VMStorage  Customization
5 Policies Speccation
Manager Manager
Admisistration
> [ Watch Bow-10 Videas
Roles. L Srstem Licensing -
Ex
Torget Eatan Incator Cuaued For Start Tima Camplation Time
MyTasks = Tasks Filler = Mors Tasks

5. Navigate to vCenter Inventory Lists on the left pane.

vmware: vSphere Web Client =z

gmlh-

|| Gatting started | Summary

Vhat is vCenter?

Th vCenter inventory lists and rees show
e objects 3s5ociabed with vCentar Server
sysbems. such as datacenters, hosts,
dusters, netwarking, storage, and virtual
machines.

invaniony lists allow you to vaw aggragated
lsts of Mese objects across vCenter Sener
systems. These fat lists enable easier baich
opetations.

Irrveniony rees are now avadable in he lop-
level Home iventony. bn Mese rees. objects
are amanged higrarchically in cne of four
‘atws: Hosts and Clusters, Vis and
Templates, Slorage, and Networking

Tos et stared with the vrtual infrastructure:
1. Create a datacenter

2. Add hosts 1o the datacenter
3. Create vihusal machines on e hosts

# Work In Progress L]

Taget Stata Initiater Cusnd For

More Tasks

6. Under Resources, click Datacenters in the left plane.
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vmware vSphere Web Client  #=

7 marms. Ex
AI(0) | Mewi(D) Acknowl.
b} &
Hama o s Acticrs Farert
This list ks empty.
_# Work In Progress L3
I 0Objects |~
(] Recent Tasks. A x
Hama g

MyTasks v  Tasks Fiter »

More Tasks

To create a Data center, click the leftmost icon in the center pane that has a green plus symbol
above it.

8. Type “FlexPod_DC” in the Datacenter name field.
9. Select the vCenter Name/IP option.

10. Click OK.
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New Datacenter 2l »
Datacenter name: FlexPod_Di
J Filter | Browse
® (@ Filter -
Mame 1la
(=) @ YENIKINDS. CISC0.com
e 1 Objects
OK ][ Cancel

11. Right-click the data center FlexPod_DC in the list in the center pane. Click New Cluster.
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@ waphere Web Client

“ =

C | B bEs: /v fvsphere-client/7cspifextensionldn30vsphere core datacenter gettingStarted %6 3Bcontext630com vmware.core. 9y | =

I

3 alarms X x
| | New)

vmware® vSphere Web Client fi= O | Administrator Help ~

Mavigator X | [17 FlexPod_DC | Actions ~

4 vCenter Inventary L. | G

Datacenters [ 1]
Be FlexPod_DC
I Actions - FlexPod_DC

@ AddHost.

| Getting Started | Summary  Maonitor  Manage  Related Ohjects Acknowd...

o esyiZvikings.cisco.cam

What is a Datacenter?

wrimary container of

th as hosts and virtual
tdatacenter, you can add
pry abjects. Typically, you
ind clusters to a

Metwark uplink redundancy lost

Virtual Ma

Mew Faolder

Distributed Switch

Mew Wirtual Machine
8] Mew vApp fram Library. .
#@ Deploy OVF Template...

Cluster
p
tontain multiple <
lompanies might use
i to represent 3
in theirenterprise.

Storage

Edit Default'M Compatibility... k| Datacenter

vCenter Server

g2 Migrate WM to Another Netwark.. | # \Mork In Progress

vSphere Client
have Ta..

Fename...

Tags

Add Permission... Explore Further
Alarms Learn more about datacente|
Learn how to create datacen
Learn about hosts

ore Learn about clusters

&= Create a distributed switch Learn about folders

Ister

: ) ) w virtual machine
AllvRealize Orchestrator plugin Actions  » |

3 Delete

Recent Tasks

Tazk Mame Target Status Initiatar Queued For Start Time

Fescan HBA

Add Internet SCEI send targets
Add Internet SCEI send targets
Add Internet SCS1 send targets
Add Internet SCS1 send targets

F]

My Tasks = Tasks Filter =

esyilwikings.cisco....
ezl wvikings.cisco...
ezl vikings.cisco....
esxil wikings.cisco....

esxil wikings.cisco...

+  Completed
Completed
Completed
Completed

«
L4
L4
L4

Completed

12. Name the cluster FlexPod_Management.

13. Check the box beside DRS. Leave the default values.

WEPHERE.LOCALN. .
YWEPHERE.LOCALN. .
WEPHERE.LOCALN. .
WEPHERE.LOCALY. .
WEPHERE.LOCALY. .

14. Check the box beside vSphere HA. Leave the default values.
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“iJ New Cluster

(?) »

Mame

Location

~ DRE

Automation Level

migration Threshold

- ySphere HA

Host Monitaring

= Admission Control

Admission Control Status

Falicy

» W Monitaring
Whi Monitoring Status

mMaonitaring Sensitivity

» EVC

F Mirtual SAR

|FlexPnd_Management

FlexPod_DC
[w] Turn OM

| Fullyautomated | ~ |

Consenative ——"——— Aggressive

[v] Turn OM
[v/] Enable host monitoring

Admission control will prevent powering on Vs that violate availability
constraints

[v/] Enable admission control

Specify the type of the policy that admission control should enfarce.

(=) Host failures cluster tolerates: |1 $|

(I Percentage of cluster resources reserved as failover spare capacity.

| Disabled B3

Crwerrides forindividual “MWs can be set from the VW Cverrides page
fram Manage Settings area.

Low

% High

W

| Disable K3

[ ] Turn OM

| oK

] [ Cancel

15. Click OK to create the new cluster.

16. On the left pane, double click the “FlexPod_DC”.

17. Click Clusters.
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(&) waphere Wweb Client

T =

C | B bErs /fve/vaphere-client/ 7espitextension]d% 30vsphere core datacenter related%a3Bcontext¥30com vmware core model 953 | =

vmware® vSphere Web Client  f= O | administrator v | Helpw |
Navigator X [lgFlexPod_DC | Actions |——_' 1 Alarms X x |
P —_—  —
4 Datacenters io) Gefting Started  Summary  Monitor  Manage | Related Objects | | Al | Mesw (1) Acknowl...
et [4 |T0p Level Objects | Clusters | Hosts |‘v1rtua| Machines |WTemp|ates in Folders | | >] @ esizukingscisco.corm
[ Top Level Objects [ 7] | | e Metwork uplink redundancy st
D@ clusters L 90 B B ¥ D | @actons B (a Fiter -
@ Hosts m Hame 1 a|#vailable CPU (GHZ) Available Memory (GE)
1 Virtual Machines 2] EJ FlexPod_Management 9A.62 GHz 237.05 GB
WM Templates in Folde... [
38 vapps [ 0]
E Datastores [ 4]
B9 Datastore Clusters [ 0]
€3 Networks [ 1]
Distributed Switches [
& Distributed Port Groups [
| # \Work In Progress X
Clusters
Ei FlexPod_Management
- >
] 10bjects [~
o o
Recent Tasks X x
Task Hame Target Status Initiator Queued For Start Time Completis
Rescan HBA @ esil wvikings cisco.. % Completed WEPHERE.LOCALN.. GBrs  T0029/2015 3:49:59 0 1002972
Add Internet SCS1 send targets @ esxil vikings.cisco... % Completed WEPHERE.LOCALND.. dms 1002972015 3:49:48 1002972
Add Internet SCS1 send targets @ esil wvikings cisco.. % Completed WEPHERE.LOCALN.. dms 1002972015 3:49:36 . 1002972
Add Internet SCS1 send targets @ esuil vikings.cisco.. % Completed WEPHERE.LOCALN.. Sme 1002972015 3:49:26 0 1002972
Add Internet SCS1 send targets @ esil vikings cisco.. % Completed WEPHERE.LOCALN.. Sme 102972015 34912 0 10024972

4

My Tasks = Tasks Filter =

3

Mare Tasks

e [y

18. Under the Clusters pane, right click the “FlexPod_Management” and select Settings.

19. Select Configuration > General in the list on the left and select Edit to the right of General.

20. Select Datastore specified by host and click OK.
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% FlexPod_Management - Edit Cluster Settings (2) M

Swap file location

() virtual machine directory
Stare the swap files in the same directory as the virtual machine.
(=) Datastore specified by host
Store the swap files in the datastore specified bythe hostto be used

forswap files. If not possible, store the swap files in the same
directony as the virtual machine.

& IJsing a datastare that iz notwisihle to hath hosts during vMotion might
affect the whMotion perfarmance far the affected witual machines.

OK H Cancel

21. Under the Clusters pane, right click the “FlexPod_Management” and click Add Host.
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(&) waphere Wweb Client

& & C  {bEs /i fvsphere-client/ Pesp#extensionld%30vsphere core datacenter related3h3Bcontexta30com . vmware core.model 357y | =

vmware* vSphere Web Client fi= O | Administrator HERE.

MRUCERGN o ceacn )

Navigator X [lgFlexPod_DC | Actions |——_' 1 Alarms X x |

——————
4 Datacenters LO)

Gefiing Started  Summary  Monitor  Wanage | Related Objects | | angy | Mew()  Acknowl.

FlexPod_DC
[ Top Level Chjects
P clusters
[ Hosts
B Virtual Machines
M Templates in Folde...
36 vApps
E Datastores
B9 Datastore Clusters
€3 Networks
&= Distributed Switches

&, Distributed Port Groups [0 P
| ﬁ Actions - FlexPod_Managemernt

L] esxi2 vikings.cisco.com

[4 |T0p Level Objects | Clusters | Hosts |‘v1rlual Machines |WTemp|ates in Folders | Ve >]

Metwark uplink redundancy lost

90 B B ¥ D | @actons 2 (q Fiter -

i

Hame 1 a|Available CPU (GHz) Available Memary (GE)

ﬁ FlexPod_tManagement 96.62 GHz 237.05 GB

| # \Work In Progress X

Clusters

o FlexPod [E) Move Hosts into Cluster..,
Mew Wirtual Machine » |
[lemey whpp »

# Mew Resource Pool.. |
#@ Deploy OF Temnplate...

Restore Resaurce Poal Tree.. |

Starage »

*

Host Profiles » [ 10bjects [~

Edit Default WM Compatibility...

=
[7g) Assign License... X X

Task Hame Settings Status Initiatar CQueued For Start Time Completis
RescanHB:  piove To. co.. ¥ Cormpleted YEPHERE LOCAL... Brs  10/20/2015 3:49:50 .. 10/2012
Add Interne| Rename. . |:0..._ v Corpleted WEPHERE.LOCALI... dms 106292015 3:49:48 0 1002902
Add Internet Tags » o ¥ Completed WEPHERE.LOCALN.. dms 1002972015 3:49:36 . 1002972
Add Internel Add Permission.. |:0 ¥ Completed YSPHERE.LOCALI... Sms 1029201534925 . 1062972
Add Internet Alarms p CO.. ¥ Completed WEPHERE.LOCALI... Sms 100292015 34912 0 1002902
L] 4 o Delete . [
My Tasks =

l Mare Tasks
AllvRealize Orchestrator plugin Actions  »

r—g_1

22. In the Host field, enter either the IP address or the host name of one of the VMware ESXi hosts. Click
Next.

23. Type root as the user name and the root password. Click Next to continue.
24. Click Yes to accept the certificate.
25. Review the host details and click Next to continue.

26. Assign a license and click Next to continue.
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27. Click Next to continue.

28. Click Next to continue.

29. Review the configuration parameters.

Then click Finish to add the host.

M

Resources destination

FlexPod_Management

‘) Add Host 3
" 1 Name and location Marme eskil vikings.cisco.com
« 2 Connection settings Version Whitveare ESKI 6.0.0 build-2809209
+ 3 Hostsummary License Evaluation License
+ 4 Assign license Metwarks MGHT Metwork
+" 5 Lockdown mode Datastores datastorel
« & Resource pool infra_datastara_1
infra_swap
\/ Lockdown made Dizahled

Back Finish Cancel

30. Repeat the steps 21 to 29 to add the remaining VMware ESXi hosts to the cluster.

& Two VMware ESXi hosts will be added to the cluster.

ESXi Dump Collector Setup for iSCSI-Booted Hosts

ESXi hosts booted with iSCSI using the VMware iSCSI software initiator need to be configured to do core
dumps to the ESXi Dump Collector that is part of vCenter. The Dump Collector is not enabled by default on
the vCenter Appliance. To setup the ESXi Dump Collector, complete the following steps:

1. In the vSphere web client, select Home.

2. In the center pane, click System Configuration.

3. Inthe left hand pane, click VMware vSphere ESXi Dump Collector.

4. In the Actions menu, choose Start.

5. In the Actions menu, click Edit Startup Type.
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6. Select Automatic.

7. Click OK.

8. Connect to each ESXi host via ssh as root
9. Run the following commands:

esxcli system coredump network set --interface-name=vmk0 - -server-ipv4=10.1.156.100 --server-
port=6500

esxcli system coredump network set --enable=true

esxcli system coredump network check

FlexPod Cisco Nexus 1110-X and 1000V vSphere

This section provides detailed procedures for installing a pair of high-availability (HA) Cisco Nexus 1110-X
Virtual Services Appliances (VSAS) in a FlexPod configuration. This validation effort used a preexisting
management infrastructure to support the VSA devices and therefore does not document the cabling
configuration.

Primary and standby Cisco Nexus 1000V Virtual Supervisor Modules (VSMs) are installed on the 1110-Xs
and Cisco Nexus 1000V distributed virtual switch (DVS) will be provisioned. This procedure assumes that the
Cisco Nexus 1000V software version 5.2(1)SV3(1.5b) has been downloaded from Cisco Nexus 1000V
Download Link and expanded. It is recommended to install software version 5.2(1)SP1(7.3) on the Nexus
1110-Xs using Cisco Nexus Cloud Services Platform Software Installation and Upgrade Guide. Additionally,
this procedure assumes that Cisco Virtual Switch Update Manager (VSUM) version 1.5.3 has been
downloaded from Cisco VSUM Download Link and expanded. This procedure also assumes that VMware
vSphere 6.0 Enterprise Plus licensing is installed.

Configure CIMC Interface on Both Cisco Nexus 1110-Xs

Cisco Nexus 1110-X A and Cisco Nexus 1110-X B

To configure the Cisco Integrated Management Controller (CIMC) interface on the Cisco Nexus 1110-X
VSAs, complete the following steps:

1. Using the supplied dongle, connect a monitor and USB keyboard to the KVM console port on the
front of the Cisco Nexus 1110-X virtual appliance.

2. Reboot the virtual appliance.

3. Press F8 when prompted to configure the CIMC interface.

4. Using the spacebar, set the NIC mode to Dedicated.

5. Clear the checkbox for DHCP enabled.

6. Set the CIMC IP address (<<var_cimc_ip>>) in the out-of-band management VLAN.

7. Set the CIMC subnet mask (<<var_cimc_mask>>).
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10.

11.

12.

13.

Set the CIMC gateway (<<var_cimc_gateway>>).

Set the NIC redundancy to None.

Set and reenter the CIMC default password (<<var_password>>).
Press F10 to save the configuration.

Continue pressing F5 until Network settings configured is shown.

Press Esc to reboot the virtual appliance.

Configure Serial over LAN for Both Cisco Nexus 1110-Xs

Cisco Nexus 1110-X A and Cisco Nexus 1110-X B

To configure serial over LAN on the Cisco Nexus 1110-X VSAs, complete the following steps:

1.

2.

Use a Web browser to open the URL at http://<<var_cimc_ip>>.

Log in to the CIMC with the admin user id and the CIMC default password (<<var_password>>).
In the left column, click Remote Presence.

Click the Serial over LAN tab.

Select the Enabled checkbox for Serial over LAN Properties.

From the Baud Rate drop-down menu, select 9600 bps.

Click Save Changes.
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2 Cisco Integrated Management Controller WebUI - Windows Internet Explorer [_[Ol =]

= -
@3 ¥ I'@ https:/{192,168.17.., pj B |+ X 2 Cisco Integrated Manageme.,. X | | ‘i? 503

=

Overall Server Status (&) LA B o 0
gGood

Remaote Presence

Server [ Admin ] r Wirtual KM 1 Virtual Media ] Serial over LAN ]
Surnrmary Serial over LAN Properties

Inventory Enabled: [

SEnsors

Baud Rate: 9600 bps a
Systermn Event Log Com Port 0 "
1 | com a

Remote Presence

BIOS

Power Policies

Fault Surmmary

[ Save Changes ] [ Reset \.-'a\ues]

8. Log out of the CIMC Web interface.
9. Use an SSH client to connect to <<var_cimc_ip>> with the default CIMC user nhame and password.

10. Enter “connect host.”

221



VMware vSphere 6.0 Ul Setup

Lf" 192.168.171.127 - PuTTY

login as: adwin ;I
adminfll192.1658.171.127's passwvord:

ncs-cZZ0-m3# connect host

CIZCO Serial Crver LAN:
Close Network Connection to Exit

Invalid adwin password. Please try again.

Enter the password for Madmin™:

Configure Cisco Nexus 1110-X Virtual Appliances

Cisco Nexus 1110-X A
To configure Cisco Nexus 1110-X A, complete the following steps:

1. Reboot the virtual appliance. The appliance should boot into a setup mode.

Enter the password for “admin”: <<var password>>
Confirm the password for “admin”: <<var_ password>>
Enter HA role[primary/secondary]: primary
Enter the domain i1d<1-4095>: <<var_vsa domain_ id>>
Enter control vlan <1-3967, 4048-4093>: <<var_pkt-ctrl vlan id>>
Control Channel Setup.
Choose Uplink: < Gig:1,2 10Gig:7,8 NewPortChannel:0 >[0]: Enter
Choose type of portchannel <ha/lacp>[hal: lacp
PortChannell - Choose uplinks < Gig:1,2 10Gig:7,8 >[1,2]: 7,8
Enter management vlan <1-3967, 4048-4093>: <<var_ib-mgmt vlan_ id>>
Management Channel setup
Choose Uplink: < Gig:1,2 Pol:9 NewPortChannel:0 >[9]: Enter

Would you like to enter the basic system configuration dialogue (yes/no): yes
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Create another login account (yes/no) [n]: Enter
Configure read-only SNMP community string (yes/no) [n]: Enter
Configure read-write SNMP community string (yes/no) [n]: Enter
Enter the VSA name : <<var 1110x vsa>>
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]: Enter
Mgmt0 IP address type V4/V6? (V4): V4
MgmtO IPv4 address : <<var_1110x_vsa_ ip>>
MgmtO IPv4 netmask : <<var_ 1110x vsa mask>>
Configure the default gateway? (yes/no) [y]: Enter
IPv4 address of the default gateway : <<var_1110x vsa_gateway>>
Configure advanced IP options? (yes/no) [n]: Enter
Enable the telnet service? (yes/no) [n]: Enter
Enable the ssh service? (yes/no) [y]: Enter
Type of ssh key you would like to generate (das/rsa) [rsa]: Enter
Number of rsa key bits <768-2048> [1024]: Enter
Enable the http server? (yes/no) [y]: Enter
Configure the ntp server? (yes/no) [n]: y
NTP server IPv4 address: <<var switch a ntp ip>>

2. Review the configuration summary. If everything is correct, enter no to skip editing the configuration.

Would you like to edit the configuration? (yes/no) [n]: Enter
Use this configuration and save it? (yes/no) [y]: Enter

3. The Cisco Nexus 1110-X saves the configuration and reboots. After reboot, log back in as admin.

Cisco Nexus 1110-X B

To configure the Cisco Nexus 1110-X B, complete the following steps:

1. Reboot the virtual appliance. The appliance should boot into a setup mode.3

Enter the password for “admin”: <<var password>>

b This is the same password that you entered on the primary Cisco Nexus 1110-X.

2. Enter the admin password again to confirm: <<var_password>>.

Enter HA role[primary/secondary]: secondary

Enter the domain i1d<1-4095>: <<var vsa domain id>>
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# This is the same domain id that you entered on the primary Cisco Nexus 1110-X.

Enter control vlan <1-3967, 4048-4093>: <<var_pkt-ctrl vlan id>>
Control Channel Setup.
Choose Uplink: < Gig:1,2 10Gig:7,8 NewPortChannel:0 >[0]: Enter
Choose type of portchannel <ha/lacp>[ha]l: lacp
PortChannell - Choose uplinks < Gig:1,2 10Gig:7,8 >[1,2]: 7,8
Enter management vlan <1-3967, 4048-4093>: <<var_ib-mgmt vlan id>>
Management Channel setup
Choose Uplink: < Gig:1,2 Pol:9 NewPortChannel:0 >[9]: Enter

3. The Cisco Nexus 1110-X saves the configuration and reboots.

Set Up the Primary Cisco Nexus 1000V VSM

Cisco Nexus 1110-X A
To set up the primary Cisco Nexus 1000V VSM on the Cisco Nexus 1110-X A, complete the following steps:

# These steps are completed from the primary Nexus 1110-X A

1. Continue periodically running the following command until module 2 (Cisco Nexus 1110-X B) has a
status of ha-standby.

show module

2. Enter the global configuration mode and create a virtual service blade.

config t
virtual-service-blade VSM-1
dir /repository

3. If the desired Cisco Nexus 1000V ISO file (n1000v-dk9.5.2.1.SV3.1.5b.is0) is not present on the Cis-
co Nexus 1110-X, run the copy command to copy it to the Cisco Nexus 1110-X disk. You must
place the file either on an FTP server or on a UNIX or Linux® machine (using scp) that is accessible
from the Cisco Nexus 1110-X management interface. An example copy command from an FTP serv-
er is copy ftp://<<var_ftp_server>>/n1000v-dk9.5.2.1.SV3.1.5b.iso /repository/.

virtual-service-blade-type new nl000v-dk9.5.2.1.5V3.1.5b.iso
interface control vlan <<var pkt-ctrl vlan id>>

interface packet vlan <<var pkt-ctrl vlan id>>

enable primary

Enter vsb image:[nl1000v-dk9.5.2.1.SvV3.1.5b.iso] Enter
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Enter domain id[1-4095]: <<var vsm domain id>>

# This domain ID should be different than the VSA domain ID.

Enter SVS Control mode (L2 / L3): [L3] Enter

Management IP version [V4/V6]: [V4] Enter

Enter Management IP address: <<var vsm mgmt ip>>

Enter Management subnet mask: <<var_vsm mgmt mask>>

IPv4 address of the default gateway: <<var_vsm mgmt gateway>>
Enter HostName: <<var vsm_ hostname>>

Enter the password for 'admin': <<var_ password>>

b This password must be entered with only uppercase and lowercase letters. No special characters can be
used in this password.

Do you want to continue with installation with entered details (Y/N)? [Y} Enter
copy run start
4. Run show virtual-service-blade summary. Continue periodically entering this command until the pri-

mary VSM-1 has a state of VSB POWERED ON.

5. Modify the management, control and packet interface and set PortChannel 1 as the uplink interface
(if needed):
virtual-service-blade VSM-1
interface control uplink PortChannell
interface management uplink PortChannell

interface packet uplink PortChannell

Set Up the Secondary Cisco Nexus 1000V VSM
To set up the secondary Cisco Nexus 1000V VSM on Cisco Nexus 1110-X B, complete the steps in the
following two subsections:

Cisco Nexus 1110-X A

enable secondary

Enter vsb image: [nl1000v-dk9.5.2.1.SV3.1.5b.iso] Enter

Enter domain id[1-4095]: <<var vsm domain_ id>>
Enter SVS Control mode (L2 / L3): [L3] Enter
Management IP version [V4/V6]: [V4] Enter

Enter Management IP address: <<var vsm_ mgmt ip>>

Enter Management subnet mask: <<var_vsm_ mgmt mask>>
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IPv4 address of the default gateway: <<var vsm mgmt gateway>>

Enter HostName: <<var_vsm_ hostname>>

Enter the password for ‘admin’: : <<var_ password>>

This password must be entered with only uppercase and lowercase letters. No special characters can be
used in this password. Do you want to continue installation with entered details (Y/N)? [Y}

Type show virtual-service-blade summary. Continue periodically entering this command until both
the primary and secondary VSM-1s have a state of VSB POWERED ON and Roles are correctly iden-
tified.

copy run start

Install Cisco Virtual Switch Update Manager

VMware vSphere Web Client

To install the Cisco Virtual Switch Upgrade Manager from OVA in the VMware virtual environment, complete
the following steps:

1.

2.

Log into the VMware vSphere Web Client.

In the pane on the right, click VMs and Templates.

In the center pane, select Actions > Deploy OVF Template.

Select Browse and browse to and select the Nexus1000v-vsum.2.0.ova file.
Click Open.

Click Next.
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Deploy OVF Template 20 0
1 Source Select source
Select the source location
v
1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive.
2 Destination
S AT = (JURL
2b Selecis I b |
() Local file
3 Readyt complete . .
Mo - ) CWsers\Administrator\Downloads\vsum\Nexus 1000v-vsum.2.0-pkg\Nexus 1000v-vsum.2.0\Nexus 1000w
| Browse...
_— "> ) vsum.2.0.0va
Next Finist Cancel
7. Review the details and click Next.
Deploy OVF Template (2) B
1 Source Review details
Verify the OVF tamplate details
v  1a Selectsource
v Product virtual Switch Update Manadger
Accept License _
1 sareements Version 2.0
2 Destination Vendor Cisco Systems Inc
23 Publisher @ Mo certificate present
2b Download size  575.5 MB
- } i Unknown (thin provisioned)
- Size on disk
80.0 GB (thick provisioned)
2d Customize template -
i Description Cisco Virtual Switch Update Manager
J Readyto complete
Back Hext Finish Cancel
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-

8. Click Accept to accept the License Agreement and click Next.

9. Name the Virtual Machine, select the FlexPod_DC datacenter and click Next.

10. Select the FlexPod_Management cluster and click Next.

11. Select infra_datastore_1 and the Thin Provision virtual disk format and click Next.

Deploy OVF Template

42

1 Source
' la Select source

v Th Review details

v Accept License
Agreements

2 Destination

" 2Za Select name and folder

v 2b Selectaresource

Capacity Frovizioned Fraae Type Storage DRES
B infra_datastare_1 500.00 GB 182.44 GB 420.06 GB MNFS w3
B infra_swap 100.00 GB 26.06 B 99.97 GH MNFS w3
2d Setup networks
B datastore? (1) T.a0GHE 258.00 MB 5.66 GB WFS
2e Customize template
E datastoret T.A0GB 858.00 MB 5.66 GB WhFS
3 Reaily to complete
1 2
Back Hext Cancel

Select storage

Select location to stare the files for the deployed termplate

Selectvirtual disk format:

Y Storage Policy:

Thin Pravision

Datastare Default

-

L

i ]

The following datastores are accessihle from the destination resource that yvou selected. Select the destination datastare far the
virtual machine configuration files and all of the vitual disks.

Mame

12. Select the IB-MGMT-VLAN Network and click Next.
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Deploy OVF Template (7) B
1 Source Seup networks
Configure the networks the deployed template should use
v 1a Selectsource
v 1b Review details Source Destination Configuration
v 4 AcceptLicense Management [lE-MGMTAVLAN | v]
Agreements
2 Destination
v  2a Selectname and folder
v 2b Selectaresource
+  2¢ Selectstorage IPprotocol: IPv4 IP allocation:  Static - Manual @
v
2e Customize template
P Source: Management - Description
Bl provides connectivity (http(s Vsshiscp) to the Cisco Virtual Switch Update Manager.
Destination: IB-MGMT-VLAN - Protocol settings
Mo configuration needed for this network
Back Hext Finish Cancel
13. Fill in the Networking Properties within the Customize template dialog.
Deploy OVF Template (2) W
1 Source Customize template
Customize the deployment properties of this software solution
+  1a Selectsource
v 1b Review details © 3 properties have invalid values Show next..  Collapse all...
v 1 AcceptLicense
Agresments « Networking Properties A settings
2 Destination Management IP Address IP address for the appliance. (e.g. 192.168,0.10)
"  2a Selectname and folder |1D.1.155.1? |
v 2b Selectaresource Subnet Mask Subnet Mask for the management interface. (e.g. 255.255.255.0)
«  2c Selectstorage |255.255.255.D |
R Default Gateway Gateway IP for the management interface (e.g. 192.168.0.1)
o |
3 Readyto complete _ )
DMNE Server 1 The domain name server IF. Optional. Needed to resolve vCenter's FQDN if entered.
|192168.156.9 |
DMNS Server 2 Secondary DNS Server IP (e.g. 10.10.10.10). Optional
v vCenter Properties Sseftings
Back Next Finish Cancel
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14. Expand the vCenter Properties and fill in vCenter address, Username, and Password fields.

3

Deploy OVF Template ?)
1 Source Customize template
Customize the deployment properties of this software solution
L' 1a Selectsource
¥ 1b Review details © Al properties have valid values Shownext..  Collapseall...
v 4. AcceptLicense )
Agreements DMS Server 2 Secondary DNS Sener IP (e.g. 10.10.10.10). Optional.

2 Destination

v 2a Selectname and folder
w wCenter Properties 5 settings
v 2b Selectaresource

A A = The IP address or FQDN (e.qg. foo.example.com) of the vCenter to register with.
« 2 Selectsiorage IF'..d_L_.ress 0rFQ3N (Fully . :
Qualified Domain Name) vCvkings.cisco.com
W 2d Setup networks

- Usemame vienter username. User must be able o manage extensions.
' 2e Customize template

vikings\administrator
+" } Readyto complets
Password Passwaord for the above username.

Enter password P———"

Confirm password [y rE——

HTTF Clearext Port Meeded for tunneled secure communication.
a0
HTTPS Port 443
Back Next Finish Cancel

15. Click Next.

16. Review all settings and click Finish.

17. Wait for the Deploy OVF template task to complete.

18. Select the Home button in VMware vSphere Web Client and select Hosts and Clusters.

19. Expand the FlexPod_Management cluster and select the Virtual Switch Update Manager VM from the
Summary tab.

20. Click the Console graphic at the top left of the Summary tab. If a security warning pops up, click Al-
low.

21. If a security certificate warning pops up, click Connect Anyway.
22. Power on the Virtual Switch Update Manager VM.

23. Once the VM has completely booted up, log out and log back into the VMware vSphere Web Client.

Register the Cisco Nexus 1000V in VMware vCenter

VMware vSphere Web Client

To register the Cisco Nexus 1000V, complete the following steps:
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10.

11.

12.

13.

After logging back into the VMware vSphere Web Client, Cisco Virtual Switch Update Manager
should now appear under the Home tab. Select Cisco Virtual Switch Update Manager.

Under Basic Tasks, select Nexus 1000V.
Click Install.
In the pane on the right, select FlexPod_DC.

Under Nexus1000v Switch Deployment Process, select | already have a control place (VSM) de-
ployed.

Enter the IP Address of the VSM and the admin password.
Click Finish.

Click the Home button.

Select Cisco Virtual Switch Update manager.

Under Basic tasks, select Nexus 1000v.

Click Configure.

In the pane on the right, select FlexPod_DC.

The Nexus 1000v Switch should appear under the Choose an associated Distributed Virtual Switch
section.

Perform Base Configuration of the Primary VSM

SSH Connection to Primary VSM

To perform the base configuration of the primary VSM, complete the following steps:

1. Using an SSH client, log in to the primary Cisco Nexus 1000V VSM as admin.
2. Run the following configuration commands.
config t

ntp server <<var_switch a ntp ip>> use-vrf management

ntp server <<var_switch b ntp ip>> use-vrf management

vlan <<var_ ib-mgmt vlan id>>

name IB-MGMT-VLAN

vlan <<var_nfs vlan_ id>>

name NFS-VLAN

vlan <<var vmotion vlan id>>
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name vMotion-VLANvlan <<var vm-traffic vlan id>>
name VM-Traffic-VLAN

vlan <<var_native vlan id>>

name Native-VLAN

vlan <<var iscsi a vlan id>>

name 1iSCSI-A-VLAN

vlan <<var_iscsi_b_vlan_id>>

name iSCSI-B-VLAN

vlan <<var pkt-ctrl vlan id>>

name Pkt-Ctrl-VLAN

exit

port-profile type ethernet system-uplink

vmware port-group

switchport mode trunk

switchport trunk native vlan <<var native vlan id>>

switchport trunk allowed vlan <<var_ib-mgmt_vlan_ id>>, <<var nfs vlan id>>, <<var_vmotion_ vlan_id>>,
<<var_vm-traffic_vlan_id>>

channel-group auto mode on mac-pinning
no shutdown

system vlan <<var ib-mgmt vlan id>>, <<var nfs vlan id>>, <<var vmotion vlan id>>, <<var vm-
traffic vlan_id>>

# Any VLAN that has a VMKernal port should be assigned as a system vlan on both the uplink and the vEther-
net ports of the virtual switch.

system mtu 9000

state enabled

port-profile type ethernet iscsi-a-uplink

vmware port-group

switchport mode trunk

switchport trunk native vlan <<var iscsi a vlan id>>
switchport trunk allowed vlan <<var_iscsi_a vlan_ id>>
no shutdown

system vlan <<var_iscsi_a vlan_id>>

system mtu 9000
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state enabled

port-profile type ethernet iscsi-b-uplink
vmware port-group

switchport mode trunk

switchport trunk native vlan <<var iscsi b vlan id>>
switchport trunk allowed vlan <<var iscsi b vlan id>>
no shutdown

system vlan <<var_iscsi b vlan id>>

system mtu 9000

state enabled

port-profile type vethernet IB-MGMT-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var ib-mgmt vlan id>>
no shutdown

system vlan <<var ib-mgmt vlan id>>

state enabled

port-profile type vethernet NFS-VLAN

vmware port-group

switchport mode access

switchport access vlan <<var_nfs_vlan_id>>

no shutdown

system vlan <<var nfs vlan id>>

state enabled

port-profile type vethernet vMotion-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var vmotion vlan id>>
no shutdown

system vlan <<var vmotion vlan id>>

state enabled

port-profile type vethernet VM-Traffic-VLAN

vmware port-group
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switchport mode access

switchport access vlan <<var vm-traffic vlan_ id>>
no shutdown

system vlan <<var_vm-traffic vlan_id>>

state enabled

port-profile type vethernet nlkv-L3

capability 13control

vmware port-group

switchport mode access

switchport access vlan <<var_ib-mgmt_vlan_id>>
no shutdown

system vlan <<var ib-mgmt vlan id>>

state enabled

port-profile type vethernet iSCSI-A-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var iscsi a vlan id>>
no shutdown

system vlan <<var iscsi a vlan id>>

state enabled

port-profile type vethernet iSCSI-B-VLAN
vmware port-group

switchport mode access

switchport access vlan <<var_ iscsi b vlan id>>
no shutdown

system vlan <<var_iscsi b vlan_ id>>

state enabled

exit

copy run start

Add VMware ESXi Hosts to Cisco Nexus 1000V

VMware vSphere Web Client

To and VMware ESXi hosts, complete the following steps:
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1. Back in the Vmware vSphere Web Client, from the Home tab, select Cisco Virtual Switch Update
Manager.

2. Under Basic Tasks, select Nexus 1000V.

3. Select Configure.

4. Select the FlexPod_DC datacenter on the right.

5. Select the VSM on the lower right.

6. Click Manage.

7. In the center pane, select the Add Host tab.

8. Expand the FlexPod_Management ESXi Cluster and select both FlexPod Management Hosts.
9. Click Suggest.

10. Scroll down to Physical NIC Migration and expand each ESXi host.

11. On both hosts, unselect vmnicO, and select vmnicl. For vmnicl, select the system-uplink Profile. Se-
lect vmnic2 and select the iscsi-a-uplink Profile. Select vmnic3 and select the iscsi-b-uplink Profile.

Physical NIC Migration TRES
Fhysical MICs Frofile Source Frofile
wrmnicO n1kv-eth-G wSwitch -
V| wmnic system-uplink
/1 wrmnic? iscsi-a-uplink iScsiBootvSwitch
] wimnic3 iscsi-b-uplink wSwitch 1
'@NI1—h2.NI.Hp.netapp.cnm
wirhicO 11 kv-eth-G wSwitch
¥ wmnic system-uplink
] wimnic? iscsi-a-uplink iScsiBootvSwitch
| iscsi-b-uplink v v
Selact Al

Select one or more PMICS t0 move.

12. Scroll down to VM Kernel NIC Setup and expand both ESXi hosts.

13. All VMkernel ports should already have the appropriate checkboxes selected.
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& VM Kernel NIC Setup A
Wmbkemal NIz L= Capable Frofile Source Frofile

[+ wrmkil [l n kL3 wSwitchi
[+ wrmk1 [ | ISCEl-A-VLAN iScsiBootvSwitch
[+] wmk2 [ | iISCE-B-YLAN wEwitch
[+] wmik3 [ | M FS-WLAMN wSwitho
[+] wmikd [ | whiotion-YLAMN wSwitho

¥ [Ef1-hz fl rtp netapp.com
[+ wrmki [ | nlk-L3 wSwitchi
[+] wmki B ISCE-AMLAR iScsiBootvSwitch -

| SelectMane || New
Chooge one or more vmkMICs to move. * Denotes a new Kernel MIC to be added.

14. Scroll down to VM Migration and expand both ESXi hosts.

15. Select the IB-MGMT-VLAN profile for the VSUM and vCenter Virtual Machines.

& VM Migration A

Wirtual Machine MICs Frofile Source Profile
¥ B #1-h1 fl.rtp.netapp.com
¥ Virual Switch Update Manager

] Network adapter 1 IB-MGMT-WLARN wSwitchi
¥ [El1-h2 ol rtp.netapp.com
¥ 1wl

b Metwork adapter 1 1B-MGhMT-YLAMN v

Select Mone

Finish ] [ Reset

16. Click Finish.

& The progress of the virtual switch installation can be monitored from the c# interface.
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Migrate ESXi Host Redundant Network Ports to Cisco Nexus 1000V

To migrate the ESXi host redundant network ports, complete the following steps:

1.

2.

3.

4.

10.

11.

12.

In the VMware vSphere Web Client window, select Home > Hosts and Clusters.
On the left expand the Datacenter and cluster, and select the first VMware ESXi host.
In the center pane, select the Manage tab, then select Networking.

Select vSwitch0. All of the port groups on vSwitchO should be empty. Click the red X under Virtual
switches to delete vSwitchO.

Click Yes to remove vSwitchO. It may be necessary to refresh the Web Client to see the deletion.
Delete iScsiBootvSwitch and vSwitchl.

The Nexus 1000V VSM should now be the only virtual switch. Select it and select the third icon
above it under Virtual switches (Manage the physical network adapters connected to the selected
switch).

Click the green plus sign to add an adapter.

For UpLink03, select the system-uplink port group and make sure vmnicO is the Network adapter.
Click OK.

Click OK to complete adding the Uplink. It may be necessary to refresh the Web Client to see the
addition.

Repeat this procedure for the second ESXi host.

From the SSH client that is connected to the Cisco Nexus 1000V, run show interface status to verify
that all interfaces and port channels have been correctly configured.
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@' f¥l1-vsm.f¥lrtp.netapp.com - PuTTY

VHuare
VHuare
VHuare
VHuare
VHuare

VMkernel,
VMkernel,
VMkernel,
VMkernel,
VMkernel,

connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected
connected

connected
connected

Virtual Jwitch...
VHware VWHkernel,

@' f¥l1-¥sm.frl.rtp.netapp.com - PuTTY

fwll—wasm# sho module
Mod Module-Type

Virtual Supervisor Hodule Nexus1000WvV

Virtual Supervisor Hodule Nexus1000WvV ha-ztandbhvy
Wirtual Ethernet HMaodule R ok

Wirtual Ethernet HMaodule

5.2 (1)5V3(1.5h)
5.2 (1)5V3(1.5h)
5.2 (1)5V3(1.5h)
5.2 (1)5V3(1.5h)

VMware E3X1 o.0.0 Releasebuild-2494555
VMware E3X1 o.0.0 Releasebuild-2494555

[a.0)
[a.0)
Server-U0ID

Server—-IF Server-Hame

TEZZZ01d0-e027-e511-0000-000000110001
TEZZZ01d0-e027Y-e511-0000-00000011a002

fiwrll-hl
a7 fwlli-h2
* thisz terminal =seszion

fwll—wam# I
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14. Run copy run start.

Cisco Nexus 1000V vTracker

SSH Connection to Primary VSM

The vTracker feature on the Cisco Nexus 1000V switch provides information about the virtual network.
environment. To connect SSH to the primary VSM, complete the following steps:

1. From an ssh interface connected to the Cisco Nexus 1000V VSM, enter the following:

config t

feature vtracker

copy run start

show vtracker upstream-view
show vtracker vm-view vnic
show vtracker vm-view info
show vtracker module-view pnic

show vtracker vlan-view
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show wvtracker wvlan-view

c = Jlan

Jula]s

Hodule 3
Virtual : =h. . Ldapt 1

Maodu
fwll
fwll
Hodule 3
Hodule
Hodule 3
Hodule
Hodule 3
Hodule
Hodule 3
Hodule

ok

| IR ="y 3]

b

fwll-wsmiconfig) # I
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FlexPod Management Tools Setup

Cisco UCS Performance Manager

This section describes the deployment and initial configuration of Cisco UCS Performance Manager within a
FlexPod.

‘& For full requirements and installation options, download and review the Cisco UCS Performance Manager
Installation Guide, Release 2.0.0.

Cisco UCS Performance Manager OVA Deployment

1. Download the Cisco UCS Performance Manager OVA file from the Cisco UCS Performance Manager

site to your workstation.
2. Use the VMware vSphere Web Client to log in to vCenter as root, or as a user with superuser privi-

leges, and then select Hosts and Clusters from the Home view.

& The standard vSphere Client can be used for installation, but instructions will vary slightly.

3. Right-click the Cluster to deploy to, and select Deploy OVF Template from the pulldown options.
vmware® vSphere Web Client  #= O | Adminisirator@VIKINGS.CISCO.COM ~ | Help ~ |

. Navigator | ] FlexPod_Management  Actons ~

a

N [ Summary | Monitor  Manage  Related Objects

J ﬁ | @ a8 S FlexPod_Management cPU FREE: 18588 GHz
vJVB.VIkII’]QS.DISCD.EUm _t . Total Processors: e E'SED: P A—
~ [[4FlesPod_DC J $ I Total vMotion Migrations: 110
exPoc _M:ﬂl’l:’ gement ) L | L = Qi MEMORY FREE. T1T41GB
EESXH wik B Actions - FlexPod_Management
Fesizvik § AddHost. STORAGE FREE: 72367 GB
T, e vik & Move Hosts into Cluster.. USED: 753.83 GB CAPACITY: 1.44 TB
& OnCom
i OnCom)
e
(s virtual §

By vsc T De mplate.. Cluster Consumers

Suuen (0)

-
USED: 50.27 GEB CAPACITY: 787 88 GB

Mew Virual Machine

New ¥App vSphere DRS
# New Resource Pool...

ss2u00id Ul wom (D) 5

~ [ Production Restore Resource Pool Tree..
Egemﬂ-Suf Storage Related Objects
[ esx-24 Dessripti tacent FlexPod_DC

E&es"i'&“ Host Profiles

More Related Objects
GBIOV-AD. £ git Default VM Compatibility.. |
s 10M-CTL
G 10MWIE g Assign License...

(s vM-01 Setlings
g vi-02 Maove To...
Gpvn03

ﬁbVM 04 Rename.,
Ga 05
G VM-06 Add Permission...
G vm-07 Alarms

{3 vi-08 ¥ Delete

(-0

- AllvRealize Orchestrator plugin Actions »
A vM-10
Gevn-11 A Netapp vSC ’
R VM-12

] () Recent Tasks

Tags
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4. In the Selectsource panel, specify the path of the Cisco UCS Performance Manager package as a
Local file and browse to find it’s location, and then click Next.

Deploy OWF Template

M

Select source
Select the source location

1 Source

v 1a Selectsource

1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,

such as alocal hard drive, a network share, or a CD/OVD drive.
2 Destination
) URL

=) Local file
Browse... | CAUsers\AdministratorDownloads\cisco-ucs-per-mgr-2.0.0-2578.ova

Next Cancel

5. Click Next to continue past the Review details pane.
6. In the Select name and folder pane, accept the default name, or specify one appropriate to your en-
vironment, pick the data center to deploy to and alternately a folder within that datacenter.
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Deploy OWF Template 7L
1 Source Select name and folder
Specify a name and location for the deployed template
v  1a Selectsournce
v 1b Review details Name: [zenoss-ucspr-5.1x
2 Destination
Select a folder or datacenter
M 2 solectname and oiger |
Q Search
2b Selectstorage
[ wewikings cisco com
‘ lecheedlrtLal machine The folder you select Is where the entity will be located, and
-l Inf ture will be Used to apply permissions ta it.
¥ CIOMetar
The name of the entity must be unigue within each vCenter
Server Wi folder,
Back HNext Cancel
7. Click Next.
8. Specify the datastore to deploy to within the Select storage pane
Deploy OVF Template (7) M
1 Source Select storage
Salectlocation to store the files for the deployed template
+ 13 Selectsource
v 1b Review details Selectvirtual disk format. | Thin Provision | = |
& PRE AT WM Storage Palicy: Datastore Default | - | i ]
L 2a Select d folder
@ selsctnameandiolce The Tollawing datastores are accessible fom the destination resource thatyou selected. Selectthe destination datastore forthe
'l 2b Selectstorage virtual machine configuration files and all of the vidual disks.
2c Setup networks Hame Capacity Frowisioned Free Type Storage DRS
3 Readyio complete B 10Meter_vis 475.00 GB 248.08 GB 216.40 GB MFS w3
B 10Meter_MFS_1 190.00 GB 35.40 GH 154.82 GB MFS w3
B 10Meter_NFS_2 190,00 GB 28,23 GB 1561.89 GB MFS v3
] infra_datastora_1 500.00 GB 728.69 GH 105.07 GB MFS w3
B infra_swap 100.00 GB 116.93 GB 7397 GB MFS w3
B datastore (2) 7.50 GB 858.00 MB 6.66 GB WHAFS
(3 datastoret (3) 7.50 GB 858.00 MB 6.66 GB WHMFS
B datastoret (4) 750 GB 858.00 MB 6.66 GB WhiF S
4 »
Back Hext Cancel
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9. Click Next.
10. Specify the Destination port group within the Setup Networks pane.

Deploy OVF Template 20 b
1 Source Setup networks

v  1a Selectsource
" 1b Review details
2 Destination
W 2a Selectname and folder
v 2D Selectstorage

v 2c Setup networks

+ 3 Readyto complete

Configure the netwerks the deployed template should use

Source

Destination

Configuration

- S

IP protocol: IPvd

Source: nat - Description
The nat network

Destination: IB-MGMT-VLAN - Protocol settings

No configuration needed for this network

IF allocation:

Static - Manual @

Back

Next

Finish Cancel

11. Click Next

12. Review he options in the Ready to complete pane, and make sure that “Power on after deployment”

is not selected.
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A Create iSCSI vNIC

Create iSCSI vNIC

Name : iSCSI-B-vNIC \

Overlay WNIC : 03-ISCSI-B [ v]

iSCSI Adapter Policy :[default ¥ | Create iSCST Adapter Policy

VLAN :[iSCSI-B-VLAN (native) | ¥ |
iISCSIMAC Address

MAC Address Assignment: | Select(None used by default)

Craate MAC Pool

13. Click Finish to deploy the appliance from the Deploy OVF Template wizard.

14. Once the appliance has finished deploying, right click the VM from within the Hosts and Clusters or
VMs and Templates section of the vSphere Web Client and select Edit Settings from the pulldown
options.

15. Adjust the allocated Memory from 40G to 64G.
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-

1 zenoss-ucspm-5.1.% - Edit Settings (?)

. Viual Hardware | M Options | SDRS Rules | vagp Options |

» B *Memory | Bd - | GH |f
» (2 Hard disk 1 292.96875 e |~

k S-S contraller 0 LS1 Logic Parallel

v [l Metwork adapter 1 | 1B-MGMT-VLAM (VS | +| ¥ Connect..
b (&) COOVD drive 1 | Host Device | v | L) Connect..
v [ video card | Specify custom settings |-

b o VMCI device

¥ Uther Devices

r Upgrade [ | Schedule Wi Compatibility Upgrade...
Mew device; | — 2l A ———— -
Compatibility: ESx 5.0 and later (M wersian 3) ik Cancel

16. Click OK and power on the VM.

Cisco UCS Performance Manager Initial Configuration

1. Open up the Console of the newly provisioned UCS Performance Manager VM from the vSphere web
client.

2. Login to the root account with the password “ucsm”
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YOU HAVE NOT CHOSEN A ROLE FOR THIS APPLIANCE.
PLEASE LOGIN TO CHOOSE ROLE AND ACTIUVATE UCS Performance Manager

>lcome to UCS Performance Manager

Af ter initial setup, the Control Center Ul can be accessed by
rowsing to:

https://7ucspm
(default username/password is ccuser/ucspm)

Ensure that ucspm is resolvable to , either through your
DNS system or through a HOSTS entry on the browser client. For more
information refer to the installation notes.

ou can log in to this console to perform administrative tasks such
as setting up networking and safely rebooting this system. The
root password defaults to "ucspm’

Linux Kernel 3.18.8-229.208.1.el7.x86_64 on an x86_64
icspm login: root

3. Set a new root password and a password for the account “ccuser” when prompted.

4. Within the following screen, leave Master selected to configure the appliance as as the Control Cen-
ter master host.
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5. Press Enter to initiate a reboot and log back in with the root account after the appliance is back up.

6. Press Return from the Appliance Administration screen with Configure Network and DNS selected.
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7. Leave Edit a connection selected with the NetworkManager TUI screen and hit return.
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8. Select Wired connection 1, and press return to edit.
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9. Arrow down to the IPV4 CONFIGURATION option and hit enter to change the option from Automatic
to Manual.

10. Right arrow over to <Show> next to the IPV4 CONFIGURATION and hit return to bring up the options.
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11. Enter the assigned IP address/netmask, Gateway, DNS server(s), and any Search Domains.

12. Optionally change the IPV6 CONFIGURATION option from Automatic to Ignore.
13. Arrow down till <OK> is highlighted and hit return.

14. Hit the right arrow within the interface selection menu you are returned to, arrow further down until
<Quit> is selected and hit return.

15. Arrow down to have Reboot highlighted and hit return to initiate a reboot.
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A At this point further console operations can continue from with the remote console of the vSphere Web Cli-
ent, or can be initiated through an ssh connection via shell or putty.

16. Re-login as root once the appliance as finished rebooting and select Configure Network and DNS
from the Appliance Administration menu
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— Appliance Administration ———

Please select an option to execute:

Configure Metwork and DNS

I I
I I
I I
I I
I Configure IPv6 Network CIDR I
I Configure Timezone I
| Change Root Password |
I Change ccuser Password I
| Root Shell |
I Update System I
I Change 55L settings I
I Reboot System I
| Exit I
I I
I I
I I
I I
I I
I I

17. Within the NetworkManager TUI menu select Set system hostname and hit return.

r— NetworkManager TUI F—
Please select an option

Edit a connection
Activate a connection

| |
| |
| |
| |
| |
Mset system hostname |
| |
| Quit |
| |
| |
| |
L |

<0K>

18. Enter the name desired for the UCS Performance Manager master host and press return.
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| Set Hosthame | 1

Hostnaome [« ls{3u=]g

I
<Cancel> <0K> |
I

19. Hit return to move past the confirmation screen.

20. Arrow down within the Appliance Administration menu to the Reboot System option and press return
to change the system hostname.

— Appliance Administration ———
Please select an option to execute:

I I
I I
I I
I Configure Metwork and DN5 I
I Configure IPv6 Network CIDR I
I Configure Timezone I
I Change Root Password I
| Change ccuser Password |
| Root Shell |
I Update System I
I Change 55L settings I
I I
I I
I I
I I
I I
I I
I I
I I

Reboot System

Exit

Cisco UCS Performance Manager Deployment

The base IP or hostname of the UCS Performance Manager master host will allow a connection the Control
Center that the UCS Performance Manager virtual host is provisioned from.

In our example ControlCenter was registered in our DNS as cc-master.vikings.cisco.com, and was
accessible as https://cc-master.vikings.cisco.com or via the IP assigned to it. The UCS Performance
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Manger will need to to resolve in DNS as a CNAME alias or local /etc/hosts entry from the browsing system
as ucspm.ControlCenter which was “ucspm.cc-master.vikings.cisco.com” in our example.

1. Login to the Control Center page with the ccuser account, confirm and Security Exceptions identified
when connecting.

ﬁ Control Center B+

@) > | (i) @y Rrtps:fjcc-master. vikings dsco.com/ #jlogin

Control
7% Center

powered oy 2ENOSS

ccuser

900000

2. The initial login will bring up a Deployment Wizard to provision the UCS Performance Manager virtual

host. If this does not come up, it can be initiated by selecting the +Application button in the mid to
upper right of the screen.

3. Enter the Host and port values (ucspm.cc-master.vikings.cisco.com:4979 in our example), select de-
fault for the Resource Pool ID, and enter 75% for the RAM Commitment.
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AddHost

Hoet and port:

Step 2 comastervikings. cisco. com:4979 \

Select Applications Rasoures Pool ID:

Step 3 defaul j

Select Resource Pool RAM Commitmant:

Step 4 75%

Deploy Applications

4. Click Next.

5. Select ucspm (v2.0.0) as the application to install.
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v Step 1
AddHost

Select the applicationto install:

Application Mamory Raquirad
= UCSPM (v2.0.0) 37.38GB

Select Applications

Step 3

Select Resource Pool

Step 4
Deploy Applications

6. Click Next.

7. Select default as the resource pool.

259



FlexPod Management Tools Setup

¢Slep 1 Select the resource pooltoinstallto:
AddHost
Rasource Pool Dascription Memory CPU Coras
+ Step 2 @ default Default Pool 0.00GB 0
Select Applications

Select Resource Pool

Step 4

Deploy Applications

8. Click Next.

9. Specify a Deployment ID name to provision the application.
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+ Step 1
AddHost

+ Step 2
Select Applications

' Step 3

Select Resource Poal

Step 4

ploy Applications

10. Click Deploy to provision.

ucspm has been configured for resource pool default,

Daploymant ID

‘ FlexPod|

Back Deploy

11. In the Actions column of the Applications table, click the Start option of the ucspm (v2.0.0) row.

@ Eg::%;?l Applications

Hoete  Loge  Backup/Ragtora 2 ccuser 31 ©  Logow About

Applications
Applications
Applicetion ~ Dascription
Intarnal
Internal Services
Sarvicas

Cisco UCS Performance

UCSpm (v2.0.0) Manager

@ sarvicas Map O Application

Daploymant Rasourca
Stetus prof Virtual Host Namas Actlons
D Pool
Internal
: Start W Sto
FlexPod dafault https:fucspm.ce- > !
mastar.vikings.clsco.com:443 O Delete
a few eeconcle ago 2

12. A Start Service dialog window will pop up.
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Stant Sarvice ®

Please choose which services to start:

e Start service ucspm
e Start service ucspm and 46 child services

X Cancal " Start Service " Start Service and 46 Children

13. Select Start Service and 46 Children.
14. In the Application column of the Applications table, click ucspm in the ucspm row

15. Scroll down to watch child services starting. Typically, child services take 4-5 minutes to start.
When no child service shows a red exclamation point icon, Cisco UCS Performance Manager is run-
ning.

Cisco UCS Performance Manager Configuration of FlexPod Infrastructure

1. Using another web browser session, connect to the Cisco UCS Performance Manager virtual host
using the DNS CNAME or local entry configured within the host the browser is running from
(https://ucspm.vikings.cisco.com/).

2. Scroll down to the licensing screen that first appears, select the “Click this box to verify you agree to
the License.” in the bottom left, and click Accept License in the bottom right of the page.

UCS Performance Manager

This wizard will guide you through the initial setup of UCS Performance Manager. Click Get Started to hegin.

Step 1 q Step2 @ Step 3 J Get Started!

Product Key Setup Users Add Infrastructure -
Enter your product key to enable Set the admin password and Add your UCS domains as well l

your application. creste your User account as supporting infrastructure.

@ 2005-2015 Zenoss, Inc.
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3. Click the “Get Started!” option in the initial screen.

4. Click Add License File in the following screen if you are adding one, or go directly to Click Next on
the Licensing screen if you are going to run with the 30 day trial.

5. Specify an admin password and create a local account on the following screen.

Step 2: Setup Users

Set admin password Create your account

The adrmin account has extended privileges, simiiar to Linwx's root ar Enter information for yawr personal user account Youw'll use this to perform
Windows'Administratar. fts use showld be fimited to administrative tasis moattasks.

Enter and confivm & password for the 20min acoount. Usemarne:

Admin password fp-admin

tesssass Password

Relype password: Ll Ll L

Retype password:

Your emnail:
fp-admin@vikings.cisco.com

Previous Hext
@ 2005-2015 Zenoss, Inc.
6. Click Next.

# Administrator and admin accounts were used as the access accounts in this section. In a production envi-
ronment it may be more appropriate to use dedicated read only accounts.

7. Add a UCS Central IP, administrative account and password if you have one independently deployed
in your environment (UCS Central was not covered in this document.)
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Step 3: Add UCS Centrals

Credentials UCS Centrals
Enter multiple similar devices, -
separated by a comma, using “_ S LI
either hostname or IP 4
address:

SNVIUVIPPIVVEEIVIVIVIVIVIERIIIITTTIIID

Username:

Password:

Add

8. Click Next.

9. Add in the UCS Fabric Interconnect(s) virtual IPs for UCS Domains to be monitored in your environ-
ment.

Step 4: Add UCS Domains

Credentials Domains

Enter multiple similar devices,
separated by a comma, using
either hostname or IP

address: ) ) s
192.168.156.12,192.168.156 O success 1 admin 43 true 23 seconds 8. @

4 | il

@ success 19 admin 443 true 15 seconds 0. @

Username:
admin

Password:

10. Click Add, then click Next.
11. Select Network from the Category column to add in the Nexus Switches to be monitored.

12. Select Cisco Nexus 9000 and enter the IP and credentials for access.
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Step 5: Add Infrastructure

() Hypervisor
) Control Cantar

Devices

O success 19216815613

D success 19216815614

Category Type Connection Information

@ Network Ciseo Newus 3000 (SNMP + Netcarr | Enter multiple similar devices,
separated by a comma, using either

() Storage hostname or IP Address:

) Server 192.168.156.13,192.168.156.14

Netconf Username:
adrnin
Metconf Password:

admin Cisco Mexuz 9000 (.. 26 seconds Sr9dE{Th-92de-. @ _ﬂ

admin Cisco Mexus 9000 (., 30 seconds cdldd7a5-7780,., @ =B

13. Click Add.

14. Click Storage from the Category column to add in the NetApp AFF.

15. Select NetApp C-Mode Filer (ZAPI) and enter the IP and credentials for access.

16. Click the “Use SSL?” checkmark box.

Step 5: Add Infrastructure

Devices

@ success 19216815613
@ success 19216815614

@ success 19216045620

Category Type Connection Information
) Metwork Netipp C-Mode Filer ZAPD a Enter multiple similar devices,
- separated by & comma, using either
@ Storage hastname or IP Address:
) Server 192.168,156.20
) Hypervisor
. Username:
() Control Center admin
Password:
senssase
Use S5L™:
vl

adimin Cisco Mexus 9000 (.. 26 seconds Sf9dEfTh-S2de-.. @ =
admin Cisco Mexus 3000 (.. 30 seconds i @ _'ﬁ
adrmin frue Nettpp C-Mode File... 23 seconds 95736561-9029... @ _;i
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17. Click Add.
18. Click Hypervisor from the Category column to add in the vCenter Server.
19. Select vSphere EndPoint (SOAP) and enter the IP and credentials for access vCenter.

20. Click the “Use SSL?” checkmark box.

Step 5: Add Infrastructure

Category Type Connection Information
) Network vSphers EndPoint (S0AP) il %?:_‘W Mame:

() Storage Tkings yCenter

() Berver HostnarmeJ IP Address:

@ Hypervisor 10.1.156.100

) Control Cantar Usarname:

administrator@wikings. cisco.com

Password

Use S5L7
vl

Devices
[ ot CErcoRai Type Duationy ooy R A

@ success 19216015613 Cisco Nexus 9000 (... 26 seconds

D sucoess 19 14 Ciseo Mexus 9000 (., 30 seconds
@ success 19216815620 i true Netfpp C-Mode File 23 seconds
OSuccess Wikings vCenter 1041.156.100,4.. wSphere EncPoirt (.. 60 seconds

21. Click Finish.

The initial configuration of UCS Performance Manger to access the FlexPod environment is now com-
plete.
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DASHBOARD
Dashhoard Page Tips
Dashbosrds:  cefaut (admin) = +-|Q|C
Welcome to UCSPM (2] 5] | B ase
]
. 35 -
Cisco UCS Performance Manager 5
Cisco UCS Performance Manager provides device status, performance monitoring and capacity management capabilities for Cisco UCS and a0 4
associated integrated infrastructures. t comprises of information fram UCS compute, netwark, storage, hypenvisors and hosts, UCS
Performance Manager provides deeper visibility into all he components in the integrated infrastructure. -
w 25
UGS Performance Manager provides handwidih utilization, resource allocation, inventary, connectivity, topalogy views for both the physical and T
virual This ties [} to the of the workloads running on the servers @ 5
[
UCS Performance Manager provides wisibility into the current and historical usage of the Unified Fabric within a UCS domain_ It can help the w ;
adrmins to determing if (O module server ports, Ethernetuplinks, or Fibre Channel uplinks are congested now or inthe past, and help them E 15 4 il
identify the reasons why and explore potentlal configuration corrections, such as moving a service proflle from a blade server in one chassis -4
to a unused blade sewver in another. =)

Infarmation from a UCS domain is combined with infarmation from the connected storage and network devices that make up a Cisco UCS
based integrated infrastructure such as VCE Vblock, Net4pp FlexPod, EMC VSPEX and custom architectures built with the same building
blocks. This will provide an end-to-end view of the physical and virtual infrasiructure on which the applications are running on.

UGS Performance Manager can help you determine ifvitual or physical workloads and apolications are affected by Unified Fabric, server cpu Citical Error Wamin Info Debu
oF memory constraints, storage or network devices. Itwill allow the administrators 1o 100k up curent and historical performance of various o a
in the integraled fortr , optimization and planning purposes. Severity

The Intearated Infrastructura (full) version has coverage for compute, network, storage and hypervisors. The Express package is limited to
Cisco UCE support. [ ——

To qet starled with UCS Performance Mananer, click the links below =

Domoin Overview 5]

Memes . houwlbizston%  CurslUisston | UplinkEvenls | SwichEverts | ChessisEvents | Servers Allocated (6/6)

192,163,156.12 0o %

Currently Monitoring 2 UCS Domains

192.165156.50 003%

19216815612 3 [

192168156 50 3 v

Service Profile 20

Filter Domain: [192,168.15612 s
[Zoores L B s L D et b

© e ok 12z oroerogt

Ser.. ok org-root

O e ook areroot
‘ 2

DISPLAYING 1-3 of 3 ROWS

2 0Jobs ~

Reference the Cisco UCS Performance Manager Administration Guide, Release 2.0.0 for further use and
configuration of Cisco UCS Performance Manager.

NetApp Virtual Storage Console 6.2P1 Deployment Procedure

This section describes the deployment procedures for the NetApp VSC.

Virtual Storage Console 6.2P1 Pre-Installation Considerations
The following licenses are required for VSC on storage systems that run clustered Data ONTAP 8.3.2:
e Protocol licenses (NFS and FCP)
e FlexClone (for provisioning and cloning only)
e SnapRestore (for backup and recovery)

e SnapManager suite
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Install Virtual Storage Console 6.2P1

To install the VSC 6.2P1 software, complete the following steps:

1.

Build a VSC VM with Windows Server 2012 R2, 4GB RAM, two CPUs, and one virtual network inter-
face in the <<var_ib_mgmt_vlan_id>> VLAN. The virtual network interface should be a VMXNET 3
adapter.

Bring up the VM, install VMware Tools, assign IP addresses, and join the machine to the Active Di-
rectory domain.

Activate Adobe Flash Player in Windows Server 2012 R2 by installing Desktop Experience under the
User Interfaces and Infrastructure Feature on the VM.

Install all Windows updates on the VM.
Log in to the VSC VM as FlexPod admin user.

Download the x64 version of the Virtual Storage Console 6.2P1 from the NetApp Support site.

From the VMware Console, right-click the VSC .exe file downloaded in step 6 and select Run as ad-
ministrator.

Select the appropriate language and click OK.

9.

MNetApp @ Virtual Storage Console 6.2P1 for ‘U’I'u'lwa...-

Select the language for the installation from the choices below.

| English {United States) v]

| Ok | | Cancel |

On the Installation wizard Welcome page, click Next.
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i3 NetApp ® Virtual Storage Console 6.2P1 for VMware vSphere - Ins...-

Welcome to the InstallShield Wizard for
NetApp® Virtual Storage Console 6.2P1 for
VMware vSphere

The Installshield(R) Wizard will install Netapp® Virtual Storage
Console 6,2P 1 for YMware vSphere on your computer, To
continue, dick Mext.

WARMNIMG: This program is protected by copyright law and
international treaties.

Back | Next> | Cancel

10. Select the checkbox to accept the message, click Next.

12 NetApp® Virtual Storage Console 6.2P1 for VMware vSphere - Ins...-

Product Motes

Shared Credentials unify Virtual Storage Console for VMware vSphere

All features of YSC now leverage the credentials entered during the initial setup and discovery
process in Monitoring and Host Configuration, which eliminates the need for you to manage
separate sets of storage controllers in Backup and Recovery and unifies the experience within
VSC, In Backup and Recovery, please review and resolve the Storage System Configuration
Alerts that identify controllers that are missing credentials in Monitoring and Host Configuration or
have insufficient privileges for Backup and Recovery operations.

If you are not using Backup and Recovery to back up virtual machines, you can safely ignore this
message.,

I understand what I need to review to ensure my backups continue to run.

=
%]
Ol
LN
m
[=1

« Back || Mext = | | Cancel

# The Backup and Recovery capability requires an additional license.
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11. Click Next to accept the default installation location.

% NetApp @ Virtual Storage Console 6.2P1 for VMware vSphere - Ins....

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder.

Install NetApp® Virtual Storage Console 6. 2P 1 for ViMware vSphere to;

__.-/ C:\Program Files\MetAppWirtual Storage Consolel,

=
%]
i
LN
m
[=1

< Back || Mext = | | Cancel

12. Click Install.

5 NetApp @ Virtual Storage Console 6.2P1 for VMware vSphere - Ins...-

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, didk Back. Click Cancel to

exit the wizard.

Virtual Storage Console for YMware wSphere must be registered with vCenter for the plugin
to function. You may register once installation/uparade completes or you can register at
any time by visiting the following URL;

https:/ /localhost:8143  Register.html

%]
i
LN
m
=1

< Back ” Install | | Cancel
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13. Click Finish.

Register VSC with vCenter Server

To register the VSC with the vCenter server, complete the following steps:

1. A browser window with the registration URL opens automatically when the installation phase is com-
plete. If the URL does not open automatically, open https://localhost:8143/Register.html in Internet
Explorer.

2. Click Continue to This Website (Not Recommended).

3. In the Plug-in Service Information section, select the local IP address that the vCenter Server uses to
access the VSC server from the drop-down list.

4. In the vCenter Server Information section, enter the host name or IP address, user name (FlexPod
admin user or root), and user password for the vCenter server. Click Register to complete the regis-
tration.

_I:I-

(=2 vSphere Plugin Registr... | ‘ fr K {%":}

vSphere Plugin Registration

(g

To register the Virtual Storage Console, select the IP Address you would like to use for the
plugin and provide the vCenter Server's IP address and port along with a valid user name
and password.

Plugin service information

Host name or IP Address: 172.20.71.41 e

vCenter Server information

Host name or IP Address: 172,220.71.39

Port: 443

Iser name: Administrator@vsphere.local

User password: ssssssesnsl -

Reqister |

5. After successful registration, the storage controllers are discovered automatically.
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‘ﬁ The storage discovery process may take some time.

Discover and Add Storage Resources

To discover storage resources for the Monitoring and Host Configuration and the Provisioning and Cloning
capabilities, complete the following steps:

1. Using the vSphere web client, log in to the vCenter Server as FlexPod admin user or root. If the
vSphere web client was previously opened, close it and then reopen it.

2. In the Home screen, click the Home tab and click Virtual Storage Console.

vmware* vSphere Web Client #= U | Administrator@VSPHERELOCAL ~ | Help
Havigator X | (i} Home
- Home
i0)

inventories

[F4 vCenter Inventory Lists b - g

Il Hosts and Clusters > E‘, ﬂ_ﬂ El'l] ﬂ S 7 [] "'\_,4’ N
&) s and Templates > vCenter Hosts and Ms and Storage Networking Content vRealize Cisco Virual
H storage > Inventory Lists Clusters Templates Libraries QOrchestrator Switch Update

Manager

@ Networking >

[i% Policies and Profiles b "

(0 vRealize Orchestrator >

virtual Storage Console Virual Storage
m - ’ Consaole
Administration >
_ Monitoring

[z] Tasks

|75 Log Browser g_a @ E [__I I L;il

[T Events u J ] | ] £

T. Task Console EventConsole vCenter M Storage Customization Host Profiles
</ Tags Operations Policies Specification
Manager Manager
&, New Search >
Administration
E Saved Searches >

- "

Roles System Licensing
Configuration

3. Select Storage Systems. Under the Objects tab, click Actions > Modify.

4. In the IP Address/Hostname field, enter the storage cluster management IP. Enter admin for the user
name and the admin password for password. Confirm that Use SSL to connect to this storage sys-
tem is selected. Click OK.

5. Click OK to accept the controller privileges.

Optimal Storage Settings for ESXi Hosts

VSC allows for the automated configuration of storage-related settings for all ESXi hosts that are connected
to NetApp storage controllers. To use these settings, complete the following steps:

1. From the Home screen, click vCenter > Hosts and Clusters. For each ESXi host, right-click and select
NetApp VSC > Set Recommended Values for These Hosts.
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I NetApp Recommended Settings %)

[w] HBA/CMA Adapter Settings
Sets the recommended HBA timeout settings for Metdpp storage systems.

[w] MPIO Settings

Configures preferred paths for MetApp storage systems. Determines which of the available paths are
optimized paths (as opposed to non-optimized paths that traverse the interconnect cable), and sets the
preferred path to one of those paths.

[v] MFS Settings
Sets the recommended MFS Heartbeat settings for MetApp storage systems.

| OK || cancel |

2. Check the settings that are to be applied to the selected vSphere hosts. Click OK to apply the set-
tings. This functionality sets values for HBAs and CNAs, sets appropriate paths and path-selection
plug-ins, and verifies appropriate settings for software-based 1/0 (NFS and iSCSI).

3. Click OK.

r .

Set Recommended Settings )

& HBAICHA Adapter Settings . Success
& MPIO Settings Success
& MNFS Settings Success

[ ok ]

4. For each host for which settings were adjusted in the previous step, place the host in maintenance
mode, reboot the host, and exit maintenance mode.

VSC 6.2P1 Backup and Recovery

Prerequisites to Use Backup and Recovery Capability

Before you begin using the backup and recovery capability to schedule backups and restore your datastores,
VMs, or virtual disk files, you must confirm that the storage systems that contain the datastores and VMs for
which you are creating backups have valid storage credentials.

# If you plan to use the SnapMirror update option, add all of the destination storage systems with valid stor-
age credentials.

Backup and Recovery Configuration

1. From the Home screen, select the Home tab and click Storage.
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2. On the left, expand the Datacenter and select Datastores.

3. Right-click the datastore that you want to backup. Select NetApp VSC > Backup > Schedule Backup
Job.

# If you prefer a one-time backup, then select Backup Now instead of Schedule Backup.

4. Type a backup job name and description.

# If you want to create a VMware snapshot for each backup, select Perform VMware Consistency Snapshot in
the options pane.

5. Click Next.

6. Select any options to include in the backup.

I Schedule Backup 2 »
+ 1 Details
- Select the options you want to include along with this backup job
v
3 Spanned Entities [ Initiate SnapVault update

[ Initiate SnapMirror update
[] Perform Wiware consistency snapshot

[ Include datastores with independent disks

\l) SnapVaultintegration in VSC is supported for Clustered Data ONTAP 8.2 or higher

Back Next Cancel

7. Click Next on the Options screen.
8. Click Next on the Spanned Entities screen.

9. Select one or more backup scripts if available and click Next in the Scripts screen.
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I Schedule Backup

N

v 1 Details

+/ 2 Options

+ 3 Spanned Entities

¥4 4 Scripts

5 Schedule and Retention

Credentials and Alerts

7 Summary

Selectthe scripts you want to run along with this backup job.

Available Scripts

Selected Scripts

Back Next

Cancel

10. Select the hourly, daily, weekly, or monthly schedule that you want for this backup job and click Next.

I schedule Backup

v 1
v 2
v 3
Vo4

" 5 Schedule and Retention

6 Credentials and Alerts

-
[

Details
Options
Spanned Entities
Scripts

Summary

Configure the schedule and retention settings for this job.

Schedule
(=) Hourly o
() Daily i)
) Weekly £
() Monthly ES
() Ondemandonly [5k

Retention
(=) Maximum Days:
() Maximum Backups:

() Backups MNever Expire

Hourly schedule details
Backup will be perfarmed

Every:

Starting:

) Fp)

(1 hour v

10012/2015 )

Back

01:33 PM

Next

-

Cancel

11. Use the default vCenter credentials or type the user name and password for the vCenter server and

click Next.
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12. Specify backup retention details as per requirements. Enter an e-mail address for receiving e-mail

alerts. You can add multiple e-mail addresses by using semicolons to separate them. Click Next.

I Schedule Backup

i

v
W
W
v
W
o

v

1 Details The Backup Job will be created with the following aptions:

2 Options
Name:

3 Spanned Entities
pa Description:

4 Scripts

5 Schedule and Retention Virtual entities to be backed up:

6 Credentials and Alerts
Perform this backup:
Backup retention:
Email notification will be senton:

Email notification will be sentfrom:

Email notification will be sentto:

Email notification SMTP host:

[] Run Job Now

WSC_backup
M backup

infra_datastore_1

Every 1 hour starting 01:33 PM at 10/12/2015.
Maximum of 1 day

Always

vsc_backup@example.com

admin@example.com

smip.example.com

Back

Finish

Cancel

13. Review the summary page and click Finish. If you want to run the job immediately, select the Run Job

Now option and then click Finish.

14. Click OK.

-

Success Messange

= Successfully created a newy backup job for the
\‘) selected object.

15. On the storage cluster interface, automatic Snapshot copies of the volume can be disabled by enter-

ing the following command:

volume modify -volume infra datastore 1 -snapshot-policy none

16. Also, to delete any existing automatic Snapshot copies that have been created on the volume, enter

the following command:

volume snapshot show -volume infra datastore 1

volume snapshot delete -volume infra datastore 1 -vserver Infra-SVM -snapshot <snapshot name>
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‘ﬁ The wildcard character (*) can be used in snapshot names in the previous command.

OnCommand Unified Manager 6.3P2

OnCommand Unified Manager OVF Deployment

To install the OnCommand Unified Manager, complete the following steps:

ﬁ Download and review the OnCommand Unified Manager Installation and Setup Guide.

1. Download OnCommand Unified Manager version 6.3P2 (OnCommandUnifiedManager-6.3P2.ova)
from the OnCommand download site.

2. Log in to the vSphere web client. Go to vCenter > VMs and Templates.

3. At the top of the center pane, select Actions > Deploy OVF Template.

vmware* vSphere Web Client fi= U | Administrator@VSPHERELOCAL ~ | Help
Navigator p § Q fwl1-vc.fvl.rip.netapp.com Actions =
4 Home L) J Summary | Monitor Manage Related Objects
& -
g £ 8 Q  fit-vodvlrip.netapp.com cPU FREE: 188.41 GHz
2 . L = ' Virtual Machines: 34
vF|eXF'Ud_ J Actions - fvll-ve. fyl.rtp.netapp.com l Hosts. ! s USED: 3.50 GHz CAPACITY: 191.90 GHz
NPT T New Datacenter.. MEMORY FREE: 426.57 GB
» [ infra £ New Folder... USED: £3.08 GB CAPACITY: 511,88 GB
» [ 1oMe @ Deploy OVF Template... STORAGE FREE: 4.02 TB
» B2 10me USED: 215.89 GB CAPACITY: 4.24 TB

Export System Logs...

[5g) Assign License...
O | = Version Information

T —]

Settings
g Category Description Version 6.0.0
Tags ] L
This listis empty. Build 2E5RTER1
Add Permission...
Alarms b
| -

4. Browse the .ova file that was downloaded locally. Click Open to select the file. Click Next to pro-
ceed with the selected file.

5. Select Accept Extra Configuration Options, and click Next.

6. Review the deployment details, and click Next.
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7. Read the end-user license agreement (EULA), and then click Accept to accept the agreement. Click

Next.

Deploy OVF Template

Deploy OVF Template 2 »
1 Source Review details
Verify the OVF template details
v 1a Select source
el Product OnCommand Unified Manager
5 Accept License _
Agreements Version
2 Destination Vendor Nef Inc.
2a Select name and folder Publisher @ Mo certificate present
2b Select a resource Download size 1.9 GB
P T ’ 4.6 GB (thin provisioned)
2c Select storage Size on disk
152.0 GB (thick provisioned)
2d Customize template _— . - .
Description OnCommand Unified Manager - Application to monitor and manage NetApp storage systems.
3 Ready to complete For more information or support please visit hitp/iwww.netapp.com
Back Next Cancel

) »

1 Source
v 1a Select source
v 1b Review details
v
2 Destination
2a Select name and folder
2b Selectaresource
2c Select storage
2d Customize template

3 Ready to complete

Accept EULAS
Acceptthe end user license agreements

BEFORE YOU CONTINUE:

This isnt a License Agreement - you've already signed that. However, you will need to remember these steps after you complete
the Deploy OVF Template wizard:

1) Power On this virtual machine
2) Click on the Console tab in the wCenter client - you will see the systemn starting up
3)Watch the Console output for final instructions and your OnCommand Unified Manager URL

Accept

Back Next Cancel

8. Enter the name of the VM and select the FlexPod DC folder to hold it. Click Next to continue.
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Deploy OVF Template 3 »
1 Sonrce Select name and folder
Specify a name and location for the deployed template
v 1a Selectsource
v 1D Review details Name: |OnCommand Unified Manager
Y Accept License .
Agreements Select a folder or datacenter
2 Destination (@ search |
%l 2a Selectname and folder
w [ frl1-ve il rtp netapp.com
2b Selectaresource wPod_DC
2c Sele £ The folder you select is where the entity will be located, and
2d C 7e te te will be used to apply permissions to it
3 Ready to complete The narme of the entity rmust be unigue within each vCenter
Server i folder.
Cancel

Back Next

9. Select FlexPod Management within the FlexPod DC datacenter as the destination compute re-

source pool to host the VM. Click Next.
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Deploy OWF Template

1 Source Select a resource
Selectwhere to run the deployed template

v 1a Selectsource

v 1b Review details ( .
Select location ta run the deployed template
v 1 Accept License
Agreements | @ Search |
2 Destination v

10 Meter
2b Selecta resource r @ Select a cluster, host, wApp, of resource poal in which to run
b [ 10Meter2 the deployed template

2c Selectstorage

v 2a Select name and folder

Back Hext Cancel

10. Select infra datastore 1 as the storage target for the VM and select Thin Provision as the virtual
disk format. Click Next.
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Deploy OVF Template 2 »
1 Source Select storage
Select location to store the files for the deployed template
v 1a Select source
v 1b Review details Selectvirtual disk format. | Thin Provision |~ |
e AerEEELS Whi Storace Policy: Mong AN i ]
2 Destination . . - —_—
The fallowing datastores are accessible from the destination resaurce that you selected. Select the destination datastore for the
v Za Select name and folder wirtual machine configuration files and all of the virtual disks.
L4 2h Selecta resource Hame Capacity Frovisioned Frae Type Storage DRS
] infra_datastare_1 400.00 GB 364.75 GB 403.30 GB MFE
2d Setup networks B infra_swap 100.00 GB 24 52 WB 9993 GB MFS
9% CUsiERHFED tmEE B datastoret (1) 7.50 GH 857.00 MB 6.66 GH WMFS
3 Readyto complete B datastoret (4) 7.50 B 857.00 MB 6.6E GB WhiF S
4 L3
Back Next Cancel

11. Select I1B-MGMT-VLAN as the destination network for the nat source network. Click Next.

Deploy OVF Template Tk
1 Source Setup networks
Configure the networks the deployed templale should use
~ 13 Selectsource
~  1b Review details Source Destination Configuration
~ ¢ Accept EULAs nat | IB-MGMT-VLAN - v
2 Destination
'  2a Select name and folder
~' 20 Selectaresource
2R SIS ERD IF protocal:  IPv4 IP allocation:  Static - Manual €
Ol 2d Sefup networks
2e Customize template
3 Ready to complete Eoaree e Dest ice
The LAM network
Destination: IB-MGMT-VLAN - Protocol settings
Mo configuration needed for this network
Back Next Cancel

12. Complete the Host Name, IP Address, Network Mask, Gateway, Primary DNS, and Secondary DNS
fields. Click Next.
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Deploy OVF Template (7) »

Customize template
Customize the deployment properties of this software solution

1 Source

" 1a Select source

~  1b Review details © Al properties have valid values Show next... Collapse all...
v 1 Accept License
Agreements ~ Metworking configuration 7 settings -
2 Destination Enables Auto IPVG IPvE Auto addressing is setifthe checkbox is checked and all the fields are left empty.
+  2a Select name and folder addressing for vApp. O
" 2b Select aresource Host FQDN Specifies the hostname for the appliance. Leave blank if DHCP is desired.
" 2c Select storage | |
" 2d Setup networks IP Address Specifies the IP address for the appliance. Leave blank if DHCP is desired.
¥ 2e Customize template | |
" 3 Ready to complete R . . .
Network Mask (ar) Prefix Specifies the subnetto use on the deployed network. Leave blank if DHCP is desired.
Length | |
Gateway Specifies the gateway on the deployed network. Leave blank if DHCP is desired.
Primary DMNS Primary DMS ip address. Leave blank if DHCP is desired.

Secondary DNS Secondary DMNS ip address. Leave blank if DHCP is desired.

Back Next Finish Cancel

13. Clear the Power On After Deployment checkbox.

14. Review the configuration details. Click Finish to begin deploying the VM with the provided configura-
tion information.

15. In the left pane, select vCenter -> Virtual Machines. After OVF deployment is complete, right-click
the newly created VM and select Edit Settings.
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1 OnCommand Unified Manager - Edit Settings . () »

| Vittual Hardware | Wh Options | SDRE Rules | wApp Options |

~ | cPU |4 |~ ©@
Cores per Socket | 2 | ~| Sockets: 2
CPL Hot Flug [ | Enahle CPU Haot Add
Resamvatian 4786 - | [mHz ||
Limnit 4786 v||[MHz ||
Shares | Maormal R =
CPUID Mask | Expose the NxHD flag to guest | | Advanced..
Hardware virtualization i ]

Ferfarmance counters

HT Sharing | Ay |-
CPUMMU | Autornatic B4
Yirtualization

ES¥i can automatically determine if a wirtual machine should use
hardware support for viualization based on the processor type
and the virtual machine. However, far sarme workloads,
overriding the autamatic selection can provide better
performance.

Mote: If a selected setting is not supported by the host or conflicts
with existing virtual machine settings, the setting is ignored and
the "Automatic” selection is used.

[ e device:

Compatibility: ESXESX 4.0 and later (WM version T) O Cancel

16. Size the VM’s CPU and memory parameters according to the OnCommand Unified Manager 6.3 In-
stallation and Setup Guide.

17. Click OK to accept the changes.

18. Right-click the VM in the left-hand pane. Click Power On.

OnCommand Unified Manager Basic Setup

To setup the OnCommand Unified Manager, complete the following steps:

1. Select the VM in the left-hand pane. In the center pane, select Launch Remote Console.

283


https://library.netapp.com/ecm/ecm_download_file/ECMP12469573
https://library.netapp.com/ecm/ecm_download_file/ECMP12469573

FlexPod Management Tools Setup

2. In the VMRC window, select VMRC > Manage > Install VMware Tools. VMware Tools will install in the

VM.
Y OnComrnand Unified Manager - WhAware Remote Console . = || [=]
g
WMRC = v oo IT «
() Power Wer virtual appliance. ..
Rermowvable Devices 3
B0 Send Ctrl+Alt+Del
Manage 3 Install Whtware Tools...
g
I Full Sereen Ctrl+Alt+Enter [F Message Log
Preferences 'EI Wirtual Machine Settings..  Ctrl+D
Help .
Exit

3. Set up OnCommand Unified Manager by answering the following questions in the console window:

Geographic area: <<Enter the number corresponding to your time zone>>

Performing setup of UMware Tools. This may take a few minutes.
Please wait
UMware Tools installation/upgrade complete

Configuring timezone...
Configuring tzdata

Please select the geographic area in which you live. Subsequent configuration
questions will narrow this down by presenting a list of cities, representing th
time zones in which they are located.

Africa 6. Asia 11. System U timezones
AmMerica 7. Atlantic Ocean 12. US

Antarctica 8. Europe 13. None of the above
Australia 9. Indian Ocean

Arctic Ocean 1

A. Pacific Ocean

Geographic area:
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These commands complete the network configuration checks, generate SSL certificates for HTTPS and start
the OnCommand Unified Manager services.

4. To Create a Maintenance User account, run the following commands:

# The maintenance user manages and maintains the settings on the OnCommand Unified Manager virtual ap-
pliance.

Username : admin
Enter new UNIX password: <<var password>>
Retype new UNIX password: <<var_ password>>

OnCommand Unified Manager

System IP addresses:

18.29.128.178

Log in to OnCommand Unified Manager in a web browser by using

https:7718.29.128.178/
https://ocum.ciscorobo.com/

The maintenance console should be used when the web interface is not available
For normal usage of OnCommand Unified Manager, use the web interface.

ocuMm lo

5. With a web browser, navigate to the OnCommand Unified Manager using URL:
https://<<var oncommand server ip>>
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Firefox =

" OnCommand Unified Manager

= B httpsificefl-ocumiice rtp.netapp.cam

6. Log in using the maintenance user account credentials.

7. Select Yes to enable AutoSupport capabilities.
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B

i OnCommand Unified Manager | + |

@ https:/ficefl-ocumiicertp.netapp.com & E’ Googis P B ¥+ @

onCommand Unified Manager Initial Setup

AutoSupport it

onGormrmand™ is eguipped with advanced AutoSupport capabilities to provide quality support to custorners. AutoSupport sends
specific, predefined infarmation to the supportteam periodically. The support team proactively uses this information to ensure
the correct operation of OnCommand, and to assist customers in maintaining the integrity of their data centers. The
onCommand AutoSuppor service is described below.

m

Customer Benefits
By providing this data, the AutoSuppon suite ofWeb-based applications is able to provide the following benefts to custormers
* Evaluate, model, and deploy more efficient storage solutions
* Enable improved system availability and avoid disruptions to your business with proactive system health checks
# Save time and money with faster and maore efficient incident resolution
* Optimize your systerm operations with storage efficiency profiling
® Free 24x7 Web-hased access with valid product warranty

Security Aspects

Titme and resources have been invested to ensure that the information sentin AutoSupport messages containg minimal

Y MY ST, S
Do you wart to enable AutoSupport capabilities?

@ Yes (recommended)

_) Mo, not at this time:

Cantinue

8. Click Continue.
9. Enter the NTP server IP address <<var_ switch a ntp ip>>.
10. Enter the storage admin e-mail address <<var storage admin email>>.

11. Enter the SMTP server host name.
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OnCommand Unified Manager Initial Setup

NTP Server:
|93.1?5.2u3.2|:||3 |

Maintenance User Email:

| admin.oncommand@netapp.com |

SMTP Server Hostname:
|3mlp.netapp.cnm | (more options)

Back | | Save

12. Click Save.

13. Click Add Cluster.

NetApp OnCommand Unified Manager Help ~ | Administration ~ | admin | Sign Out

Dashboard Events Storage ~ Protection = Jobs Reports All ¥ | Search Q

Get Started

Welcome to OnCommand Unified Manager
You can start using OnCommand Unified Manager by adding a cluster.
© Add Cluster

14. Provide the cluster management IP address, user name, password, protocol, and port.
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Add Cluster %

Host Mame or IP Address: [172.20.70.10

Usar Mame: | admin

Password: | 'l.ll'llll

Protocol: (@ HTTPS () HTTP

Port: | 443

Add [|  Cancel

15. Click Add.

Help ~ | Administration ~ | admin | Sign Out

NetApp OnCommand Unified Manager

Dashboard Events Storage ~ Protection - Jobs Reports Al | [ssarcn o

Get Started

Welcome to OnCommand Unified Manager
You can start using OnCommand Unified Manager by adding a cluster.
© Add Cluster

Add Cluster §
HostNsmeor P Address: (172207010 |
Authorize 172.20.70.10 host %

£, Host 172.20.70.10 you specified has identified itself with a sefisigned certificate, and the
“5 " host does not match with the common name, ful1-stcl.fvl.rtp. netapp.com

Issuing Host  ful1-stcl fvl.rtp.netapp.com
Validity: From 14 Jul 20151013 Jul 2016

Do you want 1o trust this certificate?

| View Cerificate | | ves No |

16. Click Yes to trust the certificate from the controller.

ﬁ The Cluster Add operation might take a couple of minutes.

17. After the cluster is added, it can be accessed by clicking on the Storage tab and selecting Clusters.
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NetApp OnCommand Unified Manager

Dashboard Events Storage - Protection - Jobs Reporis All
Filters Clusters @
5 o Clear o #Edt M Remove  AbView Monitoring Status | /= Refresh List
« T | Cluster ¥ Communicali... ¥ Host Name or IP Address T OS5 Version
[ €3 Critical
ica
@ wisw Good 172.20.70.10 831
| O Error
[ 4k Waming
| o Nomal
Communication Clear
Status
[] Good

[] Mot Reachable

OnCommand Performance Manager 2.0

OnCommand Performance Manager OVF Deployment

To install OnCommand Performance Manager, complete the following steps:

1. Download and review the OnCommand Performance Manager 2.0 Installation and Administration
Guide for VMware Virtual Appliances.

2. Download OnCommand Performance Manager version 2.0 (OnCommandPerformanceManager-
netapp-2.0.0.0ova).

3. Log in to the vSphere Web Client. Select Home > VMs and Templates.

4. At the top of the center pane, click Actions > Deploy OVF Template.
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@vSphere Weh Clienk x % ¥
€& - C | Zbbws//fvll-ve: 9443 vsphere-client/7csp#extensionld % 30vsphere core viTree vmsAndTemplatesy/iew

vmware® vSphere Web Client  #= 00 ; Help » |

Navigator | FIexPod_DC | Actions ~ E Alarms X x

y,
4 Home L0

| Getting Started ummns'ﬂexpm—m | AI@ | New(®  Acknowi.

[ | | = Q F AddHost..
b
[ 11 -ve ol ip netapp.com What is a Datac '|j Mew Cluster...

. Mlew Folder
Adatacenteris tf
inventory abjects Distributed Switch

machines. From Mew virtual Machine
and organize iny )
add hosts, foldel Mew wApp fram Library...

datacentar. 'F Template...

vCenter Serverc Storage

datacenters. Lap & L

multiple datacen Edit Default WM Cormpatibility... | .

organizational ur | # \Work In Progress
A2 Migrate Vi to Another Metwork...

Move To...
Rename...
Tags » ®enter Server
Add Fermission..

Alarms

3 Delete

Basic Tasks AllvRealize Orchestrator plugin Actions  » forther

N Mettpp vEC » o
—————————————— 3

Recent Tasks

Task Name Target Status Initiataor Queuad For Start Time

E] H [
hiy Tasks = Tasks Filter = hore Tasks -

5. Browse to the OnCommandPerformanceManager-netapp-2.0.0.ova file that was downloaded lo-
cally. Click Open to select the file. Click Next to proceed with the selected file.
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Deploy OVF Template

1 Source

~ 1a Selectsource

1b Review details

2 Destination

Ready to complete

Select source
Select the source location

Enter a URL to download and install the CVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a netwark share, or a CD/DVD drive.

[JURL
(») Local file
|' Browse... | W10.61.186.16 NisoWikings_SWMOCPMOnCommandPerformanceManager-netapp-2.0.0.ova
Next Cancel

6. Review the detai

Is and click Next.

7. Read the EULA and click the Accept button to accept the agreement. Click Next.

Deploy OWF Template

1 Source

v 1a Select source

v 1h Review details

2 Destination
2a Selectname and folder
2h Selecta resource
2r Select starage
2d Customize template

3 Readyto complete

Accept EULAsS
Acceptthe end user license agreements

BEFORE ¥OU CONTINUE:

This isn't a License Agreement - vou've already signed that. Howewver, vou will need to remember these steps after you complete
the Deploy OWF Template wizard:

13 Power On this vitual machine
2 Click on the Consale tab inthe vCenter client - you will 2ee the system starting up
i Wiatch the Console output for final instructions and your OnCommand Performance Manager URL

Accept

Back Next Cancel
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8. Enter the name of the VM and select the FlexPod DC folder to hold the VM. Click Next.

9. Select FlexPod Management within the FlexPod DC datacenter as the destination compute re-

source pool to host the VM. Click Next.

Deploy OWF Template
Select a resource

1 Source
Select where to run the deployed template
v 1a Selectsource
¥ 1b Review details )
Select location to run the deployed template
W 4. Acceptlicense
© Agreements Q
2 Destination vF|E}{PDd_DC

od_Management

v 2a Selectname and folder
Select a cluster, host, vwApp, or resource poal inwhich to run

2b Selecta resource b B 10Meter
g @ IoMeter2 the deployed template

2c Selectstorage

Cancel

Back Next

10. Select infra datastore 1 as the storage target for the VM, and select Thin Provision as the virtual

disk format. Click Next.
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Deploy OWF Template T
1 Source Select storage
Select location to store the files for the deployed template
v~  1a Selectsource
v 10 Review details Selectvirtual disk format. | Thin Provision -
« 4. Acceptlicense _
b Agreements WM Storage Paolicy: Datastore Default - | @
2 Destination The fallowing datastares are accessible frorm the destination resource that you selected. Selectthe destination datastore for the
I e e virtual machine configuration files and all of the virtual disks.
v 2b Select a resource Name Capacity Frowisioned Free Type Storage DRS
WY oc selectstorage ] infra_datastore_1 500.00 GB 428.32 GH 427.86 GH MNFS w3
B infra_swap 100.00 GB 26.19 MB 99.97 GB MFS w3
2d Setup netwarks
1 datastaret (1) 7.50 GB g58.00 MB 666 GH WhFS
B datastored 7.50 GB 858.00 MB 666 GH WhiF S
4 L]
Back Next Cancel

11. Select IB—MGMT-VLAN as the destination network for the nat source network. Click Next.

12. Enter the host name, IP address, network mask, gateway, primary DNS, and secondary DNS. Click

Next.

13. Deselect Power On After Deployment.

14. Review the configuration details. Click Finish to begin deploying the VM with the provided configura-

tion details.

15. In the left pane, navigate to Home -> Hosts and Clusters. Expand the FlexPod Management cluster
and select the newly created OnCommand Performance Manager VM. After OVF deployment is
complete, right-click the newly created VM and select Edit Settings.

16. Expand the CPU options.

a. The minimum required CPU reservation is 9572MHz. Determine the CPU frequency of the

host.

b. Set the required number of CPUs (9572 / CPU frequency of the host).

c. Setthe number of cores per socket where the socket number on the right matches the num-
ber of CPU sockets in the host. For example, if a host has two CPUs operating at a speed of
1999MHz, then the VM requires six virtual CPUs (9572 / 1999 = 4.79 - rounded to 6 virtual
CPUs). If the host has two physical CPU sockets, then set three cores per socket.
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‘ﬁ For detailed information, see OnCommand Performance Manager 2.0 Installation and Administration Guide

for VMware Virtual Appliances.

51 OnCommand Performance Manager - Edit Settings Zim

| Yirtual Hardware | W Optiohs | SORES Rules | wApp Options |

~ | *cpu | & |~ @ @ .
Cores per Socket (*) |3 |'v| Sockets: 2
CPU Hot Plug (] Enahle CPU Hot Add
Reservation 9572 v | | MHz | - |
Lirnit 9572 v| [mHz ||
Shares | Mormal |~ -
CPUID Mask | Expose the MAD flag to guest | - | Advanced...
Hardware virtualization 0

Ferformance counters

CP LML Autormatic | = |
Yirtualization

ESxi can automatically determine if a witual machine should use
hardware support for vitualization based on the processaor type
and the virtual machine. However, for some workloads,
overriding the automatic selection can provide hetter
performance.

MHote: If & selected setting is not supported by the host or conflicts
with existing virtual machine settinns, the setting is ignored and
the "Autamatic” selection is used.

» 9 Mernory | 12288 - me |+

Mew device: | ....... Selart - ,l

Compatibility: ESXIESK 4.0 and later (/M version T O Cancel

17. Click OK to accept the changes.

18. Right-click the VM in the left-hand pane. Click Power On.

OnCommand Performance Manager Basic Setup

To setup the OnCommand Performance Manager, complete the following steps:

1. Select the VM in the left-hand pane. In the center pane, select Launch Remote Console.
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2. In the VMware Remote Console window, select VMRC > Manage > Install VMware Tools. VMware
Tools installs in the VM.

~ OnCommand Performance Manager - Whiware Remote Consale . =0 | B @
WMRC = - .&. i &
i (1) Power Wanager wirtual appliance. ..
Remowvable Devices 4
0 Send Ctrl+Alt+Del
4, Manage k Install Whtware Tools...
TT  Full Screen Ctrl +8lt+Enter B, |lssgzles
Preferences ':E'I Wirtual Machine Settings...  Ctrl+D
Help b
Exit:

3. Set up OnCommand Performance Manager by answering the following questions in the console win-
dow:

Geographic area: <<Enter your geographic location>>
Time zone: <<Select the city or region corresponding to your time zone>>

These commands complete the network configuration checks, generate SSL certificates, and start
OnCommand Performance Manager services.

4. To create a maintenance user account, run the following commands:

‘& The maintenance user manages and maintains the settings on the OnCommand Performance Manager vir-
tual appliance.

Username : admin
Enter new UNIX password: <<var password>>
Retype new UNIX password: <<var_ password>>

5. Using a web browser, navigate to OnCommand Performance Manager using the URL https://
<<var_oncommand pm ip>>.

6. Log in using the maintenance user account (admin) credentials.

7. Enter a maintenance user e-mail address, SMTP mail server information, and the NTP server IP ad-
dress. Click Save.
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8. Select the Yes option to enable AutoSupport capabilities. Click Save.
9. Click Save and go to next step to not change the admin password.

10. Enter the storage cluster host name or IP address, the storage cluster admin user name, and the
storage cluster admin password. Click Add Cluster, and then click Save and Complete Configuration.
It can take up to 15 minutes for the cluster to be visible in OnCommand Performance Manager.

NetApp OnCommand Performance Manager Help ~ | Administration | admin~ | Sign Out

Dashboard Events Storage ~ Configuration « Type: All ~ | Search all Storage Objects Search All
All Clusters in Your Environment @ Last updated: 01:33 PM, 13 Oct
Latency 10P5 48.7 MBps <1 Disk Utilization 1% Node Utilization 2%

SVMs volumes LUNS Nodes SWMS MNodes SVMs Aggregates Nodes

11. After the cluster is added, it can be accessed by clicking on Administration > Manage Data Sources.

NetApp OnCommand Performance Manager Help ~ | Administration | admin~ | Sign Out

Dashboard Events Storage ~ Configuration ~ Type: All | Search all Storage Objects Search All
Management Manage Data Sources @
Users + Add # Edit ¢ Remove
Name Host Name or IP A Protocol Port User Name Status Status Message
P QO fwi-stel 172.20.70.10 HTTPS 443 admin Normal
Authentication
AutoSupport

Email
HTTPS Certificate
Network

NTP Server

Link OnCommand Performance Manager to OnCommand Unified Manager

To link OnCommand Performance Manager to the OnCommand Unified Manager, complete the following
steps:

1. Using a web browser, navigate to OnCommand Unified Manager using the URL https://
<<var_ oncommand server ip>>.Log in with the maintenance user ID and password set up earlier.

2. In the OnCommand Unified Manager web interface, select Administration > Manage Users to set up
an Event Publication user.
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3. Click Add to add a user.

4. Leave the Type set to Local User. Use eventpub as the name and enter and confirm a password.
Enter an e-mail address for this user and set the Role to Event Publisher. Click Add.

|

Add User & ¥

Authentication server is either dizabled or not configured. To add a
remote user or group, enable or configurs the authentication server

from Setup Oplions.

Type: | Local User L

Mame: | eventpub
Pazzword. | eessessss
Confirm Paszword. | esessssss

Email: | eventpub@netapp.com|

Role: | Event Publizher L

Add Cancel

5. In the OnCommand Performance Manager console window, log into the Command Line Interface
with the maintenance user (admin) defined earlier.

6. Enter 5 to select Unified Manager Connection.
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| fﬂntummand Performance Manager - YMware Remote Console !E
YMRC - < &;l' ) &

For regular system operation and usage, use the UI.

pcpH login: adMin
Linux OnCommdand 3.2.8-4-amdb4d #1 SMP Debian 3.2.68-1+deb?ul xB6_6G4
OnCommand Performance Manager Maintemance Console

Uersion : 2.8.8
System ID ! Bcdelb72-8af5-446b-8eB88-45deefd76778
Status : Rumming

Menu

Upgrade

Network Configuration
System Configuration
Support-sDiagnostics
Unified Manager Cownnection
External Data Provider
Backup-Restore

1
2
3
4
b
[
7

x Exit

Enter your choice: 5_

7. Enter 2 to Add / Modify Unified Manager Server Connection.
8. Enter y to continue.

9. Enter the OnCommand Unified Manager FQDN or IP address.
10. Click Enter to accept the default port 443.

11. Enter y to accept the Unified Manager security certificate.
12. Enter eventpub for the Event Publisher User Name.

13. Enter the eventpub password.

14. Enter y to accept the entered settings.

15. Press any key to continue.

16. Exit the OnCommand Performance Manager console. OnCommand Performance Manager events
now appear in the OnCommand Unified Manager Dashboard.

NetApp NFS Plug-In 1.1.0 for VMware VAAI

Enable VMware vStorage for NFS in Clustered Data ONTAP

To enable VMware vStorage for NFS in ONTAP, complete the following steps:
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1. From an SSH session to the storage cluster management address, log in with the admin user name
and password.

2. Enable vStorage on the SVM.

‘vserver nfs modify -vserver Infra-SVM -vstorage enabled

3. Verify that the export policy rules are set up correctly.

vserver export-policy rule show -vserver Infra-SVM

The following text provides a sample output:

NetApp::> vserver export-policy rule show -vserver Infra-SVM

Policy Rule Access Client RO
Vserver Name Index Protocol Match Rule
Infra-SvM default 1 nfs 192.168.170.61 sys
Infra-SVM default 2 nfs 192.168.170.60 sys
Infra-SVM default 3 nfs 192.168.170.58 sys
Infra-SVM default 4 nfs 192.168.170.59 sys
Infra-SvM default 5 nfs 192.168.170.62 sys
Infra-SvVM default 6 nfs 192.168.170.63 sys
6 entries were displayed.

4. The access protocol for the FlexPod policy name should be nfs. If the access protocol is not nfts for
a given rule index, run the following command to set nfs as the access protocol:

vserver export-policy rule modify -vserver Infra-SVM -policyname default -ruleindex <<var rule index>> -
protocol nfs

Install NetApp NFS Plug-In for VMware VAAI

To install the NetApp NFS plug-in for VMware vStorage APIs for Array Integration (VAAI), complete the
following steps:

1. From a console interface on the NetApp VSC VM, go to the Software Downloads page in the NetApp
Support site.

2. Scroll down to locate the NetApp NFS Plug-in for VMware VAAI, select the ESXi6.0 platform, and
click Go.

3. Click View & Download.
4. Click CONTINUE.
5. Click Accept.

6. Download the .vib file of the most recent plug-in version to the VSC VM Desktop as
NetAppNasPlugin.vib.

# It is important that the file be saved as NetAppNasPlugin.vib.

7. On the VSC VM desktop, move the NetAppNasPlugin.vib file to the C:\Program
Files\NetApp\Virtual Storage Console\etc\vsc\web folder.
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Home Share View b ﬂ
@ - 1 | . =« MNethpp » Virtual Storage Console » etc » wvsc » web v & | ‘ Search web P |

<k Favorites Mame - Date modified Type Size

B Desktop |t_"| linux_gos_timeout_190-install 0/23/2015 3:19 PM Disc Image File 378 KB

‘i. Downloads |'c_|: linux_gos_timeout-install G/23/2015 319 PM Disc Image File 382 KB

"5l Recent places | u MetppMasPlugin.vib 10/13/2015 137 ...  VIB File 356 KB

|g] solaris_gos_timeout_190-install 9/23/2015 3:19 PM Disc Image File 368 KB

1M This PC |t_;| solaris_gos_timeout-install G/23/2015 319 PM Disc Image File 368 KB

|4 windows_gos_timeout /2372015 3:19 PM Disc Image File 54 KB

?! Metwork |£| windows_gos_timeout_190 9/23/2015 319 PM Disc Image File KB

8. Go to the VMware vSphere Web Client and select VSC. Click NFS VAAI Tools. Make sure NFS Plug-
in for VMware VAAI Version: 1.1.0-0 is shown.

vmware: vSphere Web Client A= Updatedat 10:44 AM T | Administrator@VSPHERELOCAL ~ | Help ~ Q Search
Navigator ) ¢ NFS VAAI Tools
J-tome o NFS Plug-in for VMware VAAI
Virtual Storage Console The NFS plug-in for Vidware VAA is a software library that integrates with ViMware's Virtual Disk Libraries, which are installed on the ESXi hosts. These
I summary libraries enable ViMware to execute various primitives on files stored on MNetApp storage systems. You can install the plug-in on a host using VSC.
I | S ST > vCenter Server: | fj4-ycfulrtp.netapp.com | =)
Backup Jobs >
NF 5 Plug-in for VMware VAAI Version: 1.1.0-0
# Backup Policies b
Note: Before you install NFS plug-in for VMware VAAI check the release notes for more information concerning the latest version of the plug-in.
~ Tools

€& Guest0S Tools

& NFS VAAI Tools

B Configuration
[¢3] optimization and Migrati...

Install on Host

9. Click Install on Host. Select all of the hosts on which you want to install the plug-in.

Selectthe hosts on which you wantto install the NFS Plug-in for Yiware YAAlL Incompatible

ESX/ESKi hosts are not selectable.

W] ful1-h1 fvl.rtp.netapp.com

il 1-h2 fvl.rtp.netapp.com

10. Click Install and then click OK.

11. One at a time, put each ESXi host into maintenance mode, reboot the host, and then exit mainte-
nance mode. It might be necessary to manually migrate VMs to the other host to allow the host to
enter maintenance mode.
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12. When the reboots have completed, click Storage in the vSphere web client from the Home page.
Then select the infra datastore 1 datastore. Select Settings under the Manage tab in the center
pane. Hardware Acceleration should now read Supported on All Hosts, as is shown in the following
screenshot. All NFS datastores should now support hardware acceleration.

vmware* vSphere Web Client Updated at 10:44 AM 0 | Administrator@vSPHERELOCAL = | Heip ~ | (YRR

Navigator X (] infra_datastore_1 | Actions = =

4 Home v O Summary  Monitor ‘ Manage | Related Objects
u |8 | a

[Seuings ‘ Alarm Definitions | Tags | Permissions | Scheduled Tasks | Files ]

w [3) 1-vc i rtp netapp.com -
w [l FlexPod_DC_1 -
[ datastore1 “ Properties
B datastore1 (1) m Mame infra_datastore_1
g::]*:i Device Backing Type WFS 3
- Connectivity with Hosts )
Bfi1-h5 Maximum file size 15.97 78
Capability sets
Bi1-ns Maximum virtual disksize 158178
= infra_datastore_1 >
Hinfra_swap & Capacity

Hiom1_datastore_1
Eiomi_nfs1
Hiomi_nfs2
Biom_swep Datastore Capabilities
Eiom2_datastore_1 » Storage /0 Control Disabled

BHiom2_iscsi1
Biom2_iscsiz

Biom2_nfs1

Hiom2_nfs2
Hiom2_ROM_WMap -

» Capacity 432.41 GB free out of 500.00 GB

» Hardware Acceleration Supported on all hosts
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