RSA and Certificate Commands

This chapter contains the following sections:

* crypto key generate dsa, on page 2

* crypto key generate rsa, on page 3

* crypto key import, on page 4

* show crypto key, on page 6

* crypto certificate generate, on page 7
* crypto certificate request, on page 9
* crypto certificate import, on page 11
* show crypto certificate, on page 15
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crypto key generate dsa

The crypto key generate dsa Global Configuration mode command generates a DSA key pair for SSH
Public-Key authentication.

Syntax
crypto key generate dsa

Default Configuration

The application creates a default key automatically.

Command Mode

Global Configuration mode

User Guidelines
The size of the created DSA key is 1024 bits
DSA keys are generated in pairs - one public DSA key and one private DSA key.

If the device already has DSA keys default or user defined, a warning is displayed with a prompt to replace
the existing keys with new keys.

Erasing the startup configuration or returning to factory defaults automatically deletes the default keys and
they are recreated during device initialization.

This command is not saved in the Running configuration file. However, the keys generated by this command
are saved to the Running Configuration file.

Example

The following example generates a DSA key pair.

switchxxxxxx (config)# crypto key generate dsa
The SSH service is generating a private DSA key.
This may take a few minutes, depending on the key size.
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crypto key generate rsa

The crypto key generate rsa Global Configuration mode command generates RSA key pairs for SSH
Public-Key Authentication.

Syntax

crypto key generatersa

Default Configuration

The application creates a default key automatically.

Command Mode

Global Configuration mode

User Guidelines
The size of the created RSA key is 2048 bits
RSA keys are generated in pairs - one public RSA key and one private RSA key.

If the device already has RSA keys default or user defined, a warning is displayed with a prompt to replace
the existing keys with new keys.

Erasing the startup configuration or returning to factory defaults automatically deletes the default keys and
they are recreated during device initialization.

This command is not saved in the Running configuration file. However, the keys generated by this command
are saved to the Running Configuration file.

Example
The following example generates RSA key pairs where a RSA key already exists.
switchxxxxxx (config)# crypto key generate rsa

Replace Existing RSA Key [y/n]? N
switchxxxxxx (config) #
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crypto key import
The crypto key import Global Configuration mode command imports the DSA/RSA key pair.

Use the no form of the command to remove the user key and generate a new default in its place.

Syntax

crypto key import {dsa| rsa}
encrypted crypto key import {dsa| rsa}
no crypto key {dsa| rsa}

Default Configuration

DSA and RSA key pairs do not exist.

Command Mode

Global Configuration mode

User Guidelines

The imported key must follow the format defined in RFC 4716

DSA key size for import is between 512 bits and 1024 bits

RSA key size for import is between 1024 bits and 2048 bits

DSA/RSA keys are imported in pairs - one public DSA/RSA key and one private DSA/RSA key.

If the device already has DSA/RSA key keys, a warning is displayed with a prompt to replace the existing
keys with new keys.

This command is saved in the Running Configuration file.

When using the encrypted key-word, the private key is imported in its encrypted form.

Example

switchxxxxxx (config) # encrypted crypto key import rsa

--—- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----

switchxxxxxx (config)# encrypted crypto key import rsa

--—- BEGIN SSH2 ENCRYPTED PRIVATE KEY ----

Comment: RSA Private Key
84et9C2XUfcRlpemuGINAygnLwfkKJcDM6m20ReALHScqgLhiOwMSSYNIT1IWFZP1kEVHH
FptlaECZi7HEGLcplpMZwinl+HaXBtQjPDiEtbpScXqrgémll/OEnwpFK2TrmUy0Iifwk8
E/mMfX31/2rRZLkEBea5jrA6Q62gl5naRwlzZkOges+GNeibtvZYSk1ljzr56LUr6£T7Xubi
KMcU2b2NsuSD5yW8R/x0CW2elgDDz/biA2gSgd6FfnW2HV48bTC55eCKrsId2MmjbExUdz
+RQRhzjcGMBYp6HzkD66z8HMShOU+hKd7M1K9U4Sr+Pr1vyWUJ1EkOgz906aZoIGp4tgm4
VDy/K/G/sI5nVLO+bR8LFUXUO/U5hohBcyRUFO2fHYKZrhTiPTS5Rw+PHt 6/ +EXKGIE+TRs
1UADM1tCRvs+1sB33IBdvoRDd198YaA2htZaylTkbMgCUBAf10+74U0ga/b+bp67wCYKe9
yen418MaYKtcHIBOmMF7sUQZQGP34VPmOMyZzon68S/20T77cy0ihRZx9wcIlyYhInDiYxP
dgXHYhW6kCTcTj6LrUSQuxCIIsu89ZIWNN50wdgonLSpvinabv2GHmmelavelL7JJ/7Ucf0
61g5D4PJ67Vk2xL7PqyHXN931rseTzPuJdplkSLCFZ5ugTMbWWyQEKmHD10x35v1GouStky
9LgIwG4d+9edctZZaggeqg5cginsZWIgUoB4Bn4hIreyOdHDiFUPPRxkoyhGOGnJuvxC9T9
K6BF1wBTdDQS+Gu47/0/gRoD/50g4sGkzqHsRIJISIWOTOQIbHMTMLPpwn2nXzvEGxWL/bu
QhZZSgRonG6MX1cP7KT714TPq2w2k3TGENBnVYHx600NcaTHMg1IN2s50gRsyXDItF++6nY
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REMN8CSV+93jQKQP7ZaGe8Ju+d723vSwppSr032HY+TpzZ4u’kK+/X50awzZL5NnkaEQTQKX
RSL555405NP0OjS/pC9hg7GavjoY2mQ7HDpSUBeTIDT1vOwWC2kskA9IC6aF/Ax]2dXLweQd5
1xk7m0/mMNaiJsNk6y33LcuKjIxpNNjKIn9KzRPKGNMFObprfenWKteDftjQ==

--—- END SSH2 PRIVATE KEY ----

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAAIEAVRHsKry6NKMKymb+yWEp9042vupLvYVg3ngtlsB9JH
OcdK/2nw71CQguylmLsX8/bKMXYSk/3aBEvaoJQ82+r/nRf0y3HTy4Wp9zV0SivVC8jLD+7
7t0aHejzfUhrO0FRhWWcLnvYwr+nmrYDpS6FADMC2hVA85KZRye9ifxT7otE=

--—- END SSH2 PUBLIC KEY ----
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show crypto key

The show crypto key Privileged EXEC mode command displays the device’s SSH private and public keys
for both default and user-defined keys.

Syntax
show crypto key [mypubkey] [dsa| rsa]

Parameters
» mypubkey—Displays only the public key.
* rsa—Displays the RSA key.
» dsa—Displays the DSA key.

Command Mode

Privileged EXEC mode

User Guidelines

See Keysand Certificates for information on how to display and copy this key pair.

Example

The following example displays the SSH public DSA keys on the device.

switchxxxxxx# show crypto key mypubkey dsa

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: RSA Public Key
AAAAB3NzaClyc2EAAAABIWAAAIEAZN31fu56KSEOZdrGVPIJHpAs8G8NDIkB
dgz2g0QPiKCnLPw0Xsk9tTVKaHZQ5jIbXn81QZpolaPLJIIH3Blcc96D7IFE
VkbPbMRbz24dpuWmPVVLU1Qy5nCKdADCui5KKVD6zj3gpuhLhMJor7AjAAuSe
BrIi2IuwMvVJuak5M098=

--—- END SSH2 PUBLIC KEY ----

Public Key Fingerprint: 6£:93:ca:01:89:6a:de:6e:ee:c5:18:82:b2:10:bc:1le
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crypto certificate generate

The crypto certificate gener ate Global Configuration mode command generates a self-signed certificate for
HTTPS.

Syntax

crypto certificate number gener ate [key-generate [length]] [cn common- name] [ou organization-unit] [or
organization] [loc location] [st state] [cu country] [duration days]

Parameters

» number—Specifies the certificate number. (Range: 1-2)

* key-gener ate rsa length—Regenerates SSL RSA key and specifies the key length.(Supported lengths:
2048 (bits) or 3092 (bits))

The following elements can be associated with the key. When the key is displayed, they are also displayed.

cn common- name—Specifies the fully qualified device URL or IP address. (Length: 1-64 characters).
If unspecified, defaults to the lowest IP address of the device (when the certificate is generated).

ou organization-unit—Specifies the organization-unit or department name. (Length: 1-64 characters)
or organization—Specifies the organization name. (Length: 1-64 characters)

loc location—Specifies the location or city name. (Length: 1-64 characters)

st state—Specifies the state or province name. (Length: 1-64 characters)

cu country—Specifies the country name. (Length: 2 characters)

duration days—Specifies the number of days a certification is valid. (Range: 30-1095)

Default Configuration

If the key-gener ate parameter is not used the certificate is generated using the existing key.
The default SSL’s RSA key length is 2048.

The default SSL’s EC key length is 256.

If cn common- name s not specified, it defaults to the device’s lowest static IPv6 address (when the certificate
is generated), or to the device’s lowest static [Pv4 address if there is no static IPv6 address, or to 0.0.0.0 if
there is no static IP address.

If duration days is not specified, it defaults to 730 days.

Command Mode

Global Configuration mode

User Guidelines
If the specific certificate key does not exist, you must use the parameter key-gener ate.

If both certificates 1 and 2 have been generated, use the ip httpscertificate command to activate one of them.
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See Keysand Certificates for information on how to display and copy this key pair.

Erasing the startup configuration or returning to factory defaults automatically deletes the default keys and
they are recreated during device initialization.

Example
The following example generates a self-signed certificate for HTTPS whose key length is 2048 bytes.

switchxxxxxx (config)# crypto certificate 1 generate key-generate 2048
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crypto certificate request

The crypto certificaterequest Privileged EXEC mode command generates and displays a certificate request
for HTTPS.

Syntax

crypto certificate number request [ cn common- name] [ou organization-unit] [or organization] [loc location]
[st state] [cu country]

Parameters
» number—Specifies the certificate number. (Range: 1-2)
* The following elements can be associated with the key. When the key is displayed, they are also displayed.

cn common- name—Specifies the fully qualified device URL or IP address. (Length: 1-64 characters).
If unspecified, defaults to the lowest IP address of the device (when the certificate is generated).

ou organization-unit—Specifies the organization-unit or department name. (Length: 1-64 characters)
or organization—Specifies the organization name. (Length: 1-64 characters)

loc location—Specifies the location or city name. (Length: 1-64 characters)

st state—Specifies the state or province name. (Length: 1-64 characters)

cu country—Specifies the country name. (Length: 2 characters)

Default Configuration

If cn common-nameis not specified, it defaults to the device’s lowest static IPv6 address (when the certificate
is generated), or to the device’s lowest static IPv4 address if there is no static IPv6 address, or to 0.0.0.0 if
there is no static IP address.

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to export a certificate request to a Certification Authority. The certificate request is generated
in Base64-encoded X.509 format.

Before generating a certificate request, first generate a self-signed certificate using the crypto cerificate
generate command to generate the keys. The certificate fields must be re-entered.

After receiving the certificate from the Certification Authority, use the crypto cerificate import command
to import the certificate into the device. This certificate replaces the self-signed certificate.

Example
The following example displays the certificate request for HTTPS.

switchxxxxxx# crypto certificate 1 request
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MIwTCCASOCAQAWYJELMAKGA1UEBhMCUFAxCzAJBgNVBAgTAKNDMOswCQYDVQOH
EwRDEMMAOGA1UEChMDZGxkMQOwwCgYDVQQLEWNkbGQOxCzAJBgNVBAMTAmxkMRAW
DgKoZIhvcNAQkBFgFsMIGEMAOGCSgGSIb3DOEBAQUAA4AGNADCBiQKBgQC8ecwQ
HAML0831i0fh/FOMV/Kib6Sz5p+3nUUenbfHp/igVPmFM+1nbgTDekb2ymCu6K
aKvEbVLFIF2LmM7VPjDBb9bb4 jnxkvwiW/wzDLVvW2rsy5NPmH1QV1+8Ubx3GyCm
/OWI3BSOFwXWESP58kf+sPYPy+/8wwmoNtDwIDAQABOB8WHQYJKoZ IThvcNAQKH
MRD3EyMwgICCAgICAICAGIMAOGCSqGSIb3DQEBBAUAALGBAGHBUGI X7 rB0O5SM+2
m5ZZPhIwl8ARSPXwhVdJexFjbnmvcacqjPG8pIiRV6LkxryGF2bVU3jKEipcZa
g+uNpyTkDt3ZVU72pjz/£a8TFOn3
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crypto certificate import

The crypto certificateimport Global Configuration mode command imports a certificate signed by a
Certification Authority for HTTPS. In addition, the relevant key-pair can also be imported.

Use the no form of the command to delete the user-defined keys and certificate.

Syntax
crypto certificate number import
encrypted crypto certificate number import

no crypto certificate number

Parameters

» number—Specifies the certificate number. (Range: 1-2).

Command Mode

Global Configuration mode

User Guidelines
Certificate needs to be imported from PEM encoding/file extension
To end the session (return to the command line to enter the next command), enter a blank line.

The imported certificate must be based on a certificate request created by the crypto cerificate request
command.

If only the certificate is imported, and the public key found in the certificate does not match the device's SSL
key, the command fails. If both the public key and the certificate are imported, and the public key found in
the certificate does not match the imported key, the command fails.

This command is saved in the Running configuration file.

When using the encrypted form of the command, only the private key must be in encrypted format.

Example 1 - The following example imports a certificate signed by the Certification Authority for

HTTPS.

switchxxxxxx (config) # crypto certificate 1 import

Please paste the input now, add a period (.) on a separate line after the input,and press
Enter.

MIIBkzCB/QIBADBUMQswCQYDVQQGEwWIgIDEKMAGGA1UECBMBIDEKMAGGA1UEBXMB
IDEVMBMGALUEAXMMMTAUNS4 yMzQuMjASMQowCAYDVQQKEWEgMQowCAYDVQQLEWEY
MIGEMAOGCSgGSIb3DQERAQUAAAGNADCRBIQKBgQODK+beogIcke73sBSL7tC2DMZrY
00g9XM1AxfOigL1QJHd4xP+BHGZWwEkjKjUDBpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRMS5LPkaOL/halpYxp7EWAt51DBzSw5s041v0bSN70aGjFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJKOZIhveNAQEEBQADGYEAUQYQiNIst6hT
XFDxe7180d3Uyt3Dmf7KE/AmUVOPif2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/IcjzbBYXLvih45ASWG3TRV2WVKyWs89rPPXubhKxggEeTvilgpuS+gXrIgjW
WVZdOnlfXhMacoflgnnEmweIzmrgXBs=
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Certificate imported successfully.
Issued by : C= , sT= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788

Example 2: The following example imports a certificate signed by the Certification Authority for
HTTPS, and the RSA key-pair.

switchxxxxxx (config)# crypto certificate 1 import
Please paste the input now, add a period (.) on a separate line after the input,and press
Enter.

ACnrgImEG1XkwxBuZUlAO9NHg9IGIsnkf7/MauGPVaxt5vEDEf77uQ5CPf49JWQhu07cVXh
20wrBhJgB69vLUl1JujM9pl IXFpMk8gR3NS7Jz1 InYAWJHKKbEZBMSKSAG+t /UzVxevKK6H
TGB7vMxi+hv1bL9zygvmQ6+/6QfgA51c4nP/8a6NjO/Z0OAgVNAMKNr2Wa+tGUOoOAgLOb/C
11E0gzpCg5mT7+VOFhPS04dUU+NwLv1YCb1Fb7MFoAaON+y+2NwoGp0pxOvDASENY17gsZ
MWmCfXu52/IxC7fD8FWxEBtks4V81Xgqa7K6ET657xS7Tm8yTIFLZIyVawGXKnIUs6uTzhhW
dKWWcOe/vwMgPtL1WyxWynnaPO0fAJ+PawOAdsK75bo79NBim3HcNVXhWNzgfg2s3AYCRBx
WuGoazpxHZ0s4+7swnNZtS0xI4ek43d7RaoedGK1jhPgLHUzXHUon7Zx15CUtP3sbH1+XT
B3u4EEcEngYMewy5obnlvnEFSot+d5JHuRwzEaRAIKfbHa34alVJaN+2AMCbOhpI3IkreYo
A8Lk6UMOUIQaMnhYf+RyPXhPOQs01PpIPHKBGT16p]39XMviyRXvSpn5+eIYPhve5jYaEn
UeOnVZRhNCVNnruJAYXSLhjApf5iIQrl1Jidb/mvVt8+zpgcCUIHCWQgsMrNFOFrSpcbHU5V4
ZX49md9tTJI2mhekoQf1dwUZbfYkRYsK70ps8u7BtgpRESRUr7g0LfzhzMuswoDSnB65pkC
gl7yZnBeRSO0zrUDgHLLRf zwjwmxjmwObxYfRGMLp4=

MIGHAOGBAMVUFgfJYLbUzmbm6UoLD3ewHYd1 ZMXY4A3KLF2SXUd1TIXg84aMESDI1itSfB2
Cagy40B5InhgAobBKCI96VRsUe2rzoNG4QDkj2L9ukQOvoFBYNmbzHc7a+7043wfVmH+QOX £
TbnRDhIMVrZJGbz11c9IzGky1121Xmicy0/nwsXDAGE]

MIIBkzCB/QIBADBUMQOswCQYDVQQOGEwWIgIDEKMAgGA1UECBMBIDEKMAGGAIUEBXMB
IDEVMBMGA1UEAXMMMTAUNS4 yMzQuMjA5SMQowCAYDVQQKEWEgMQowCAYDVQQLEWEG
MIGEfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDK+beogIcke73sBSL7tC2DMZrY
00g9XM1AxXfOigL1QJHd4xP+BHGZWw Ik JKjUDBpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRM5LPkaOL/halpYxp7EWAt51DBzSw5s041v0bSN70aGjFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJK0ZIThvcNAQEEBQADgYEAUQYQiNJIst6hI
XFDxe7I180d3Uyt3Dmf7KE/AmUVOP1f2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/Ic)zbBYXLvih45ASWG3TRV2WVKyWs89rPPXuShKxggEe TvilqpuS+gXrIgiW
WVZdOnlfXhMacoflgnnEmweIzmrgXBs=

Certificate imported successfully.
Issued by : ¢C= , ST= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788

Example 3 - Import certificate with encrypted key

switchxxxxxx (config)# encrypted crypto certificate 1 import

wJIJj/tFEI/Z3GFkT15C+SFOeSyTxnSsfssNo9CoHJI6X9JglSukjtXU49kaUbTjoQVQatz
AdQwgWM5mnjUhUaJIMM3WErApY 7HaBL31SXS9jDVrf++Q/KKhVH6Px1v6cKvYYzHg43Unm
CNI2n5zf9%901isMHOU6gsIDs4ysWVD1zNgoVQwD7RgKpLOwo3+YVEVS6XCB7pDb7iPePefab
GD/crN28vTLGE/NpyKoOhdAMRUwEQoapMo0Py2Cvy+sqLiv4ZKck1FP1sVEV7X7sh+zVa3
We84pmzyjGiY9S0tPABSGhJ2xDNcqTyvUpffFEJIYrdGKGybgD00o3tD/10UQ3UJgxDbGYw
allLoavSjMYiWkdP]j fcbn5MVRAUS1ApCQIXWv3MYC8GQ4HDa6UDN6aoUBalUhgj T+REWWO
DXpJdmvmX4T/uS5W4DPVELQTHYETxgQKNEr107gRi2yyLecybUokh+SP+XuRkG4IKnn8KyHt z
XeoDojSe60YOQww2RONAqnZsZPgrDzj0zTDL8gvykurfW4jWadcvlSclhDEFtHH7NADLIQ
FkPFNAKvFMcYimidapG+RwcOm31KBLCEpPNXpFEE3vIimCeyNlpPe6eSqMcBXa2VmbInutuP
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CzZM9270xkb41g+U50YQOxGhMK70EzTmES1FALOMfgvODHZNR41t4KggcSjSWPQeYSzB+4PW
Omy4fTF4wQdvCLy+W1vEP1jWPbrdCNxIS13RWucNekrm9uf52uhdlFASwE8XwSRIWUAG8g
zZFRmDMHPtey9ALO2alpwjpHOPbJKiCMdjHT94ugkF30eyeni9sGN6Y063IvuKByOnbWsA
J0sxrvt3g6cbKIYozMQOESLsgxLNVQIH4BhPtUz+LNgYWb3V5SI8D8kRejgBMOeaCyJsvLFE
+yAISXABZATPqz017FNMzhIrXvCqcCCCx+JbgP1PwYTDyD+m2H5v8Yv6sT3y7£2C9+5/Sn
VE8JpTLMWEGVFOUIQwIObA8HATKA2XE3R5Z2r1do0eUrXQUkuRxLAHki fD7ZHrE7udOmTiP9
W3PgtJzbtjjvMim5/C+hoC60LNP6gqpO0TENn78EdfaHpMMutMF0leKuzizenZQ==

MIGJAOGBAMoCaK+b9hTgrzEeWjdz55FoWwV8s54k5VpuRtvle5rlzp7kzILomvCCXk6J9¢
kkr+TMfX63b9t5RgwGPgWeDHWw3g5Q0kagIinzz1lh7j2+A++mwCsHui1BhpFNFY /gmENiGq9f
puukcnoTvBNvz7z3VOxvohwlUHMTOeO+QSbe 7TWwVAgMBAAE=

MIICHDCCAYUCEFCcI4/dhLsUhTWxOwbzngMwDQYJKoZIhveNAQEEBQAWT ZELMAKG
AlUEBhMCICAxCJjAIBgNVBAgTASAxCJAIBgNVBACTASAXEDAOBgNVBAMTBzAUMC4w
LjAxXCJAIBgNVBAOTASAXCJAIBgNVBASTASAWHhCNMT IWNT IxMTI1NzE2WhcNMTMw
NTIxXMTIINzE2WjBPMQOswCQYDVQQGEwIgIDEKMAgGA1UECBMBIDEKMAGGA1UEBxMB
IDEQMA4GA1UEAxXMHMC4wLjAUMDEKMAgGA1UEChMBIDEKMAGGA1UECXMBIDCBNnzAN
BgkghkiG9wOBAQEFAAOB]QAWgYkCgYEAYgJor5v2FOCVMR5aN3PnkiWhbBXyzniT1
Wm5G2/V7mvXOnuTMgvga8IJeTonlySSv5oMx9frdv231GDAY+BZ4MfDer1CRqoifP
PWHUPb4D76bAKwe 6LUGGkKUOVI+CYQ2Tarl+m66RyehO8E2/PvPdUT7G/gHDVQCcxM5
475BJt7tbBUCAWEAATANBgkghkiGI9wOBAQQFAAOBgQBOknTzas7HniIHMPeC5yCO
2rd7c+zgQ0eledCpEvV10OC0QGvPa72pz+m/zvoFmAC5W)QngQMMwH8 rNdvrfaSyE
dkB/761PpeKkUtgyPHEfTzfSMcJdBOPPnpQcqbxCFh9QSNad4ENSXgC5pNDO2RHXEx
wS1XJGrhMUoNGz1BY5DJWw==

Certificate imported successfully.
Issued by : C= , sT= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788
Example 3 - Import certificate with encrypted key
encrypted crypto certificate 1 import

wJIJj/tFEI/Z3GFkT15C+SFOeSyTxnSsfssNo9CoHJI6X9JglSukjtXU49kaUbTjoQVQatz
AdQwgWM5mnjUhUaJd1IMM3WE rApY 7HaBL31iSXS93DVrf++Q/KKhVH6Px1v6cKvYYzHg43Unm
CNI2n5zf901isMHOU6gsIDs4ysWVD1zNgoVQwD7RgKpLOwo3+YVEVS6XCB7pDb7iPePefab
GD/crN28vTLGE/NpyKoOhdAMRuwEQoapMoO0Py2Cvy+sqLiv4ZKck1FP1sVEV7X7sh+zVa3
WeB84pmzyjGiY9SO0tPABSGhJI2xDNcqTyvUpf fFEJIYrdGKGybgD0o3tD/10UQ3UJgxDbGYw
aLlLoavSjMYiWkdPj fcbn5MVRAUS1ApCQIXWv3MYC8GQ4HDa6UDN6aoUBalUhg]j T+REWWO£2C9+5/Sn
VE8JpTLMWEGVFOUIQwIObA8HATKA2XE3R5Z2r1do0eUrXQUkuRxLAHki fD7ZHrE7udOmTiP9
W3PgtJzbtjjvMim5/C+hoC60LNP6gqpO0TENn78EdfaHpMMutMF0leKuzizenZQ==

MIGJAOGBAMoCaK+b9hTgrzEeWjdz55FoWwV8s54k5VpuRtvle5rlzp7kzILomvCCXk6J9¢
kkr+TMfX63b9t5RgwGPgWeDHWw3g5Q0kagIinzz1lh7j2+A++mwCsHui1BhpFNFY /gmENiGq9f
puukcnoTvBNvz7z3VOxvohwlUHMTOeO+QSbe 7TWwVAgMBAAE=

MIICHDCCAYUCEFCcI4/dhLsUhTWxOwbzngMwDQYJKoZIhvecNAQEEBQAWT ZELMAKG
AlUEBhMCICAxCJjAIBgNVBAgTASAxCJAIBgNVBACTASAXEDAOBgNVBAMTBzAUMC4w
LjAxXCJAIBgNVBAOTASAXCJAIBgNVBASTASAWHhCNMT IWNT IxMTI1NzE2WhcNMTMw
NTIxXMTI1INzE2WjBPMOswCQYDVQQGEwWIgIDEKMAgGGA1UECBMBIDEKMAGGA1UEBXMB
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. crypto certificate import

IDEQMA4GA1UEAxXMHMC4wLjAuUMDEKMAGGA1UEChMBIDEKMAGGA1UECXMBIDCBNnzAN
BgkghkiGOwOBAQEFAAOBIQAWgYkCgYEAYygJor5v2FOCVMR5aN3PnkWhbBXyzniT1
Wm5G2/V7mvXOnuTMgvga8IJeTonlySSvSoMx9frdv231GDAY+BZ4MfDer1CRqoi fP
PWHUPb4D76bAKwe 6LUGGkKUOVI+CYQ2TIarl+m66Ryeh0O8E2/PvPdUT7G/gHDVQCcxM5
475BJt7tbBUCAWEAATANBgkghkiGI9wOBAQQFAAOBgQBOknTzas7HniIHMPeC5yCO
2rd7c+zgQ0eledCpEvV10OC0QGvPa72pz+m/zvoFmAC5W)QngQMMwH8 rNdvrfaSyE
dkB/761PpeKkUtgyPHEfTzfSMcJdBOPPnpQcqbxCFh9QSNadENSXgC5pNDO2RHXEx
wS1XJGrhMUoNGz1BY5DJWw==

Certificate imported successfully.
Issued by : C= , sT= , L=, CN=0.0.0.0, O= , OU=
Valid From: Jan 24 18:41:24 2011 GMT
Valid to: Jan 24 18:41:24 2012 GMT
Subject: C=US , ST= , L= , CN=router.gm.com, O= General Motors, OU=
SHA1l Finger print: DC789788 DC88A988 127897BC BB789788
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show crypto certificate

The show crypto certificate Privileged EXEC mode command displays the device SSL certificates and
key-pair for both default and user defined keys.

Syntax

show crypto certificate [mycertificate] [number]

Parameters

» number—Specifies the certificate number. (Range: 1,2)

» mycertificate—Specifies that only the certificate will be displayed

Default Configuration

displays both keys.

Command Mode

Privileged EXEC mode

Examples

The following example displays SSL certificate # 1 present on the device and the key-pair.

switchxxxxxx# show crypto certificate 1
Certificate 1:
Certificate Source: Default

dHmUgUm9vdCBDZXJ0aWZpZXIwXDANBgkghkiGOwOBAQEFAANLADBIAKEAP4HS
nnH/xQSGA2ffkRBwU2XIxb7n8VPsTmlxyJltllalGagchfMggeOkmfhcoHSWr
yE1FpDOMWOTgDAWIDAQAB04IBojCCAZ4WEWYJKWYBBAGCNXQCBAYeBABDAEEW
CwROPBAQDAgFGMA8GA1UJEWEB/wQFMAMBAf8wHQYDVROOBBYEFA£4MT9BRD4 7
ZVKBAEL9Ggp+6MIIBNgYDVROfBIIBLTCCASkwgdKggc+ggcyGgclsZGFwOi8v
LOVByb3h5JTIwU29mdHdhcmUIMjBSb290JTIwQ2VydGlmaWVyLENOPXN1cnZl

-—--BEGIN RSA PRIVATE KEY-----
ACnrgImEG1XkwxBuZUlAO9nHg9IGIsnkf7/MauGPVaxt5vEDE77uQ5CPE£49IWQhu07cvVXh
20wrBhJgB69vLULlJujMOpl IXFpMk8gR3NS7Jz1 InYAWIHKKbEZBMsKSAG+t /UzVxevKK6H
TGB7vMxi+hv1bL9zygvmQ6+/6QfqA51c4nP/8a6NjO/ZOAgVNAMKNr2Wa+tGUOOAgLOb/C
11EogzpCg5mT7+VOFhPS04dUU+NwLv1YCblFb7MFoAaON+y+2NwoGpOpxOvDASENY17gsZ
MWmC £fXu52/IxC7fD8FWxEBtks4V81Xgqa7K6ET657xS7m8yTIFLZIyVawGXKnIUs6uTzhhW
dKWWcOe/vwMgPtL1WyxWynnaPO0fAJ+PawOAdsK75b079NBim3HcNVXhWNzgfg2s3AYCRBx
WuGoazpxHZ0s4+7swnNzZtS0xI4ek43d7RaoedGK1jhPgLHUzXHUon7Zx15CUtP3sbH1+XT
B3u4EEcEngYMewySobnlvnFSot+d5JHuRwzEaRAIKfbHa34alvJaN+2AMCbOhpI3TkreYo
AB8Lk6UMOUIQaMnhYf+RyPXhPOQsO1lPpIPHKBGTi6pj39XMviyRXvSpn5+eIYPhve5jYaEn
UeOnVZRhNCVNnruJAYXSLhjApf5iIQrl1JiJb/mVt8+zpgcCUIHCWQgsMrNFOFrSpcbHU5vV4
ZX49md9tTJI2mhekoQf1dwUZbfYkRYsK70ps8u7BtgpRESRUr7g0LfzhzMuswoDSnB65pkC
gl7yZnBeRS0zrUDgHLLRf zwjwmx jmwObxYfRGMLp4=

MIGHAOGBAMVUFgfJYLbUzmbm6UoLD3ewHYd1ZMXY4A3KLF2SXUd1TIXg84aMESDIitSERB2
Cay40B5InhgRAobBKCI96VRsUe2rzoNG40QDkj2L9ukQOvoFBYNmbzHc7a+7043wfVmH+QOXf
TobnRDhIMVrZJGbz11c9IzGkyl1l21Xmicy0O/nwsXDAgE]
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. show crypto certificate

Issued by: www.verisign.com

Valid from: 8/9/2003 to 8/9/2004

Subject: CN= router.gm.com, 0= General Motors, C= US
Finger print: DC789788 DC88A988 127897BC BB789788
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