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Introduction

This chapter contains the following sections:

* Product Notes, on page 2

* Overview, on page 3

» User Privilege Levels, on page 4

* CLI Command Modes, on page 5

* Interfaces for Debug Access, on page 7

* Accessing the CLI, on page 8

* CLI Command Conventions, on page 10

* Editing Features, on page 11

* Interface Naming Conventions, on page 13
* [Pv6z Address Conventions, on page 15

» Loopback Interface, on page 16

* Managing Ports Via CLI, on page 18

* Remote [P Address and OOB Port, on page 19
* PHY Diagnostics, on page 20

* CLI Output Modifiers, on page 21
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Product Notes

This CLI guide provides CLI commands and guidelines for the CBS 350 Stacking and Non-Stacking switches.
These product line supports 2 "sub-types" - the devices in the first sub-type support 10GigabitEthernet on all
ports, the devices of the 2nd subtype support 10GigabitEthernet only on the uplink ports. Besides a few CLI
commands, which will be mentioned below, the CLI commands included in this document can be applied to
both "subtypes". Following are the notes and differences in CLI command support in regards to these product
lines:

* Ports types—
* The "all 10G" port subtype support ports with TengigabitEthernet (XG) speed.

* The "10G uplink" port subtype can support different network ports type of: Gigabitethernet (GE),
2.5 Gigabit Ethernet (TW) and 5 Gigabit Ethernet (FI); In addition these devices support 4 XG
uplink ports.

CLI examples in this document use the GE port type in examples, but the same commands can be applied
to TW, FI or XG port types, unless there is a difference in feature implementation between port types.

* Speed and negotiation settings—Each port type supports the negotiation and speed setting relevant to
the port type. For example a GE interface does not support speed or negotiation of 10G interface.

* OOB interface—The "all 10G" port subtype supports an OOB interface, while the "10G uplink port
subtype does not. Therefore, OOB as a configurable interface is relevant only to the "all 10G" port
subtype. For devices that support OOB — DHCP client and default IP address (192.168.1.254) are applied
to the OOB port and not to the default VLAN.

» Power Over Ethernet—PoE is supported on some of the "10G uplink" port subtype devices and not on
the "all 10G" port subtype devices. Therefore PoOE commands are relevant only to the "10G uplink" port
subtype.

* Stacking—On both subtypes only 10G interfaces can be defined as stacking interfaces. Short reach and
energy detect—Short Reach is always enabled on the "all 10G" port subtype devices and TW and FI
ports (all SKUs); Energy Detect is always enabled on XG ports of the "all 10G" port subtype devices;
For all other interface types- both of these features can be enabled or disabled (default is disabled).

* MAC address aging time—The maximum value for "all 10G" port subtype devices is 630 seconds, while
the maximum value for "10G uplink" port subtype devices and Hybrid mode stack is 400 seconds. The
default value for both subtypes is the same — 300 seconds.

* [Pv6 tunnels—IPv6 Manual, 6to4 and ISATAP routing tunnels are supported on the "all 10G" port
subtype devices, and are not supported on "10G uplink” port subtype devices.

* System Router Resources—The default values stated in command are for the "10G uplink" port subtype
devices. The "all 10G" port subtype devices supports the following default values:

* policy-ip-entries—16
* policy-ipv6-entries—16

* VLAN mapping entries —32
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Overview

The CLI is divided into various command modes. Each mode includes a group of commands.
These modes are described in CLI Command Modes, on page 5.
Users are assigned privilege levels. Each user privilege level can access specific CLI modes.

User levels are described in the section below.
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User Privilege Levels

Users can be created with one of the following user levels:

* Level 1—Users with this level can only run User EXEC mode commands. Users at this level cannot
access the web GUI or commands in the Privileged EXEC mode.

» Level 7—Users with this level can run commands in the User EXEC mode and a subset of commands
in the Privileged EXEC mode. Users at this level cannot access the web GUI.

* Level 15—Users with this level can run all commands. Only users at this level can access the web GUI.

A system administrator (user with level 15) can create passwords that allow a lower level user to temporarily
become a higher level user. For example, the user may go from level 1 to level 7, level 1 to 15, or level 7 to
level 15.

The passwords for each level are set (by an administrator) using the following command:
enable password [level privilege-level]{password|encrypted encrypted-password}

Using these passwords, you can raise your user level by entering the command: enable and the password for
level 7 or 15. You can go from level 1 to level 7 or directly to level 15. The higher level holds only for the
current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with command level 15,
can create users at this level.

Example—Create passwords for level 7 and 15 (by the administrator):

switchxxxxxx#configure

switchxxxxxx<conf># enable password level 7 level7@aBc
switchxxxxxx<conf># enable password level 15 levell5@aBc
switchxxxxxx<conf>#

Create a user with user level 1:

switchxxxxxx#configure
switchxxxxxx<conf> username john password Johnl234 privilege 1
switchxxxxxx<conf>

Example 2— Switch between Level 1 to Level 15. The user must know the password:

switchxxxxxx#

switchxxxxxx# enable

Enter Password: ****** (this is the password for level 15
- Levell5@abc)

switchxxxxxx#

)

Note If authentication of passwords is performed on RADIUS or TACACS+ servers, the passwords assigned to
user level 7 and user level 15 must be configured on the external server and associated with the $enable7$
and $enable15$ user names, respectively
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CLI Command Modes

The CLI is divided into four command modes. The command modes are (in the order in which they are
accessed):

* User EXEC mode
* Privileged EXEC mode

* Global Configuration mode

Each command mode has its own unique console prompt and set of CLI commands. Entering a question mark
at the console prompt displays a list of available commands for the current mode and for the level of the user.
Specific commands are used to switch from one mode to another.

Users are assigned privilege levels that determine the modes and commands available to them.

User EXEC Mode

Users with level 1 initially log into User EXEC mode. User EXEC mode is used for tasks that do not change
the configuration, such as performing basic tests and listing system information.

The user-level prompt consists of the switch host name followed by a #. The default host name is switchxxxxxx
where xxxxxx is the last six digits of the device’s MAC address, as shown below

switchxxxxxx#

The default host name can be changed via the hostname command in Global Configuration mode.

Privileged EXEC Mode
A user with level 7 or 15 automatically logs into Privileged EXEC mode.

Users with level 1 can enter Privileged Exec mode by entering the enable command, and when prompted, the
password for level 15.

To return from the Privileged EXEC mode to the User EXEC mode, use the disable command

Global Configuration Mode

The Global Configuration mode is used to run commands that configure features at the system level, as opposed
to the interface level.

Only users with command level of 7 or 15 can access this mode.

To access Global Configuration mode from Privileged EXEC mode, enter the configure command at the
Privileged EXEC mode prompt and press Enter. The Global Configuration mode prompt, consisting of the
device host name followed by (config)#, is displayed:

switchxxxxxx(config)#

Use any of the following commands to return from Global Configuration mode to the Privileged EXEC mode:
* exit
* end

e Ctrl+Z

Cisco Business Switches 350 Series CLI Guide .



. CLI Command Modes

Introduction |

The following example shows how to access Global Configuration mode and return to Privileged EXEC
mode:

switchxxxxxx#
switchxxxxxx# configure
switchxxxxxx (config)# exit
switchxxxxxx#

Interface or Line Configuration Modes

Various submodes may be entered from Global Configuration mode. These submodes enable
performing commands on a group of interfaces or lines.

For instance to perform several operations on a specific port or range of ports, you can enter
the Interface Configuration mode for that interface.

The following example enters Interface Configuration mode for vlanl and then sets their
speed:

The exit command returns to Global Configuration mode.

switchxxxxxx#

switchxxxxxx# configure

switchxxxxxx (config)# interface range vlanl
switchxxxxxx (config-if) #speed 10
switchxxxxxx (config-if) fexit

switchxxxxxx (config) #

The following is a sample of some of the available submodes:

* Interface—Contains commands that configure a specific interface (port, VLAN, port channel, or tunnel)
or range of interfaces. The Global Configuration mode command interface is used to enter the Interface
Configuration mode. The interface Global Configuration command is used to enter this mode.

* Line Interface—Contains commands used to configure the management connections for the console,
Telnet and SSH. These include commands such as line timeout settings, etc. The line Global Configuration
command is used to enter the Line Configuration command mode.

* VLAN Database—Contains commands used to configure a VLAN as a whole. The vlan database Global
Configuration mode command is used to enter the VLAN Database Interface Configuration mode.

* Management Access List—Contains commands used to define management access-lists. The management
access-list Global Configuration mode command is used to enter the Management Access List
Configuration mode.

* MAC Access-List, [IPv6 Access List, IP Access List—Configures conditions required to allow traffic
based on MAC addresses, [Pv6 address and IPv4 address, respectively. The mac access-list, ipv6 access-list
and ip access-list Global Configuration mode commands are used to enter the these configuration mode.

To return from any Interface Configuration mode to the Global Configuration mode, use the exit command.
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Interfaces for Debug Access

In addition to the standard CLI interface modes detailed above, the device supports additional interfaces for
device debug access. These interlaces are intended to be used by a Cisco Support Team personnel, in cases
where it is required to debug device’s behavior. These interfaces are password protected. The passwords are

held by the Cisco support team.
The device supports the following debug interfaces:
» U-BOOT access during boot sequence (access is possible only via serial console terminal)
* Linux Kernel access during boot sequence (access is possible only via serial console terminal)

* Run time debug modes - allows Cisco Support Team personnel to view device settings, and to apply
protocol and layer 1 debug commands and settings (access is possible via serial, telnet or SSH console

terminal)
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Accessing the CLI

The CLI can be accessed from a terminal or computer by performing one of the following tasks:

* Running a terminal application, such as HyperTerminal, on a computer’s com port that is directly
connected to the switch’s console port, or

* Running a Telnet session from a command prompt on a computer with a network connection to the
switch.

» Using SSH from an application that supports SSH client running on a computer with a network connection
to the switch.

)

Note Telnet and SSH are disabled by default on the switch.

If access is via a Telnet or SSH connection, ensure that the following conditions are met before using CLI
commands:

* The switch has a defined IP address
* Corresponding management access is enabled.

* There is an IP path such that the computer and the switch can reach each other

Using HyperTerminal over the Console Interface

Some of the devices in this product line support a single RJ45 console management interface, while other
devices in this product line supports a dual console management interface - mini USB and an RJ45 port. The
RJ45 interface provides a direct connection to a computer’s serial port using a standard DB-9 null-modem or
crossover cable. If Both min USB and RJ45 are connected, on the devices that support dual management
interfaces, the mini USB interface has precedence

\)

Note Mini USB interface will become active a few seconds after device is turned on/rebooted

After the computer and switch are connected, run a terminal application to access the CLI. The terminal
emulator must be configured to databits=8 and parity=none.

Click Enter twice, so that the device sets the serial port speed to match the PC's serial port speed.

When the CLI appears, enter cisco at the User Name prompt and then enter cisco for the Password prompt.

)

Note Ifthis is the first time that you have logged on with the default username and password, the device will display
a prompt to change username and Password. The new password needs to comply to password complexity
rules.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage the switch. For detailed
information on CLI commands, refer to the appropriate chapter(s) of this reference guide.
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Using Telnet over an Ethernet Interface

Telnet provides a method of connecting to the CLI over an IP network.

To establish a telnet session from the command prompt, perform the following steps

Step 1 Click Start, then select All Programs > Accessories > Command Prompt to open a command prompt.
Step 2 At the prompt, enter telnet 1<IP address of switch>, then press Enter.
Step 3 CLI will be displayed..

Step 4 When the CLI appears, enter the defined username at the User Name prompt and then enter the defined password at the
Password prompt.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage the switch.

For detailed information on CLI commands, refer to the appropriate chapter(s) of this reference guide.
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CLI Command Conventions

When entering commands there are certain command entry standards that apply to all commands. The following
table describes the command conventions.

Convention

Description

[]

In a command line, square brackets indicate an optional entry.

{3

In a command line, curly brackets indicate a selection of compulsory parameters
separated the | character. One option must be selected. For example, flowcontrol
{autolon|off} means that for the flowcontrol command, either auto, on, or off must
be selected

"" (inverted commas)

When the input string contains space and/or reserved words (i.e. VLAN), put the
string in inverted commas.

parameter

Italic text indicates a parameter.

press key

Names of keys to be pressed are shown in bold.

Ctrl+F4

Keys separated by the + character are to be pressed simultaneously on the keyboard

Screen Display

Fixed-width font indicates CLI prompts, CLI commands entered by the user, and
system messages displayed on the console.

all

When a parameter is required to define a range of ports or parameters and all is an
option, the default for the command is all when no parameters are defined. For
example, the command interface range port-channel has the option of either entering
a range of channels, or selecting all. When the command is entered without a
parameter, it automatically defaults to all.

text

When free text can be entered as a parameter for a command (for example in
command: snmp-server contact) if the text consists of multiple words separated by
blanks, the entire string must appear in double quotes. For example: snmp-server
contact "QA on floor 8"
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Editing Features

Entering Commands

A CLI command is a series of keywords and arguments. Keywords identify a command, and arguments specify
configuration parameters. For example, in the command show interfaces status Gigabitethernet 1, show,
interfaces and status are keywords, Gigabitethernet is an argument that specifies the interface type, and1
specifies the port.

To enter commands that require parameters, enter the required parameters after the command keyword. For
example, to set a password for the administrator, enter:

switchxxxxxx(config)# username admin password Alansmith1

When working with the CLI, the command options are not displayed. The standard command to request help
is ?

There are two instances where help information can be displayed:

» Keyword lookup—The character ? is entered in place of a command. A list of all valid commands and
corresponding help messages are is displayed

* Partial keyword lookup—If a command is incomplete and or the character ? is entered in place of a
parameter, the matched keyword or parameters for this command are displayed.

Terminal Command Buffer

Every time a command is entered in the CLI, it is recorded on an internally managed Command History buffer.
Commands stored in the buffer are maintained on a First In First Out (FIFO) basis. These commands can be
recalled, reviewed, modified, and reissued. This buffer is not preserved across device resets.

Keyword Description

Up-Arrow key Recalls commands in the history buffer, beginning with the most recent
command. Repeat the key sequence to recall successively older commands.

Down-Arrow key Returns to more recent commands in the history buffer after recalling
commands with the up-arrow key. Repeating the key sequence will recall
successively more recent commands.

By default, the history buffer system is enabled, but it can be disabled at any time. For more information on
enabling or disabling the history buffer, refer to the history command.

There is a standard default number of commands that are stored in the buffer. The standard number of 10
commands can be increased to 216. By configuring 0, the effect is the same as disabling the history buffer
system. For more information on configuring the command history buffer, refer to the history size command.

To display the history buffer, refer to the show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword no can be entered to cancel the effect of a command
or reset the configuration to the default value. This Reference Guide provides a description of the negation
effect for each CLI command.
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Command Completion

If the command entered is incomplete, invalid or has missing or invalid parameters, then the appropriate error
message is displayed. This assists in entering the correct command. By pressing Tab after an incomplete
command is entered, the system will attempt to identify and complete the command. If the characters already
entered are not enough for the system to identify a single matching command, press ? to display the available
commands matching the characters already entered.

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI commands. The following table describes
the CLI shortcuts.

Keyboard Key Description

Up-arrow Recalls commands from the history buffer, beginning with the most recent
command. Repeat the key sequence to recall successively older commands.

Down-arrow Returns the most recent commands from the history buffer after recalling
commands with the up arrow key. Repeating the key sequence will recall
successively more recent commands.

Ctrl+A Moves the cursor to the beginning of the command line.

Ctrl+E Moves the cursor to the end of the command line.

Ctrl+Z / End Returns back to the Privileged EXEC mode from any configuration mode.
Backspace Deletes one character left to the cursor position.

Copying and Pasting Text

Up to 1000 lines of text (or commands) can be copied and pasted into the device.

\)

Note 1t is the user’s responsibility to ensure that the text copied into the device consists of legal commands only.

When copying and pasting commands from a configuration file, make sure that the following conditions exist:
* A device Configuration mode has been accessed.
The commands contain no encrypted data, like encrypted passwords or keys. Encrypted data cannot be copied

and pasted into the device except for encrypted passwords where the keyword encrypted is used before the
encrypted data (for instance in the enable password command).
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Interface Naming Conventions

Interfaces on the device can be one of the following types:

* Gigabit Ethernet (10/100/1000 kbits) ports—These can be written as either GigabitEthernet or gi or GE.

* 2.5 Gigabit Ethernet (10/100/1000/25000 kbits) ports—These can be written as either
TwoPointFiveGigabitEthernet or tw.

* 5 Gigabit Ethernet (10/100/1000/25000/50000 kbits) ports—These can be written as either
FiveGigabitEthernet or fi.

* LAG (Port Channel)—Written as either Port-Channel or po.
* VLAN—Written as VLAN
* Tunnel—Written as tunnel or tu

* OOB—Written as OutOfBand or oob

Within the CLI, interfaces are denoted by concatenating the following elements:

* Type of Interface—As described above

* Unit Number—Unit in stack.

* Slot Number—The slot number is always 0.

* The syntax for interface names in stacking mode is:
{<port-type>[ ][<unit-number>/]<slot-number>/<port-number>} | {port-channel | po |
[ 1<port-channel-number> |
{tunnel | tu}[ ]<tunnel-number> | vlan[ ]<vlan-id>

* Interface Number—Port, LAG, tunnel or VLAN numbers

Samples of these various options are shown in the example below:

switchxxxxxx (config) #interface GigabitEthernet 1
switchxxxxxx (config) #interface GE 1
switchxxxxxx (config) #interface TwoPointFiveGigabitEthernet
switchxxxxxx (config) #interface pol

switchxxxxxx (config) # interface vlan 1

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range command has the
following syntax:

<interface-range> ::=

{<port-type>[
][<unit-number>/]<slot-number>/<first-port-number>] -
<last-port-number]} |

port-channel[ ]<first-port-channel-number>| -
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<last-port-channel-number>] |
tunnel| |<first-tunnel-number>[ - <last-tunnel-number>] |
vlan[ J<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

switchxxxxxx#configure

switchxxxxxx (config-if)#interface range gil-5g

List of Multiple Interface Types

A combination of interface types can be specified in the interface range command in the following format:
<range-list> ::= <interface-range> | <range-list>, <interface-range>

Up to five ranges can be included.

)

Note Range lists can contain either ports and port-channels or VLANs. Combinations of port/port-channels and
VLANS are not allowed.

The space after the comma is optional.
When a range list is defined, a space after the first entry and before the comma (,) must be entered.

A sample of this command is shown in the example below:

switchxxxxxx#configure
switchxxxxxx (config) #interface range gil-5, vlan 1-2

. Cisco Business Switches 350 Series CLI Guide



| Introduction
IPv6z Address Conventions .

IPv6z Address Conventions

The following describes how to write an IPv6z address, which is a link-local IPv6 address.

The format is: <ipv6-link-local-address>%-<egress-interface>

where:

egress-interface (also known as zone) = vlan<vlan-id> | po<number> | tunnel<number> | port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress interface = 0 is equal
to not defining an egress interface.

The following combinations are possible:

* ipv6_address%egress-interface—Refers to the IPv6 address on the interface specified.
* ipv6_address%0—Refers to the IPv6 address on the single interface on which an IPv6 address is defined.

* ipv6_address—Refers to the IPv6 address on the single interface on which an IPv6 address is defined.
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Loopback Interface

When an IP application on a router wants to communicate with a remote IP application, it must select the
local IP address to be used as its IP address. It can use any IP address defined on the router, but if this link
goes down, the communication is aborted, even though there might well be another IP route between these
IP applications.

The loopback interface is a virtual interface whose operational state is always up. If the IP address that is
configured on this virtual interface is used as the local address when communicating with remote IP applications,
the communication will not be aborted even if the actual route to the remote application was changed.

The name of the loopback interface is loopback].

A loopback interface does not support bridging; it cannot be a member of any VLAN, and no layer 2 protocol
can be enabled on it.

Layer 3 Specification
IP Interface
IPv4 and IPv6 addresses can be assigned to a loopback interface.

The IPv6 link-local interface identifier is 1.

Routing Protocols

A routing protocol running on the switch supports the advertising of the IP prefixes defined on the loopback
interfaces via the routing protocol redistribution mechanism.

Configuration Examples
Static Routing

The following example shows you how to configure IP on a switch with static routing:

Switch# configure terminal
Switch(config)# interface vlan 1
Switch (config-if)# ip address 10.10.10.2 /24

Switch (config-if)# ipv6 address 2001:DB8:2222:7270::2312/64
Switch (config-if)# exit

Switch(config)# interface vlan 2

Switch (config-if)# ip address 10.11.11.2 /24

Switch (config-if)# ipv6é address 2001:DB8:3333:7271::2312/64
Switch (config-if)# exit

Switch(config)# interface loopback 1

Switch (config-if)# ip address 172.25.13.2 /32

Switch (config-if)# ipv6é address 2001:DB8:2222:7272::72/128
Switch (config-if)# exit

Switch (config)# ip route 0.0.0.0/0 10.10.11.1

Switch (config)# ip route 10.11.0.0 /16 10.11.11.1

Switch (config)# ipv6 route 0::/0 2001:DB8:2222:7270::1
Switch (config)# ipv6 route 2001:DB8:3333::/48
2001:DB8:3333:7271::1

The neighbor router 10.10.11.1 should be configured with the following static route: ip route 172.25.13.2 /32
10.10.10.2.

The neighbor router 10.11.11.1 should be configured with the following static route: ip route 172.25.13.2 /32
10.11.11.2.
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The neighbor router 2001:DB8:2222:7270::1 connected to VLAN 1 should be configured with the following
static route:

ipv6 route 2001: DB8:2222:7272::72/128 2001: DB8:2222:7270::2312

The neighbor router 2001:DB8:3333:7271::1 connected to VLAN 1 should be configured with the static route
defined immediately below.

IPv6 Route 2001:DB8:2222:7272::72/128 2001:DB8:3333:7271::2312
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Managing Ports Via CLI

To access a port interface on units that support stacking, type “interfaceGigabitEthernetX/0/Z (for 1gig
interfaces), or “interface TenGigabitEthernetX/0/Y for 10gig ports with X (1-4) being the stack ID, Y for the
uplink ports number (1-4), and Z for the downlink port number; Z is between 1- 48 even for the units that
have less than 48 ports.

Fiber cableand Transceivers

Cisco brand provides a panoply a SFP modules, while our switches support other 3rd party, it is important to
pay attention on the type of fiber cable to use in conjunction with the specific SFP module.

Fiber cables can be classified in two types: Single Mode and Multimode. The main difference is the distance
they are capable of covering and their diameter. Single Mode fibers cover greater distance compared to
Multimode and has lower diameter (around 9 micrometer) while the Multimode fibers diameter is 50-62.5
micrometer.

DAC cables for Direct Attach Copper Cable, on the other hand, can be used for short distances. They are
mainly based on the Multimode-Standard type of transceivers due to the fact that the max distance they can
cover is 15m. The AOC (Active Optical Cable), however, is a different story.

When troubleshooting fiber connectivity related issues, it is important to make a distinction between SMF
(Single Mode Fiber cables), and MMF (Multimode Fiber cables) and their corresponding SFP transceivers a
given fiber can support.

Cisco has matrix that we can refer to when trying to make a determination of the correct pairing. The following
link provide some insight on Cisco 10gig SFP

Example:

The Cisco SFP-10G-SR only works with MMF type of cable of 62.5 micrometer diameter, while the Cisco
SFP-10G-LR works only with SMF type of cable. The MMF range from OM1-OMS5. OM is for Optical
Multimode. OM1 type cables have a diameter of 62.5 micrometer, while all other types (OM2-OMS5) have a
diameter of 50 micrometer.

So, it is important to know what is being done to avoid mixing them up.
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Remote IP Address and 00B Port

The switch supports an IP stack on the OutOfBand (OOB) port. This IP stack is separate from the IP stack
running on the ASIC ports, and it requires specific route table configuration

If the switch supports more than one IP interface, when you specify a remote IP address or a DNS name, you
must also specify the IP stack that is being referred to.
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PHY Diagnostics

The following exceptions exist:

* Copper Ports—PHY diagnostics are only supported on copper ports.

* 10G ports—TDR test is supported when the operational port speed is 10G. Cable length resolution is 20
meters.
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CLI Qutput Modifiers

To all show and more commands (except show technical support) an output modifier may be added as
follows:

<show/more command> | <output-modifier> <regular-expression-pattern>

The output modifiers are:

* begin: Start output from the first line that has a sequence of characters matching thegiven regular
expression pattern

« include: Includes only lines that have a sequence of characters matching the given regular expression
pattern.

« exclude: Excludes all lines that have a sequence of characters matching the given regular expression
pattern.

« count: Counts all lines that have a sequence of characters matching the given regular expression pattern
and displays the result (no other output is displayed).

Note

Only 1 output modifier can be used in each command. The remainder of the text typed in is part of the regular
expression pattern.

A regular expression is a pattern (a phrase, number, or more complex pattern). The CLI String Search feature
matches regular expressions to the show or more command output. Regular expressions are case-sensitive
and allow for complex matching requirements.

A regular expression can be a single-character pattern or a multiple-character pattern. That is, a regular
expression can be a single character that matches the same single character in the command output or multiple
characters that match the same multiple characters in the command output. The pattern in the command output
is referred to as a string. This section describes creating both single-character patterns and multiple-character
patterns. It also discusses creating more complex regular expressions, using multipliers, alternation, anchoring,
and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in the command
output. You can use any letter (A-Z, a-z) or digit (0-9) as a single-character pattern. You can also use other
keyboard characters (such as ! or ~) as single-character patterns, but certain keyboard characters have special
meaning when used in regular expressions. The following table lists the keyboard characters that have special
meanings

Character Meaning

Matches any single character, including white space.

* Matches 0 or more sequences of the pattern.
+ Matches 1 or more sequences of the pattern.
? Matches 0 or 1 occurrences of the pattern.
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Character Meaning
A Matches the beginning of the string.
$ Matches the end of the string.

To use these special characters as single-character patterns, remove the special meaning by preceding each
character with a backslash (\).

The following examples are single-character patterns matching a dollar sign, an underscore, and a plus sign,
respectively.

\$\

You can specify a range of single-character patterns to match against command output. For example, you can
create a regular expression that matches a string containing one of the following letters: a, e, i, 0, or u. Only
one of these characters must exist in the string for pattern matching to succeed. To specify a range of
single-character patterns, enclose the single-character patterns in square brackets ([ ]). For example, [aeiou]
matches any one of the five vowels of the lowercase alphabet, while [abcd ABCD] matches any one of the
first four letters of the lower- or uppercase alphabet.

You can simplify ranges by entering only the endpoints of the range separated by a dash (-).

Simplify the previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it with a backslash:
[a-dA-D\-]

You can also include a right square bracket (]) as a single-character pattern in your range, as shown here:
[a-dA-D\-\]]

The previous example matches any one of the first four letters of the lower- or uppercase alphabet, a dash, or
a right square bracket. You can reverse the matching of the range by including a caret (") at the start of the
range. The following example matches any letter except the ones listed:

[*a-dgsv]
The following example matches anything except a right square bracket (]) or the letter d:

[M\d]

Multiple-Character Patterns

When creating regular expressions, you can also specify a pattern containing multiple characters. You create
multiple-character regular expressions by joining letters, digits, or keyboard characters that do not have special
meaning. For example, a4% is a multiple-character regular expression.

With multiple-character patterns, order is important. The regular expression a4% matches the character a
followed by a 4 followed by a % sign. If the string does not have a4%, in that order, pattern matching fails.
The multiple-character regular expression a. uses the special meaning of the period character to match the
letter a followed by any single character. With this example, the strings ab, a!, or a2 are all valid matches for
the regular expression.

You can remove the special meaning of the period character by inserting a backslash before it. For example,
when the expression a\. is used in the command syntax, only the string a. will be matched.
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You can create a multiple-character regular expression containing all letters, all digits, all keyboard characters,
or a combination of letters, digits, and other keyboard characters. For example, telebit 3107 v32bis is a valid
regular expression.

Multipliers

You can create more complex regular expressions that instruct the system to match multiple occurrences of
a specified regular expression. To do so, use some special characters with your single-character and
multiple-character patterns. Table 1 lists the special characters that specify multiples of a regular expression.

Table 1: Table 1: Special Characters Used as Multipliers

Character Description

* Matches 0 or more single-character or multiple-character patterns.

+ Matches 1 or more single-character or multiple-character patterns.
? Matches 0 or 1 occurrences of a single-character or multiple-character
pattern.

The following example matches any number of occurrences of the letter a, including none:
2%

The following pattern requires that at least one letter a be in the string to be matched:

a+t

The following pattern matches the string bb or bab:

ba?b

The following string matches any number of asterisks (*):

\**

To use multipliers with multiple-character patterns, enclose the pattern in parentheses. In the following
example, the pattern matches any number of the multiple-character string ab:

(ab)*

The following pattern matches one or more instances of alphanumeric pairs, but not none (that is, an empty
string is not a match):

([A-Za-z][0-9])+

The order for matches using multipliers (¥, +, or ?) is to put the longest construct first. Nested constructs are
matched from outside to inside. Concatenated constructs are matched beginning at the left side of the construct.
Thus, the regular expression above matches A9b3, but not 9Ab3 because the letters are specified before the

numbers.

Alternation

Alternation allows you to specify alternative patterns to match against a string. You separate the alternative
patterns with a vertical bar (]). Only one of the alternatives can match the string. For example, the regular
expression codex|telebit either matches the string codex or the string telebit, but not both codex and telebit.
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Anchoring

You can instruct the system to match a regular expression pattern against the beginning or the end of the

string. You anchor these regular expressions to a portion of the string using the special characters shown in
Table 2.

Table 2: Table 2: Special Characters Used for Anchoring

Character Description

A

Matches the beginning of the string.

$ Matches the end of the string.

For example, the regular expression “con matches any string that starts with con, and $sole matches any string
that ends with sole.

In addition to indicating the beginning of a string, the * symbol can be used to indicate the logical function
not when used in a bracketed range. For example, the expression [*abcd] indicates a range that matches any
single letter, as long as it is not the letters a, b, ¢, or d.
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This chapter contains the following sections:

* aaa authentication dotlx, on page 27

» authentication open, on page 28

» clear dotlx statistics, on page 29

* data , on page 30

* description 802.1x , on page 31

* dotlx auth-not-req, on page 32

* dotlx authentication, on page 33

* dotlx credentials, on page 34

* dotlx eap-max-retrans, on page 35

* dotlx guest-vlan, on page 36

* dotlx guest-vlan enable, on page 37

* dotlx guest-vlan timeout, on page 38

* dotlx host-mode, on page 39

* dot1x max-hosts, on page 41

* dotlx max-login-attempts, on page 42

* dotlx max-req, on page 43

* dotlx page customization, on page 44

* dotlx port-control, on page 45
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* dotlx reauthentication, on page 50

* dotlx supplicant, on page 51
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* dotlx timeout tx-period, on page 62
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* dotlx traps authentication quiet, on page 64
* dotlx traps authentication success, on page 65
* dotlx unlock client, on page 66

* dotlx violation-mode, on page 67
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* show dotlx, on page 69

* show dotlx credentials, on page 74

* show dotlx locked clients, on page 75

* show dotlx statistics, on page 76

* show dotlx users, on page 78
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aaa authentication dot1x

To specify which servers are used for authentication when 802.1X authentication is enabled, use the aaa
authentication dot1x command in Global Configuration mode. To restore the default configuration, use the
no form of this command.

Syntax
aaa authentication dot1x default {radius| none| {radiusnone}}

no aaa authentication dot1x default

Parameters

« radius - Uses the list of all RADIUS servers for authentication

* none - Uses no authentication

Default Configuration

RADIUS server.

Command Mode

Global Configuration mode

User Guidelines
You can select either authentication by a RADIUS server, no authentication (none), or both methods.

If you require that authentication succeeds even if no RADIUS server response was received, specify none
as the final method in the command line.

Example

The following example sets the 802.1X authentication mode to RADIUS server authentication. Even if no
response was received, authentication succeeds.

switchxxxxxx (config)# aaa authentication dotlx default radius none
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authentication open

To enable open access (monitoring mode) on this port, use the authentication open command in Interface
Configuration mode. To disable open access on this port, use the no form of this command.

Syntax
authentication open

no authentication open

Parameters

This command has no arguments or keywords.

Default Configuration
Disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

Open Access or Monitoring mode allows clients or devices to gain network access before authentication is
performed. In the mode the switch performs failure replies received from a Radius server as success.

Example

The following example enables open mode on interface gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# authentication open
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clear dot1x statistics

To clear 802.1X statistics, use the clear dot1x statistics command in Privileged EXEC mode.

Syntax

clear dotlx statistics [interface-id]

Parameters

» interface-id—Specify an Ethernet port ID.

Default Configuration

Statistics on all ports are cleared.

Command Mode

Privileged EXEC mode

User Guidelines

This command clears all the counters displayed in the show dot1x and show dot1x statistics command.

Example

switchxxxxxx# clear dotlx statistics
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data

To specify web-based page customizing, the data command is used in Web-Based Page Customization
Configuration mode.

Syntax

data value

Parameters

» value—String of hexadecimal digit characters up to 320 characters.

Default Configuration

No user customization.

Command Mode

Web-Based Page Customization Configuration mode

User Guidelines

The command should not be entered or edited manually (unless using copy-paste). It is a part of the
configuration file produced by the switch.

A user can only customize the web-based authentication pages by using the WEB interface.

Example 1—The following example shows a partial web-based page customization configuration:

config)# dotlx page customization
config-web-page) # data 1lfeabcde
config-web-page) # data 17645874
config-web-page) # exit

switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx

Example 2—The following example shows how Web-Based Page customization is displayed when
running the show running-config command:

switchxxxxxx# show running-config

dotlx page customization
data ***xkkkk%

exit
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description 802.1x

To specify a description for an 802.1X credential structure, use the description command in Dot1x credentials
configuration mode. To remove the description, use the no form of this command.

Syntax
description text

no description

Parameters

« text—Text description. The description can be up to 80 characters.

Default Configuration

A description is not specified.

Command Mode

Dotlx credentials configuration mode

User Guidelines

An 802.1X credential structure is necessary when configuring the switch as a supplicant (client). This credentials
structure must contain a username and password and may contain a description.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A
switchxxxxxx (config-dotlx-cred) # username inner-switch
switchxxxxxx (config-dotlx-cred) # password 6f3c576n8

switchxxxxxx (config-dotlx-cred)# description This credentials profile should be used to

connected to site-A
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dot1x auth-not-req

To enable unauthorized devices access to a VLAN, use the dot1x auth-not-req command in Interface (VLAN)
Configuration mode. To disable access to a VLAN, use the no form of this command.

Syntax
dot1x auth-not-reqg

no dot1x auth-not-req

Default Configuration

Access is enabled.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

The guest VLAN cannot be configured as unauthorized VLAN.

Example

The following example enables unauthorized devices access to VLAN 5.

switchxxxxxx (config)# interface vlan 5
switchxxxxxx (config-if)# dotlx auth-not-req
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dot1x authentication

To enable authentication methods on a port, use the dot1x authentication command in Interface Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax

dot1x authentication [802.1x] [mac] [web]

no dotlx authentication

Parameters
+ 802.1x—Enables authentication based on 802.1X (802.1X-based authentication).
* mac—Enables authentication based on the station's MAC address (MAC-Based authentication).

» web—Enables WEB-Based authentication.

Default Configuration

802.1X-Based authentication is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Static MAC addresses cannot be authorized by the MAC-based method.

It is not recommended to change a dynamic MAC address to a static one or delete it if the MAC address was
authorized by the MAC-based authentication:

1. Ifadynamic MAC address authenticated by MAC-based authentication is changed to a static one, it will
not be manually re-authenticated.

2. Removing a dynamic MAC address authenticated by the MAC-based authentication causes its
re-authentication.

802.1x enabled on a port associated with a port channel has the following limitations:

* Only the 802.1X-based authentication is supported.

* Only the multi-host (legacy 802.1x mode) mode is supported.

Example

The following example enables authentication based on 802.1x and the station’s MAC address on port gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx authentication 802.1x mac
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dot1x credentials

To define the name of an 802.1X credential structure and enter the Dot1x credentials configuration mode, use
the dot1x credentials command in Global Configuration mode. To remove the credential structure, use the
no form of this command.

Syntax
dot1x credentials name

no dot1x credentials name

Parameters

» name—The credential structure name up to 32 characters.

Default Configuration

A credentials structure is not specified

Command Mode

Global Configuration mode

User Guidelines

Use the dot1x credentials command to start configuration of credential structure. The credential structure
contains the parameters of supplicant (client) and it is used during the 802.1X supplicant enabling on interface.

The credential configuration takes a place only after exit from the credential context.
Changing configuration of used credential causes supplicant logoff and logon.
The switch supports up to 24 credentials.

Use the no dot1x credentials command, to delete a credential. A used credential cannot be deleted.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A

switchxxxxxx (config-dotlx-cred)# username inner-switch

switchxxxxxx (config-dotlx-cred)# password agrcx5642

switchxxxxxx (config-dotlx-cred)# description This credentials profile should be used to
connected to site-A
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dot1x eap-max-retrans

To set the EAP maximum number retransmissions, use the dot1x eap-max-retrans command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x eap-max-retrans count

no dotlx eap-max-retrans

Parameters

* count—Specifies the maximum number of times that the EAP Server (EAP Authenticator) retransmits
an EAP request when no response from a EAP client (EAP Peer) was received. (Range: 1-10).

Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The parameter is used by the 802.1x Supplicant.

Example

The following example sets the EAP maximum number retransmissions to 6:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx eap-max-retrans 6
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dot1x guest-vian

To define a guest VLAN, use the dot 1x guest-vlan mode command in Interface (VLAN) Configuration mode.

To restore the default configuration, use the no form of this command.

Syntax
dot1x guest-vlan

no dot1x guest-vlan

Default Configuration

No VLAN is defined as a guest VLAN.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

A device can have only one global guest VLAN.

The guest VLAN must be a static VLAN and it cannot be removed.

An unauthorized VLAN cannot be configured as guest VLAN.

Example

The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# dotlx guest-vlan
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dot1x guest-vlan enable

To enable unauthorized users on the access interface to the guest VLAN, use the dot1x guest-vlan enable
command in Interface Configuration mode. To disable access, use the no form of this command.

Syntax
dot1x guest-vlan enable

no dot1x guest-vlan enable

Default Configuration

The default configuration is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The guest VLAN and the WEB-Based authentication cannot be configured on a port at the same time.
This command cannot be configured if the monitoring VLAN is enabled on the interface.

If the port does not belong to the guest VLAN it is added to the guest VLAN as an egress untagged port.
If the authentication mode is single-host or multi-host, the value of PVID is set to the guest VLAN_ID.

If the authentication mode is multi-sessions mode, the PVID is not changed and all untagged traffic and tagged
traffic not belonging to the unauthenticated VLANSs from unauthorized hosts are mapped to the guest VLAN.

If 802.1X is disabled, the port static configuration is reset.

Example

The following example enables unauthorized users on gil/0/1 to access the guest VLAN.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx guest-vlan enable
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dot1x guest-vlan timeout

To set the time delay between enabling 802.1X (or port up) and adding a port to the guest VLAN, use the
dot1x guest-vlan timeout command in Global Configuration mode. To restore the default configuration, use
the no form of this command.

Syntax
dot1x guest-vlan timeout timeout

no dot1x guest-vlan timeout

Parameters

« timeout—Specifies the time delay in seconds between enabling 802.1X (or port up) and adding the port
to the guest VLAN. (Range: 30-180).

Default Configuration

The guest VLAN is applied immediately.

Command Mode

Global Configuration mode

User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the timeout adds a delay
from enabling 802.1X (or port up) to the time the device adds the port to the guest VLAN.

Example

The following example sets the delay between enabling 802.1X and adding a port to a guest VLAN to 60
seconds.

switchxxxxxx (config)# dotlx guest-vlan timeout 60
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dot1x host-mode

To allow a single host (client) or multiple hosts on an IEEE 802.1X-authorized port, use the dot1x host-mode
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

dot1x host-mode {multi-host | single-host | multi-sessions}

Parameters

» multi-host—Enable multiple-hosts mode.
« single-host—Enable single-hosts mode.

» multi-sessions—Enable multiple-sessions mode.

Default Configuration

Default mode is multi-host.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Single-Host Mode

The single-host mode manages the authentication status of the port: the port is authorized if there is an
authorized host. In this mode, only a single host can be authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to the guest VLAN.
Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the unauthenticated VLANS. If guest
VLAN is not enabled on the port, only tagged traffic belonging to the unauthenticated VLANSs is bridged.

When a port is authorized, untagged and tagged traffic from the authorized host is bridged based on the static
vlan membership configured at the port. Traffic from other hosts is dropped.

A user can specify that untagged traffic from the authorized host will be remapped to a VLAN that is assigned
by a RADIUS server during the authentication process. In this case, tagged traffic is dropped unless the VLAN
tag is the RADIUS-assigned VLAN or the unauthenticated VLANS.

The switch removes from FDB all MAC addresses learned on a port when its authentication status is changed
from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port is authorized after at least one
host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to the guest VLAN.
Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the unauthenticated VLANS. If guest
VLAN is not enabled on the port, only tagged traffic belonging to the unauthenticated VLANS is bridged.
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When a port is authorized, untagged and tagged traffic from all hosts connected to the port is bridged based
on the static vlan membership configured at the port.

A user can specify that untagged traffic from the authorized port will be remapped to a VLAN that is assigned
by a RADIUS server during the authentication process. In this case, tagged traffic is dropped unless the VLAN
tag is the RADIUS assigned VLAN or the unauthenticated VLANS.

The switch removes from FDB all MAC addresses learned on a port when its authentication status is changed
from authorized to unauthorized.

Multi-Sessions M ode

Unlike the single-host and multi-host modes (port-based modes) the multi-sessions mode manages the
authentication status for each host connected to the port (session-based mode). If the multi-sessions mode is
configured on a port the port does have any authentication status. Any number of hosts can be authorized on
the port. The dot1x max-hosts command can limit the maximum number of authorized hosts allowed on the
port.

Each authorized client requires a TCAM rule. If there is no available space in the TCAM, the authentication
is rejected.

When using the dot1x host-mode command to change the port mode to single-host or multi-host when
authentication is enabled, the port state is set to unauthorized.

If the dot1x host-mode command changes the port mode to multi-session when authentication is enabled,
the state of all attached hosts is set to unauthorized.

To change the port mode to single-host or multi-host, set the port (dot1x port-control) to force-unauthorized,
change the port mode to single-host or multi-host, and set the port to authorization auto.

Tagged traffic belonging to the unauthenticated VLANS is always bridged regardless if a host is authorized
or not.

When the guest VLAN is enabled, untagged and tagged traffic from unauthorized hosts not belonging to the
unauthenticated VLANS is bridged via the guest VLAN.

Traffic from an authorized hosts is bridged in accordance with the port static configuration. A user can specify
that untagged and tagged traffic from the authorized host not belonging to the unauthenticated VLANs will
be remapped to a VLAN that is assigned by a RADIUS server during the authentication process.

The switch does not remove from FDB the host MAC address learned on the port when its authentication
status is changed from authorized to unauthorized. The MAC address will be removed after the aging timeout
expires.

802.1x enabled on a port associated with a port channel has the following limitations:

* Only the 802.1X-based authentication is supported.

* Only the multi-host (legacy 802.1x mode) mode is supported.

Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx host-mode multi-host
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dot1x max-hosts

To configure the maximum number of authorized hosts allowed on the interface, use the dot1x max-hosts
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x max-hosts count

no dot1x max-hosts

Parameters

» count—Specifies the maximum number of authorized hosts allowed on the interface. May be any 32
bits positive number.

Default Configuration

No limitation.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not limited. To limit the number of
authorized hosts allowed on an interface, use the dot1x max-hosts command.

This command is relevant only for multi-session mode.

Example

The following example limits the maximum number of authorized hosts on Ethernet port gi1/0/1 to 6:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx max-hosts 6
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dot1x max-login-attempts

To set the maximum number of allowed login attempts, use the dot1x max-login-attempts command in
Interface Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x max-login-attempts count

no dot1x max-login-attempts

Parameters

+ count—Specifies the maximum number of allowed login attempts. A value of 0 means an infinite numbers
of attempts. The valid range is 3-10.

Default Configuration

Unlimited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the switch does not limit the number of failed login attempts. To specify the number of allowed
fail login attempts, use this command.

The command is applied only to the Web-based authentication.

Example

The following example sets maximum number of allowed login attempts to 5:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx max-login-attempts 5
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dot1x max-req

To set the maximum number of times that the device sends an Extensible Authentication Protocol (EAP)
request/identity frame (assuming that no response is received) to the client before restarting the authentication
process, use the dot1x max-req command in Interface Configuration mode. To restore the default configuration,
use the nNo form of this command.

Syntax
dot1x max-reg count

no dot1x max-req

Parameters

+ count—Specifies the maximum number of times that the device sends an EAP request/identity frame
before restarting the authentication process. (Range: 1-10).

Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Example

The following example sets the maximum number of times that the device sends an EAP request/identity
frame to 6.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx max-req 6
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dot1x page customization

To enter Web-Based Page Customization Configuration mode, use the dot1x page customization command
in Global Configuration mode.

Syntax

dot1x page customization

Default Configuration

No user customization.

Command Mode

Global Configuration mode

User Guidelines

The command should not be entered or edited manually (unless when using copy-paste). It is a part of the
configuration file produced by the switch.

A user must customize the web-based authentication pages by using the browser Interface.

Example

The following example shows part of a web-based page customization configuration:

switchxxxxxx (config)# dotlx page customization
switchxxxxxx (config-web-page)# data lfeabcde

switchxxxxxx (config-web-page)# data 17645874
switchxxxxxx (config-web-page) # exit
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dot1x port-control

To enable manual control of the port authorization state, use the dot1x port-control command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x port-control {auto | force-authorized | force-unauthorized} [time-range time-range-name]

no dot1x port-control

Parameters

» auto—Enables 802.1X authentication on the port and causes it to transition to the authorized or
unauthorized state, based on the 802.1X authentication exchange between the device and the client.

» force-authorized—Disables 802.1X authentication on the interface and causes the port to transition to
the authorized state without any authentication exchange required. The port sends and receives traffic
without 802.1X-based client authentication.

« force-unauthorized—Denies all access through this port by forcing it to transition to the unauthorized
state and ignoring all attempts by the client to authenticate. The device cannot provide authentication
services to the client through this port.

« time-range time-range-name—Specifies a time range. When the Time Range is not in effect, the port
state is Unauthorized. (Range: 1-32 characters).

Default Configuration

The port is in the force-authorized state.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

802.1X authentication cannot be enabled on an interface if port security feature is already enabled on the same
interface.

The switch removes all MAC addresses learned on a port when its authorization control is changed from
force-authorized to another.

)

Note It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on 802.1X edge ports
in auto state that are connected to end stations, in order to proceed to the forwarding state immediately after
successful authentication.

Example

The following example sets 802.1X authentication on gil/0/1 to auto mode.
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switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx port-control auto
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dot1x radius-attributes vian

To enable RADIUS-based VLAN assignment, use the dot1x radius-attributes vlan command in Interface
Configuration mode. To disable RADIUS-based VLAN assignment, use the no form of this command.

Syntax
dot1x radius-attributesvlan [reject | static]

no dot1x radius-attributes vlan

Parameters

* reject—If the RADIUS server authorized the supplicant, but did not provide a supplicant VLAN the
supplicant is rejected. If the parameter is omitted, this option is applied by default.

» static—If the RADIUS server authorized the supplicant, but did not provide a supplicant VLAN, the
supplicant is accepted.

Default Configuration

reject

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
If RADIUS provides invalid VLAN information, the authentication is rejected.

If a RADIUS server assigns a client with a non-existing VLAN, the switch creates the VLAN. The VLAN is
removed when it is no longer being used.

If RADIUS provides valid VLAN information and the port does not belong to the VLAN received from
RADIUS, it is added to the VLAN as an egress untagged port. When the last authorized client assigned to the
VLAN becomes unauthorized or 802.1x is disabled on the port, the port is excluded from the VLAN.

If the authentication mode is single-host or multi-host, the value of PVID is set to the VLAN _ID.

If an authorized port in the single-host or multi-host mode changes its status to unauthorized, the port static
configuration is reset.

If the authentication mode is multi-sessions mode, the PVID is not changed and all untagged traffic and tagged
traffic not belonging to the unauthenticated VLANSs are mapped to the VLAN using TCAM.

If the last authorized host assigned to a VLAN received from RADIUS connected to a port in the multi-sessions
mode changes its status to unauthorized, the port is removed from the VLAN if it is not in the static
configuration.

See the User Guidelines of the dot1x host-mode command for more information.
If 802.1X is disabled the port static configuration is reset.

If the regject keyword is configured and the RADIUS server authorizes the host but the RADIUS accept
message does not assign a VLAN to the supplicant, authentication is rejected.

Cisco Business Switches 350 Series CLI Guide .



802-1x Commands |
. dot1x radius-attributes vian

If the static keyword is configured and the RADIUS server authorizes the host then even though the RADIUS
accept message does not assign a VLAN to the supplicant, authentication is accepted and the traffic from the
host is bridged in accordance with port static configuration.

If this command is used when there are authorized ports/hosts, it takes effect at subsequent authentications.
To manually re-authenticate, use the dot1x re-authenticate command.

Example 1. This example enables user-based VLAN assignment. If the RADIUS server authorized
the supplicant, but did not provide a supplicant VLAN, the supplicant is rejected.
switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# dotlx radius-attributes vlan
switchxxxxxx (config-if)# exit

Example 2. This example enables user-based VLAN assignment. If the RADIUS server authorized
the supplicant but did not provide a supplicant VLAN, the supplicant is accepted and the static VLAN
configurations is used.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx radius-attributes static
switchxxxxxx (config-if)# exit
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dot1x re-authenticate

To initiate manually re-authentication of all 802.1X-enabled ports or the specified 802.1X-enabled port, use
the dot1x re-authenticate command in Privileged EXEC mode.

Syntax

dot1x re-authenticate [interface-id]

Parameters

» interface-id—Specifies an Ethernet port or OOB port.

Default Configuration

If no port is specified, command is applied to all ports.

Command Mode
Privileged EXEC mode

Example
The following command manually initiates re-authentication of 802.1X-enabled gil/0/1:

switchxxxxxx# dotlx re-authenticate gil/0/1
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dot1x reauthentication

To enable periodic re-authentication of the client, use the dot1x reauthentication command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x reauthentication

no dot1x reauthentication

Default Configuration

Periodic re-authentication is disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx reauthentication

. Cisco Business Switches 350 Series CLI Guide



| 802-1x Commands

dot1x supplicant .

dot1x supplicant

To enable the dotlx supplicant role for a given interface, use the dot1x supplicant command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x supplicant name

no dot1x supplicant

Parameters

* name—The name of the credential structure applied on the interface.

Default Configuration

The supplicant role is disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

Use the dot1x supplicant command to enable the dot1x supplicant on a given interface. When the supplicant
is enabled on an interface the interface becomes an unauthorized. When the 802.1X authentication successes
the interface state is changed to authorized.

If the name argument specifies an undefined or not fully defined (password or username is not configured)
802.1X credential structure, the command is rejected.

Authenticator and Supplicant cannot be enabled together on the same interface.

The command cannot be configured a few times on the same port. To replace the configured credential, use
the no form of the command before configuration a new credential.

Unlike unauthorized authenticator interface an unauthorized supplicant interface does not limit any traffic
passed through.

The following events start the 802.1X supplicant authentication on a port:
* The dot1x supplicant command enables the supplicant on the port in the UP status.
* The status of the port is changed to UP and the supplicant is enabled on the port.

» The EAP Identifier Request message is received on the port and the supplicant is enabled on the port.

Example

The following example configures an 802.1X supplicant on port gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx supplicant upstream-port
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dot1x supplicant traps authentication failure

To enable sending traps when an 802.1X supplicant authentication fails, use the dot1x supplicant traps
authentication failure command in Global Configuration mode. To restore the default configuration, use the
no form of this command.

Syntax
dot1x supplicant traps authentication failure

no dot1x supplicant traps authentication failure

Default Configuration

Traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when an 802.1X supplicant authentication failed:

switchxxxxxx (config)# dotlx supplicant traps authentication failure
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dot1x supplicant traps authentication success

To enable sending traps when an 802.1X supplicant authentication is succeeded, use the dot1x supplicant
traps authentication success command in Global Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x supplicant traps authentication success

no dot1x supplicant traps authentication success

Default Configuration

Traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when an 802.1X supplicant authentication is succeeded:

switchxxxxxx (config)# dotlx supplicant traps authentication success
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dot1x system-auth-control

To enable 802.1X globally, use the dot1x system-auth-control command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax

dot1x system-auth-control

no dot1x system-auth-control

Default Configuration
Disabled.

Command Mode

Global Configuration mode

Example

The following example enables 802.1X globally.

switchxxxxxx (config)# dotlx system-auth-control
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dot1x timeout eap-timeout

To set the EAP timeout, use the dot1x timeout eap-timeout command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dot1x timeout eap-timeout seconds

no dot1x timeout eap-timeout

Parameters

* seconds—Specifies the time interval in seconds during which the EAP Server (EAP Authenticator) waits
for a response from the EAP client (EAP Peer) before the request retransmission. (Range: 1-65535
seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The parameter is used by the 802.1x Supplicant.

Example

The following example sets the EAP timeout to 45 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout eap-timeout 45
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dot1x timeout quiet-period

To set the time interval that the device remains in a quiet state following a failed authentication exchange,
use the dot1x timeout quiet-period command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dot1x timeout quiet-period seconds

no dot1x timeout quiet-period

Parameters

* seconds—Specifies the time interval in seconds that the device remains in a quiet state following a failed
authentication exchange with a client. (Range: 10-65535 seconds).

Default Configuration

The default quiet period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines
During the quiet period, the device does not accept or initiate authentication requests.

The default value of this command should only be changed to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

To provide faster response time to the user, a smaller number than the default value should be entered.
For 802.1x and MAC-based authentication, the number of failed logins is 1.
For WEB-based authentication, the quiet period is applied after a number of failed attempts.

For 802.1x-based and MAC-based authentication methods, the quiet period is applied after each failed attempt.

Example

The following example sets the time interval that the device remains in the quiet state following a failed
authentication exchange to 120 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout quiet-period 120
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dot1x timeout reauth-period

To set the number of seconds between re-authentication attempts, use the dot1x timeout reauth-period
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout reauth-period seconds

no dot1x timeout reauth-period

Parameters

« reauth-period seconds—Number of seconds between re-authentication attempts. (Range:
300-4294967295).

Default Configuration
3600

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The command is only applied to the 802.1x authentication method.
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout reauth-period 5000
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dot1x timeout server-timeout

To set the time interval during which the device waits for a response from the authentication server, use the
dot1x timeout server-timeout command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dot1x timeout server-timeout seconds

no dot1x timeout server-timeout

Parameters

* server-timeout seconds—Specifies the time interval in seconds during which the device waits for a
response from the authentication server. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by this command to the result
of multiplying the number of retries specified by the radius-server retransmit command by the timeout period
specified by the radius-server transmit command, and selecting the lower of the two values.

Example

The following example sets the time interval between retransmission of packets to the authentication server
to 3600 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout server-timeout 3600
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dot1x timeout silence-period

To set the authentication silence time, use the dot1x timeout silence-period command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dot1x timeout silence-period seconds

no dotlx timeout silence-period

Parameters

* seconds—Specifies the silence interval in seconds. The valid range is 60 - 65535.

Default Configuration

The silence period is not limited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The silence time is the number of seconds that if an authorized client does not send traffic during this period,
the client is changed to unauthorized.

If an authorized client does not send traffic during the silence period specified by the command, the state of
the client is changed to unauthorized.

The command is only applied to WEB-based authentication.

Example

The following example sets the authentication silence time to 100 seconds:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout silence-period 100
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dot1x timeout supp-timeout

To set the time interval during which the device waits for a response to an Extensible Authentication Protocol
(EAP) request frame from the client before resending the request, use the dot1x timeout supp-timeout
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout supp-timeout seconds

no dot1x timeout supp-timeout

Parameters

* supp-timeout seconds—Specifies the time interval in seconds during which the device waits for a
response to an EAP request frame from the client before resending the request. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following example sets the time interval during which the device waits for a response to an EAP request
frame from the client before resending the request to 3600 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout supp-timeout 3600
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dot1x timeout supplicant-held-period

To set the time period during which the supplicant waits before restarting authentication after receiving the
FAIL response from the Radius server, use the dot1x timeout supplicant-held-period command in Interface
Configuration mode. To restore the default configuration, use the no form of this command

Syntax
dot1x timeout supplicant-held-period seconds

no dotlx timeout supplicant-held-period

Parameters

* seconds—Specifies the time period during which the supplicant waits before restarting authentication
after receiving the FAIL response from the Radius server. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

Example

The following example sets the time period during which the supplicant waits before restarting authentication
after receiving the FAIL response from the Radius server to 70 seconds.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx timeout supplicant-held-period 70
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dot1x timeout tx-period

To set the time interval during which the device waits for a response to an Extensible Authentication Protocol
(EAP) request/identity frame from the client before resending the request, use the dot1x timeout tx-period
command in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dot1x timeout tx-period seconds

no dot1x timeout tx-period

Parameters

* seconds—Specifies the time interval in seconds during which the device waits for a response to an
EAP-request/identity frame from the client before resending the request. (Range: 30-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances, such as
unreliable links or specific behavioral problems with certain clients and authentication servers.

The command is only applied to the 802.1x authentication method.

Example

The following command sets the time interval during which the device waits for a response to an EAP
request/identity frame to 60 seconds.

switchxxxxxx (config)# interface gil/0/1:
switchxxxxxx (config-if)# dotlx timeout tx-period 60

. Cisco Business Switches 350 Series CLI Guide



| 802-1x Commands

dot1x traps authentication failure

To enable sending traps when an 802.1X authentication method failed, use the dot1x trapsauthentication
failure command in Global Configuration mode. To restore the default configuration, use the no form of this

command.

Syntax
dot1x traps authentication failure {[802.1x] [mac] [web]}

no dot1x traps authentication failure

Parameters

» 802.1x—Enables traps for 802.1X-based authentication.

» mac—Enables traps for MAC-based authentication.

» web—Enables traps for WEB-based authentication.

Default Configuration

All traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

dot1x traps authentication failure .

Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address fails to be authorized by the 802.1X

mac-authentication access control.

switchxxxxxx (config)# dotlx traps authentication failure 802.1x
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dot1x traps authentication quiet

To enable sending traps when a host state is set to the quiet state after failing the maximum sequential attempts
of login, use the dot1x traps authentication quiet command in Global Configuration mode. To disable the
traps, use the no form of this command.

Syntax
dot1x traps authentication quiet

no dot1x traps authentication quiet

Default Configuration

Quiet traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
The traps are sent after the client is set to the quiet state after the maximum sequential attempts of login.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a host is set in the quiet state:

switchxxxxxx (config)# dotlx traps authentication quiet
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dot1x traps authentication success

To enable sending traps when a host is successfully authorized by an 802.1X authentication method, use the
dot1x traps authentication success command in Global Configuration mode. To disable the traps, use the
no form of this command.

Syntax
dot1x traps authentication success {[802.1x] [mac] [web]}

no dot1x traps authentication success

Parameters
» 802.1x—Enables traps for 802.1X-based authentication.
» mac—Enables traps for MAC-based authentication.

» web—Enables traps for WEB-based authentication.

Default Configuration

Success traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address is successfully authorized by the 802.1X
MA C-authentication access control.

switchxxxxxx (config)# dotlx traps authentication success mac
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dot1x unlock client

To unlock a locked (in the quiet period) client, use the dot1x unlock client command in Privileged EXEC
mode.

Syntax

dot1x unlock client interface-id mac-address

Parameters

« interface-id—Interface ID where the client is connected to.

» mac-address—Client MAC address.

Default Configuration

The client is locked until the silence interval is over.

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to unlock a client that was locked after the maximum allowed authentication failed attempts
and to end the quiet period. If the client is not in the quiet period, the command has no affect.

Example

switchxxxxxx# dotlx unlock client gil/0/1 00:01:12:af:00:56
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dot1x violation-mode

To configure the action to be taken when an unauthorized host on authorized port in single-host mode attempts
to access the interface, use the dot1x violation-mode command in Interface Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
dot1x violation-mode {restrict | protect | shutdown} [traps seconds]

no dot1x violation-mode

Parameters

* restrict—Generates a trap when a station, whose MAC address is not the supplicant MAC address,
attempts to access the interface. The minimum time between the traps is 1 second. Those frames are
forwarded but their source addresses are not learned.

* protect—Discard frames with source addresses that are not the supplicant address.

« shutdown—Discard frames with source addresses that are not the supplicant address and shutdown the
port.

* trap seconds - Send SNMP traps, and specifies the minimum time between consecutive traps. If seconds
= 0 traps are disabled. If the parameter is not specified, it defaults to 1 second for the restrict mode and
0 for the other modes.

Default Configuration

Protect

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
The command is relevant only for single-host mode.

For BPDU messages whose MAC addresses are not the supplicant MAC address are not discarded in Protect
mode.

BPDU message whose MAC addresses are not the supplicant MAC address cause a shutdown in Shutdown
mode.

Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# dotlx violation-mode protect
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To specify a password for an 802.1X credential structure, use the password command in Dotlx credentials
configuration mode. To remove the password, use the no form of this command.

Syntax
encrypted passwor d encrypted-password
password password

no password

Parameters

* encrypted-password—The password in encrypted format.

* password—The password up to 64 characters.

Default Configuration

A password is not specified.

Command Mode

Dotlx credentials configuration mode

User Guidelines

An 802.1X credential structure is necessary when configuring a supplicant (client). This credentials structure
must contain a username and password and might contain a description.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A

switchxxxxxx (config-dotlx-cred) # username inner-switch

switchxxxxxx (config-dotlx-cred) # password 87b$#9hv5*

switchxxxxxx (config-dotlx-cred)# description This credentials profile should be used to
connect to site-A.
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show dot1x

To display the 802.1X interfaces or specified interface status, use the show dot1x command in Privileged
EXEC mode.

Syntax
show dot1x [interface interface-id | detailed]

Parameters

» interface-id—Specifies an Ethernet port or OOB port.

« detailed—Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays authentication information for all interfaces on which 802.1x is enabled:

switchxxxxxx# show dotlx
Authentication is enabled
Authenticator Global Configuration:
Authenticating Servers: Radius, None
MAC-Based Authentication:

Type: Radius

Username Groupsize: 2

Username Separator: -

Username case: Lowercase

Password: MD5 checksum 1238af77aacal7568£12988601fcabed
Unathenticated VLANs: 100, 1000, 1021
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enabled for 802.1lx+mac
Authentication success traps are enabled for 802.1x
Authentication quiet traps are enabled for 802.1x
Supplicant Global Configuration:
Supplicant Authentication failure traps are enabled
Supplicant Authentication success traps are enabled
gil/0/1

Authenticator is enabled

Supplicant is disabled

Authenticator Configuration:

Host mode: multi-sessions

Authentication methods: 802.1x+mac

Port Adminstrated status: auto

Guest VLAN: enabled

VLAN Radius Attribute: enabled, static

Open access: disabled

Time range name: work hours (Active now)

Server-timeout: 30 sec
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Maximum Hosts: unlimited
Maximum Login Attempts: 3
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 9
Authentication fails: 1
Number of Authorized Hosts: 10
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
gil/0/2
Authenticator is enabled
Supplicant is disabled
Authenticator Configuration:
Host mode: single-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: enabled
Open access: enabled
Time range name: work hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 2
Authentication fails: 0
gil/0/3
Authenticator is enabled
Supplicant is disabled
Authenticator Configuration:
Host mode: multi-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: disabled
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Time range name: work hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: 0
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec

gil/0/4

Authenticator is disabled
Supplicant is enabled
Authenticator Configuration:
Host mode: multi-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: force-auto
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 0
Authentication fails: 0
Supplicant Configuration:

show dot1x .
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show dot1x

retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
Credentials Name: Basic-User
Supplicant Operational status: authorized
The following describes the significant fields shown in the display:
* Port—The port interface-id.

» Host mode—The port authentication configured mode. Possible values: single-host, multi-host,
multi-sessions.

* single-host
e multi-host
* multi-sessions

+ Authentication methods—Authentication methods configured on port. Possible values are combinations
of the following methods:

* 802.1x
* mac
* wba
« Port Administrated status—The port administration (configured) mode. Possible values: force-auth,
force-unauth, auto.

* Port Operational status—The port operational (actual) mode. Possible values: authorized or
unauthorized.

» Username—Username representing the supplicant identity. This field shows the username if the port
control is auto. If the port is Authorized, it displays the username of the current user. If the port is
Unauthorized, it displays the last user authorized successfully.

* Quiet period—Number of seconds that the device remains in the quiet state following a failed
authentication exchange (for example, the client provided an invalid password).

» Silence period—Number of seconds that If an authorized client does not send traffic during the silence
period specified by the command, the state of the client is changed to unauthorized.

» EAP timeout—Time interval in seconds during which the EAP Server (EAPAuthenticator) waits for a
response from the EAP client (EAP Peer) before the requestretransmission

* EAP Max Retrans—Maximum number of times that the EAP Server (EAPAuthenticator) retransmits
an EAP request when no response from a EAP client (EAPPeer) was received.

* Tx period—Number of seconds that the device waits for a response to an Extensible Authentication
Protocol (EAP) request/identity frame from the client before resending the request.

* Max reg—Maximum number of times that the device sends an EAP request frame (assuming that no
response is received) to the client before restarting the authentication process.

* Server timeout—Number of seconds that the device waits for a response from the authentication server
before resending the request.

* Session Time—Amount of time (HH:MM:SS) that the user is logged in.
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* MAC address—Supplicant MAC address.

+ Authentication success—Number of times the state machine received a Success message from the
Authentication Server.

« Authentication fails—Number of times the state machine received a Failure message from the
Authentication Server.
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show dot1x credentials

802-1x Commands |

To display 802.1X credentials, use the show dot1x credentials mode command in Privileged EXEC mode.

Syntax
show dot1x credentials

Command Mode

Privileged EXEC mode

Examples

The following example displays dotlx credentials:

switchxxxxxx# show dotlx credentials
downstream-interface

description: should be used for downstream ports
username: downstream

password’s MD5: 1238af77aacal’7568£12988601fcabed
upstream-interface

description: should be used for connection to ISP
username: up2isp

password’s MD5: 1238bbff75431230965394466ac76549
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show dot1x locked clients

To display all clients who are locked and in the quiet period, use the show dot1x locked clients command in
Privileged EXEC mode.

Syntax
show dot1x locked clients

Command Mode

Privileged EXEC mode

User Guidelines

Use the show dot1x locked clients command to display all locked (in the quiet period) clients.

Example

The following example displays locked clients:

switchxxxxxx# show dotlx locked clients

Port MAC Address Remaining Time
gil/0/1 0008.3b79.8787 20
gil/0/1 0008.3b89.3128 40
gil/0/2 0008.3b89.3129 10
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show dot1x statistics

To display 802.1X statistics for the specified port, use the show dot1x statistics command in Privileged EXEC

mode.

Syntax

show dot1x statisticsinter face interface-id

Parameters

» interface-id—Specifies an Ethernet port or OOB port.

Command Mode

Privileged EXEC mode

Example

The following example displays 802.1X statistics for gil/0/1.

switchxxxxxx# show dotlx statistics interface gil/0/1
EapolEapFramesRx: 10

EapolStartFramesRx: 0
EapolLogoffFramesRx: 1
EapolAnnouncementFramesRx: 0
EapolAnnouncementRegFramesRx: 0
EapolInvalidFramesRx: 0
EapolEapLengthErrorFramesRx: 0
EapolMkNoCknFramesRx: 0
EapolMkInvalidFramesRx: O
EapollLastRxFrameVersion: 3
EapolLastRxFrameSource: 00:08:78:32:98:78
EapolSuppEapFramesTx: 0
EapolStartFramesTx: 1
EapolLogoffFramesTx: 0
EapolAnnouncementFramesTx: 0
EapolAnnouncementRegFramesTx: 0
EapolAuthEapFramesTx: 9

EapolMkaFramesTx: 0

The following table describes the significant fields shown in the display:

802-1x Commands |

Field Description
Eapoll nvalidFramesRx The number of invalid EAPOL frames of any type that have been
received by this PAE.

EapolEapLengthErrorFramesRx | The number of EAPOL frames that the Packet Body Length does not
match a Packet Body that is contained within the octets of the received
EAPOL MPDU in this PAE.

by this PAE.

EapolAnnouncementFramesRx The number of EAPOL-Announcement frames that have been received
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Field

Description

EapolAnnouncementReqFramesRx

The number of EAPOL-Announcement-Req frames that have been
received by this PAE.

EapolStartFramesRx The number of EAPOL-Start frames that have been received by this
PAE.

EapolEapFramesRx The number of EAPOL-EAP frames that have been received by this
PAE.

EapolLogoffFramesRx The number of EAPOL-Logoff frames that have been received by this
PAE.

EapolMkNoCknFramesRx The number of MKPDU s received with MK A not enabled or CKN not

recognized in this PAE.

EapolMkInvalidFramesRx

The number of MKPDU s failing in message authentication on receipt
process in this PAE.

EapolLastRxFrameVersion

The version of last received EAPOL frame by this PAE.

EapolLastRxFrameSource

The source MAC address of last received EAPOL frame by this PAE.

EapolSuppEapFramesTx The number of EAPOL-EAP frames that have been transmitted by the
supplicant of this PAE.
EapolLogoffFramesTx The number of EAPOL-Logoff frames that have been transmitted by

this PAE.

EapolAnnouncementFramesTx

The number of EAPOL-Announcement frames that have been transmitted
by this PAE.

EapolAnnouncementReqFramesTx

The number of EAPOL-Announcement-Req frames that have been
transmitted by this PAE.

EapolStartFramesTx The number of EAPOL-Start frames that have been received by this
PAE.

EapolAuthEapFramesTx The number of EAPOL-EAP frames that have been transmitted by the
authenticator of this PAE.

EapolMkaFramesTx The number of EAPOL-MKA frames with no CKN information that

have been transmitted by this PAE.
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show dot1x users

802-1x Commands |

To display active 802.1X authorized users for the device, use the show dot1x users command in Privileged

EXEC mode.

Syntax

show dot1x users[username username]

Parameters

* username username—Specifies the supplicant username (Length: 1-160 characters).

Default Configuration

Display all users.

Command Mode

Privileged EXEC mode

Example 1. The following commands displays all 802.1x users:

show dotlx users

Port Username |MAC Auth Auth Session
Address Method Server Time

gil/0/1 Bob

gil/0/2 (000836798787 O00R36711111 802.1x Remote 09:01:00

gil/0/2 John O00B3PERT MAC Remote 00:11:12
0008 3bea 0022 WBA Remote 00:27:16

Example 2. The following example displays 802.1X user with supplicant username Bob:

switchxxxxxx# show dotlx users username Bob

Port

Username

MAC Address

gil/0/1

Bob

0008.3b71.1111

Auth Auth Session
Method Server Time
802.1x Remote 09:01:00

. Cisco Business Switches 350 Series CLI Guide



| 802-1x Commands
username (dot1x credentials) .

username (dot1x credentials)

To specify a username for an 802.1X credential structure, use the username command in Dotlx credentials
configuration mode. To remove the username, use the No form of this command.

Syntax
user name username

no username

Parameters

* username—The user name up to 32 characters.

Default Configuration

A username is not specified.

Command Mode

Dotlx credentials configuration mode

User Guidelines

An 802.1X credential structure is necessary when configuring a supplicant (client). This credentials structure
may contain a username, password, and description.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx
switchxxxxxx

config)# dotlx credentials site-A

config-dotlx-cred)# username inner-switch

switchxxxxxx (config-dotlx-cred) # password 87%S#bgd98”"

switchxxxxxx (config-dotlx-cred)# description This credentials profile should be used to
connected to site-A
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ACL Commands

This chapter contains the following sections:

* ip access-list (IP extended), on page 82

* permit ( IP ), on page 83

* deny (IP ), on page 86

* ipv6 access-list (IPv6 extended), on page 89
* permit ( [Pv6 ), on page 90

* deny ( IPv6 ), on page 93

* mac access-list, on page 96

* permit ( MAC ), on page 97

* deny (MAC), on page 99

* service-acl input, on page 101

* service-acl output, on page 103

* time-range, on page 104

* absolute, on page 106

* periodic, on page 107

* show time-range, on page 108

* show access-lists, on page 109

» clear access-lists counters, on page 110

* show interfaces access-lists trapped packets, on page 111
* ip access-list (IP standard), on page 112

* ipv6 access-list (IP standard), on page 114
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. ip access-list (IP extended)

ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an IPv4 access list (ACL) and
to place the device in IPv4 Access List Configuration mode. All commands after this command refer to this
ACL. The rules (ACEs) for this ACL are defined in the permit ( IP ), on page 83 and deny ( IP ), on page 86
commands. The service-acl input, on page 101 command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended acl-name

no ip access-list extended acl-name

Parameters

« acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration

No IPv4 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name.

Example

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al) #
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permit ( IP)

Use the permit IP Access-list Configuration mode command to set permit conditions for an IPv4 access list
(ACL). Permit conditions are also known as access control entries (ACEs). Use the no form of the command
to remove the access control entry.

Syntax

permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [dscp number | precedence number] [time-range time-range-name] [log-input]

permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type] [any
| icmp-code]] [ace-priority priority] [dscp number | precedence number] [time-r ange time-range-name]

[log-input]

permit igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type] [ace-priority
priority] [dscp number | precedence number] [time-range time-range-name] [log-input]

permit tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number] [match-all list-of-flags] [time-range time-range-name] [log-input]

permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number] [time-r ange time-range-name] [log-input]

no permit protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number
| precedence number] [time-range time-range-name] [log-input]

no permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number] [time-range time-range-name] [log-input]

no permit igmp {any | source source-wildcard} {any | destination destination-wildcard}[igmp-type] [dscp
number | precedence number] [time-range time-range-name] [log-input]

no permit tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number] [match-all
list-of-flags] [time-range time-range-name] [log-input]

no permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number] [time-range
time-range-name] [log-input]

Parameters

« protocol—The name or the number of an IP protocol. Available protocol names are: icmp, igmp, ip, tcp,
egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis. To match any protocol, use the ip keyword.(Range: 0-255)

* source—Source IP address of the packet.

» source-wildcard—Wildcard bits to be applied to the source IP address. Use ones in the bit position that
you want to be ignored.

« destination—Destination IP address of the packet.
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ACL Commands |

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use ones in the bit
position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

dscp humber—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: echo-reply, destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded, parameter-problem, timestamp,
timestamp-reply, information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect, mobile-registration-request,
mobile-registration-reply, domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or one of the following
values: host-query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-v2, host-report-v3.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of ports by using hyphen.
E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179), chargen (19), daytime
(13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),

hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp
(25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80). For UDP enter a number or one of the following values: biff (512), bootpc (68), bootps (67),
discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138),

netbios-ns (137), on500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmep (177).(Range: 0-65535).

source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

match-all list-of-flags—List of TCP flags that should occur. If a flag should be set, it is prefixed by “+”.
If a flag should be unset, it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin,
-urg, -ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about the packet that matches the
entry. Because forwarding/dropping is done in hardware and logging is done in software, if a large number
of packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode
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User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is also used for a source port
in another ACE. If a range of ports is used for the destination port in an ACE, it is not counted again if it is
also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Example

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al)# permit ip 176.212.0.0 00.255.255 any
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deny (IP)

ACL Commands |

Use the deny IP Access-list Configuration mode command to set deny conditions for IPv4 access list. Deny
conditions are also known as access control entries (ACEs). Use the no form of the command to remove the
access control entry.

Syntax

deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority priority]
[dscp number | precedence number] [time-range time-range-name] [disable-port|log-input ]

deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type] [any
| icmp-code]][ace-priority priority] [dscp number | precedence number][time-range time-range-name]
[disable-port [log-input ]

deny igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type][ace-priority
priority] [dscp number | precedence number][time-r ange time-range-name] [disable-port |log-input ]

deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination destination-wildcard}
{any|destination-port/port-range} [ace-priority priority] [dscp number | precedence number][match-all
list-of-flags][time-r ange time-range-name] [disable-port |log-input ]

deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp number | precedence
number ][time-range time-range-name] [disable-port |log-input ]

no deny protocol {any | source source-wildcard} {any | destination destination-wildcard} [dscp number |
precedence number][time-range time-range-name] [disable-port |log-input ]

no deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any | icmp-type]
[any | icmp-code]] [dscp number | precedence number J[time-r angetime-range-name] [disable-port [log-input

]

no deny igmp {any | source source-wildcard} {any | destination destination-wildcard} [igmp-type] [dscp
number | precedence number][time-range time-range-name] [disable-port |log-input ]

no deny tcp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp humber | precedence number][match-all
list-of-flags] [time-range time-range-name] [disable-port |log-input ]

no deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence number][time-range
time-range-name] [disable-port |log-input ]

Parameters

« protocol—The name or the number of an IP protocol. Available protocol names: icmp, igmp, ip, tcp,
egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis. To match any protocol, use the Ip keyword. (Range: 0-255)

* source—Source IP address of the packet.

« source-wildcard—Wildcard bits to be applied to the source IP address. Use 1s in the bit position that
you want to be ignored.

* destination—Destination IP address of the packet.

. Cisco Business Switches 350 Series CLI Guide



| ACL Commands

deny (IP) .

« destination-wildcard—Wildcard bits to be applied to the destination IP address. Use 1s in the bit position
that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

« dscp number—Specifies the DSCP value.
« precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: echo-reply, destination-unreachable, source-quench, redirect, alternate-host-address,
echo-request, router-advertisement, router-solicitation, time-exceeded, parameter-problem, timestamp,
timestamp-reply, information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect, mobile-registration-request,
mobile-registration-reply, domain-name-request, domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or one of the following
values: host-query, host-report, dvmrp, pim, cisco-trace, host-report-v2, host-leave-v2, host-report-v3.
(Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of ports by using hyphen.
E.g. 20 - 21. For TCP enter a number or one of the following values: bgp (179), chargen (19), daytime
(13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70),

hostname (42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp
(25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80). For UDP enter a number or one of the following values: biff (512), bootpc (68), bootps (67),
discard (9), dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138),

netbios-ns (137), non500-isakmp (4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177). (Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

match-all list-of-flags—List of TCP flags that should occur. If a flag should be set it is prefixed by “+”.If
a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg,
-ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

disable-port—The Ethernet interface is disabled if the condition is matched.

log-input—Specifies sending an informational syslog message about the packet that matches the entry.
Because forwarding/dropping is done in hardware and logging is done in software, if a large number of
packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

Default Configuration

No IPv4 access list is defined.
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Command Mode

IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is used for a source
port in ACE it is not counted again if it is also used for source port in another ACE. If a range of ports is used
for destination port in ACE it is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for destination port.

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Example

switchxxxxxx (config)# ip access-list extended server
switchxxxxxx (config-ip-al)# deny ip 176.212.0.0 00.255.255 any
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ipv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6 access list (ACL) and to
place the device in Ipv6 Access-list Configuration mode. All commands after this command refer to this ACL.

Use the no form of this command to remove the access list.

Syntax
ipv6 access-list [acl-name]

no ipv6 access-list [acl-name]

Parameters

acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration

No IPv6 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have the
same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any any nd-na any, and
deny ipv6 any any statements as its last match conditions. (The former two match conditions allow for
ICMPv6 neighbor discovery.)

The IPv6 neighbor discovery process uses the [Pv6 network layer service, therefore, by default, [IPv6 ACLs
implicitly allow IPv6 neighbor discovery packets to be sent and received on an interface. In IPv4, the Address
Resolution Protocol (ARP), which is equivalent to the IPv6 neighbor discovery process, uses a separate data
link layer protocol; therefore, by default, IPv4 ACLs implicitly allow ARP packets to be sent and received
on an interface.

Example

switchxxxxxx (config)# ipv6é access-list acll
switchxxxxxx (config-ip-al)# permit tcp 2001:0DB8:0300:0201::/64 any any 80
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Use the permit command in Ipv6 Access-list Configuration mode to set permit conditions (ACEs) for IPv6
ACLs. Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [ace-priority priority][dscp
number | precedence number] [time-range time-range-name] [log-input] [flow-label flow-label-value]

permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type} {any|icmp-code}
[ace-priority priority][dscp number | precedence number] [time-range time-range-name] [log-input]
[flow-label flow-label-value]

permit tcp {any | {source-prefix/length} {any | source-port} } {any | destination-prefix/length} {any |
destination-port} [ace-priority priority][dscp number | precedence number] [match-all list-of-flags]
[time-range time-range-name] [log-input] [flow-label flow-label-value]

permit udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any |
destination-port} [ace-priority priority][dscp number | precedence humber][time-r ange time-range-name]
[log-input] [flow-label flow-label-value]

no permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [dscp number | precedence
number] [time-range time-range-name] [log-input] [flow-label flow-label-value]

no permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number] [time-r angetime-range-name] [log-input] [flow-label
flow-label-valuge]

no permit tcp {any | {source-prefix/length} {any | source-port} } {any | destination- prefix/length} {any]|
destination-port} [dscp humber | precedence number] [match-all list-of-flags] [time-r ange time-range-name]
[log-input] [flow-label flow-label-value]

no permit udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any]
destination-port} [dscp number | precedence number] [time-range time-range-name] [log-input] [flow-label
flow-label-value]

Parameters

* protocol—The name or the number of an IP protocol. Available protocol names are: icmp (58), tcp (6)
and udp (17). To match any protocol, use the ipv6 keyword. (Range: 0-255)

« source-prefix / lenght—The source IPv6 network or class of networks about which to set permit
conditions. This argument must be in the form documented in RFC 3513 where the address is specified
in hexadecimal using 16-bit values between colons.

» destination-prefix/ lenght—The destination [IPv6 network or class of networks about which to set permit
conditions. This argument must be in the form documented in RFC 3513 where the address is specified
in hexadecimal using 16-bit values between colons.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

* dscp number—Specifies the DSCP value. (Range: 0-63)
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« precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: destination-unreachable (1), packet-too-big (2), time-exceeded (3), parameter-problem
(4), echo-request (128), echo-reply (129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

* icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

« destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or one of the
following values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp (4500), ntp (123),
rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs (49), talk (517), tftp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

* source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

« match-all list-of-flag —List of TCP flags that should occur. If a flag should be set it is prefixed by “+”.If
a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg,
-ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

« time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet that matches the
entry. Because forwarding/dropping is done in hardware and logging is done in software, if a large number
of packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

» flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these arguments must be
in range 0—1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Flow label and port range cannot be configured together.
Flow label cannot be configured into an output ACL.

Example 1. This example defines an ACL by the name of server and enters a rule (ACE) for tcp packets.
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switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipvé-al)# permit tcp 3001::2/64 any any 80

Example 2. This example defines an ACL with the flow-label keyword:

switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipvé-al)# permit ipvé any any flow-label 5

. Cisco Business Switches 350 Series CLI Guide



| ACL Commands

deny ( IPv6 ) .

deny ( IPv6 )

Use the deny command in Ipv6 Access-list Configuration mode to set deny conditions (ACEs) for IPv6 ACLs.
Use the no form of the command to remove the access control entry.

Syntax

deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [ace-priority priority] [dscp
number | precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-value]

deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type} {any|icmp-code}
[ace-priority priority][dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

deny tcp {any | {source-prefixlength} {any | source-port}} {any | destination-prefix/length} {any|
destination-port} [ace-priority priority][dscp number | precedence number] [match-all list-of-flags]
[time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

deny udp {any | {source-prefix/length}} {any | source-port}} {any | destination-prefix/length} {any]
destination-port} [ace-priority priority] [dscp number | precedence number] [time-r angetime-range-name]
[disable-port |log-input] [flow-label flow-label-value]

no deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [dscp number | precedence
number] [time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

nodeny icmp {any | {source-prefix/length} {any | destination-prefix/length} {anylicmp-type} {any|icmp-code}
[dscp number | precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-valuge]

no deny tcp {any | {source-prefix/length} {any | source-port}} {any | destination-prefix/length} {any]|
destination-port} [dscp humber | precedence number ] [match-all list-of-flags] [time-r ange time-range-name]
[disable-port |log-input] [flow-label flow-label-value]

no deny udp {any | {source-prefix/length}} {any | source-port} } {any | destination-prefix/length} {any|
destination-port} [dscp number | precedence number] [time-rangetime-range-name] [disable-port log-input]
[flow-label flow-label-value]

Parameters

* protocol—The name or the number of an IP protocol. Available protocol names are: icmp (58), tcp (6)
and udp (17). To match any protocol, use the ipv6 keyword. (Range: 0-255)

« source-prefix/length—The source IPv6 network or class of networks about which to set permit conditions.
This argument must be in the format documented in RFC 3513 where the address is specified in
hexadecimal using 16-bit values between colons.

» destination-prefix / lenght—The destination IPv6 network or class of networks about which to set permit
conditions. This argument must be in the format documented in RFC 3513 where the address is specified
in hexadecimal using 16-bit values between colons.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)
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« dscp number—Specifies the DSCP value. (Range: 0-63)
» precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a number or one of the
following values: destination-unreachable (1), packet-too-big (2), time-exceeded (3), parameter-problem
(4), echo-request (128), echo-reply (129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

« icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range: 0-255)

« destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or one of the
following values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data 20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), non500-isakmp (4500), ntp (123),
rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs (49), talk (517), tftp (69), time
(37), who (513), xdmep (177). (Range: 0-65535)

» source-port—Specifies the UDP/TCP source port. Predefined port names are defined in the destination-port
parameter. (Range: 0—65535)

 match-all list-of-flags—List of TCP flags that should occur. If a flag should be set it is prefixed by “+”.If
a flag should be unset it is prefixed by “-”. Available options are +urg, +ack, +psh, +rst, +syn, +fin, -urg,
-ack, -psh, -rst, -syn and -fin. The flags are concatenated to a one string. For example: +fin-ack.

« time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)
» disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that matches the entry.
Because forwarding/dropping is done in hardware and logging is done in software, if a large number of
packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

+ flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these arguments must be
in range 0—-1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Flow label and port range cannot be configured together.
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Flow label cannot be configured into an output ACL.
Example

switchxxxxxx (config)# ipv6é access-list server
switchxxxxxx (config-ipv6-al) # deny tcp 3001::2/64 any any 80
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Use the mac access-list Global Configuration mode command to define a Layer 2 access list (ACL) based
on source MAC address filtering and to place the device in MAC Access-list Configuration mode. All
commands after this command refer to this ACL.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended acl-name

no mac access-list extended acl-name

Parameters

acl-name—Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration

No MAC access list is defined.

Command Mode

Global Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name. If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority,
then the command is rejected.

Example

switchxxxxxx (config)# mac access-list extended serverl
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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permit ( MAC )

Use the permit command in MAC Access-list Configuration mode to set permit conditions (ACEs) for a
MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

per mit {any | source source-wildcard} {any | destination destination-wildcard} [ ace-priority priority] [ eth-type
0| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [cos cos
cos-wildcard] [time-range time-range-name]

[log-input]

no per mit {any | source source-wildcard} {any | destination destination-wildcard} [ eth-type O | aarp | amber
| dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos cos-wildcard] [time-range
time-range-name]

[log-input]

Parameters

* source—Source MAC address of the packet.

» source-wildcard—Wildcard bits to be applied to the source MAC address. Use 1s in the bit position that
you want to be ignored.

« destination—Destination MAC address of the packet.

* destination-wildcard—Wildcard bits to be applied to the destination MAC address. Use 1s in the bit
position that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

* eth-type—The Ethernet type in hexadecimal format of the packet.

* vlan-id—The VLAN ID of the packet. (Range: 1-4094)

» cos—The Class of Service of the packet. (Range: 0-7)

* cos-wildcard—Wildcard bits to be applied to the CoS.

» time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet that matches the
entry. Because forwarding/dropping is done in hardware and logging is done in software, if a large number
of packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
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(in the current ACL) +20. The ACE-priority must be unique per ACL.If the user types already existed priority,
then the command is rejected.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode
Example

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
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deny (MAC)

Use the deny command in MAC Access-list Configuration mode to set deny conditions (ACEs) for a MAC
ACL. Use the no form of the command to remove the access control entry.

Syntax

deny {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority priority] [{eth-type
0}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos
cos-wildcard] [time-range time-range-name] [disable-port |log-input ]

no deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type O}| aarp | amber
| dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id] [ cos cos cos-wildcard] [time-range
time-range-name] [disable-port |log-input ]

Parameters

* source—Source MAC address of the packet.

« source-wildcard—Wildcard bits to be applied to the source MAC address. Use ones in the bit position
that you want to be ignored.

» destination—Destination MAC address of the packet.

« destination-wildcard—Wildcard bits to be applied to the destination MAC address. Use 1s in the bit
position that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control list (ACL). "1"
value represents the highest priority and "2147483647" number represents the lowest priority.(Range:
1-2147483647)

* eth-type—The Ethernet type in hexadecimal format of the packet.

* vlan-id—The VLAN ID of the packet. (Range: 1-4094).

» cos—The Class of Service of the packet.(Range: 0-7).

« cos-wildcard—Wildcard bits to be applied to the CoS.

« time-range-name—Name of the time range that applies to this permit statement. (Range: 1-32)
« disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that matches the entry.
Because forwarding/dropping is done in hardware and logging is done in software, if a large number of
packets match an ACE containing a log-input keyword, the software might not be able to match the
hardware processing rate, and not all packets will be logged.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode
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User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps cannot have
the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE (in the current
ACL) + 20. The ACE-priority must be unique per ACL.If the user types already existed priority, then the
command is rejected.

Example

switchxxxxxx (config) # mac access-list extended serverl
switchxxxxxx (config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff any
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service-acl input

Use the service-acl input command in Interface Configuration mode to bind an access list(s) (ACL) to an
interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
sevice-acl input acl-namel [acl-name2] [default-action {deny-any | permit-any} ]

no service-acl input

Parameters
« acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range: 1-32 characters).
» deny-any—Deny all packets (that were ingress at the port) that do not meet the rules in this ACL.

* permit-any—Forward all packets (that were ingress at the port) that do not meet the rules in this ACL.

Default Configuration

No ACL is assigned. Default action for ACL is deny-any.

Command Mode

Interface Configuration mode (Ethernet, Port-Channel,,VLAN )

User Guidelines
The following rules govern when ACLs can be bound or unbound from an interface:

* [Pv4 ACLs and IPv6 ACLs can be bound together to an interface.

* A MAC ACL cannot be bound on an interface which already has an IPv4 ACL or IPv6 ACL bound to
it.

» Two ACLs of the same type cannot be bound to a port.

* An ACL cannot be bound to a port that is already bound to an ACL, without first removing the current
ACL. Both ACLs must be mentioned at the same time in this command.

* MAC ACLs that include a VLAN as match criteria cannot be bound to a VLAN.
» ACLs with time-based configuration on one of its ACEs cannot be bound to a VLAN.
» ACLs with the action Shutdown cannot be bound to a VLAN.

* When the user binds ACL to an interface, TCAM resources will be consumed. One TCAM rule for each
MAC or IP ACE and two TCAM rules for each IPv6 ACE.The TCAM consumption is always even
number, so in case of odd number of rules the consumption will be increased by 1.

* An ACL cannot be bound as input if it has been bound as output.

Cisco Business Switches 350 Series CLI Guide .



ACL Commands |
. service-acl input

Example

switchxxxxxx (config) # mac access-list extended server-acl

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx (config-mac-al)# exit

switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# service-acl input server-acl default-action deny-any
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service-acl output

Use the service-acl output command in Interface Configuration mode to control access to an interface on the
egress (transmit path).

Use the no form of this command to remove the access control.

Syntax
service-acl output acl-namel [acl-name2] [default-action {deny-any | per mit-any}]

no service-acl output

Parameters

« acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range: 1-32 characters).
+ deny-any—Deny all packets (on the output of port) that do not meet the rules in this ACL.

* permit-any—Forward all packets (on the output of port) that do not meet the rules in this ACL.

Default

No ACL is assigned. Default action is deny-any

Command Mode

Interface Configuration mode(Ethernet, Port-Channel).

User Guidelines

The rule actions: log-input is not supported. Trying to use it will result in an error.

The deny rule action disable-port is not supported. Trying to use it will result in an error.
[Pv4 and IPv6 ACLs can be bound together on an interface.

A MAC ACL cannot be bound on an interface together with an IPv4 ACL or IPv6 ACL.
Two ACLs of the same type cannot be added to a port.

An ACL cannot be added to a port that is already bounded to an ACL, without first removing the current ACL
and binding the two ACLs together.

An ACL cannot be bound as output if it has been bound as input.

Example

This example binds an egress ACL to a port:

switchxxxxxx (config)# mac access-list extended server

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:£ff any
switchxxxxxx (config-mac-al)# exit

switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# service-acl output server
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Use the time-range Global Configuration mode command to define time ranges for different functions. In
addition, this command enters the Time-range Configuration mode. All commands after this one refer to the
time-range being defined.

This command sets a time-range name. Use the absolute, on page 106 and periodic, on page 107 commands to
actually configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

time-range-name—Specifies the name for the time range. (Range: 1-32 characters)

Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

If a time-range command has both absolute and periodic values specified, then the periodic items are evaluated
only after the absolute start time is reached, and are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software clock should be set by the
user or by SNTP. If the software clock is not set by the user or by SNTP, the time range ACEs are not activated.

The user cannot delete a time-range that is bound to any features.
When a time range is defined, it can be used in the following commands:

* dotlx port-control
* power inline

* operation time

* permit (IP)

* deny (IP)

* permit (IPv6)

* deny (IPv6)

* permit (MAC)
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* deny (MAC)

Example

switchxxxxxx (config)# time-range http-allowed
console (config-time-range) #periodic mon 12:00 to wed 12:00
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Use the absolute Time-range Configuration mode command to specify an absolute time when a time range
is in effect. Use the no form of this command to remove the time limitation.

Syntax

absolute start hh:mm day month year

no absolute start

absolute end hh:mm day month year

no absolute end

Parameters

* start—Absolute time and date that the permit or deny statement of the associated function going into
effect. If no start time and date are specified, the function is in effect immediately.

» end—Absolute time and date that the permit or deny statement of the associated function is no longer
in effect. If no end time and date are specified, the function is in effect indefinitely.

* hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
« day—Day (by date) in the month. (Range: 1-31)
» month—Month (first three letters by name). (Range: Jan...Dec)

* year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # absolute start 12:00 1 jan 2005
switchxxxxxx (config-time-range) # absolute end 12:00 31 dec 2005
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Use the periodic Time-range Configuration mode command to specify a recurring (weekly) time range for
functions that support the time-range feature. Use the no form of this command to remove the time limitation.

Syntax

periodic day-of-the-week hh: mm to day-of-the-week hh:mm

no periodic day-of-the-week hh: mmto day-of-the-week hh: mm

periodic list hh:mmto hh: mm day-of-the-week1 [ day-of-the-week?2... day-of-the-week7]
no periodic list hh:mmto hh: mm day-of-the-week1 [ day-of-the-week2... day-of-the-week7]
periodic list hh:mmto hh:mmall

no periodic list hh:mmto hh:mmall

Parameters

« day-of-the-week—The starting day that the associated time range is in effect. The second occurrence is
the ending day the associated statement is in effect. The second occurrence can be the following week
(see description in the User Guidelines). Possible values are: mon, tue, wed, thu, fri, sat, and sun.

» hh:mm—The first occurrence of this argument is the starting hours:minutes (military format) that the
associated time range is in effect. The second occurrence is the ending hours:minutes (military format)
the associated statement is in effect. The second occurrence can be at the following day (see description
in the User Guidelines). (Range: 0-23, mm: 0—59)

* list day-of-the-week—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means that the time
range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".
Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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show time-range

Use the show time-range User EXEC mode command to display the time range configuration.

Syntax

show time-range time-range-name

Parameters

time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx> show time-range
http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00
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show access-lists

Use the show access-lists Privileged EXEC mode command to display access control lists (ACLs) configured
on the switch.

Syntax
show access-lists [name]

show access-liststime-range-active [ name]

Parameters
» name—Specifies the name of the ACL.(Range: 1-160 characters).

« time-range-active—Shows only the Access Control Entries (ACEs) whose time-range is currently active
(including those that are not associated with time-range).

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays
permit 234 172.30.23.8 0.0.0.255 any priority 40 time-range weekdays
switchxxxxxx# show access-lists time-range-active

Extended IP access list ACL1

permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays
switchxxxxxx# show access-lists ACL1

Extended IP access list ACLL

permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40
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clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear access-lists (ACLs) counters.

Syntax

clear access-lists counters[interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet port or
port-channel.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear access-lists counters gil/0/1
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show interfaces access-lists trapped packets

Use the show interfaces access-lists trapped packets Privileged EXEC mode command to display Access
List (ACLs) trapped packets.

Syntax

show interfaces access-lists trapped packets [interface-id | port-channel-number | VLAN]

Parameters

» interface-id—Specifies an interface 1D, the interface ID is an Ethernet port port-channel.
« port-channel—Specifies a port-channel.

* VLAN—Specifies a VLAN

Command Mode

Privileged EXEC mode

User Guidelines
This command shows whether packets were trapped from ACE hits with logging enable on an interface.
Example 1:

switchxxxxxx# show interfaces access-lists trapped packets
Ports/LAGs: gil/0/1-gil/0/3, chl-ch3, ch4

VLANs: VLAN1l, VLAN12-VLAN1S5

Packets were trapped globally due to lack of resources

Example 2:

switchxxxxxx# show interfaces access-lists trapped packets gil/0/1
Packets were trapped on interface gil/0/1
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ip access-list (IP standard)

Use the ip access-list Global Configuration mode command to define an IP standard list. The no format of
the command removes the list.

Syntax
ip access-list access-list-name {deny|permit} {src-addr[/src-len] | any}

no ip access-list access-list-name

Parameters

* access-list-name—The name of the Standard IP access list. The name may contain maximum 32
characters.

« deny/per mit—Denies/permits access if the conditions are matched.

src-addr[/src-len] | any— IP prefix defined as an IP address and length or any. The any value matches
all IP addresses. If src-len is not defined, a value of 32 is applied. A value of src-len must be in the
interval 1-32.

Default Configuration

No access list is defined.

Command Mode

Global Configuration mode

User Guidelines

Use the ip access-list command to configure IP address filtering. Access lists are configured with permit or
deny keywords to either permit or deny an IP address based on a matching condition. An implicit deny is
applied to address that does not match any access-list entry.

An access-list entry consists of an IP address and a bit mask. The bit mask is a number from 1 to 32.

Evaluation of an IP address by an access list starts with the first entry of the list and continues down the list
until a match is found. When the IP address match is found, the permit or deny statement is applied to that
address and the remainder of the list is not evaluated.

Use the no ip access-list command to delete the access list.

The IPv4 standard access list is used to filter received and sent IPv4 routing information.

Example 1 - The following example of a standard access list allows only the three specified networks.
Any IP address that does not match the access list statements will be rejected.

switchxxxxxx (config) # ip access-list 1 permit 192.168.34.0/24
switchxxxxxx (config) # ip access-list 1 permit 10.88.0.0/16
switchxxxxxx (config) # ip access-list 1 permit 10.0.0.0/8

Note: all other access is implicitly denied.
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Example 2 - The following example of a standard access list allows access for IP addresses in the
range from 10.29.2.64 to 10.29.2.127. All IP addresses not in this range will be rejected.

switchxxxxxx (config)# ip access-list apo permit 10.29.2.64/26

Note: all other access is implicitly denied.

Example 3 - To specify a large number of individual addresses more easily, you can omit the mask
length if it is 32. Thus, the following two configuration commands are identical in effect:

switchxxxxxx (config)# ip access-list 2aa permit 10.48.0.3
switchxxxxxx (config)# ip access-list 2aa permit 10.48.0.3/32
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ipv6 access-list (IP standard)

The ipv6 access-list Global Configuration mode command defines an IPv6 standard list. The no format of
the command removes the list.

Syntax
ipv6 access-list access-list-name {deny|permit} {src-addr[/src-len] | any}

no ipv6 access-list access-list-name

Parameters

» access-list-name—The name of the Standard IPv6 access list. The name may contain maximum 32
characters.

« deny—Denies access if the conditions are matched.
* permit—Permits access if the conditions are matched.

* src-addr[/src-len] | any— IPv6 prefix defined as an IPv6 address and length or any. The any value
matches to all IPv6 addresses. If the src-len is not defined a value of 128 is applied. A value of src-len
must be in interval 1-128.

Default Configuration

no access list

Command Mode

Global Configuration mode

User Guidelines

Use the ipv6 access-list command to configure IPv6 address filtering. Access lists are configured with per mit
or deny keywords to either permit or deny an IPv6 address based on a matching condition. An implicit deny
is applied to address that does not match any access-list entry.

An access-list entry consists of an IP address and a bit mask. The bit mask is a number from 1 to 128.

Evaluation of an IPv6 address by an access list starts with the first entry of the list and continues down the
list until a match is found. When the IPv6 address match is found, the permit or deny statement is applied to
that address and the remainder of the list is not evaluated.

Use the no ipv6 access-list command to delete the access list.

The IPv6 standard access list is used to filter received and sent IPv6 routing information.

Example

The following example of an access list allows only the one specified prefix: Any [Pv6 address that does not
match the access list statements will be rejected.

switchxxxxxx (config)# ipvé access-list 1 permit 3001::2/64
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Note: all other access implicitly denied.
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This chapter contains the following sections:

* bridge multicast filtering, on page 119

* bridge multicast mode, on page 120

* bridge multicast address, on page 122

* bridge multicast forbidden address, on page 123

* bridge multicast ip-address, on page 124

* bridge multicast forbidden ip-address, on page 126

* bridge multicast source group, on page 127

* bridge multicast forbidden source group, on page 128
* bridge multicast ipv6 mode, on page 129

* bridge multicast ipv6 ip-address, on page 131

* bridge multicast ipv6 forbidden ip-address, on page 132
* bridge multicast ipv6 source group, on page 133

* bridge multicast ipv6 forbidden source group, on page 134
* bridge multicast unregistered, on page 135

* bridge multicast forward-all, on page 136

* bridge multicast forbidden forward-all, on page 137

* bridge unicast unknown, on page 138

* show bridge unicast unknown , on page 139

» mac address-table static , on page 140

* clear mac address-table , on page 142

» mac address-table aging-time , on page 143

* port security, on page 144

* port security mode, on page 146

* port security max, on page 147

* port security routed secure-address, on page 148

* show mac address-table , on page 149

» show mac address-table count , on page 151

* show bridge multicast mode, on page 153

* show bridge multicast address-table, on page 154

* show bridge multicast address-table static, on page 156
* show bridge multicast filtering, on page 158

* bridge multicast unregistered, on page 159
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* show ports security, on page 160

» show ports security addresses, on page 161

* bridge multicast reserved-address, on page 162

* show bridge multicast reserved-addresses, on page 164
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bridge multicast filtering

To enable the filtering of Multicast addresses, use the bridge multicast filtering Global Configuration mode
command. To disable Multicast address filtering, use the no form of this command.

Syntax
bridge multicast filtering
no bridge multicast filtering

Parameters

This command has no arguments or keywords.

Default Configuration

Multicast address filtering is disabled. All Multicast addresses are flooded to all ports.

Command Mode

Global Configuration mode

User Guidelines
When this feature is enabled, unregistered Multicast traffic (as opposed to registered) will still be flooded.

All registered Multicast addresses will be forwarded to the Multicast groups.

Example
The following example enables bridge Multicast filtering.

switchxxxxxx (config)# bridge multicast filtering
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bridge multicast mode

To configure the Multicast bridging mode, use the bridge multicast mode Interface (VLAN) Configuration
mode command. To return to the default configuration, use the no form of this command.

Syntax
bridge multicast mode {mac-group | ipv4-group | ipv4-src-group}

no bridge multicast mode

Parameters

» mac-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address.

* ipv4-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address for
non-IPv4 packets, and on the packet's VLAN and IPv4 destination address for IPv4 packets.

* ipv4-src-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC address
for non-IPv4 packets, and on the packet's VLAN, IPv4 destination address and IPv4 source address for
IPv4 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group option when using a network management system that uses a MIB based on the Multicast
MAC address. Otherwise, it is recommended to use the ipv4 mode, because there is no overlapping of IPv4
Multicast addresses in these modes.

The following table describes the actual data that is written to the Forwarding Data Base (FDB) as a function
of the IGMP version that is used in the network:

FDB mode IGMP version 2 IGMP version 3

mac-group MAC group address MAC group address
ipv4-group IP group address IP group address
ipv4-src-group * IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-group. In that case, no new FDB
entry is created, but the port is added to the static (S,G) entries (if they exist) that belong to the requested
group. It is recommended to set the FDB mode to ipv4-group or mac-group for IGMP version 2.

If an application on the device requests (*,G), the operating FDB mode is changed to ipv4-group.
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Example
The following example configures the Multicast bridging mode as an mac-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast mode mac-group
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bridge multicast address

To register a MAC-layer Multicast address in the bridge table and statically add or remove ports to or from
the group, use the bridge multicast address Interface (VLAN) Configuration mode command. To unregister
the MAC address, use the no form of this command.

Syntax

bridge multicast address {mac-multicast-address | ipv4-multicast-address} [{add | remove} {ethernet
interface-list | port-channel port-channel-list}]

no bridge multicast address mac-multicast-address

Parameters
» mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast address.
» add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

If ethernet interface-list or port-channel port-channel-list is specified without specifying add or remove,
the default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels, specify the
mac-multicast-addr ess parameter only.

Static Multicast addresses can be defined on static VLANSs only. You can execute the command before the
VLAN is created.

Example 1 - The following example registers the MAC address to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports statically.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 01:00:5e:02:02:03 add gil/0/1-2
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bridge multicast forbidden address

To forbid adding or removing a specific Multicast address to or from specific ports, use the bridge multicast
forbidden address IInterface (VLAN) Configuration mode command. To restore the default configuration,
use the no form of this command.

Syntax

bridge multicast forbidden address {mac-multicast-address | ipv4-multicast-address} {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast for bidden address mac-multicast-address

Parameters
» mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast address.
» add—Forbids adding ports to the group.
» remove—Forbids removing ports from the group.

« ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered, using bridge multicast address.

You can execute the command before the VLAN is created.

Example

The following example forbids MAC address 0100.5¢02.0203 on port gil/0/4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 0100.5e02.0203
switchxxxxxx (config-if)# bridge multicast forbidden address 0100.5e02.0203 add gil/0/4
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bridge multicast ip-address

To register IP-layer Multicast addresses to the bridge table, and statically add or remove ports to or from the
group, use the bridge multicast ip-addressIInterface (VLAN) Configuration mode command. To unregister
the IP address, use the no form of this command.

Syntax

bridge multicast ip-addressip-multicast-address [[add | remove] {interface-list | port-channel
port-channel-list}]

no bridge multicast ip-address ip-multicast-address

Parameters
* ip-multicast-address—Specifies the group IP Multicast address.
» add—(Optional) Adds ports to the group.
» remove—(Optional) Removes ports from the group.

« interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels, specify the
ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANSs only.

You can execute the command before the VLAN is created.

Example

The following example registers the specified IP address to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.
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switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2 add gil/0/4
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bridge multicast forbidden ip-address

To forbid adding or removing a specific IP Multicast address to or from specific ports, use the bridge multicast
forbidden ip-addressinterface (VLAN) Configuration mode command. To restore the default configuration,
use the no form of this command.

Syntax

bridge multicast forbidden ip-address {ip-multicast-address} {add | remove} {ethernet interface-list |
port-channel port-channel-list}

no bridge multicast forbidden ip-addressip-multicast-address

Parameters
* ip-multicast-addr ess—Specifies the group IP Multicast address.
» add—(Optional) Forbids adding ports to the group.
* remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list —(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers IP address 239.2.2.2, and forbids the IP address on port gi1/0/4 within VLAN
8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2
switchxxxxxx (config-if)# bridge multicast forbidden ip-address 239.2.2.2 add gil/0/4
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bridge multicast source group

To register a source IP address - Multicast IP address pair to the bridge table, and statically add or remove
ports to or from the source-group, use the bridge multicast source group Interface (VLAN) Configuration
mode command. To unregister the source-group-pair, use the no form of this command.

Syntax

bridge multicast source ip-address group ip-multicast-address [[add | remove] {ethernet interface-list |
port-channel port-channel-list}]

no bridge multicast source ip-address group ip-multicast-address

Parameters
» ip-address—Specifies the source IP address.
* ip-multicast-address—Specifies the group IP Multicast address.
» add—(Optional) Adds ports to the group for the specific source IP address.
» remove—(Optional) Removes ports from the group for the specific source IP address.

» ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2
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bridge multicast forbidden source group

To forbid adding or removing a specific IP source address - Multicast address pair to or from specific ports,
use the bridge multicast forbidden source group IInterface (VLAN) Configuration mode command. To
return to the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden sourceip-address group ip-multicast-address {add | remove} {ethernet
interface-list | port-channel port-channel-list}

no bridge multicast forbidden source ip-address group ip-multicast-address

Parameters
» ip-address—Specifies the source IP address.
* ip-multicast-address—Specifies the group IP Multicast address.
» add—(Optional) Forbids adding ports to the group for the specific source IP address.
» remove—(Optional) Forbids removing ports from the group for the specific source IP address.

» ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge table, and forbids
adding the pair to port gil/0/4 on VLAN 8&:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2

switchxxxxxx (config-if)# bridge multicast forbidden source 13.16.1.1 group 239.2.2.2 add
gil/0/4
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bridge multicast ipv6 mode

To configure the Multicast bridging mode for IPv6 Multicast packets, use the bridge multicast ipv6 mode
Interface (VLAN) Configuration mode command. To return to the default configuration, use the no form of
this command.

Syntax
bridge multicast ipv6 mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipvé mode

Parameters

» mac-group—Specifies that Multicast bridging is based on the packet's VLAN and MAC destination
address.

* ip-group—Specifies that Multicast bridging is based on the packet's VLAN and IPv6 destination address
for IPv6 packets.

* ip-src-group—Specifies that Multicast bridging is based on the packet's VLAN, IPv6 destination address
and IPv6 source address for IPv6 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group mode when using a network management system that uses a MIB based on the Multicast
MAC address.

The following table describes the actual data that is written to the Forwarding Data Base (FDB) as a function
of the MLD version that is used in the network:

FDB mode MLD version 1 MLD version 2

mac-group MAC group address MAC group address

ipv6-group IPv6 group address IPv6 group address
ipv6-src-group * IPv6 source and group addresses

(*) In ip-src-group mode a match is performed on 4 bytes of the multicast address and 4 bytes of the source
address. In the group address the last 4 bytes of the address are checked for match. In the source address the
last 3 bytes and 5th from last bytes of the interface ID are examined.

(*) Note that (*,G) cannot be written to the FDB if the mode is ip-src-group. In that case, no new FDB entry
is created, but the port is added to the (S,G) entries (if they exist) that belong to the requested group.
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If an application on the device requests (*,G), the operating FDB mode is changed to ip-group.

You can execute the command before the VLAN is created.

Example

The following example configures the Multicast bridging mode as an ip-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast ipv6é mode
ip-group
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bridge multicast ipv6 ip-address

To register an IPv6 Multicast address to the bridge table, and statically add or remove ports to or from the
group, use the bridge multicast ipv6 ip-address Interface (VLAN) Configuration mode command. To
unregister the IPv6 address, use the no form of this command.

Syntax

bridge multicast ipv6 ip-addressipve-multicast-address [[add | remove] {ethernet interface-list |
port-channel port-channel-list}]

no bridge multicast ipv6 ip-address ip-multicast-address

Parameters
* ipv6-multicast-address—Specifies the group IPv6 multicast address.
» add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces; use a hyphen to designate a range of ports.

« port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels, specify the
ipv6-multicast-addr ess parameter only.

Static Multicast addresses can be defined on static VLANSs only. You can execute the command before the

VLAN is created.

Example 1 - The following example registers the IPv6 address to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1

Example 2 - The following example registers the IPv6 address and adds ports statically.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ipvé ip-address FF00:0:0:0:4:4:4:1 add gil/0/1-2
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bridge multicast ipv6 forbidden ip-address

To forbid adding or removing a specific IPv6 Multicast address to or from specific ports, use the bridge
multicast ipv6 for bidden ip-addressInterface (VLAN) Configuration mode command. To restore the default
configuration, use the no form of this command.

Syntax

bridge multicast ipv6 for bidden ip-address {ipv6-multicast-address} {add |remove} {ethernet interface-list
| port-channel port-channel-list}

no bridge multicast ipv6 forbidden ip-addr ess ipv6-multicast-address

Parameters
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
» add—(Optional) Forbids adding ports to the group.
» remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No forbidden addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers an IPv6 Multicast address, and forbids the IPv6 address on port gil/0/4 within
VLAN 8.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1

switchxxxxxx (config-if)# bridge multicast ipvé forbidden ip-address FF00:0:0:0:4:4:4:1 add
gil/o0/4
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bridge multicast ipv6 source group

To register a source IPv6 address - Multicast IPv6 address pair to the bridge table, and statically add or remove
ports to or from the source-group, use the bridge multicast ipv6 sour ce group Interface (VLAN) Configuration
mode command. To unregister the source-group-pair, use the no form of this command.

Syntax

bridge multicast ipv6 sour ceipve-source-address group ipv6-multicast-address [[add | remove] {ether net
interface-list | port-channel port-channel-list}]

no bridge multicast ipv6 sour ce ipv6-address group ipv6-multicast-address

Parameters
* ipv6-sour ce-addr ess—Specifies the source IPv6 address.
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
» add—(Optional) Adds ports to the group for the specific source IPv6 address.
» remove—(Optional) Removes ports from the group for the specific source IPv6 address.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet
ports with a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate nonconsecutive
port-channels with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the bridge table:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group FF00:0:0:0:4:4:4:1
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bridge multicast ipv6 forbidden source group

To forbid adding or removing a specific IPv6 source address - Multicast address pair to or from specific ports,
use the bridge multicast ipv6 forbidden source group Interface (VLAN) Configuration mode command.
To return to the default configuration, use the no form of this command.

Syntax

bridge multicast ipv6 for bidden sourceipvé-source-address group ipv6-multicast-address {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 for bidden sour ce ipv6-address group ipv6-multicast-address

Parameters
* ipv6-sour ce-addr ess—Specifies the source IPv6 address.
* ipv6-multicast-address—Specifies the group IPv6 Multicast address.
» add—Forbids adding ports to the group for the specific source IPv6 address.
» remove—Forbids removing ports from the group for the specific source [Pv6 address.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the bridge table, and
forbids adding the pair to gil/0/4 on VLAN 8:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group FF00:0:0:0:4:4:4:1
switchxxxxxx (config-if)# bridge multicast forbidden source 2001:0:0:0:4:4:4:1 group
FF00:0:0:0:4:4:4:1 add gil/0/4
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bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge multicast unregistered Interface
(Ethernet, Port Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
bridge multicast unregistered {forwarding| filtering}
no bridge multicast unregistered

Parameters

« forwar ding—Forwards unregistered Multicast packets.

« filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because the 224.0.0.x
address range should not be filtered. Note that routers do not necessarily send IGMP reports for the 224.0.0.x
range.

You can execute the command before the VLAN is created.

Example
The following example specifies that unregistered Multicast packets are filtered on gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# bridge multicast unregistered filtering
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bridge multicast forward-all

To enable forwarding all multicast packets for a range of ports or port channels, use the bridge multicast
forward-all Interface (VLAN) Configuration mode command. To restore the default configuration, use the
no form of this command.

Syntax

bridge multicast forward-all {add | remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forward-all

Parameters
» add—Forces forwarding of all Multicast packets.
» remove—Does not force forwarding of all Multicast packets.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces. Use a hyphen to designate a range of port channels.

Default Configuration

Forwarding of all Multicast packets is disabled.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example enables all Multicast packets on port gil/0/4 to be forwarded.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast forward-all add gil/0/4
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bridge multicast forbidden forward-all

To forbid a port to dynamically join Multicast groups, use the bridge multicast forbidden forward-all
Interface (VLAN) Configuration mode command. To restore the default configuration, use the no form of
this command.

Syntax

bridge multicast for bidden forward-all {add | remove} {ethernet interface-list | port-channel
port-channel-list}

no bridge multicast forbidden forward-all

Parameters
» add—Forbids forwarding of all Multicast packets.
* remove—Does not forbid forwarding of all Multicast packets.

« ethernet interface-list —Specifies a list of Ethernet ports. Separate nonconsecutive Ethernet ports with
a comma and no spaces. Use a hyphen to designate a range of ports.

» port-channel port-channel-list—Specifies a list of port channels. Separate nonconsecutive port-channels
with a comma and no spaces; use a hyphen to designate a range of port channels.

Default Configuration
Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Use this command to forbid a port to dynamically join (by IGMP, for example) a Multicast group.
The port can still be a Multicast router port.

Example

The following example forbids forwarding of all Multicast packets to gil/0/1 within VLAN 2.

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# bridge multicast forbidden forward-all add ethernet gil/0/1
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bridge unicast unknown

To enable egress filtering of Unicast packets where the destination MAC address is unknown to the device,
use the bridge unicast unknown Interface (Ethernet, Port Channel) Configuration mode command. To restore
the default configuration, use the no form of this command.

Syntax

bridge unicast unknown {filtering | forwarding}

no bridge unicast unknown

Parameters
« filtering—Filter unregistered Unicast packets.

» forwar ding—Forward unregistered Unicast packets.

Default Configuration

Forwarding.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode.

Example

The following example drops Unicast packets on gil/0/1 when the destination is unknown.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# bridge unicast unknown filtering
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show bridge unicast unknown

To display the unknown Unicast filtering configuration, use the show bridge unicast unknown Privileged
EXEC mode command.

Syntax

show bridge unicast unknown [interface-id]

Parameters

interface-id—(Optional) Specify an interface ID. The interface ID can be one of the following types: Ethernet
port or port-channel

Command Mode

Privileged EXEC mode

Example

Console # show bridge unicast unknown
Port Unregistered
gil/0/1 Forward
gil/0/2 Filter

gil/0/3 Filter
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mac address-table static

To add a MAC-layer station source address to the MAC address table, use the mac address-table static
Global Configuration mode command. To delete the MAC address, use the no form of this command.

Syntax

mac address-table static mac-address vlan vian-id interface interface-id [per manent | delete-on-reset |
delete-on-timeout | secure]|

no mac address-table static [mac-address] vlan vian-id

Parameters
» mac-address—MAC address (Range: Valid MAC address)
* vlan-id— Specify the VLAN

« interface-id—Specify an interface ID. The interface ID can be one of the following types: Ethernet port
or port-channel (Range: valid ethernet port, valid port-channel)

* permanent—(Optional) The permanent static MAC address. The keyword is applied by the default.
» delete-on-reset—(Optional)The delete-on-reset static MAC address.
* delete-on-timeout—(Optional)The delete-on-timeout static MAC address.

* secure—(Optional)The secure MAC address. May be used only in a secure mode.

Default Configuration

No static addresses are defined. The default mode for an added address is permanent.

Command Mode

Global Configuration mode

User Guidelines

Use the command to add a static MAC address with given time-to-live in any mode or to add a secure MAC
address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type and time-to-live.
The following value of time-of-live is supported:

» permanent—MAC address is saved until it is removed manually.

* delete-on-reset—MAC address is saved until the next reboot.

delete-on-timeout—MAC address that may be removed by the aging timer.

The following types are supported:

» static— MAC address manually added by the command with the following keywords specifying its
time-of-live:

. Cisco Business Switches 350 Series CLI Guide



| Address Table Commands
mac address-table static .

permanent

delete-on-reset

delete-on-timeout

A static MAC address may be added in any port mode.

secure— A MAC address added manually or learned in a secure mode. Use the mac address-table
static command with the secure keyword to add a secure MAC address. The MAC address cannot be
relearned.

A secure MAC address may be added only in a secure port mode.

 dynamic— a MAC address learned by the switch in non-secure mode. A value of its time-to-liveattribute
is delete-on-timeout.

Example 1 - The following example adds two permanent static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:bl vlan 1 interface gil/0/1
switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
permanent

Example 2 - The following example adds a deleted-on-reset static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
delete-on-timeout

Example 4 - The following example adds a secure MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1 interface gil/0/1
secure
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clear mac address-table

To remove learned or secure entries from the forwarding database (FDB), use the clear mac address-table
Privileged EXEC mode command.

Syntax

clear mac address-table dynamic interface interface-id

clear mac address-table secure inter face interface-id

Parameters

+ dynamic interface interface-id—Delete all dynamic (learned) addresses on the specified interface. The
interface ID can be one of the following types: Ethernet port or port-channel. If interface ID is not
supplied, all dynamic addresses are deleted.

« secureinterfaceinterface-id—Delete all the secure addresses learned on the specific interface. A secure
address on a MAC address learned on ports on which port security is defined.

Default Configuration

For dynamic addresses, if interface-id is not supplied, all dynamic entries are deleted.

Command Mode

Privileged EXEC mode

Example 1 - Delete all dynamic entries from the FDB.

switchxxxxxx# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port gil/0/1.

switchxxxxxx# clear mac address-table secure interface gil/0/1
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mac address-table aging-time

To set the aging time of the address table, use the mac address-table aging-time Global configuration
command. To restore the default, use the no form of this command.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time

Parameters

seconds—Time is number of seconds. (Range:10-400)

Default Configuration
300

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# mac address-table aging-time 600
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port security

To enable port security learning mode on an interface, use the port security Interface (Ethernet, Port Channel)
Configuration mode command. To disable port security learning mode on an interface, use the no form of
this command.

Syntax
port security [forward | discard | discard-shutdown] [trap seconds]

no port security

Parameters

» forwar d—(Optional) Forwards packets with unlearned source addresses, but does not learn the address.
» discar d—(Optional) Discards packets with unlearned source addresses.

» discar d-shutdown—(Optional) Discards packets with unlearned source addresses and shuts down the
port.

» trap seconds—(Optional) Sends SNMP traps and specifies the minimum time interval in seconds between
consecutive traps. (Range: 1-1000000)

Default Configuration
The feature is disabled by default.
The default mode is discard.

The default number of seconds is zero, but if trapsis entered, a number of seconds must also be entered.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited MAC learning)
mode.

Port Security cannot be enabled on an interface if 802.1X authentication is already active on the interface.

When the port security command enables the lock mode on a port all dynamic addresses learned on the port
are changed to per manent secure addresses.

When the port security command enables a mode on a port differing from the lock mode all dynamic addresses
learned on the port are deleted.

When the no port security command cancels a secure mode on a port all secure addresses defined on the port
are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action that the switch should perform
on a frame which source MAC address cannot be learned.
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Example

The following example forwards all packets to port gi1/0/1 without learning addresses of packets from unknown
sources and sends traps every 100 seconds, if a packet with an unknown source address is received.

switchxxxxxx (config) # interface gil/0/4

switchxxxxxx (config-if)# port security mode lock

switchxxxxxx (config-if)# port security forward trap 100
(

switchxxxxxx (config-if)# exit
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port security mode

To configure the port security learning mode, use the port security mode Interface (Ethernet, Port Channel)
Configuration mode command. To restore the default configuration, use the no form of this command.

Syntax
port security mode {max-addresses | lock | secure permanent | secure delete-on-reset}

no port security mode

Parameters
» max-addresses— Non-secure mode with limited learning dynamic MAC addresses.
* lock— Secure mode without MAC learning.

* secur e per manent—Secure mode with limited learning permanent secure MAC addresses with the
permanent time-of-live. The static and secure MAC addresses may be added on the port manually by
the mac addr ess-table static command.

* secure delete-on-reset—Secure mode with limited learning secure MAC addresses with the
delete-on-reset time-of-live. The static and secure MAC addresses may be added on the port manually
by the mac address-table static command.

Default Configuration

The default port security mode islock.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines
The default port mode is called regular. In this mode, the port allows unlimited learning of dynamic addresses.

The command may be used only when the interface in the regular (non-secure with unlimited MAC learning)
mode.

Example
The following example sets the port security mode to Lock for gil/0/4.
switchxxxxxx (config) # interface gil/0/4

switchxxxxxx (config-if)# port security mode
lock

switchxxxxxx (config-if)# port security
switchxxxxxx (config-if)# exit
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port security max

To configure the maximum number of addresses that can be learned on the port while the port is in port,
max-addresses or secure mode, use the port security max Interface (Ethernet, Port Channel) Configuration
mode command. To restore the default configuration, use the no form of this command.

Syntax
port security max max-addr

no port security max

Parameters

max-addr—Specifies the maximum number of addresses that can be learned on the port. (Range: 0-256)

Default Configuration

This default maximum number of addresses is 1.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited MAC learning)
mode.

Example

The following example sets the port to limited learning mode:

switchxxxxxx (config) # interface gil/0/4
switchxxxxxx (config-if)# port security mode max
switchxxxxxx (config-if)# port security max 20
switchxxxxxx (config-if)# port security
switchxxxxxx (config-if)# exit
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port security routed secure-address

To add a MAC-layer secure address to a routed port. (port that has an IP address defined on it), use the port
security routed secure-address Interface (Ethernet, Port Channel) Configuration mode command. To delete
a MAC address from a routed port, use the no form of this command.

Syntax
port security routed secure-address mac-address

no port security routed secure-addr ess mac-address

Parameters

mac-address—Specifies the MAC address.

Default Configuration

No addresses are defined.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode. It cannot be configured for a range of interfaces (range
context).

User Guidelines

This command enables adding secure MAC addresses to a routed port in port security mode. The command
is available when the port is a routed port and in port security mode. The address is deleted if the port exits
the security mode or is not a routed port.

Example

The following example adds the MAC-layer address 00:66:66:66:66:66 to gil1/0/1.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# port security routed secure-address 00:66:66:66:66:66
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show mac address-table

To display entries in the MAC address table, use the show mac address-table Privileged EXEC mode
command.

Syntax

show mac address-table[dynamic| static| secure] [vlan Vian] [inter faceinterface-id] [address mac-address]|

Parameters

» dynamic—(Optional) Displays only dynamic MAC address table entries.
« static—(Optional) Displays only static MAC address table entries.

» secure—(Optional) Displays only secure MAC address table entries.

» vlan—(Optional) Displays entries for a specific VLAN.

« interface interface-id—(Optional) Displays entries for a specific interface ID. The interface ID can be
one of the following types: Ethernet port or port-channel.

« address mac-address—(Optional) Displays entries for a specific MAC address.

Default Configuration

If no parameters are entered, the entire table is displayed.

Command Mode

Privileged EXEC mode

User Guidelines
Internal usage VLANs (VLANS that are automatically allocated on routed ports) are presented in the VLAN
column by a port number and not by a VLAN ID.

Example 1 - Displays entire address table.

switchxxxxxx# show mac address-table
Aging time is 300 sec

VLAN MAC Address Port Type

1 00:00:26:08:13:23 0 self

1 00:3f:bd:45:5a:bl gil/0/1 static
1 00:21:b0:69:63:£3 gil/0o/2 dynamic
2 00:21:b0:69:63:£3 gil/0/3 dynamic
gil/0/4 00:a1:b0:69:61:12 gil/0/4 dynamic
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. show mac address-table

Example 2 - Displays address table entries containing the specified MAC address.
show mac address-table address 00:3f:bd:45:5a:bl

switchxxxxxx#

Aging time is 300 sec

VLAN MAC Address Port Type

1 00:3f:bd:45:5a:bl static gil/0/4
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show mac address-table count

To display the number of addresses present in the Forwarding Database, use the show mac address-table
count Privileged EXEC mode command.

Syntax

show mac address-table count [vlan vian | interface interface-id]

Parameters

» vlan vlan—(Optional) Specifies VLAN.

« interface-id interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

User Guidelines

Use the show mac address-table count command to display the Forwarding Database capacity (total number
of entries), free entries (the number of entries that can still be used) and the consumed entries breakdown by
type of entry. The following entry types are displayed:

* Used Unicast - Occupied Forwarding Database entries which are layer 2 MAC unicast addresses.

» Used Multicast - Occupied Forwarding Database entries which are layer 2 MAC Multicast addresses.
* |Pv4 hosts - Occupied Forwarding Database entries which are IPv4 Layer 3 host entries.

* |Pv6 hosts - Occupied Forwarding Database entries which are IPv6 Layer 3 host entries.

* Secure - The amount of the secure unicast entries.

» Dynamic Unicast- The amount of the dynamic unicast entries.

« Static Unicast - The amount of the static (configured by user) unicast entries.

* Internal - The amount of the internal entries. For example device own MAC address.
The Secure, Dynamic Unicast, Static Unicast and Internal entry types present further breakdown of the Used
Unicast entries.

The total number of consumed entries is the aggregate value of the following entry types: Used Unicast; Used
Multicast ;IPv4 hosts ;IPv6 hosts .

If the I nterface parameter is used the command will display only the following entry types: Used Unicast,
secure, Dynamic Unicast, Static Unicast and Internal.

Example 1 - The following example displays the number of entries present in forwarding table for
the entire device:

Cisco Business Switches 350 Series CLI Guide .



Address Table Commands |
. show mac address-table count

switchxxxxxx# show mac address-table count
This may take some time.

Capacity : 16384

Free : 16378

Used unicast :

Used multicast
Used IPv4 hosts
Used IPv6 hosts
Secure

Dynamic unicast
Static unicast
Internal
console#

(each IPv6 host consumes 2 entires in MAC address table)

PFNMNNORFR R RFP O

Example 2 - The following example displays the number of entries present in forwarding table for
a specific device interface.

switchxxxxxx# show mac address-table count interface gil/0/1
This may take some time.

Capacity : 16384

Free : 16378

Used unicast
Secure

Dynamic unicast
Static unicast
Internal
console#

oN DN OO
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show bridge multicast mode

To display the Multicast bridging mode for all VLANSs or for a specific VLAN, use the show bridge multicast
mode Privileged EXEC mode command.

Syntax

show bridge multicast mode [Vlan vian-id]

Parameters

vlan vlan-id—(Optional) Specifies the VLAN ID.

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast bridging mode for all VLANs

show bridge multicast mode .

switchxxxxxx# show bridge multicast mode
VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper
1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP
11 IPv4-GROUP IPv4-GROUP IPv6-GROUP IPv6-GROUP
12 IPv4-SRC- IPv4-SRC- IPv6-SRC- IPv6-SRC-
GROUP GROUP GROUP GROUP
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. show bridge multicast address-table

show bridge multicast address-table

To display Multicast MAC addresses or IP Multicast address table information, use the show bridge multicast
address-table Privileged EXEC mode command.

Syntax
show bridge multicast address-table [vlan vian-id]
show bridge multicast address-table [vlan vian-id] [addr ess mac-multicast-address] [format {ip | mac}]

show bridge multicast address-table [vlan vian-id] [addr ess ipv4-multicast-address] [source
ipv4-source-address]

show bridge multicast address-table [vlan vian-id] [addr ess i pv6-multicast-address] [source
ipv6-source-address]

Parameters

» vlan-id vlan-id—(Optional) Display entries for specified VLAN ID.

+ address—(Optional) Display entries for specified Multicast address. The possible values are:
mac-multicast-address—(Optional) Specifies the MAC Multicast address.
ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast address.
ipv6-multicast-address—(Optional) Specifies the IPv6 Multicast address.

» format—(Optional) Applies if mac-multicast-address was selected. In this case either MAC or IP format
can be displayed. Display entries for specified Multicast address format. The possible values are:

ip—Specifies that the Multicast address is an IP address.
mac—Specifies that the Multicast address is a MAC address.

* source —(Optional) Specifies the source address. The possible values are:
ipv4-address—(Optional) Specifies the source IPv4 address.

ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

If the format is not specified, it defaults to mac (only if mac-multicast-address was entered).
If VLAN ID is not entered, entries for all VLANS are displayed.

If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000 through
0100.5¢7f.fff.

Multicast router ports (defined statically or discovered dynamically) are members in all MAC groups.

Changing the Multicast mode can move static Multicast addresses that are written in the device FDB to a
shadow configuration because of FDB hash collisions.

Example

The following example displays bridge Multicast address information.

switchxxxxxx# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:

Vlan MAC Address Type Ports

8 01:00:5€:02:02:03 Static 1-2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

8 01:00:5e:02:02:03 gil/0/4

Multicast address table for VLANSs in IPv4-GROUP bridging mode:
Vlan MAC Address Type Ports

1 224.0.0.251 Dynamic gil/0/2
Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

1 232.5.6.5

1 233.22.2.6

Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports

1 224.2.2.251 11.2.2.3 Dynamic gil/0/1
Forbidden ports for Multicast addresses:

Vlan Group Address Source Address Ports

8 239.2.2.2 * gil/0/4

8 239.2.2.2 1.1.1.11 gil/0/4

Multicast address table for VLANs in IPv6-GROUP bridging mode:
VLAN IP/MAC Address Type Ports

8 £ff02::4:4:4 Static gil/0/1-2, gil/0/3, Pol

Forbidden ports for Multicast addresses:
VLAN IP/MAC Address Ports

8 ££02::4:4:4 gil/0/4
Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports
8 £ff02::4:4:4 * Static gil/0/1-2,9i1/0/3,Pol
8 f£02::4:4:4 fe80::200:7ff: Static
fe00:200
Forbidden ports for Multicast addresses:
Vlan Group Address Source address Ports
8 ££02::4:4:4 * gil/0/4
8 ££02::4:4:4 fe80::200:7ff: £ gil/0/4
e00:200
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show bridge multicast address-table static

To display the statically-configured Multicast addresses, use the show bridge multicast address-table static
Privileged EXEC mode command.

Syntax
show bridge multicast address-table static [vlan vian-id] [all]
show bridge multicast address-table static [vlan vian-id] [addr ess mac-multicast-address] [mac]| ip]

show bridge multicast address-table static [vlan vian-id] [addr ess i pv4-multicast-address] [sour ce
ipv4-source-address]

show bridge multicast address-table static [vlan vian-id] [addr ess ipv6-multicast-address] [sour ce
ipv6-source-address]

Parameters

» vlan vlan-id—(Optional) Specifies the VLAN ID.

+ address—(Optional) Specifies the Multicast address. The possible values are:
mac-multicast-address—(Optional) Specifies the MAC Multicast address.
ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast address.
ipv6-multicast-address—(Optional) Specifies the IPv6 Multicast address.

* sour ce—(Optional) Specifies the source address. The possible values are:
ipv4-address—(Optional) Specifies the source IPv4 address.

ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration

When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode

Privileged EXEC mode

User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000—- 0100.5e7.ffff.

Example

The following example displays the statically-configured Multicast addresses.

switchxxxxxx# show bridge multicast address-table static
MAC-GROUP table

Vlan MAC Address Ports

1 0100.9923.8787 gil/0/1, gil/0/2
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show bridge multicast address-table static .

Forbidden ports for multicast addresses:

Vlan MAC Address Ports

IPv4-GROUP Table

Vlan IP Address Ports

1 231.2.2.3 gil/0/1, gil/0/2
19 231.2.2.8 gil/0/2-3

Forbidden po

rts for multicast addresses:

Vlan IP Address Ports

L 231.2.2.3 5i1/0/2

19 231.2.2.8 gil/0/3

IPv4-SRC-GROUP Table:

Vlan Group Address Source address Ports
Forbidden ports for multicast addresses:

Vlan Group Address Source address Ports
IPv6-GROUP Table

Vlan IP Address Ports

101 FF12::8 5i1/0/1-4

Forbidden ports for multicast addresses:

Vlan IP Address Ports

1 FF12::3 si1/0/4

191 FF12::8 gil/0/4

IPv6-SRC-GROUP Table:

Vlan Group Address Source address Ports
1oz FRl2:i8 FE80::201:COR9: FE40:8988| gi1/0/1-4

Forbidden po

rts for multicast addresses:

Vlan

192

Group Address

Source address

FE80::201:COA9:FE40:8988|

gil/0/4
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show bridge multicast filtering

To display the Multicast filtering configuration, use the show bridge multicast filtering Privileged EXEC
mode command.

Syntax
show bridge multicast filtering vian-id

Parameters

vlan-id—Specifies the VLAN ID. (Range: Valid VLAN)

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast configuration for VLAN 1.

switchxxxxxx# show bridge multicast filtering 1
Filtering: Enabled

VLAN: 1

Forward-All

Port Static Status
gil/0/1 Forbidden Filter
gil/o/2 Forward Forward (s)
gil/0/3 - Forward (d)
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bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge multicast unregistered Interface
(Ethernet, Port Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
bridge multicast unregistered {forwarding| filtering}
no bridge multicast unregistered

Parameters

« forwar ding—Forwards unregistered Multicast packets.

« filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because the 224.0.0.x
address range should not be filtered. Note that routers do not necessarily send IGMP reports for the 224.0.0.x
range.

You can execute the command before the VLAN is created.

Example
The following example specifies that unregistered Multicast packets are filtered on gil/0/1:

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# bridge multicast unregistered filtering
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show ports security

Address Table Commands |

To display the port-lock status, use the show ports security Privileged EXEC mode command.

Syntax

show ports security [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the port-lock status of all ports.

switchxxxxxx# show ports security

Port Status Learning Action Maximum Trap Frequency
gil/0/1
Enabled Max- Discard 3 Enabled 100
Addresses
gil/0/2
Disabled Max- - 28 - -
Addresses
gil/0/3
Enabled Lock Discard 8 Disabled -

The following table describes the fields shown above.

iDescription

”ﬂhe port number.

he port security status. The possible values are: Enabled or Disabled.

ﬁiﬂ‘he action taken on violation.

he maximum number of addresses that can be associated on this port
in the Max-Addresses mode.

#iﬂ'he status of SNMP traps. The possible values are: Enable or Disable.

hhe minimum time interval between consecutive traps.
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show ports security addresses .

show ports security addresses

To display the current dynamic addresses in locked ports, use the show ports security addresses Privileged
EXEC mode command.

Syntax

show ports security addresses [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays dynamic addresses in all currently locked port:

Port Status Learning Current Maximum
gil/0/1 Disabled Lock 0 10
gil/0/2 Disabled Lock 0 1
gil/0/3 Disabled Lock 0 1
gil/0/4 Disabled Lock 0 1
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bridge multicast reserved-address

To define the action on Multicast reserved-address packets, use the bridge multicast reser ved-address Global
Configuration mode command. To revert to default, use the no form of this command.
Syntax

bridge multicast reserved-address mac-multicast-address [ether net-v2 ethtype | lIc sap | Ilc-snap pid]
{discard | bridge}

no bridge multicast reser ved-addr ess mac-multicast-address [ether net-v2 ethtype | llc sap | [Ic-snap pid]

Parameters

» mac-multicast-address—MAC Multicast address in the reserved MAC addresses range. (Range:
01-80-C2-00-00-00, 01-80-C2-00-00-02—01-80-C2-00-00-2F)

* ethernet-v2 ethtype—(Optional) Specifies that the packet type is Ethernet v2 and the Ethernet type field
(16 bits in hexadecimal format). (Range: 0x0600—-0xFFFF)

* llc sap—(Optional) Specifies that the packet type is LLC and the DSAP-SSAP field (16 bits in hexadecimal
format). (Range: OxFFFF)

* llc-snap pid—(Optional) Specifies that the packet type is LLC-SNAP and the PID field (40 bits in
hexadecimal format). (Range: 0x0000000000 - OXFFFFFFFFFF)

» discard—Specifies discarding the packets.

* bridge—Specifies bridging (forwarding) the packets

Default Configuration

» If the user-supplied MAC Multicast address, ethertype and encapsulation (LLC) specifies a protocol
supported on the device (called Peer), the default action (discard or bridge) is determined by the protocol.

* If not, the default action is as follows:

For MAC addresses in the range 01-80-C2-00-00-00, 01-80-C2-00-00-02— 01-80-C2-00-00-0F, the
default is discard.

For MAC addresses in the range 00-80-C2-00-00-10— 01-80-C2-00-00-2F, the default is bridge.

Command Mode

Global Configuration mode

User Guidelines

If the packet/service type (ethertype/encapsulation) is not specified, the configuration is relevant to all the
packets with the configured MAC address.

Specific configurations (that contain service type) have precedence over less specific configurations (contain
only MAC address).
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The packets that are bridged are subject to security ACLs. The actions define by this command has precedence
over forwarding rules defined by applications/protocols (STP, LLDP etc.) supported on the device.

Example

switchxxxxxx (config) # bridge multicast reserved-address 00:3f:bd:45:5a:bl
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. show bridge multicast reserved-addresses

show bridge multicast reserved-addresses

To display the Multicast reserved-address rules, use the show bridge multicast reserved-addr essesPrivileged
EXEC mode command.
Syntax

show bridge multicast reserved-addresses

Command Mode

Privileged EXEC mode

Example

switchxxxxxx # show bridge multicast reserved-addresses
MAC Address Frame Type Protocol Action

01-80-C2-00-00-00 LLC-SNAP 00-00-0C-01-29 Bridge
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AAA Commands

This chapter contains the following sections:

* aaa authentication login, on page 166

* aaa authentication enable, on page 168

* login authentication, on page 170

* enable authentication, on page 171

* ip http authentication, on page 172

* show authentication methods, on page 173
* login block-for, on page 174

* login delay, on page 176

* login quiet-mode access-class, on page 177
* show login, on page 178

* show login failures, on page 180

* password, on page 182

* enable password , on page 184

* service password-recovery, on page 186

* username , on page 187

* show users accounts, on page 189

* aaa accounting login start-stop, on page 190
* aaa accounting dotlx , on page 192

* show accounting, on page 194

* passwords complexity, on page 195

* passwords aging, on page 196

* password complexity history, on page 197
* aaa login-history file, on page 198

* show passwords configuration, on page 199
* show users login-history, on page 200

Cisco Business Switches 350 Series CLI Guide .



AAA Commands |
. aaa authentication login

aaa authentication login

Use the aaa authentication login Global Configuration mode command to set one or more authentication
methods to be applied during login. Use the no form of this command to restore the default authentication
method.

Syntax
aaa authentication login [authorization] {default | list-name} methodl [method?2...]

no aaa authentication login {default | list-name}

Parameters

« authorization—Specifies that authentication and authorization are applied to the given list. If the keyword
is not configured, then only authentication is applied to the given list.

» default—Uses the authentication methods that follow this argument as the default method list when a
user logs in (this list is unnamed).

« list-name—Specifies a name of a list of authentication methods activated when a user logs in. (Length:
1-12 characters)

» method1 [method2...]—Specifies a list of methods that the authentication algorithm tries (in the given
sequence). Each additional authentication method is used only if the previous method returns an error,
not if it fails. To ensure that the authentication succeeds even if all methods return an error, specify none
as the final method in the command line. Select one or more methods from the following list::

Keyword Description

enable Uses the enable password for authentication.

line Uses the line password for authentication.

local Uses the locally-defined usernames for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and passwords. This is the same as entering
the command aaa authentication login local.

Command Mode

Global Configuration mode
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aaa authentication login .

User Guidelines

Create a list of authentication methods by entering this command with the list-name parameter where list-name
is any character string. The method arguments identifies the list of methods that the authentication algorithm
tries, in the given sequence.

Note. If authorization is enabled for login and the switch receives from a TACACS+ server user level 15,
then the enable command is not required and if received level 1 the enable command is required.

The no aaa authentication login list-name command deletes a list-name only if it has not been referenced
by another command.

Example

The following example sets the authentication login methods for the console.

switchxxxxxx (config) # aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console
switchxxxxxx (config-line)# login authentication authen-list
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aaa authentication enable

The aaa authentication enable Global Configuration mode command sets one or more authentication methods
for accessing higher privilege levels. To restore the default authentication method, use the no form of this

command.

Syntax

aaa authentication enable [authorization] {default | list-name} method [method2...]}

no aaa authentication enable {default | list-name}

Parameters

AAA Commands |

« authorization—Specifies that authentication and authorization are applied to the given list. If the keyword
is not configured, then only authentication is applied to the given list.

» default—Uses the listed authentication methods that follow this argument as the default method list,
when accessing higher privilege levels.

* list-name—Specifies a name for the list of authentication methods activated when a user accesses higher
privilege levels. (Length: 1-12 characters)

» method [method2...]—Specifies a list of methods that the authentication algorithm tries, in the given
sequence. The additional authentication methods are used only if the previous method returns an error,
not if it fails. Specify none as the final method in the command line to ensure that the authentication
succeeds, even if all methods return an error. Select one or more methods from the following list:

Keyword

Description

enable

Uses the enable password for authentication.

line

Uses the line password for authentication.

none

Uses no authentication.

radius

Uses the list of all RADIUS servers for authentication.

tacacs

Uses the list of all TACACS+ servers for authentication.

Default Configuration

No Authentication lists exist by default.

Command Mode

Global Configuration mode

User Guidelines

Create a list by entering the aaa authentication enable list-name method1 [ method2...] command where
list-name is any character string used to name this list. The method argument identifies the list of methods
that the authentication algorithm tries, in the given sequence.
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aaa authentication enable .

All aaa authentication enablerequests sent by the device to a RADIUS server include the username $enabx$.,
where X is the requested privilege level.

All aaa authentication enable requests sent by the device to a TACACS+ server include the username that
is entered for login authentication.

The additional methods of authentication are used only if the previous method returns an error, not if it fails.
Specify none as the final method in the command line to ensure that the authentication succeeds even if all
methods return an error.

no aaa authentication enable list-name deletes list-name if it has not been referenced.

Example

The following example sets the enable password for authentication for accessing higher privilege levels.

switchxxxxxx (config) # aaa authentication enable enable-1list radius none
switchxxxxxx (config)# line console
switchxxxxxx (config-line) # enable authentication enable-list
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login authentication

The login authentication Line Configuration mode command specifies the login authentication method list
for a remote Telnet or console session. Use the no form of this command to restore the default authentication
method.

Syntax
login authentication {default | list-name}

no login authentication

Parameters

» default—Uses the default list created with the aaa authentication login command.

» list-name—Uses the specified list created with the aaa authentication login command.

Default Configuration

default

Command Mode

Line Configuration Mode

Example1 - The following example specifies the login authentication method as the default method
for a console session.

switchxxxxxx (config)# line console
switchxxxxxx (config-line)# login authentication default

Example 2 - The following example sets the authentication login methods for the console as a list
of methods.

switchxxxxxx (config)# aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console
switchxxxxxx (config-line)# login authentication authen-1list
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enable authentication

The enable authentication Line Configuration mode command specifies the authentication method for
accessing a higher privilege level from a remote Telnet or console. Use the no form of this command to restore
the default authentication method.

Syntax
enable authentication {default | list-name}

no enable authentication

Parameters
« default—Uses the default list created with the aaa authentication enable command.

» list-name—Uses the specified list created with the aaa authentication enable command.

Default Configuration
default.

Command Mode

Line Configuration Mode

Example1 - The following example specifies the authentication method as the default method when
accessing a higher privilege level from a console.

switchxxxxxx (config)# line console
switchxxxxxx (config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for accessing higher privilege
levels.

switchxxxxxx (config)# aaa authentication enable enable-list radius none
switchxxxxxx (config)# line console
switchxxxxxx (config-line)# enable authentication enable-list
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Ip http authentication

The ip http authentication Global Configuration mode command specifies authentication methods for HTTP
server access. Use the no form of this command to restore the default authentication method.

Syntax
ip http authentication aaa login-authentication [login-authorization] method1 [method?2...]

no ip http authentication aaa login-authentication

Parameters

« login-authorization—Specifies that authentication and authorization are applied. If the keyword is not
configured, then only authentication is applied.

» method [method2...]—Specifies a list of methods that the authentication algorithm tries, in the given
sequence. The additional authentication methods are used only if the previous method returns an error,
not if it fails. Specify none as the final method in the command line to ensure that the authentication
succeeds, even if all methods return an error. Select one or more methods from the following list:

Keyword Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The local user database is the default authentication login method. This is the same as entering the ip http
authentication local command.

Command Mode

Global Configuration mode

User Guidelines

The command is relevant for HTTP and HTTPS server users.

Example

The following example specifies the HTTP access authentication methods.

switchxxxxxx (config)# ip http authentication aaa login-authentication radius local none
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show authentication methods

The show authentication methods Privileged EXEC mode command displays information about the
authentication methods.

Syntax

show authentication methods

Command Mode

Privileged EXEC mode

Example
The following example displays the authentication configuration:

switchxxxxxx# show

authentication methods

Login Authentication Method Lists

Default: Radius, Local, Line

Consl Login(with authorization): Line, None
Enable Authentication Method Lists

Default: Radius, Enable

Consl Enable(with authorization): Enable, None

Line Login Method List Enable Method List
Console Consl Login Consl Enable
Telnet Default Default

SSH Default Default

HTTP, HHTPS: Radius, local
Dotlx: Radius
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Login Block-for

Use the following global configuration mode command to configure a quiet mode period followed specified
number of failed login attempts. Use the no form of command to return to default settings:

Syntax
login block-for seconds attemptstries within seconds

no login block-for

Parameters

* Block for seconds - Duration (in seconds) of quiet mode period (the time in which login attempts are
denied) (range 1 - 65535 (18 hours) seconds).

« attemptstries - The number of failed login attempts that triggers the quiet mode period (range 1-100).

« within seconds - Duration of time (in seconds) in which the number of failed login attempts must be
made before the quiet mode period is triggered (range 1 - 3600 (1 hour) seconds).

Default Configuration

Quiet mode is not configured on device.

Command Mode

Global Configuration mode.

User Guidelines

If the specified number of connection attempts fails (attempt tries) within a specified time (within seconds),
the device will not accept any additional login attempts for a specified period of time (block-for seconds).

During the quiet-mode period, management connections to device are restricted by the quiet-mode access-class
which allows only the specified connections (command login quiet-mode access-class). For devices that
support a console connection the “console_only” management access-list is used as the default quiet-mode
access-class. In this case, all login attempts over the network (Telnet, SSH, SNMP, HTTP or HTTPS) are
denied during the quiet-mode period.

This command can be configured only if a quiet-mode access-class (default or user defined) is configured —
see “login quiet-mode access-class”

If the login block-for command is already configured on device and the command is reconfigured with new
parameters during the “watch period” — then the current count will be terminated, and a new count will begin
using new parameters. The Command is rejected if configured during login attack quiet-mode period.

The no form of command disables the feature and terminates the quiet mode period, if active.
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Examples

Example 1 - The following example shows how to block all login requests for 180 seconds if 18 failed login
attempts are exceeded within 180 seconds:

switchxxxxxx (config)# login block-for 180 attempts 18 within 180

Example 2 -The following example displays an attempt to configure command during device quiet mode
period:

switchxxxxxx (config)# login block-for 18 attempts 8 within 50
Cannot configure login block-for setting while device is in Quiet-Mode.

Example 3 - The following example displays an failure to configure command. Failure reason: quiet-mode
access class (default or user defined) is not configured:

switchxxxxxx (config)# login block-for 770 attempts 7 within 613

Cannot configure login block-for setting since quiet-mode access-class is not configured.
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login delay

Use the login delay Global Configuration mode command to configure a delay in device response to a failed
login attempts. Use the no form of this command to return to the default setting.

Syntax
login delay seconds

no login delay

Parameters

* seconds - The delay (in seconds) that is imposed between failed login attempts (range 1-10 seconds).

Default Configuration

By default, login delay is disabled.

Command Mode

By default, login delay is disabled.

User Guidelines

The login delay command introduces a delay in device response following a failed login attempt (HTTP,
HTTPS, Telnet, SSH and SNMP). The delay provides better protection from possible dictionary attacks.

Examples

Example 1 - The following example sets a delay of 5 seconds following a failed login attempt:

switchxxxxxx (config) # login delay 5
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login quiet-mode access-class

Use the login quiet-mode access-class Global Configuration mode command to to specify a management
access control list (MACL) that will be applied when the device transitions to the login quiet-mode. Use the
no form of this command to return to the default setting.

Syntax
login quiet-mode access-class name

no login quiet-mode access-class

Parameters

» name — the name of the management ACL to apply on the device while in login quiet mode.

Default Configuration

By default, the "console-only" management access list is applied as the default quiet-mode access-class. For
devices that do not support console - the quiet-mode access-class has no default.

Command Mode

Global configuration mode.

User Guidelines

Use the login quiet-mode access-class command to allow selective hosts access to the device management
during a login quiet period. Access is allowed based on the specified Management ACL. The management
access list needs to be created prior to configuring this command using the management access-list command.

This settings provides the ability to grant access to a client or list of clients even during a quiet-mode period.
On devices that support a console connection the "console-only" management access-list is applied by default
during a quiet-mode period, meaning all network login connections (telnet, SSH, SNMP, HTTP, HTTPS) are
denied, while a connection from the console is allowed. On devices that do not support a console there is no
default access-class and the login block-for command cannot be configured if user did not first define a
quiet-mode access-class.

The command is rejected if it is configured during a quiet-mode period.

The no form of the command returns quiet-mode access-class to the default setting. On devices without a
console the no command cannot be applied if login block-for command is configured.

Examples

Example 1 - The following example shows how to configure the device to accept connection during quiet
mode period based on quiet-acl management access list:

switchxxxxxx (config)# login quiet-mode access-class quiet-acl
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show login

Use the following privileged exec mode command to display login setting and status:

Syntax

show login

Parameters

N/A

Default Configuration
N/A

Command Mode

Privileged EXEC mode

User Guidelines

This command displays setting and status related to commands login delay, L ogin block-for and login
quiet-mode access-class.

Examples
Example 1 - The following example shows output if no login settings have been applied or changed:

switchxxxxxx# show login

Login delay: disabled

Login Attacks watch: disabled

Quiet-Mode access list: console-only (the default)

Example 2 - The following example shows the show login command output where the user set the login delay
to 5 seconds, configured a login block period and the device is not in quiet-mode:

switchxxxxxx# show login

Login delay: 5 second

Login Attacks watch: enabled

If more than 4 login failures occur in 60 seconds or less, logins will be disabled for 60
seconds.

Quiet-Mode access list: console-only (the default)

Quiet-Mode: inactive

Watch Window remaining time: 44 seconds.

Present login failure count: 3.

\)

Note Login failure count is counted from the earliest failed login that is still valid (within a watching windows)

Example 3 - The following example shows output where user set login delay to 5 seconds, configured a login
block period and device is in quiet mode:

switchxxxxxx# show login
Login delay: 5 second
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Login Attacks watch: enabled

If more than 4 login failures occur in 60 seconds or less, logins will be disabled for 60
seconds.

Quiet-Mode access list: console-only (the default)

Quiet-Mode: active (time remaining: 20 seconds)

Cisco Business Switches 350 Series CLI Guide .



. show login failures

AAA Commands |

show login failures

Use the following privileged exec mode command to display information on failed login attempts:

Syntax

Show login failures

Parameters

NA

Default Configuration
NA

Command Mode

Privileged EXEC mode

User Guidelines

This command displays information on last 50 failed login attempts. Information includes the username
provided in the failed attempt (if provided as part of attempt), source IP used in failed attempt, service requested
in the failed attempt, the number of failed attempts for this connection and the time stamp of last failed attempt
for this connection. Entries are sorted from the newest time stamp to the oldest.

Examples
switchxxxxxx# show login failures

Information about last 50 login failure's with the device.

Username Source P Service Count TimeStamp

ffff 10.5.44.25 telnet 3 00:01:23 edt Wed
Jul 7 2021

fff 10.5.44.25 telnet 4 08:37:08 edt Thu Jul
82021

bb 10.5.44.25 ssh 2 00:17:59 edt Wed
Jul 7 2021

fff 10.5.44.25 ssh 2 00:20:37 edt Wed
Jul 72021

ffff 10.5.44.25 ssh 2 00:21:12 edt Wed
Jul 7 2021
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Username Source P Service Count TimeStamp

aaaa fe80::1111 ssh 2 00:21:26 edt Wed
Jul 7 2021

10.5.44.25 telnet 3 00:38:14 edt Wed

Jul 7 2021

aaa 10.5.44.22 telnet 1 08:37:16 edt Thu Jul
82021

555 10.5.44.23 telnet 1 08:37:26 edt Thu Jul
82021
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Use the password Line Configuration mode command to specify a password on a line (also known as an
access method, such as a console or Telnet). Use the no form of this command to return to the default password.

Syntax
password {unencrypted-password [method hash-method] | encrypted-password encrypted}
password generate-password [method hash-method]

no password

Parameters

* unencrypted-password—The authentication password for the user. (Range: 1-64)

* [method hash-method] — (optional) specifies the method used for encrypting the clear-text password.
Supported values:

+ shab12 - PBKDF2 encryption with HMAC using the SHA512 as the underlying Hashing Algorithm.
This is the default method if the method parameter is not specified.

* encrypted encrypted-password—Specifies that the password is encrypted and hashed using a salt. Use
this keyword to enter a password that is already encrypted (for instance, a password that was copied from
the configuration file of another device). The encrypted-password is specified in the format of
$<type>$<salt>$<encrypted-password >, where:

* <type> - is an integer value that indicates the type of hash algorithm used to generate the hash
* <salt> - The base64 encoding of the 96 bits used for salt (Ilength — 16 bytes)

* <encrypted-password> - The base64 encoding of the encrypted hash output (length - 86 bytes)

Default Configuration

No password is defined.

Command Mode

Line Configuration Mode

User Guidelines
The unencrypted-password must comply to password complexity requirements.

If the gener ate-password option is selected, the user does not need to input a password. Instead, the device
will automatically generate a random based password suggestion. This suggestion will be displayed to the
user, and the user will be presented with an option to accept or reject the proposed password. If user selected
to accept the proposed password, then the specified username with this password (in encrypted format) will
be added to device configuration file. If user rejects the proposed password then a new command needs to be
entered by the user.
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Example
Example 1 -The following example specifies the password ‘secreT123!” on the console line.

switchxxxxxx (config)# line console
switchxxxxxx (config-line)# password secreT123!

Example 2 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to accept the
proposed password.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# password generate-password

Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] y

“Configuration and password are added to device configuration. Please Note
password for future use.”

Example 3 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to reject the
proposed password.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# password generate-password

Generated password: aBgrT9!59HgS$S

Accept generated password (y/n) [Y] n

“Auto generated password rejected by user. Password configuration is not added to
device configuration”
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enable password

Use the enable password Global Configuration mode command to set a local password to control access to
normal and privilege levels. Use the no form of this command to return to the default password.

Syntax

enable password [level privilege-level] {{method hash-method] unencrypted-password | encrypted
encrypted-password}

no enable password [level privilege-level]

Parameters

* level privilege-level—Level for which the password applies. If not specified, the level is 15. (Range:
1-15)

* [method hash-method] — (optional) specifies the method used for encrypting the clear-text password.
Supported values:

+ shab12 - PBKDF2 encryption with HMAC using the SHA512 as the underlying Hashing Algorithm.
This is the default method if the method parameter is not specified.

« unencrypted-password—Password for this level. (Range: 0—159 chars)

* encrypted encrypted-password—Specifies that the password is encrypted and hashed using a salt. Use
this keyword to enter a password that is already encrypted (for instance, a password that was copied from
the configuration file of another device). The encrypted-password is specified in the format of
$<type> $< salt>$< encrypted-password >, where:

* <type> - is an integer value that indicates the type of hash algorithm used to generate the hash
* <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)
* <encrypted-password> - The base64 encoding of the encrypted hash output (length - 86 bytes)

Default Configuration

Default for level is 15.

Command Mode

Global Configuration mode

User Guidelines
The unencrypted-password must comply to password complexity requirements

When the administrator configures a new enable password, this password is encrypted automatically and
saved to the configuration file. No matter how the password was entered, it appears in the configuration file
with the keyword encrypted and the encrypted value. The administrator is required to use the encrypted
keyword only when actually entering an encrypted keyword.

. Cisco Business Switches 350 Series CLI Guide



| AAA Commands

enable password .

If the administrator wants to manually copy a password that was configured on one switch (for instance,
switch B) to another switch (for instance, switch A), the administrator must add encrypted in front of this
encrypted password when entering the enable command in switch A. In this way, the two switches will have
the same password.

The administrator is required to use the encrypted keyword only when actually entering an encrypted keyword.

If the gener ate-password option is used, instead of entering a password the user will be presented with a
randomly generated password suggestion. This suggestion will comply with all current password strength
settings

The user will be given the choice to accept or reject the proposed password. If the user elects to accept the
password, then this password will be added for the configured enable level (in encrypted format) in the
configuration file.

If the user rejects the password suggestion, the command will need to be entered again to configure this enable
level.

Example

Example 1 - The command sets a password that has already been encrypted. It will be copied to the
configuration file just as it is entered. To login to device using this password, the user must know its unencrypted
form.

switchxxxxxx (config) # enable password encrypted
$15$TgKC13RgV/QJIb2Ma$4ImeD7wgRGH2 iwGKMM+g4M53uQxpOM1hkUNS56UMAEUuMghwObsRH27zakc7
2hLxt/YhEknPAGLX7fTggwZn6eVw==

Example 2 - The command sets an unencrypted password for level 1 (it will be encrypted in the configuration
file).

switchxxxxxx (config)# enable password level 1 let-me-In

Example 3 - The command in this example includes the gener ate-passwor d key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to accept the
proposed password.

switchxxxxxx (config) # enable password generate-password

Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] y

“Configuration and password are added to device configuration. Please Note
password for future use”

Example 4 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to rejects the
proposed password.

switchxxxxxx (config)# enable password generate-password

Generated password: aBgrT9!59HgS$

Accept generated password (y/n) [Y] n

“Auto generated password rejected by user. Password configuration is not added to
device configuration”
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service password-recovery

Use the service passwor d-recovery Global Configuration mode command to enable the password-recovery
mechanism. This mechanism allows an end user, with physical access to the console port of the device, to
enter the boot menu and trigger the password recovery process. Use the no service passwor d-recovery
command to disable the password-recovery mechanism. When the password-recovery mechanism is disabled,
accessing the boot menu is still allowed and the user can trigger the password recovery process. The difference
is, that in this case, all the configuration files and all the user files are removed. The following log message
is generated to the terminal: “All the configuration and user files were removed”.

Syntax
service passwor d-recovery

No service passwor d-recovery

Default Configuration

The service password recovery is enabled by default.

Command Mode

Global Configuration mode

User Guidelines

« If password recovery is enabled, the user can access the boot menu and trigger the password recovery
in the boot menu. All configuration files and user files are kept.

* If password recovery is disabled, the user can access the boot menu and trigger the password recovery
in the boot menu. The configuration files and user files are removed.

» If a device is configured to protect its sensitive data with a user-defined passphrase for (Secure Sensitive
Data), then the user cannot trigger the password recovery from the boot menu even if password recovery
is enabled.

Example

The following command disables password recovery:

switchxxxxxx (config) # no service password recovery
Note that choosing to use Password recovery option in the Boot Menu during the boot process
will remove the configuration files and the user files. Would you like to continue ? Y/N.
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username

Use the username Global Configuration mode command to create or edit a username based user authentication
account. Use the no form to remove a user account.

Syntax

username name {[method hash-method] password {unencrypted-password | {encrypted
encrypted-password} } | {privilegeprivilege-level {{method hash-method] unencrypted-password | {encrypted
encrypted-password} } } }

username name {[method hash-method] generate-password | {privilege privilege-level {{method
hash-method] gener ate-password}

No username name

Parameters

» name—The name of the user. (Range: 1-20 characters)

* [method hash-method] — (optional) specifies the method used for encrypting the clear-text password.
Supported values:

» shab512 - PBKDF?2 encryption with HMAC using the SHAS512 as the underlying Hashing Algorithm.
This is the default method if the method parameter is not specified.

* passwor d—Specifies the password for this username.
» unencrypted-password—The authentication password for the user. (Range: 1-64)

* encrypted encrypted-password—Specifies that the password is encrypted and hashed using a salt. Use
this keyword to enter a password that is already encrypted (for instance, a password that was copied from
the configuration file of another device). The encrypted-password is specified in the format of
$<type> $< salt>$< encrypted-password >, where:

* <type> - is an integer value that indicates the type of hash algorithm used to generate the hash.
* <salt> - The base64 encoding of the 96 bits used for salt (length — 16 bytes)
* <encrypted-password> - The base64 encoding of the encrypted hash output (length - 86 bytes)

« gener ate-passwor d - The device automatically generates a random based password suggestion. The user
has an option to accept or reject the proposed password.

* privilege privilege-level —User account privilege level. If not specified the level is 1. (Range: 1-15).

Default Configuration

No user is defined.

Command Mode

Global Configuration mode
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The unencrypted-password must comply to password complexity requirements.

If the generate-password option is used, instead of entering a password the user will be presented with a
randomly generated password suggestion. This suggestion will comply with all current password strength
settings. The user will be given the choice to accept or reject the proposed password. If the user elects to
accept the password, then this password will be added for the configured user name (in encrypted format) in
the configuration file.

If the user rejects the password suggestion, the command will need to be entered again to configure this user.

The knowledge of the current password is required if the user requests to modify the password of the account
used to login to the current session (while maintaining the current username). The user will be prompted to
provide the current password in clear-text format. The password change will succeed only if the user correctly
provided the current password.

The last level 15 user cannot be removed and cannot be a remote user

Example

Example 1- Sets an unencrypted password for user tom (level 15). It will be encrypted in the configuration
file.

switchxxxxxx (config) # username tom password 1234Ab$5678

Example 2 - Sets a password for user jerry (level 15) that has already been encrypted. It will be copied to the
configuration file just as it is entered. To use it, the user must know its unencrypted form.

switchxxxxxx (config)# username jerry privilege 15 encrypted
$15$ToKC13RgV/QJb2Ma$4JmeD7TwgRGH2 1wGKMMH+g4MS5 3uQxpOML hkUNS 6UMAEUUMahwObsRH2 7zake72hLikt / YhEKNPAGLX 7 £ TgqwZn V=

Example 3 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to accept the
proposed password.

switchxxxxxx (config) # username tom generate-password privilege 15
Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] y

“Configuration and password are added to device configuration. Please Note
password for future use.”

Example4 - The command in this example includes the generate-password key word. in this case the device
will propose a randomly generated password to be used. in the example below the user selects to reject the
proposed password.

switchxxxxxx (config)# username tom generate-password privilege 15

Generated password: aBgrT9!59Hg$

Accept generated password (y/n) [Y] n

“Auto generated password rejected by user. Password configuration is not added to
device configuration.”
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show users accounts

The show users accounts Privileged EXEC mode command displays information about the users local
database.

Syntax

show users accounts

Command Mode

Privileged EXEC mode

Example

The following example displays information about the users local database:

switchxxxxxx# show users accounts

Username Privilege Password
————————————————— Expiry date
Bob 5 e
Robert 15 Jan 18 2005
Smith 15 Jan 19 2005

The following table describes the significant fields shown in the display:

Field Description

Username The user name.

Privilege The user’s privilege level.
Password Expiry date | The user's password expiration date.
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aaa accounting login start-stop

Use the aaa accounting login start-stop command in Global Configuration mode to enable accounting of
device management sessions. Use the no form of this command to disable accounting.

Syntax
aaa accounting login start-stop group {radius| tacacs+}

no aaa accounting login start-stop

Parameters

* group radius—Uses a RADIUS server for accounting.

* group tacacs+—Uses a TACACS+ server for accounting.

Default Configuration
Disabled

Command Mode

Global Configuration mode

User Guidelines
This command enables the recording of device management sessions (Telnet, serial and WEB but not SNMP).

It records only users that were identified with a username (e.g. a user that was logged in with a line password
is not recorded).

If accounting is activated, the device sends a “start”/“stop” messages to a RADIUS server when a user logs
in / logs out respectively.

The device uses the configured priorities of the available RADIUS/TACACS+ servers in order to select the
RADIUS/TACACS+ server.

The following table describes the supported RADIUS accounting attributes values, and in which messages
they are sent by the switch.

Name Start Message | Stop Message |Description
User-Name (1) Yes Yes User’s identity.
NAS-IP-Address (4) Yes Yes The switch IP address that is used for the

session with the RADIUS server.

Class (25) Yes Yes Arbitrary value is included in all accounting
packets for a specific session.

Called-Station-1D (30) | Yes Yes The switch IP address that is used for the
management session.
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Name Start Message |Stop Message |Description

Calling-Station-ID (31) | Yes Yes The user IP address.

Acct-Session-1D (44) Yes Yes A unique accounting identifier.

Acct-Authentic (45) Yes Yes Indicates how the supplicant was
authenticated.

Acct-Session-Time (46) |No Yes Indicates how long the user was logged in.

Acct-Terminate-Cause |No Yes Reports why the session was terminated.

(49)

The following table describes the supported TACACS+ accounting arguments and in which messages they

are sent by the switch.

Name Description Start Message Stop Message
task_id A unique accounting session identifier. Yes Yes

user username that is entered for login Yes Yes

authentication

rem-addr IP address of the user Yes Yes
elapsed-time Indicates how long the user was logged in. | No Yes

reason Reports why the session was terminated. | No Yes

Example

switchxxxxxx (config) # aaa accounting login start-stop group radius
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aaa accounting dot1x

To enable accounting of 802.1x sessions, use the aaa accounting dot1x Global Configuration mode command.
Use the no form of this command to disable accounting.

Syntax
aaa accounting dot1x start-stop group radius

no aaa accounting dot1x start-stop group radius

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines
This command enables the recording of 802.1x sessions.

If accounting is activated, the device sends start/stop messages to a RADIUS server when a user logs in / logs
out to the network, respectively. The device uses the configured priorities of the available RADIUS servers
in order to select the RADIUS server.

If a new supplicant replaces an old supplicant (even if the port state remains authorized), the software sends
a stop message for the old supplicant and a start message for the new supplicant.

In multiple sessions mode (dot1x multiple-hosts authentication), the software sends start/stop messages for
each authenticated supplicant.

In multiple hosts mode (dot1x multiple-hosts), the software sends start/stop messages only for the supplicant
that has been authenticated. The software does not send start/stop messages if the port is force-authorized.

The software does not send start/stop messages for hosts that are sending traffic on the guest VLAN or on the
unauthenticated VLANS.

The following table describes the supported Radius accounting Attributes Values and when they are sent by
the switch.

Name Start | Stop Description
User-Name (1) Yes Yes Supplicant’s identity.
NAS-IP-Address (4) Yes Yes The switch IP address that is

used for the session with the
RADIUS server.

NAS-Port (5) Yes Yes The switch port from where
the supplicant has logged in.
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Name Start | Stop Description

Class (25) Yes Yes The arbitrary value that is
included in all accounting
packets for a specific session.

Called-Station-I D (30) Yes Yes The switch MAC address.

Calling-Station-ID (31) Yes Yes The supplicant MAC address.

Acct-Session-1 D (44) Yes Yes A unique accounting
identifier.

Acct-Authentic (45) Yes Yes Indicates how the supplicant
was authenticated.

Acct-Session-Time (46) No Yes Indicates how long the
supplicant was logged in.

Acct-Terminate-Cause (49) | No Yes Reports why the session was
terminated.

Nas-Port-Type (61) Yes Yes Indicates the supplicant
physical port type.

Example

switchxxxxxx (config)# aaa accounting dotlx start-stop group radius
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show accounting

The show accounting EXEC mode command displays information as to which type of accounting is enabled
on the switch.

Syntax

show accounting

Command Mode

User EXEC mode

Example

The following example displays information about the accounting status.
switchxxxxxx# show accounting

Login: Radius
802.1x: Disabled
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passwords complexity

Use the passwor ds complexity Global Configuration mode commands to control the minimum requirements
from a password when password complexity is enabled. Use the no form of these commands to return to
default.

Syntax

passwor ds complexity {min-length number} | {min-classes number} | {no-repeat number} | not-current
| not-username | not-manufacturer-name

no passwor ds complexity min-length | min-classes | no-repeat | not-current | not-username |
not-manufacturer-name
Parameters

» min-length number—Sets the minimal length of the password. (Range: 8—64)

» min-classes number—Sets the minimal character classes (uppercase letters, lowercase letters, numbers,
and special characters available on a standard keyboard). (Range: 1-4)

* no-repeat number—Specifies the maximum number of characters in the new password that can be
repeated consecutively. (Range: 1-16)

* not-cur rent—Specifies that the new password cannot be the same as the current password.

* not-user name—Specifies that the password cannot repeat or reverse the user name or any variant reached
by changing the case of the characters.

* not-manufacturer-name—Specifies that the password cannot repeat or reverse the manufacturer’s name
or any variant reached by changing the case of the characters.

Default Configuration

The minimal length is 8.

The number of classes is 3.
The default for no-repeat is 3.

All the other controls are enabled by default.

Command Mode

Global Configuration mode

Example

The following example configures the minimal required password length to 10 characters.

switchxxxxxx (config) # passwords complexity min-length 10
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passwords aging

Use the passwor ds aging Global Configuration mode command to enforce password aging. Use the no form
of this command to return to default.

Syntax
passwor ds aging days

no passwords aging

Parameters

« days—Specifies the number of days before a password change is forced. You can use 0 to disable aging.
(Range: 0-365).

Default Configuration

Password aging is disabled by default.

Command Mode

Global Configuration mode

User Guidelines
The password aging setting is relevant to local database users, enable passwords and line passwords.

If password aging is enabled, when a user logs into the device within the 10 days preceding the password
expiration date, a warning will be displayed alerting the user that the password will expire soon. The user is
granted access to the device without changing the password. At this stage it is the user’s responsibility to
change the password before the expiration date.

Is the user logs into the device after the password expiration date, they are prompted to enter a new password
and are not allowed access to the device management until a new password has been configured.

To disable password aging, use passwordsaging 0.

Example

The following example configures the aging time to be 24 days.

witchxxxxxx (config)# passwords aging 24
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password complexity history

The passwords complexity history Global Configuration mode command configures the number of password
changes required before a password can be reused. Use the no form of this command to return to the default
setting

Syntax

passwor ds complexity history number

no passwor ds complexity history

Parameters

number—Specifies the number of password changes required before a password can be reused. (Range:
3-12).

Default Configuration

By default the number of passwords changes that are needed before password reuse is 12.

Command Mode

Global configuration mode.

User Guidelines

The setting is relevant to local users’ passwords, line passwords and enable passwords.

The local user history is maintained for users up to the number of local users supported on the device.
Password history is not checked during a configuration download.

The password history is kept even if the password history check is disabled.

Example

The following example sets the number of password changes required before a password can be reused to 10.

switchxxxxxx (config)# passwords complexity history 10
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aaa login-history file

The aaa login-history file Global Configuration mode command enables writing to the login history file. Use

the no form of this command to disable writing to the login history file.

Syntax
aaa login-history file

no aaa login-history file

Default Configuration

Writing to the login history file is enabled.

Command Mode

Global Configuration mode.

User Guidelines

The login history is stored in the device internal buffer.

Example

The following example enables writing to the login history file.

switchxxxxxx (config) # aaa login-history file
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show passwords configuration

The show passwor dsconfigur ation Privileged EXEC mode command displays information about the password
management configuration.

Syntax

show passwor ds configur ation

Parameters

N/A

Default Configuration

N/A

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show passwords configuration

Passwords aging is enabled with aging time 180 days.

Passwords history is enabled, the number of previous passwords to check is 12
Passwords complexity is enabled with the following attributes:

Minimal length: 8 characters

Minimal classes: 3

Maximum consecutive same characters: 3

Password cannot contain the username, manufacturer name or product name
Password must be different from current password
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show users login-history

The show users login-history Privileged EXEC mode command displays information about the user’s login
history.
Syntax

show user slogin-history [username name]

Parameters

» name—Name of the user. (Range: 1-20 characters).

Default Configuration
N/A

Command Mode

Privileged EXEC mode.

User Guidelines

This command displays information on users authenticated using the local AAA database and not on users
authenticated using remote AAA servers like Radius and TACACS.

Example
The following example displays information about the users’ login history.

Example 1 - The following example shows how to block all login requests for 180 seconds if 18 failed login
attempts are exceeded within 180 seconds:

switchxxxxxx# show users login-history
File save: Enabled.

Login Time Username Protocol Location
Jan 18 2004 23:58:17 Robert HTTP 172.16.1.8
Jan 19 2004 07:59:23 Robert HTTP 172.16.1.8
Jan 19 2004 08:23:48 Bob Serieal

Jan 19 2004 08:29:29 Robert HTTP 172.16.1.8
Jan 19 2004 08:42:31 John SSH 172.16.0.1
Jan 19 2004 08:49:52 Betty Telnet 172.16.1.7

. Cisco Business Switches 350 Series CLI Guide



Auto-Update and Auto-Configuration

This chapter contains the following sections:

* boot host auto-config, on page 202

* boot host auto-update, on page 203

* show boot, on page 204

» ip dhep tftp-server ip address, on page 206
» ip dhcp tftp-server file, on page 207

* ip dhcp tftp-server image file, on page 208
* show ip dhep tftp-server, on page 209
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boot host auto-config

Use the boot host auto-config Global Configuration mode command to enable auto configuration via DHCP.
Use the no form of this command to disable DHCP auto configuration.

Syntax
boot host auto-config [tftp | scp | auto [extension]]

no boot host auto-config

Parameters
» tftp—Only the TFTP protocol is used by auto-configuration.
» scp—Only the SCP protocol is used by auto-configuration.

+» auto—(Default) Auto-configuration uses the TFTP or SCP protocol depending on the configuration file's
extension. If this option is selected, the extension parameter may be specified or, if not, the default
extension is used.

» extension—The SCP file extension. When no value is specified, 'scp' is used. (Range: 1-16 characters)

Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload a configuration file.

Example 1. The following example specifies the auto mode and specifies "scon" as the SCP extension:

switchxxxxxx (config) # boot host auto-config auto scon
Example 2. The following example specifies the auto mode and does not provide an SCP extension.

In this case "scp" is used.

switchxxxxxx (config)# boot host auto-config auto

Example 3. The following example specifies that only the SCP protocol will be used:

switchxxxxxx (config)# boot host auto-config scp
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boot host auto-update

Use the boot host auto-update Global Configuration mode command to enable the support of auto update
via DHCP. Use the no form of this command to disable DHCP auto configuration.

Syntax
boot host auto-update [tftp | scp | auto [extension]]

no boot host auto-update

Parameters
« tftp—Only the TFTP protocol is used by auto-update.
* scp—Only the SCP protocol is used by auto-update.

+ auto (Default)}—Auto-update uses the TFTP or SCP protocol depending on the Indirect image file's
extension. If this option is selected, the extension parameter may be specified or, if not, the default
extension is used.

» extension—The SCP file extension. When no value is specified, 'scp' is used. (Range: 1-16 characters)

Default Configuration

Enabled by default with the auto option.

Command Mode

Global Configuration mode

User Guidelines

The TFTP or SCP protocol is used to download/upload an image file.

Example 1—The following example specifies the auto mode and specifies "scon" as the SCP
extension:

switchxxxxxx (config) # boot host auto-update auto scon

Example 2—The following example specifies the auto mode and does not provide an SCP extension.
In this case "scp" is used.

switchxxxxxx (config) # boot host auto-update auto

Example 3—The following example specifies that only the SCP protocol will be used:

switchxxxxxx (config) # boot host auto-update scp
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show hoot

Use the show boot Privilege EXEC mode command to show the status of the IP DHCP Auto Config process.

Syntax

show boot

Command Mode

Privileged EXEC mode

Examples

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: auto

SCP protocol will be used for files with extension: scp

Configuration file auto-save: enabled

Auto Config State: Finished successfully

Server IP address: 1.2.20.2

Configuration filename: /config/configfilel.cfg
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Opening <hostname>-config file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

"Download Protocol: scp

Configuration file auto-save: enabled

Auto Config State: Downloading configuration file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config

Config Download via DHCP: enabled

Download Protocol: tftp

Configuration file auto-save: enabled

Auto Config State: Searching device hostname in indirect file
Auto Update

Image Download via DHCP: enabled

switchxxxxxx# show boot

Auto Config
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Config Download via DHCP: enabled
Download Protocol: tftp
Configuration file auto-save: enabled
Auto Update
Image Download via DHCP: enabled
Auto Update State: Downloaded indirect image file
Indirect Image filename: /image/indirectimage.txt

show boot .
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ip dhcp tftp-server ip address

Use the ip dhcp tftp-server ip address Global Configuration mode command to set the backup server’s IP
address. This address server as the default address used by a switch when it has not been received from the
DHCEP server. Use the no form of the command to return to default.

Syntax
ip dhep tftp-server ip addressip-addr

no ip dhcp tftp-server ip address

Parameters

* ip-addr—IPv4 Address, or IPv6 Address or DNS name of TFTP or SCP server.

Default Configuration
No IP address

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

Example 1. The example specifies the IPv4 address of TFTP server:
switchxxxxxx (config)# ip dhcp tftp-server ip address 10.5.234.232
Example 2. The example specifies the IPv6 address of TETP server:
switchxxxxxx (config)# ip dhcp tftp-server ip address 3000:1::12
Example 3. The example specifies the IPv6 address of TFTP server:

switchxxxxxx (config)# ip dhcp tftp-server ip address tftp-server.company.com
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ip dhcp tftp-server file

Use the ip dhcp tftp-server file Global Configuration mode command to set the full file name of the
configuration file to be downloaded from the backup server when it has not been received from the DHCP
server. Use the no form of this command to remove the name.

Syntax

ip dhcp tftp-server filefile-path

no ip dhcp tftp-server file

Parameters

» file-path—Full file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or an SCP server.

Examples

switchxxxxxx (config)# ip dhcp tftp-server file conf/conf-file
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ip dhcp tftp-server image file

Use the ip dhcp tftp-server image file Global Configuration mode command to set the indirect file name of
the image file to be downloaded from the backup server when it has not been received from the DHCP server.
Use the no form of this command to remove the file name.

Syntax

ip dhcp tftp-server image file file-path

no ip dhcp tftp-server imagefile

Parameters

» file-path—Full indirect file path and name of the configuration file on the server.

Default Configuration

No file name

Command Mode

Global Configuration mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Examples

switchxxxxxx (config)# ip dhcp tftp-server image file imag/imag-file
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show ip dhcp tftp-server

show ip dhep titp-server .

Use the show ip dhcp tftp-server EXEC mode command to display information about the backup server.

Syntax
show ip dhcp tftp-server

Command Mode

User EXEC mode

User Guidelines

The backup server can be a TFTP server or a SCP server.

Example

show ip dhcp tftp-server

server address

active 1.1.1.1 from sname

manual 2.2.2.2

file path on server

active conf/conf-file from option 67
manual conf/conf-filel
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. show ip dhep tftp-server
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Bonjour Commands

This chapter contains the following sections:

* bonjour enable, on page 212
* bonjour interface range, on page 213
* show bonjour, on page 214
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bonjour enable

To enable Bonjour globally, use the bonjour enable command in Global Configuration mode. To disable
Bonjour globally, use the no format of the command.

Syntax
bonjour enable

no bonjour enable.

Default Configuration

Enable

Command Mode

Global Configuration mode

Examples

switchxxxxxx (config) # bonjour enable

. Cisco Business Switches 350 Series CLI Guide



| Bonjour Commands

bonjour interface range .

bonjour interface range

To add L2 interfaces to the Bonjour L2 interface list, use the bonjour interface range command in Global
Configuration mode. To remove L2 interfaces from this list, use the no format of the command.

Syntax
bonjour interface range interface-list

no bonjour interface range [interface-list]

Parameters

« interface-list—Specifies a list of interfaces. Only interfaces supporting L2 Multicast forwarding can be
specified. The follow: LAN and point, which support be of the following types: OOB, Ethernet port,
Port-channel, and VLAN.

Default Configuration

The list includes the Default VLAN and OOB.

Command Mode

Global Configuration mode

User Guidelines
The Bonjour L2 interface list specifies a set of interfaces on which Bonjour is enabled.

Use the bonjour interface range interface-list command, to add the specified interfaces to the Bonjour L2
interface list.

Use the no bonjour interface range interface-list command, to remove the specified interfaces from the
Bonjour L2 interface list.

Use the no bonjour interface range command, to clear the Bonjour L2 interface list.

Examples

switchxxxxxx (config)# bonjour interface range VLAN 100-103
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show honjour

Bonjour Commands |

To display Bonjour information, use the show bonjour command in Privileged EXEC mode.

Syntax

show bonjour [interface-id]

Parameters

» interface-id—Specifies an interface.

Command Mode

Privileged EXEC mode

Examples

The example displays Bonjour status.

switchxxxxxx# show bonjour
Bonjour global status: enabled

Bonjour L2 interfaces list: vlans 1

Service Admin Status Oper Status
csco-sb enabled enabled
http enabled enabled
https enabled disabled
ssh enabled disabled
telnet enabled disabled
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CA Certificate Commands

This chapter contains the following sections:

* ca-certificate install, on page 216

* ca-certificate revoke, on page 218

* show ca-certificate, on page 219

* show ca-certificate revocation, on page 221
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ca-certificate install

To manually install a CA certificate, use the ca-certificate install command in Global Configuration mode.
To remove a static CA certificate, use the no form of this command.

Syntax
ca-certificate install name name [owner owner]

no ca-certificateinstall {name name| owner owner}

Parameters
» name—Specifies the certificate name. The range is from 1 to 160 characters.
» owner—specifies the owner of the certificate. This is a string of 0 to 32 characters. If an owner is not

specified, the default owner is "Static".

When adding a certificate, the certificate itself should follow the command on the command line.

Default Configuration

There are no installed certificates.

Command Mode

Global Configuration mode

User Guidelines
Use the ca-certificate install name command to install a CA certificate.
Following the command, the user will be prompted to enter the certificate in the command line.

The user will need to enter or paste the certificate. Entering a period on a separate line indicates that the
certificate input is complete.

The entered certificate must use the pem format.

A certificate will not be valid if the system clock was not set by user or synchronized with SNTP, or based
on hardware based Real Time Clock (RTC).

Up to 256 certificates can be installed.

When using the no form of the command to remove certificates, a specific certificate can be removed by
name. Alternatively, the owner keyword can be used to remove all static certificates belonging to a specific
owner.

Example 1. The following example installs a CA certificate from the command line:

switchxxxxxx (config)# ca-certificate install rootl
Please paste the input now, add a period (.) on a separate line after the
input,and press Enter.

MIIBkzCB/QIBADBUMQswWCQYDVQQGEwWIgIDEKMAgGALIUECBMBIDEKMAGGAL1UEBXMB
IDEVMBMGA1UEAXMMMTAUNS4 yMzQuMjASMQowCAYDVQQKEWEgMQowCAYDVQQOLEWEg
MIGEfMAOGCSgGSIb3DQOEBAQUAA4GNADCBiQKBgQDK+beogIcke73sBSL7tC2DMZrY
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00g9XM1AxfOigL1QJHd4xP+BHGZWWwEkjKjUDBpZn52LxdDulKrpB/h0+TZP0Fv38
TmIDgtnoF1NLsWxkVKRMS5LPkaOL/halpYxp7EWAt51iDBzSw5s041v0bSN70aGIFA
6t4SW2rrnDy8JbwjWQIDAQABOAAWDQYJKOZ IThveNAQEEBQADGYEAUQYQiNIst6hI
XFDxe7180d3Uyt3Dmf7KE/AmUVOPif2yUluy/RuxRwKhDp/1GrK12tzLQz+s50x7
K1ft/IcjzbBYXLvih45ASWG3TRV2WVKYyWs89rPPXuShKxggEeTvilgpuS+gXrIgjW
WvVZdOnlfXhMacoflgnnEmweIzmrgXBs=

switchxxxxxx (config) #
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ca-certificate revoke

To add a certificate to the revocation list, use the ca-certificate revoke command in Global Configuration
mode. To remove a certificate from the revocation list, use the no form of this command.

Syntax
ca-certificate revokeissuer issuer serial-number serial-number

no ca-certificate revoke issuer issuer serial-number serial-number

Parameters

* issuer—The issuer string as it appears in the revoked certificate - including all parameters (Range: 1-160
characters).

» serial-number—The serial number of the revoked certificate. This is a string in hexadecimal format
(Range: 1-16 pairs of characters).

Default Configuration

There are no revoked certificates.

Command Mode

Global Configuration mode

User Guidelines
Use the ca-certificate revoke command to add a certificate to the revocation list.

When entering the issuer information, the full issuer string should be entered as it appears in the certificate.
If the string contains spaces, it must be contained in quotation marks.

Adding a certificate to this list will change the status of this certificate to "revoked" if it is installed. If the
certificate is not installed, it will receive the revoked status if it is installed at a later date.

Up to 512 certificates can be added to the revocation list.

Example 1. The following example adds a CA certificate to the revocation list:

switchxxxxxx (config) # ca-certificate revoke issuer "C=US, 0=GlobalSign nv-sa, CN=GlobalSign
Organization Validation" serial-number 10ad0044a8418ad5005e45b6
switchxxxxxx (config) #
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show ca-certificate

To display the CA certificates installed on the device and their status, use the show ca-certificate command
in Privileged EXEC mode.
Syntax

show ca-certificate [name name][type type][owner owner-name][detailed]

Parameters
* name name - Specifies the certificate name. (Range: 1-160 characters).
* type type—Specifies the certificate type. The possible values are static, dynamic or signer.

» owner owner-name—Specifies the name of the certificate owner - this is the application that installed a
dynamic certificate. (Range: 1-32 characters).

» detailed - This optional parameter shows detailed information of the displayed certificates. If this
parameter is not used, only limited information will be displayed for each certificate.

Command Mode

Privileged EXEC mode

User Guidelines
Use the show ca-certificate command to display all installed CA certificates.

Use the optional name, type and owner parameters to display the information of a subset of certificates.

Example 1 The following example displays brief information for all static CA certificates.

switchxxxxxx# show ca-certificate type static

Name Type Owner Valid From Valid To Status
local.cert static rnd 03-Aug-2019 03-Aug-2020 Valid
appl.certl static appl 16-Jan-2021 16-Jul-2023 Premature
appl.cert2 static appl 15-Mar-2017 14-Mar-2018 Expired
trusted-certl static app2 27-Jun-2019 26-Jun-2024 Valid
certif3 static app3 08-Feb-2018 08-Feb-2020 Revoked

Example 2 The following example displays detailed information for all CA certificates:

switchxxxxxx# show ca-certificate detailed
>C-CountryName, ST-StateOrProvinceName, L-Locality, O-Organization,
>0U-OrganizationalUnit, CN-CommonName

certl
Type: Signer
Owner: N/A

Version: 3 (0x2)
Serial Number: 10:ad:00:44:a8:41:8a:d5:00:5e:45:b6
Issuer: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation
Status: Valid
Validity
Not Before: Nov 21 08:00:00 2015 GMT
Not After : Nov 22 07:59:59 2020 GMT
Subject: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation
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. show ca-certificate

Public Key Type: ECDSA P256

Public Key Length: 2048 bits
Signature Algorithm: sha256RSA

certA

Type: Static

Owner: Static

Parent: certl

Version: 3 (0x2)

Serial Number: 10:e6:fc:62:07:41:8a:d5:00:5e:45:b6

Issuer: C=US, 0=GlobalSign nv-sa, CN=GlobalSign Organization Validation

Status: Not Valid (expired)

Validity
Not Before: Nov 21 08:00:00 2016 GMT
Not After : Nov 22 07:59:59 2017 GMT

Subject: C=US, ST=California, L=San Francisco, O=AKB Foundation, Inc.,

CN=*.wikipedia.org

Finger print: DC72343 DC88A988 127897BC BB789788

Public Key Type: ECDSA P256

Public Key Length: 2048 bits
Signature Algorithm: sha256RSA

certB

Type: Dynamic

Owner: PnP

Parent: certl

Version: 3 (0x2)

Serial Number: 88:cc:55:ae:a8:41:8a:d5:00:5e:45:b6

Issuer: C=US, 0O=Google Trust Services, CN=GTS CA 101

Status: Not Valid (revoked)

Validity
Not Before: Sep 21 08:00:00 2019 GMT
Not After : Sep 22 07:59:59 2020 GMT

Subject: C=US, S=California, L=Mountain View O=Google LLC, CN=*.google.com

Finger print: DC789788 DC88A988 127897BC BB789788

Public Key Type: ECDSA P256

Public Key Length: 2048 bits

Signature Algorithm: sha256RSA
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show ca-certificate revocation

To display the CA certificate revocation list, use the show ca-certificate revocation command in Privileged
EXEC mode.

Syntax

show ca-certificate revocation

Command Mode

Privileged EXEC mode

User Guidelines

Use the show ca-certificate revocation command to display the CA certificate revocation list.

Example. The following displays the revocation list:

switchxxxxxx# show ca-certificate revocation
>C-CountryName, ST-StateOrProvinceName, L-Locality, O-Organization,
>0U-OrganizationalUnit, CN-CommonName
Issuer: C=US, 0O=GlobalSign nv-sa, CN=GlobalSign Organization Validation
Serial Number: 10:ad:00:44:a8:41:8a:d5:00:5e:45:b6
Issuer: C=US, 0O=Google Trust Services, CN=GTS CA 101
Serial Number: 00:9e:44:1b:49:08:8d:75:bb:02:00:00:00:00:40:a5:b4
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. show ca-certificate revocation

. Cisco Business Switches 350 Series CLI Guide



CDP Commands

This chapter contains the following sections:

* cdp advertise-v2, on page 224

* cdp appliance-tlv enable, on page 225
* cdp device-id format, on page 226

* cdp enable, on page 227

* cdp holdtime, on page 228

* cdp log mismatch duplex, on page 229
* cdp log mismatch native, on page 230
* cdp log mismatch voip, on page 231

* cdp mandatory-tlvs validation, on page 232
* cdp pdu, on page 233

* cdp run, on page 234

* cdp source-interface, on page 235

* cdp timer, on page 236

* clear cdp counters, on page 237

» clear cdp table, on page 238

* show cdp, on page 239

* show cdp entry, on page 240

* show cdp interface, on page 241

* show cdp neighbors, on page 242

* show cdp tlv, on page 246

* show cdp traffic, on page 249
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cdp advertise-v2

To specify version 2 of transmitted CDP packets, use the cdp advertise-v2 command in Global Configuration
mode. To specify version 1, use the no form of this command.

Syntax
cdp advertise-v2

no cdp advertise-v2

Default Configuration

Version 2.

Command Mode

Global Configuration mode
Example

switchxxxxxx (config)# cdp run
switchxxxxxx (config) # cdp advertise-v2
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cdp appliance-tlv enable

To enable sending of the Appliance TLV, use the cdp appliance-tlv enable command in Global Configuration
mode. To disable the sending of the Appliance TLV, use the no form of this command.

Syntax
cdp appliance-tlv enable

no cdp appliance-tlv enable

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines
This MIB specifies the Voice Vlan ID (VVID) to which this port belongs:

* 0—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV with value of 0.
VoIP and related packets are expected to be sent and received with VLAN-ID=0 and an 802.1p priority.

* 1..4094—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV with N.
VoIP and related packets are expected to be sent and received with VLAN-ID=N and an 802.1p priority.

* 4095—The CDP packets transmitting through this port contain Appliance VLAN-ID TLV with value
of 4095. VoIP and related packets are expected to be sent and received untagged without an 802.1p
priority.

* 4096—The CDP packets transmitting through this port do not include Appliance VLAN-ID TLV; or, if
the VVID is not supported on the port, this MIB object will not be configurable and will return 4096.

Example

switchxxxxxx (config)# cdp appliance-tlv enable
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cdp device-id format

To specify the format of the Device-ID TLV, use the cdp device-id format command in Global Configuration
mode. To return to default, use the no form of this command.

Syntax
cdp device-id format {mac | serial-number | hostname}

no cdp device-id format

Parameters

» mac—Specifies that the Device-ID TLV contains the device’s MAC address.
* serial-number—Specifies that Device-ID TLV contains the device’s hardware serial number.

* hostname—Specifies that Device-ID TLV contains the device’s hostname.

Default Configuration

MAC address is selected by default.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp device-id format serial-number
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cdp enable

Tp enable CDP on interface, use the cdp enable command in Interface (Ethernet) Configuration mode. To
disable CDP on an interface, use the no form of the CLI command.

Syntax
cdp enable

Default Configuration
Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

For CDP to be enabled on an interface, it must first be enabled globally using cdp advertise-v2, on page 224.

Example

switchxxxxxx (config)# cdp run
switchxxxxxx (config-if)# interface gil/0/1
switchxxxxxx (config-if)# cdp enable
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cdp holdtime

To specify a value of the Time-to-Live field into sent CDP messages, use the cdp holdtime command in
Global Configuration mode. To return to default, use the no form of this command.

Syntax
cdp holdtime seconds

no cdp holdtime

Parameters

seconds—Value of the Time-to-Live field in seconds. The value should be greater than the value of the
Transmission Timer.

Parameters range

seconds—10 - 255.

Default Configuration

180 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config) # cdp holdtime 100
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cdp log mismatch duplex

To enable validating that the duplex status of a port received in a CDP packet matches the ports actual
configuration and generation the SYSLOG duplex mismatch messages if they do not match, use the cdp log
mismatch duplex command in Global Configuration mode and Interface (Ethernet) Configuration mode. To
disable the generation of the SYSLOG messages, use the no form of the CLI command.

Syntax
cdp log mismatch duplex

no cdp log mismatch duplex

Default Configuration

The switch reports duplex mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# cdp log mismatch duplex
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cdp log mismatch native

To enable validating that the native VLAN received in a CDP packet matches the actual native VLAN of the
port and generation the SYSLOG VLAN native mismatch messages if they do not match, use the cdp log
mismatch native Global and Interface Configuration mode command in Global Configuration mode and
Interface (Ethernet) Configuration mode. To disable the generation of the SYSLOG messages, use the no
format of the CLI command.

Syntax
cdp log mismatch native

no cdp log mismatch native

Default Configuration

The switch reports native VLAN mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# cdp log mismatch native
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cdp log mismatch voip

To enable validating that the VoIP status of the port received in a CDP packet matches its actual configuration
and generation the SYSLOG voip mismatch messages if they do not match, use the cdp log mismatch voip
Global and Interface Configuration mode command in Global Configuration mode and Interface (Ethernet)
Configuration mode. To disable the generation of the SYSLOG messages, use the no format of the CLI
command.

Syntax
cdp log mismatch voip

no cdp log mismatch voip

Default Configuration

The switch reports VoIP mismatches from all ports.

Command Mode
Global Configuration mode

Interface (Ethernet) Configuration mode
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# cdp log mismatch voip
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cdp mandatory-tlvs validation

To validate that all mandatory (according to the CDP protocol) TLVs are present in received CDP frames,
use the cdp mandatory-tlvsvalidation command in Global Configuration mode. To disables the validation,
use the nNo form of this command.

Syntax
cdp mandatory-tlvs validation

no cdp mandatory-tlvsvalidation

Default Configuration

Enabled.

Command Mode

Global Configuration mode

User Guidelines

Use the command to delete CDP packets not including all the mandatory TLVs.

Example

This example turns off mandatory TLV validation:

switchxxxxxx (config)# no cdp mandatory-tlvs validation
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cdp pdu .

To specify CDP packets handling when CDP is globally disabled, use the cdp pdu command in Global
Configuration mode. To return to default, use the no form of this command.

Syntax
cdp pdu [filtering | bridging | flooding]
no cdp pdu

Parameters
« filtering—Specify that when CDP is globally disabled, CDP packets are filtered (deleted).

* bridging—Specify that when CDP is globally disabled, CDP packets are bridged as regular data packets
(forwarded based on VLAN).

« flooding—Specify that when CDP is globally disabled, CDP packets are flooded to all the ports in the
product that are in STP forwarding state, ignoring the VLAN filtering rules.

Default Configuration

bridging

Command Mode

Global Configuration mode

User Guidelines
When CDP is globally enabled, CDP packets are filtered (discarded) on CDP-disabled ports.

In the flooding mode, VLAN filtering rules are not applied, but STP rules are applied. In case of MSTP, the
CDP packets are classified to instance 0.

Example

switchxxxxxx (config) # cdp run
switchxxxxxx (config)# cdp pdu flooding
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. cdp run

cdp run

To enable CDP globally, use the cdp run command in Global Configuration mode. To disable CDP globally,
use the nNo form of this command.

Syntax
cdp run

no cdp run

Default Configuration

Enabled.

Command Mode

Global Configuration mode

User Guidelines

CDP is a link layer protocols for directly-connected CDP/LLDP-capable devices to advertise themselves and
their capabilities. In deployments where the CDP/LLDP capable devices are not directly connected and are
separated with CDP/LLDP incapable devices, the CDP/LLDP capable devices may be able to receive the
advertisement from other device(s) only if the CDP/LLDP incapable devices flood the CDP/LLDP packets
they receives. If the CDP/LLDP incapable devices perform VLAN-aware flooding, then CDP/LLDP capable
devices can hear each other only if they are in the same VLAN. It should be noted that a CDP/LLDP capable
device may receive advertisement from more than one device if the CDP/LLDP incapable devices flood the
CDP/LLDP packets.

To learn and advertise CDP information, it must be globally enabled (it is so by default) and also enabled on
interfaces (also by default).

Example

switchxxxxxx (config) # cdp run
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cdp source-interface

To specify the CDP source port used for source IP address selection, use the cdp sour ce-inter face command
in Global Configuration mode. To delete the source interface, use the no form of this command.

Syntax
cdp source-interface interface-id

no cdp source-interface

Parameters

inter face-id—Source port used for Source IP address selection.

Default Configuration

No CDP source interface is specified.

Command Mode

Global Configuration mode

User Guidelines

Use the cdp sour ce-inter face command to specify an interface whose minimal IP address will be advertised
in the TVL instead of the minimal IP address of the outgoing interface.

Example

switchxxxxxx (config) # cdp source-interface gil/0/1
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. cdp timer

cdp timer

To specify how often CDP packets are transmitted, use the cdp timer command in Global Configuration
mode. To return to default, use the no form of this command.

Syntax
cdp timer seconds

no cdp timer

Parameters

seconds—Value of the Transmission Timer in seconds. Range: 5-254 seconds.

Default Configuration

60 seconds.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# cdp timer 100
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clear cdp counters

To reset the CDP traffic counters to 0, use the clear cdp counters command in Privileged EXEC mode.

Syntax

clear cdp counters[global | interface-id]

Parameters

» global—Clear only the global counters.

» interface-id—Specifies the interface identifier of the counters that should be cleared.

Command Mode

Privileged EXEC mode

User Guidelines
Use the command clear cdp counter s without parameters to clear all the counters.
Use the clear cdp counters global to clear only the global counters.

Use the clear cdp countersinterface-id command to clear the counters of the given interface.

Example

Example 1. The example clears all the CDP counters:

switchxxxxxx# clear cdp couters

Example 2. The example clears the CDP global counters.

switchxxxxxx# clear cdp couters global

Example 3. The example clears the CDP counters of Ethernet port gil/0/1:

switchxxxxxx# clear cdp couters interface gil/0/1
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clear cdp table

To delete the CDP Cache tables, use the clear cdp table command in Privileged EXEC mode.

Syntax
clear cdp table

Command Mode

Privileged EXEC mode

Example The example deletes all entries from the CDP Cache tables:

switchxxxxxx# clear cdp table
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show cdp .

To display the interval between advertisements, the number of seconds the advertisements are valid and version
of the advertisements, use the show cdp Privileged EXEC mode command in Privileged EXEC mode.

Syntax

show cdp

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp

CDP information:

is globally enabled

log duplex mismatch is globally enabled

log voice VLAN mismatch is globally enabled

log native VLAN mismatch is globally disabled

Mandatory TLVs are
Device-ID TLV
Address TLV
Port-ID TLV
Capabilities TLV
Version TLV
Platform TLV

Sending CDPv2 advertisements is enabled

Sending Appliance TLV is enabled

Device ID format is Serial Number

Sending CDP packets every 60 seconds

Sending a holdtime value of 180 seconds

Global
cdp
cdp
cdp
cdp
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show cdp entry

CDP Commands |

To display information about specific neighbors, use the show cdp entry command in Privileged EXEC mode.

Syntax

show cdp entry {* | device-name} [protocol | version]

Parameters

» *—Specifies all neighbors

» device-name—Specifies the name of the neighbor.

* protocol—Limits the display to information about the protocols enabled on neighbors.

* ver sion—Limits the display to information about the version of software running on the neighbors.

Default Configuration

Version

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp entry
device.cisco.com
Device ID: device.cisco.com
Advertisement version: 2
Entry address(es):

IP address: 192.168.68.18

CLNS address: 490001.1111.1111.1111.00

DECnet address: 10.1
Platform: cisco 4500, Capabilities: Router
Interface: gil/0/1, ©Port ID (outgoing port): Ethernet0
Holdtime: 125 sec
Version:

Cisco Internetwork Operating System Software
I0OS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4),
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart
switchxxxxxx# show cdp entry device.cisco.com protocol
Protocol information for device.cisco.com:

IP address: 192.168.68.18

CLNS address: 490001.1111.1111.1111.00

DECnet address: 10.1
switchxxxxxx# show cdp entry device.cisco.com version
Version information for device.cisco.com:
Cisco Internetwork Operating System Software
IOS (tm) 4500 Software (C4500-J-M), Version 11.1(10.4),
Copyright (c) 1986-1997 by cisco Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by dschwart
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show cdp interface

To display information about ports on which CDP is enabled, use the show cdp interface command in

Privileged EXEC mode.

Syntax

show cdp interface interface-id

Parameters

interface-id—Port ID.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show cdp interface gil/0/1

CDP is globally enabled
CDP log duplex mismatch
Globally is enabled
Per interface is enabled
CDP log voice VLAN mismatch
Globally is enabled
Per interface is enabled
CDP log native VLAN mismatch
Globally is disabled
Per interface is enabled
gil/0/1 is Down, CDP is enabled
Sending CDP packets every 60 seconds
Holdtime is 180 seconds

show cdp interface .
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show cdp neighbors

To display information about neighbors kept in the main or secondary cache, use the show cdp neighbors
command in Privileged EXEC mode.

Syntax

show cdp neighbor s [interface-id] [detail | secondary]

Parameters

» interface-id—Displays the neighbors attached to this port.

* detail—Displays detailed information about a neighbor (or neighbors) from the main cache including
network address, enabled protocols, hold time, and software version.

» secondar y—Displays information about neighbors from the secondary cache.

Default Configuration
If an interface ID is not specified, the command displays information for the neighbors of all ports.

If detail or secondary are not specified, the default is secondary.

Command Mode

Privileged EXEC mode

Example
switchxxxxxx# show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,P - VoIP Phone,
M - Remotely-Managed Device, C - CAST Phone Port, W - Two-Port MAC Relay
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - VoIP Phone
M - Remotely-Managed Device, C - CAST Phone Port,
W - Two-Port MAC Relay
Device ID Local Adv Time To Capability Platform Port ID
Interface Ver. Live

PTK-SW-A-86.company gids 2 147 S I Company gi3/39
1l.com XX-10R-E
ESW-520-8P gi4s 2 153 S IM ESW-520-8P gl
ESW-540-8P gi4s 2 146 S IM ESW-540-8P g9
003106131611 gi4s8 2 143 S I Company fa2/1
XX-23R-E
001828100211 gids 2 173 S I Company fa2/2
XX-23R-E
c47d4£fed9302 gi4s8 2 137 S I Company fa2/5
XX-23R-E

switchxxxxxx# show cdp neighbors detail

Device ID: lab-7206
Advertisement version: 2
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Entry address(es):

IP address: 172.19.169.83
Platform: company x5660, Capabilities: Router
Interface: Ethernet0, Port ID (outgoing port): gil/0/0
Time To Live : 123 sec
Version
Company Network Operating System Software
NOS (tm) x5660 Software (D5660-I-N), Version 18.1(10.4), MAINTENANCE INTERIM SOFTWARE
Copyright (c) 1986-1997 by company Systems, Inc.
Compiled Mon 07-Apr-97 19:51 by xxdeeert
Duplex: half
Device ID: lab-as5300-1
Entry address(es):

IP address: 172.19.169.87
Platform: company TD6780, Capabilities: Router
Device ID: SEP000427D400ED
Advertisement version: 2
Entry address(es):

IP address: 1.6.1.81

Platform: Company IP Phone x8810, Capabilities: Host
Interface: gil/0/1, Port ID (outgoing port): Port 1
Time To Live: 150 sec

Version

P00303020204

Duplex: full
sysName: a-switch
Power drawn: 6.300 Watts
switchxxxxxx# show cdp neighbors secondary
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
P - VoIP Phone,M - Remotely-Managed Device,
C - CAST Phone Port, W - Two-Port MAC Relay
Local Interface gil/0/1, MAC Address: 00:00:01:23:86:9c
TimeToLive: 157
Capabilities: R S
VLAN-ID: 10
Platform: 206VXRYC
Local Interface gil/0/1, MAC Address: 00:00:01:53:86:9c
TimeToLive: 163
Capabilities: R S
VLAN-ID: 10
Platform: ABCD-VSD
Power Available TLV: Request-ID is 1
Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
Local Interface gil/0/2, MAC Address: 00:00:01:2b:86:9c
TimeToLive: 140
Capabilities: R S
VLAN-ID: 1210
Platform: QACSZ
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: Yes
Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled
PSE Spare Pair Operational State: Disabled
Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
Local Interface gil/0/2, MAC Address: 00:00:01:2c:86:9c
TimeToLive: 132
Capabilities: T
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CDP Commands |

VLAN-ID: 1005

Platform: CAT-3000

Field Definitions:

* Advertisement version—The version of CDP being used for CDP advertisements.

+ Capabilities—The device type of the neighbor. This device can be a router, a bridge, a transparent bridge,
a source-routing bridge, a switch, a host, an IGMP device, or a repeater.

« COSfor Untrusted Ports—The COS value with which all packets received on an untrusted port should
be marked by a simple switching device which cannot itself classify individual packets.

* Device | D—The name of the neighbor device and either the MAC address or the serial number of this
device.

* Duplex—The duplex state of connection between the current device and the neighbor device.
* Entry address(es)—A list of network addresses of neighbor devices.
 Extended Trust—The Extended Trust.

* External Port-I D—Identifies the physical connector port on which the CDP packet is transmitted. It is
used in devices, such as those with optical ports, in which signals from multiple hardware interfaces are
multiplexed through a single physical port. It contains the name of the external physical port through
which the multiplexed signal is transmitted.

* Interface—The protocol and port number of the port on the current device.

* |P Network Prefix—TIt is used by On Demand Routing (ODR). When transmitted by a hub router, it is
a default route (an IP address). When transmitted by a stub router, it is a list of network prefixes of stub
networks to which the sending stub router can forward IP packets.

» Management Address—When present, it contains a list of all the addresses at which the device will
accept SNMP messages, including those it will only accept when received on interface(s) other than the
one over which the CDP packet is being sent.

* MTU—The MTU of the interface via which the CDP packet is sent.
* Native VL AN—The ID number of the VLAN on the neighbor device.

» Physical L ocation—A character string indicating the physical location of a connector which is on, or
physically connected to, the interface over which the CDP packet containing this TLV is sent.

« Platfor m—The product name and number of the neighbor device. In the case of the Secondary Cache
only the 8 last characters of the value are printed.

» Power Available—Every switch interface transmits information in the Power Available TLV, which
permits a device which needs power to negotiate and select an appropriate power setting. The Power
Available TLV includes four fields.

» Power Consumption—The maximum amount of power, in milliwatts, expected to be obtained and
consumed from the interface over which the CDP packet is sent.

» Power Drawn—The maximum requested power.

Note: For IP Phones the value shown is the maximum requested power (6.3 Watts). This value can be
different than the actual power supplied by the routing device (generally 5 watts; shown using the show
power command).
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* Protocol-Hello—Specifies that a particular protocol has asked CDP to piggyback its "hello" messages
within transmitted CDP packets.

* Remote Port_| D—Identifies the port the CDP packet is sent on
» sysName—An ASCII string containing the same value as the sending device's sysName MIB object.
* sysObjectl D—The OBJECT-IDENTIFIER value of the sending device's sysObjectID MIB object.

» Time To Live—The remaining amount of time, in seconds, the current device will hold the CDP
advertisement from a transmitting router before discarding it.

* Version—The software version running on the neighbor device.
* Voice VLAN-ID—The Voice VLAN-ID.

« VTP Management Domain—A string that is the name of the collective group of VLANS associated
with the neighbor device.
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show cdp tlv

To display information about TLVs sent by CDP on all ports or on a specific port, use the show cdp tlv
command in Privileged EXEC mode.

Syntax

show cdp tlv [interface-id]

Parameters

interface-id—Port ID.

Default Configuration

TLVs for all ports.

Command Mode

Privileged EXEC mode

User Guidelines

You can use the show cdp tlv command to verify the TLVs configured to be sent in CDP packets. The show
cdp tlv command displays information for a single port if specified or for all ports if not specified. Information
for a port is displayed if only CDP is really running on the port, i.e. CDP is enabled globally and on the port,
which is UP.

Example 1 - In this example, CDP is disabled and no information is displayed.

switchxxxxxx# show cdp tlv
cdp globally is disabled

Example 2 - In this example, CDP is globally enabled but disabled on the port and no information
is displayed.

switchxxxxxx# show cdp tlv gil/0/2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil/0/2

CDP is disabled on gil/0/2

Example 3 - In this example, CDP is globally enabled and enabled on the port, but the port is down
and no information is displayed.

switchxxxxxx# show cdp tlv interface gil/0/2

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil/0/3

CDP is enabled on gil/0/3

Ethernet gil/0/3 is down
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Example 4 - In this example, CDP is globally enabled, and no ports are specified, so information is
displayed for all ports on which CDP is enabled who are up.

switchxxxxxx# show cdp tlv interface

cdp globally is enabled

Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater,

P - VoIP Phone,M - Remotely-Managed Device,

C - CAST Phone Port, W - Two-Port MAC Relay

Interface TLV: gil/0/1

CDP is enabled

Ethernet gil/0/1 is up,

Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44

Address TLV: IPv4: 1.2.2.2 IPvG6:

Port ID TLV: gil/0/1

Capabilities: S, I

Version TLV: 1 and 2

Platform TLV: VSD Ardd

Native VLAN TLV: 1

Full/Half Duplex TLV: full-duplex

Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100

COS for Untrusted Ports TLV: 1

sysName: a-switch

4-wire Power-via-MDI (UPOE) TLV:

4-pair PoE Supported: No

Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxXFFFFFFFF

Interface TLV: gil/0/2

CDP is disabled on gil/0/2

Interface TLV: gil/0/3

CDP is enabled on gil/0/3

Ethernet gil/0/3 is down

Example5 - In this example, CDP is globally enabled and enabled on the PSE PoE port, which is
up and information is displayed.

switchxxxxxx# show cdp tlv interface gil/0/1
cdp globally is enabled
Capability Codes: R - Router,T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
P - VoIP Phone,M - Remotely-Managed Device,
C - CAST Phone Port, W - Two-Port MAC Relay
Interface TLV: gil/0/1
CDP 1is enabled
Ethernet gil/0/1 is up,
Device ID TLV: type is MAC address; Value is 00:11:22:22:33:33:44:44
Address TLV: IPv4: 1.2.2.2 IPv6:
Port ID TLV: gil/0/1
Capabilities: S, I
Version TLV: 1 and 2
Platform TLV: VSD Ardd
Native VLAN TLV: 1
Full/Half Duplex TLV: full-duplex
Appliance VLAN ID TLV: Appliance-ID is 1; VLAN-ID is 100
COS for Untrusted Ports TLV: 1
sysName: a-switch
Power Available TLV: Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
4-wire Power-via-MDI (UPOE) TLV:
4-pair PoE Supported: Yes
Spare pair Detection/Classification required: Yes
PD Spare Pair Desired State: Disabled
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PSE Spare Pair Operational State: Disabled
Request-ID is 1 Power management-ID is 1;
Available-Power is 15.4;
Management-Power-Level is OxFFFFFFFF
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show cdp traffic

To display the CDP counters, including the number of packets sent and received and checksum errors, use

the show cdp traffic command in Privileged EXEC mode.

Syntax
show cdp traffic [global | interface-id]

Parameters

» global—Display only the global counters

« interaface-id—Port for which counters should be displayed.

Command Mode

Privileged EXEC mode

User Guidelines
Use the command show cdp traffic without parameters to display all the counters.
Use the show cdp traffic global to display only the global counters.

Use the show cdp traffic interface-id command to display the counters of the given port.

Example

switchxxxxxx# show cdp traffic
CDP Global counters:
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: O
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O
gil/0/1
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: O
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O
gil/0/2
Total packets output: 81684, Input: 81790
Hdr syntax: 0, Chksum error: 0, Invalid packet: O
No memory in main cache: 0, in secondary cache: 0
CDP version 1 advertisements output: 100, Input O
CDP version 2 advertisements output: 81784, Input O

Field Definition:

show cdp traffic .

« Total packetsoutput—The number of CDP advertisements sent by the local device. Note that this value
is the sum of the CDP Version 1 advertisements output and CDP Version 2 advertisements output fields.

* |nput—The number of CDP advertisements received by the local device. Note that this value is the sum
of the CDP Version 1 advertisements input and CDP Version 2 advertisements input fields.
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. show cdp traffic

» Hdr syntax—The number of CDP advertisements with bad headers, received by the local device.

» Chksum error—The number of times the checksum (verifying) operation failed on incoming CDP
advertisements.

* No memor y—The number of times the local device did not have enough memory to store the CDP
advertisements in the advertisement cache table when the device was attempting to assemble advertisement
packets for transmission and parse them when receiving them.

* | nvalid—The number of invalid CDP advertisements received.

» CDP version 1 advertisements output — The number of CDP Version 1 advertisements sent by the
local device.

» CDP version 1 advertisements I nput—The number of CDP Version 1 advertisements received by the
local device.

» CDP version 2 advertisements output—The number of CDP Version 2 advertisements sent by the
local device.

» CDP version 2 advertisements I nput—The number of CDP Version 2 advertisements received by the
local device.
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This chapter contains the following sections:

* absolute, on page 252

* clock dhcp timezone, on page 253

* clock set, on page 254

* clock source, on page 255

* clock summer-time, on page 256

* clock timezone, on page 258

* periodic, on page 259

* sntp anycast client enable, on page 260
* sntp authenticate, on page 261

* sntp authentication-key, on page 262

* sntp broadcast client enable, on page 263
* sntp client enable, on page 264

* sntp client enable (interface), on page 265
* sntp server, on page 266

* sntp source-interface, on page 268

* sntp source-interface-ipv6, on page 269
* sntp trusted-key, on page 270

* sntp unicast client enable, on page 271
* sntp unicast client poll, on page 272

* show clock, on page 273

» show sntp configuration, on page 275

* show sntp status, on page 276

* show time-range, on page 278

* time-range, on page 279
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Clock Commands |

To specify an absolute time when a time range is in effect, use the absolute command in Time-range
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax

absolute start hh: mm day month year

no absolute start

absolute end hh:mm day month year

no absoluteend

Parameters

* start—Absolute time and date that the permit or deny statement of the associated function going into
effect. If no start time and date are specified, the function is in effect immediately.

» end—Absolute time and date that the permit or deny statement of the associated function is no longer
in effect. If no end time and date are specified, the function is in effect indefinitely.

* hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
« day—Day (by date) in the month. (Range: 1-31)
» month—Month (first three letters by name). (Range: Jan...Dec)

* year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # absolute start 12:00 1 jan 2005
switchxxxxxx (config-time-range) # absolute end 12:00 31 dec 2005
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clock dhep timezone .

clock dhcp timezone

To specify that the timezone and the Summer Time (Daylight Saving Time) of the system can be taken from
the DHCP Timezone option, use the clock dhcp timezone command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
clock dhcp timezone

no clock dhcp timezone

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

The TimeZone taken from the DHCP server has precedence over the static TimeZone.

The Summer Time taken from the DHCP server has precedence over static SummerTime.

The TimeZone and SummerTime remain effective after the IP address lease time has expired.
The TimeZone and SummerTime that are taken from the DHCP server are cleared after reboot.

The no form of the command clears the dynamic Time Zone and Summer Time from the DHCP server are
cleared.

In case of multiple DHCP-enabled interfaces, the following precedence is applied: Disabling the DHCP client
from where the DHCP-TimeZone option was taken, clears the dynamic Time Zone and Summer Time
configuration.

* information received from DHCPv6 precedes information received from DHCPv4.

* information received from DHCP client running on lower interface precedes information received from
DHCEP client running on higher interface.

Example

switchxxxxxx (config)# clock dhcp timezone
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clock set

Clock Commands |

To set the system clock manually, use the clock set command in Privileged EXEC mode.

Syntax
clock set hh:mm:ss {[day month] | [month day]} year

Parameters

» hh:mm:ss—Specifies the current time in hours (military format), minutes, and seconds. (Range: hh:
0-23, mm: 0-59, ss: 0-59)

» day—Specifies the current day of the month. (Range: 1-31)
» month—Specifies the current month using the first three letters of the month name. (Range: Jan—Dec)

« year—Specifies the current year. (Range: 2000-2037)

Default Configuration

The time of the image creation.

Command Mode

Privileged EXEC mode

User Guidelines

After boot the system clock is set to the time of the image creation.

Example
The following example sets the system time to 13:32:00 on March 7th, 2005.

switchxxxxxx# clock set 13:32:00 7 Mar 2005
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clock source

To configure an external time source for the system clock, use the clock source command in Global
Configuration mode. To disable the external time source, use the Nno form of this command.

Syntax
clock source {sntp | browser}

no clock source {sntp | browser}

Parameters

* sntp—(Optional) Specifies that an SNTP server is the external clock source.

* browser—(Optional) Specifies that if the system clock is not already set (either manually or by SNTP)
and a user login to the device using a WEB browser (either via HTTP or HTTPS), the system clock will
be set according to the browser’s time information.

Default Configuration
SNTP

Command Mode

Global Configuration mode

User Guidelines
After boot the system clock is set to the time of the image creation.
If no parameter is specified, SNTP will be configured as the time source.

if the command is executed twice, each time with a different clock source, both sources will be operational,
SNTP has higher priority than time from browser.

Example

The following example configures an SNTP server as an external time source for the system clock.

switchxxxxxx (config)# clock source sntp
switchxxxxxx (config) # clock source browser
switchxxxxxx (config) # exit

switchxxxxxx# show clock

*10:46:48 UTC May 28 2013

Time source is sntp

Time from Browser is enabled
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clock summer-time

To configure the system to automatically switch to summer time (Daylight Saving Time), use the clock
summer -time command in Global Configuration mode. To restore the default configuration, use the no form
of this command.

Syntax

clock summer-time zone recurring {usa | eu | {week day month hh:mm week day month hh:mm} } [offset]
clock summer-time zone date day month year hh: mm date month year hh: mm [offset]

clock summer-time zone date month day year hh: mm month day year hh: mm [offset]

no clock summer-time

Parameters

» zone—The acronym of the time zone. (Range: 1- 4 characters). Only letters can be included in the
acronym.

* recurring—Indicates that summer time starts and ends on the corresponding specified days every year.

» date—Indicates that summer time starts on the first date listed in the command and ends on the second
date in the command.

» Uusa—The summer time rules are the United States rules.

» eu—The summer time rules are the European Union rules.

» week—Week of the month. Can be 1-5, first to last.

+ day—Day of the week (first three characters by name, such as Sun).

+ date—Date of the month. (Range: 1-31)

» month—Month (first three characters by name, such as Feb).

* year—year (no abbreviation). (Range: 2000-2097)

» hh:mm—Time (military format) in hours and minutes. (Range: hh:mmbhh: 0-23, mm: 0-59)

« offset—(Optional) Number of minutes to add during summer time (default is 60). (Range: 1440)

Default Configuration

Summer time is disabled.

Command Mode

Global Configuration mode

User Guidelines

In both the date and recurring forms of the command, the first part of the command specifies when summer
time begins, and the second part specifies when it ends. All times are relative to the local time zone. The start
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time is relative to standard time. The end time is relative to summer time. If the starting month is chronologically
after the ending month, the system assumes that you are in the southern hemisphere.

USA rules for Daylight Saving Time:

» From 2007:
Start: Second Sunday in March
End: First Sunday in November
Time: 2 AM local time

* Before 2007:
Start: First Sunday in April
End: Last Sunday in October
Time: 2 AM local time

EU rules for Daylight Saving Time:
« Start: Last Sunday in March

 End: Last Sunday in October
Time: 1.00 am (01:00) Greenwich Mean Time (GMT)

Example

switchxxxxxx (config)# clock summer-time abc date apr 1 2010 09:00 aug 2 2010 09:00
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clock timezone

To set the time zone for display purposes, use the clock timezone command in Global Configuration mode.
To restore the default configuration, use the no form of this command.

Syntax
clock timezone zone hours-offset [minutes-offset]

no clock timezone

Parameters

» zone—The acronym of the time zone. (Range: 1- 4 characters). Only letters can be included in the
acronym.

* hours-offset—Hours difference from UTC. (Range: (-12)—(+13))
* minutes-offset—(Optional) Minutes difference from UTC. (Range: 0-59)

Default Configuration
Coordinated Universal Time (UTC) or Greenwich Mean Time (GMT), which is the same:
* Offsets are 0.

» Acronym is empty.

Command Mode

Global Configuration mode

User Guidelines

The system internally keeps time in UTC, so this command is used only for display purposes and when the
time is manually set.

Example

switchxxxxxx (config)# clock timezone abc +2 minutes 32
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periodic

periodic .

To specify a recurring (weekly) time range for functions that support the time-range feature, use the periodic
command in Time-range Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

periodic day-of-the-week hh: mm to day-of-the-week hh:mm

no periodic day-of-the-week hh: mmto day-of-the-week hh: mm

periodic list hh:mmto hh: mm day-of-the-week1 [day-of-the-week2... day-of-the-week7]
no periodic list hh:mmto hh: mm day-of-the-week1 [day-of-the-week?2... day-of-the-week7]
periodic list hh:mmto hh:mmall

no periodic list hh:mmto hh:mmall

Parameters

« day-of-the-week—The starting day that the associated time range is in effect. The second occurrence is
the ending day the associated statement is in effect. The second occurrence can be the following week
(see description in the User Guidelines). Possible values are: mon, tue, wed, thu, fri, sat, and sun.

» hh:mm—The first occurrence of this argument is the starting hours:minutes (military format) that the
associated time range is in effect. The second occurrence is the ending hours:minutes (military format)
the associated statement is in effect. The second occurrence can be at the following day (see description
in the User Guidelines). (Range: 0-23, mm: 0—59)

* list day-of-the-weekl—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means that the time
range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".
Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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sntp anycast client enable

To enable the SNTP Anycast client, use the sntp anycast client enable command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
sntp anycast client enable [both | ipv4 | ipv6]

Parameters

 both—(Optional) Specifies the IPv4 and IPv6 SNTP Anycast clients are enabled. If the parameter is not
defined it is the default value.

* ipv4—(Optional) Specifies the IPv4 SNTP Anycast clients are enabled.
* ipv6—(Optional) Specifies the IPv6 SNTP Anycast clients are enabled.

Default Configuration

The SNTP anycast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use this command to enable the SNTP Anycast client.

Example

The following example enables SNTP Anycast clients.

switchxxxxxx (config) # sntp anycast client enable

. Cisco Business Switches 350 Series CLI Guide



| Clock Commands

sntp authenticate .

sntp authenticate

To enable authentication for received SNTP traffic from servers, use the sntp authenticate command in
Global Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
sntp authenticate

no sntp authenticate

Default Configuration

Authentication is disabled.

Command Mode

Global Configuration mode

Examples

The following example enables authentication for received SNTP traffic and sets the key and encryption key.

switchxxxxxx (config)# sntp authenticate
switchxxxxxx (config)# sntp authentication-key 8 md5 ClkKey
switchxxxxxx (config) # sntp trusted-key 8
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sntp authentication-key

To define an authentication key for Simple Network Time Protocol (SNTP), use the sntp authentication-key
command in Global Configuration mode. To restore the default configuration, use the N0 form of this command.

Syntax
sntp authentication-key key-number md5 key-value
encrypted sntp authentication-key key-number md>5 encrypted-key-value

no sntp authentication-key key-number

Parameters
* key-number—Specifies the key number. (Range: 1-4294967295)
* key-value—Specifies the key value. (Length: 1-8 characters)

« encrypted-key-value—Specifies the key value in encrypted format.

Default Configuration

No authentication key is defined.

Command Mode

Global Configuration mode

Examples

The following example defines the authentication key for SNTP.

switchxxxxxx
switchxxxxxx

config)# sntp authentication-key 8 md5 ClkKey
config)# sntp authentication-key 8 md5 ClkKey
config) # sntp trusted-key 8

)# sntp authenticate

switchxxxxxx

switchxxxxxx (config
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sntp broadcast client enable .

sntp broadcast client enable

To enable SNTP Broadcast clients, use the sntp broadcast client enable command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
sntp broadcast client enable[both | ipv4 | ipv6]

no sntp broadcast client enable

Parameters

* both—(Optional) Specifies the IPv4 and IPv6 SNTP Broadcast clients are enabled. If the parameter is
not defined it is the default value.

* ipv4—(Optional) Specifies the IPv4 SNTP Broadcast clients are enabled.

* ipv6—(Optional) Specifies the IPv6 SNTP Broadcast clients are enabled.

Default Configuration
The SNTP Broadcast client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp broadcast client enable Interface Configuration mode command to enable the SNTP Broadcast
client on a specific interface.

Example

The following example enables SNTP Broadcast clients.

switchxxxxxx (config)# sntp broadcast client enable
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sntp client enable

To enable the SNTP Broadcast and Anycast client, use the sntp client enable command in Global Configuration
mode. To restore the default configuration, use the no form of this command.

Syntax
sntp client enable interface-id

no sntp client enableinterface-id

Parameters

« interface-id—Specifies an interface ID, which can be one of the following types: Ethernet port,
Port-channel or VLAN.

Default Configuration
The SNTP client is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp client enable command to enable SNTP Broadcast and Anycast clients.

Example

The following example enables the SNTP Broadcast and Anycast clients on VLAN 100:

switchxxxxxx (config) # sntp client enable vlan 100
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sntp client enable (interface)

To enable the SNTP Broadcast and Anycast client on an interface, use the sntp client enable command in
Interface Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
sntp client enable

no sntp client enable

Default Configuration

The SNTP client is disabled on an interface.

Command Mode

Interface Configuration mode

User Guidelines

This command enables the SNTP Broadcast and Anycast client on an interface. Use the no form of this
command to disable the SNTP client.

Example

The following example enables the SNTP broadcast and anycast client on an interface.

switchxxxxxx (config) # interface vlan 100
switchxxxxxx (config-if)# sntp client enable
switchxxxxxx (config-if)# exit
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sntp server

To configure the device to use the SNTP to request and accept Network Time Protocol (NTP) traffic from a
specified server (meaning to accept system time from an SNTP server), use the sntp server command in
Global Configuration mode. To remove a server from the list of SNTP servers, use the no form of this command.

Syntax
sntp server {default | {{ip-address| hostname} [poll] [key keyid]}}

no sntp server [ip-address | hostname]

Parameters

* default—Default defined SNTP servers.
» ip-address—Specifies the server IP address. This can be an IPv4, IPv6 or IPv6z address.

* hostname—Specifies the server hostname. Only translation to IPv4 addresses is supported. (Length:
1-158 characters. Maximum label length for each part of the hostname: 63 characters)

* poll—(Optional) Enables polling.

* key keyid—(Optional) Specifies the Authentication key to use when sending packets to this peer.
(Range:1-4294967295)

Default Configuration
The following servers with polling and without authentication are defined:
« time-a.timefreq.bldrdoc.gov
- time-b.timefreq.bldrdoc.gov
« time-c.timefreq.bldrdoc.gov
« pool.ntp.org

* time-pnp.cisco.com

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server {ip-address| hostname} [poll] [key keyid] command to define a SNTP server. The switch
supports up to 8 SNTP servers.

Use the sntp server default command to return to the default configuration.
Use the no sntp server ip-address | hostname command to remove one SNTP server.

Use the no sntp server to remove all SNTP servers.
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sntp server .

Example

The following example configures the device to accept SNTP traffic from the server on 192.1.1.1 with polling.

switchxxxxxx (config)# sntp server 192.1.1.1 poll
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sntp source-interface

To specify the source interface whose IPv4 address will be used as the source IPv4 address for communication
with IPv4 SNTP servers, use the sntp sour ce-interface command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
sntp sour ce-interface interface-id

no sntp source-interface

Parameters

« interface-id—Specifies the source interface.

Default Configuration

The source IPv4 address is the [IPv4 address defined on the outgoing interface and belonging to next hop IPv4
subnet.

Command Mode

Global Configuration mode

User Guidelines

If the source interface is the outgoing interface, the interface IP address belonging to next hop IPv4 subnet is
applied.

If the source interface is not the outgoing interface, the minimal IPv4 address defined on the interface is
applied.

If there is no available IPv4 source address, a SYSLOG message is issued when attempting to communicate
with an IPv4 SNTP server.

OOB cannot be defined as a source interface.

Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx (config)# sntp source-interface vlan 10
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sntp source-interface-ipv6 .

sntp source-interface-ipvé

To specify the source interface whose IPv6 address will be used ad the Source IPv6 address for communication
with IPv6 SNTP servers, use the sntp source-interface-ipv6 command in Global Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
sntp sour ce-interface-ipv6 interface-id

no sntp source-interface-ipv6

Parameters

» interface-id—Specifies the source interface.

Default Configuration

The IPv6 source address is the [IPv6 address defined of the outgoing interface and selected in accordance with
RFC6724.

Command Mode

Global Configuration mode

User Guidelines

The outgoing interface is selected based on the SNTP server's IP address. If the source interface is the outgoing
interface, the IPv6 address defined on the interfaces and selected in accordance with RFC 6724.

If the source interface is not the outgoing interface, the minimal IPv4 address defined on the interface and
with the scope of the destination IPv6 address is applied.

If there is no available IPv6 source address, a SYSLOG message is issued when attempting to communicate
with an I[Pv6 SNTP server.

Example

The following example configures the VLAN 10 as the source interface.

switchxxxxxx (config)# sntp source-interface-ipvé vlan 10
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sntp trusted-key

To define the trusted key, use the sntp trusted-key command in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
sntp trusted-key key-number
no sntp trusted-key key-number

Parameters

* key-number—Specifies the key number of the authentication key to be trusted. (Range: 1-4294967295).

Default Configuration

No keys are trusted.

Command Mode

Global Configuration mode

User Guidelines

The trusted key is used for authentication of all servers not having personal keys assigned.

Examples

The following example authenticates key 8.

switchxxxxxx (config)# sntp trusted-key 8

# sntp authentication-key 8 md5 ClkKey
# sntp trusted-key 8
#

sntp authenticate

( )
switchxxxxxx (confiqg)
switchxxxxxx (confiqg)

( )

switchxxxxxx (config
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sntp unicast client enable

To enable the device to use Simple Network Time Protocol (SNTP) Unicast clients, use the sntp unicast
client enable command in Global Configuration mode. To disable the SNTP Unicast clients, use the no form
of this command.

Syntax
sntp unicast client enable

no sntp unicast client enable

Default Configuration

The SNTP unicast clients are enabled.

Command Mode

Global Configuration mode

User Guidelines

Use the sntp server Global Configuration mode command to define SNTP servers.

Example

The following example enables the device to use SNTP Unicast clients.

switchxxxxxx (config) # sntp unicast client enable
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sntp unicast client poll

To enable polling for the SNTP Unicast clients, use the sntp unicast client poll command in Global

Configuration mode. To disable the polling, use the no form of this command.

Syntax
sntp unicast client poll

no sntp unicast client poll

Default Configuration

Polling is enabled.

Command Mode

Global Configuration mode

User Guidelines

The polling interval is 1024 seconds.

Example

The following example enables polling for SNTP unicast clients.

switchxxxxxx (config) # sntp unicast client poll
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show clock

To display the time and date from the system clock, use the show clock command in User EXEC mode.

Syntax
show clock [detail]

Parameters

» detail—(Optional) Displays the time zone and summer time configuration.

Command Mode

User EXEC mode

User Guidelines

The default output of the command shows the current system date and time, information on the operational
source of the system time and general clock related configurations.

The detailed output of the command shows additional information about time-zone and daylight savings
configuration.

The possible values for operational system time source are:

* RTC - Indicates that the system time was set from the Real Time Clock component. This happens if the
system clock hasn’t been set by SNTP, by a user or by the browser.

* User - If the system clock was last set manually by a user.

* SNTP - if the system clock was last set by SNTP. In this case, the time since the last synchronization
with the SNTP server is also displayed.

* None - If the clock hasn’t been set by any method since the last reboot and the system does not have an
RTC component.

Example 1 - The following example displays general system time and date information.

switchxxxxxx# show clock
15:29:03 PDT(UTC-7) Jun 17 2019
Operational Time Source: SNTP (last synchronized 2 days, 18 hours, 29 minutes and 3 seconds
ago)
Time from SNTP is enabled
Time from Browser is disabled

Example 2 - The following example displays the system time and date along with the time zone and
daylight saving configuration.

switchxxxxxx# show clock detail
15:22:55 SUN Apr 23 2019

Operational Time Source: User

Time from SNTP is disabled

Time from Browser is enabled

Time zone (DHCPv4 on VLANI1) :

Acronym is RAIN
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Offset is UTC+2

Time zone (Static):

Offset is UTC+0

Summertime (DHCPv4 on VLANL) :
Acronym is SUN

Recurring every year.

Begins at first Sunday of Apr at 02:00.

Ends at first Tuesday of Sep at 02:00.
Offset is 60 minutes.

Summertime (Static):

Acronym is GMT

Recurring every year.

Begins at first Sunday of Mar at 10:00.

Ends at first Sunday of Sep at 10:00.
Offset is 60 minutes.
DHCP timezone: Enabled
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show sntp configuration

To display the SNTP configuration on the device, use the show sntp configuration command in Privileged
EXEC mode.

Syntax

show sntp configuration

Command Mode

Privileged EXEC mode

Examples

The following example displays the device’s current SNTP configuration.

switchxxxxxx# show sntp configuration
SNTP port : 123
Polling interval: 1024 seconds
MD5 Authentication Keys
2 Johnl23
3 Aliced56
Authentication is not required for synchronization.
No trusted keys
Unicast Clients: enabled
Unicast Clients Polling: enabled
Server: 1.1.1.121
Polling: disabled
Encryption Key: disabled
Server: 3001:1:1::1
Polling: enabled
Encryption Key: disabled
Server: dns_serverl.comapany.com
Polling: enabled
Encryption Key: disabled
Server: dns_server2.comapany.com
Polling: enabled
Encryption Key: disabled
Broadcast Clients: enabled for IPv4 and IPv6
Anycast Clients: disabled
No Broadcast Interfaces
Source IPv4 interface: vlan 1
Source IPv6 interface: vlan 10
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show sntp status

To display the SNTP servers status, use the show sntp status command in Privileged EXEC mode.

Syntax
show sntp status

Command Mode

Privileged EXEC mode

Example
The following example displays the SNTP servers status:

switchxxxxxx# show sntp status
Clock is synchronized, stratum 4, reference is 176.1.1.8, unicast
Reference time is afe2525e.70597b34 (00:10:22.438 PDT Jul 5 1993)
Unicast servers:
Server: 176.1.1.8
Source: DHCPv4 on VLAN 1
Status: Up
Last response: 19:58:22.289 PDT Feb 19 2015
Last request: 19:58:21.555 PDT Feb 19 2015
Stratum Level: 1
Offset: 7.33mSec
Delay: 117.79mSec
Server: dns_server.comapany.com
Source: static
Status: Unknown
Last response: 12:17.17.987 PDT Feb 19 2015
Last request: 12:58:21.555 PDT Feb 19 2015
Stratum Level: 1
Offset: 8.98mSec
Delay: 189.19mSec
Server: 3001:1:1::1
Source: DHCPv6 on VLAN 2
Status: Unknown
Last response:
Last request:
Offset: mSec
Delay: mSec
Server: dnsl.company.com
Source: DHCPv6 on VLAN 20
Status: Unknown
Last response:
Last request:
Offset: mSec
Delay: mSec
Anycast servers:
Server: 176.1.11.8
Interface: VLAN 112
Status: Up
Last response: 9:53:21.789 PDT Feb 19 2005
Last request: 9:53:21.689 PDT Feb 19 2005
Stratum Level: 10
Offset: 9.98mSec
Delay: 289.19mSec
Broadcast servers:
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Server: 3001:1::12
Interface: VLAN 101
Last response: 9:53:21.789 PDT Feb 19 2005
Last regeust: 9:53:21.689 PDT Feb 19 2005

Stratum Level: 255
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show time-range

To display the time range configuration, use the show time-range command in User EXEC mode.

Syntax

show time-range time-range-name

Parameters

» time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx# show time-range
http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005
periodic Monday 12:00 to Wednesday 12:00

. Cisco Business Switches 350 Series CLI Guide

Clock Commands |



| Clock Commands

time-range

time-range .

To define time ranges and to enter to Time-range Configuration mode, use the time-range command to define
time ranges and to enter to Time-range Configuration mode in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

« time-range-name—Specifies the name for the time range. (Range: 1-32 characters).

Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

After entering to Time-range Configuration mode with this command, use the absoluteand periodic commands
to actually configure the time-range. Multiple periodic commands are allowed in a time range. Only one
absolute command is allowed.

If a time-range command has both absolute and periodic values specified, then the periodic items are evaluated
only after the absolute start time is reached, and are not evaluated again after the absolute end time is reached.

All time specifications are interpreted as local time.

To ensure that the time range entries take effect at the desired times, the software clock should be set by the
user or by SNTP. If the software clock is not set by the user or by SNTP, the time range is not activated.

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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DoS Commands

This chapter contains the following sections:

* security-suite deny fragmented, on page 282

* security-suite deny icmp, on page 283

* security-suite deny martian-addresses, on page 284
* security-suite deny syn, on page 286

* security-suite deny syn-fin, on page 287

* security-suite dos protect, on page 288

* security-suite dos syn-attack, on page 289

* security-suite enable, on page 290

* security-suite syn protection mode, on page 292

* security-suite syn protection recovery, on page 293
* security-suite syn protection threshold, on page 294
* show security-suite configuration, on page 295

* show security-suite syn protection, on page 296
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security-suite deny fragmented

To discard IP fragmented packets from a specific interface, use the security-suite deny fragmented Interface
(Ethernet, Port Channel) Configuration mode command.

To permit IP fragmented packets, use the no form of this command.

Syntax

security-suite deny fragmented {[add {ip-address | any} {mask | /prefix-length}] | [remove {ip-address |
any} {mask | /prefix-length}]}

Nno security-suite deny fragmented

Parameters
« add ip-address | any—Specifies the destination IP address. Use any to specify all IP addresses.
» mask—Specifies the network mask of the IP address.

* prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/).

Default Configuration

Fragmented packets are allowed from all interfaces.

If mask is unspecified, the default is 255.255.255.255.
If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 295 must be enabled both globally and
for interfaces.

Example

The following example attempts to discard IP fragmented packets from an interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if)# security-suite deny fragmented add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite deny icmp

To discard ICMP echo requests from a specific interface (to prevent attackers from knowing that the device
is on the network), use the security-suite deny icmp Interface (Ethernet, Port Channel) Configuration mode
command.

To permit echo requests, use the N0 form of this command.

Syntax

security-suite deny icmp {[add {ip-address | any} {mask | /prefix-length}] | [remove {ip-address | any}
{mask | /prefix-length}]}

No security-suite deny icmp

Parameters
« ip-address | any—Specifies the destination IP address. Use any to specify all IP addresses.
» mask—Specifies the network mask of the IP address.

* prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/).

Default Configuration

Echo requests are allowed from all interfaces.

If mask is not specified, it defaults to 255.255.255.255.
If prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 295 must be enabled both globally and
for interfaces.

This command discards ICMP packets with "ICMP type= Echo request" that ingress the specified interface.

Example

The following example attempts to discard echo requests from an interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if)# security-suite deny icmp add any /32

To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite deny martian-addresses

To deny packets containing system-reserved IP addresses or user-defined IP addresses, use the security-suite
deny martian-addresses Global Configuration mode command.

To restore the default, use the no form of this command.

Syntax

security-suitedeny martian-addresses{add {ip-address{mask | /prefix-length}} | remove {ip-address{mask
| /prefix-length}} (Add/remove user-specified IP addresses)

security-suitedeny martian-addressesreserved {add | remove} (Add/remove system-reserved IP addresses,
see tables below)

No security-suite deny martian-addresses (This command removes addresses reserved by security-suite
deny martian-addresses {add {ip-address {mask | /prefix-length}} | remove {ip-address {mask |
/prefix-length}}, and removes all entries added by the user. The user can remove a specific entry by using
remove ip-address {mask | /prefix-length} parameter.

There is no no form of the security-suite deny martian-addressesreserved {add | remove} command. Use
instead the security-suite deny martian-addresses reserved remove command to remove protection (and
free up hardware resources).
Parameters

* reserved add/remove—Add or remove the table of reserved addresses below.

* ip-address—Adds/discards packets with the specified IP source or destination address.

» mask—Specifies the network mask of the IP address.

« prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/).

* reserved—Discards packets with the source or destination IP address in the block of the reserved (Martian)
IP addresses. See the User Guidelines for a list of reserved addresses.

Default Configuration

Martian addresses are allowed.

Command Mode

Global Configuration mode

User Guidelines
For this command to work, show security-suite configuration, on page 295 must be enabled globally.

security-suite deny martian-addresses reserved adds or removes the addresses in the following table:
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security-suite deny martian-addresses .

Address Block Present Use

0.0.0.0/8 (except when 0.0.0.0/32 | Addresses in this block refer to source hosts on "this" network.

isthe source address)

127.0.0.0/8 This block is assigned for use as the Internet host loopback
address.

192.0.2.0/24 This block is assigned as "TEST-NET" for use in
documentation and example code.

224.0.0.0/4 as source This block, formerly known as the Class D address space, is
allocated for use in IPv4 multicast address assignments.

240.0.0.0/4 (except when This block, formerly known as the Class E address space, is

255.255.255.255/32 isthe reserved.

destination address)

\}

Note Ifthe reserved addresses are included, individual reserved addresses cannot be removed.

Example

The following example discards all packets with a source or destination address in the block of the reserved

IP addresses.

switchxxxxxx (config) # security-suite deny martian-addresses reserved add
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DoS Commands |

security-suite deny syn

. Cisc

To block the creation of TCP connections from a specific interface, use the security-suite deny syn Interface
(Ethernet, Port Channel) Configuration mode command. This a complete block of these connections.

To permit creation of TCP connections, use the N0 form of this command.

Syntax

security-suitedeny syn {[add {tcp-port | any} {ip-address| any} {mask | /prefix-length}] | [remove {tcp-port
| any} {ip-address | any} {mask | /prefix-length}]}

No security-suite deny syn

Parameters
* ip-address | any—Specifies the destination IP address. Use any to specify all IP addresses.
» mask— Specifies the network mask of the destination IP address.

» prefix-length—Specifies the number of bits that comprise the destination IP address prefix. The prefix
length must be preceded by a forward slash (/).

» tcp-port | any—Specifies the destination TCP port. The possible values are: http, ftp-control, ftp-data,
ssh, telnet, smtp, or port number. Use any to specify all ports.

Default Configuration

Creation of TCP connections is allowed from all interfaces.
If the mask is not specified, it defaults to 255.255.255.255.
If the prefix-length is not specified, it defaults to 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 295 must be enabled both globally and
for interfaces.

The blocking of TCP connection creation from an interface is done by discarding ingress TCP packets with
"SYN=1", "ACK=0" and "FIN=0" for the specified destination IP addresses and destination TCP ports.

Example

The following example attempts to block the creation of TCP connections from an interface. It fails because
security suite is enabled globally and not per interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if)# security-suite deny syn add any /32 any
To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite deny syn-fin
To drop all ingressing TCP packets in which both SYN and FIN are set, use the security-suite deny syn-fin
Global Configuration mode command.

To permit TCP packets in which both SYN and FIN are set, use the no form of this command.

Syntax
security-suite deny syn-fin

no security-suite deny syn-fin

Parameters

This command has no arguments or keywords.

Default Configuration

The feature is enabled by default.

Command Mode

Global Configuration mode

Example

The following example blocks TCP packets in which both SYN and FIN flags are set.

switchxxxxxx (config)# security-suite deny syn-fin
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security-suite dos protect

To protect the system from specific well-known Denial of Service (DoS) attacks, use the security-suite dos
protect Global Configuration mode command. There are three types of attacks against which protection can
be supplied (see parameters below).

To disable DoS protection, use the no form of this command.

Syntax
security-suite dos protect {add attack | remove attack}

No security-suite dos protect

Parameters

add/remove attack—Specifies the attack type to add/remove. To add an attack is to provide protection against
it; to remove the attack is to remove protection.

The possible attack types are:
» stacheldraht—Discards TCP packets with source TCP port 16660.
« invasor-trojan—Discards TCP packets with destination TCP port 2140 and source TCP port 1024,

* back-orifice-trojan—Discards UDP packets with destination UDP port 31337 and source UDP port
1024.

Default Configuration

No protection is configured.

Command Mode

Global Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 295 must be enabled globally.

Example

The following example protects the system from the Invasor Trojan DOS attack.

switchxxxxxx (config)# security-suite dos protect add invasor-trojan
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security-suite dos syn-attack

To rate limit Denial of Service (DoS) SYN attacks, use the security-suite dos syn-attack Interface
Configuration mode command. This provides partial blocking of SNY packets (up to the rate that the user
specifies).

To disable rate limiting, use the Nno form of this command.

Syntax
security-suite dos syn-attack syn-rate {any | ip-address} {mask | prefix-length}
no security-suite dos syn-attack {any | ip-address} {mask | prefix-length}

Parameters
* syn-rate—Specifies the maximum number of connections per second. (Range: 199-1000)
» any | ip-address—Specifies the destination IP address. Use any to specify all IP addresses.
» mask—Specifies the network mask of the destination IP address.

» prefix-length—Specifies the number of bits that comprise the destination IP address prefix. The prefix
length must be preceded by a forward slash (/).

Default Configuration

No rate limit is configured.

If ip-address is unspecified, the default is 255.255.255.255
If prefix-length is unspecified, the default is 32.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

For this command to work, show security-suite configuration, on page 295 must be enabled both globally and
for interfaces. This command rate limits ingress TCP packets with "SYN=1", "ACK=0" and "FIN=0" for the
specified destination IP addresses. SYN attack rate limiting is implemented after the security suite rules are
applied to the packets. The ACL and QoS rules are not applied to those packets. Since the hardware rate
limiting counts bytes, it is assumed that the size of “SYN” packets is short.

Example

The following example attempts to rate limit DoS SYN attacks on a port. It fails because security suite is
enabled globally and not per interface.

switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if) # security-suite dos syn-attack 199 any /10

To perform this command, DoS Prevention must be enabled in the per-interface mode.
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security-suite enable

To enable the security suite feature and setting, use the security-suite enable Global Configuration mode
command. The security suite feature supports protection against various types of attacks. To restore the default
configuration, use the no form of this command.

Syntax
security-suite enable [global-rules-only | interface-rules-only]

No security-suite enable

Parameters

» global-rules-only—(Optional) Specifies that device will support only global level (and not interface
level) security suite commands). This setting saves space in the Ternary Content Addressable Memory
(TCAM). If this keyword is not used, security-suite commands can be used both globally on per-interface.

« interface-r ules-only—(Optional) Specifies that device will support only interface level security suite
command (See details in user guidelines below). This mode cannot be enabled if an ACL is applied to
any interface on device.

* (none) - Ifno keyword is used, security-suite commands can be used both globally and per-interface. This
mode cannot be enabled if an ACL is applied to any interface on device.

Default Configuration
The security suite feature is disabled.

If neither global-rules-only or interface-rules-only are specified, the default is to enable security-suite
globally and per interfaces.

Command Mode

Global Configuration mode

User Guidelines

Use this command to enable the ability to define security suite settings, and to determine the type of settings
that can be enabled (only global level rules, only interface level rules or both types). When security-suite is
enabled, the following commands can be used, depending on the mode set by user:

When this command is used, hardware resources are reserved. The number of resources reserved depends on
the mode specified in command (global-rules-only, inter face-r ules-only or no mode (meaning both types)).
Resources are released when the no security-suite enable command is entered.

MAC ACLs must be removed before the security-suite is enabled. The rules can be re-entered after the
security-suite is enabled. If ACLs or policy maps are assigned on interfaces, per interface security-suite rules
cannot be enabled.

Example 1—The following example enables the security suite feature and specifies that security
suite commands are global commands only. When an attempt is made to configure security-suite on
a port, it fails.
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switchxxxxxx (config)# security-suite enable global-rules-only

switchxxxxxx (config) # interface gil/0/1

switchxxxxxx (config-if) # security-suite dos syn-attack 199 any /10

To perform this command, DoS Prevention must be enabled in the per-interface mode.

Example 2—The following example enables the security suite feature globally and on interfaces.
The security-suite command succeeds on the port.

switchxxxxxx (config)# security-suite enable

switchxxxxxx (config) # interface gil/0/1
(
(

switchxxxxxx (config-if)# security-suite dos syn-attack 199 any /10
switchxxxxxx (config-if) #

Cisco Business Switches 350 Series CLI Guide .



DoS Commands |
. security-suite syn protection mode

security-suite syn protection mode

To set the TCP SYN protection mode, use the security-suite syn protection mode Global Configuration
mode command.

To set the TCP SYN protection mode to default, use the no form of this command.

Syntax
security-suite syn protection mode {disabled | report | block}

No security-suite syn protection mode

Parameters
« disabled—Feature is disabled

* report—~Feature reports about TCP SYN traffic per port (including rate-limited SYSLOG message when
an attack is identified)

* block—TCP SYN traffic from attacking ports destined to the local system is blocked, and a rate-limited
SYSLOG message (one per minute) is generated

Default Configuration

The default mode is block.

Command Mode

Global Configuration mode

User Guidelines

On ports in which an ACL is defined (user-defined ACL etc.), this feature cannot block TCP SYN packets.
In case the protection mode is block but SYN Traffic cannot be blocked, a relevant SYSLOG message will
be created, e.g.: “port gil1/0/1 is under TCP SYN attack. TCP SYN traffic cannot be blocked on this port since
the port is bound to an ACL.”

Example 1: The following example sets the TCP SYN protection feature to report TCP SYN attack
on ports in case an attack is identified from these ports.

switchxxxxxx (config) # security-suite syn protection mode report

Example 2: The following example sets the TCP SYN protection feature to block TCP SYN attack
on ports in case an attack is identified from these ports.

switchxxxxxx (config)# security-suite syn protection mode block
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security-suite syn protection recovery

To set the time period for the SYN Protection feature to block an attacked interface, use the security-suite
syn protection period Global Configuration mode command.

To set the time period to its default value, use the no form of this command.

Syntax
security-suite syn protection recovery timeout

No security-suite syn protection recovery

Parameters

timeout—Defines the timeout (in seconds) by which an interface from which SYN packets are blocked gets
unblocked. Note that if a SYN attack is still active on this interface it might become blocked again. (Range:
10-600)

Default Configuration

The default timeout is 60 seconds.

Command Mode

Global Configuration mode

User Guidelines

If the timeout is modified, the new value will be used only on interfaces which are not currently under attack.

Example

The following example sets the TCP SYN period to 100 seconds.

switchxxxxxx (config)# security-suite syn protection recovery 100
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security-suite syn protection threshold

To set the threshold for the SYN protection feature, use the security-suite syn protection threshold Global
Configuration mode command.

To set the threshold to its default value, use the no form of this command.

Syntax
security-suite syn protection threshold syn-packet-rate

No security-suite syn protection threshold

Parameters

syn-packet-rate—defines the rate (number of packets per second) from each specific port that triggers
identification of TCP SYN attack. (Range: 20-200)

Default Configuration

The default threshold is 80pps (packets per second).

Command Mode

Global Configuration mode

Example

The following example sets the TCP SYN protection threshold to 40 pps.

switchxxxxxx (config)# security-suite syn protection threshold 40
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show security-suite configuration

To display the security-suite configuration, use the show security-suite configuration switchxxxxxx>
command.

Syntax

show security-suite configuration

Command Mode

User EXEC mode

Example

The following example displays the security-suite configuration.

switchxxxxxx# show security-suite configuration
Security suite is enabled (Per interface rules are enabled).

Denial Of Service Protect: stacheldraht, invasor-trojan, back-office-trojan.
Denial Of Service SYN-FIN Attack is enabled
Denial Of Service SYN Attack

Interface IP Address SYN Rate (pps)

gil/0/1 176.16.23.0\24 100

Martian addresses filtering

Reserved addresses: enabled.

Configured addresses: 10.0.0.0/8, 192.168.0.0/16
SYN filtering

Interface IP Address TCP port

gil/0/2 176.16.23.0\24 FTP

ICMP filtering

Interface IP Address

gil/0/2 176.16.23.0\24

Fragmented packets filtering

Interface IP Address

gil/o0/2 176.16.23.0\24
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show security-suite syn protection

To display the SYN Protection feature configuration and the operational status per interface-id, including the
time of the last attack per interface, use the show security-suite syn protection switchxxxxxx> command.

Syntax

show security-suite syn protection [interface-id]

Parameters

interface-id—(Optional) Specifies an interface-ID. The interface-ID can be one of the following types:
Ethernet port of Port-Channel.

Command Mode

User EXEC mode

User Guidelines

Use the Interface-ID to display information on a specific interface.

Example

The following example displays the TCP SYN protection feature configuration and current status on all
interfaces. In this example, port gi1/0/2 is attacked but since there is a user-ACL on this port, it cannot become
blocked so its status is Reported and not Blocked and Reported.

switchxxxxxx# show security-suite syn protection
Protection Mode: Block

Threshold: 40 Packets Per Second

Period: 100 Seconds

Interface Name Current Status Last Attack

gil/0/1 Attacked 19:58:22.289 PDT Feb 19 2012 Blocked and Reported|
gil/0/2 Attacked 19:58:22.289 PDT Feb 19 2012 Reported

gil/0/3 Attacked 19:58:22.289 PDT Feb 19 2012 Blocked and Reported
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DHCP Relay Commands

This chapter contains the following sections:

* ip dhcp relay enable (Global), on page 298

* ip dhep relay enable (Interface), on page 299

* ip dhep relay address (Global), on page 300

* show ip dhep relay, on page 301

* ip dhcp information option, on page 302

* ip dhcp information option numeric-token-format, on page 303
* ip dhcp information option circuit-id, on page 304

* ip dhcp information option remote-id, on page 309

* show ip dhcp information option tokens, on page 313

* show ip dhep information option , on page 316
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ip dhep relay enable (Global)

Use the ip dhcp relay enable Global Configuration mode command to enable the DHCP relay feature on the
device. Use the no form of this command to disable the DHCP relay feature.

Syntax
ip dhcp relay enable
no ip dhcp relay enable

Default Configuration

DHCEP relay feature is disabled.

Command Mode

Global Configuration mode

Example
The following example enables the DHCP relay feature on the device.

switchxxxxxx (config)# ip dhcp relay enable

. Cisco Business Switches 350 Series CLI Guide



| DHCP Relay Commands

ip dhep relay enable (Interface) .

ip dhep relay enable (Interface)

Use the ip dhcp relay enable Interface Configuration mode command to enable the DHCP relay feature on
an interface. Use the no form of this command to disable the DHCP relay agent feature on an interface.

Syntax
ip dhcp relay enable
no ip dhcp relay enable

Default Configuration

Disabled

Command Mode

Interface Configuration mode

User Guidelines
The operational status of DHCP Relay on an interface is active if one of the following conditions exist:

* DHCP Relay is globally enabled, and there is an IP address defined on the interface.

Or

» DHCP Relay is globally enabled, there is no IP address defined on the interface, the interface isa VLAN,
and option 82 is enabled.

Example

The following example enables DHCP Relay on VLAN 21.

switchxxxxxx (config)# interface vlan 21
switchxxxxxx (config-if)# ip dhcp relay enable
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ip dhep relay address (Global)

Use the ip dhcp relay address Global Configuration mode command to define the DHCP servers available
for the DHCP relay. Use the no form of this command to remove the server from the list.

Syntax
ip dhep relay address ip-address
no ip dhcp relay address [ip-address]

Parameters

* ip-address—Specifies the DHCP server IP address. Up to 8 servers can be defined.

Default Configuration

No server is defined.

Command Mode

Global Configuration mode

User Guidelines

Use the ip dhcp relay address command to define a global DHCP Server 1P address. To define a few DHCP
Servers, use the command a few times.

To remove a DHCP Server, use the no form of the command with the ip-address argument.

The no form of the command without the ip-address argument deletes all global defined DHCP servers.

Example

The following example defines the DHCP server on the device.

switchxxxxxx (config)# ip dhcp relay address 176.16.1.1
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show ip dhcp relay

Use the show ip dhcp relay EXEC mode command to display the DHCP relay information.

Syntax
show ip dhcp relay

Command Mode

User EXEC mode

Examples
Option 82 is disabled:

switchxxxxxx# show ip dhcp relay
DHCP relay is globally disabled
Option 82 is disabled
Maximum number of supported VLANs without IP Address: O
Number of DHCP Relays enabled on VLANs without IP Address: 4
DHCP relay is enabled on Ports: gil/0/1,pol-2

Active:

Inactive: gil/0/1, pol-4
DHCP relay is enabled on VLANs: 1, 2, 4, 5

Active:

Inactive: 1, 2, 4, 5

1.

4
Global Servers: 1.1.1.1 , 2.2.2.2

Option 82 is enabled:

switchxxxxxx# show ip dhcp relay
DHCP relay is globally enabled
Option 82 is enabled
Maximum number of supported VLANs without IP Address is 4
Number of DHCP Relays enabled on VLANs without IP Address: 2
DHCP relay is enabled on Ports: gil/0/1,pol-2

Active: gil/0/1

Inactive: pol-2
DHCP relay is enabled on VLANs: 1, 2, 4, 5

Active: 1, 2, 4, 5

Inactive:
Global Servers: 1.1.1.1 , 2.2.2.2
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ip dhcp information option

Use the ip dhcp infor mation option Global Configuration mode command to enable DHCP option-82 data
insertion. Use the no form of this command to disable DHCP option-82 data insertion.

Syntax
ip dhcp information option

no ip dhcp information option

Default Configuration

DHCP option-82 data insertion is disabled.

Command Mode

Global Configuration mode

User Guidelines

DHCP option 82 would be enabled only if DHCP snooping or DHCP relay are enabled.

Example

switchxxxxxx (config)# ip dhcp information option
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ip dhcp information option numeric-token-format

Use the ip dhep infor mation option numeric-token-format Global Configuration mode command to define
the format of numeric tokens included in the Circuit-ID and Remote-ID sub-options payload template. Use
the no form of this command to return to default format.

Syntax
ip dhcp information option numeric-token-for mat {hex|ascii}

no ip dhcp information option numeric-token-for mat

Parameters

* hex - Hexadecimal (Numeric value) format will be used in packet for numeric token included in the
Circuit-ID and Remote-ID payload template.

» ascii - ASCII format will be used in packet for numeric token included in the Circuit-ID and Remote-ID

payload template. If this option is selected, each individual digit in a numeric token will be represented
by its value in the ASCII table.

Default Configuration

The default format used is the hexadecimal/numeric format

Command Mode

Global Configuration mode

User Guidelines

Use this command to configure the format of numeric token included in the Circuit-ID or Remote-ID sub-options
payload templates commands: ip dhcp information option circuit-id and ip dhcp information option remote-id.

The following are the numeric tokens affected by this command:
* $int-ifindex$
» $int-portid$
* $switch-moduleid$

* $vlan-id$
Example

The following example configures the device to use the ASCII format for insertion of numeric-tokens:

switchxxxxxx (config)# ip dhcp information option numeric-token-format ascii
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ip dhcp information option circuit-id

Use the ip dhcp infor mation option cir cuit-id Global Configuration mode command to configure the template
of DHCP option 82 Circuit-ID sub-option payload. Use the no form of this command to return to default
template.

Syntax
ip dhcp information option circuit-id text

no ip dhcp information option circuit-id

Parameters

« text - Concatenation of free text and one or more tokens in the format of $tokenname$ (length 1-160).

Default Configuration

The default Circuit-ID payload template is $vlan-id$$switch-modul ei d$$int-portid$

Command Mode

Global Configuration mode

User Guidelines

Use this command to configure the template of the option 82 Circuit-ID sub-option payload, inserted by
device. The payload section of the Circuit-ID sub option includes all bytes of sub option besides the first 4
bytes of the sub option which values are set by device as follows:

Circuit ID sub option Type (value = 1)
* Sub option total length (not including 1st byte and total length byte)
Circuit ID type (value= 1); Note: if default sub option template is used - value of this field equals 0
Sub option payload length
The text field is a concatenation of free text and one or more tokens in the format of $tokenname$. Tokens
must be entered in the exact format specified (see table below) or it will not be recognized as a token

The text can begin or end with free text or a token. Tokens can be concatenated sequentially or separated by
free text. If the free text includes a space character - the text parameter must be placed between quotation (e.g.
"textl text2").

The Circuit-ID payload template must include at least 1 token related to an interface parameter (token beginning
with $int-xxx$). In addition - if the string does not include a VLAN related token - user will be asked to
confirm setting.

The total length of the text field in the command cannot exceed 160 bytes. The byte count includes all bytes
of the text parameter - including all free text and Tokens as written in the text field.

The combined length of the Circuit-ID payload Remote-ID payload cannot exceed 247 bytes. The payload
byte count takes into account the count of free-text chars (1 byte each) and a predefined length reserved for
each token (see in table below).
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The following table details supported tokens, the device parameter they represent and the reserved and actual

byte count per each token:

configured by user on
source interface. If
description is more than
32 bytes - only the 1st 32
bytes are used

If a description is not
configured, the
abbreviated interface
name is used

Token Name Description Reserved Length Actual Length
$int-ifindex$ Source interface ifIndex |4 bytes Hex Format - 2 bytes
value ASCII format - 4 bytes
$int-portid$ Source interface 2 bytes Hex Format - 1 bytes
sequential number on the i
specific module (in stack). ASCII format - 2 bytes
For LAG source interfaces
- it is the LAG ID
$int-name$ The full name of the 32 bytes The actual number of
source interface, as used bytes needed for ASCII
in CLI commands representation of the
interface full name
$int-abrvname$ The abbreviated name of | 8 bytes The actual number of
the source interface, as bytes needed for ASCII
used in CLI commands representation of the
interface full name
$int-desc-16$ The description 16 bytes The actual number of
configured by user on bytes needed for ASCII
source interface. If representation of the
description is more than interface description (max
16 bytes - only the 1st 16 16 bytes)
bytes are used
If a description is not
configured, the
abbreviated interface
name is used
$int-desc-32$ The description 32 bytes The actual number of

bytes needed for ASCII
representation of the
interface description (max
32 bytes)
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(1-4094)

Token Name Description Reserved Length Actual Length

$int-desc-64% The description 64 bytes The actual number of
configured by user on bytes needed for ASCII
source interface. representation of the
If a description is not interface description
configured, the
abbreviated interface
name is used

$int-mac$ MAC address of the 6 bytes 6 bytes
source interface (Hex
value with no delimiter)

$switch-mac$ MAC address of the 6 bytes 6 bytes
switch
relaying/forwarding
DHCP packet (Hex value
with no delimiter)

$switch-hostname-16$ | The hostname of the 16 bytes The actual number of
switch bytes needed for ASCII
relaying/forwarding representation of the
DHCP packet. hostname (max 16 bytes)
If the hostname is more
than 16 bytes - only the
Ist 16 bytes are used

$switch-hostname-32$ | The hostname of the 32 bytes The actual number of
switch bytes needed for ASCII
relaying/forwarding representation of the
DHCP packet. hostname (max 32 bytes)
If the hostname is more
than 32 bytes - only the
Ist 32 bytes are used

$switch-hostname-58% | The hostname of the 58 bytes The actual number of
switch bytes needed for ASCII
relaying/forwarding representation of the
DHCP packet. hostname

$switch-moduleid$ The unit ID of the source |2 bytes Hex Format - 1 bytes
interface upon which the
DHCEP client request was ASCII format - 2 bytes
received

$vlan-id$ The Source VLAN ID 4 bytes Hex Format - 2 bytes

ASCII format - 4 bytes
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Token Name Description Reserved Length Actual Length

$vlan-name-16$ The VLAN name assigned | 16 bytes The actual number of
by user to the VLAN. If bytes needed for ASCII
the name is more than 16 representation of the
bytes - only the 1st 16 VLAN name (max 16)
bytes are used
If a name is not configure
for the VLAN, the value
is taken from the relevant
VLAN ifDescr MIB field

$vlan-name-32% The VLAN name assigned | 32 bytes The actual number of
by user to the VLAN. bytes needed for ASCII
If a name is not configure representation of the
for the VLAN, the value VLAN name (max 32)
is taken from the relevant
VLAN ifDescr MIB field

Notes:

* Source Interface or VLAN int table refers to the Interface or VLAN on which the DHCP client packet
(to which the option 82 is added) was received on.

* Reserved (Byte) Length - The maximum length the token may “consume” in the packet. This value is
used for calculation of the 247 byte limit (for all sub options payload combined). The reserved length
does not change if numeric tokens are filled in as Hexadecimal or ASCII values.

* Actual (Byte) Length - The actual number of bytes the token will “consume” in packet itself. The actual
byte length may change (for relevant tokens) if token is filled in as exadecimal or ASCII values.

Example

The following example configures the Circuit-ID payload template to a concatenation of free text and tokens
representing interface name and VLAN name (up to 16 chars):

switchxxxxxx (config) # ip dhcp information option circuit-id aaa$int-name$bbb$vlan-name-16$ccc

The following example configures the Circuit-ID payload template to - where text parameter does not include
a token related to an interface:

switchxxxxxx (config)# ip dhcp information option circuit-id aaa
Illegal Circuit-ID payload: Cicuit-ID must include at least 1 interface related Token

The following example configures the Circuit-ID payload template to use a concatenation of free text and
tokens - where template does not include a token related to a VLAN:

switchxxxxxx (config)# ip dhcp information option circuit-id aaa$int-name$bbb
Circuit-ID payload does not include a token reflecting DHCP client source VLAN. Continue?
y/nln] y

The following example configures the Circuit-ID payload template to use a concatenation of free text and
tokens - resulting in a combined Circuit-ID and Remote-ID reserved payloads which exceed 247 bytes:
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switchxxxxxx (config)# ip dhcp information option circuit-id
aaa$vlan-name-32$bbb$int-desc-64$ccc$switch-hostname-58$ddd

Illegal Circuit-ID payload: Circuit-ID and Remote-ID payload reserved byte count exceeds
247 bytes
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ip dhcp information option remote-id

Use the ip dhcp infor mation option remote-id Global Configuration mode command to configure the
template of DHCP option 82 Remote-ID sub-option payload. Use the no form of this command to return to
default template.

Syntax
ip dhcp information option remote-id text

no ip dhcp information option remote-id

Parameters

« text - concatenation of free text and one or more tokens in the format of $tokenname$ (length 1-160).

Default Configuration

The default Remote-ID payload template is $switch-mac$

Command Mode

Global Configuration mode

User Guidelines

Use this command to configure the template of the option 82 Remote-ID sub-option payload, inserted by
device. The payload section of the Remote-ID sub option includes all bytes of sub option besides the first 4
bytes of the sub option which values are set by device as follows:

Remote-ID sub option Type (value = 2)
* Sub option total length (not including 1st byte and total length byte) Remote-ID type (value= 1); Note:
if default sub option template is used - value of this field equals 0. Sub option payload length
The text field is a concatenation of free text and one or more tokens in the format of $tokenname$. Tokens
must be entered in the exact format specified (see table below) or it will not be recognized as a token

The text can begin or end with free text or a token. Tokens can be concatenated sequentially or separated by
free text. If the free text includes a space character - the text parameter must be placed between quotation (e.g.
"textl text2").

The Remote-ID payload template may include 1 token, multiple tokens or no tokens at all.

The total length of the text field in the command cannot exceed 160 bytes. The byte count includes all bytes
of the text parameter - including all free text and Tokens as written in the text field.

The combined length of the Circuit-ID payload Remote-ID payload cannot exceed 247 bytes. The payload
byte count takes into account the count of free-text chars (1 byte each) and a predefined length reserved for
each token (see in table below).

The following table details supported tokens, the device parameter they represent and the reserved and actual
byte count per each token:
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configured by user on
source interface.

If a description is not
configured, the
abbreviated interface
name is used

Token Name Description Reserved Length Actual Length
$int-ifindex$ Source interface ifIndex |4 bytes Hex Format - 2 bytes
value ASCII format - 4 bytes
$int-portid$ Source interface 2 bytes Hex Format - 1 bytes
sequential number on the i
specific module (in stack). ASCII format - 2 bytes
For LAG source interfaces
- it is the LAG ID
$int-name$ The full name of the 32 bytes The actual number of
source interface, as used bytes needed for ASCII
in CLI commands representation of the
interface full name
$int-abrvname$ The abbreviated name of | 8 bytes The actual number of
the source interface, as bytes needed for ASCII
used in CLI commands representation of the
interface full name
$int-desc-16$ The description 16 bytes The actual number of
configured by user on bytes needed for ASCII
source interface. If representation of the
description is more than interface description (max
16 bytes - only the 1st 16 16 bytes)
bytes are used
If a description is not
configured, the
abbreviated interface
name is used
$int-desc-32$ The description 32 bytes The actual number of
configured by user on bytes needed for ASCII
source interface. If representation of the
description is more than interface description (max
32 bytes - only the 1st 32 32 bytes)
bytes are used
If a description is not
configured, the
abbreviated interface
name is used
$int-desc-64% The description 64 bytes The actual number of

bytes needed for ASCII
representation of the
interface description
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Token Name Description Reserved Length Actual Length
$int-mac$ MAC address of the 6 bytes 6 bytes
source interface (Hex
value with no delimiter)
$switch-mac$ MAC address of the 6 bytes 6 bytes
switch
relaying/forwarding
DHCP packet (Hex value
with no delimiter)
$switch-hosthame-16$ | The hostname of the 16 bytes The actual number of
switch bytes needed for ASCII
relaying/forwarding representation of the
DHCP packet. hostname (max 16 bytes)
If the hostname is more
than 16 bytes - only the
Ist 16 bytes are used
$switch-hostname-32$ | The hostname of the 32 bytes The actual number of
switch bytes needed for ASCII
relaying/forwarding representation of the
DHCP packet. hostname (max 32 bytes)
If the hostname is more
than 32 bytes - only the
Ist 32 bytes are used
$switch-hostname-58% | The hostname of the 58 bytes The actual number of
switch bytes needed for ASCII
relaying/forwarding representation of the
DHCP packet. hostname
$switch-moduleid$ The unit ID of the source |2 bytes Hex Format - 1 bytes
interface upon which the
DHCEP client request was ASCIT format - 2 bytes
received
$vian-id$ The Source VLAN ID 4 bytes Hex Format - 2 bytes
(1-4094) ASCII format - 4 bytes
$vlan-name-16$ The VLAN name assigned | 16 bytes The actual number of

by user to the VLAN. If
the name is more than 16
bytes - only the 1st 16
bytes are used

If a name is not configure
for the VLAN, the value

is taken from the relevant
VLAN ifDescr MIB field

bytes needed for ASCII
representation of the
VLAN name (max 16)
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Token Name Description Reserved Length Actual Length
$vlan-name-32% The VLAN name assigned | 32 bytes The actual number of
by user to the VLAN. bytes needed for ASCII
representation of the

If a name is not configure
for the VLAN, the value

is taken from the relevant
VLAN ifDescr MIB field

VLAN name (max 32)

Notes:

* Source Interface or VLAN int table refers to the Interface or VLAN on which the DHCP client packet
(to which the option 82 is added) was received on.

* Reserved (Byte) Length - The maximum length the token may “consume” in the packet. This value is
used for calculation of the 247 byte limit (for all sub options payload combined). The reserved length
does not change if numeric tokens are filled in as Hexadecimal or ASCII values.

* Actual (Byte) Length - The actual number of bytes the token will “consume” in packet itself. The actual
byte length may change (for relevant tokens) if token is filled in as hexadecimal or ASCII values.

Example

The following example configures the device to use a Remote-ID which is a concatenation of free text and
the full device hostname:

switchxxxxxx (config)# ip dhcp information option remote-id aaa$switch-hostname-58$bbb
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show ip dhcp information option tokens

Use the show ip dhcp information option tokens User EXEC mode command to display tokens which can
be used when configuring the payloads of Circuit-ID and Remote-ID sub options (DHCP option 82):

Syntax

show ip dhcp information option tokens [brief]

Parameters

* Brief - Displays the name of the tokens without token information.

Default Configuration

Full token information is displayed

Command Mode

User EXEC mode

User Guidelines

Use this command to display the tokens that can be used as part of the text parameter in commands ip dhcp
information option circuit-id or ip dhcp information option remote-id. The tokens represent various system
info, which the user can include in either of the sub-options’ payloads. This allows automatic update of value
based on current system information and also based on relevant interfaces.

The tokens have meaningful and pre-determined names based on the information they represent. A $ symbol
is placed before and after the Token name ($token-name$).

Tokens can be divided, in general, into 3 groups: Tokens which represent interface level information (format
of $int-xxx$); Tokens which represent switch level information (format of $switch-xxx$), and tokens which
represent VLAN related information (format of $vlan-xxx$).

Example

The following example displays all supported tokens and all the information related to each token:

switchxxxxxx# show ip dhcp information option tokens

Interface level Tokens - relates to the interface upon which the DHCP client packet was
received:

Token Name: $int-ifindex$

Token value: ifIndex of the interface

Token format: Hex (default) or ASCII

Token reserved length: 4 bytes.

Token actual payload length: 2 (HEX)/4 (ASCII) bytes.

Token Name: S$int-portid$

Token value: interface number relative to the specific unit (standalone or stacking unit)
Token format: Hex (default) or ASCII

Token reserved length: 2 bytes

Token actual payload length: 1 (HEX)/2(ASCII) bytes

Token Name: $int-name$

Token value: The interface full name based as used in CLI

Token format: ASCII

Token reserved length: 32 bytes
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Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token

bytes)

Token
Token
Token
Token
Token
Token
Token
Token

actual payload length: Actual number of bytes (ASCII) inserted to sub-option

Name: $int-abrvname$

value: The interface abbreviated name as used in CLI

format: ASCII

reserved length: 8 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option

Name: $int-desc-16$

value: (up to) The first 16 bytes of the description user configured for the interface
format: ASCII

reserved length: 16 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option

Name: $int-desc-32$

value: (up to) The first 32 bytes of the description user configured for the interface
format: ASCII

reserved length: 32 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option

Name: $int-desc-64$

value: The full description user configured for the interface (even if more than 32

format: ASCII

reserved length: 64 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option
Name: $int-mac$

value: The MAC address of the physical interface

format: HEX

reserved length: 6 bytes

actual payload length:6 bytes

Device level Tokens - relates to switch level information:

Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token
Token

Name: $switch-mac$

value: Device base MAC address

format: HEX

reserved length: 6 bytes

actual payload length:6 bytes

Name: $switch-hostname-16$

value: (Up to) The first 16 bytes of the hostname of the device

format: ASCII

reserved length: 16 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option
Name: $switch-hostname-32$

value: (Up to) The first 32 bytes of the hostname of the device

format: ASCII

reserved length: 32 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option
Name: $switch-hostname-58$

value: Device full hostname (even if more than 32 bytes)

format: ASCII

reserved length: 58 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option
Name: $switch-moduleid$

value: The unit ID of the unit within the stack

format: Hex (default) or ASCII

reserved length: 2 bytes

actual payload length: 1 (HEX)/2(ASCII) bytes

VLAN level Tokens - relates to the VLAN upon which the DHCP client packet was received:

Token
Token
Token
Token
Token
Token
Token
Token
Token
Token

Name: $vlan-id$

value: VLAN ID (1-4094)

format: Hex (default) or ASCII

reserved length: 4 bytes

actual payload length: 2 (HEX)/4 (ASCII) bytes

Name: S$vlan-name-16$

value: (Up to) The first 16 bytes of the VLAN name

format: ASCII

reserved length: 16 bytes

actual payload length: Actual number of bytes (ASCII) inserted to sub-option
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Token Name: $vlan-name-32$

Token value: The full VLAN name (even if more than 16 bytes)

Token format: ASCII

Token reserved length: 32 bytes

Token actual payload length: Actual number of bytes (ASCII) inserted to sub-option

The following example displays only the names of the supported Tokens:

switchxxxxxx# show ip dhcp information option tokens brief
Interface level Tokens:
Sint-ifindex$
Sint-portids$

Sint-name$
Sint-abrvnames$
Sint-desc-16$
$int-desc-32$
Sint-desc-64$

Sint-mac$

Device level Tokens:
Sswitch-macs$
Sswitch-hostname-16$
$Sswitch-hostname-32$
$Sswitch-hostname-58$
Sswitch-moduleids$

VLAN level Tokens:
Svlan-ids$
Svlan-name-16$
Svlan-name-32$
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show ip dhcp information option

The show ip dhcp information option User EXEC mode command displays the DHCP Option 82 and sub
option configuration.

Syntax

show ip dhcp information option [{interface interface-id} {vlan vian}]

Parameters

» interface interface-id - Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel. Use this parameter together with the vian parameter to display actual
option 82 payload for a DHCP client message received on the specified interface and VLAN

« vlan vlan- Specifies a VLAN ID Use this parameter together with the interface parameter to display
actual option 82 payload for a DHCP client message received on the specified interface and VLAN

Default Configuration

If no parameter is entered the general settings of option 82 will be displayed.

Command Mode

User EXEC mode

Example

The following example displays global information for DHCP option 82, including sub options, when user
did not change the settings of Option 82 sub-options.

switchxxxxxx# show ip dhcp information option
Relay agent Information option is Enabled
Numeric Token format: hex

Circuit-id payload template: (default)

Remote-id payload template: (default)

Total sub Options reserved payload: 14/247 bytes

The following example displays global information for DHCP option 82, including sub options, where user
modified both Circuit-ID and Remote-ID sub-options.

switchxxxxxx# show ip dhcp information option

Relay agent Information option is Enabled

Numeric Token format: hex

Circuit-id payload template: aaa$int-name$bbb$vlan-nameS$ccc
Remote-id payload template: aaa$switch-hostname-58$bbb
Total sub Options reserved payload: 143/247 bytes

The following example displays specific interface and VLAN information for DHCP option 82, where user
modified both Circuit-ID and Remote-ID sub-options.

switchxxxxxx# show ip dhcp information option interface tel/0/1 vlan 2
Relay agent Information option is Enabled

Numeric Token format: hex

Circuit-id payload template: aaa$int-name$bbb$vlan-name$ccc

Remote-id payload template: aaa$switch-hostname-583$bbb

Total sub Options reserved payload: 143/247 bytes
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Interface tel/0/1 vlan 2:

Circuit-id header content: 0131012f

Circuit-id payload content: 61616154656e6769676162697445746865726e657431
2£302£3162626241502d564c414e636363

Circuit-id payload textual resolution: aaaTengigabitEthernetl/0/1bbbAP-VLANccc //removed
support 31-Jul-18//

Circuit-id Total Length: 43

Remote-id header content: 0211010f

Remote-id payload content: 616161466c6£6£7234537769746368626262

Remote-id payload textual resolution: aaaFloor4Switchbbbb //removed support 31-Jul-18//
Remote-id Total Length: 22

The following example displays specific interface and VLAN information for DHCP option 82, including
sub options, when user modified only the Circuit-ID sub-option.

switchxxxxxx# show ip dhcp information option interface tel/0/10 vlan 13

Relay agent Information option is Enabled

Numeric Token format: hex

Circuit-id payload template: S$int-portid$aaa$vlan-id$zzz

Remote-id payload template: (default)

Total sub Options reserved payload: 18/247 bytes

Interface tel/0/10 vlan 13:

Circuit-id header content: 010b012f

Circuit-id payload content: 0a616161000d7a7a7a

Circuit-id payload textual resolution: 1l0aaal3zzz //removed support 31-Jul-18//
Circuit-id Total Length: 13

Remote-id header content: 02080006

Remote-id payload content: 000000112233

Remote-id payload textual resolution: 000000112233 //removed support 31-Jul-18//
Remote-id Total Length: 10

The following example displays specific interface and VLAN information for DHCP option 82, when user
set Numeric Token format to ASCII and configured Circuit-ID sub-option.

switchxxxxxx# show ip dhcp information option interface tel/0/10 vlan 13

Relay agent Information option is Enabled

Numeric Token format: ascii

Circuit-id payload template: S$int-portid$aaa$vlan-idS$zzz

Remote-id payload template: (default)

Total sub Options reserved payload: 18/247 bytes

Interface tel/0/10 vlan 13:

Circuit-id header content: 010e012f

Circuit-id payload content: 3130616161303031337a7a7a

Circuit-id payload textual resolution: 10aaal3zzz ////removed support 31-Jul-18//
Circuit-id Total Length: 16

Remote-id header content: 0211000f

Remote-id payload content: 000000112233

Remote-id payload textual resolution: 000000112233 //removed support 31-Jul-18//
Remote-id Total Length: 10

The following example requested display is for specific interface and VLAN information for DHCP option
82, where $vlan-name-32$ is one of the tokens - but the specific VLAN was not created on device.

switchxxxxxx# show ip dhcp information option interface tel/0/1 vlan 2

Relay agent Information option is Enabled

Numeric Token format: hex

Circuit-id payload template: aaa$int-name$bbb$vlan-name-32$ccc

Remote-id payload template: aaa$switch-hostname-58S$bbb

Total sub Options reserved payload: 137/247 bytes

Interface tel/0/1 vlan 2:

Error - Cannot calculate Circuit-ID info - sub-option contains VLAN related Token which
does not exist on device.
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This chapter contains the following sections:

* address (DHCP Host), on page 320

* address (DHCP Network), on page 321

* auto-default-router, on page 322

* bootfile, on page 323

» clear ip dhep binding, on page 324

* client-name, on page 325

* default-router, on page 326

* dns-server, on page 327

» domain-name, on page 328

* ip dhcp excluded-address, on page 329

* ip dhcp pool host, on page 330

* ip dhcp pool network, on page 331

* ip dhep server, on page 332

* lease, on page 333

* netbios-name-server, on page 334

* netbios-node-type, on page 335

* next-server, on page 336

* next-server-name, on page 337

* option , on page 338

* show ip dhep, on page 340

» show ip dhcp allocated, on page 341

* show ip dhep binding, on page 342

* show ip dhcp declined, on page 344

* show ip dhep excluded-addresses, on page 345
* show ip dhep expired, on page 346

* show ip dhep pool host, on page 347

* show ip dhep pool network, on page 348
* show ip dhep pre-allocated, on page 349
» show ip dhcp server statistics, on page 350
* time-server, on page 351
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address (DHCP Host)

To manually bind an IP address to a DHCP client, use the address command in DHCP Pool Host Configuration
mode. To remove the IP address binding to the client, use the no form of this command.

Syntax

addressip-address {mask | prefix-length} {client-identifier unique-identifier | hardware-address
mac-address}

no address

Parameters

» address—Specifies the client IP address.
» mask—Specifies the client network mask.

* prefix-length—Specifies the number of bits that comprise the address prefix. The prefix is an alternative
way of specifying the client network mask. The prefix length must be preceded by a forward slash (/).

* unique-identifier—Specifies the distinct client identification in dotted hexadecimal notation. Each byte
in a hexadecimal character string is two hexadecimal digits. Bytes are separated by a period or colon.
For example, 01b7.0813.8811.66.

» mac-address—Specifies the client MAC address.

Default Configuration

No address are bound.

Command Mode

DHCP Pool Host Configuration mode

User Guidelines

To classify the DHCP client, DHCP server uses either the client identifier passed in Option 61, if the
client-identifier keyword is configured or the client MAC address, if the har dwar e-address keyword is
configured.

Example

The following example manually binds an IP address to a DHCP client.

switchxxxxxx (config)# ip dhcp pool host aaaa

switchxxxxxx (config-dhcp) # address 10.12.1.99 255.255.255.0 client-identifier
01b7.0813.8811.66

switchxxxxxx (config-dhcp) # exit

switchxxxxxx (config)# ip dhcp pool host bbbb

switchxxxxxx (config-dhcp) # address 10.12.1.88 255.255.255.0 hardware-address 00:01:b7:08:13:88
switchxxxxxx (config-dhcp) # exit

switchxxxxxx (config) #
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address (DHCP Network)

To configure the subnet number and mask for a DHCP address pool on a DHCP server, use the address
command in DHCP Pool Network Configuration mode. To remove the subnet number and mask, use the no
form of this command.

Syntax
address {network-number | low low-address high high-address} {mask | prefix-length}

no address

Parameters

* network-number—Specifies the IP address of the DHCP address pool.
» mask—Specifies the pool network mask.

» prefix-length—Specifies the number of bits that comprise the address prefix. The prefix is an alternative
way of specifying the client network mask. The prefix length must be preceded by a forward slash (/).

* low low-address—Specifies the first IP address to use in the address range.

» high high-address—Specifies the last IP address to use in the address range.

Default Configuration
DHCP address pools are not configured.
If the low address is not specified, it defaults to the first IP address in the network.

If the high address is not specified, it defaults to the last IP address in the network.

Command Mode

DHCP Pool Network Configuration mode

Example
The following example configures the subnet number and mask for a DHCP address pool on a DHCP server.

switchxxxxxx (config-dhcp) # address 10.12.1.0 255.255.255.0
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auto-default-router

To enable auto default router, use the auto-default-router command in DHCP Pool Network Configuration
mode or in DHCP Pool Host Configuration mode. To disable auto default router, use the no form of this
command.

Syntax

auto-default-router

no auto-default-router

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration
Enabled.

User Guidelines

If the feature is enabled then the DHCP server returns an IP address defined on the input interface as a default
router when an default router is not configured in the following case:

* Default router is not configurable.
* DHCP client is directly connected.
* [P Routing is enabled.

* Default router was required by the client.
Example

The following example disable auto default router sending.

switchxxxxxx (config-dhcp) # no auto-default-router

. Cisco Business Switches 350 Series CLI Guide



| DHCP Server Commands

hootfile

bootfile [Jj

To specify the default boot image file name for a DHCP client, use the bootfile command in DHCP Pool
Network Configuration mode or in DHCP Pool Host Configuration mode. To delete the boot image file name,
use the nNo form of this command.

Syntax

bootfile filename

no bootfile

Parameters

« filename—Specifies the file name used as a boot image. (Length: 1-128 characters).

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Example

The following example specifies boot image file as the default boot image file name for a DHCP client.

switchxxxxxx (config-dhcp) # bootfile boot_image_file
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clear ip dhcp binding

To delete the dynamic address binding from the DHCP server database, use the clear ip dhcp binding
command in Privileged EXEC mode.

Syntax
clear ip dhcp binding {address| *}

Parameters

» address —Specifies the binding address to delete from the DHCP database.

* * —C(Clears all dynamic bindings.

Command Mode

Privileged EXEC mode

User Guidelines

Typically, the address supplied denotes the client IP address. If the asterisk (*) character is specified as the
address parameter, DHCP clears all dynamic bindings.

Use the no ip dhep pool Global Configuration mode command to delete a manual binding.

Example

The following example deletes the address binding 10.12.1.99 from a DHCP server database:

switchxxxxxx# clear ip dhcp binding 10.12.1.99
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client-name

To define the name of a DHCP client, use the client-name command in DHCP Pool Host Configuration mode.
To remove the client name, use the no form of this command.

Syntax
client-name name

no client-name

Parameters

» name—Specifies the client name, using standard ASCII characters. The client name should not include
the domain name. For example, the .name Mars should not be specified as mars.yahoo.com. (Length:
1-32 characters).

Command Mode

DHCP Pool Host Configuration mode

Default Configuration

No client name is defined.

Example

The following example defines the string client1 as the client name.

switchxxxxxx (config-dhcp)# client-name clientl
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default-router

To configure the default router list for a DHCP client, use the default-router command in DHCP Pool Network
Configuration mode or in DHCP Pool Host Configuration mode. To remove the default router list, use the no
form of this command.

Syntax
default-router ip-address [ip-address? ... ip-address3]

no default-router

Parameters

* ip-address [ip-address? ... ip-address8]—Specifies the IP addresses of default routers. Up to eight
addresses can be specified in one command line.

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration

No default router is defined.

User Guidelines
The router IP address should be on the same subnet as the client subnet.

If the auto-default-router command is configured then the DHCP server returns an IP address defined on the
input interface as a default router when an default router is not configured in the following case:

* Default router is not configurable.
* DHCP client is directly connected.
* [P Routing is enabled.

* Default router was required by the client.

Example

The following example specifies 10.12.1.99 as the default router IP address.

switchxxxxxx (config-dhcp)# default-router 10.12.1.99
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dns-server

To configure the Domain Name System (DNS) IP server list available to a DHCP client, use the dns-server
command in DHCP Pool Network Configuration mode or in DHCP Pool Host Configuration mode. To remove
the DNS server list, use the No form of this command.

Syntax

dns-server ip-address [ip-address2 ... ip-address8]

no dns-server

Parameters

* ip-address[ip-address? ... ip-address8]—Specifies the IP addresses of DNS servers. Up to eight addresses
can be specified in one command line.

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration
No DNS server is defined.

User Guidelines

If DNS IP servers are not configured for a DHCP client, the client cannot correlate host names to IP addresses.

Example

The following example specifies 10.12.1.99 as the client domain name server IP address.

switchxxxxxx (config-dhcp)# dns-server 10.12.1.99
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domain-name

To specify the domain name for a DHCP client, use the domain-name command in DHCP Pool Network
Configuration mode or in DHCP Pool Host Configuration mode. To remove the domain name, use the no
form of this command.

Syntax
domain-name domain

no domain-name

Parameters

+ domain—Specifies the DHCP client domain name string. (Length: 1-32 characters).

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration

No domain name is defined.

Example

The following example specifies yahoo.com as the DHCP client domain name string.

switchxxxxxx (config-dhcp)# domain-name yahoo.com
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Ip dhcp excluded-address

To specify IP addresses that a DHCP server must not assign to DHCP clients, use the ip dhcp excluded-address
command in Global Configuration mode. To remove the excluded IP addresses, use the no form of this
command.

Syntax

ip dhcp excluded-address low-address [high-address]

no ip dhcp excluded-address low-address [high-address)

Parameters

* low-address—Specifies the excluded IP address, or first IP address in an excluded address range.

» high-address—(Optional) Specifies the last IP address in the excluded address range.

Default Configuration

All TP pool addresses are assignable.

Command Mode

Global Configuration mode

User Guidelines

The DHCP server assumes that all pool addresses can be assigned to clients. Use this command to exclude a
single IP address or a range of IP addresses.

Example

The following example configures an excluded IP address range from 172.16.1.100 through 172.16.1.199.

switchxxxxxx (config) # ip dhcp excluded-address 172.16.1.100 172.16.1.199
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ip dhep pool host

To configure a DHCP static address on a DHCP server and enter the DHCP Pool Host Configuration mode,
use the ip dhcp pool host command in Global Configuration mode. To remove the address pool, use the no
form of this command.

Syntax
ip dhcp pool host name

noip dhcp pool host name

Parameters

» name—Specifies the DHCP address pool name. It can be either a symbolic string (such as Engineering)
or an integer (such as 8). (Length: 1-32 characters).

Default Configuration

DHCEP hosts are not configured.

Command Mode

Global Configuration mode

User Guidelines

During execution of this command, the configuration mode changes to the DHCP Pool Configuration mode.
In this mode, the administrator can configure host parameters, such as the IP subnet number and default router
list.

Example

The following example configures station as the DHCP address pool:

switchxxxxxx (config)# ip dhcp pool host station
switchxxxxxx (config-dhcp) #
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Ip dhcp pool network

To configure a DHCP address pool on a DHCP Server and enter DHCP Pool Network Configuration mode,
use the ip dhep pool network command in Global Configuration mode. To remove the address pool, use the
no form of this command.

Syntax
ip dhcp pool network name

no ip dhcp pool network name

Parameters

» name—Specifies the DHCP address pool name. It can be either a symbolic string (such as ‘engineering’)
or an integer (such as 8). (Length: 1-32 characters).

Default Configuration

DHCP address pools are not configured.

Command Mode

Global Configuration mode

User Guidelines

During execution of this command, the configuration mode changes to DHCP Pool Network Configuration
mode. In this mode, the administrator can configure pool parameters, such as the IP subnet number and default
router list.

Example

The following example configures Pooll as the DHCP address pool.

switchxxxxxx (config)# ip dhcp pool network Pooll
switchxxxxxx (config-dhcp) #
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ip dhcp server

To enable the DHCP server features on the device, use the ip dhcp server command in Global Configuration
mode. To disable the DHCP server, use the no form of this command.

Syntax

ip dhcp server

no ip dhcp server

Default Configuration

The DHCP server is disabled.

Command Mode

Global Configuration mode

Example

The following example enables the DHCP server on the device:

switchxxxxxx (config)# ip dhcp server
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To configure the time duration of the lease for an IP address that is assigned from a DHCP server to a DHCP
client, use the lease command in DHCP Pool Network Configuration mode. To restore the default value, use
the no form of this command.

Syntax
lease days [hours [minutes]] | infinite

no lease

Parameters
« days—Specifies the number of days in the lease.

*» hours—(Optional) Specifies the number of hours in the lease. A days value must be supplied before
configuring an hours value.

» minutes—(Optional) Specifies the number of minutes in the lease. A daysvalue and an hoursvalue must
be supplied before configuring a minutes value.

* infinite—Specifies that the duration of the lease is unlimited.

Default Configuration

The default lease duration is 1 day.

Command Mode

DHCP Pool Network Configuration mode

Examples

The following example shows a 1-day lease.
switchxxxxxx (config-dhcp)# lease 1

The following example shows a one-hour lease.
switchxxxxxx (config-dhcp) # lease 0 1

The following example shows a one-minute lease.
switchxxxxxx (config-dhcp)# lease 0 0 1

The following example shows an infinite (unlimited) lease.

switchxxxxxx (config-dhcp)# lease infinite
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DHCP Server Commands |

nethios-name-server

To configure the NetBIOS Windows Internet Naming Service (WINS) server list that is available to Microsoft
DHCEP clients, use the netbios-name-server in DHCP Pool Network Configuration mode or in DHCP Pool
Host Configuration mode. To remove the NetBIOS name server list, use the no form of this command.

Syntax
netbios-name-server ip-address [ip-address? ... ip-address3]

no netbios-name-server

Parameters

* ip-address [ip-address2 ... ip-address8]—Specifies the IP addresses of NetBIOS WINS name servers.
Up to eight addresses can be specified in one command line.

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration

No bios server is defined.

Example

The following example specifies the IP address of a NetBIOS name server available to the DHCP client.

switchxxxxxx (config-dhcp) # netbios-name-server 10.12.1.90
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nethios-node-type

To configure the NetBIOS node type for Microsoft DHCP clients, use the netbios-node-type command in
DHCP Pool Network Configuration mode or in DHCP Pool Host Configuration mode. To return to default,
use the nNo form of this command.

Syntax

netbios-node-type {b-node | p-node | m-node | h-node}

no netbios-node-type

Parameters

* b-node—Specifies the Broadcast NetBIOS node type.
 p-node—Specifies the Peer-to-peer NetBIOS node type.
» m-node—Specifies the Mixed NetBIOS node type.

» h-node—Specifies the Hybrid NetBIOS node type.

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration

h-node (Hybrid NetBIOS node type).

Example

The following example specifies the client's NetBIOS type as mixed.

switchxxxxxx (config-dhcp) # netbios node-type m-node
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next-server

To configure the next server (siaddr) in the boot process of a DHCP client, use the next-server command in
DHCP Pool Network Configuration mode or in DHCP Pool Host Configuration mode. To remove the next
server, use the Nno form of this command.

Syntax
next-server ip-address

no next-server

Parameters

* ip-address—Specifies the IP address of the next server in the boot process.

Default Configuration

If the next-server command is not used to configure a boot server list, the DHCP server uses inbound interface
helper addresses as boot servers.

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

User Guidelines

The client will connect, using the SCP/TFTP protocol, to this server in order to download the configuration
file.

Example

The following example specifies 10.12.1.99 as the IP address of the next server:

switchxxxxxx (config-dhcp) # next-server 10.12.1.99

. Cisco Business Switches 350 Series CLI Guide



| DHCP Server Commands
next-server-name .

next-server-name

To configure the next server name (sname) in the boot process of a DHCP client, use the next-server-name
command in DHCP Pool Network Configuration mode or in DHCP Pool Host Configuration mode. To remove
the boot server name, use the no form of this command.

Syntax
next-server-name name

no next-server-name

Parameters

* name—Specifies the name of the next server in the boot process. (Length: 1-64 characters).

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration

No next server name is defined.

User Guidelines

The client will connect, using the SCP/TFTP protocol, to this server in order to download the configuration
file.

Example

The following example specifies www.bootserver.com as the name of the next server in the boot process of
a DHCP client.

switchxxxxxx (config-dhcp) # next-server www.bootserver.com
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DHCP Server Commands |

To configure the DHCP server options, use the option command in DHCP Pool Network Configuration mode
or in DHCP Pool Host Configuration mode. To remove the options, use the no form of this command.

Syntax

option code {boolean {false|true} | integer value| ascii string | hex {string | none} | ip {address} | ip-list
{ip-addressl [ip-address2 ...]}} [description text]

no option code

Parameters

» code—Specifies the DHCP option code. The supported values are defined in the User Guidelines.

* boolean {false| true}—Specifies a boolean value. The values are coded by integer values of one octet:
0 = false and 1 = true.

* integer value—Specifies an integer value. The option size depends on the option code.

* ascii string—Specifies a network virtual terminal (NVT) ASCII character string. ASCII character strings
that contain white spaces must be delimited by quotation marks. The ASCII value is truncated to the first
160 characters entered.

* ip address—Specifies an IP address.
* ip-list {ip-addressl [ip-address2 ...]}—Specifies up to 8 IP addresses.

* hex string—Specifies dotted hexadecimal data. The hexadecimal value is truncated to the first 320
characters entered. Each byte in hexadecimal character strings is two hexadecimal digits. Each byte can
be separated by a period, colon, or white space.

+» hex none—Specifies the zero-length hexadecimal string.

« description text—User description

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

User Guidelines

The option command enables defining any option that cannot be defined by other special CLI commands. A
new definition of an option overrides the previous definition of this option.

The boolean keyword may be configured for the following options: 19, 20, 27, 29-31, 34, 36, and 39.

The integer keyword may be configured for the following options: 2, 13, 22-26, 35, 37-38, 132-134, and 211.
The switch checks the value range and builds the value field of the size in accordance with the option definition.

The astii keyword may be configured for the following options: 14, 17-18, 40, 64, 130, 209, and 210.
The ip keyword may be configured for the following options: 16, 28, 32, 128-129, 131, 135, and 136.
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The ip-list keyword may be configured for the following options: 5, 7-11, 33, 41, 42, 45, 48, 49, 65, 68-76,
and 150.

The hex keyword may be configured for any option in the range 1-254 except for the following: 1, 3-4, 6, 12,
15, 44, 46, 50-51, 53-54, 56, 66-67, 82, and 255. The switch does not validate the syntax of an option defined
by this format.

Example 1. The following example configures DHCP option 19, which specifies whether the client
should configure its IP layer for packet forwarding:

switchxxxxxx (config-dhcp) # option 19 boolean true description "IP Forwarding Enable/Disable
Option"

Example 2. The following example configures DHCP option 2, which specifies the offset of the
client in seconds from Coordinated Universal Time (UTC):

switchxxxxxx (config-dhcp)# option 2 integer 3600

Example 3. The following example configures DHCP option 72, which specifies the World Wide
Web servers for DHCP clients. World Wide Web servers 172.16.3.252 and 172.16.3.253 are configured
in the following example:

switchxxxxxx (config-dhcp)# option 72 ip-list 172.16.3.252 172.16.3.253
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show ip dhcp

To display the DHCP configuration, use the show ip dhcp command in User EXEC mode.

Syntax
show ip dhcp

Command Mode

User EXEC mode

Example

The following example displays the DHCP configuration.

switchxxxxxx# show ip dhcp
DHCP server is enabled.
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show ip dhcp allocated

To display the allocated address or all the allocated addresses on the DHCP server, use the show ip dhcp

allocated command in User EXEC mode.

Syntax
show ip dhcp allocated [ip-address]

Parameters

* ip-address—(Optional) Specifies the IP address.

Command Mode

User EXEC mode

Example

The following example displays the output of various forms of this command:

switchxxxxxx# show ip dhcp allocated

DHCP server enabled

The number of allocated entries is 3

IP address Hardware address Lease expiration Type
172.16.1.11 00a0.9802.32de Feb 01 1998 12:00 AM Dynamic
172.16.3.253 02c7.£800.0422 Infinite Automatic
172.16.3.254 02c7.£800.0422 Infinite Static
switchxxxxxx# show ip dhcp allocated 172.16.1.11

DHCP server enabled

The number of allocated entries is 2

IP address Hardware address Lease expiration Type
172.16.1.11 00a0.9802.32de Feb 01 1998 12:00 AM Dynamic
switchxxxxxx# show ip dhcp allocated 172.16.3.254

DHCP server enabled

The number of allocated entries is 2

IP address Hardware address Lease expiration Type

172.16.3.254 02c7.£800.0422 Infinite Static

show ip dhep allocated .

The following table describes the significant fields shown in the display.

Field Description
IP address The host IP address as recorded on the DHCP Server.
Har dware address The MAC address or client identifier of the host as recorded

on the DHCP Server.

L ease expiration The lease expiration date of the host IP address.

Type The manner in which the IP address was assigned to the host.
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show ip dhcp binding

To display the specific address binding or all the address bindings on the DHCP server, use the show ip dhcp

binding command in User EXEC mode.

Syntax
show ip dhcp binding [ip-address]

Parameters

* ip-address—(Optional) Specifies the IP address.

Command Mode

User EXEC mode

Examples

The following examples display the DHCP server binding address parameters.

switchxxxxxx# show ip dhcp binding

DHCP server enabled

The number of used (all types) entries is 6
The number of pre-allocated entries is 1
The number of allocated entries is 1

The number of expired entries is 1

The number of declined entries is 2

The number of static entries is 1

The number of dynamic entries is 2

The number of automatic entries is 1

IP address Client Identifier Lease Expiration Type State
1.16.1.11 00a0.9802.32de Feb 01 1998 dynamic allocated
1.16.3.23 02c7.£801.0422 12:00AM dynamic expired
1.16.3.24 02c7.£802.0422 dynamic declined
1.16.3.25 02c7.£803.0422 dynamic pre-allocated
1.16.3.26 02c7.£804.0422 dynamic declined

switchxxxxxx# show ip dhcp binding 1.16.1.11
DHCP server enabled

IP address Client Identifier Lease Expiration Type State

1.16.1.11 00a0.9802.32de Feb 01 1998 dynamic allocated
12:00 AM

switchxxxxxx# show ip dhcp binding 1.16.3.24

IP address Client Identifier Lease Expiration Type State

1.16.3.24 02c7.£802.0422 dynamic declined

The following table describes the significant fields shown in the display.

DHCP Server Commands |

Field Description

|P address The host IP address as recorded on the DHCP Server.

Client | dentifier The MAC address or client identifier of the host as recorded
on the DHCP Server.
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show ip dhep binding .

Field

Description

L ease expiration

The lease expiration date of the host IP address.

Type

The manner in which the IP address was assigned to the host.

State

The IP Address state.
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show ip dhcp declined

To display the specific declined address or all of the declined addresses on the DHCP server, use the show

ip dhep declined command in User EXEC mode.

Syntax
show ip dhcp declined [ip-address]

Parameters

* ip-address—(Optional) Specifies the IP address.

Command Mode

User EXEC mode

Example

The following example displays the output of various forms of this command:

switchxxxxxx# show ip dhcp declined
DHCP server enabled

The number of declined entries is 2
IP address Hardware address
172.16.1.11 00a0.9802.32de
172.16.3.254 02c7.£800.0422
switchxxxxxx# show ip dhcp declined 172.16.1.11
DHCP server enabled

The number of declined entries is 2
IP address Hardware address
172.16.1.11 00a0.9802.32de
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show ip dhcp excluded-addresses

To display the excluded addresses, use the show ip dhcp excluded-addr esses command in User EXEC mode.

Syntax
show ip dhcp excluded-addresses

Command Mode

User EXEC mode

Example

The following example displays excluded addresses.

switchxxxxxx# show ip dhcp excluded-addresses
The number of excluded addresses ranges is 2
Excluded addresses:

10.1.1.212- 10.1.1.219, 10.1.2.212- 10.1.2.219

Cisco Business Switches 350 Series CLI Guide .



DHCP Server Commands |
. show ip dhep expired

show ip dhcp expired

To display the specific expired address or all of the expired addresses on the DHCP server, use the show ip
dhcp expired command in User EXEC mode.

Syntax
show ip dhcp expired [ip-address)

Parameters

* ip-address—(Optional) Specifies the IP.

Command Mode

User EXEC mode

Example

switchxxxxxx# show ip dhcp expired
DHCP server enabled

The number of expired entries is 1
IP address Hardware address
172.16.1.11 00a0.9802.32de
172.16.3.254 02c7.£800.0422
switchxxxxxx# show ip dhcp expired 172.16.1.11
DHCP server enabled

The number of expired entries is 1
IP address Hardware address
172.16.1.13 00a0.9802.32de
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show ip dhcp pool host

To display the DHCP pool host configuration, use the show ip dhcp pool host command in User EXEC mode.

Syntax
show ip dhcp pool host [address | name]

Parameters

» address—(Optional) Specifies the client IP address.

» name—(Optional) Specifies the DHCP pool name. (Length: 1-32 characters)

Command Mode

User EXEC mode

Example 1. The following example displays the configuration of all DHCP host pools:

switchxxxxxx# show ip dhcp pool host
The number of host pools is 1
Name IP Address Hardware Address Client Identifier

station 172.16.1.11 01b7.0813.8811.66

Example 2. The following example displays the DHCP pool host configuration of the pool named
station:

switchxxxxxx# show ip dhcp pool host station
Name IP Address Hardware Address Client Identifier

station 172.16.1.11 01b7.0813.8811.66

Mask: 255.255.0.0

Auto Default router: enabled
Default router: 172.16.1.1
Client name: clientl

DNS server: 10.12.1.99

Domain name: yahoo.com
NetBIOS name server: 10.12.1.90
NetBIOS node type: h-node
Next server: 10.12.1.99
Next-server-name: 10.12.1.100
Bootfile: Bootfile

Time server 10.12.1.99

Options:

Code Type Len Value Description

2 integer 4 3600

14 ascii 16 gg/aaaa/bbb.txt

19 boolean 1 false "IP Forwarding Enable/Disable
Option"

21 ip 4 134.14.14.1

31 ip-list 8 1.1.1.1, 12.23.45.2

47 hex 5 02af00aa00
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show ip dhcp pool network

To display the DHCP network configuration, use the show ip dhcp pool network command in User EXEC
mode.

Syntax

show ip dhcp pool network [name]

Parameters

» name—(Optional) Specifies the DHCP pool name. (Length: 1-32 characters).

Command Mode

User EXEC mode

Example 1—The following example displays configuration of all DHCP network pools:

switchxxxxxx# show ip dhcp pool network

The number of network pools is 2

Name Address range mask Lease

marketing 10.1.1.17-10.1.1.178 255.255.255.0 0d:12h:0m
finance 10.1.2.8-10.1.2.178 255.255.255.0 0d:12h:0m

Example 2—The following example displays configuration of the DHCP network pool marKketing:

switchxxxxxx# show ip dhcp pool network marketing

Name Address range mask Lease

marketing 10.1.1.17-10.1.1.178 255.255.255.0 0d:12h:0m
Statistics:

All-range Available Free Pre-allocated Allocated Expired Declined
162 150 68 50 20 3 9

Auto Default router: enabled

Default router: 10.1.1.1

DNS server: 10.12.1.99

Domain name: yahoo.com

NetBIOS name server: 10.12.1.90

NetBIOS node type: h-node

Next server: 10.12.1.99

Next-server-name: 10.12.1.100

Bootfile: Bootfile

Time server 10.12.1.99

Options:

Code Type Len Value Description

2 integer 4 3600

14 ascii 16 gg/aaaa/bbb.txt

19 boolean 1 false "IP Forwarding Enable/Disable
Option"

21 ip 4 134.14.14.1

31 ip-list 8 1.1.1.1, 12.23.45.2

47 hex 5 02af00aa00
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show ip dhcp pre-allocated

To display the specific pre-allocated address or all the pre-allocated addresses on the DHCP server, use the
show ip dhcp pre-allocated command in User EXEC mode.

Syntax
show ip dhcp pre-allocated [ip-address]

Parameters

» ip-address—(Optional) Specifies the IP.

Command Mode

User EXEC mode

Examples

switchxxxxxx# show ip dhcp pre-allocated
DHCP server enabled

The number of pre-allocated entries is 1
IP address Hardware address
172.16.1.11 00a0.9802.32de

172.16.3.254 02c7.£800.0422
switchxxxxxx# show ip dhcp pre-allocated 172.16.1.11
DHCP server enabled

The number of pre-allocated entries is 1
IP address Hardware address
172.16.1.15 00a0.9802.32de
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show ip dhcp server statistics

To display DHCP server statistics, use the show ip dhcp server statistics command in User EXEC mode.

Syntax

show ip dhcp server statistics

Command Mode

User EXEC mode

Example

The following example displays DHCP server statistics

switchxxxxxx# show ip dhcp server statistics
DHCP server enabled

The
The
The
The
The
The
The
The
The
The

number
number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of
of

network pools is 7

excluded pools is 2

used (all types) entries is 7
pre-allocated entries is 1
allocated entries is 3
expired entries is 1

declined entries is 2

static entries is 1

dynamic entries is 2
automatic entries is 1
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time-server

To specify the time servers list for a DHCP client, use the time-server command in DHCP Pool Network
Configuration mode or in DHCP Pool Host Configuration mode. To remove the time servers list, use the no
form of this command.

Syntax
time-server ip-address [ip-address2 ... ip-address8]

no time-server

Parameters

* ip-address[ip-address2 ... ip-address8]—Specifies the IP addresses of Time servers. Up to eight addresses
can be specified in one command line.

Command Mode
DHCP Pool Network Configuration mode
DHCP Pool Host Configuration mode

Default Configuration

No time server is defined.

User Guidelines

The time server’s IP address should be on the same subnet as the client subnet.

Example

The following example specifies 10.12.1.99 as the time server IP address.

switchxxxxxx (config-dhcp) # time-server 10.12.1.99
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DHCP Snooping Commands

This chapter contains the following sections:

* ip dhep snooping, on page 354

* ip dhcp snooping vlan, on page 355

* ip dhcp snooping trust, on page 356

* ip dhcp snooping information option allowed-untrusted, on page 357
* ip dhcp snooping verify, on page 358

* ip dhep snooping database, on page 359

* ip dhcp snooping binding, on page 360

» clear ip dhep snooping database, on page 362
* show ip dhcp snooping, on page 363

* show ip dhep snooping binding, on page 364
* ip arp inspection, on page 365

* ip arp inspection vlan, on page 366

* ip arp inspection validate, on page 367

* ip arp inspection list create, on page 368

* ip mac, on page 369

* ip arp inspection list assign, on page 370

* ip arp inspection logging interval, on page 371
* show ip arp inspection, on page 372

* show ip arp inspection list, on page 373

* show ip arp inspection statistics, on page 374
» clear ip arp inspection statistics, on page 375
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Ip dhcp snooping
Use the ip dhcp snooping Global Configuration mode command to enable Dynamic Host Configuration
Protocol (DHCP) Snooping globally. Use the no form of this command to restore the default configuration.
Syntax
ip dhcp snooping

no ip dhcp snooping

Default Configuration

DHCP snooping is disabled.

Command Mode

Global Configuration mode

User Guidelines

For any DHCP Snooping configuration to take effect, DHCP Snooping must be enabled globally. DHCP
Snooping on a VLAN is not active until DHCP Snooping on a VLAN is enabled.

Example

The following example enables DHCP Snooping on the device.

switchxxxxxx (config)# ip dhcp snooping
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Ip dhcp snooping vian

Use the ip dhcp snooping vlian Global Configuration mode command to enable DHCP Snooping ona VLAN.
Use the no form of this command to disable DHCP Snooping on a VLAN.

Syntax
ip dhcp snooping vlian vian-id

no ip dhcp snooping vlan vian-id

Parameters

* vlan-id—Specifies the VLAN ID.

Default Configuration

DHCP Snooping on a VLAN is disabled.

Command Mode

Global Configuration mode

User Guidelines

DHCP Snooping must be enabled globally before enabling DHCP Snooping on a VLAN.

Example

The following example enables DHCP Snooping on VLAN 21.

switchxxxxxx (config)# ip dhcp snooping vlan 21
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Ip dhcp snooping trust

Use the ip dhcp snooping trust Interface Configuration (Ethernet, Port-channel) mode command to configure
a port as trusted for DHCP snooping purposes. Use the no form of this command to restore the default
configuration.

Syntax
ip dhcp snooping trust
no ip dhcp snooping trust

Default Configuration

The interface is untrusted.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Configure as trusted the ports that are connected to a DHCP server or to other switches or routers. Configure
the ports that are connected to DHCP clients as untrusted.

Example

The following example configures gil/0/4 as trusted for DHCP Snooping.

switchxxxxxx (config)# interface gil/0/4
switchxxxxxx (config-if)# ip dhcp snooping trust
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ip dhcp snooping information option allowed-untrusted

Use the ip dhcp snooping infor mation option allowed-untrusted Global Configuration mode command to
allow a device to accept DHCP packets with option-82 information from an untrusted port. Use the no form
of this command to drop these packets from an untrusted port.

Syntax

ip dhcp snooping information option allowed-untrusted

no ip dhcp snooping infor mation option allowed-untrusted

Default Configuration

DHCP packets with option-82 information from an untrusted port are discarded.

Command Mode

Global Configuration mode

Example

The following example allows a device to accept DHCP packets with option-82 information from an untrusted
port.

switchxxxxxx (config)# ip dhcp snooping information option allowed-untrusted
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ip dhcp snooping verify

Use the ip dhcp snooping verify Global Configuration mode command to configure a device to verify that
the source MAC address in a DHCP packet received on an untrusted port matches the client hardware address.
Use the no form of this command to disable MAC address verification in a DHCP packet received on an
untrusted port.

Syntax
ip dhcp snooping verify

no ip dhcp snooping verify

Default Configuration

The switch verifies that the source MAC address in a DHCP packet received on an untrusted port matches
the client hardware address in the packet.

Command Mode

Global Configuration mode

Example

The following example configures a device to verify that the source MAC address in a DHCP packet received
on an untrusted port matches the client hardware address.

switchxxxxxx (config)# ip dhcp snooping verify
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Ip dhcp snooping database

Use the ip dhcp snooping database Global Configuration mode command to enable the DHCP Snooping
binding database file. Use the no form of this command to delete the DHCP Snooping binding database file.

Syntax
ip dhcp snooping database
no ip dhcp snooping database

Default Configuration

The DHCP Snooping binding database file is not defined.

Command Mode

Global Configuration mode

User Guidelines

The DHCP Snooping binding database file resides on Flash. To ensure that the lease time in the database is
accurate, the Simple Network Time Protocol (SNTP) must be enabled and configured. The device writes
binding changes to the binding database file only if the device system clock is synchronized with SNTP.

Example

The following example enables the DHCP Snooping binding database file.

switchxxxxxx (config)# ip dhcp snooping database
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ip dhcp snooping binding

Use the ip dhcp snooping binding Privileged EXEC mode command to configure the DHCP Snooping
binding database and add dynamic binding entries to the database. Use the no form of this command to delete
entries from the binding database.

Syntax
ip dhcp snooping binding mac-address vian-id ip-address interface-id expiry {seconds | infinite}

no ip dhcp snooping binding mac-address vian-id

Parameters
» mac-address—Specifies a MAC address.
* vian-id—Specifies a VLAN number.
* ip-address—Specifies an IP address.

« interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

s expiry

* seconds—Specifies the time interval, in seconds, after which the binding entry is no longer valid.
(Range: 10-4294967294).

« infinite—Specifies infinite lease time.

Default Configuration

No static binding exists.

Command Mode

Privileged EXEC mode

User Guidelines
Use the ip dhcp snooping binding command to add manually a dynamic entry to the DHCP database.

After entering this command, an entry is added to the DHCP Snooping database. If the DHCP Snooping
binding file exists, the entry is also added to that file.

The entry would not be added to the configuration files. The entry would be displayed in the show commands
as a “DHCP Snooping” entry. An entry added by this command can override the existed dynamic entry. The
entry is displayed in the show commands as a DHCP Snooping entry.

Use the noip dhcp snooping binding command to delete manually a dynamic entry from the DHCP database.

A dynamic temporary entries for which the IP address is 0.0.0.0 cannot be deleted.
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Example
The following example adds a binding entry to the DHCP Snooping binding database.

switchxxxxxx# ip dhcp snooping binding 0060.704C.73FF 23 176.10.1.1 gil/0/4 expiry 900
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clear ip dhcp snooping database

Use the clear ip dhcp snooping database Privileged EXEC mode command to clear the DHCP Snooping
binding database.

Syntax

clear ip dhcp snooping database

Command Mode

Privileged EXEC mode

Example

The following example clears the DHCP Snooping binding database.

switchxxxxxx# clear ip dhcp snooping database
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show ip dhcp snooping

Use the show ip dhcp snooping EXEC mode command to display the DHCP snooping configuration for all

interfaces or for a specific interface.

Syntax

show ip dhcp snooping [interface-id]

Parameters

show ip dhep snooping .

» interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode

User EXEC mode

Example

The following example displays the DHCP snooping configuration.

switchxxxxxx#
DHCP snooping
DHCP snooping
DHCP snooping

show ip dhcp snooping

is Enabled

is configured on following VLANs: 21

database is Enabled

Relay agent Information option 82 is Enabled
Option 82 on untrusted port is allowed
Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 6666 seconds

Interface

gil/0/1
gil/0/2

Trusted
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show ip dhcp snooping binding
Use the show ip dhcp snooping binding User EXEC mode command to display the DHCP Snooping binding
database and configuration information for all interfaces or for a specific interface.
Syntax
show ip dhcp snooping binding [mac-address mac-address| [ip-addressip-address] [vlan vian-id]
[interface-id]
Parameters
» mac-address mac-address—Specifies a MAC address.
* ip-address ip-address—Specifies an IP address.
» vlan vlan-id—Specifies a VLAN ID.

« interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode

User EXEC mode

Example

The following examples displays the DHCP snooping binding database and configuration information for all
interfaces on a device.-

switchxxxxxx# show ip dhcp snooping binding
Update frequency: 1200
Total number of binding: 2

Mac Address IP Address |Lease Type VLAN Interface
————————————————————— (sec) ——————- === e
0060.704C.73FF 10.1.8.1 |-—————- snooping 3 gil/0/1
0060.704C.7BC1 10.1.8.2 7983 snooping (s)|3 gil/0/2

92332
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Ip arp inspection

Use the ip arp inspection Global Configuration mode command globally to enable Address Resolution
Protocol (ARP) inspection. Use the no form of this command to disable ARP inspection.

Syntax
ip arp inspection

noip arp inspection

Default Configuration

ARP inspection is disabled.

Command Mode

Global Configuration mode

User Guidelines

Note that if a port is configured as an untrusted port, then it should also be configured as an untrusted port
for DHCP Snooping, or the IP-address-MAC-address binding for this port should be configured statically.
Otherwise, hosts that are attached to this port cannot respond to ARPs.

Example

The following example enables ARP inspection on the device.

switchxxxxxx (config)# ip arp inspection
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Ip arp inspection vlan

Use the ip arp inspection vlan Global Configuration mode command to enable ARP inspection on a VLAN,
based on the DHCP Snooping database. Use the no form of this command to disable ARP inspection on a
VLAN.

Syntax
ip arp inspection vlan vian-id

noip arp inspection vlian vian-id

Parameters

» vlan-id—Specifies the VLAN ID.

Default Configuration

DHCP Snooping based ARP inspection on a VLAN is disabled.

Command Mode

Global Configuration mode

User Guidelines

This command enables ARP inspection on a VLAN based on the DHCP snooping database.

Example

The following example enables DHCP Snooping based ARP inspection on VLAN 23.

switchxxxxxx (config)# ip arp inspection vlan 23
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Ip arp inspection validate

Use the ip arp inspection validate Global Configuration mode command to perform specific checks for
dynamic Address Resolution Protocol (ARP) inspection. Use the no form of this command to restore the
default configuration.

Syntax
ip arp inspection validate

noip arp inspection validate

Default Configuration

ARP inspection validation is disabled.

Command Mode

Global Configuration mode

User Guidelines
The following checks are performed:

* Source MAC address: Compares the source MAC address in the Ethernet header against the sender
MAC address in the ARP body. This check is performed on both ARP requests and responses.

* Destination M AC address: Compares the destination MAC address in the Ethernet header against the
target MAC address in the ARP body. This check is performed for ARP responses.

* | P addresses: Compares the ARP body for invalid and unexpected IP addresses. Addresses include
0.0.0.0, 255.255.255.255, and all IP multicast addresses.

Example

The following example executes ARP inspection validation.

switchxxxxxx (config)# ip arp inspection validate
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Ip arp inspection list create

Use the ip arp inspection list create Global Configuration mode command to create a static ARP binding
list and enters the ARP list configuration mode. Use the no form of this command to delete the list.

Syntax
ip arp inspection list create name

noip arp inspection list create name

Parameters

* name—Specifies the static ARP binding list name. (Length: 1-32 characters).

Default Configuration

No static ARP binding list exists.

Command Mode

Global Configuration mode

User Guidelines

Use the ip arp ingpection list assign command to assign the list to a VLAN.

Example

The following example creates the static ARP binding list ‘servers’ and enters the ARP list configuration
mode.

switchxxxxxx (config)# ip arp inspection list create servers
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ip mac .

Use the ip mac ARP-list Configuration mode command to create a static ARP binding. Use the no form of
this command to delete a static ARP binding.

Syntax
ip ip-address mac mac-address

no ip ip-address mac mac-address

Parameters
* ip-address—Specifies the IP address to be entered to the list.

» mac-address—Specifies the MAC address associated with the IP address.

Default Configuration

No static ARP binding is defined.

Command Mode

ARP-list Configuration mode

Example

The following example creates a static ARP binding.

switchxxxxxx (config)# ip arp inspection list create servers
switchxxxxxx (config-arp-list)# ip 172.16.1.1 mac 0060.704C.7321
switchxxxxxx (config-arp-list)# ip 172.16.1.2 mac 0060.704C.7322
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Ip arp inspection list assign
Use the ip arp inspection list assign Global Configuration mode command to assign a static ARP binding
list to a VLAN. Use the no form of this command to delete the assignment.
Syntax
ip arp inspection list assign vian-id name

noip arp inspection list assign vian-id

Parameters

» vlan-id—Specifies the VLAN ID.

* name—Specifies the static ARP binding list name.

Default Configuration

No static ARP binding list assignment exists.

Command Mode

Global Configuration mode

Example

The following example assigns the static ARP binding list Servers to VLAN 37.

switchxxxxxx (config)# ip arp inspection list assign 37 servers
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Ip arp inspection logging interval

Use the ip arp inspection logging interval Global Configuration mode command to set the minimum time
interval between successive ARP SYSLOG messages. Use the no form of this command to restore the default
configuration.

Syntax
ip arp inspection logging interval {seconds| infinite}

noip arp inspection logging interval

Parameters

* seconds—Specifies the minimum time interval between successive ARP SYSLOG messages. A 0 value
means that a system message is immediately generated. (Range: 0-86400)

« infinite—Specifies that SYSLOG messages are not generated.

Default Configuration

The default minimum ARP SYSLOG message logging time interval is 5 seconds.

Command Mode

Global Configuration mode

Example

The following example sets the minimum ARP SYSLOG message logging time interval to 60 seconds.

switchxxxxxx (config)# ip arp inspection logging interval 60
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show ip arp inspection

Use the show ip arp inspection EXEC mode command to display the ARP inspection configuration for all
interfaces or for a specific interface.

Syntax

show ip arp inspection [interface-id]

Parameters

» interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Command Mode

User EXEC mode

Example
The following example displays the ARP inspection configuration.

switchxxxxxx# show ip arp inspection

IP ARP inspection is Enabled

IP ARP inspection is configured on following VLANs: 1
Verification of packet header is Enabled

IP ARP inspection logging interval is: 222 seconds

Interface Trusted
gil/0/1 Yes
gil/0/2 Yes
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show ip arp inspection list

Use the show ip arp inspection list Privileged EXEC mode command to display the static ARP binding list.

Syntax
show ip arp inspection list

Command Mode

Privileged EXEC mode

Example

The following example displays the static ARP binding list.

switchxxxxxx# show ip arp inspection list
List name: servers
Assigned to VLANs: 1,2

1P ARP
172.16.1.1 0060.704C.7322
172.16.1.2 0060.704C.7322
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show ip arp inspection statistics

Use the show ip arp inspection statistics EXEC command to display statistics for the following types of
packets that have been processed by this feature: Forwarded, Dropped, IP/MAC Validation Failure.

Syntax

show ip arp inspection statistics [vian vian-id]

Parameters

» vlan-id—Specifies VLAN ID.

Command Mode

User EXEC mode

User Guidelines

Counters values are kept when disabling the ARP Inspection feature.

Example

switchxxxxxx# show ip arp inspection statistics
Vlan Forwarded Packets Dropped Packets IP/MAC Failures

2 1500 100 80
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clear ip arp inspection statistics

Use the clear ip arp inspection statistics Privileged EXEC mode command to clear statistics ARP Inspection
statistics globally.

Syntax

clear ip arp inspection statistics [vlan vian-id]

Parameters

» vlan-id—Specifies VLAN ID.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear ip arp inspection statistics
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DHCPv6 Commands

This chapter contains the following sections:

» clear ipv6 dhcp client, on page 378

* ipv6 address dhep, on page 379

* ipv6 dhep client information refresh, on page 382

* ipv6 dhep client information refresh minimum, on page 383
* ipv6 dhep duid-en, on page 384

* ipv6 dhep relay destination (Global), on page 385

* ipv6 dhep relay destination (Interface), on page 387

* show ipv6 dhcp, on page 389

» show ipv6 dhcp interface, on page 390
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clear ipv6 dhcp client

To restart DHCP for an IPv6 client on an interface, use the clear ipv6 dhcp client command in Privileged
EXEC mode.

Syntax

clear ipv6 dhcp client interface-id

Parameters

« interface-id—Interface identifier.

Command Mode

Privileged EXEC mode

User Guidelines

This command restarts DHCP for an IPv6 client on a specified interface after first releasing and unconfiguring
previously-acquired prefixes and other configuration options (for example, Domain Name System [DNS]
servers).

Example

The following example restarts the DHCP for IPv6 client on VLAN 100:

switchxxxxxx# clear ipvé dhcp client vlan 100
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Ipv6 address dhcp

To enable DHCP for an IPv6 client process and acquire an IPv6 address on an interface, use the ipv6 address
dhcp command in Interface Configuration mode. To remove the address from the interface, use the no form
of this command.

Syntax
ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp

Parameters

« rapid-commit—Allows the two-message exchange method for address assignment.

Default Configuration

No IPv6 addresses are acquired from the DHCPv6 server.

Command Mode
Interface (VLAN) Configuration mode
Interface (Ethernet, Port Channel, OOB) Configuration mode

User Guidelines

This command enables IPv6 on an interface (if it is not enabled) and starts the DHCP for IPv6 client process,
if this process is not yet running and if an IPv6 interface is enabled on the interface. This command allows
an interface to dynamically learn its IPv6 address by using DHCPv6 and enables the DHCPv6 Stateless service.

The rapid-commit keyword enables the use of the two-message exchange for address allocation and other
configuration. If it is enabled, the client includes the rapid-commit option in a solicit message.

This command allows an interface to dynamically learn its IPv6 address by using DHCPv6.

The DHCPv6 stateless service allows to receive the configuration from a DHCP server, passed in the following
options:

* Option 7: OPTION_PREFERENCE - The preference value for the server in this message

* Option 12: OPTION_UNICAST - The IP address to which the client should send messages delivered
using unicast

* Option 23: OPTION_DNS_ SERVERS - List of DNS Servers I[Pv6 Addresses

* Option 24: OPTION_DOMAIN_LIST - Domain Search List

* Option 31: OPTION_SNTP_SERVERS - List of SNTP Servers IPv6 Addresses

* Option 32: OPTION INFORMATION REFRESH TIME - Information Refresh Time Option
* Option 41: OPTION_NEW_POSIX TIMEZONE - New Timezone Posix String

* Option 59: OPT BOOTFILE URL - Configuration Server URL
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Option 60: OPT _BOOTFILE PARAM, the first parameter - Configuration File Path Name

The DHCPv6 client uses the following IAID format based on the interface-id on which it is running:

* Octet 1, bits 7-4: These bits are reserved and must be 0

* Octet 1, Bits 3-0: These bits contain the interface type:

0—VLAN

» 1—Ethernet port

e 2—Port channel

¢ 3—Tunnel

* Octets 2-4: The octets contain a value depending on the interface type in the network format:

* VLAN

Octet 2: Reserved, must be 0
Octets 3-4: VLAN ID (1-4095)

* Ethernet port

Octet 2, bits 7-4: Slot number
Octet 2, bits 3-0: Port Type:

0—Ethernet

1—Fast Ethernet
2—Giga Ethernet
3—2.5 Giga Ethernet
4—5 Giga Ethernet
5—10 Giga Ethernet
6—12 Giga Ethernet
7—13.6 Giga Ethernet
8—16 Giga Ethernet
9—20 Giga Ethernet
10—40 Giga Ethernet
11—100 Giga Ethernet
Octet 3: Unit number
Octet 4: Port number

* Port channel

Octets 2-3: Reserved, must be 0

Octet 4: Port channel number
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 Tunnel

Octets 2-3: Reserved, must be 0
Octet 4: Tunnel number
When IPv6 Forwarding is enabled only stateless information is required from a DHCPv6 server.

When IPv6 forwarding is changed from disabled to enabled, IPv6 addresses assigned by a DHCPv6 are
removed.

When IPv6 forwarding is changed from enabled to disabled receiving IPv6 addresses from a DHCPv6 server
is resumed.

The DHCPv6 client, server, and relay functions are mutually exclusive on an interface.

Example

The following example enables IPv6 on VLAN 100 and acquires an IPv6 address:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 address dhcp
switchxxxxxx (config-if)# exit
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ipv6é dhcp client information refresh

To configure the refresh time for IPv6 client information refresh time on a specified interface if the DHCPv6
server reply does not include the Information Refresh Time, use the ipv6 dhcp client infor mation refresh
command in Interface Configuration mode. To return to the default value of the refresh time, use the no form
of this command.

Syntax
ipv6 dhcep client information refresh seconds | infinite

no ipv6 dhcp client information refresh

Parameters

» seconds—The refresh time, in seconds. The value cannot be less than the minimal acceptable refresh
time configured by the ipv6 dhcp client infor mation refresh command. The maximum value that can
be used is 4,294967,294 seconds (OXFFFFFFFE).

« infinite—Infinite refresh time.

Default Configuration

The default is 86,400 seconds (24 hours).

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 dhcp client infor mation refresh command specifies the information refresh time. If the server does
not sends an information refresh time option then a value configured by the command is used.

Use the infinite keyword, to prevent refresh, if the server does not send an information refresh time option.

Example

The following example configures an upper limit of 2 days:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 dhcp client information refresh 172800
switchxxxxxx (config-if)# exit
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ipv6 dhcp client information refresh minimum

To configure the minimum acceptable refresh time on the specified interface, use the ipv6 dhcp client
infor mation refresh minimum command in Interface Configuration mode. To remove the configured refresh
time, use the no form of this command.

Syntax
ipv6 dhcp client information refresh minimum seconds | infinite

no ipv6 dhcp client infor mation refresh minimum

Parameters

» seconds—The refresh time, in seconds. The minimum value that can be used is 600 seconds. The maximum
value that can be used is 4,294,967,294 seconds (OXFFFFFFFE).

* infinite—Infinite refresh time.

Default Configuration

The default is 86,400 seconds (24 hours).

Command Mode

Interface Configuration mode

User Guidelines

The ipv6 dhcp client infor mation refresh minimum command specifies the minimum acceptable information
refresh time. If the server sends an information refresh time option of less than the configured minimum
refresh time, the configured minimum refresh time will be used instead.

This command may be configured in the following situations:

* In unstable environments where unexpected changes are likely to occur.

* For planned changes, including renumbering. An administrator can gradually decrease the time as the
planned event nears.

» Limit the amount of time before new services or servers are available to the client, such as the addition
of anew Simple Network Time Protocol (SNTP) server or a change of address of a Domain Name System
(DNS) server.

If you configure the infinite keyword client never refreshes the information.

Example

The following example configures an upper limit of 2 days:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 dhcp client information refresh 172800
switchxxxxxx (config-if)# exit
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ipv6 dhcp duid-en

To set the Vendor Based on Enterprise Number DHVPv6 Unique Identified (DUID-EN) format, use the ipv6
dhcp duid-en command in Global Configuration mode.

To return to the default value, use the no form of this command.

Syntax
ipv6 dhcp duid-en enterprise-number identifier

no ipv6 dhcp duid-en

Parameters

* enterprise-number—The vendor’s registered Private Enterprise number as maintained by IANA.

* identifier—The vendor-defined non-empty hex string (up to 64 hex characters). If the number of the
character is not even ’0’ is added at the right. Each 2 hex characters can be separated by a period or colon.

Default Configuration

DUID Based on Link-layer Address (DUID-LL) is used. The base MAC Address is used as a Link-layer
Address.

Command Mode

Global Configuration mode

User Guidelines

By default, the DHCPv6 uses the DUID Based on Link-layer Address (see RFC3315) with the Base MAC
Address as a Link-layer Address.

Use this command to change the DUID format to the Vendor Based on Enterprise Number.

Example 1. The following sets the DIID-EN format:
ipvé dhcp duid-en 9 0CC084D303000912
Example 2. The following sets the DIID-EN format using colons as delimiter:

switchxxxxxx (config)# ipvé dhcp duid-en 9 0C:C0:84:D3:03:00:09:12
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ipv6 dhcp relay destination (Global)

To specify a globally-defined relay destination address to which client messages are forwarded, use the ipv6
dhcp relay destination command in Global Configuration mode. To remove a relay destination address, use
the no form of this command.

Syntax
ipv6 dhep relay destination {ipv6-address [interface-id]} | interface-id
no ipv6 dhcp relay destination [ {ipv6-address [interface-id]} | interface-id]

Parameters

* ipv6-address[interface-id]—Relay destination IPv6 address in the form documented in RFC 4291 where
the address is specified in hexadecimal using 16-bit values between colons. There are the following types
of relay destination address:

* Link-local Unicast address. A user must specify the interface-id argument for this kind of address

* Global Unicast IPv6 address. If the interface-id argument is omitted then the Routing table is used.

« interface-id—Interface identifier that specifies the output interface for a destination. If this argument is
configured, client messages are forwarded to the well-known link-local Multicast address
All_DHCP_Relay Agents and_Servers (FF02::1:2) through the link to which the output interface is
connected.

Default Configuration

There is no globally-defined relay destination.

Command Mode

Global Configuration mode

User Guidelines

The ipv6 dhcp relay destination command specifies a destination address to which client messages are
forwarded. The address is used by all DHCPv6 relays running on the switch. Up to 100 addresses can be
defined.

When a relay service is running on an interface, a DHCP for IPv6 message received on that interface will be
forwarded to all configured relay destinations configured per interface and globally. Multiple destinations can
be configured on one interface, and multiple output interfaces can be configured for one destination.
Unspecified, loopback, and Multicast addresses are not acceptable as the relay destination.

Use the no form of the command with the ipv6-address and interface-id arguments to remove only the given
globally-defined address with the given output interface.

Use the no form of the command with the ipv6-address argument to remove only the given globally-defined
address for all output interfaces.

The no form of the command without the arguments removes all the globally-defined addresses.
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Example 1. The following example sets the relay unicast link-local destination address per VLAN
200:

switchxxxxxx (config)# ipvé dhcp relay destination FE80::1:2 vlan 200

Example 2. The following example sets that client messages are forwarded to VLAN 200:

switchxxxxxx (config)# ipv6 dhcp relay destination vlan 200

Example 3. The following example sets the unicast global relay destination address:

switchxxxxxx (config)# ipvé dhcp relay destination 3002::1:2
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ipv6 dhcp relay destination (Interface)

To specify a destination address to which client messages are forwarded and to enable DHCP for IPv6 relay
service on the interface, use the ipv6 dhcp relay destination command in Interface Configuration mode. To
remove a relay destination on the interface or to delete an output interface for a destination, use the no form
of this command.

Syntax
ipv6 dhcp relay destination [ {ipv6-address [interface-id]} | interface-id]
no ipv6 dhcp relay destination [ {ipv6-address [interface-id]} | interface-id]

Parameters

* ipv6-address[interface-id]—Relay destination IPv6 address in the form documented in RFC 4291 where
the address is specified in hexadecimal using 16-bit values between colons. There are the following types
of relay destination address:

* Link-local Unicast address. A user must specify the interface-id argument for this kind of address

* Global Unicast IPv6 address. If the interface-id argument is omitted then the Routing table is used.

« interface-id—Interface identifier that specifies the output interface for a destination. If this argument is
configured, client messages are forwarded to the well-known link-local Multicast address
All_DHCP_Relay Agents and_Servers (FF02::1:2) through the link to which the output interface is
connected.

Default Configuration

The relay function is disabled, and there is no relay destination on an interface.

Command Mode

Interface Configuration mode

User Guidelines

This command specifies a destination address to which client messages are forwarded, and it enables DHCP
for IPv6 relay service on the interface. Up to 10 addresses can be defined per one interface and up to 100
addresses can be defined per switch.

DHCPv6 Relay inserts the Interface-id option if an IPv6 global address is not defined on the interface on
which the relay is running. The Interface-id field of the option is the interface name (a value of the ifName
field of the ifTable) on which the relay is running.

When relay service is running on an interface, a DHCP for IPv6 message received on that interface will be
forwarded to all configured relay destinations configured per interface and globally.

The incoming DHCP for [Pv6 message may have come from a client on that interface, or it may have been
relayed by another relay agent.

The relay destination can be a Unicast address of a server or another relay agent, or it may be a Multicast
address. There are two types of relay destination addresses:
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* A link-local Unicast or Multicast [IPv6 address, for which a user must specify an output interface

* A global Unicast IPv6 address. A user can optionally specify an output interface for this kind of address.

If no output interface is configured for a destination, the output interface is determined by routing tables. In
this case, it is recommended that a Unicast or Multicast routing protocol be running on the router.

Multiple destinations can be configured on one interface, and multiple output interfaces can be configured
for one destination. When the relay agent relays messages to a Multicast address, it sets the hop limit field in
the IPv6 packet header to 32. Unspecified, loopback, and node-local Multicast addresses are not acceptable
as the relay destination.

Note that it is not necessary to enable the relay function on an interface for it to accept and forward an incoming
relay reply message from servers. By default, the relay function is disabled, and there is no relay destination
on an interface.

Use the no form of the command with arguments to remove a specific address.

Use the no form of the command without arguments to remove all the defined addresses and to disable the
relay on the interface.

Example 1. The following example sets the relay Unicast link-local destination address per VLAN
200 and enables the DHCPv6 Relay on VLAN 100 if it was not enabled:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 dhcp relay destination FE80::1:2 vlan 200
switchxxxxxx (config-if)# exit

Example 2. The following example sets the relay well known Multicast link-local destination address
per VLAN 200 and enables the DHCPv6 Relay on VLAN 100 if it was not enabled:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 dhcp relay destination vlan 200
switchxxxxxx (config-if)# exit

Example 3. The following example sets the Unicast global relay destination address and enables the
DHCPv6 Relay on VLAN 100 if it was not enabled:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6 dhcp relay destination 3002::1:2
switchxxxxxx (config-if)# exit

Example 4. The following example enables DHCPv6 relay on VLAN 100:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipvé dhcp relay destination
switchxxxxxx (config-if) # exit

Example 5. The following example disables DHCPv6 relay on VLAN 100:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# no ipv6é dhcp relay destination
switchxxxxxx (config-if)# exit
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show ipv6 dhcp

To display the Dynamic DHCP unique identifier (DUID) on a specified device, use the show ipv6 dhcp
command in User EXEC mode.This information is relevant for DHCPv6 clients and DHCPv6 relays.

Syntax
show ipv6 dhep

Command Mode

User EXEC mode

User Guidelines

This command uses the DUID, which is based on the link-layer address for both client and server identifiers.
The device uses the MAC address from the lowest-numbered interface to form the DUID.

Example 1. The following is sample output from this command when the switch’s DUID format is
vendor based on enterprise number:

switchxxxxxx# show ipvé dhcp

The switch’s DHCPv6 unique identifier (DUID)is 0002000000090CC084D303000912
Format: 2
Enterprise Number: 9
Identifier: 0CC084D303000912

Example 2. The following is sample output from this command when the switch’s DUID format is
the vendor-based on link-layer address:

switchxxxxxx# show ipvé dhcp

The switch’s DHCPv6 unique identifier (DUID)is 000300010024012607AA
Format: 3
Hardware type: 1
MAC Address: 0024.0126.07AA

Example 3. The following is sample output from this command when the switch’s DUID format is
vendorbased on link-layer address and DHCPv6 Relay is supported:

switchxxxxxx# show ipv6 dhcp

The switch’s DHCPv6 unique identifier (DUID)is 000300010024012607AA
Format: 3
Hardware type: 1
MAC Address: 0024.0126.07AA

Relay Destinations:
2001:001:250:A2FF:FEBF:A056
2001:1001:250:A2FF:FEBF:A056
2001:1011:250:A2FF:FEBF:A056 via VLAN 100
FE80::250:A2FF:FEBF:A056 via VLAN 100
FE80::250:A2FF:FEBF:A056 via VLAN 200
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show ipv6 dhcp interface

To display DHCP for IPv6 interface information, use the show ipv6 dhcp interface command in User EXEC
mode.

Syntax

show ipv6 dhcp interface [interface-id]

Parameters

« interface-id—Interface identifier.

Command Mode

User EXEC mode

User Guidelines

If no interfaces are specified in the command, all interfaces on which DHCP for IPv6 (client or server) is
enabled are displayed. If an interface is specified in the command, only information about the specified
interface is displayed.

Note. This new output format is supported starting with the SW version supporting statefull configuration

Example
The following is sample output from this command when DHCPv6 client is enabled:

switchxxxxxx# show ipv6 dhcp interface
VLAN 100 is in client mode
Configuration:
Statefull Service is enabled (rapid-commit)
Auto-Configuration is enabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is enabled
Statefull Service is available
DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20
IPv6 Address Information:
IA NA: IA ID 0x00040001, T1 120, T2 192
IPv6 Address: 30e0::12:45:11
preferred lifetime: 300, valid lifetime: 54333
expires at Nov 08 2002 09:11 (54331 seconds)
renew for address will be sent in 54301 seconds
IPv6 Address: 3012::13:af:25
preferred lifetime: 280, valid lifetime: 51111
expires at Nov 08 2002 08:17 (51109 seconds)
renew for address will be sent in 5101 seconds
Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
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DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgqg/config/aaa config.dat
Indirect Image Path Name: gqg/config/aaa_image name.txt
VLAN 105 is in client mode
Configuration:
Statefull Service is enabled
Auto-Configuration is disabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is enabled
Statefull Service is not available (IPv6 routing is enabled)
DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20
Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgqg/config/aaa config.dat
Indirect Image Path Name: gqg/config/aaa_image name.txt
VLAN 107 is in client mode
Configuration:
Statefull Service is enabled
Auto-Configuration is enabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is enabled
Statefull Service is not available (IPv6 routing is enabled)
DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20
Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgqg/config/aaa config.dat
Indirect Image Path Name: gqg/config/aaa_image name.txt
VLAN 110 is in client mode
Configuration:
Statefull Service is enabled
Auto-Configuration is disabled
Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is disabled (IPv6 is not enabled)
VLAN 1000 is in client mode
Configuration:
Statefull Service is enabled
Auto-Configuration is enabled
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Information Refresh Time: 86400 seconds
Information Refresh Minimum Time: 600 seconds
State:
DHCP Operational mode is disabled (Interface status is DOWN)
DHCP server:
Address: FE80::204:FCFF:FEA1:7439
DUID: 000300010002FCA17400
Preference: 20
Stateless Information:
Information Refresh Time: 86400 seconds
expires at Nov 08 2002 08:17 (51109 seconds)
DNS Servers: 1001::1, 2001::10
DNS Domain Search List: company.com beta.org
SNTP Servers: 2004::1
POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Configuration Server: config.company.com
Configuration Path Name: gqgqg/config/aaa config.dat
Indirect Image Path Name: gqg/config/aaa_image name.txt
VLAN 1010 is in relay mode
DHCP Operational mode is enabled
Relay source interface: VLAN 101
Relay destinations:
2001:001:250:A2FF:FEBF:A056
FE80::250:A2FF:FEBF:A056 via FastEthernet 1/0/10
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This chapter contains the following sections:

* clear host, on page 394

* ip domain lookup, on page 395

* ip domain name, on page 396

* ip domain polling-interval, on page 397
* ip domain retry, on page 398

* ip domain timeout, on page 399

* ip host, on page 400

* ip name-server, on page 401

* show hosts, on page 402
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Use the clear host command in privileged EXEC mode to delete dynamic hostname-to-address mapping
entries from the DNS client name-to-address cache.

Syntax

clear host {hostname| *}

Parameters

» hostname—Name of the host for which hostname-to-address mappings are to be deleted from the DNS
client name-to-address cache.

» *—Specifies that all the dynamic hostname-to-address mappings are to be deleted from the DNS client
name-to-address cache.

Default Configuration

No hostname-to-address mapping entries are deleted from the DNS client name-to-address cache.

Command Mode

Privileged EXEC mode

User Guidelines

To remove the dynamic entry that provides mapping information for a single hostname, use the hostname
argument. To remove all the dynamic entries, use the * keyword.

To define a static hostname-to-address mappings in the DNS hostname cache, use the ip host, on page 400
command.

To delete a static hostname-to-address mappings in the DN'S hostname cache, use the no ip host, on page 400
command.

Example

The following example deletes all dynamic entries from the DNS client name-to-address cache.

switchxxxxxx# clear host *
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Ip domain lookup

Use the ip domain lookup command in Global Configuration mode to enable the IP Domain Naming System
(DNS)-based host name-to-address translation.

To disable the DNS, use the no form of this command.

Syntax
ip domain lookup

no ip domain lookup

Default Configuration
Enabled.

Command Mode

Global Configuration mode

Example

The following example enables DNS-based host name-to-address translation.

switchxxxxxx (config) # ip domain lookup
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Ip domain name

Use the ip domain name command in Global Configuration mode. to define a default domain name that the
switch uses to complete unqualified hostnames (names without a dotted-decimal domain name).

To delete the static defined default domain name, use the no form of this command.

Syntax
ip domain name name

no ip domain name

Parameters

name—Default domain name used to complete unqualified host names. Do not include the initial period that
separates an unqualified name from the domain name. Length: 1-158 characters. Maximum label length of
each domain level is 63 characters.

Default Configuration

No default domain name is defined.

Command Mode

Global Configuration mode

User Guidelines

Any IP hostname that does not contain a domain name (that is, any name without a dot) will have the dot and
the default domain name appended to it before being added to the host table.

Domain names and host names are restricted to the ASCII letters A through Z (case-insensitive), the digits 0
through 9, the underscore and the hyphen. A period (.) is used to separate labels.

The maximum size of each domain level is 63 characters. The maximum name size is 158 bytes.

Example
The following example defines the default domain name as ‘www.website.com’.

switchxxxxxx (config)# ip domain name website.com
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ip domain polling-interval

Use the ip domain polling-interval command in Global Configuration mode to specify the polling interval.

Use the no form of this command to return to the default behavior.

Syntax
ip domain polling-interval seconds

no ip domain palling-interval

Parameters

seconds—Polling interval in seconds. The range is from (2*(R+1)*T) to 3600.

Default Configuration
The default value is 2 * (R+1) * T, where
* R is a value configured by the ip domain retry command.

* T is a value configured by the ip domain timeout command.

Command Mode

Global Configuration mode

User Guidelines

Some applications communicate with the given IP address continuously. DNS clients for such applications,

which have not received resolution of the IP address or have not detected a DNS server using a fixed number
of retransmissions, return an error to the application and continue to send DNS Request messages for the IP
address using the polling interval.

Example

The following example shows how to configure the polling interval of 100 seconds:

switchxxxxxx (config)# ip domain polling-interval 100
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Ip domain retry

Use the ip domain retry command in Global Configuration mode to specify the number of times the device
will send Domain Name System (DNS) queries when there is no replay.

To return to the default behavior, use the no form of this command.

Syntax
ip domain retry number

noip domain retry

Parameters

number—Number of times to retry sending a DNS query to the DNS server. The range is from 0 to 16.

Default Configuration

The default value is 1.

Command Mode

Global Configuration mode

User Guidelines

The number argument specifies how many times the DNS query will be sent to a DNS server until the switch
decides that the DNS server does not exist.

Example

The following example shows how to configure the switch to send out 10 DNS queries before giving up:

switchxxxxxx (config)# ip domain retry 10
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Ip domain timeout

Use the ip domain timeout command in Global Configuration mode to specify the amount of time to wait
for a response to a DNS query.

To return to the default behavior, use the no form of this command.

Syntax
ip domain timeout seconds

no ip domain timeout

Parameters

seconds—Time, in seconds, to wait for a response to a DNS query. The range is from 1 to 60.

Default Configuration

The default value is 2 seconds.

Command Mode

Global Configuration mode

User Guidelines

Use the command to change the default time out value. Use the no form of this command to return to the
default time out value.

Example
The following example shows how to configure the switch to wait 50 seconds for a response to a DNS query:

switchxxxxxx (config)# ip domain timeout 50
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Ip host
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Use the ip host Global Configuration mode command to define the static host name-to-address mapping in
the DNS host name cache.

Use the no form of this command to remove the static host name-to-address mapping.

Syntax
ip host hosthname address] [address2...address3]
no ip host nameip host name [addressl...address8]

Parameters

* hostname—Name of the host. (Length: 1-158 characters. Maximum label length of each domain level
is 63 characters).

» addressl—Associated host IP address (IPv4 or IPv6, if IPv6 stack is supported).

* address2...address8—Up to seven additional associated IP addresses, delimited by a single space (IPv4
or IPv6, if IPv6 stack is supported).

Default Configuration
No host is defined.

Command Mode

Global Configuration mode

User Guidelines

Host names are restricted to the ASCII letters A through Z (case-insensitive), the digits 0 through 9, the
underscore and the hyphen. A period (.) is used to separate labels.

An IP application will receive the IP addresses in the following order:

1. IPv6 addresses in the order specified by the command.

2. 1Pv4 addresses in the order specified by the command.

Use the no format of the command with the addressl...address8 argument to delete the specified addresses.
The entry is deleted if all its addresses are deleted.
Example

The following example defines a static host name-to-address mapping in the host cache.

switchxxxxxx (config)# ip host accounting.website.com 176.10.23.1
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Ip name-server

Use the ip name-server command in Global Configuration mode to specify the address of one or more name
servers to use for name and address resolution.

Use the no form of this command to remove the static specified addresses.

Syntax
ip name-server serverl-address [server-address2...erver-address8]

no ip name-server [server-addressl...server-address8]

Parameters

* server-addressl—IPv4 or IPv6 addresses of a single name server.

* server-address2...server-address8—IPv4 or IPv6 addresses of additional name servers.

Default Configuration

No name server IP addresses are defined.

Command Mode

Global Configuration mode

User Guidelines
The preference of the servers is determined by the order in which they were entered.

Each ip name-server command replaces the configuration defined by the previous one (if one existed).

Example

The following example shows how to specify IPv4 hosts 172.16.1.111, 172.16.1.2, and IPv6 host 2001:0DB8::3
as the name servers:

switchxxxxxx (config)# ip name-server 172.16.1.111 172.16.1.2 2001:0DB8::3

Cisco Business Switches 350 Series CLI Guide .



. show hosts

DNS Client Commands |

show hosts

Use the show hosts command in privileged EXEC mode to display the default domain name, the style of
name lookup service, a list of name server hosts, and the cached list of hostnames and addresses.

Syntax
show hosts[all | hosthame]

Parameters

» all—The specified host name cache information is to be displayed for all configured DNS views. This
is the default.

 hosthame—The specified host name cache information displayed is to be limited to entries for a particular
host name.

Command Mode

Privileged EXEC mode

Default Configuration

Default is all.

User Guidelines

This command displays the default domain name, a list of name server hosts, and the cached list of host names
and addresses.

Example
The following is sample output with no parameters specified:

switchxxxxxx# show hosts
Name/address lookup is enabled
Domain Timeout: 3 seconds

Domain Retry: 4 times

Domain Polling Interval: 10 seconds
Default Domain Table

Source Interface Preference Domain

static website.com
dhcpv6e vlan 100 1 ggtca.com
dhcpv6e vlan 100 2 company.com
dhcpv6e wvlan 1100 1 pptca.com

Name Server Table
Source Interface Preference IP Address

static 1 192.0.2.204
static 2 192.0.2.205
static 3 192.0.2.105
DHCPv6 vlan 100 1 2002:0:22AC::11:231A:0BB4
DHCPv4 vlian 1 1 192.1.122.20
DHCPv4 vlian 1 2 154.1.122.20

Casche Table
Flags: (static/dynamic, OK/Ne/??)
OK - Okay, Ne - Negative Cache, ?? - No Response
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Host Flag Address;Age..

examplel.company.com

124 173.0.2.30;39

example2.
example3.
exampled.
exampleb.

company.
company.
company.
company.

com
com
com
com

(

(
(
(
(

dynamic,

dynamic,
static,

dynamic,
dynamic,

OK)

?7?)

OK) 120.0.2.27

OK)
Ne) ;

.in preference order

show hosts .

2002:0:130F::0A0:1504:0BB4;1 112.0.2.10 176.16.8.8;123

24 173.0.2.30;15

12
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EEE Commands

This chapter contains the following sections:

« eee enable (global), on page 406

* eee enable (interface), on page 407
« eee 1ldp enable, on page 408

« show eee, on page 409
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. eee enable (global)

eee enable (global)

To enable the EEE mode globally, use the eee enable Global Configuration command. To disable the mode,
use the no format of the command.

Syntax
eee enable

no eee enable

Parameters

This command has no arguments or keywords.

Default Configuration
Enabled

Command Mode

Global Configuration mode

User Guidelines

In order for EEE to work, the device at the other end of the link must also support EEE and have it enabled.
In addition, for EEE to work properly, auto-negotaition must be enabled; however, if the port speed is negotiated
as 1Giga, EEE always works regardless of whether the auto-negotiation status is enabled or disabled.

If auto-negotiation is not enabled on the port and its speed is less than 1 Giga, the EEE operational status is
disabled.

Example

switchxxxxxx (config) # eee enable
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eee enable (interface)

To enable the EEE mode on an Ethernet port, use the eee enable Interface Configuration command. To disable
the mode, use the no format of the command.

Syntax
eee enable

no eee enable

Parameters

This command has no arguments or keywords.

Default Configuration
EEE is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

If auto-negotiation is not enabled on the port and its speed is 1 Giga, the EEE operational status is disabled.
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# eee enable
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eee lldp enable

To enable EEE support by LLDP on an Ethernet port, use the eeelldp enable Interface Configuration command.
To disable the support, use the no format of the command.

Syntax

eeelldp enable

no eeelldp enable

Parameters

This command has no arguments or keywords.

Default Configuration
Enabled

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Enabling EEE LLDP advertisement enables devices to choose and change system wake-up times in order to
get the optimal energy saving mode.

Example

switchxxxxxx (config) # interface gil/0/1
switchxxxxxx (config-if)# eee 1lldp enable
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show eee .

Use the show eee EXEC command to display EEE information.

Syntax

show eee [interface-id]

Parameters

interface-id—(Optional) Specify an Ethernet port.

Defaults

None

Command Mode

Privileged EXEC mode

User Guidelines

If the port is a 10G port, but the link speed is 1G, the EEE Remote status cannot be resolved (and displayed).

Example 1 - The following displays brief Information about all ports.

switchxxxxxx# show eee

EEE globally enabled

EEE Administrate status is enabled on ports: gil/0/1-2, gil/0/4
EEE Operational status is enabled on ports: gil/0/1-2, gil/0/4
EEE LLDP Administrate status is enabled on ports: gil/0/1-3

EEE LLDP Operational status is enabled on ports: gil/0/1-2

Example 2 - The following is the information displayed when a port is in the Not Present state; no
information is displayed if the port supports EEE.

switchxxxxxx# show eee gil/0/1

Port Status: notPresent

EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 3 - The following is the information displayed when the port is in status DOWN.

switchxxxxxx# show eee gil/0/1

Port Status: DOWN

EEE capabilities:

Speed 10M: EEE not supported

Speed 100M: EEE supported

Speed 1G: EEE supported

Speed 10G: EEE not supported

EEE Administrate status: enabled

EEE LLDP Administrate status: enabled

Example 4 - The following is the information displayed when the port is in status UP and does not
support EEE.

switchxxxxxx# show eee gil/0/2
Port Status: UP
EEE capabilities:
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Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed:
EEE Administrate status:
EEE LLDP Administrate status:

1000Mbps

EEE Commands |

enabled

enabled

Example5 - The following is the information displayed when the neighbor does not support EEE.

switchxxxxxx# show eee gil/0/4

Port Status: UP

EEE capabilities:

Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: disabled

EEE Administrate status: enabled

EEE Operational status: disabled (neighbor does not support)
EEE LLDP Administrate status: enabled

EEE LLDP Operational status: disabled

Example 6 - The following is the information displayed when EEE is disabled on the port.

switchxxxxxx# show eee gil/0/1

Port Status: UP

EEE capabilities:

Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed:
EEE Administrate status:
EEE Operational status:
EEE LLDP Administrate status:
EEE LLDP Operational status:

1000Mbps

disabled
disabled

enabled
disabled

Example 7 - The following is the information displayed when EEE is running on the port, and EEE

LLDP is disabled.

switchxxxxxx# show eee gil/0/2

Port Status: UP

EEE capabilities:

Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported
Speed 10G: EEE not supported

Current port speed:
EEE Remote status:
EEE Administrate status:
EEE Operational status:
EEE LLDP Administrate status:
EEE LLDP Operational status:
Resolved Tx Timer: 1lOusec
Local Tx Timer: 10 usec
Resolved Timer: 25 usec
Local Rx Timer: 20 usec

1000Mbps
enabled

enabled
enabled

disabled
disabled

Example 8 - The following is the information displayed when EEE and EEE LLDP are running on

the port.
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show eee .

switchxxxxxx# show eee gil/0/3
Port Status: UP

EEE capabilities:

Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported

Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 10usec

Local Tx Timer: 10 usec

Remote Rx Timer: 5 usec

Resolved Timer: 25 usec

Local Rx Timer: 20 usec

Remote Tx Timer: 25 usec

Example 9 - The following is the information displayed when EEE is running on the port, EEE
LLDP is enabled but not synchronized with the remote link partner.

switchxxxxxx# show eee gil/0/4
Port Status: up

EEE capabilities:

Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported

Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: disabled
Resolved Tx Timer: 64

Local Tx Timer: 64

Resolved Rx Timer: 16

Local Rx Timer: 16

Example 10 - The following is the information displayed when EEE and EEE LLDP are running on
the port.

switchxxxxxx# show eee gil/0/3
Port Status: UP

EEE capabilities:

Speed 10M: EEE not supported
Speed 100M: EEE supported
Speed 1G: EEE supported

Speed 10G: EEE not supported

Current port speed: 1000Mbps

EEE Remote status: enabled

EEE Administrate status: enabled

EEE Operational status: enabled

EEE LLDP Administrate status: enabled
EEE LLDP Operational status: enabled
Resolved Tx Timer: 1lOusec

Local Tx Timer: 10 usec

Remote Rx Timer: 5 usec

Resolved Timer: 25 usec

Local Rx Timer: 20 usec

Remote Tx Timer: 25 usec
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. show eee
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Ethernet Configuration Commands

This chapter contains the following sections:

* interface, on page 414

* interface range, on page 415

* shutdown, on page 416

* operation time, on page 418

* description, on page 419

* speed, on page 420

* duplex, on page 421

* negotiation, on page 422

* flowcontrol , on page 423

» mdix, on page 424

* back-pressure, on page 425

* port jumbo-frame, on page 426

* link-flap prevention, on page 427

* clear counters, on page 428

* set interface active, on page 429

» errdisable recovery cause, on page 430

» errdisable recovery interval, on page 431
» errdisable recovery reset, on page 432

* show interfaces configuration, on page 433
* show interfaces status, on page 434

* show interfaces advertise, on page 435

* show interfaces description, on page 437
* show interfaces counters, on page 438

* show ports jumbo-frame, on page 440

* show link-flap prevention, on page 441

* show errdisable recovery, on page 442

* show errdisable interfaces, on page 443
* clear switchport monitor, on page 444

* show switchport monitor, on page 445
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. interface

interface

To enter Interface configuration mode in order to configure an interface, use the interface Global Configuration
mode command.

Syntax

interface interface-id

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types: Ethernet port,
port-channel, VLAN, range, OOB, IP interface or tunnel.

Command Mode

Global Configuration mode

Example 1—For Ethernet ports:

switchxxxxxx (config) # interface gil/0/1
switchxxxxxx (config-if) #

Example 2—For port channels (LAGs):

switchxxxxxx (config) # interface pol
switchxxxxxx (config-if) #
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interface range

To execute a command on multiple ports at the same time, use the interface range command.

Syntax

interface range interface-id-list

Parameters

interface-id-list—Specify list of interface IDs. The interface ID can be one of the following types: Ethernet
port, VLAN, or port-channel

Command Mode

Interface (Ethernet, Port Channel, VLAN) Configuration mode

User Guidelines

Commands under the interface range context are executed independently on each interface in the range. If the
command returns an error on one of the interfaces, it does not stop the execution of the command on other
interfaces.

Example

switchxxxxxx (config)# interface range gil/0/1-4
switchxxxxxx (config-if-range) #
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To disable an interface, use the shutdown Interface Configuration mode command. To restart a disabled
interface, use the no form of this command.

Syntax
shutdown

no shutdown

Parameters

This command has no arguments or keywords.

Default Configuration

The interface is enabled.

Command Mode

Interface Configuration mode

User Guidelines

The shutdown command set a value of ifAdminStatus (see RFC 2863) to DOWN. When ifAdminStatus is
changed to DOWN, ifOperStatus will be also changed to DOWN.

The DOWN state of ifOperStatus means that the interface does not transmit/receive messages from/to higher
levels. For example, if you shut down a VLAN, on which an IP interface is configured, bridging into the
VLAN continues, but the switch cannot transmit and receive IP traffic on the VLAN.

Notes:

» If the switch shuts down an Ethernet port it additionally shuts down the port MAC sublayer too.

* If the switch shuts down a port channel it additionally shuts down all ports of the port channel too.

Example 1—The following example disables gil/0/4 operations.

switchxxxxxx (config)# interface gil/0/4
switchxxxxxx (config-if)# shutdown
switchxxxxxx (config-if) #

Example 2—The following example restarts the disabled Ethernet port.

switchxxxxxx (config)# interface gil/0/4
switchxxxxxx (config-if)# no shutdown
switchxxxxxx (config-if) #

Example 3—The following example shuts down vlan 100.

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# shutdown
switchxxxxxx (config-if) #

Example 4—The following example shuts down tunnel 1.
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switchxxxxxx (config)# interface tunnel 1
switchxxxxxx (config-if)# shutdown
switchxxxxxx (config-if) #

Example 5—The following example shuts down Port Channel 3.

switchxxxxxx (config)# interface po3
switchxxxxxx (config-if)# shutdown
switchxxxxxx (config-if) #
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operation time

To control the time that the port is up, use the oper ation time Interface (Ethernet, Port Channel) Configuration
mode command. To cancel the time range for the port operation time, use the N0 form of this command.

Syntax
oper ation time time-range-name

no oper ation time

Parameters

« time-range-name—Specifies a time range the port operates (in up state). When the Time Range is not
in effect, the port is shutdown. (Range: 1-32 characters)

Default Configuration

There is no time range configured on the port authorized state.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on 802.1x edge ports
(ports in auto state that are connected to end stations), in order to proceed to the forwarding state immediately
after successful authentication.

Example

The operation time command influences the port if the port status is up. This command defines the time frame
during which the port stays up and at which time the port will be shutdown. While the port is in shutdown
because of other reasons, this command has no effect.

The following example activates an operation time range (named "morning") on port gil/0/1.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# operation time morning
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description

To add a description to an interface, use the description Interface (Ethernet, Port Channel) Configuration
mode command. To remove the description, use the no form of this command.

Syntax

description string

no description

Parameters

string—Specifies a comment or a description of the port to assist the user. (Length: 1-64 characters).

Default Configuration

The interface does not have a description.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example adds the description ‘SW#3’ to gil/0/4.

switchxxxxxx (config)# interface gil/0/4
switchxxxxxx (config-if)# description SW#3
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speed

To configure the speed of a given Ethernet interface when not using auto-negotiation, use the speed Interface
(Ethernet, Port Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
speed {100 | 1000 | 2500 | 5000 | 10000}
no speed

Parameters
* 100—Forces 100 Mbps operation
* 1000—Forces 1000 Mbps operation
» 2500—Forces 2500 Mbps operation
» 5000—Forces 5000 Mbps operation
» 10000—Forces 10000 Mbps operation

Default Configuration

The port operates at its maximum speed capability.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The no speed command in a port-channel context returns each port in the port-channel to its maximum
capability.

Example

The following example configures the speed of gil1/0/4 to 100 Mbps operation.

switchxxxxxx (config)# interface gil/0/4
switchxxxxxx (config-if)# speed 100
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duplex .

To configure the full/half duplex operation of a given Ethernet interface when not using auto-negotiation, use
the duplex Interface (Ethernet, Port Channel) Configuration mode command. To restore the default
configuration, use the no form of this command.

Syntax
duplex {half | full}

no duplex

Parameters

« half—Forces half-duplex operation.

» full—Forces full-duplex operation.

Default Configuration

The interface operates in full duplex mode.

Command Mode

Interface (Ethernet) Configuration mode

Example

The following example configures gil/0/1 to operate in full duplex mode.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# duplex full

Cisco Business Switches 350 Series CLI Guide .



Ethernet Configuration Commands |
. negotiation

negotiation

To enable auto-negotiation operation for the speed and duplex parameters and master-slave mode of a given
interface, use the negotiation Interface (Ethernet, Port Channel) Configuration mode command. To disable
auto-negotiation, use the no form of this command.

Syntax
negotiation [capability [capability2... capability5]] [preferred {master | Slave} ]

no negotiation

Parameters

« Capability—(Optional) Specifies the capabilities to advertise. (Possible values: 10h, 10f, 100h,100f,
1000f, 2500f, 5000f, 10000f ).

10h—Advertise 10 half-duplex
10f—Advertise 10 full-duplex
100h—Advertise 100 half-duplex
100f—Advertise 100 full-duplex
1000f—Advertise 1000 full-duplex
2500f—Advertise 2500 full-duplex

* 5000f—Advertise 5000 full-duplex

« 10000f—Advertise 10000 full-duplex

* Preferred—(Optional) Specifies the master-slave preference:
M aster—Advertise master preference

Slave—Adpvertise slave preference

Default Configuration

If capability is unspecified, defaults to list of all the capabilities of the port and preferred slave mode.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example
The following example enables auto-negotiation on gil/0/1.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# negotiation
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flowcontrol

To configure the Flow Control on a given interface, use the flowcontrol Interface (Ethernet, Port Channel)
Configuration mode command. To disable Flow Control, use the no form of this command.

Syntax

flowcontrol {auto | on | off}

no flowcontrol

Parameters
» auto—Specifies auto-negotiation of Flow Control.
» on—Enables Flow Control.

» off—Disables Flow Control.

Default Configuration

Flow control is set to Disabled.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Use the negotiation command to enable flow control auto.

Example

The following example enables Flow Control on port gil/0/1

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# flowcontrol on
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To enable cable crossover on a given interface, use the mdix Interface (Ethernet) Configuration mode command.

To disable cable crossover, use the no form of this command.

Syntax
mdix {on | auto}

no mdix

Parameters

» on—Enables manual MDIX.

» auto—Enables automatic MDI/MDIX.

Default Configuration

The default setting is Auto.

Command Mode

Interface (Ethernet) Configuration mode

Example

The following example enables automatic crossover on port gil/0/1.

switchxxxxxx (config)# interface gil/0/1

switchxxxxxx (config-if)# mdix auto
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back-pressure

To enable back pressure on a specific interface, use the back-pressure Interface (Ethernet) Configuration
mode command. To disable back pressure, use the N0 form of this command.

Syntax
back-pressure

no back-pressure

Parameters

This command has no arguments or keywords.

Default Configuration

Back pressure is disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Back-pressure cannot be enabled when EEE is enabled.

Example

The following example enables back pressure on port gil/0/1.

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# back-pressure
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port jumbo-frame

To enable jumbo frames on the device, use the port jumbo-frame Global Configuration mode command. To
disable jumbo frames, use the no form of this command.

Syntax

port jumbo-frame

no port jumbo-frame

Parameters

This command has no arguments or keywords.

Default Configuration

Jumbo frames are disabled on the device.

Command Mode

Global Configuration mode

User Guidelines

This command takes effect only after resetting the device.

Example

The following example enables jumbo frames on the device.

switchxxxxxx (config)# port jumbo-frame
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link-flap prevention

To enable setting a physical interface to err-disable state due to excessive link flapping, use the link-flap
prevention Global Configuration mode command. Use the no form of this command to restore the default
configuration.

Syntax
link-flap prevention {enable | disable}

no link-flap prevention

Parameters
enable—Enables Link-flap Prevention.

disable—Disables Link-flap Prevention.

Default Configuration

Link-flap prevention is enabled on the device.

Command Mode

Global Configuration mode

User Guidelines

This command will shutdown Ethernet (Physical) interfaces if the interface experienced, for a duration of 10
seconds, 3 link flaps (link status changes) within each second.

Example

The following example enables link-flap prevention on the device.

switchxxxxxx (config)# link-flap prevention
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clear counters

To clear counters on all or on a specific interface, use the clear counter s Privileged EXEC mode command.

Syntax

clear counters[interface-id]

Parameters

inter face-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or port-channel.

Default Configuration

All counters are cleared.

Command Mode

Privileged EXEC mode

Example
The following example clears the statistics counters for gil/0/1.

switchxxxxxx# clear counters gil/0/1
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set interface active

To reactivate an interface that was shut down, use the set interface active Privileged EXEC mode command.

Syntax

set inter face active interface-id

Parameters

interface-id— Specifies an interface ID. The interface ID can be one of the following types: Ethernet port
or port-channel.

Command Mode

Privileged EXEC mode

User Guidelines

This command is used to activate interfaces that were configured to be active, but were shut down by the
system.

Example

The following example reactivates gil/0/1.

switchxxxxxx# set interface active gil/0/1

Cisco Business Switches 350 Series CLI Guide .



Ethernet Configuration Commands |
. errdisable recovery cause

errdisable recovery cause

To enable automatic re-activation of an interface after an Err-Disable shutdown, use the errdisablerecovery
cause Global Configuration mode command. To disable automatic re-activation, use the no form of this
command.

Syntax

errdisablerecovery cause {all | port-security | dot1x-src-address| acl-deny | stp-bpdu-guard |
stp-loopback-guard | loopback-detection | udld | storm-controal | link-flap }

no errdisablerecovery cause {all | port-security | dot1x-src-address| acl-deny | stp-bpdu-guard |
stp-loopback-guard | loopback-detection | udld | storm-control | link-flap }
Parameters

* all—Enables the error recovery mechanism for all reasons described below.

* port-security—Enables the error recovery mechanism for the port security Err-Disable state.

» dot1x-src-address—Enables the error recovery mechanism for the 802.1x Err-Disable state.

« acl-deny—Enables the error recovery mechanism for the ACL Deny Err-Disable state.

* stp-bpdu-guar d—Enables the error recovery mechanism for the STP BPDU Guard Err-Disable state.

* stp-loopback-guar d—Enables the error recovery mechanism for the STP Loopback Guard Err-Disable
state.

* loopback-detection—Enables the error recovery mechanism for the Loopback Detection Err-Disable
state.

« udld—Enables the error recovery mechanism for the UDLD Shutdown state.
« storm-control—Enables the error recovery mechanism for the Storm Control Shutdown state.

* link-flap—Enables the error recovery mechanism for the link-flap prevention Err-Disable state.

Default Configuration

Automatic re-activation is disabled, except for link-flap reason where automatic re-creation is enabled by
default.

Command Mode

Global Configuration mode

Example

The following example enables automatic re-activation of an interface after all states.

switchxxxxxx (config)# errdisable recovery cause all
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errdisable recovery interval

To set the error recovery timeout intervalse the errdisable recovery interval Global Configuration mode
command. To return to the default configuration, use the no form of this command.

Syntax

errdisablerecovery interval seconds

no errdisablerecovery interval

Parameters

seconds—Specifies the error recovery timeout interval in seconds. (Range: 30-86400)

Default Configuration

The default error recovery timeout interval is 300 seconds.

Command Mode

Global Configuration mode

Example

The following example sets the error recovery timeout interval to 10 minutes.

switchxxxxxx (config)# errdisable recovery interval 600
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errdisable recovery reset

To reactivate one or more interfaces that were shut down by a given application, use the errdisablerecovery
reset Privileged EXEC mode command. A single interface, multiple interfaces or all interfaces can be specified.
Syntax
errdisablerecovery reset {all | port-security | dot1x-src-address| acl-deny |stp-bpdu-guard |
stp-loopback-guard | loopback-detection | udld | storm-controal | link-flap | interface interface-id}
Parameters

« all—Reactivate all interfaces regardless of their state.

* port-security—Reactivate all interfaces in the Port Security Err-Disable state.

» dot1x-src-address—Reactivate all interfaces in the 802.1x Err-Disable state.

* acl-deny—Reactivate all interfaces in the ACL Deny Err-Disable state.

* stp-bpdu-guar d—Reactivate all interfaces in the STP BPDU Guard Err-Disable state.

* stp-loopback-guar d—Reactivate all interfaces in the STP Loopback Guard Err-Disable state.

» loopback-detection—Reactivate all interfaces in the Loopback Detection Err-Disable state.

+ udld—Reactivate all interfaces in the UDLD Shutdown state.

» storm-control—Reactivate all interfaces in the Storm Control Shutdown state.

* link-flap—Reactivate all interfaces in the link-flap prevention Err-Disable state.

« interface interface-id—Reactivate interfaces that were configured to be active, but were shut down by
the system.

Command Mode

Privileged EXEC mode

Example 1—The following example reactivates interface gil/0/1:
switchxxxxxx# errdisable recovery reset interface gil/0/1

Example 2—The following example reactivates all interfaces regardless their state:

switchxxxxxx# errdisable recovery reset all

Example 3—The following example enables all interfaces in the port security Err-Disable state

switchxxxxxx# errdisable recovery reset port-security
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show interfaces configuration

To display the configuration for all configured interfaces or for a specific interface, use the show interfaces
configuration Privileged EXEC mode command.

Syntax

show interfaces configuration [interface-id | detailed]

Parameters

« interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

» detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example
The following example displays the configuration of all configured interfaces:

switchxxxxxx# show interfaces configuration

Flow Admin Back Mdix

Port Type Duplex Speed Neg control State Pressure Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up Disabled Off
gil/0/2 1G-Copper Full 1000 Disabled Off Up Disabled Off
gil/0/2 10G-Copper Full 10000 Disabled Off Up Disabled Off
gil/0/3 10G-Copper Full 2500 Disabled Off Up Disabled Off
gil/0/4 10G-Copper Full 5000 Disabled Off Up Disabled Off

Flow Admin
PO Type Speed Neg Control State
Pol Disabled Off Up
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Ethernet Configuration Commands |

show interfaces status

To display the status of all interfaces or of a specific interface, use the show interfaces status Privileged
EXEC mode command.

Syntax

show interfaces status [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Command Mode

Privileged EXEC mode

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Example

The following example displays the status of all configured interfaces.

switchxxxxxx# show interfaces status
Flow Link Back Mdix

Port Type Duplex Speed Neg ctrl State Pressure Mode
gil/0/1 1G-Copper Full 1000 Disabled Off Up Disabled Off
gil/0/2 1G-Copper -- - - - Down - -
tel/0/1 10G-Copper -- 2500 - - Down - -

Flow Link
PO Type Duplex Speed Neg control State

1G Full 10000 Disabled Off Up

The interface was suspended by the system.
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show interfaces advertise

To display auto-negotiation advertisement information for all configured interfaces or for a specific interface,
use the show interfaces advertise Privileged EXEC mode command.

Syntax

show interfaces advertise [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Examples

The following examples display auto-negotiation information.

switchxxxxxx# show interfaces advertise

Port Type Neg Prefered Operational Link Advertisement

gil/0/1| 1GCopeey Enable |Master |1000f, 100f, 10f, 10h
gil/0/2| 1G-Copeey Enable [ Slave |1000f

twl/03 | 2.5GCqpey Enable 2500£f, 1000f, 100f, 100h

tel/0/1| 10G-Copeyf Enable | Slave |[10000£f, 5000f, 2500£,1000f

switchxxxxxx# show interfaces advertise gil/0/1
Port:gil/0/1

Type: 1G-Copper

Link state: Up

Auto Negotiation: enabled

Preference: Master

Admin Local link Advertisement 10h 10f 100h 100f 1G 2.5G
Oper Local link Advertisement -—= -—= —-———= i et
Remote Local link Advertisement yes yes yes yes yes no
Priority Resolution yes yes yes yes yes no

no no yes yes yes no

- - - - yes -
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switchxxxxxx# show interfaces advertise gil/0/1
Port: gil/0/1

Type: 1G-Copper

Link state: Up

Auto negotiation: disabled.
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show interfaces description

To display the description for all configured interfaces or for a specific interface, use the show interfaces
description Privileged EXEC mode command.

Syntax

show interfaces description [interface-id | detailed]

Parameters

« interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

» detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display description for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the description of all configured interfaces.

switchxxxxxx# show interfaces description

Port Descriptions

gil/0/1 Port that should be used for management only
gil/0/2

gil/0/3

gil/0/4

PO Description

Pol Output
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show interfaces counters

To display traffic seen by all the physical interfaces or by a specific interface, use the show interfacescounters
Privileged EXEC mode command.

Syntax

show interfaces counter s [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display counters for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays traffic seen by all the physical interfaces.

switchxxxxxx# show interfaces counters gil/0/1

Port InUcastPkts InMcastPkts InBcastPkts InOctets
gil/0/1 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
gil/0/1 0 1 35 7051

FCS Errors: O

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0

Deferred Transmissions: 0O
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0O
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0O

Received Pause Frames: 0
Transmitted Pause Frames: 0

The following table describes the fields shown in the display.

Field Description
InOctets Number of received octets.
InUcastPkts Number of received Unicast packets.
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Field Description

InM castPkts Number of received Unicast packets.

InBcastPkts Number of received broadcast packets.

OutOctets Number of transmitted octets.

OutUcastPkts Number of transmitted Unicast packets.

OutM castPkts Nmber of transmitted Unicast packets.
OutBcastPkts Number of transmitted Broadcast packets.
FCSErrors Number of frames received that are an integral number

of octets in length but do not pass the FCS check.

Single Collision Frames

Number of frames that are involved in a single
collision, and are subsequently transmitted
successfully.

Multiple Collision Frames

Number of frames that are involved in more than one
collision and are subsequently transmitted
successfully.

SQE Test Errors

Number of times that the SQE TEST ERROR is
received. The SQE TEST ERROR is set in accordance
with the rules for verification of the SQE detection
mechanism in the PLS Carrier Sense Function as
described in IEEE Std. 802.3, 2000 Edition, section
7.2.4.6.

Deferred Transmissions

Number of frames for which the first transmission
attempt is delayed because the medium is busy.

Late Collisions

Number of times that a collision is detected later than
one slotTime into the transmission of a packet.

Excessive Collisions

Number of frames for which transmission fails due
to excessive collisions.

Oversize Packets

Number of frames received that exceed the maximum
permitted frame size.

Internal MAC Rx Errors

Number of frames for which reception fails due to an
internal MAC sublayer receive error.

Received Pause Frames

Number of MAC Control frames received with an
opcode indicating the PAUSE operation.

Transmitted Pause Frames

Number of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE
operation.
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show ports jumbo-frame

To display whether jumbo frames are enabled on the device, use the show portsjumbo-frame Privileged
EXEC mode command.

Syntax

show portsjumbo-frame

Parameters

This command has no arguments or keywords.

Command Mode

Privileged EXEC mode

Example

The following example displays whether jumbo frames are enabled on the device.

switchxxxxxx# show ports jumbo-frame
Jumbo frames are disabled
Jumbo frames will be enabled after reset
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show link-flap prevention

To display whether link-flap prevention is enabled on the device, use the show link-flap prevention Privileged
EXEC mode command.

Syntax

show link-flap prevention

Parameters

This command has no arguments or keywords.

Command Mode

Privileged EXEC mode

Example

The following example displays whether link-flap prevention is enabled on the device.

switchxxxxxx# show link-flap prevention
link-flap prevention is currently enabled on device
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show errdisable recovery

To display the Err-Disable configuration of the device, use the show errdisable recovery Privileged EXEC
mode command.

Syntax

show errdisable recovery

Parameters

This command has no arguments or keywords.

Command Mode

Privileged EXEC mode

Example

The following example displays the Err-Disable configuration.

switchxxxxxx# show errdisable recovery
Timer interval: 300 Seconds

Reason Automatic Recovery
port-security Disable
dotlx-src-address Disable

acl-deny Enable
stp-bpdu-guard Disable
stp-loopback-guard Disable
loop-detection Disable

udld Disable

storm control Disable

link-flap Disable
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show errdisable interfaces

To display the Err-Disable state of all interfaces or of a specific interface, use the show errdisableinterfaces
Privileged EXEC mode command.

Syntax

show errdisableinterfaces [interface-id]

Parameters

» interface—(Optional) Port or port-channel number.

Default Configuration

Display for all interfaces.

Command Mode

Privileged EXEC mode

Example

The following example displays the Err-Disable state of gil/0/1.

switchxxxxxx# show errdisable interfaces

Interface Reason Time to recovery
(sec)

gil/0/1 port-security 250
gil/0/5 acl-deny NA
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clear switchport monitor

To clear monitored statistics on all or on a specific interface or interface list, use the clear switchport monitor
Privileged EXEC mode command.

Syntax

clear switchport monitor [interface-id-list]

Parameters

interface-id-list—(Optional) Specifies a list of interface ID. The interface ID can be one of the following
types: Ethernet port or port-channel.

Default Configuration

All monitored statistics are cleared.

Command Mode

Privileged EXEC mode

Example

The following example clears the monitored statistics for gil/0/1.

switchxxxxxx# clear switchport monitor gil/0/1
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show switchport monitor

To display the monitored statistics gathered by a specific interface, use the show switchport monitor Privileged
EXEC mode command.
Syntax

show switchport monitor interface-id {seconds| minutes| hours| days |weeks} [utilization | tx | rx |
frames]

show switchport monitor interface-id {days |weeks}

show switchport monitor utilization [interface-id]

Parameters

« interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

* seconds— last 20 samples, sampled every 15 seconds.

» minutes—Ilast 60 samples, sampled every 60 seconds (every round minute according to system time).
* hours—Ilast 24 samples, sampled every 60 minutes (every round hour according to system time).

* days—Ilast 7 samples, sampled every 24 hours (midnight to midnight according to system time).

» weeks—Tlast 12 samples, sampled every 7 days (midnight saturday to midnight saturday according to
system time).

« utilization —shows per time frame the utilization calculated.
* rX —shows received counters statistics.
* tX —shows sent counters statistics.

» frames —show received counters statistics collected per packet size.

Default Configuration

Display monitored statistics for an interface or all interface in case of sshow switchport monitor utilization
command.

Command Mode

Privileged EXEC mode

User Guidelines

The show switchport monitor utilization is used to show a utilization summary per interface of the last time
frame in each time frame(i.e. last minute, last hour, last day and last week).

The show switchport monitor interface-id is used to show monitored statistics samples collected per time
frame and per counter types.
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Example 1—The following example displays monitored statistics utilization seen by interface gil/0/1.

switchxxxxxx# show switchport monitor utilization gil/0/1

Interface Minutes Rx/TX Hours Rx/TX Days Rx/TX Weeks Rx/TX

————————— utilization utilization utilization utilization

gil/0/1 | ==mmmmmmm—m—— | mmmmmmmmmmm | mmm e | e
95% 80% 60% 20%

Example 2—The following example displays monitored Tx statistics gathered in minutes time frame
seen by interface gil/0/1.

switchxxxxxx# show switchport monitor gil/0/1 minutes tx

Time Unicast frames Broadcast frames Multicast frames Good
—————————— Sent Sent Sent Octet
04:22:00(~) |- |=——————————— | mmm——————— Sent
04:23:00 95% 80% 60 |
80% 70% 60% 20%
50%

(~) Not all samples are available.

The following table describes the fields shown in the display.

Field Description
Time Time stamp of the current sample in system real time
clock.

For seconds, minutes and hours format is: hh:mm:ss.
For days and weeks format is:

<day of week> dd/mm/yy.

Good Octets Received Number of received octets.

Good Unicast frames Received | Number of received Unicast packets.

Good Multicast frames Received | Number of received Unicast packets.

Good Broadcast framesReceived | Number of received broadcast packets.

Good Octets Sent Number of transmitted octets.
Good Unicast frames Sent Number of transmitted Unicast packets.
Good Multicast frames Sent Nmber of transmitted Unicast packets.

Good Broadcast frames Sent Number of transmitted Broadcast packets.

Frames of 64 bytes Number of received packets size of 64 bytes.
Frames of 65-127 bytes Number of received packets size of 65-127 bytes.
Frames of 128-255 bytes Number of received packets size of 128-255 bytes.
Frames of 256-511 bytes Number of received packets size of 256-511 bytes.
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Field Description

Frames of 512-1023 bytes Number of received packets size of 512-1023 bytes.
Frames of 1024-1518 bytes Number of received packets size of 1024-1518 bytes.
Rx Error Frames Received Number of frames received that are an integral number

of octets in length but do not pass the FCS check.

Rx Utilization Utilization in percentage for Received frames on the
interface.

Tx Utilization Utilization in percentage for Sent frames on the
interface.

Rx/Tx Utilization An average of the Rx Utilization and the Tx

Utilization in percentage on the interface.
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CBD Probe Commands

This chapter contains the following sections:

* cbd probe enable, on page 450

* cbd address, on page 451

* cbd key, on page 452

* cbd connection enable, on page 453

* cbd reset, on page 454

* clear cbd probe database, on page 455
* show cbd , on page 456
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CBD Probe Commands |

chd probe enable

To enable the Cisco Business Dashboard Probe operation on device, use the cbd probe enable command in
Global Configuration mode. To disable the Cisco Business Dashboard Probe operation, use the no form of
this command.

Syntax
cbd probe enable

no cbd probe enable

Default Configuration

Cisco Business Dashboard Probe is disabled.

Command Mode

Global Configuration mode

User Guidelines

Use the command to enable the Cisco Business Dashboard Probe on the device.

Example

The following example enables the Cisco Business Dashboard Probe on the device:

switchxxxxxx (config) # cbd probe enable
This operation may take a few seconds....
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chd address

To configure the details of the Cisco Business Dashboard, use the cbd address command in Global
Configuration mode. To remove the details of the Cisco Business Dashboard, use the no form of this command.

Syntax
cbd address {ip-address | hostname} [port port]

no cbd address

Parameters

« address ip-address—Specifies the Cisco Business Dashboard IP address. This can be an IPv4 address.

+ address hostname — Specifies the Cisco Business Dashboard as a hostname (Range: 1-158 characters.
Maximum label size of each part of the host name: 63).

* port — Specifies the TCP port used to connect to Cisco Business Dashboard. (Range: 1-65535)

Default Configuration

No address is configured. CBD port default is 443.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd address command to configure the Cisco Business Dashboard IP address and the TCP port to
use to connect to the Cisco Business Dashboard. The cbd connection enable configuration must be removed
prior to making changes to this parameter.

Examples

The following example configures the IPv4 address of the Cisco Business Dashboard to 1.1.1.1 and sets the
TCP port to 8443.

switchxxxxxx (config)# cbd address 1.1.1.1 port 8443

In the following example configuration of the Cisco Business Dashboard IPv4 address fails because connection
to Dashboard is enabled.

switchxxxxxx (config)# cbd address 1.1.1.1

Command failed!

Please disable connection to Cisco Business Dashboard before configuring this command, using
command "no cbd connection enable". Only after configuring all Dashboard settings (Dashboard
address, Key parameters, Organization and Network name) re-enable connection (command "cbd
connection enable") to allow Probe connection to Cisco Business Dashboard
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chd key

CBD Probe Commands |

To configure the key ID and secret of the Cisco Business Dashboard, use the cbhd key command in Global
Configuration mode. To remove Cisco Business Dashboard key ID and secret configuration, use the no form
of this command.

Syntax

cbd key id id-string secret secret-string

encrypted chd key id id-string secret encrypted-secret-string
no cbd key

Parameters

» id id-string—Specifies the key ID to use for initial authentication between the Cisco Business Dashboard
Probe running on the device and the Cisco Business Dashboard (A string of 24 hexadecimal digits).

* secret secret-string— Specifies the secret to use for authentication, can be specified as an alphanumeric
string without white-spaces. The key can be up to 160 characters.

* secret encrypted-secret-string — Same as the secret-string parameter, but the secret is in encrypted form.

Default Configuration

CBD key ID and secret are not defined.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd key command to configure the Cisco Business Dashboard key ID and secret. The cbd connection
enable configuration must be removed prior to making changes to this parameter.

Example

The following example configures the key ID and secret of the Cisco Business Dashboard used for initial
authentication:

switchxxxxxx (config)# cbd key id 5cecde9f21bb450005fb790b secret secretExamplel23
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chd connection enable

To configure the probe to connect with Cisco Business Dashboard, use the cbd connection enable command
in Global Configuration mode. To disable probe connection to the Cisco Business Dashboard, use the no form
of this command.

Syntax
cbd connection enable

no cbd connection enable

Default Configuration

Probe is not enabled for connection to Cisco Business Dashboard.

Command Mode

Global Configuration mode

User Guidelines

Use the cbd connection enable command to enable the probe to connect to the Cisco Business Dashboard.
The configuration of this command will trigger the Cisco Business Dashboard Probe to connect to the Cisco
Business Dashboard if the CBD Probe is enabled.

The cbd organization name, cbd network name, cbd addressand cbd key settings must be configured for
the cbd connection enable command to succeed. Use the no cbd connection enable to disconnect the Probe
from the Cisco Business Dashboard and to allow the user to change the Cisco Business Dashboard settings
mentioned above.

Examples
The following example enables the probe to connect to the Cisco Business Dashboard:
switchxxxxxx (config)# cbd connection enable

In the following example the command fails because some of the Dashboard settings needed for connection
were not configured:

switchxxxxxx (config)# cbd connection enable
Command failed. Please make sure all of the following dashboard parameters are configured:
dashboard address, organization name, network name and key;
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chd reset

CBD Probe Commands |

To reset Cisco Business Dashboard Probe connection to the Cisco Business Dashboard use the cbd reset
command in Privileged EXEC mode.

Syntax

cbd reset

Command Mode

Privileged EXEC mode

User Guidelines

Use the cbd reset command to reset the connection to the Cisco Business Dashboard. Applying the command
will disconnect current connection with Dashboard, flush CBD probe cached data and then attempt to reconnect
to the Cisco Business Dashboard.

The command will be executed only if the Probe Agent is enabled (command cbd probe enable, on page 450)
and connection to Cisco Business Dashboard is also enabled (command cbd connection enable, on page 453).

Examples
The following example executes an attempt to reconnect using the configured key ID and secret:
switchxxxxxx# cbd reset

In the following example the reset command fails because Probe connection to Network Cisco Business
Dashboard is not enabled:
switchxxxxxx# cbd reset

Operation failed because Probe connection to Cisco Business Dashboard is not enabled.
Please enable conntection to Cisco Business Dashboard using command "cbd connection enable".

In the following example the reset command fails because Probe agent is not enabled on device:

switchxxxxxx# cbd reset
Operation failed because Probe is not enabled
Please enable Probe using command "cbd probe enable".

. Cisco Business Switches 350 Series CLI Guide



| CBD Probe Commands

clear cbd probe database .

clear chd probe database

To clear the Cisco Business Dashboard Probe database use the clear cbd probe database command in
Privileged EXEC mode.

Syntax

clear cbd probe database

Command Mode

Privileged EXEC mode

User Guidelines
Use the clear cbd probe database to clear the Cisco Business Dashboard Probe database.

The command will be executed only if the Cisco Business Dashboard Probe Agent is disabled.

Examples
The following example clears the Cisco Business Dashboard Probe Database:
switchxxxxxx# clear cbd probe database

In the following example, the clear command fails because the Cisco Business Dashboard Probe is enabled
on the switch:

switchxxxxxx# clear cbd probe database
Operation failed because Cisco Business Dashboard Probe is enabled on the switch.
Please disable Probe on switch using command "no cbd probe enable".
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show chd

CBD Probe Commands |

To display information about Cisco Business Dashboard Probe Configuration and status, use the show chd
command in Privileged EXEC mode.

Syntax
show cbd

Command Mode

Privileged EXEC mode

User Guidelines

Use the show cbd command, to display information about the Cisco Business Dashboard Probe running on
the device.

Example

The following example shows the output from the show cbd command:

switchxxxxxx# show cbd

Network Probe is enabled
Operational status: Active
Probe version: 1.1.2.20181019
Dashboard address: 1.1.1.1
Dashboard port: 443

Key ID: MyKey

Key Secret (encrypted): 8nPzy2hzuba9pG3iiC/q0451RynUn7kg94LI9WORFrRM=
Organization name: ABC Company
Network name: my network
Dashboard status: connected

The following table describes the different Cisco Business Dashboard Probe setting and behavior and the
relevant Administrative & Operational state display.

Cisco Business Dashboard Probe Setting and Status | Administrative State Operational State
indication indication

Cisco Business Dashboard Probe Disabled Disabled Inactive

Cisco Business Dashboard Probe Enabled and active | Enabled Active

Cisco Business Dashboard Probe Enabled but is not | Enabled Fault

active (indicates a failure)
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File System Commands

This chapter contains the following sections:

* File Specification, on page 458

* System Flash Files, on page 461

* Flash File System on Stack, on page 462
* boot config, on page 463

* boot localization, on page 465

* boot system, on page 466

* cd, on page 467

* copy, on page 468

* delete, on page 470

* dir, on page 471

» mkdir, on page 472

* more, on page 473

* pwd, on page 474

* reload, on page 475

* rename, on page 477

* rmdir, on page 479

* service mirror-configuration, on page 480
* show bootvar / show version, on page 481
* show mirror-configuration service, on page 484
* show reload, on page 485

* show running-config, on page 486

* show startup-config, on page 488

* write, on page 489
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File System Commands |

File Specification

The files may be located on:

* Network: TFTP servers and/or SCP servers - Network files
» Active FLASH - Flash files

* mass-storage connected to a USB port of Active - USB files. Only one mass-storage is supported.

Note. Although inside the switch supports the File System on FLASH of all stack units the File System CLI
commands allow access only to flash files on Active unit. Needed file synchronizations between Active unit
and other units is performed by the switch automatically.

Uniform Resource Locators (URLSs) are used to specify the location of a file or a directory. The URL has the
following syntax:

<url> ::= tftp://<location>/<file-path> | scp://[<username>:<password>@]<location>/<file-path> |
ush://<file-path> | flash://<file-path> | <current-directory>[/<file-path>] | <higher-directory>[/<file-path>]
| <file-path>

<username> ::= string up to 70 characters

<password> :: = string up to 70 characters

<location> ::= <ipv4-address> | <ipv6-address> | <dnhs-name>
<current-directory> ::=[{usb | flash}:][.]

<higher-directory> ::=[{usb | flash}:]..

<file-path> ::= [<directories-path>/]<filename>

<directories-path> ::= <directory-name> | <directories-path>/<directory-name>
The maximum number of directories in <directories-path> is 16.
<directory-name> ::= string up to 63 characters

<filename> ::= string up to 63 characters

Filenames and directory names consist only of characters from the portable filename character set. The set
includes the following characters:

*ABCDEFGHIJKLMNOPQRSTUVWXYZ
cabcdefghijklmnopqrstuvwxyz
* <space>

«0123456789. -

The last three characters are the <period>, <underscore>, and <hyphen> characters, respectively.

If an URL includes spaces it must be enclosed by the " characters.
For example:
" flash://aaa it/alpha/file 125"

The maximal length of URL is 160 characters
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The following File systems are supported on USB:
* FAT 32—Full support.

* NTFS—Partially support: read only.

The switch supports the following predefined URL aliases:

» active-image—The predefined URL alias specifies the Active Image file. This file has the following
permissions:

readable

executable

* inactive-image—The predefined URL alias specifies the Inactive Image file. This file has the following
permissions:

readable

executable
* running-config—The predefined URL alias specifies the Running Configuration File.

» startup-config—The predefined URL alias specifies the Startup Configuration File. This file has the
following permissions:

readable

* localization. The predefined URL alias specifies the Secondary Language Dictionary files. These files
have the following permissions:

readable

» logging. The predefined URL alias specifies the Syslog file. This file has the following permissions:

readable

» mirror-config. The predefined URL alias specifies the Mirror Configuration file. This file has the
following permissions:

readable

Example 1. The following example specifies a file on TFTP server using an [Pv4 address:
tftp://1.1.1.1/aaa/dat/file.txt

Example 2. The following example specifies a file on TFTP server using an [Pv6 address:
tftp://3000:1:2::11/aaa/dat/file.txt

Example 3. The following example specifies a file on TFTP server using a DNS name:
tftp://files.export.com/aaa/dat/file.txt

Example 4. The following example specifies a file on FLASH:
flash://aaa/dat/file.txt

Example 5. The following example specifies files using the current directory:
./dat/file.txt

dat/file.txt
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Example 6. The following example specifies a file using the higher directory:
../dat/file.txt

Example 7. The following example specifies a file on mass-storage device connected to the USB
port:

usb://aaa/dat/file.txt

Example 8. The following example specifies files on mass-storage device connected to the USB
port using the current directory:

usb:aaa/dat/file.txt
usb:./aaa/dat/file.txt

Example 9. The following example specifies a file on mass-storage device connected to the USB
port using the higher directory:

usb:../aaa/dat/file.txt
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System Flash Files

The system files used by the switch are in the flash://system/ directory. A user cannot add, delete, and rename
the system files and directories, a user cannot create new directories under the system directory.

The system files are divided to the following groups:

* Inner System files. The files are created by the switch itself. For example the Syslog file.

» Files installed/Uninstalled by user. This group includes the following files:
Active and Inactive Images
Startup Configuration

Secondary Language Dictionary

Additionally, the following commands from previous versions can be used too:

Note. Reset to Factory Default removes all files from the FLASH except the following files:
* active-image
* inactive-image
* mirror-config

* localization

The flash://system/ directory contains the following directories:

« flash://system/images)—The directory contains the Active and Inactive Image files.

« flash://system/configur ation/—The directory contains the Startup and Mirror Configuration files.
« flash://system/localization/—The directory contains the Secondary Language Dictionary files.

« flash://system/syslog/—The directory contains the Syslog file.

« flash://system/applications—The directory contains inner system files managed by the switch
applications.
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Flash File System on Stack

The CLI commands provide access only to files located on the Active unit FLASH. The switch performs
automatically synchronization files between Active unit and Member units:

* The Standby unit’s Flash File system is fully synchronized with the Active unit’s Flash File System.

* For non-Standby Member units File system only the following files are synchronized:

* Active Image file
* Inactive Image file
* Secondary Language Dictionary files

» All other files and directories are deleted.
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boot config

To install a file as Startup Configuration after reload, use the boot config command in Privileged EXEC mode.
To uninstall the Startup configuration file, use the Nno form of this command.

Syntax

boot config startup-config-url
boot config running-config
boot config mirror-config

no boot config

Parameters

» startup-config-url—the url of a file. The predefined URLSs cannot be configured.

Command Mode

Privileged EXEC mode

User Guidelines

Use the boot config startup-config-url command to install Startup Configuration from the startup-config-url
file. The file must be a text file containing CLI commands. The command performs the following actions:

« Copies the file into the system directory flash://system/configuration/
* Converts the file format from the text format in the inner binary format.
* Installs the converted file as Startup Configuration. The previous Startup Configuration file is deleted.

* Installs Startup Configuration on Standby unit.

Use the boot config running-config command to install Startup Configuration from Running Configuration.

Use the boot config mirror-config command to install Startup Configuration from the Mirror Configuration
file.

Use the no boot config command, to uninstall Startup Configuration. The uninstalled file is deleted.

Example 1. The following example installs Startup Configuration from a TFTP server:
switchxxxxxx# boot config tftp://1.1.1./confiration-files/config-vl.9.dat
Example 2. The following example installs Startup Configuration from FLASH:
switchxxxxxx# boot config flash://confiration-files/config-vl.9.dat
Example 3. The following example unsets the current Startup Configuration:
switchxxxxxx# no boot config

Example 4. The following example installs Startup Configuration from the Running Configuration
file:
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switchxxxxxx# boot config running-config

Example 5. The following example installs Startup Configuration from the Mirror Configuration
file:

switchxxxxxx# boot config mirror-config
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boot localization

To install a file as the Secondary Language Dictionary file, use the boot localization command in Privileged
EXEC mode. To remove all the installed language files, use the no form of this command.

Syntax
boot localization dictionary-url

no boot localization

Parameters

« dictionary-url—the url of a file. The predefined URLs cannot be configured.

Default Configuration

Default language.

Command Mode

Privileged EXEC mode

User Guidelines

Use the boot localization dictionary-url command to install aSecondary Language Dictionary from the
dictionary-url file. The command performs the following actions:

* Copies the file into the system directory flash://system/localization/

* Validates installed file format and if the file language is supported by the device. If the file does not have
the correct format, or if the file language is not supported by the device, the file is not copied and the
command will finish with an error.

* Replaces the relevant language file on device with the installed file. Update of language file does not
change the active secondary language used by web GUI user.

* Installs Secondary Language Dictionary relevant file on all the all other stack units.

Use the no boot dictionary command, to uninstall Secondary Language Dictionary. The uninstalled files are
deleted.

Example 1. The following example installs the Secondary Language Dictionary file from a TFTP
server:

switchxxxxxx# boot localization tftp://196.1.1.1/web-dictionaries/germany-dictionary.lang
Example 2. The following example installs the Secondary Language Dictionary file from FLASH:

switchxxxxxx# boot localization flash://web-dictionaries/germany-dictionary.lang
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boot system

To install the system (active) image that the switch loads at startup, use the boot system command in Privileged
EXEC mode.

Syntax
boot system image-ur|

boot system inactive-image

Parameters

+ image-url—The URL of a file. The predefined URLSs cannot be configured.

Default Configuration

No default.

Command Mode

Privileged EXEC mode

User Guidelines

Use the boot system image-url command to install a new active image from the image-url file. The command
performs the following actions:

* Copies the file into the system directory flash://system/image/

* Validates its format. If the file does not have the correct image format the file is deleted and the command
is finished with an error.

* Installs the copied file as the active image that will be used be loaded at startup. The previous active
image file is save as inactive image. The previous inactive image is deleted.

* Installs the new active image in all stack units.
Use the boot system inactive-image command to set the inactive image as active one and the active image
as inactive one.

The command installs the inactive image as active in all stack units.

Example 1. The following example sets a new active image from a TFTP server:
switchxxxxxx# boot system tftp://145.21.2.3/image/image-vl-1.ros
Example 2. The following example sets a new active image from FLASH:
switchxxxxxx# boot system flash://images/image-vl-1l.ros

Example 3. The following example sets the inactive image:

switchxxxxxx# boot system inactive-image
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cd

To change the current directory or file system, use the cd command in User EXEC mode.

Syntax

cd url

Parameters

» url—Specifies a directory on FLASH or on USB.

Default Configuration
The flash root directory (flash://)

Command Mode

User EXEC mode

User Guidelines

When a terminal session is started the current directory of the session is set to flash://. Use the cd command
to change the current directory.

Example 1. The following example sets a new current directory on FLASH:

switchxxxxxx> pwd
flash://

switchxxxxxx> cd date/aaa
switchxxxxxx> pwd
flash://date/aaa

Example 2. The following example sets a new current directory on USB:

switchxxxxxx> pwd
flash://

switchxxxxxx> cd usb://
switchxxxxxx> pwd
usb://
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To copy any file from a source to a destination, use the copy command in Privileged EXEC mode.

Syntax

copy src-url dst-url

*copy {running-config | startup-config} dst-url

copy {running-config | startup-config} dst-url [exclude | include-encrypted | include-plaintext]
copy src-url running-config

copy running-config startup-config

copy tech-support cbd ush://<file-path>

Parameters
* src-url—The location URL of the source file to be copied. The predefined URL aliases can be configured.

¢ dst-url—The URL of the destination file or the directory to be copied. The predefined URL aliases cannot
be configured.

» exclude—The file does not include sensitive data in the file being copied.

« include-encrypted—The file includes sensitive data in its encrypted form. This secure option is applied
by default, if no secure option is configured.

+ include-plaintext—The file includes sensitive data in its plaintext form.

« tech-support cbd — Indicates that the source is the Cisco Business Dashboard (CBD) tech support
information. If this source is selected, the destination can only be USB. If specified filename does not
include the ".zip" suffix, this suffix will be added automatically to copied filename (full path length up
to 160 characters).

Command Mode

Privileged EXEC mode

User Guidelines
The following guidelines are relevant:

* You cannot copy one network file to another network file.
» Localization is not supported as a predefined src-url or dst-url.

* Use the copy src-url dst-url command to copy any file. If the dst-url argument defines an existed flash
file the command fails if this file does not have the writable permission. If the dst-url argument defines
a directory file then the file is copied into the directory with the same name. No file format validation or
conversion is performed. If the src-url argument and dst-url arguments define flash files the dst-url file
will have the permissions of the src-url file. If the src-url argument defines a non-flash file and the dst-url
argument defines a flash files the dst-url file will have the following permissions:
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« readable

 writable

* Use the copy src-url running-config command to add a file to the Running Configuration file.

Example 1. The following example copies file filel from the TFTP server 172.16.101.101 to the
flash://aaalfilel file:

switchxxxxxx# copy tftp://172.16.101.101/filel flash://aaa/filel

Example 2. The following example saves the Startup configuration file in the
tftp://172.16.101.10/config.txt file:

*switchxxxxxx# copy startup-config tftp://172.16.101.101/config.txt or switchxxxxxx# copy
startup-config tftp://172.16.101.101/config.txt include-encrypted

Example 3. The following example copies the Running Configuration file to the Startup configuration:

switchxxxxxx# copy running-config startup-config

\)

Note *

If ssd configuration in show running-config or startup-config reads “file SSD indicator plaintext”,
the copied file will have sensitive information in plaintext.

If ssd configuration in show running-config or startup-config reads “file SSD indicator encrypted
”, the copied file will have sensitive information encrypted.

If ssd configuration in show running-config or startup-config reads “file SSD indicator exclude ”,
the copied file will not include sensitive information will be excluded.

Example 4. The following example copies the Syslog file to a TFTP server:
switchxxxxxx# copy logging tftp://1.1.1.1/syslog.txt

Example5. The following example copies a file from the mass-storage device connected to the USB
port to Flash:

switchxxxxxx# copy usb://aaa/filel.txt flash://dirl/file2
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To delete a local file, use the delete command in Privileged EXEC mode.

Syntax
deleteurl
delete startup-config

Parameters

» url—Specifies the local URL of the local file to be deleted. The predefined and network URLs cannot
be configured.

« file-name—Specifies the name of SNA user file to delete.

Command Mode

Privileged EXEC mode

User Guidelines
The delete url command cannot delete a network file.

Use the delete startup-config command to delete the Startup Configuration file.

Example 1. The following example deletes the file called ‘backup/config’ from FLASH:

switchxxxxxx# cd flash://backup/
switchxxxxxx# delete aaa.ttt
Delete flash://backup/aaa.ttt? [Y/N]Y

Example 2. The following example deletes the file called ‘aaa/config’ from the mass-storage device
connected to the USB port:

switchxxxxxx# delete usb://aaa/config
Delete usb://aaa/config? [Y/N]Y
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To display a list of files on a file system, use the dir command in User EXEC mode.

Syntax
dir [url]

Parameters

» url—Specifies the local URL of the directory to be displayed. The predefined and network URLs cannot
be configured. If the argument is omitted the current directory is used.

Command Mode

User EXEC mode

User Guidelines
The command cannot be applied to a network directory.

Use the dir command without the argument to display the current directory.

Examples

The following example displays the flash://mng/ directory:

switchxxxxxx> dir flash://mng/
Permissions

d-directory

r-readable

w-writable

x—-executable
134560K of 520000K are free
Directory of flash://mng/

Permission File Size Last Modified File Name
drw- 4720148 Dec 12 2010 17:49:36 bin

-r—- 60 Dec 12 2011 17:49:36 config-list
-r—- 160 Feb 12 2011 17:49:36 image-list
-r-x 6520148 Nov 29 2010 7:12:30 imagel

—rw- 2014 Nov 20 2010 9:12:30 data
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To create a new directory, use the mkdir command in Privileged EXEC mode.

Syntax

mkdir url

Parameters

» url—Specifies the URL of the created directory. The predefined and network URLs cannot be configured.

Command Mode

Privileged EXEC mode

User Guidelines
The mkdir command cannot be applied to a network directory.
The mkdir command cannot create a directory into the flash://system/ directory.

All directories defined in the url argument except the created one must exist.

Example 1. The following example creates a directory on FLASH:

switchxxxxxx# mkdir flash://date/aaa/

Example 2. The following example creates a directory on the mass-storage device connected to the
USB port:

switchxxxxxx# mkdir usb://newdir/
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more

To display the contents of a file, use the more command in User EXEC mode.

Syntax

moreurl

Parameters

» url—Specifies the local URL or predefined file name of the file to display.

Command Mode

User EXEC mode

Example

The following example displays the running configuration file contents:

switchxxxxxx> more running-config
no spanning-tree

interface range gi/11-48

speed 1000

exit

no lldp run

line console

exec-timeout 0
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To show the current directory, use the pwd command in User EXEC mode.

Syntax
pwd [usb: I flash:]

Parameters

» ush:—Display the current directory on the USB driver.

» flash:—Display the current directory on the FLASH driver.

Command Mode

User EXEC mode

User Guidelines
Use the pwd ush: 1 flash: command to show the current directory on the specified driver.

Use the pwd command to show the current directory set by the recent cd command.

Example

The following example uses the cd command to change the current directory and then uses the pwd command
to display that current directory:

switchxxxxxx> pwd
flash://

switchxxxxxx> cd date/aaa
switchxxxxxx> pwd
flash://date/aaa
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To reload the operating system, use the reload command in Privileged EXEC mode.

Syntax
reload [in [hhh:mm | mmm] | at hh:mm [day month]] | cancel]

reload cancel

Parameters

+ in hhh:mm| mmm—Schedules a reload of the image to take effect in the specified minutes or hours and
minutes. The reload must take place within approximately 24 days.

« at hh:mm—Schedules a reload of the image to take place at the specified time (using a 24-hour clock).
If you specify the month and day, the reload is scheduled to take place at the specified time and date. If
you do not specify the month and day, the reload takes place at the specified time on the current day (if
the specified time is later than the current time) or on the next day (if the specified time is earlier than
the current time). Specifying 00:00 schedules the reload for midnight. The reload must take place within
24 hours.

 day—Number of the day in the range from 1 to 31.
» month—Month of the year. (Range: Jan—Dec)

» cancel—Cancels a scheduled reload.

Command Mode

Privileged EXEC mode

User Guidelines
Use the reload command to reload the switch.

Use the reload {in hhh:mm| mmm| at hh:mm [day month]} command the command to specify scheduled
switch reload.

The at keyword can be configured only if the system clock has been set on the switch.

When you specify the reload time using the at keyword, if you specify the month and day, the reload takes
place at the specified time and date. If you do not specify the month and day, the reload takes place at the
specified time on the current day (if the specified time is later than the current time), or on the next day (if
the specified time is earlier than the current time). Specifying 00:00 schedules the reload for midnight. The
reload must take place within 24 days.

Use the reload cancel command to cancel the scheduled reload.

Example 1. The following example reloads the switch:

switchxxxxxx# reload
This command will reset the whole system and disconnect your current session. Do you want
to continue? (Y/N) [Y]

Example 2. The following example reloads the image in 10 minutes:
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switchxxxxxx# reload in 10

This command will reset the whole system and disconnect your current session. Reload is

scheduled for 11:57:08 UTC Fri Apr 21 2012 (in 10 minutes). Do you want to continue? (Y/N)
[Y]

Example 3. The following example reloads the image at 12:10 24 Aug:

switchxxxxxx# reload at 12:10 24 Aug

This command will reset the whole system and disconnect your current session. Reload is
scheduled for 12:10:00 UTC Sun Aug 24 2014 (in 1 hours and 12 minutes). Do you want to
continue ? (Y/N) [N]

Example 4. The following example reloads the image at 13:00:

switchxxxxxx# reload at 13:00 soft

This command will reset the whole system and disconnect your current session. Reload is

scheduled for 13:00:00 UTC Fri Apr 21 2012 (in 1 hour and 3 minutes). Do you want to continue?
(Y/N) [Y]

Example 5. The following example cancels a reload.

switchxxxxxx# reload cancel
Reload cancelled.
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To rename a local file or directory, use the rename command in Privileged EXEC mode.

Syntax

rename url new-url

Parameters

» url—Specifies the URL of the file or directory to be renamed. The predefined and network URLs cannot
be configured.

* new-url—Specifies the new URL of the renamed file or directory. The predefined and network URLs
cannot be configured.

Command Mode

Privileged EXEC mode

User Guidelines
The url and new-url arguments must specifies the same driver.
The command cannot rename a network file or network directory.

The command cannot rename a file or directory into the flash://system directory.

Example 1. The following example renames the flash://bin/text1.txt file to
flash://ar chive/text1sav.txt:

switchxxxxxx# ed flash://archive
switchxxxxxx# rename flash://bin/textl.txt ./textlsav.txt

Example 2. The following example renames the flash://a/b directory to the flash://e/g/h directory:

switchxxxxxx# pwd
flash://a/b/c/d
switchxxxxxx> dir flash://a
Permissions

¢ d-directory

e r-readable

« w-writable

e x-executable
134560K of 520000K are free
Directory of flash://a

File Name Permission File Size Last Modified

b drw- 472148 Dec 13 2010 15:49:36
switchxxxxxx> dir flash://e/g/h

Permissions

e d-directory
* r-readable
* w-writable
* x-executable
134560K of 520000K are free
Directory of flash://e/g/h
File Name Permission File Size Last Modified
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switchxxxxxx# rename flash://a/b flash://e/g/h

switchxxxxxx# pwd
flash://e/g/h/c/d
switchxxxxxx> dir flash://a
Permissions

¢ d-directory

e r-readable

e w-writable

e x-executable
134560K of 520000K are free
Directory of flash://mng/
File Name Permission File Size
switchxxxxxx> dir flash://e/g/h
Permissions

e d-directory

e r-readable

« w-writable

e x-executable
134560K of 520000K are free
Directory of flash://e/g/h
File Name Permission File Size

c drw- 720148
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To remove a local directory, use the rmdir command in Privileged EXEC mode.

Syntax

rmdir url

Parameters

» url—Specifies the URL of the file or directory to be deleted. The predefined and network URLs cannot
be configured.

Command Mode

Privileged EXEC mode

User Guidelines
Only empty directory can be deleted.
The command cannot remove a network directory.

The command cannot remove a directory into the flash://system directory.

Example 1. The following example removes the directory called ‘backup/config/” from FLASH:

switchxxxxxx# rmdir flash://backup/config/
Remove flash://backup/config? [Y/N]Y

Example 2. The following example removes the directory called ‘aaa/config’ from the mass-storage
device connected to the USB port:

switchxxxxxx# rmdir usb://aaa/config/
Remove directory usb://aaa/config? [Y/N]Y
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service mirror-configuration

Use the service mirror-configuration Global Configuration mode command to enable the mirror-configuration
service. Use No service mirror-configuration command to disable the service.

Syntax
service mirror-configuration

no service mirror-configuration

Parameters

This command has no arguments or keywords.

Default Configuration

The default configuration is mirror-configuration service enabled.

Command Mode

Global Configuration mode

User Guidelines

The mirror-configuration service automatically keeps a copy of the last known stable configuration (startup
configuration that has not been modified for 24H).

When this service is disabled, the mirror-configuration file is deleted.

Example 1 - The following example disables the mirror-configuration service:
switchxxxxxx (config)# no service mirror-configuration

This operation will delete the mirror-config file if exists. Do you want to continue? (Y/N) [N]
Example 2 - The following example enables the mirror-configuration service

switchxxxxxx (config)# service mirror-configuration

Service is enabled.
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show hootvar / show version

To display the active system image file that was loaded by the device at startup, and to display the system
image file that will be loaded after rebooting the switch, use the show bootvar or show version command in
User EXEC mode.

Syntax
show bootvar

show version

Parameters

This command has no arguments or keywords.

Command Mode

User EXEC mode

User Guidelines

The show bootvar and show version commands have the same functionality.

Example 1. The following example gives an example of the command output after reload:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image v12-01.ros
Version: 12.01
MD5 Digest: 3FA000012857D8855AABC7577AB8999
Date: 04-Feb-2001
Time: 11:13:17

Example 2. This example continues the inactive one, after applying the boot system
tftp://1.1.1.1/image v14-01.r os command:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Active after reboot

Example 3. This example continues the inactive one, after a system reload:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image v14-01l.ros
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Version: 14.01

MD5 Digest: 23FA000012857D8855AABC7577AB5562

Date: 24-Jul-2014

Time: 23:11:17

Inactive-image: flash://system/images/image v12-03.ros

Version: 12.03

MD5 Digest: 63FA000012857D8855AABEAT7451265456

Date: 04-Jul-2014

Time: 15:03:07

File System Commands |

Example4. This example continues the inactive one, after applying the boot system inactive-image

command:

switchxxxxxx# show bootvar

Active-image: flash://system/images/image v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Inactive after reboot

Inactive-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07

Active after reboot

Example 5. This example continues the inactive one, after a system reload:

switchxxxxxx# show bootvar

Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEA7451265456
Date: 04-Jul-2014
Time: 15:03:07

Inactive-image: flash://system/images/ image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07

Example7. The following example gives an example of the command output after applying the boot

system command two times:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image v12-01.ros
Version: 12.01
MD5 Digest: 3FA000012857D8855AABC7577AB8999
Date: 04-Feb-2001
Time: 11:13:17
switchxxxxxx# boot system tftp://1.1.1.1/image v14-01.ros
switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image v14-01.ros
Version: 14.01
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show bootvar / show version .

MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Active after reboot
switchxxxxxx# boot system tftp://1.1.1.1/image v14-04.ros
switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image v14-04.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Active after reboot

Example8. The following example gives an example of the command output after applying the boot
system tftp://1.1.1.1/image_v14-01.ros command and the boot system inactive-image command:

switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image v12-01.ros
Version: 12.01
MD5 Digest: 3FA000012857D8855AABC7577AB8999
Date: 04-Feb-2001
Time: 11:13:17
switchxxxxxx# boot system tftp://1.1.1.1/image v14-01l.ros
switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive after reboot
Inactive-image: flash://system/images/image v14-0l.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
Active after reboot
switchxxxxxx# boot system inactive-image
switchxxxxxx# show bootvar
Active-image: flash://system/images/image v12-03.ros
Version: 12.03
MD5 Digest: 63FA000012857D8855AABEAT7451265456
Date: 04-Jul-2014
Time: 15:03:07
Inactive-image: flash://system/images/image v14-01.ros
Version: 14.01
MD5 Digest: 23FA000012857D8855AABC7577AB5562
Date: 24-Jul-2014
Time: 23:11:17
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. show mirror-configuration service

show mirror-configuration service

To display the mirror-configuration service status, use the show mirror-configuration service command in
User EXEC mode.

Syntax

show mirror-configuration service

Command Mode

User EXEC mode

Example
The following example displays the status of the mirror-configuration service

switchxxxxxx# show mirror-configuration service
Mirror-configuration service is enabled
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show reload

To display the reload status on the switch, use the show reload command in User EXEC mode.

Syntax

show reload

Parameters

This command has no arguments or keywords.

Command Mode

User EXEC mode

User Guidelines

You can use the show reload command to display a pending image reload.

Example 1. The following example displays information when scheduled reload has been configured:

switchxxxxxx> show reload
Image reload scheduled for 00:00:00 UTC Sat April 20 (in 3 hours and 12 minutes)

Example 2. The following example displays information when scheduled reload has not been
configured:

switchxxxxxx> show reload
No scheduled reload
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File System Commands |

show running-config

To display the contents of the currently running configuration file, use the show running-config command
in Privileged EXEC mode.

show running-config [interface interface-id-list | detailed | brief]

Parameters

« interface interface-id-list—Specifies a list of interface IDs. The interface IDs can be one of the following
types: Ethernet port, port-channel or VLAN.

» detailed—Displays configuration with SSL and SSH keys and certificates.

* brief—Displays configuration without SSL and SSH keys and certificates.

Default Configuration

All interfaces are displayed. If the detailed or brief keyword is not specified, the brief keyword is applied.

Command Mode

Privileged EXEC mode

Example
The following example displays the running configuration file contents.

switchxxxxxx# show running-config
config-file-header

AA307-02

v1.2.5.76 / R750 NIK 1 2 584 002
CLI v1.0

file SSD indicator encrypted

@

ssd-control-start

ssd config

ssd file passphrase control unrestricted
no ssd file integrity control
ssd-control-end cbO0a3fdblf3alaf4e4430033719968c0
|

unit-type unit 1 network te uplink none
unit-type unit 2 network te uplink none
unit-type unit 3 network te uplink none
unit-type unit 4 network te uplink none
unit-type-control-end

|

no spanning-tree

interface range gil/0/1-4

speed 1000

exit

no 1lldp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0

exit

line console

exec-timeout O
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show running-config .

exit
switchxxxxxx#
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show startup-config

To display the Startup Configuration file contents, use the show startup-config command in Privileged EXEC

mode.

Syntax

show startup-config [interface interface-id-list]

Parameters

File System Commands |

* interface interface-id-list—Specifies a list of interface IDs. The interface IDs can be one of the following

types: Ethernet port, port-channel or VLAN.

Command Mode

Privileged EXEC mode

Example

The following example displays the startup configuration file contents.

switchxxxxxx# show startup-config
config-file-header

AA307-02

v1.2.5.76 / R750 NIK 1 2 584 002
CLI v1.0

file SSD indicator encrypted

@

ssd-control-start

ssd config

ssd file passphrase control unrestricted
no ssd file integrity control
ssd-control-end cb0a3fdblf3alaf4e4430033719968c0
|

no spanning-tree

interface range gil/0/1-4

speed 1000

exit

no 1lldp run

interface vlan 1

ip address 1.1.1.1 255.0.0.0

exit

line console

exec-timeout 0

exit

switchxxxxxx#
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write

write .

To save the running configuration to the startup configuration file, use the write command in Privileged EXEC
mode.

Syntax
write

write memory

Parameters

This command has no arguments or keywords.

Command Mode

Privileged EXEC mode

User Guidelines

Use the write command or the write memory command to save the Running Configuration file into the
Startup Configuration file.

Examples

The following example shows how to overwrite the startup-config file with the running-config file with the
write command.

switchxxxxxx# write

Overwrite file [startup-config] ?[Yes/press any key for nol....15-Sep-2010 11:27
148 $COPY-I-FILECPY: Files Copy - source URL running-config destination URL
flash://startup-config

15-Sep-2010 11:27:50 $COPY-N-TRAP: The copy operation was completed successfully
Copy succeeded
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. write
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GVRP Commands

This chapter contains the following sections:

* clear gvrp statistics, on page 492

* gvrp enable (Global), on page 493

* gvrp enable (Interface), on page 494

* gvrp registration-forbid, on page 495

* gvrp vlan-creation-forbid, on page 496
* show gvrp configuration, on page 497
* show gvrp error-statistics, on page 498
* show gvrp statistics, on page 499
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. clear gvrp statistics

clear gvrp statistics

To clear GVRP statistical information for all interfaces or for a specific interface, use the clear gvrp statistics
Privileged EXEC mode command.

Syntax

clear gvrp statistics [interface-id]

Parameters

I nterface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or Port-channel.

Default Configuration

All GVRP statistics are cleared.

Command Mode

Privileged EXEC mode

Example

The following example clears all GVRP statistical information on gil/0/4.

switchxxxxxx# clear gvrp statistics gil/0/4
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gvrp enable (Global)

To enable the Generic Attribute Registration Protocol (GARP) VLAN Registration Protocol (GVRP) globally,
use the gvrp enable Global Configuration mode command. To disable GVRP on the device, use the no form
of this command.

Syntax
gvrp enable

no gvrp enable

Parameters

This command has no arguments or keywords.

Default Configuration

GVREP is globally disabled.

Command Mode

Global Configuration mode

Example

The following example enables GVRP globally on the device.

switchxxxxxx (config)# gvrp enable
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. gvrp enable (Interface)

gvrp enable (Interface)

To enable GVRP on an interface, use the gvrp enable Interface (Ethernet, Port Channel) Configuration mode
command. To disable GVRP on an interface, use the no form of this command.

Syntax
gvrp enable

no gvrp enable

Parameters

This command has no arguments or keywords.

Default Configuration

GVRP is disabled on all interfaces.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

An access port does not dynamically join a VLAN because it is always a member of a single VLAN only.
Membership in an untagged VLAN is propagated in the same way as in a tagged VLAN. That is, the PVID
must be manually defined as the untagged VLAN ID.

Example

The following example enables GVRP on gil/0/4.

switchxxxxxx (config)# interface gil/0/4
switchxxxxxx (config-if)# gvrp enable

. Cisco Business Switches 350 Series CLI Guide



| GVRP Commands
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gvrp registration-forbid

To deregister all dynamic VLANSs on a port and prevent VLAN creation or registration on the port, use the
gvrp registration-for bid Interface Configuration mode command. To allow dynamic registration of VLANs
on a port, use the No form of this command.

Syntax
gvrp registration-forbid
no gvrp registration-forbid

Parameters

This command has no arguments or keywords.

Default Configuration

Dynamic registration of VLANS on the port is allowed.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example forbids dynamic registration of VLANSs on gil/0/2.

switchxxxxxx (config-if)# interface gil/0/2
switchxxxxxx (config-if)# gvrp registration-forbid
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. gvrp vlan-creation-forbid

gvrp vian-creation-forbid

To disable dynamic VLAN creation or modification, use the gvr p vlan-creation-for bid Interface Configuration
mode command. To enable dynamic VLAN creation or modification, use the no form of this command.
Syntax

gvrp vlan-creation-forbid

no gvrp vlan-creation-forbid

Parameters

This command has no arguments or keywords.

Default Configuration
Enabled.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

Example

The following example disables dynamic VLAN creation on gil/0/3.

switchxxxxxx (config-if)# interface gil/0/3
switchxxxxxx (config-if)# gvrp vlan-creation-forbid
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show gvrp configuration

To display GVRP configuration information, including timer values, whether GVRP and dynamic VLAN
creation are enabled, and which ports are running GVRP, use the show gvrp configuration EXEC mode
command.

Syntax
show gvrp configuration [interface-id | detailed]

Parameters

» interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

All GVRP statistics are displayed for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

User EXEC mode

Example

The following example displays GVRP configuration.

switchxxxxxx# show gvrp configuration
GVRP Feature is currently Enabled on the device.
Maximum VLANs: 4094

Port (s) GVRP-Status Regist- Dynamic Timers (ms)

ration VLAN Creation Join Leave Leave All
gil/0/1 Enabled Forbidden Disabled 600 200 10000
gil/0/2 Enabled Normal Enabled 1200 400 20000
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show gvrp error-statistics

Use the show gvrp error-statistics EXEC mode command to display GVRP error statistics for all interfaces
or for a specific interface.

Syntax

show gvrp error-statistics [interface-id]

Parameters

inter face-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types: Ethernet
port or Port-channel.

Default Configuration

All GVRP error statistics are displayed.

Command Mode

User EXEC mode

Example

The following example displays GVRP error statistics.

switchxxxxxx# show gvrp error-statistics
GVRP Error Statistics:

Legend:
INVPROT : Invalid Protocol Id
INVATYP : Invalid Attribute Type INVALEN : Invalid Attribute Length
INVAVAL : Invalid Attribute Value INVEVENT: Invalid Event

Port INVPROT INVATYP INVAVAL INVALEN INVEVENT
gil/0/1
gil/0/2
gil/0/3
gil/0/4
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show gvrp statistics

To display GVRP statistics for all interfaces or for a specific interface, use the show gvrp statistics EXEC

mode command.

Syntax
show gvrp statistics[interface-id]

Parameters

inter face-id—(Optional) Specifies an interface ID. The interface ID can be one of the following types: Ethernet

port or Port-channel.

Default Configuration

All GVRP statistics are displayed.

Command Mode

User EXEC mode

Example

The following example displays GVRP statistical information.

show gvrp statistics .

GVRP statistics:

switchxxxxxx# show gvrp statistics

Legend

rJE : Join Empty Received rJIn: Join In Received

rEmp: | Empty Received rLIn: Leave In Received

rLE Leave Empty Received rLA : Leave All Received

sJE : Join Empty Sent sJIn: Join In Sent

sEmp: |Empty Sent sLIn: Leave In Sent

sLE : Leave Empty Sent sLA : Leave All Sent

Port rJE |tJIn |tEmp |rLIn [rLE |rLA sJE |sJIn |sEmp [sLIn |sLE |[sLA
gil/0/1 |0 0 0 0 0 0 0 0 0 0 0 0
gil/0/2 |0 0 0 0 0 0 0 0 0 0 0 0
gil/0/3 |0 0 0 0 0 0 0 0 0 0 0 0
gil/0/4 |0 0 0 0 0 0 0 0 0 0 0 0
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Green Ethernet Commands

This chapter contains the following sections:

» green-cthernet energy-detect (global), on page 502

« green-cthernet energy-detect (interface), on page 503
« green-ethernet short-reach (global), on page 504

» green-ethernet short-reach (interface), on page 505

» green-cthernet power-meter reset, on page 506

* show green-cthernet, on page 507
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. green-ethernet energy-detect (global)

green-ethernet energy-detect (global)

To enable Green-Ethernet Energy-Detect mode globally, use the green-ethernet ener gy-detect Global
Configuration mode command. To disable this feature, use the no form of this command.

Syntax
green-ethernet ener gy-detect

no green-ethernet ener gy-detect

Parameters

This command has no arguments or keywords.

Default Configuration
Disabled.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# green-ethernet energy-detect
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green-ethernet energy-detect (interface)

Use the green-ethernet ener gy-detect Interface configuration mode command to enable Green
Ethernet-Energy-Detect mode on a port. Use the no form of this command, to disable it on a port.

Syntax
green-ethernet ener gy-detect

no green-ethernet energy-detect

Parameters

This command has no arguments or keywords.

Default Configuration
Disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

Energy-Detect only works on copper ports. When a port is enabled for auto selection, copper/fiber
Energy-Detect cannot work.

It takes the PHY ~5 seconds to fall into sleep mode when the link is lost after normal operation.
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# green-ethernet energy-detect
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. green-ethernet short-reach (global)

green-ethernet short-reach (global)

Use the green-ethernet short-reach Global Configuration mode command to enable Green-Ethernet
Short-Reach mode globally. Use the no form of this command to disabled it.

Syntax
green-ethernet short-reach

no green-ethernet short-reach

Parameters

This command has no arguments or keywords.

Default Configuration
Disabled.

Command Mode

Global Configuration mode

Example

switchxxxxxx (config)# green-ethernet short-reach
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green-ethernet short-reach (interface)

Use the green-ethernet short-reach Interface Configuration mode command to enable green-ethernet
short-reach mode on a port. Use the no form of this command to disable it on a port.

Syntax
green-ethernet short-reach

no green-ethernet short-reach

Parameters

This command has no arguments or keywords.

Default Configuration
Disabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The VCT length check can be performed only on a copper port operating at a speed of 1000 Mbps. If the
media is not copper or the link speed is not 1000, Mbps Short-Reach mode is not applied.

When the interface is set to enhanced mode, after the VCT length check has completed and set the power to
low, an active monitoring for errors is done continuously. In the case of errors crossing a certain threshold,
the PHY will be reverted to long reach.

Note that EEE cannot be enabled if the Short-Reach mode is enabled.
Example

switchxxxxxx (config)# interface gil/0/1
switchxxxxxx (config-if)# green-ethernet short-reach
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. green-ethernet power-meter reset

green-ethernet power-meter reset

Use the green-ethernet power meter reset Privileged EXEC mode command to reset the power save meter.

Syntax

green-ethernet power-meter reset

Parameters

This command has no arguments or keywords.

Default Configuration

None

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# green-ethernet power-meter reset

. Cisco Business Switches 350 Series CLI Guide



| Green Ethernet Commands
show green-ethernet .

show green-ethernet

To display green-ethernet configuration and information, use the show green-ethernet Privileged EXEC
mode command.

Syntax
show green-ethernet [interface-id | detailed ]

Parameters

» interface-id—(Optional) Specifies an Ethernet port

« detailed—(Optional) Displays information for non-present ports in addition to present ports.

Default Configuration

Display for all ports. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

User Guidelines
The power savings displayed is relevant to the power saved by:
* Port LEDs
* Energy detect
* Short reach
The EEE power saving is dynamic by nature since it is based on port utilization and is therefore not taken
into consideration.
The following describes the reasons for non-operation displayed by this command.

If there are a several reasons, then only the highest priority reason is displayed.

Energy-Detect Non-Operational Reasons

Priority Reason Description

1 NP Port is not present

2 LT Link Type is not supported (fiber, auto media select)
3 LU Port Link is up — NA
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Green Ethernet Commands |

Short-Reach Non-Operational Reasons

Priority Reason Description

1 NP Port is not present

2 LT Link Type is not supported (fiber)

3 LS Link Speed Is not Supported (10mbps,100mbps)
4 LL Link Length received from VCT test exceeds

threshold

6 LD Port Link is Down — NA

Example

switchxxxxxx# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Disabled
Enabled

Disable Port LEDs mode:

Power Savings: 24% (1.08W out of maximum 4.33W)

Cumulative Energy Saved:

33 [Watt*Hour]

* Estimated Annual Power saving: 300 [Watt*Hour]

* Annual estimate is based on the saving during the previous week
NA - information for previous week is not available

Short-Reach cable length threshold: 50m

Port Energy-Detect
Admin Oper Reason
gil/0/1 on on
gil/0/2 on off LU
gil/0/3 on off LU

Short-Reach
Admin Force Oper Reason

off off off
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IGMP Commands

This chapter contains the following sections:

* clear ip igmp counters, on page 510

* ip igmp last-member-query-count, on page 511
* ip igmp last-member-query-interval, on page 512
* ip igmp query-interval, on page 513

* ip igmp query-max-response-time, on page 514
* ip igmp robustness, on page 515

* ip igmp version, on page 516

* show ip igmp counters, on page 517

* show ip igmp counters, on page 518

* show ip igmp groups, on page 519

* show ip igmp groups summary, on page 521

* show ip igmp interface, on page 522
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. clear ip igmp counters

clear ip igmp counters

To clear the Internet Group Management Protocol (IGMP) interface counters, use the clear ip igmp counters
command in Privileged EXEC mode.

Syntax

clear ip igmp counter s [interface-id]

Parameters

» interface-id—(Optional) Interface Identifier

Command Mode

Privileged EXEC mode

User Guidelines

Use the clear ip igmp counters command to clear the IGMP counters, which keep track of the number of
joins and leaves received. If you omit the optional interface-id argument, the clear ip igmp counter scommand
clears the counters on all interfaces.

Example

The following example clears the counters for VLAN 100:

switchxxxxxx# clear ip igmp counters vlan 100
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Ip igmp last-member-query-count

To configure the Internet Group Management Protocol (IGMP) last member query counter, use the ip igmp
last-member-query-count command in Interface Configuration mode. To restore the default value, use the
no form of this command.

Syntax
ip igmp last-member-query-count count

no ip igmp last-member-query-count

Parameters

count—The number of times that group- or group-source-specific queries are sent upon receipt of a message
indicating a leave. (Range: 1-7)

Default Configuration

A value of IGMP Robustness variable.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp robustness command to change the IGMP last member query counter.

Example

The following example changes a value of the IGMP last member query counter to 3:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ip igmp last-member-query-count 3
switchxxxxxx (config-if)# exit
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. ip igmp last-member-query-interval

p igmp last-member-query-interval

To configure the Internet Group Management Protocol (IGMP) last member query interval, use the ip igmp
last-member-query-interval command in Interface Configuration mode. To restore the default IGMP query
interval, use the no form of this command.

Syntax
ip igmp last-member-query-interval milliseconds

no ip igmp last-member-query-interval

Parameters

« milliseconds—Interval, in milliseconds, at which IGMP group-specific host query messages are sent on
the interface. (Range: 100-25500).

Default Configuration

The default IGMP last member query interval is 1000 milliseconds.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp last-member-query-interval command to configure the IGMP last member query interval
on an interface.

Example

The following example shows how to increase the the IGMP last member query interval to 1500 milliseconds:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ip igmp last-member-query-interval 1500
switchxxxxxx (config-if)# exit
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Ip igmp query-interval

To configure the frequency at which the IGMP querier sends Internet Group Management Protocol (IGMP)
host-query messages from an interface, use the ip igmp query-interval command in Interface Configuration
mode. To restore the default IGMP query interval, use the no form of this command.

Syntax
ip igmp query-interval seconds

no ip igmp query-interval

Parameters

* seconds—Frequency, in seconds, at which the switch sends IGMP query messages from the interface.
The range is from 30 to 18000.

Default Configuration

The default IGMP query interval is 125 seconds.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp query-interval command to configure the frequency at which the IGMP querier sends IGMP
host-query messages from an interface. The IGMP querier sends query-host messages to discover which
multicast groups have members on the attached networks of the router.

The query interval must be bigger than the maximum query response time.

Example

The following example shows how to increase the frequency at which the IGMP querier sends IGMP host-query
messages to 180 seconds:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ip igmp query-interval 180
switchxxxxxx (config-if)# exit
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. ip igmp query-max-response-time

ipi

gmp query-max-response-time

To configure the maximum response time advertised in Internet Group Management Protocol (IGMP) queries,
use the ip igmp query-max-response-time command in Interface Configuration mode. To restore the default
value, use the no form of this command.

Syntax
ip igmp query-max-response-time seconds

no ip igmp query-max-response-time

Parameters

* seconds—Maximum response time, in seconds, advertised in IGMP queries. (Range: 5-20)

Default Configuration

10 seconds.

Command Mode

Interface Configuration mode

User Guidelines

This command controls the period during which the responder can respond to an IGMP query message before
the router deletes the group.

This command controls how much time the hosts have to answer an IGMP query message before the router
deletes their group. Configuring a value of fewer than 10 seconds enables the router to prune groups faster.

The maximum query response time must be less than the query interval.

Note. If the hosts do not respond fast enough, they might be pruned inadvertently. Therefore, the hosts must
know to respond faster than 10 seconds (or the value you configure).

Example

The following example configures a maximum response time of 8 seconds:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ip igmp query-max-response-time 8
switchxxxxxx (config-if)# exit
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Ip igmp robustness

To configure the Internet Group Management Protocol (IGMP) robustness variable, use the ip igmp robustness
command in Interface Configuration mode. To restore the default value, use the no form of this command.

Syntax
ip igmp robustness count

no ip igmp robustness

Parameters

» count—The number of expected packet loss on a link. Parameter range. (Range: 1-7).

Default Configuration

The default value is 2.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp robustness command to change the IGMP robustness variable.

Example

The following example changes a value of the IGMP robustness variable to 3:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ip igmp robustness 3
switchxxxxxx (config-if)# exit
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Ip igmp version

IGMP Commands |

To configure which version of Internet Group Management Protocol (IGMP) the router uses, use the ip igmp
version command in Interface Configuration mode. To restore the default value, use the no form of this

command.

Syntax
ipigmp version {1|2]|3}

no ip igmp version

Parameters
* 1—IGMP Version 1.
* 2—IGMP Version 2.
* 3—IGMP Version 3.

Default Configuration
3

Command Mode

Interface Configuration mode

User Guidelines

Use the commnad to change the default version of IGMP>

Example

The following example configures the router to use IGMP Version 2:

switchxxxxxx (config) # interface vlan 100
switchxxxxxx (config-if)# ip igmp version 2
switchxxxxxx (config-if)# exit
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show ip igmp counters

To display the Internet Group Management Protocol (IGMP) traffic counters, use the show ip igmp counters
command in User EXEC mode.

Syntax

show ip igmp counter s [interface-id]

Parameters

» interface-id—(Optional) Interface Identifier.

Command Mode

User EXEC mode

User Guidelines

Use the show ip igmp counter s command to check if the expected number of IGMP protocol messages have
been received and sent.

If you omit the optional interface-id argument, the show ip igmp counter s command displays counters of all
interfaces.

Example

The following example displays the IGMP protocol messages received and sent:

switchxxxxxx# show ip igmp counters vlan 100
VLAN 100

Elapsed time since counters cleared:00:00:21
Failed received Joins: 0

Total IGMPvl received messages: 0

Total IGMPv2 received messages: 10

Total IGMPv3 received messages: 0

Total invalid received messages: 0

General Sent Queries: 0

Specific Sent Queries: 0
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show ip igmp counters

To display the Internet Group Management Protocol (IGMP) traffic counters, use the show ip igmp counters
command in User EXEC mode.

Syntax

show ip igmp counter s [interface-id]

Parameters

» interface-id—(Optional) Interface Identifier.

Command Mode

User EXEC mode

User Guidelines

Use the show ip igmp counter s command to check if the expected number of IGMP protocol messages have
been received and sent.

If you omit the optional interface-id argument, the show ip igmp counter scommand displays counters of all
interfaces.

Example

The following example displays the IGMP protocol messages received and sent:

switchxxxxxx# show ip igmp counters vlan 100
VLAN 100

Elapsed time since counters cleared:00:00:21
Failed received Joins: 0

Total IGMPvl received messages: 0

Total IGMPv2 received messages: 10

Total IGMPv3 received messages: 0

Total invalid received messages: 0

General Sent Queries: 0

Specific Sent Queries: 0
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show ip igmp groups

To display the multicast groups that are directly connected to the router and that were learned through Internet
Group Management Protocol (IGMP), use the show ip igmp groups command in User EXEC mode.

Syntax

show ip igmp groups [group-name | group-address | interface-id] [detail ]

Parameters

* group-name | group-address—(Optional) IP address or name of the multicast group.
» interface-id—(Optional) Interface identifier.

» detail—(Optional) Displays detailed information about individual sources.

Command Mode

User EXEC mode

User Guidelines
Use the show ip igmp groups [detail] command to display all directly connected groups.

Use the show ip igmp groups [group-name | group-address] [detail] command to display one given directly
connected group.

Use the show ip igmp groupsinterface-id [detail] command to display all groups directly connected to the
given interface.

Example 1. The following is sample output from the show ip igmp groups command. It shows all
of the groups joined by VLAN 100:

switchxxxxxx# show ip igmp groups vlan 100

IGMP Connected Group Membership

Expires: never - switch itself has joined the group
Group Address Interface Expires

224.1.1.1 VLAN 100 00:01:30

224.10.12.79 VLAN 100 never

225.1.1.1 VLAN 100 00:00:27

Example 2. The following is sample output from the show ip igmp groups command using the
detail keyword:

switchxxxxxx# show ip igmp groups detail
Expires: zero value - INCLUDE state; non-zero value - EXCLUDE state
Interface: VLAN 100

Group: 225.1.1.1

Router mode: INCLUDE

Last reporter: 10.0.119.133

Group Timer Expires: 00:20:11

Group source list:

Source Address Expires

20.1.1.1 00:04:08

120.1.1.1 00:02:01
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Group: 226.1.1.2

Router mode: EXCLUDE

Last reporter: 100.1.12.130
Group Timer Expiry: 00:22:12
Exclude Mode Expiry (Filter) Timer: 00:10:11
Group source list:

Source Address Expires
2.2.2.1 00:04:08

192.168.1.1 00:04:08
12.1.1.10 00:00:00

40.3.4.2 00:00:00
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show ip igmp groups summary

To display the number of (*, G) and (S, G) membership reports present in the Internet Group Management
Protocol (IGMP) cache, use the show ip igmp groups summary command in User EXEC mode.

Syntax

show ip igmp groups summary

Parameters

This command has no arguments or keywords.

Command Mode

User EXEC mode

User Guidelines

The show ip igmp groups summary command displays the number of directly connected multicast groups.

Example

The following is sample output from the show ip igmp groups summary command:

switchxxxxxx# show ip igmp groups summary
GMP Route Summary

No. of (*,G) routes = 5

No. of (S,G) routes = 0

Field Descriptions:
No. of (*,G) routes = 5-Displays the number of groups present in the IGMP cache.

No. of (S,G) routes = 0-Displays the number of include and exclude mode sources present in
the IGMP cache.
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show ip igmp interface

To display multicast-related information about an interface, use the show ip igmp interface command in
User EXEC mode.

Syntax

show ip igmp interface [interface-id]

Parameters

» interface-id—(Optional) Interface identifier.

Command Mode

User EXEC mode

User Guidelines

If you omit the optional interface-id argument, the show ip igmp interface command displays information
about all interfaces.

Example

The following is sample output from the show ip igmp interface command for Ethernet interface 2/1/1:

switchxxxxxx# show ip igmp interface vlan 100
VLAN 100 is up

Administrative IGMP Querier IP address is 1.1.1.1

Operational IGMP Querier IP address is 1.1.1.1

Current IGMP version is 3

Administrative IGMP robustness variable is 2 seconds

Operational IGMP robustness variable is 2 seconds

Administrative IGMP query interval is 125 seconds

Operational IGMP query interval is 125 seconds

Administrative IGMP max query response time is 10 seconds
Operational IGMP max query response time is 10 seconds
Administrative Last member query response interval is 1000 milliseconds
Operational Last member query response interval is 1000 milliseconds
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This chapter contains the following sections:

* ip igmp-proxy, on page 524

* ip igmp-proxy downstream protected, on page 525

* ip igmp-proxy downstream protected interface, on page 526
* ip igmp-proxy ssm, on page 527

» show ip igmp-proxy interface, on page 528
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Ip igmp-proxy

To add downstream interfaces to an IGMP proxy tree, use the ip igmp-proxy command in Interface
Configuration mode. To remove downstream from interfaces to an IGMP proxy tree, use the no form of this
command.

Syntax
ip igmp-proxy upstream-interface-id

no ip igmp-proxy

Parameters

* upstream-interface-id—Upstream Interface identifier.

Default Configuration

The protocol is disabled on the interface.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp-proxy command to add downstream interfaces to an IGMP proxy tree. If the proxy tree does
not exist it is created.

Use the no format of the command to remove the downstream interface. When the last downstream interface
is removed from the proxy tree it is deleted too.

Example 1. The following example adds a downstream interface to an IGMP Proxy process with
vlan 200 as its Upstream interface:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ip igmp-proxy vlan 200
switchxxxxxx (config-if) # exit

Example 2. The following example adds a range of downstream interfaces to an IGMP Proxy process
with vlan 200 as its Upstream interface:

switchxxxxxx (config) # interface range vlan 100-105
switchxxxxxx (config-if)# ip igmp-proxy vlan 200
switchxxxxxx (config-if)# exit
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Ip igmp-proxy downstream protected

To disable forwarding of IP Multicast traffic from downstream interfaces, use the ip igmp-proxy downstream
protected command in Global Configuration mode. To allow forwarding from downstream interfaces, use
the no form of this command.

Syntax
ip igmp-proxy downstream protected

no ip igmp-proxy downstream protected

Parameters

This command has no arguments or keywords.

Default Configuration

Forwarding from downstream interfaces is allowed.

Command Mode

Global Configuration mode

User Guidelines

Use the ip igmp-proxy downstream protected command to block forwarding from downstream interfaces.

Example

The following example prohibits forwarding from downstream interfaces:

switchxxxxxx (config)# ip igmp-proxy downstream protected
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ip igmp-proxy downstream protected interface

To disable or enable forwarding of IP Multicast traffic from a given downstream interface, use the ip
igmp-proxy downstream protected interface command in Interface Configuration mode. To return to
default, use the no form of this command.

Syntax
ip igmp-proxy downstream protected interface {enabled | disabled}

no ip igmp-proxy downstream protected interface

Parameters

* enabled—Downstream interface protection on the interface is enabled. IPv4 Multicast traffic arriving
on the interface will not be forwarded.

« disabled—Downstream interface protection on the interface is disabled. IPv4 Multicast traffic arriving
on the interface will be forwarded.

Default Configuration

Global downstream protection configuration (see the ip igmp-proxy downstream protected command)

Command Mode

Interface Configuration mode

User Guidelines

Use the ip igmp-proxy downstream protected interface disabled command to block forwarding from the
given downstream interface.

Use the ip igmp-proxy downstream protected interface enabled command to allow forwarding from the
given downstream interface.

The command can be configured only for a downstream interface. When a downstream interface is removed
from the IGMP Proxy tree the configuration is removed too.

Example

The following example prohibits forwarding from downstream interface vlan 100:

switchxxxxxx (config)# interface vlanl00
switchxxxxxx (config-if)# ip igmp-proxy downstream protected interface enabled
switchxxxxxx (config-if)# exit
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Ip igmp-proxy ssm

To define the Source Specific Multicast (SSM) range of IP Multicast addresses, use the ip igmp-proxy ssm
command in Global Configuration mode. To disable the SSM range, use the no form of this command.

Syntax
ip igmp-proxy ssm {default | range access-list}

No ip igmp-proxy ssm

Parameters
« default—Defines the SSM range access list to 232.0.0.0/8 (see rfc4607).

» range access-list—Specifies the standard IP access list name defining the SSM range.

Default Configuration

The command is disabled.

Command Mode

Global Configuration mode

User Guidelines
A new ip igmp-proxy ssm command overrides the previous ip igmp-proxy ssm command.

Use the no ip igmp-proxy ssm command to remove all defined ranges.

Example

The following example shows how to configure SSM service for the default IP address range and the IP
address ranges defined by access list list1:

switchxxxxxx (config)# ip access-list listl permit 224.2.151.0/24

config)# ip access-list listl deny 224.2.152.141

config)# ip access-list listl permit 224.2.152.0/24
) #

config ip igmp-proxy ssm range listl

switchxxxxxx
switchxxxxxx
switchxxxxxx

Cisco Business Switches 350 Series CLI Guide .



IGMP Proxy Commands |
. show ip igmp-proxy interface

show ip igmp-proxy interface

To display information about interfaces configured for IGMP Proxy, use the show ip igmp-proxy interface
command in User EXEC mode or Privileged EXEC mode.

Syntax

show ip igmp-proxy interface [interface-id]

Parameters

» interface-id—(Optional) Display IGMP Proxy information about the interface.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

The show ip igmp-proxy interface command is used to display all interfaces where the IGMP Proxy is
enabled or to display the IGMP Proxy configuration for a given interface.

Example 1. The following example displays IGMP Proxy status on all interfaces where the IGMP
Proxy is enabled:

switchxxxxxx# show ip igmp-proxy interface
* - the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy 1is enabled

Global Downdtream interfaces protection is disabled
SSM Access List Name:listl

Interface Type Interface Protection

vlian 100 upstream

*vlan 102 downstream enabled

*vlan 110 downstream default

vlan 113 downstream disabled

Example 2. The following is sample output from the show ip igmp-proxy interface command for
given upstream interface:

switchxxxxxx# show ip igmp-proxy interface vlan 100

* - the switch is the Querier on the interface

IP Forwarding is enabled
IP Multicast Routing is enabled
IGMP Proxy is enabled
Global Downdtream interfaces protection is disabled
SSM Access List Name:
IP Multicast Tarffic Discarding from Downdtream interfaces is disabled
vlan 100 is a Upstream interface
Downstream interfaces:
*vlan 102, *vlan 110, vlan 113
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Example 3. The following is sample output from the show ip igmp-proxy interface command for

given downstream interface:

switchxxxxxx# show ip igmp-proxy interface vlan 102
IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy 1is enabled

Global Downdtream interfaces protection is disabled
vlan 102 is a Downstream interface

The switch is the Querier on vlan 102

Downsteam Interface protection is enabled

SSM Access List Name: default

Upstream interface: vlan 100

Example 4. The following is sample output from the show ip igmp-proxy interface command for

an interface on which IGMP Proxy is disabled:

switchxxxxxx# show ip igmp-proxy interface vlan 1
IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is disabled
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IGMP Snooping Commands

This chapter contains the following sections:

* ip igmp snooping (Global), on page 532

* ip igmp snooping vlan, on page 533

* ip igmp snooping vlan mrouter, on page 534

* ip igmp snooping vlan mrouter interface, on page 535
* ip igmp snooping vlan forbidden mrouter, on page 536
* ip igmp snooping vlan static, on page 537

* ip igmp snooping vlan multicast-tv, on page 538

* ip igmp snooping map cpe vlan, on page 539

* ip igmp snooping querier, on page 540

* ip igmp snooping vlan querier, on page 541

* ip igmp snooping vlan querier address, on page 542

* ip igmp snooping vlan querier election, on page 543

* ip igmp snooping vlan querier version, on page 544

* ip igmp snooping vlan immediate-leave, on page 545
* ip igmp snooping map cpe vlan, on page 546

* show ip igmp snooping groups, on page 547

* show ip igmp snooping interface, on page 548

* show ip igmp snooping mrouter, on page 549

* show ip igmp snooping multicast-tv, on page 550
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ip igmp snooping (Global)
To enable Internet Group Management Protocol (IGMP) snooping, use the ip igmp snooping command in
Global Configuration mode. To return to the default, use the no form of this command.
Syntax
ip igmp snooping

no ip igmp snooping

Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example
The following example enables IGMP snooping.

switchxxxxxx (config)# ip igmp snooping
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ip igmp snooping vlan .

To enable IGMP snooping on a specific VLAN, use the ip igmp snooping vlan command in Global

Configuration mode. To return to the default, use the no form of this command.

Syntax
ip igmp snooping vlan vian-id

no ip igmp snooping vlan vian-id

Parameters

» vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode

Global Configuration mode

User Guidelines

IGMP snooping can be enabled only on static VLANS.

IGMPv1, IGMPv2, and IGMPv3 Snooping are supported.

Example

switchxxxxxx (config)# ip igmp snooping vlan 2
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ip igmp snooping vlan mrouter
To enable automatic learning of Multicast router ports on a VLAN, use the ip igmp snooping vlan mrouter

command in Global Configuration mode. To remove the configuration, use the no form of this command.

Syntax
ip igmp snooping vlan vlian-id mrouter learn pim-dvmrp

no ip igmp snooping vlan vian-id mrouter learn pim-dvmrp

Parameters

* vlan-id—Specifies the VLAN.

Default Configuration

Learning pim-dvmrp is enabled.

Command Mode

Global Configuration mode

User Guidelines
Multicast router ports are learned according to:

* Queries received on the port
* PIM/PIMV2 received on the port
* DVMREP received on the port

* MRDISC received on the port
MOSPF received on the port

You can execute the command before the VLAN is created.

Example

switchxxxxxx (config)# ip igmp snooping vlan 1 mrouter learn pim-dvmrp
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ip igmp snooping vian mrouter interface

To define a port that is connected to a Multicast router port, use the ip igmp snooping mrouter interface
command in Global Configuration mode. To return to the default, use the no form of this command.

Syntax

ip igmp snooping vlan vlan-id mrouter interface interface-list

no ip igmp snooping vlan vian-id mrouter interface interface-list

Parameters

» vlan-id—Specifies the VLAN.

« interface-list—Specifies the list of interfaces. The interfaces can be one of the following types: Ethernet
port or Port-channel.

Default Configuration

No ports defined

Command Mode

Global Configuration mode

User Guidelines

A port that is defined as a Multicast router port receives all IGMP packets (reports and queries) as well as all
Multicast data. You can execute the command before the VLAN is created.

Example

switchxxxxxx (config)# ip igmp snooping vlan 1 mrouter interface gil/0/1
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p igmp snooping vian forbidden mrouter

To forbid a port from being defined as a Multicast router port by static configuration or by automatic learning,
use the ip igmp snooping vian forbidden mrouter command in Global Configuration mode. To return to
the default, use the no form of this command.

Syntax
ip igmp snooping vlan vlan-id forbidden mrouter interface interface-list

no ip igmp snooping vlan vlan-id forbidden mrouter interface interface-list

Parameters

* vlan-id—Specifies the VLAN.

« interface-list—Specifies a list of interfaces. The interfaces can be of one of the following types: Ethernet
port or Port-channel.

Default Configuration

No ports defined.

Command Mode

Global Configuration mode

User Guidelines

A port that is a forbidden mrouter port cannot be a Multicast router port (i.e. cannot be learned dynamically
or assigned statically).

You can execute the command before the VLAN is created.

Example

switchxxxxxx (config)# ip igmp snooping vlan 1 forbidden mrouter interface gil/0/1
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Ip igmp snooping vian static

To register an IP-layer Multicast address to the bridge table, and to add static ports to the group defined by
this address, use the ip igmp snooping vlan static command in Global Configuration mode. To return to the
default, use the no form of this command.

Syntax

ip igmp snooping vlan vlan-id static ip-address [inter face interface-list]

no ip igmp snooping vlan vian-id static ip-address [inter face interface-list]

Parameter
» vlan-id—Specifies the VLAN.
* ip-address—Specifies the IP Multicast address.

« interface interface-list—(Optional) Specifies a list of interfaces. The interfaces can be of one of the
following types: Ethernet port or Port-channel.

Default Configuration

No Multicast addresses are defined.

Command Mode

Global Configuration mode

User Guidelines

Static Multicast addresses can only be defined on static VLANS.
You can execute the command before the VLAN is created.

You can register an entry without specifying an interface.

Using the no command without a port-list removes the entry.

Example

switchxxxxxx (config)# ip igmp snooping vlan 1 static 239.2.2.2 interface gil/0/1
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p igmp snooping vian multicast-tv

To define the Multicast IP addresses that are associated with a Multicast TV VLAN, use the ip igmp snooping
vlan multicast-tv command in Global Configuration mode. To return to the default, use the no form of this
command.

Syntax

ip igmp snooping vlan vlan-id multicast-tv first-ip-multicast-address [last-ip-multicast-address | {count
number }

noip igmp snooping vlan vian-id multicast-tv first-ip-multicast-address [l ast-ip-multicast-address | {count
number } |
Parameters

* vlan-id—Specifies the VLAN

» first-ip-multicast-address—The first Multicast IP address of the range

* last-ip-multicast-address—The last Multicast IP address of the range

« count humber—(Optional) Configures multiple contiguous Multicast IP addresses. If not specified, the
defaultis 1.

Default Configuration

No Multicast IP address is associated.

Command Mode

Global Configuration mode

User Guidelines

Use this command to define the Multicast transmissions on a Multicast-TV VLAN. The configuration is only
relevant for an Access port that is a member in the configured VLAN as a Multicast-TV VLAN.

If an IGMP message is received on such an Access port, it is associated with the Multicast-TV VLAN only
if it is for one of the Multicast IP addresses that are associated with the Multicast-TV VLAN.

Up to 256 VLANS can be configured.

Example

switchxxxxxx (config)# ip igmp snooping vlan 1 multicast-tv 239.2.2.2 count 3
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ip igmp snooping map cpe vian
To map CPE VLANS to Multicast-TV VLANS, use the ip igmp snooping map cpe vlan command in Global
Configuration mode. To return to the default, use the no form of this command.
Syntax
ip igmp snooping map cpe vlan cpe-vian-id multicast-tv vlan vian-id

no ip igmp snooping map cpe vlan vlian-id

Parameters

« cpe-vlan-id—Specifies the CPE VLAN ID.
* vlan-id—Specifies the Multicast-TV VLAN ID.

Default Configuration

No mapping exists.

Command Mode

Global Configuration mode

User Guidelines
Use this command to associate the CPE VLAN with a Multicast-TV VLAN.

If an IGMP message is received on a customer port tagged with a CPE VLAN, and there is mapping from
that CPE VLAN to a Multicast-TV VLAN, the IGMP message is associated with the Multicast-TV VLAN.

Example

The following example maps CPE VLAN 2 to Multicast-TV VLAN 31.

switchxxxxxx (config)# ip igmp snooping map cpe vlan 2 multicast-tv vlan 31
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ip igmp snooping querier
To enable globally the IGMP Snooping querier, use the ip igmp snooping querier command in Global

Configuration mode. To disable the IGMP Snooping querier globally, use the no form of this command.

Syntax
ip igmp snooping querier

no ip igmp snooping querier

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines

To run the IGMP Snooping querier on a VLAN, you have enable it globally and on the VLAN.

Example
The following example disables the IGMP Snooping querier globally:

switchxxxxxx (config)# no ip igmp snooping querier
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ip igmp snooping vlan querier .

gmp snooping vlan querier

To enable the IGMP Snooping querier on a specific VLAN, use the ip igmp snooping vlan querier command
in Global Configuration mode. To disable the IGMP Snooping querier on the VLAN interface, use the no
form of this command.

Syntax
ip igmp snooping vlan vlan-id querier

no ip igmp snooping vlan vian-id querier

Parameters

» vlan-id—Specifies the VLAN.

Default Configuration
Disabled

Command Mode

Global Configuration mode

User Guidelines

The IGMP Snooping querier can be enabled on a VLAN only if IGMP Snooping is enabled for that VLAN.

Example

The following example enables the IGMP Snooping querier on VLAN 1:

switchxxxxxx (config)# ip igmp snooping vlan 1 querier
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p igmp snooping vian querier address

To define the source IP address that the IGMP snooping querier uses, use the ip igmp snooping vlan querier
address command in Global Configuration mode. To return to the default, use the no form of this command.

Syntax
ip igmp snooping vlan vlian-id querier addressip-address

no ip igmp snooping vlan vian-id querier address

Parameters

* vlan-id—Specifies the VLAN.

* ip-address—Source IP address.

Default Configuration

If an IP address is configured for the VLAN, it is used as the source address of the IGMP snooping querier.
If there are multiple IP addresses, the minimum IP address defined on the VLAN is used.

Command Mode

Global Configuration mode

User Guidelines

If an IP address is not configured by this command, and no IP address is configured for the querier’s VLAN,
the querier is disabled.

Example

switchxxxxxx (config)# ip igmp snooping vlan 1 querier address 10.5.234.205
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ip igmp snooping vlan querier election .

p igmp snooping vian querier election

To enable IGMP Querier election mechanism of an IGMP Snooping querier on a specific VLAN, use the ip
igmp snooping vlan querier election command in Global Configuration mode. To disable Querier election
mechanism, use the No form of this command.

Syntax
ip igmp snooping vlan vian-id querier election

no ip igmp snooping vlan vian-id querier election

Parameters

* vlan-id—Specifies the VLAN.

Default Configuration

Enabled

Command Mode

Global Configuration mode

User Guidelines

Use the no form of the ip igmp snooping vlan querier election command to disable IGMP Querier election
mechanism on a VLAN. If the IGMP Querier election mechanism is enabled, the IGMP Snooping querier
supports the standard IGMP Querier election mechanism specified in RFC2236 and RFC3376. If IGMP
Querier election mechanism is disabled, IGMP Snooping Querier delays sending General Query messages
for 60 seconds from the time it was enabled. During this time, if the switch did not receive an IGMP query
from another Querier - it starts sending General Query messages. Once the switch acts as a Querier, it will
stop sending General Query messages if it detects another Querier on the VLAN. In this case, the switch will
resume sending General Query messages if it does hear another Querier for Query Passive interval that equals
to

<Robustness>*<Query Interval> + 0.5*<Query Response Interval).

It is recommended to disable IGMP Querier election mechanism if there is an IPM Multicast router on the
VLAN.

Example
The following example disables IGMP Snooping Querier election on VLAN 1:

switchxxxxxx (config)# no ip igmp snooping vlan 1 querier election
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. ip igmp snooping vlan querier version

p igmp snooping vlan querier version

To configure the IGMP version of an IGMP Snooping querier on a specific VLAN, use the ip igmp snooping
vlan querier version command in Global Configuration mode. To return to the default, use the no form of
this command.

Syntax
ip igmp snooping vlan vlan-id querier version {2 | 3}

no ip igmp snooping vlan vian-id querier version

Parameters
* vlan-id—Specifies the VLAN.
* querier version 2—Specifies that the IGMP version would be IGMPv2.

* querier version 3—Specifies that the IGMP version would be IGMPv3.

Default Configuration

IGMPv2.

Command Mode

Global Configuration mode

Example

The following example sets the version of the IGMP Snooping Querier VLAN 1 to 3:

switchxxxxxx (config)# ip igmp snooping vlan 1 querier version 3
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Ip igmp snooping vian immediate-leave

To enable the IGMP Snooping Immediate-Leave processing on a VLAN, use the ip igmp snooping vlan
immediate-leave Global Configuration mode command in Global Configuration mode. To return to the
default, use the no form of this command.

Syntax
ip igmp snooping vlan vian-id immediate-leave

no ip igmp snooping vlan vian-id immediate-leave

Parameters

« vlan-id—Specifies the VLAN ID value. (Range: 1-4094).

Default Configuration

Disabled

Command Mode

Global Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example
The following example enables IGMP snooping immediate-leave feature on VLAN 1.

switchxxxxxx (config)# ip igmp snooping vlan 1 immediate-leave
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. ip igmp snooping map cpe vlan

p igmp snooping map cpe vian

To map CPE VLANS to Multicast-TV VLANS, use the ip igmp snooping map cpe vlan command in Global
Configuration mode. To return to the default, use the no form of this command.

Syntax

ip igmp snooping map cpe vlan cpe-vian-id multicast-tv vlan vian-id

no ip igmp snooping map cpe vlan vlian-id

Parameters
« cpe-vian-id—Specifies the CPE VLAN ID.
» vlan-id—Specifies the Multicast-TV VLAN ID.

Default Configuration

No mapping exists.

Command Mode

Global Configuration mode

User Guidelines

Use this command to associate the CPE VLAN with a Multicast-TV VLAN.

If an IGMP message is received on a customer port tagged with a CPE VLAN, and there is mapping from
that CPE VLAN to a Multicast-TV VLAN, the IGMP message is associated with the Multicast-TV VLAN.
Example

The following example maps CPE VLAN 2 to Multicast-TV VLAN 31.

switchxxxxxx (config)# ip igmp snooping map cpe vlan 2 multicast-tv vlan 31
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show ip igmp snooping groups

To display the Multicast groups learned by the IGMP snooping, use the show ip igmp snooping groups
command in User EXEC mode.

Syntax

show ip igmp snooping groups [vlan vian-id] [addr ess ip-multicast-address] [sour ce ip-address]

Parameters
» vlan vlan-id—(Optional) Specifies the VLAN ID.
« address ip-multicast-address—(Optional) Specifies the IP multicast address.

» sour ce ip-address—(Optional) Specifies the IP source address.

Command Mode

User EXEC mode

User Guidelines

To see all Multicast groups learned by IGMP snooping, use the show ip igmp snooping groups command
without parameters.

Use the show ip igmp snooping groups command with parameters to see a needed subset of all Multicast
groups learned by IGMP snooping

Example

The following example shows sample output:

switchxxxxxx# show ip igmp snooping groups vlan 1

switchxxxxxx# show ip igmp snooping groups

Vlan |Group Source Include Ports Exclude Ports |Comp-Mode
---- |Address Address | -====———— | -====-== | -==———---
e gil/0/1 v2

239.255.255.250 | *
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show ip igmp snooping interface

IGMP Snooping Commands |

To display the IGMP snooping configuration for a specific VLAN, use the show ip igmp snooping inter face

command in User EXEC mode.

Syntax

show ip igmp snooping interface vian-id

Parameters

» vlan-id—Specifies the VLAN ID.

Command Mode

User EXEC mode

Example

The following example displays the IGMP snooping configuration for VLAN 1000

switchxxxxxx# show ip igmp snooping interface 1000

IGMP Snooping is globally enabled

IGMP Snooping Querier is globally enabled

VLAN 1000

IGMP Snooping is enabled

IGMP snooping last immediate leave: enable

Automatic learning of Multicast router ports is enabled
IGMP Snooping Querier is enabled

IGMP Snooping Querier operation state: is not running
IGMP Snooping Querier version: 2

IGMP Snooping Querier election is enabled

IGMP Snooping Querier address: 194.12.10.166

IGMP snooping robustness: admin 2 oper 2

IGMP snooping query interval: admin 125 sec oper 125 sec

IGMP snooping query maximum response: admin 10 sec oper 10 sec

IGMP snooping last member query counter: admin 2 oper 2

IGMP snooping last member query interval: admin 1000 msec oper 500 msec

IGMP Snooping interface active Querier address: 194.12.100.100

Groups that are in IGMP version 1 compatibility mode:
231.2.2.3, 231.2.2.3
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show ip igmp snooping mrouter

To display information on dynamically learned Multicast router interfaces for all VLANS or for a specific
VLAN, use the show ip igmp snooping mrouter command in User EXEC mode.

Syntax

show ip igmp snooping mrouter [interface vian-id]

Parameters

» interface vian-id—(Optional) Specifies the VLAN ID.

Command Mode

User EXEC mode
Example
The following example displays information on dynamically learned Multicast router interfaces for VLAN
1000:
switchxxxxxx# show ip igmp snooping mrouter interface 1000

VLAN Dynamic Static Forbidden

1000 gil/0/1 gil/0/2 gil/0/3-4
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. show ip igmp snooping multicast-tv

show ip igmp snooping multicast-tv

To display the IP addresses associated with Multicast TV VLANS, use the show ip igmp snooping multicast-tv
EXEC mode command in User EXEC mode.

Syntax

show ip igmp snooping multicast-tv [vlan vian-id]

Parameters

» vlan vlan-id—(Optional) Specifies the VLAN ID.

Command Mode

User EXEC mode

Example

The following example displays the IP addresses associated with all Multicast TV VLANS.

switchxxxxxx# show ip igmp snooping multicast-tv
VLAN First IP Address Last IP Address

1000 238.2.5.5 238.2.5.5

1000 239.255.0.0 239.255.1.1

1010 232.0.0.0 239.0.0.255

1010 239.0.1.2 239.255.4.5
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IP Addressing Commands

This chapter contains the following sections:

* ip address, on page 552

* ip address dhcp, on page 554

* renew dhcp, on page 555

* ip default-gateway, on page 556

» show ip interface, on page 557

* arp, on page 558

« arp timeout (Global), on page 559

* ip arp proxy disable, on page 560

* ip proxy-arp, on page 561

* clear arp-cache, on page 562

* show arp, on page 563

* show arp configuration, on page 564
* interface ip, on page 565

* ip helper-address, on page 566

* show ip helper-address, on page 568
* show ip dhep client interface, on page 569
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Ip address

IP Addressing Commands |

Use the ip address Interface Configuration (Ethernet, VLAN, Port-channel) mode command to define an IP
address for an interface. Use the no form of this command to remove an IP address definition.

Syntax

OOB port:

ip addressip-address {mask | /prefix-length} [default-gateway-ip-address]
noip address

In-Band interfaces:

ip addressip-address {mask | /prefix-length}

no ip address [ip-address]

Parameters

* ip-address—Specifies the IP address.
» mask—Specifies the network mask of the IP address.

« prefix-length—Specifies the number of bits that comprise the IP address prefix. The prefix length must
be preceded by a forward slash (/). (Range: 8-30)

« default-gateway-ip-address—Specifies the default gateway IP address. The route is gotten a metric of
4 for an In-Band interface and 2 for OOB.

Default Configuration

No IP address is defined for interfaces.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip address command to define a static IP address on an interface.

In-Band interfaces

Multiple IP addresses are supported. A new defined IP address is added on the interface.

Defining a static IP address on an interface stops a DHCP client running on the interface and removes the IP
address assigned by the DHCP client.

If a configured IP address overlaps another configured one a warning message is displayed. To change an
existed IP address, delete the existed one and add the new one.

While no IP address is assigned either by DHCP client or manually the default IP address 192.168.1.254 is
assigned on the Default VLAN.

OOB port
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ip address .

One IP address is supported. A new IP address defined on the OOB port overrides the previously defined IP
address on the OOB port.

Defining a static IP address on the OOB port stops a DHCP client running on the OOB port and deletes an
IP address assigned by the DHCP client.

While no IP address is assigned either by DHCP client or manually the default IP address 192.168.1.254 is
assigned on the OOB port

Example 1. The following example configures VLAN 1 with IP address 131.108.1.27 and subnet
mask 255.255.255.0.

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ip address 131.108.1.27 255.255.255.0

Example 2. The following example configures 3 overlapped IP addresses.

switchxxxxxx (config)# interface vlan 1

switchxxxxxx (config-if)# ip address 1.1.1.1 255.0.0.0

switchxxxxxx (config)# exit

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# ip address 1.2.1.1 255.255.0.0

switchxxxxxx (config) # This IP address overlaps IP address 1.1.1.1/8 on vlanl, are you sure?
[Y/N]Y

switchxxxxxx (config)# exit

switchxxxxxx (config) # interface vlan 3

switchxxxxxx (config-if)# ip address 1.3.1.1 255.255.0.0

switchxxxxxx (config) # This IP address overlaps IP address 1.1.1.1/8 on vlanl, are you sure?
[Y/N]Y

switchxxxxxx (config) # exit

Example 3. The following example configures IP address on OOB:

switchxxxxxx (config)# interface oob
switchxxxxxx (config-if)# ip address 131.108.1.27 255.255.255.0 131.108.1.100
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IP Addressing Commands |

Ip address dhcp

Use the ip address dhcp Interface Configuration (Ethernet, VLAN, Port-channel) mode command to acquire
an [P address for an Ethernet interface from the Dynamic Host Configuration Protocol (DHCP) server. Use
the no form of this command to release an acquired IP address.

Syntax
ip addressdhcp
noip address dhcp

Command Mode

Interface Configuration mode

User Guidelines
Use the ip address dhcp command to enable DHCP client on the interface.
The ip address dhcp command removes all the manually configured addresses on the interface.

The default route (Default Gateway) received in DHCP Router option (Option 3) is assigned a metric of 8 for
an In-Band interface and 6 for OOB.

Use the no form of the command to disable DHCP client on interface.

Example

The following example acquires an IP address for VLAN 100 from DHCP.

switchxxxxxx (config)# interface v1lanl00
switchxxxxxx (config-if)# ip address dhcp
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renew dhcp .

renew dhcp

Use the renew dhcp Privileged EXEC mode command to renew an IP address that was acquired from a DHCP
server for a specific interface.

Syntax

renew dhcp interface-id [for ce-autoconfig]

Parameters

» interface-id—Specifies an interface.

« force-autoconfig - If the DHCP server holds a DHCP option 67 record for the assigned IP address, the
record overwrites the existing device configuration.

Command Mode

Privileged EXEC mode

User Guidelines
Use the renew dhcp command to renew a DHCP address on an interface.

This command does not enable DHCP client on an interface and if DHCP client is not enabled on the interface,
the command returns an error message.

Example
The following example renews an IP address on VLAN 19 that was acquired from a DHCP server:

switchxxxxxx# renew dhcp vlan 19
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ip default-gateway

The ip default-gateway Global Configuration mode command defines a default gateway (device). Use the
no form of this command to restore the default configuration.

Syntax
ip default-gateway ip-address
no ip default-gateway [ip-address]

Parameters

* ip-address—Specifies the default gateway IP address.

Command Mode

Global Configuration mode

Default Configuration

No default gateway is defined.

User Guidelines
Use the ip default-gateway command to defines a default gateway (default route).

The ip default-gateway command adds the default route with metric of 4 for the gateway connected on an
In-Band interface and 2 for the gateway connected on OOB.

Use the no ip default-gateway ip-address command to delete one default gateway.

Use the no ip default-gateway command to delete all default gateways.

Example

The following example defines default gateway 192.168.1.1.

switchxxxxxx (config)# ip default-gateway 192.168.1.1
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show ip interface .

show ip interface

Use the show ip interface EXEC mode command to display the usability status of configured IP interfaces.

Syntax

show ip interface [interface-id]
Parameters

» interface-id—Specifies an interface ID on which IP addresses are defined.

Default Configuration

All IP addresses.

Command Mode

User EXEC mode

Example 1 - The following example displays all configured IP addresses and their types:

switchxxxxxx# show ip interface

IP Address I/F I/F Status Type Directed Redirect Status
admin/oper Broadcast
10.5.230.232/24 wvlan 1 UP/UP Static disable Enabled Valid

10.5.234.202/24 vlan 4 UP/DOWN Static disable Disabled Valid
10.5.240.200/24 oob UP/UP Static Valid

Example 2 - The following example displays the IP addresses configured on the given L2 interfaces
and their types:

switchxxxxxx# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Redirect Status
admin/oper Broadcast
10.5.230.232/24 wvlan 1 UP/UP Static disable Enabled Valid
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arp

IP Addressing Commands |

Use the ar p Global Configuration mode command to add a permanent entry to the Address Resolution Protocol
(ARP) cache. Use the no form of this command to remove an entry from the ARP cache.

Syntax
arp ip-address mac-address [interface-id]

no arp ip-address

Parameters
* ip-address—IP address or IP alias to map to the specified MAC address.
» mac-address—MAC address to map to the specified IP address or IP alias.

« interface-id—Address pair is added for specified interface.

Command Mode

Global Configuration mode

Default Configuration
No permanent entry is defined.

If no interface ID is entered, address pair is relevant to all interfaces.

User Guidelines

The software uses ARP cache entries to translate 32-bit IP addresses into 48-bit hardware (MAC) addresses.
Because most hosts support dynamic address resolution, static ARP cache entries generally do not need to be
specified.

Example

The following example adds IP address 198.133.219.232 and MAC address 00:00:0c:40:0f:bc to the ARP
table.

switchxxxxxx (config)# arp 198.133.219.232 00:00:0c:40:0f:bc v1anl00
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arp timeout (Global)

Use the arp timeout Global Configuration mode command to set the time interval during which an entry
remains in the ARP cache. Use the no form of this command to restore the default configuration.

Syntax

arp timeout seconds

no arp timeout

Parameters

* seconds—Specifies the time interval (in seconds) during which an entry remains in the ARP cache.
(Range: 1-40000000).

Default Configuration

The default ARP timeout is 60000 seconds, if IP Routing is enabled, and 300 seconds if IP Routing is disabled.

Command Mode

Global Configuration mode

Example

The following example configures the ARP timeout to 12000 seconds.

switchxxxxxx (config)# arp timeout 12000
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. ip arp proxy disable

Ip arp proxy disable

Use the ip arp proxy disable Global Configuration mode command to globally disable proxy Address
Resolution Protocol (ARP). Use the no form of this command reenable proxy ARP.

Syntax
ip arp proxy disable
noip arp proxy disable

Default
Disabled by default.

Command Mode

Global Configuration mode

User Guidelines
This command overrides any proxy ARP interface configuration.

The command is supported only when IP Routing is enabled.

Example

The following example globally disables ARP proxy.

switchxxxxxx (config)# ip arp proxy disable
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ip proxy-arp .

Ip proxy-arp

Use the ip proxy-ar p Interface Configuration mode command to enable an ARP proxy on specific interfaces.
Use the no form of this command disable it.

Syntax

ip proxy-arp

noip proxy-arp

Default Configuration

ARP Proxy is enabled.

Command Mode

Interface Configuration mode

User Guidelines
This configuration can be applied only if at least one IP address is defined on a specific interface.

The command is supported only when IP Routing is enabled.

Example

The following example enables ARP proxy when the switch is in router mode.

switchxxxxxx (config-if)# ip proxy-arp
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clear arp-cache

Use the clear arp-cachePrivileged EXEC mode command to delete all dynamic entries from the ARP cache.

Syntax

clear arp-cache

Command Mode

Privileged EXEC mode

Example

The following example deletes all dynamic entries from the ARP cache.

switchxxxxxx# clear arp-cache
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show arp .

Use the show arp Privileged EXEC mode command to display entries in the ARP table.

Syntax

show arp [ip-addressip-address] [ mac-address mac-address] [interface-id]

Parameters
* ip-address ip-address—Specifies the IP address.
» mac-address mac-address—Specifies the MAC address.

» interface-id—Specifies an interface ID.

Command Mode

Privileged EXEC mode

User Guidelines

Since the associated interface of a MAC address can be aged out from the FDB table, the Interface field can
be empty.

If an ARP entry is associated with an IP interface that is defined on a port or port-channel, the VLAN field
is empty.
Example

The following example displays entries in the ARP table.

switchxxxxxx# show arp
ARP timeout: 80000 Seconds

VLAN Interface IP Address HW Address Status
VLAN 1 gil/0/1 10.7.1.102 00:10:B5:04:DB:4B Dynamic
VLAN 1 gil/0/2 10.7.1.135 00:50:22:00:2A:24 Static
VLAN 2 gil/0/1 11.7.1.135 00:12:22:00:2A:24 Dynamic
gil/0/2 12.10.1.13 00:11:55:04:DB:4B Dynamic
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show arp configuration

Use the show ar p configuration privileged EXEC command to display the global and interface configuration

of the ARP protocol.

Syntax

show arp configuration

Parameters

This command has no arguments or key words.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show arp configuration

Global configuration:

ARP Proxy: enabled

ARP timeout: 80000 Seconds
Interface configuration:
VLAN 1:

ARP Proxy: disabled

ARP timeout:60000 Seconds
VLAN 10:

ARP Proxy: enabled

ARP timeout: 70000 Seconds
VLAN 20:

ARP Proxy: enabled

ARP timeout: 80000 Second (Global)
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interface ip

Use the interface ip Global Configuration mode command to enter the IP Interface Configuration mode.

Syntax

interfaceip ip-address

Parameters

* ip-address—Specifies one of the IP addresses of the device.

Command Mode

Global Configuration mode

Example

The following example enters the IP interface configuration mode.

switchxxxxxx (config) # interface ip 192.168.1.1
switchxxxxxx (config-ip) #
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IP Addressing Commands |

Ip helper-address

Use the ip helper-address Global Configuration mode command to enable the forwarding of UDP Broadcast
packets received on an interface to a specific (helper) address. Use the no form of this command to disable
the forwarding of broadcast packets to a specific (helper) address.

Syntax
ip helper-address {ip-interface | all} address [udp-port-list]

no ip helper-address {ip-interface | all} address

Parameters

« ip-interface—Specifies the IP interface.
« all—Specifies all IP interfaces.

« address—Specifies the destination broadcast or host address to which to forward UDP broadcast packets.
A value of 0.0.0.0 specifies that UDP broadcast packets are not forwarded to any host.

» udp-port-list—Specifies the destination UDP port number to which to forward Broadcast packets (Range:
1-59999). This can be a list of port numbers separated by spaces.

Default Configuration
Forwarding of UDP Broadcast packets received on an interface to a specific (helper) address is disabled.

If udp-port-list is not specified, packets for the default services are forwarded to the helper address.

Command Mode

Global Configuration mode

User Guidelines

This command forwards specific UDP Broadcast packets from one interface to another, by specifying a UDP
port number to which UDP broadcast packets with that destination port number are forwarded. By default, if
no UDP port number is specified, the device forwards UDP broadcast packets for the following six services:

* [EN-116 Name Service (port 42)

* DNS (port 53)

* NetBIOS Name Server (port 137)

* NetBIOS Datagram Server (port 138)
* TACACS Server (port 49)

* Time Service (port 37)

Many helper addresses may be defined. However, the total number of address-port pairs is limited to 128 for
the device.
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The setting of a helper address for a specific interface has precedence over the setting of a helper address for
all the interfaces.

Forwarding of BOOTP/DHCP (ports 67, 68) cannot be enabled with this command. Use the DHCP relay
commands to relay BOOTP/DHCP packets.

The ip-interface argument cannot be the OOB port.

Example

The following example enables the forwarding of UDP Broadcast packets received on all interfaces to the
UDP ports of a destination IP address and UDP port 1 and 2.

switchxxxxxx (config) # ip helper-address all 172.16.9.9 49 53 1 2
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show ip helper-address

Use the show ip helper-address Privileged EXEC mode command to display the IP helper addresses
configuration on the system.

Syntax
show ip helper-address

Parameters

This command has no arguments or key words.

Command Mode

Privileged EXEC mode
User Guidelines

Example

The following example displays the IP helper addresses configuration on the system:

switchxxxxxx# show ip

Interface Helper Address UDP Ports
192.168.1.1 172.16.8.8 37, 42, 49, 53, 137, 138
192.168.2.1 172.16.9.9 37, 49
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show ip dh

show ip dhep client interface .

cp client interface

Use the show ip dhcp client interface command in User EXEC or Privileged EXEC mode to display DHCP
client interface information.

Syntax

show ip dhcp client interface [interface-id]

Parameters

« interface-id—Interface identifier.

Command Mode

User EXEC mode

User Guidelines

If no interfaces are specified, all interfaces on which DHCP client is enabled are displayed. If an interface is
specified, only information about the specified interface is displayed.

Example

The following is sample output of the show ip dhcp client interface command:

switchxxxxxx# show ip dhcp client interface

VLAN 100 is in client mode

Address: 170.10.100.100 Mask: 255.255.255.0 T1 120, T2 192
Default Gateway: 170.10.100.1

DNS Servers: 115.1.1.1, 87.12.34.20

DNS Domain Search List: company.com

Host Name: switch_ floor7

Configuration Server Addresses: 192.1.1.1 202.1.1.1
Configuration Path Name: gqgg/config/aaa config.dat

Image Path Name: gqg/image/aaa_ image.ros

POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
VLAN 1200 is in client mode

Address: 180.10.100.100 Mask: 255.255.255.0 T1 120, T2 192
Default Gateway: 180.10.100.1

DNS Servers: 115.1.1.1, 87.12.34.20

DNS Domain Search List: company.com

Host Name: switch_ floor7

Configuration Server Addresses: configuration.company.com
Configuration Path Name: gqgg/config/aaa config.dat

Image Path Name: gqg/image/aaa_image.ros

POSIX Timezone string: EST5EDT4,M3.2.0/02:00,M11.1.0/02:00
Option 43: 5AIN;K4;B3;IFE80::2E0:81FF:FE2D:3799;J6088
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. show ip dhep client interface
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IP Routing Protocol-Independent Commands

This chapter contains the following sections:

* accept-lifetime, on page 572

« directed-broadcast, on page 574
* ip policy route-map, on page 575
* ip redirects, on page 577

* ip route, on page 578

* ip routing, on page 580

* key-string, on page 581

* key (key chain), on page 582

* key chain, on page 584

* send-lifetime, on page 586

* show ip protocols, on page 588

* show ip route, on page 589

* show ip route summary, on page 590
* show key chain, on page 591
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accept-lifetime

To set the time period during which the authentication key on a key chain is received as valid, use the
accept-lifetime command inkey chain key configuration mode. To revert to the default value, use the no form
of this command.

Syntax
accept-lifetime start-time {infinite | end-time | dur ation seconds}

no accept-lifetime

Parameters

* start-time—Beginning time that the key specified by the key command is valid to be received. The syntax
can be either of the following:

* hh:mm:ss Month date year

* hh:mm:ss date Month year

» hh—hours (0-23)

e mm—minutes (0-59)

* ss—seconds (0-59)

» Month—first three letters of the month
* date—date (1-31)

* year—year (four digits)

The default start time and the earliest acceptable date is January 1, 2000.

« infinite—Key is valid to be received from the start-time value on.

* end-time—Key is valid to be received from the start-time value until the end-time value. The syntax is
the same as that for the start-time value. The end-time value must be after the start-time value. The default
end time is an infinite time period.

« duration seconds—Length of time (in seconds) that the key is valid to be received. The range is from
1 to 2147483646.

Default Configuration

The default time period during which the authentication key is valid for authenticating incoming packets is
set to Forever.

The definition of Forever is: the starting time is January 1, 2000, and the ending time is infinite.

Command Mode

Key Chain Key Configuration mode
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User Guidelines

The switch checks Time-of-Date again a value of the start-time argument regardless if Time-of-Date is not
set by management or by SNTP because of the default value of Time-of-Date always is an passed time.

If validation of the value of the start-time argument was passed and the end-time argument is configured and
its value is infinite the key is considered as actual regardless if Time-of-Date is not set by management or
by SNTP.

If Time-of-Date is not set by management or by SNTP and if the end-time argument is configured with a
value differing from infinite or the duration parameter is configured, the key is considered as expired.

If Time-of-Date is set by management or by SNTP, the switch checks Time-of-Date again a value of the
end-time argument or of the duration parameter.

If the last key expires, authentication will be finished with error.

Example

The following example configures a key chain called keychainl. The key named string1 will be accepted
from 1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m. The key named string2 will be accepted
from 2:30 p.m. to 4:30 p.m. and be sent from 3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys
or discrepancies in the set time of the router. There is a 30-minute leeway on each side to handle time
differences:

switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx
switchxxxxxx

config)# router rip

config-rip)# network 172.19.1.1

config-rip)# exit

config)# interface ip 172.19.1.1

config-ip)# ip rip authentication mode md5

config-ip)# ip rip authentication key-chain keychainl

config-ip) # exit

config)# key chain keychainl

config-keychain) # key 1

config-keychain-key)# key-string stringl

config-keychain-key) # accept-lifetime 13:30:00 Jan 25 2011 duration 7200
config-keychain-key) # send-lifetime 14:00:00 Jan 25 2011 duration 3600
config-keychain-key) # exit

config-keychain) # key 2

config-keychain-key)# key-string string2

config-keychain-key) # accept-lifetime 14:30:00 Jan 25 2011 duration 7200
config-keychain-key) # send-lifetime 15:00:00 Jan 25 2011 duration 3600
config-keychain-key) # exit
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directed-broadcast

Use the directed-broadcast 1P Interface Configuration mode command to enable the translation of a directed
broadcast to physical broadcasts. Use the no form of this command to disable this function.

Syntax
directed-broadcast
no directed-broadcast

Default Configuration

Translation of a directed broadcast to physical broadcasts is disabled. All IP directed broadcasts are dropped.

Command Mode

IP Configuration mode

Example

The following example enables the translation of a directed broadcast to physical broadcasts.

switchxxxxxx (config)# interface ip 192.168.1.1
switchxxxxxx (config-ip)# directed-broadcast
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Ip policy route-map

To enable policy routing on an interface and identify a route map, use the ip policy route-map command in
Interface Configuration mode. To disable policy routing, use the no form of this command.

Syntax

ip policy route-map map-tag
noip policy route-map

Parameters

» map-tag—Name of the route map to use for policy routing.

Default Configuration

No policy routing occurs on the interface.

Command Mode

Interface Configuration mode

User Guidelines

Use the ip policy route-map command to enable policy routing on an interface. The actual policy routing
will take a place if an IP address is defined on the interface.

The IP packets matched to the route-map conditions specified by the route map with the map-tag name will
take a route depended on the action of the matched ACL:

* permit—The route specified by the set command Policy routing.
» deny—The route specified by the IP Forwarding table (regular routing).

» Name of the route map to use for policy routing.

The IP packets that are not matched, will be forwarded using the obvious shortest path.

IP policy routing on a Layer 2 interface is performed only when IP interface is defined, its status is UP, and
the next hop is reachable. If the IP policy routing is not applied then the matched IP packets will be forwarded
using the obvious shortest path.

Note. Of course, like in the case of regular IP Routing Policy Based IP Router routes only MAC "tome" IP
frames. IP policy routing cannot be configured on an interface together with the following features:

* VLAN ACL

Example
The following example shows how to configure policy routing:

switchxxxxxx (config)# ip access-list extended pr-acll
switchxxxxxx (config-ip-al)# permit tcp any any 156.12.5.0 0.0.0.255 any
switchxxxxxx (config-ip-al) # exit

Cisco Business Switches 350 Series CLI Guide .



IP Routing Protocol-Independent Commands |
. ip policy route-map

switchxxxxxx (config)# ip access-list extended pr-acl2

switchxxxxxx (config-ip-al)# permit tcp any any 156.122.5.0 0.0.0.255 any
switchxxxxxx (config-ip-al) # exit

switchxxxxxx (config) # route-map pbr 10

switchxxxxxx (config-route-map)# match ip address access-list pr-acll
switchxxxxxx (config-route-map) # set ip next-hop 56.1.1.1
switchxxxxxx (config-route-map) # exit

switchxxxxxx (config) # route-map pbr 20

switchxxxxxx (config-route-map)# match ip address access-list pr-acl2
switchxxxxxx (config-route-map)# set ip next-hop 50.1.1.1
switchxxxxxx (config-route-map) # exit

switchxxxxxx (config) # interface vlan 1

switchxxxxxx (config-if)# ip policy route-map pbr

switchxxxxxx (config-if)# exit
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Ip redirects

Use the ip redirects command in IP Interface Configuration mode to enable the sending of ICMP redirect
messages to re-send a packet through the same interface on which the packet was received. To disable the
sending of redirect messages, use the Nno form of this command.

Syntax
ip redirects

noip redirects

Default Configuration

The sending of ICMP redirect messages is enabled.

Command Mode

IP Configuration mode

Example

The following example disables the sending of ICMP redirect messages on IP interface 1.1.1.1 and re-enables
the messages on IP interface 2.2.2.2:

switchxxxxxx (config) # interface ip 1.1.1.1
switchxxxxxx (config-ip)# no ip redirects
switchxxxxxx (config-ip)# exit
switchxxxxxx (config)# interface ip 2.2.2.2
switchxxxxxx (config-ip)# ip redirects

(

switchxxxxxx (config-ip) # exit
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Ip route

IP Routing Protocol-Independent Commands |

To establish static routes, use the ip route command in global configuration mode. To remove static routes,
use the nNo form of this command.

Syntax
ip route prefix {mask | /prefix-length} {{ip-address [metric value]} | reect-route}
no ip route prefix {mask | /prefix-length} [ip-address]

Parameters
* prefix—IP route prefix for the destination.
» mask—Prefix mask for the destination.

« / prefix-length—Prefix mask for the destination.Specifies the number of bits that comprise the IP address
prefix. The prefix length must be preceded by a forward slash (/). (Range: 0-32)

* ip-address—IP address of the next hop that can be used to reach that network.

» metric value—Metric of the route. The default metric is 4 for the Next Hop on an In-Band interface and
2 for the Next Hop on OOB. Range: 1-255.

* rgject-route—Stopping routing to the destination network.

Default Configuration

No static routes are established.

Command Mode

Global Configuration mode

User Guidelines

Use the noip route command without the ip-address parameter to remove all static routes to the given subnet.
Use the no ip route command with the ip-address parameter to remove only one static route to the given
subnet via the given next hop.

Example 1—The following example shows how to route packets for network 172.31.0.0 to a router

at 172.31.6.6 using mask:

switchxxxxxx (config)# ip route 172.31.0.0 255.255.0.0 172.31.6.6 metric 2

Example 2—The following example shows how to route packets for network 172.31.0.0 to a router
at 172.31.6.6 using prefix length :

switchxxxxxx (config)# ip route 172.31.0.0 /16 172.31.6.6 metric 2

Example 3—The following example shows how to reject packets for network 194.1.1.0:

switchxxxxxx (config)# ip route 194.1.1.0 255.255.255.0 reject-route

Example4—The following example shows how to remove all static routes to network 194.1.1.0/24:
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switchxxxxxx (config)# no ip route 194.1.1.0 /24

Example 5—The following example shows how to remove one static route to network 194.1.1.0/24
via I.1.1.1:

switchxxxxxx (config)# no ip route 194.1.1.0 /24 1.1.1.1
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Ip routing

IP Routing Protocol-Independent Commands |

To enable IP routing, use the ip routing command in global configuration mode. To disable IP routing, use

the no form of this command.

Syntax
ip routing

no ip routing

Parameters

This command has no arguments or keywords.

Default Configuration

IP routing is enabled.

Command Mode

Global Configuration mode.

User Guidelines

Use the command to enable IP Routing.

The switch supports one IPv4 stack on in-band interfaces and the OOB port.

The IP stack is always running on the OOB port as an IP host regardless whether IP routing is enabled. The
switch blocks routing between in-band interfaces and the OOB interface. In the case when there are two best
routes - one via an in-band and one via the OOB port, the switch will use the route via the OOB port. DHCP
Relay and IP Helper cannot be enabled on the OOB port. Routing protocols cannot be enabled on the OOB
port. The IP subnet defined on the OOB port is not redistributed to routing protocols running on in-band

interfaces.

Example

The following example enables IP routing:

switchxxxxxx (config)# ip routing
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To specify the authentication string for a key, use the key-string command in key chain key configuration
mode. To remove the authentication string, use the no form of this command.

Syntax
key-string text
no key-string

Parameters

« text—Specifies the authentication string. The string can contain from 1 to 16 characters.

Default Configuration

No key exists.

Command Mode

Key Chain Key Configuration mode

Example

The following example configures a key chain named chainl. The key named key1 will be accepted from
1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m. The key named key2 will be accepted from
2:30 p.m. to 4:30 p.m. and be sent from 3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or a
discrepancy in the set time of the router. There is a 30-minute leeway on each side to handle time differences:

switchxxxxxx (config)# key chain chainl

switchxxxxxx (config-keychain)# key 1

switchxxxxxx (config-keychain-key)# key-string keyl

switchxxxxxx (config-keychain-key)# accept-lifetime 13:30:00 Jan 25 2011 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain) # key 2

switchxxxxxx (config-keychain-key)# key-string key2

switchxxxxxx (config-keychain-key)# accept-lifetime 14:30:00 Jan 25 2011 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 15:00:00 Jan 25 2011 duration 3600
switchxxxxxx (config-keychain-key)# exit
switchxxxxxx (config-keychain) # exit
switchxxxxxx (config)# router rip
switchxxxxxx (config-rip)# network 172.19.1.1
switchxxxxxx (config-rip)# version 2
switchxxxxxx (config-rip)# exit
switchxxxxxx (config)# interface ip 172.19.1.1
switchxxxxxx (config-ip)# ip rip authentication key-chain chainl
switchxxxxxx (config-ip)# ip rip authentication mode md5
switchxxxxxx (config-ip)# exit
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key (key chain)

To identify an authentication key on a key chain, use the key command in key-chain configuration mode. To
remove the key from the key chain, use the no form of this command.

Syntax
key key-id
no key key-id

Parameters

* key-id—Identification number of an authentication key on a key chain. The range of keys is from 1 to
255. The key identification numbers need not be consecutive. The scope of a key identification number
is the key chain where the key is defined.

Default Configuration

No key exists on the key chain.

Command Mode

Key-Chain Configuration mode

User Guidelines

It is useful to have multiple keys on a key chain so that the software can sequence through the keys as they
become invalid after time, based on the accept-lifetime and send-lifetime key chain key command settings.

Each key has its own key identifier, which is stored locally. The combination of the key identifier and the
interface associated with the message uniquely identifies the authentication algorithm and authentication key
in use. Only one authentication packet is sent, regardless of the number of valid keys. The software starts
looking at the lowest key identifier number and uses the first valid key.

If the last key expires, authentication will be finished with error.

To remove all keys, remove the key chain by using the no key chain command.

Example

The following example configures a key chain named chainl. The key named key1 will be accepted from
1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m. The key named key2 will be accepted from
2:30 p.m. to 4:30 p.m. and be sent from 3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or a
discrepancy in the set time of the router. There is a 30-minute leeway on each side to handle time differences:

switchxxxxxx (config) # key 1

switchxxxxxx (config)# key chain chainl

switchxxxxxx (config-keychain)# key 1

switchxxxxxx (config-keychain-key)# key-string keyl

switchxxxxxx (config-keychain-key) # accept-lifetime 13:30:00 Jan 25 2011 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain)# key 2
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switchxxxxxx (config-keychain-key) # key-string key2

switchxxxxxx (config-keychain-key) # accept-lifetime 14:30:00 Jan 25 2011 duration 7200
switchxxxxxx (config-keychain-key) # send-lifetime 15:00:00 Jan 25 2011 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain) # exit

switchxxxxxx (config)# router rip

switchxxxxxx (config-rip) # network 172.19.1.1
exit
switchxxxxxx
switchxxxxxx
switchxxxxxx

switchxxxxxx

config)# interface ip 172.19.1.1

config-ip)# ip rip authentication mode md5
config-ip)# ip rip authentication key-chain chainl
config-ip) # exit
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To enable authentication for routing protocols, identify a group of authentication keys by using the key chain
command in global configuration mode. To remove the key chain, use the no form of this command

Syntax
key chain name-of-chain

no key chain name-of-chain

Parameters

» name-of-chain—Name of a key chain. The chain-name may have from 1 to 32 characters. A key chain
must have at least one key and can have up to 256 keys.

Default Configuration

No key chain exists.

Command Mode

Global Configuration mode

User Guidelines
You must configure a key chain with keys to enable authentication.

Although you can identify multiple key chains, we recommend using one key chain per interface per routing
protocol. Upon specifying the key chain command, you enter key-chain configuration mode.

Example

The following example configures a key chain named chainl. The key named key1 will be accepted from
1:30 p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m. The key named key2 will be accepted from
2:30 p.m. to 4:30 p.m. and be sent from 3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or a
discrepancy in the set time of the router. There is a 30-minute leeway on each side to handle time differences:

switchxxxxxx (config)# key chain chainl

switchxxxxxx (config-keychain)# key 1

switchxxxxxx (config-keychain-key) # key-string keyl

switchxxxxxx (config-keychain-key) # accept-lifetime 13:30:00 Jan 25 2011 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 14:00:00 Jan 25 2011 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain) # key 2

switchxxxxxx (config-keychain-key) # key-string key2

switchxxxxxx (config-keychain-key) # accept-lifetime 14:30:00 Jan 25 2011 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 15:00:00 Jan 25 2011 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain) # exit

switchxxxxxx (config)# router rip

switchxxxxxx (config-rip) # network 172.19.1.1

switchxxxxxx (config-rip)# exit

switchxxxxxx (config)# interface ip 172.19.1.1

switchxxxxxx (config-ip)# ip rip authentication mode md5
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switchxxxxxx (config-ip)# ip rip authentication key-chain chainl
switchxxxxxx (config-ip)# exit
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send-lifetime

To set the time period during which an authentication key on a key chain is valid to be sent, use the
send-lifetime command in Key Chain Key configuration mode. To revert to the default value, use the no
form of this command.

Syntax
send-lifetime start-time {infinite | end-time | dur ation seconds}

no send-lifetime

Parameters

» start-time—Beginning time that the key specified by the key command is valid to be received. The syntax
can be either of the following:

* hh:mm:ss Month date year

* hh:mm:ss date Month year

» hh—hours (0-23)

e mm—minutes (0-59)

* ss—seconds (0-59)

» Month—first three letters of the month
* date—date (1-31)

* year—year (four digits)

The default start time and the earliest acceptable date is January 1, 2000.

« infinite—Key is valid to be received from the start-time value on.

* end-time—Key is valid to be received from the start-time value until the end-time value. The syntax is
the same as that for the start-time value. The end-time value must be after the start-time value. The default
end time is an infinite time period.

« duration seconds—Length of time (in seconds) that the key is valid to be received. The range is from
1 to 2147483646.

Default Configuration

The default time period during which the authentication key is valid for authenticating incoming packets is
set to forever.

Forever (the starting time is January 1, 2000, and the ending time is infinite)

Command Mode

Key Chain Key Configuration mode
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User Guidelines
Specify a start-time value and one of the following values: infinite end-time, or duration seconds.
A key is considered as expired if Time-of-Date is not set by management or by SNTP.

If the last key expires, authentication will be finished with error.

Example

The following example configures a key chain called chainl. The key named key1 will be accepted from 1:30
p.m. to 3:30 p.m. and be sent from 2:00 p.m. to 3:00 p.m. The key named key2 will be accepted from 2:30
p.m. to 4:30 p.m. and be sent from 3:00 p.m. to 4:00 p.m. The overlap allows for migration of keys or
discrepancies in the set time of the router. There is a 30-minute leeway on each side to handle time differences:

switchxxxxxx (config)# router rip

switchxxxxxx (config-rip) # network 172.19.1.1
switchxxxxxx (config-rip) # exit

switchxxxxxx (config)# interface ip 172.19.1.1
switchxxxxxx (config-ip)# ip rip authentication mode md5

switchxxxxxx (config-ip)# ip rip authentication key-chain chainl

switchxxxxxx (config-ip)# exit

switchxxxxxx (config) # key chain chainl

switchxxxxxx (config-keychain)# key 1

switchxxxxxx (config-keychain-key) # key-string keyl

switchxxxxxx (config-keychain-key)# accept-lifetime 13:30:00 Jan 25 1996 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 14:00:00 Jan 25 1996 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain)# key 2

switchxxxxxx (config-keychain-key) # key-string key2

switchxxxxxx (config-keychain-key)# accept-lifetime 14:30:00 Jan 25 1996 duration 7200
switchxxxxxx (config-keychain-key)# send-lifetime 15:00:00 Jan 25 1996 duration 3600
switchxxxxxx (config-keychain-key)# exit

switchxxxxxx (config-keychain) # exit
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show ip protocols

To display the parameters and current state of the active IP routing protocol processes, use the show ip
protocols command in user EXEC or privileged EXEC mode.

Syntax

show ip protocols [summary]

Parameters

» summary—Displays the configured routing protocol process names.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

The information displayed by the show ip protocols command is useful in debugging routing operations.

Example 1. The following is sample output from the show ip protocols command, showing active
routing protocols:

switchxxxxxx# show ip protocols

IP Routing Protocol is "rip"

Interfaces IP Addresses

VLAN 1 12.1.1.1

VLAN 1 150.23.12.2
VLAN 11 1.1.1.1

Example 2. The following is sample output from the show ip protocolscommand with the summary
keyword:

switchxxxxxx# show ipvé protocols summary
IP Routing Protocol is "rip"
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show ip route

To display the current state of the routing table, use the show ip route command in user EXEC or privileged
EXEC mode.

Syntax
show ip route [addressip-address {mask [longer-prefixes]} [protocol | static | rejected | icmp | connected]

Parameters
» address ip-address—IP address about which routing information should be displayed.
» mask—The value of the subnet mask.
» longer -pr efixes—Specifies that only routes matching the IP address and mask pair should be displayed.
« protocol—The name of the origin of the protocol to be displayed. Use one of the following arguments:
* rip—Displays routes added by RIP
« connected—Displays connected routes.
* icmp—Displays routes added by ICMP Direct.
* rejected—Displays rejected routes.

» static—Displays static routes.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines
Use this command without parameters to display the whole IPv4 Routing table.

Use this command with parameters to specify required routes.

Example 1. The following is sample output from the show ip route command when IP Routing is
not enabled:

switchxxxxxx# show ip route

Maximum Parallel Paths: 1 (1 after reset)IP Forwarding: disabled
Codes: > - best, C - connected, S - static, I - ICMP
IP Routing Table - 5 entries

Code IP Route Distance/ Next Hop Last Time Outgoing
Metric IP Address Updated Interface

S 10.10.0.0/16 1/2 10.119.254.244 00:02:22 vlan2

S> 10.10.0.0/16 1/1 10.120.254.244 00:02:22 vlan3

S> 10.16.2.0/24 1/1 10.119.254.244 00:02:22 vlan?

c> 10.119.0.0/16 0/1 0.0.0.0 vlan2

c> 10.120.0.0/16 0/1 0.0.0.0 vlan3
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show ip route summary

Use the show ip route summary command in User EXEC or Privileged EXEC mode to display the current
contents of the IP routing table in summary format.

Syntax

show ip route summary

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Example

The following is sample output from the show ip route summary command:

switchxxxxxx# show ip route summary

IP Routing Table Summary - 90 entries

35 connected, 25 static, 12 RIP

Number of prefixes:

/l6: 16, /18: 10, /22: 15, /24: 15, /28: 2, /30: 12
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show key chain

To display authentication key information, use the show key chain command in Privileged EXEC mode.

Syntax

show key chain [name-of-chain]

Parameters

» name-of-chain—Name of the key chain to display, as named in the key chain command.

Default Configuration

Information about all key chains is displayed.

Command Mode

Privileged EXEC mode

Example 1. The following is sample output from the show key chain command when the current
time of date is defined:

switchxxxxxx# show key chain

Current Time of Date is Feb 8 2011
Accept lifetime is configured to ignore
Key-chain trees:

key 1 -- text "chestnut"

accept lifetime (always valid) - (always valid) [valid now]

send lifetime (always valid) - (always valid) [valid now]

key 2 -- text "birch"

accept lifetime (00:00:00 Dec 5 2010) - (23:59:59 Dec 5 2010)

send lifetime (06:00:00 Dec 5 2010) - (18:00:00 Dec 5 2016) [valid now]

Example 2. The following is sample output from the show key chain command when the current
time of date is not defined:

switchxxxxxx# show key chain
Current Time of Date is not defined
Accept lifetime is ignored
Key-chain trees:

key 1 -- text "chestnut"

accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]

key 2 -- text "birch"

accept lifetime (00:00:00 Dec 5 2010) - (23:59:59 Dec 5 2010)
send lifetime (06:00:00 Dec 5 2010) - (18:00:00 Dec 5 2016)
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This chapter contains the following sections:
* ping, on page 594
* ssh, on page 596
* telnet, on page 598
* traceroute, on page 601
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Use the ping EXEC mode command to send ICMP echo request packets to another node on the network.

Syntax

ping [ip] {ipv4-address | hostname} [size packet_size] [count packet_count] [timeout time_out] [source
source-address]

ping ipv6 {ipv6-address | hostname} [size packet size] [count packet_count] [timeout time_out] [source
source-address]
Parameters

* ip—Use IPv4 to check the network connectivity.

* ipv6—Use IPv6 to check the network connectivity.

* ipv4-address—IPv4 address to ping.

* ipv6-address—Unicast or Multicast IPv6 address to ping. When the IPv6 address is a Link Local address
(IPv6Z address), the outgoing interface name must be specified.

* hostname—Hostname to ping (Length: 1-158 characters. Maximum label size for each part of the host
name: 58.)

* size packet_size—Number of bytes in the packet not including the VLAN tag. The default is 64 bytes.
(IPv4:64-1518, IPv6: 68-1518)

« count packet_count—Number of packets to send, from 1 to 65535 packets. The default is 4 packets. If
0 is entered, it pings until stopped (0-65535).

* time time-out—Timeout in milliseconds to wait for each reply, from 50 to 65535 milliseconds. The
default is 2000 milliseconds (50-65535).

* sour ce source-address—Source address (Unicast IPv4 address or global Unicast IPv6 address).

Command Mode

Privileged EXEC mode

User Guidelines
Press Esc to stop pinging. Following are sample results of the ping command:

» Destination does not respond—If the host does not respond, a “no answer from host” appears within
10 seconds.

+ Destination unreachable—The gateway for this destination indicates that the destination is unreachable.
* Network or host unreachable—The switch found no corresponding entry in the route table.
When using the ping ipv6 command to check network connectivity of a directly attached host using its link

local address, the egress interface may be specified in the | Pv6Z format. If the egress interface is not specified,
the default interface is selected.
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When using the ping ipv6 command with a Multicast address, the information displayed is taken from all
received echo responses.

When the source keyword is configured and the source address is not an address of the switch, the command
is halted with an error message and pings are not sent.

Example 1 - Ping an IP address.

switchxxxxxx> ping ip 10.1.1.1

Pinging 10.1.1.1 with 64 bytes of data:

64 bytes from 10.1.1.1: icmp seg=0. time=11 ms

64 bytes from 10.1.1.1: icmp seg=1l. time=8 ms

64 bytes from 10.1.1.1: icmp seg=2. time=8 ms

64 bytes from 10.1.1.1: icmp seg=3. time=7 ms
----10.1.1.1 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 7/8/11

Example 2 - Ping a site.

switchxxxxxx> ping ip yahoo.com

Pinging yahoo.com [66.218.71.198] with 64 bytes of data:
64 bytes from 66.218.71.198: icmp seq=0. time=11 ms

64 bytes from 66.218.71.198: icmp seg=1l. time=8 ms

64 bytes from 66.218.71.198: icmp seg=2. time=8 ms

64 bytes from 66.218.71.198: icmp seqg=3. time=7 ms
----10.1.1.1 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 7/8/11

Example 3 - Ping an IPv6 address.

switchxxxxxx> ping ipv6é 3003::11

Pinging 3003::11 with 64 bytes of data:

64 bytes from 3003::11: icmp_seg=1. time=0 ms
64 bytes from 3003::11: icmp_seqg=2. time=50 ms
64 bytes from 3003::11: icmp_seg=3. time=0 ms
64 bytes from 3003::11: icmp_seg=4. time=0 ms
----3003::11 PING Statistics----

4 packets transmitted, 4 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/12/50
switchxxxxxx> ping ipv6é FF02::1

Pinging FF02::1 with 64 bytes of data:

64 bytes from FF02::1: icmp seg=1l. time=0 ms

64 bytes from FFO02:: icmp seg=1. time=70 ms
64 bytes from FFO02:: icmp seg=2. time=0 ms

64 bytes from FFO02:: icmp seg=1. time=1050 ms
64 bytes from FFO02:: icmp seg=2. time=70 ms
64 bytes from FFO02:: icmp seg=2. time=1050 ms
64 bytes from FFO02:: icmp seg=3. time=0 ms

64 bytes from FFO02:: icmp seg=3. time=70 ms
64 bytes from FFO02:: icmp seg=4. time=0 ms

64 bytes from FFO02:: icmp seg=3. time=1050 ms
64 bytes from FFO02:: icmp seg=4. time=70 ms
64 bytes from FF02::1: icmp sg=4. time=1050 ms
--—- FF02::1 PING Statistics----

4 packets transmitted, 12 packets received

PR R R R R R R R PR
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To start an encrypted session with a remote networking device, use the ssh command in user EXEC or
privileged EXEC mode.

Syntax
ssh {ip-address | hostname} [port] [keyword...]

Parameters

* ip-address—Specifies the destination host IP address (IPv4 or IPv6).

* hostname—Hostname to ping (Length: 1-158 characters. Maximum label size for each part of the host
name: 58.)

* port—Specifies the decimal TCP port number. The default port is the SSH port (22).

* keyword—Specifies the one or more keywords listed in the Keywords table in the User Guidelines.

Keywords Table

Options Description

/password password Specifies the password to use when logging in on the remote networking
device running the SSH server. If the keyword is not specified, the

password configured by the ip ssh-client password command is used.
Ifthis keyword is specified the the /user keyword must be specified too.

/sour ce-inter face interface-id Specifies the source interface which minimal IPv4/v6 address will be
used as the source IPv4/v6 address. If the keyword is not specified, the
source IPv4/IPv6 address configured by the ip ssh-client

sour ce-inter face command is used.

/user user-name Specifies the user name to use when logging in on the remote networking
device running the SSH server. If the keyword is not specified, the user
name configured by the ip ssh-client username command is used. If

this keyword is specified the /passwor d keyword must be specified too.

Default Configuration

The default port is the SSH port (22) on the host.

Command Mode

Privileged EXEC mode

User Guidelines

The ssh command enables the switch to make a secure, encrypted connection to another switch running an
SSH server. This connection provides functionality that is similar to that of a Telnet connection except that
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the connection is encrypted. With authentication and encryption, the SSH client allows for a secure
communication over an insecure network.

Only one SSH terminal connection can be active at the same time.

Example 1. The following example sets a secure session between the local device and the edge
device HQedge.

switchxxxxxx> ssh HQedge

Example 2. The following example sets a secure session between the local device and the edge
device 1.1.1.1. The user name is HQhost and the password is a password configured by the ip
ssh-client password command.

switchxxxxxx> ssh 1.1.1.1 /user HQhost

Example 3. The following example sets a secure session between the local device and the edge
device HQedge. The user name is HQhost and the password is ar3245ddd.

switchxxxxxx> ssh HQedge /user HQhost /password ar3245ddd

Example 4. The following example sets a lookback interface as a source interface:

switchxxxxxx> ssh HQedge /source-interface loopbackl
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The telnet EXEC mode command logs on to a host that supports Telnet.

Syntax
telnet {ip-address | hostname} [port] [keyword...]

Parameters

* ip-address—Specifies the destination host IP address (IPv4 or IPv6).

* hostname—Hostname to ping (Length: 1-158 characters. Maximum label size for each part of the host
name: 58.)

» port—Specifies the decimal TCP port number or one of the keywords listed in the Ports table in the User
Guidelines.

* keyword—Specifies the one or more keywords listed in the Keywords table in the User Guidelines.

Default Configuration

The default port is the Telnet port (23) on the host.

Command Mode

Privileged EXEC mode

User Guidelines

Telnet software supports special Telnet commands in the form of Telnet sequences that map generic terminal
control functions to operating system-specific functions. To enter a Telnet sequence, press the escape sequence
keys (Ctrl-shift-6) followed by a Telnet command character.

Special Telnet Sequences

Telnet Sequence Purpose

Ctrl-shift-6-b Break

Ctrl-shift-6-c Interrupt Process (IP)
Ctrl-shift-6-h Erase Character (EC)
Ctrl-shift-6-o Abort Output (AO)
Ctrl-shift-6-t Are You There? (AYT)
Ctrl-shift-6-u Erase Line (EL)

At any time during an active Telnet session, available Telnet commands can be listed by pressing the ?/help
keys at the system prompt.

A sample of this list follows.
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switchxxxxxx> ?/help

[Special telnet

escape help]

~“~ B sends telnet BREAK
~" C sends telnet IP

~“"~ H sends telnet EC

~" O sends telnet AO

A" T sends telnet AYT
~“" U sends telnet EL
the session (return to system command prompt)

?/help suspends

telnet .

Several concurrent Telnet sessions can be opened, enabling switching between the sessions. To open a
subsequent session, the current connection has to be suspended by pressing the escape sequence keys
(Ctrl-shift-6) and x to return to the system command prompt. Then open a new connection with the telnet
EXEC mode command.

This command lists concurrent Telnet connections to remote hosts that were opened by the current Telnet
session to the local device. It does not list Telnet connections to remote hosts that were opened by other Telnet

sessions.

Keywords Table

Options Description

/echo Enables local echo.

/quiet Prevents onscreen display of all messages from the software.

/source-interface Specifies the source interface.

/stream Turns on stream processing, which enables a raw TCP stream with no Telnet
control sequences. A stream connection does not process Telnet options and can
be appropriate for connections to ports running UNIX-to-UNIX Copy Program
(UUCP) and other non-Telnet protocols.

Ctrl-shift-6 x Returns to the System Command Prompt.

Ports Table

Keyword Description Port Number

BGP Border Gateway Protocol 179

chargen Character generator 19

cmd Remote commands 514

daytime Daytime 13

discard Discard 9

domain Domain Name Service 53

echo Echo 7

exec Exec 512

finger Finger 79
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Keyword Description Port Number
ftp File Transfer Protocol 21
ftp-data FTP data connections 20
gopher Gopher 70
hostname NIC hostname server 101
ident Ident Protocol 113
irc Internet Relay Chat 194
klogin Kerberos login 543
kshell Kerberos shell 544
login Login 513
Ipd Printer service 515
nntp Network News Transport Protocol 119
pim-auto-rp PIM Auto-RP 496
pop2 Post Office Protocol v2 109
pop3 Post Office Protocol v3 110
smtp Simple Mail Transport Protocol 25
sunrpc Sun Remote Procedure Call 111
syslog Syslog 514
tacacs TAC Access Control System 49
talk Talk 517
telnet Telnet 23
time Time 37
uucp Unix-to-Unix Copy Program 540
whois Nickname 43
WWW World Wide Web 80
Example

The following example displays logging in to IP address 176.213.10.50 via Telnet.

switchxxxxxx> telnet 176.213.10.50
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To display the routes that packets will take when traveling to their destination, use the traceroute EXEC
mode command.

Syntax

tracerouteip {ipv4-address | hostname} [size packet_size] [tt] max-ttl] [count packet count] [timeout
time_out] [sour ce ip-address]

tracerouteipv6 {ipv6-address | hostname} [size packet_size] [ttl max-ttl] [count packet_count] [timeout
time_out] [sour ce ip-address]

Parameters
* ip—Use IPv4 to discover the route.
* ipv6—Use IPv6 to discover the route.
* ipv4-address—IPv4 address of the destination host.
* ipv6-address—IPv6 address of the destination host.

* hostname—Hostname to ping (Length: 1-158 characters. Maximum label size for each part of the host
name: 58.)

* size packet_size—Number of bytes in the packet not including the VLAN tag. The default is 64 bytes.
(IPv4:64-1518, IPv6: 68-1518)

* ttl max-ttl—The largest TTL value that can be used. The default is 30. The tr acer oute command terminates
when the destination is reached or when this value is reached. (Range: 1-255)

« count packet_count—The number of probes to be sent at each TTL level. The default count is 3. (Range:
1-10)

« timeout time_out—The number of seconds to wait for a response to a probe packet. The default is 3
seconds. (Range: 1-60)

» sour ceip-address—One of the interface addresses of the device to use as a source address for the probes.
The device selects the optimal source address by default. (Range: Valid IP address)

Command Mode

Privileged EXEC mode

User Guidelines

The traceroute command works by taking advantage of the error messages generated by routers when a
datagram exceeds its time-to-live (TTL) value.

The traceroute command starts by sending probe datagrams with a TTL value of one. This causes the first
router to discard the probe datagram and send back an error message. The traceroute command sends several
probes at each TTL level and displays the round-trip time for each.
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The traceroute command sends out one probe at a time. Each outgoing packet can result in one or two error
messages. A "time exceeded” error message indicates that an intermediate router has seen and discarded the
probe. A "destination unreachable" error message indicates that the destination node has received the probe

and discarded it because it could not deliver the packet. If the timer goes off before a response comes in, the
traceroute command prints an asterisk (*).

The traceroute command terminates when the destination responds, when the maximum TTL is exceeded,
or when the user interrupts the trace with Esc.

The traceroute ipv6 command is not relevant to IPv6 link local addresses.

Example

switchxxxxxx> traceroute ip umaxpl.physics.lsa.umich.edu

Type Esc to abort.

Tracing the route to umaxpl.physics.lsa.umich.edu (141.211.101.64)
i2-gateway.stanford.edu (192.68.191.83) 0 msec 0 msec 0 msec
STAN.POS.calren2.NET (171.64.1.213) O msec 0 msec 0 msec
SUNV--STAN.POS.calren2.net (198.32.249.73) 1 msec 1 msec 1 msec
Abilene--QSV.POS.calren2.net (198.32.249.162) 1 msec 1 msec 1 msec
kscyng-snvang.abilene.ucaid.edu (198.32.8.103) 33 msec 35 msec 35 msec
iplsng-kscyng.abilene.ucaid.edu (198.32.8.80) 47 msec 45 msec 45 msec
so-0-2-0xl.aal.mich.net (192.122.183.9) 56 msec 53 msec 54 msec
atml-0x24.michnet8.mich.net (198.108.23.82) 56 msec 56 msec 57 msec

9 L

10 A-ARB3-LSA-NG.c-SEB.umnet.umich.edu(141.211.5.22)58 msec 58msec 58 msec
11 umaxpl.physics.lsa.umich.edu (141.211.101.64) 62 msec 63 msec 63 msec
Trace completed

W J oy bW

The following table describes the significant fields shown in the display:

Field Description

1 Indicates the sequence number of the router in the path to the
host.

i2-gateway.stanford.edu Host name of this router.

192.68.191.83 IP address of this router.

1 msec 1 msec 1 msec Round-trip time for each of the probes that are sent.

The following are characters that can appear in the traceroute command output:

Field Description

* The probe timed out.

? Unknown packet type.

A Administratively unreachable. Usually, this output indicates that an

access list is blocking traffic.

F Fragmentation required and DF is set.
H Host unreachable.
N Network unreachable.
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Field Description

P Protocol unreachable.

Q Source quench.

R Fragment reassembly time exceeded
S Source route failed.

U Port unreachable.
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This chapter contains the following sections:

* ip multicast-routing, on page 606

* ip multicast ttl-threshold, on page 607
* show ip mroute, on page 608

* show ip multicast, on page 610
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Ip multicast-routing

To enable IPv4 Multicast routing on all IP-enabled interfaces of the router and to enable Multicast forwarding,
use the ip multicast-routing command in global configuration mode. To stop Multicast routing and forwarding,
use the nNo form of this command.

Syntax
ip multicast-routing igmp-proxy

no ip multicast-routing

Parameters

* igmp-proxy—Enable Multicast routing using IGMP Proxy.

Default Configuration

Multicast routing is not enabled.

Command Mode

Global Configuration mode

User Guidelines
Use the ip multicast-routing command with parameter to specify the needed IP Multicast Routing Protocol.

To forward IPv4 Multicast packets on an interface, IPv4 Multicast forwarding must be enabled globally and
an [PMv4 Routing protocol must be enabled on the interface.

Example
The following example enables IP Multicast routing using IGMP Proxy:

switchxxxxxx (config)# ip multicast-routing igmp-proxy
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Ip multicast ttl-threshold

To configure the time-to-live (TTL) threshold of packets being forwarded out an interface, use the ip multicast
ttl-threshold command in Interface Configuration mode. To return to the default TTL threshold, use the no
form of this command.

Syntax
ip multicast ttl-threshold ttl-value
no ip multicast ttl-threshold

Parameters

« ttl-value—Time-to-live value, in hops. It can be a value from 0 to 256.

Default Configuration

The default TTL value is 0.

Command Mode

Interface Configuration mode

User Guidelines

Multicast packets with a TTL value less than the threshold will not be forwarded on the interface. The default
value of 0 means all Multicast packets are forwarded on the interface.

A value of 256 means that no Multicast packets are forwarded on the interface.

You should configure the TTL threshold only on border routers. Conversely, routers on which you configure
a TTL threshold value automatically become border routers.

Example

The following example sets the TTL threshold on a border router to 200:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ip multicast ttl-threshold 200
switchxxxxxx (config-if)# exit
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show ip mroute

To display the contents of the Multicast routing (mroute) table, use the show ip mroute command in user
EXEC or privileged EXEC mode.

Syntax

show ip mroute [group-address [source-address]] [summary]

Parameters

* group-address—Destination Multicast IP address.
* source-address—Source IP address.

» summary—TFilters the output to display a one-line, abbreviated summary of each entry in the mroute
table.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Use the show ip mroute command to display information about Mroute entries in the mroute table. The switch
populates the Multicast routing table by creating (S, G) entries from (*, G) entries. The asterisk (*) refers to
all source addresses, the “S” refers to a single source address, and the “G” is the destination Multicast group
address. In creating (S, G) entries, the switch uses the best path to that destination group found in the Unicast
routing table (that is, through Reverse Path Forwarding [RPF]).

Examples
Description of Significant fields in the examples below

Timers:Uptime/Expires—“Uptime” indicates per interface how long (in hours, minutes, and seconds) the
entry has been in the IP Multicast routing table. “Expires” indicates per interface how long (in hours, minutes,
and seconds) until the entry will be removed from the [P Multicast routing table.

(*, 224.0.255.1) and (192.168.37.100/32, 224.0.255.1)—Entry in the IP Multicast routing table. The entry
consists of the IP address of the source router followed by the IP address of the Multicast group. An asterisk
(*) in place of the source router indicates all sources.

Entries in the first format are referred to as (¥, G) or “star comma G” entries. Entries in the second format are
referred to as (S, G) or “S comma G” entries. (¥, G) entries are used to build (S, G) entries.

Incominginterface: —Expected interface for a Multicast packet from the source. If the packet is not received
on this interface, it is discarded.

Outgoing Interface List (OIF):—Interfaces through which packets will be forwarded.

Example 1. The following is sample output from the show ip mroute command with the summary keyword:

switchxxxxxx# show ip mroute summary
Timers: Uptime/Expires
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IP Multicast Routing Table

172.16.160.67/32, 224.2.127.254), 00:02:46/00:00:12, OIF count:2
172.16.244.217/32, 224.2.127.254), 00:02:15/00:00:40, OIF count:
172.16.8.33/32, 224.2.127.254), 00:00:25/00:02:32, OIF count:2
172.16.2.62/32, 224.2.127.254), 00:00:51/00:02:03, OIF count:2
172.16.8.3/32, 224.2.127.254), 00:00:26/00:02:33, OIF count:2
172.16.60.189/32, 224.2.127.254), 00:03:47/00:00:46, OIF count:2

Example 2. The following is sample output from the show ip mroute command:

switchxxxxxx# show ip mroute
Timers: Uptime/Expires

IP Multicast Routing Table

(*, 224.0.255.3), 5:29:15/00:03:01
Incoming interface: vlan2

Outgoing interface list:

vlanl00, 5:29:15/0:02:57
(192.168.46.0/24, 224.0.255.3), 05:29:15/00:02:59
Incoming interface: vlan2

Outgoing interface list:

vlan5, 05:29:15/00:02:57
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show ip multicast

To display general information about IP Multicast configuration, use the show ip multicast command in user
EXEC or privileged EXEC mode.

Syntax

show ip multicast [interface interface-id]

Parameters

« interface—Displays IP Multicast-related information about an interface configured for IP Multicast.

« interface-id—Interface identifier for which to display IP Multicast information.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Use the show ip multicast command without the inter face keyword to display general information about the
state of IP Multicast on the router.

Use the show ip multicast command with the interface keyword to display the IP Multicast information
about the specified interface.

Example 1. The following is sample output from the show ip multicast command without the
inter face keyword when no IP Multicast Routing protocol is enabled:

switchxxxxxx# show ip multicast
IP Unicast Forwarding: enabled
IP Multicast Protocol: No

Example 2. The following is sample output from the show ip multicast command without the
interface keyword when IGMP Proxy is enabled:

switchxxxxxx# show ip multicast
IP Unicast Forwarding: enabled
IP Multicast Protocol: IGMP Proxy

Example 3. The following is sample output from the show ip multicast command about the given
interface. IGMP Proxy is enabled on the interface and the interface is an IGMP Proxy Upstream
interface:

switchxxxxxx# show ip multicast interface vlan 200
IP Unicast Forwarding: enabled

IP Multicast Protocol: IGMP Proxy

vlan 200

TTL-threshold: 0

IGMP Protocol: IGMPv3

IGMP Proxy: Upstream
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Example 4. The following is sample output from the show ip multicast command about the given
interface. IGMP Proxy is enabled on the interface and the interface is an IGMP Proxy Downlink
interface:

switchxxxxxx# show ip multicast interface vlan 100
IP Unicast Forwarding: enabled

IP Multicast Protocol: IGP Proxy

vlan 200

TTL-threshold: 0

IGMP Protocol: IGMPv3

IGMP Proxy: DownStream (Upstream: vlan 200)

Example 5. The following is sample output from the show ip multicast command about the given
interface. IGMP Proxy is disabled on the interface:

switchxxxxxx# show ip multicast interface vlan 100
IP Unicast Forwarding: enabled

IP Multicast Protocol: IGMP Proxy

vlan 200

IP Status: enabled

hop-threshold: 100

IGMP Protocol: IGMPv3

IGMP Proxy: disabled
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IPv6 Commands

This chapter contains the following sections:

» clear ipv6 neighbors, on page 614

* ipv6 address, on page 615

* ipv6 address anycast, on page 616

* ipv6 address autoconfig, on page 618

* ipv6 address eui-64, on page 619

* ipv6 address link-local, on page 621

* ipv6 default-gateway, on page 622

* ipv6 enable, on page 623

* ipv6 hop-limit, on page 624

* ipv6 icmp error-interval, on page 625

* ipv6 link-local default zone, on page 626
* ipv6 nd advertisement-interval, on page 627
* ipv6 nd dad attempts, on page 628

* ipv6 nd hop-limit, on page 630

* ipv6 nd managed-config-flag, on page 631
* ipv6 nd prefix, on page 632

* ipv6 nd ra interval, on page 635

* ipv6 nd ra lifetime, on page 636

* ipv6 nd ra suppress, on page 637

* ipv6 nd reachable-time, on page 638

* ipv6 nd router-preference, on page 639
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clear ipv6 neighbors

Use the clear ipv6 neighbors command in privileged EXEC mode to delete all entries in the IPv6 neighbor
discovery cache, except static entries.

Syntax

clear ipv6 neighbors

Command Mode

Privileged EXEC mode
User Guidelines

Example

The following example deletes all entries, except static entries, in the neighbor discovery cache:

switchxxxxxx# clear ipv6 neighbors
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Ipv6 address

Use the ipv6 address command in Interface Configuration mode to configure a global unicast IPv6 address
based on an IPv6 general prefix and enable IPv6 processing on an interface. To remove the address from the
interface, use the no form of this command.

Syntax
ipv6 address ipv6-address/prefix-length
no ipv6 address [ipv6-address/prefix-length]

Parameters

* ipv6-address—Specifies the global unicast IPv6 address assigned to the interface. This argument must
be in the form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values
between colons.

» prefix-length—The length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

Default Configuration

No IP address is defined for the interface.

Command Mode

Interface Configuration mode

User Guidelines
The ipv6 address command cannot be applied to define an IPv6 address on an ISATAP interface.

Using the no | Pv6 address command without arguments removes all manually-configured IPv6 addresses
from an interface, including link local manually configured addresses.

Example

The following example defines the IPv6 global address 2001:DB8:2222:7272::72 on vlan 100:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# ipv6é address 2001:DB8:2222:7272::72/64
switchxxxxxx (config-if)# exit
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Ipv6 address anycast

Use the ipv6 address anycast command in Interface Configuration mode to configure a global unicast IPv6
Anycast address and enable IPv6 processing on an interface. To remove the address from the interface, use
the no form of this command.

Syntax
ipv6 address ipv6-prefix/prefix-length anycast
no ipv6 address [ipv6-prefix/prefix-length]

Parameters

* ipv6-address—Specifies the global unicast IPv6 address assigned to the interface. This argument must
be in the form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values
between colons.

» prefix-length—The length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

Default Configuration

No IP address is defined for the interface.

Command Mode

Interface Configuration mode

User Guidelines

An Anycast address is an address that is assigned to a set of interfaces that typically belong to different nodes.
A packet sent to an Anycast address is delivered to the closest interface—as defined by the routing protocols
in use—identified by the Anycast address. Anycast addresses are syntactically indistinguishable from Unicast
addresses because Anycast addresses are allocated from the Unicast address space. Nodes to which the Anycast
address is assigned must be explicitly configured to recognize that the address is an Anycast address.

Anycast addresses can be used only by a router, not a host, and Anycast addresses must not be used as the
source address of an IPv6 packet.

The subnet router Anycast address has a prefix concatenated by a series of zeros (the interface ID). The subnet
router Anycast address can be used to reach a router on the link that is identified by the prefix in the subnet
router Anycast address.

The ipv6 address anycast command cannot be applied to define an IPv6 address on an ISATAP interface.

Example

The following example enables IPv6 processing on the interface, assigns the prefix 2001:0DB8:1:1::/64 to
the interface, and configures the IPv6 Anycast address 2001:0DB8:1:1:FFFF:FFFF:FFFF:FFFE:
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switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipvé address 2001:0DB8:1:1:FFFF:FFFF:FFFF:FFFE/64 anycast
switchxxxxxx (config-if)# exit
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ipv6 address autoconfig

Use the ipv6 address autoconfig command in Interface Configuration mode to enable automatic configuration
of [Pv6 addresses using stateless auto configuration on an interface and enable IPv6 processing on the interface.
Addresses are configured depending on the prefixes received in Router Advertisement messages. To disable
automatic configuration of IPv6 addresses and to remove the automatically configured address from the
interface, use the no form of this command.

Syntax
ipv6 address autoconfig

no ipv6 address autoconfig

Default Configuration

Stateless Auto configuration is enabled.

Command Mode

Interface Configuration mode

User Guidelines

This command enables IPv6 on an interface (if it was disabled) and causes the switch to perform IPv6 stateless
address auto-configuration to discover prefixes on the link and then to add the eui-64 based addresses to the
interface.

Stateless auto configuration is applied only when IPv6 Forwarding is disabled.

When IPv6 forwarding is changed from disabled to enabled, and stateless auto configuration is enabled the
switch stops stateless auto configuration and removes all stateless auto configured ipv6 addresses from all
interfaces.

When IPv6 forwarding is changed from enabled to disabled and stateless auto configuration is enabled the
switch resumes stateless auto configuration.

Additionally the ipv6 address autoconfig command enables on the interface the DHCPv6 Stateless client to
receive DHCP stateless information and this information is received from a DHCPv6 server regardless whether
IPv6 Forwarding is enabled or not.

Example

The following example assigns the IPv6 address automatically:

switchxxxxxx (config) # interface wvlan 100
switchxxxxxx (config-if)# ipv6 address autoconfig
switchxxxxxx (config-if)# exit
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Ipv6 address eui-64

Use the ipv6 address eui-64 command in Interface Configuration mode to configure a global unicast IPv6
address for an interface and enables IPv6 processing on the interface using an EUI-64 interface ID in the low
order 64 bits of the address. To remove the address from the interface, use the no form of this command.

Syntax
ipv6 address ipv6-prefix/prefix-length eui-64
no ipv6 address [ipv6-prefix/prefix-length eui-64]

Parameters

* ipv6-prefix—Specifies the global unicast IPv6 address assigned to the interface. This argument must be
in the form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values
between colons.

» prefix-length—The length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

Default Configuration

No IP address is defined for the interface.

Command Mode

Interface Configuration mode

User Guidelines

If the value specified for the prefix-length argument is greater than 64 bits, the prefix bits have precedence
over the interface ID.

The IPv6 address is built from ipv6-prefix and the EUI-64 Interface ID by the following way:
* The first prefix-length bits are taken from ipv6-prefix.
« If prefix-length < 64 then
The following (64-prefix-length) bits are filled by Os.
* The last 64 bits are taken from the EUI-64 Interface ID.

« If prefix-length equals to 64 then the following 64 bits are taken from the EUI-64 Interface ID.

« If prefix-length > 64 then the following (128-prefix-length) bits are taken from the last (64-(prefix-length
-64)) bits of the EUI-64 Interface ID.

If the switch detects another host using one of its IPv6 addresses, it adds the IPv6 address and displays an
error message on the console.
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Example

The following example enables IPv6 processing on VLAN 1, configures IPv6 global address
2001:0DB8:0:1::/64 and specifies an EUI-64 interface ID in the low order 64 bits of the address:

switchxxxxxx (config) # interface vlan 1
switchxxxxxx (config-if)# ipv6é address 2001:0DB8:0:1::/64 eui-64
switchxxxxxx (config-if)# exit
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Ipv6 address link-local

Use the ipv6 addresslink-local command in Interface Configuration mode to configure an IPv6 link local
address for an interface and enable IPv6 processing on the interface. To remove the manually configured link
local address from the interface, use the no form of this command.

Syntax
ipv6 address ipv6-prefix link-local
no ipv6 address [link-local]

Parameters

* ipv6-address—Specifies the IPv6 network assigned to the interface. This argument must be in the form
documented in RFC4293 where the address is specified in hexadecimal using 16-bit values between
colons.

Default Configuration

The default Link-local address is defined.

Command Mode

Interface Configuration mode

User Guidelines

The switch automatically generates a link local address for an interface when IPv6 processing is enabled on
the interface, typically when an IPv6 address is configured on the interface. To manually specify a link local
address to be used by an interface, use the ipv6 address link-local command.

The ipv6 addresslink-local command cannot be applied to define an IPv6 address on an ISATAP interface.

Example

The following example enables IPv6 processing on VLAN 1 and configures FE80::260:3EFF:FE11:6770 as
the link local address for VLAN 1:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipv6 address FE80::260:3EFF:FE11:6770 link-local
switchxxxxxx (config-if)# exit
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ipv6 default-gateway

Use the ipv6 default-gateway Global Configuration mode command to define an IPv6 default gateway. To
remove the IPv6 default gateway, use the no form of this command.

Syntax
ipv6 default-gateway {ipv6-address [outgoing-interface-id]} | interface-id

no ipv6 default-gateway [{ipv6-address [outgoing-interface-id]} | interface-id]

Parameters
* ipv6-address—Specifies the IPv6 address of an IPv6 router that can be used to reach a network.
» outgoing-interface-id—Outgoing Interface identifier.

« interface-id—Specifies the Interface Identifier of the outgoing interface that can be used to reach a
network. This argument can be applied only to point-to-point interfaces (manual IPv6 over IPv4 tunnels).

Default Configuration

No default gateway is defined.

Command Mode

Global Configuration mode

Example 1. The following example defines a default gateway with a global IPv6 address:
switchxxxxxx (config)# ipv6é default-gateway 5::5

Example 2. The following example defines a default gateway with a link-local IPv6 address:
switchxxxxxx (config) # ipvé default-gateway FE80::260:3EFF:FE11:6770%vlanl
Example 3. The following example defines a default gateway on manual tunnel 1:

switchxxxxxx (config)# ipvé default-gateway tunnell
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Ipv6 enable

Use the ipv6 enable command in Interface Configuration mode to enable IPv6 processing on an interface.

To disable IPv6 processing on an interface that has not been configured with an explicit IPv6 address, use the
no form of this command.

Syntax
ipv6 enable

no ipv6 enable

Default Configuration

IPv6 interface is disabled.

Command Mode

Interface Configuration mode

User Guidelines

This command automatically configures an IPv6 link-local Unicast address on the interface while also enabling
the interface for IPv6 processing. The no ipv6 enable command does not disable IPv6 processing on an
interface that is configured with an explicit IPv6 address.

Example

The following example enables VLAN 1 for the IPv6 addressing mode.

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipv6é enable
switchxxxxxx (config-if)# exit
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Ipv6 hop-limit

Use the ipv6 hop-limit command in Global Configuration mode to configure the maximum number of hops
used in all IPv6 packets that are originated by the router.

To return the hop limit to its default value, use the no form of this command.

Syntax
ipv6 hop-limit value

no ipv6 hop-limit

Parameters

* value—Maximum number of hops. The acceptable range is from 1 to 255.

Default Configuration
The default is 64 hops.

Command Mode

Global Configuration mode

Example

The following example configures a maximum number of 15 hops for all IPv6 packets that are originated
from the router:

switchxxxxxx (config)# ipv6é hop-limit 15
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Ipv6 icmp error-interval

Use the ipv6 icmp error-interval command in Global Configuration mode to configure the interval and
bucket size for IPv6 ICMP error messages. To return the interval to its default setting, use the no form of this
command.

Syntax
ipv6 icmp error-interval milliseconds [bucketsize]

no ipv6 icmp error-interval

Parameters

« milliseconds—Time interval between tokens being placed in the bucket. Each token represents a single
ICMP error message. The acceptable range is from 0 to 2147483647. A value of 0 disables ICMP rate
limiting.

» bucketsize—Maximum number of tokens stored in the bucket. The acceptable range is from 1 to 200.

Default Configuration

The default interval is 100ms and the default bucketsize is 10 i.e. 100 ICMP error messages per second.

Command Mode

Global Configuration mode

User Guidelines

Use this command to limit the rate at which IPv6 ICMP error messages are sent. A token bucket algorithm is
used with one token representing one IPv6 ICMP error message. Tokens are placed in the virtual bucket at a
specified interval until the maximum number of tokens allowed in the bucket is reached.

The milliseconds argument specifies the time interval between tokens arriving in the bucket. The optional
bucketsize argument is used to define the maximum number of tokens allowed in the bucket. Tokens are
removed from the bucket when IPv6 ICMP error messages are sent, which means that if the bucketsize is set
to 20, a rapid succession of 20 [IPv6 ICMP error messages can be sent. When the bucket is empty of tokens,
IPv6 ICMP error messages are not sent until a new token is placed in the bucket.

Average Packets Per Second = (1000/ milliseconds) * bucketsize.

To disable ICMP rate limiting, set the milliseconds argument to zero.

Example

The following example shows an interval of 50 milliseconds and a bucket size of 20 tokens being configured
for IPv6 ICMP error messages:

switchxxxxxx (config)# ipv6é icmp error-interval 50 20
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ipv6 link-local default zone

Use the | pv6 link-local default zone command to configure an interface to egress a link local packet without
a specified interface or with the default zone 0.

Use the no form of this command to return the default link local interface to the default value.

Syntax
I pv6 link-local default zone interface-id

no I pv6 link-local default zone

Parameters

« interface-id—Specifies the interface that is used as the egress interface for packets sent without a specified
IPv6Z interface identifier or with the default O identifier.

Default
By default, link local default zone is disabled.

Command Mode

Global Configuration mode

Example

The following example defines VLAN 1 as a default zone:

switchxxxxxx (config)# ipv6é link-local default zone vlanl
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Ipv6 nd advertisement-interval

Use the ipv6 nd advertisement-interval in Interface Configuration mode to configure the advertisement
interval option in router advertisements (RAs).

To reset the interval to the default value, use the no form of this command.

Syntax
ipv6 nd advertisement-interval

no ipv6 nd advertisement-interval

Default Configuration

Advertisement interval option is not sent.

Command Mode

Interface Configuration mode

User Guidelines

Use the ipv6 nd advertisement-interval command to indicate to a visiting mobile node the interval at which
that node may expect to receive RAs. The node may use this information in its movement detection algorithm.

Example

The following example enables the advertisement interval option to be sent in RAs:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipvé nd advertisement-interval
switchxxxxxx (config-if)# exit
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Ipv6 nd dad attempts

Use the ipv6 nd dad attempts command in Interface Configuration mode to configure the number of
consecutive neighbor solicitation messages that are sent on an interface while duplicate address detection is
performed on the Unicast IPv6 addresses of the interface.

To return the number of messages to the default value, use the no form of this command.

Syntax
ipv6 nd dad attemptsvalue

no ipv6 nd dad attempts

Parameters

» value—The number of neighbor solicitation messages. The acceptable range is from 0 to 600. Configuring
a value of 0 disables duplicate address detection processing on the specified interface; a value of 1
configures a single transmission without follow-up transmissions.

Default Configuration
1

Command Mode

Interface Configuration mode

User Guidelines

Duplicate address detection verifies the uniqueness of new Unicast IPv6 addresses before the addresses are
assigned to interfaces (the new addresses remain in a tentative state while duplicate address detection is
performed). Duplicate address detection uses neighbor solicitation messages to verify the uniqueness of
Unicast IPv6 addresses.

The DupAddrDetectTransmits node configuration variable (as specified in RFC 4862, [Pv6 Stateless Address
Autoconfiguration) is used to automatically determine the number of consecutive neighbor solicitation messages
that are sent on an interface, while duplicate address detection is performed on a tentative Unicast IPv6 address.

The interval between duplicate address detection, neighbor solicitation messages (the duplicate address
detection timeout interval) is specified by the neighbor discovery-related variable RetransTimer (as specified
in RFC 4861, Neighbor Discovery for IPv6), which is used to determine the time between retransmissions of
neighbor solicitation messages to a neighbor when resolving the address or when probing the reachability of
aneighbor. This is the same management variable used to specify the interval for neighbor solicitation messages
during address resolution and neighbor unreachability detection.

Duplicate address detection is suspended on interfaces that are administratively down. While an interface is
administratively down, the Unicast IPv6 addresses assigned to the interface are set to a pending state. Duplicate
address detection is automatically restarted on an interface when the interface returns to being administratively

up.

An interface returning to administratively up, restarts duplicate address detection for all of the Unicast IPv6
addresses on the interface. While duplicate address detection is performed on the link-local address of an
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interface, the state for the other IPv6 addresses is still set to TENTATIVE. When duplicate address detection
is completed on the link-local address, duplicate address detection is performed on the remaining IPv6
addresses.

When duplicate address detection identifies a duplicate address, the state of the address is set to DUPLICATE
and the address is not used. If the duplicate address is the link-local address of the interface, the processing
of IPv6 packets is disabled on the interface and an error SYSLOG message is issued.

If the duplicate address is a global address of the interface, the address is not used and an error SYSLOG
message is issued.

All configuration commands associated with the duplicate address remain as configured while the state of the
address is set to DUPLICATE.

If the link-local address for an interface changes, duplicate address detection is performed on the new link-local
address and all of the other IPv6 address associated with the interface are regenerated (duplicate address
detection is performed only on the new link-local address).

Note. Since DAD is not supported on NBMA interfaces the command is allowed but does not impact on an
IPv6 tunnel interface of the ISATAP type it does not impact. The configuration is saved and will impacted
when the interface type is changed on another type on which DAD is supported (for example, to the IPv6
manual tunnel).

Example

The following example configures five consecutive neighbor solicitation messages to be sent on VLAN 1
while duplicate address detection is being performed on the tentative Unicast IPv6 address of the interface.
The example also disables duplicate address detection processing on VLAN 2.

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipvé nd dad attempts 5
switchxxxxxx (config-if)# exit

switchxxxxxx (config) # interface vlan 2
switchxxxxxx (config-if)# ipvé nd dad attempts 0
switchxxxxxx (config-if)# exit
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Ipv6 nd hop-limit

Use the ipv6 nd hop-limit command in Global Configuration mode to configure the maximum number of
hops used in router advertisements.

To return the hop limit to its default value, use the no form of this command.

Syntax
ipv6 nd hop-limit value

no ipv6 nd hop-limit

Parameters

* value—Maximum number of hops. The acceptable range is from 1 to 255.

Default Configuration

The default value is defined by the ipv6 hop-limit command, or is set to 64 hops, if the command was not
configured.

Command Mode

Interface Configuration mode

User Guidelines

Use this command if you want to change the default value. The default value is defined by the ipv6 hop-limit
command.

Example

The following example configures a maximum number of 15 hops for router advertisements on VLAN 2:

switchxxxxxx (config)# interface vlan 2
switchxxxxxx (config-if)# ipvé nd hop-limit 15
switchxxxxxx (config-if)# exit
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ipv6 nd managed-config-flag

Use the ipv6 nd managed-config-flag command in Interface Configuration mode to set the “managed address
configuration flag” in IPv6 router advertisements.

To clear the flag from IPv6 router advertisements, use the no form of this command.

Syntax
ipv6 nd managed-config-flag

no ipv6 nd managed-config-flag

Default Configuration

The “managed address configuration flag” flag is not set in IPv6 router advertisements.

Command Mode

Interface Configuration mode

User Guidelines

Setting the Managed Address Configuration flag in IPv6 router advertisements indicates to attached hosts
whether they should use stateful autoconfiguration to obtain addresses. If this flag is set, the attached hosts
should use stateful autoconfiguration to obtain addresses, and if it is not set, the attached hosts should not use
stateful autoconfiguration to obtain addresses.

Hosts may use stateful and stateless address autoconfiguration simultaneously.

Example

The following example configures the Managed Address Configuration flag in IPv6 router advertisements
on VLAN 1:

switchxxxxxx (config) # interface vlan 1
switchxxxxxx (config-if)# ipv6é nd managed-config-flag
switchxxxxxx (config-if)# exit
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ipv6 nd prefix

Use the ipv6 nd prefix command in Interface Configuration mode to configure which IPv6 prefixes are
included in IPv6 Neighbor Discovery (ND) router advertisements.

To remove the prefixes, use the N0 form of this command.

Syntax

ipv6 nd prefix {ipv6-prefix/prefix-length | default} [no-advertise| {[valid-lifetime preferred-lifetime]
[no-autoconfig] [off-link | no-onlink]}]

no ipv6 nd prefix [ipve-prefix/prefix-length | default]

Parameters

* ipv6-prefix—IPv6 network number to include in router advertisements. This argument must be in the
form documented in RFC4293, where the address is specified in hexadecimal using 16-bit values between
colons.

* prefix-length—Length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

« default—Default values used for automatic advertised prefixes configured as addresses on the interface
using the ipv6 address command.

» no-adver tise—Prefix is not advertised.

« valid-lifetime—Remaining length of time, in seconds, that this prefix will continue to be valid, i.e., time
until invalidation. A value 0f 4,294,967,295 represents infinity. The address generated from an invalidated
prefix should not appear as the destination or source address of a packet.

» preferred-lifetime—Remaining length of time, in seconds, that this prefix will continue to be preferred,
i.e., time until deprecation. A value of 4,294,967,295 represents infinity. The address generated from a
deprecated prefix should no longer be used as a source address in new communications, but packets
received on such an interface are processed as expected. The preferred-lifetime must not be larger than
the valid-lifetime.

* no-autoconfig—Indicates to hosts on the local link that the specified prefix cannot be used for IPv6
autoconfiguration.The prefix will be advertised with the A-bit clear.

» off-link—Configures the specified prefix as off-link. The prefix will be advertised with the L-bit clear.
The prefix will not be inserted into the routing table as a connected prefix. If the prefix is already present
in the routing table as a connected prefix (for example, because the prefix was also configured using the
ipv6 address command), then it will be removed.

* no-onlink—Configures the specified prefix as not on-link. The prefix will be advertised with the L-bit
clear.

Default Configuration

All prefixes configured on interfaces that originate IPv6 router advertisements are advertised with a valid
lifetime of 2,592,000 seconds (30 days) and a preferred lifetime of 604,800 seconds (7 days).
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Note that by default:
« All prefixes are inserted in the routing table as connected prefixes.
* All prefixes are advertised as on-link (for example, the L-bit is set in the advertisement)

» All prefixes are advertised as an auto-configuration prefix (for example, the A-bit is set in the
advertisement)

Command Mode

Interface Configuration mode

User Guidelines

This command enables control over the individual parameters per prefix, including whether the prefix should
be advertised.

Use the ipv6 nd prefix ipve-prefix/prefix-length command to add the prefix to the Prefix table.
Use the no ipv6 nd prefix ipv6-prefix/prefix-length command to remove the prefix from the Prefix table.

Use the no ipv6 nd prefix command without the ipv6-prefix/prefix-length argument o remove all prefixes
from the Prefix Table.

Note. The no ipv6 nd prefix command does not return the default values to the original default values.
The switch supports the following advertisement algorithm:

* Advertise all prefixes that are configured as addresses on the interface using the parameters defined by
the ipv6 nd prefix default command (or the default value if the command has not been configured)
except refixes that are placed in the Prefix table (changed (configured) by the ipv6 nd prefix command).

Advertise all prefixes configured by the ipv6 nd prefix command without the no-advertise keyword.

Default Keyword

The default keyword can be used to set default values for automatic advertised prefixes configured as addresses
on the interface using the ipv6 address command.

Note. These default values are not used as the default values in the ipv6 nd prefix command.
Use the no ipv6 nd prefix default command to return the default values to the original default values.
On-Link

When on-link is “on” (by default), the specified prefix is assigned to the link. Nodes sending traffic to such
addresses that contain the specified prefix consider the destination to be locally reachable on the link. An
on-link prefix is inserted into the routing table as a Connected prefix.

Auto-configuration

When auto-configuration is on (by default), it indicates to hosts on the local link that the specified prefix can
be used for IPv6 auto-configuration.

The configuration options affect the L-bit and A-bit settings associated with the prefix in the IPv6 ND Router
Advertisement, and presence of the prefix in the routing table, as follows:

* Default L=1 A=1, In the Routing Table

* no-onlink L=0 A=1, In the Routing Table
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* no-autoconfig L=1 A=0, In the Routing Table
+ no-onlink no-autoconfig L=0 A=0, In the Routing Table
« off-link L=0 A=1, Not in the Routing Table

« off-link no-autoconfig L=0 A=0, Not in the Routing Table

Example 1. The following example includes the IPv6 prefix 2001:0DB8::/35 in router advertisements
sent out VLAN 1 with a valid lifetime of 1000 seconds and a preferred lifetime of 900 seconds. The
prefix is inserted in the Routing table:

switchxxxxxx (config) # interface vlan 1
switchxxxxxx (config-if) # ipvé nd prefix 2001:0DB8::/35 1000 900
switchxxxxxx (config-if)# exit

Example 2. The following example advertises the prefix with the L-bit clear:

switchxxxxxx (config)# interface vlan 1

switchxxxxxx (config-if) # ipvé address 2001::1/64

switchxxxxxx (config-if)# ipvé nd prefix 2001::/64 3600 3600 no-onlink
switchxxxxxx (config-if)# exit
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Ipv6 nd ra interval

Use the ipv6 nd rainterval command in Interface Configuration mode to configure the interval between
IPv6 router advertisement (RA) transmissions on an interface.

To restore the default interval, use the no form of this command.

Syntax
ipv6 nd rainterval maximum-secs [minimum-secs]

noipv6 nd rainterval

Parameters

* maximum-secs—Maximum interval between IPv6 RA transmissions in seconds. The range is from 4 to
1800.

* Minimum-secs—Minimum interval between IPv6 RA transmissions in seconds. The range is from 3 to
1350.

Default Configuration
maximum-secs is 600 seconds.

minimum-secs is 0.33*maximun-secs, if the value .=> 3 seconds and is 3 seconds, if the value .< 3 seconds.

Command Mode

Interface Configuration mode

User Guidelines

The interval between transmissions should be less than or equal to the IPv6 router advertisement lifetime if
you configure the route as a default router by using this command. To prevent synchronization with other
IPv6 nodes, the actual interval used is randomly selected from a value between the minimum and maximum
values.

The minimum RA interval may never be more than 75% of the maximum RA interval and never less than 3
seconds.

Example 1. The following example configures an IPv6 router advertisement interval of 201 seconds
for VLAN 1:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipv6é nd ra interval 201
switchxxxxxx (config-if)# exit

Example 2. The following examples shows a maximum RA interval of 200 seconds and a minimum
RA interval of 50 seconds:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipv6é nd ra interval 200 50
switchxxxxxx (config-if)# exit
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ipv6 nd ra lifetime

Use the ipv6 nd ralifetime command in Interface Configuration mode to configure the Router Lifetime value
in IPv6 router advertisements on an interface.

To restore the default lifetime, use the Nno form of this command.

Syntax
ipv6 nd ra lifetime seconds

noipv6 nd ralifetime

Parameters

* seconds—Remaining length of time, in seconds, that this router will continue to be useful as a default
router (Router Lifetime value). A value of zero indicates that it is no longer useful as a default router.
The acceptable range is 0 or from <Maximum RA Interval> to 9000 seconds.

Default Configuration

The default lifetime value is 3*<Maximum RA Interval> seconds.

Command Mode

Interface Configuration mode

User Guidelines

The Router Lifetime value is included in all IPv6 router advertisements sent out the interface. The value
indicates the usefulness of the router as a default router on this interface. Setting the value to 0 indicates that
the router should not be considered a default router on this interface. The Router Lifetime value can be set to
a non-zero value to indicate that it should be considered a default router on this interface. The non-zero value
for the Router Lifetime value should not be less than the router advertisement interval.

Example

The following example configures an IPv6 router advertisement lifetime of 1801 seconds for VLAN 1:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipv6é nd ra lifetime 1801
switchxxxxxx (config-if)# exit
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Ipv6 nd ra suppress

Use the ipv6 nd ra suppresscommand in Interface Configuration mode to suppress IPv6 router advertisement
transmissions on an interface. To re-enable the sending of IPv6 router advertisement transmissions on an
interface, use the no form of this command.

Syntax
ipv6 nd ra suppress

no ipv6 nd ra suppress

Default Configuration
LAN interface - IPv6 router advertisements are automatically sent.
Point-to-Point interface - IPv6 router advertisements are suppressed.

NBMA interface - [Pv6 router advertisements are suppressed.

Command Mode

Interface Configuration mode

User Guidelines

Use the no ipv6 nd ra suppress command to enable the sending of IPv6 router advertisement transmissions
on a Point-to-Point interface (for example, manual tunnel).

NBMA interface - IPv6 router advertisements are suppressed.

Use the no ipv6 nd ra suppress command to enable the sending of IPv6 router advertisement transmissions
on a NBMA interface (for example, ISATAP tunnel).

Example 1. The following example suppresses IPv6 router advertisements on vlan 1:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipvé nd ra suppress
switchxxxxxx (config-if)# exit

Example 2. The following example enables the sending of IPv6 router advertisements on tunnel 1:

switchxxxxxx (config)# interface tunnel 1
switchxxxxxx (config-if)# no ipv6é nd ra suppress
switchxxxxxx (config-if)# exit
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chable-time

Use the ipv6 nd reachable-time command in Interface Configuration mode to configure the amount of time
that a remote IPv6 node is considered reachable after some reachability confirmation event has occurred.

To restore the default time, use the no form of this command.

Syntax
ipv6 nd reachable-time milliseconds

no ipv6 nd reachable-time

Parameters

« milliseconds—Amount of time that a remote IPv6 node is considered reachable (in milliseconds). The
acceptable range is from 0 to 3600000 milliseconds.

Default Configuration

0 milliseconds (unspecified) is advertised in router advertisements and the value 30000 (30 seconds) is used
for the neighbor discovery activity of the router itself.

Command Mode

Interface Configuration mode

User Guidelines

The configured time enables the router to detect unavailable neighbors. Shorter configured times enable the
router to detect unavailable neighbors more quickly; however, shorter times consume more IPv6 network
bandwidth and processing resources in all [Pv6 network devices. Very short configured times are not
recommended in normal IPv6 operation.

The configured time is included in all router advertisements sent out of an interface so that nodes on the same
link use the same time value. A value of 0 means indicates that the configured time is unspecified by this
router.

Example

The following example configures an IPv6 reachable time of 1,700,000 milliseconds for VLAN 1:

switchxxxxxx (config)# interface vlan 1
switchxxxxxx (config-if)# ipv6é nd reachable-time 1700000
switchxxxxxx (config-if)# exit
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ipv6 nd router-preference

Use the ipv6 nd router-preference command in Interface Configuration mode to configure a default router
preference (DRP) for the router on a specific interface.

To return to the default DRP, use the no form of this command.

Syntax
ipv6 nd router-preference {high | medium | low}

no ipv6 nd router-preference

Parameters
* high—Preference for the router specified on an interface is high.
» medium—Preference for the router specified on an interface is medium.

* low—Preference for the router specified on an interface is low.

Default Configuration

Router advertisements (RAs) are sent with the medium preference.

Command Mode

Interface Configuration mode

User Guidelines

RA messages are sent with the DRP configured by the this command. If no DRP is configured, RAs are sent
with a medium preference.

A DRP is useful when, for example, two routers on a link may provide equivalent, but not equal-cost, routing,
and policy may dictate that hosts should prefer one of the routers.

Example

The following example configures a DRP of high for the router on VLAN 1:

switchxxxxxx (config) # interface vlan 1
switchxxxxxx (config-if)# ipvé nd router-preference high
switchxxxxxx (config-if)# exit
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Ipv6 redirects

Use the ipv6 redirectscommand in Interface Configuration mode to enable the sending of ICMP IPv6 redirect
messages to re-send a packet through the same interface on which the packet was received.

To disable the sending of redirect messages, use the no form of this command.

Syntax
ipv6 redirects

no ipv6 redirects

Default Configuration

The sending of ICMP IPv6 redirect messages is enabled.

Command Mode

Interface Configuration mode

Example

The following example disables the sending of ICMP IPv6 redirect messages on VLAN 100 and re-enables
the messages on VLAN 2:

switchxxxxxx (config) # interface vlan 100

switchxxxxxx (config-if)# no ipv6é redirects

switchxxxxxx (config-if)# exit

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# ipv6é redirects
(

switchxxxxxx (config-if)# exit
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ipv6 route .

Use the ipv6 route command in Global Configuration mode to establish static IPv6 routes.

To remove a previously configured static route, use the no form of this command.

Syntax
ipv6 route ipve-prefix/prefix-length { {next-ipv6-address [outgoing-interface-id]} | interface-id} [metric]
no ipv6 route ipve-prefix/prefix-length [ {next-ipve-address [outgoing-interface-id]} | interface-id]

Parameters

* ipv6-prefix—IPv6 network that is the destination of the static route. Can also be a host name when static
host routes are configured.

» prefix-length—Length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

* next-ipv6-address—IPv6 address of the next hop that can be used to reach the specified network. If the
next-ipv6-address argument is a link local address it must be defined in the zone format: IPv6 Zone
Format> ::= IPv6-Link-Local-Address% I nterface-1D. The interface-id argument must be coded without
spaces.

« outgoing-interface-id—Outgoing Interface identifier.

« interface-id—Outgoing Interface identifier. This argument can be applied only to point-to-point interfaces
(manual IPv6 over IPv4 tunnels).

 metric—Static route metric. Acceptable values are from 1 to 65535. The default value is 1.

Default Configuration

Static entries are not configured in the IPv6 neighbor discovery cache.

Command Mode

Global Configuration mode

User Guidelines

Use the ipv6 route ipve-prefix/prefix-length interface-id [metric] command to define a static route, if the
outgoing interface is a manual tunnel.

If the next-ipv6-address argument is a global IPv6 address that belongs to an on-link prefix you can omit the
outgoing-interface-id argument and in this case the L2 interface on which this on-link prefix is defined will
be used as the outgoing interface. If the outgoing-interface-id argument is configured it overrides this switch
decision.

If the next-ipv6-address argument is a global IPv6 address that does not belong to any on-link prefix you must
configure the outgoing-interface-id argument.
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If the next-ipv6-address argument is a link-local IPv6 address and the outgoing-interface-id argument is
omitted the zone of the next-ipv6-address argument will be used as the outgoing interface. If the
outgoing-interface-id argument is configured it overrides this zone.

Example 1. The following example defines a static route with a global next hop:

switchxxxxxx (config)# ipv6é route 2001::/64 5::5 10

Example 2. The following example defines a static route with a link-local next hop:

switchxxxxxx (config) # ipv6é route 2001:DB8:2222::/48 FE80::260:3EFF:FE11:6770%v1lanl 12
Example 3. The following example defines a static route on manual tunnel 1:

switchxxxxxx (config) # ipvé route 2001:DB8:2222::/48 tunnell

Example 4. The following example defines a static route on with the outgoing interface:

switchxxxxxx (config) # ipvé route 2001::/64 5::5 vlanlO 10
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Ipv6 unicast-routing

Use the ipv6 unicast-routing command in Global Configuration mode to enable the forwarding of IPv6
Unicast datagrams.

To disable the forwarding of IPv6 Unicast datagrams, use the Nno form of this command.

Syntax
ipv6 unicast-routing

no ipv6 unicast-routing

Default Configuration

IPv6 Unicast routing is disabled.

Command Mode

Global Configuration mode

Example

The following example enables the forwarding of IPv6 Unicast datagrams:

switchxxxxxx (config)# ipv6é unicast-routing
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Ipv6 unreachables

Use the ipv6 unreachables command in Interface Configuration mode to enable the generation of Internet
Control Message Protocol for IPv6 (ICMPv6) unreachable messages for any packets arriving on a specified
interface.

To prevent the generation of unreachable messages, use the no form of this command.

Syntax
ipv6 unreachables

No ipv6 unreachables

Default Configuration

The sending of ICMP IPv6 unreachable messages is enabled.

Command Mode

Interface Configuration mode

User Guidelines

If the switch receives a Unicast packet destined for itself that uses a protocol it does not recognize, it sends
an ICMPv6 unreachable message to the source.

If the switch receives a datagram that it cannot deliver to its ultimate destination because it knows of no route
to the destination address, it replies to the originator of that datagram with an ICMP host unreachable message.

Example

The following example disables the generation of ICMPv6 unreachable messages, as appropriate, on an
interface:

switchxxxxxx (config)# interface vlan 100
switchxxxxxx (config-if)# no ipv6é unreachables
switchxxxxxx (config-if)# exit
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show ipv6 interface

Use the show ipv6 inter face command in user EXEC or privileged EXEC mode to display the usability status
of interfaces configured for IPv6.

Syntax
show ipv6 interface [brief] | [[interface-id] [prefix]]

Parameters

* brief—Displays a brief summary of IPv6 status and configuration for each interface where IPv6 is
defined.

« interface-id—Interface identifier about which to display information.

* prefix—Prefix generated from a local IPv6 prefix pool.

Default Configuration

Option brief - all IPv6 interfaces are displayed.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Use this command to validate the IPv6 status of an interface and its configured addresses. This command also
displays the parameters that IPv6 uses for operation on this interface and any configured features.

If the interface’s hardware is usable, the interface is marked up.

If you specify an optional interface identifier, the command displays information only about that specific
interface. For a specific interface, you can enter the prefix keyword to see the IPv6 neighbor discovery (ND)
prefixes that are configured on the interface.

The keyword is supported only if IPv6 unicast routing is enabled.

Example 1. The show ipv6 interface command displays information about the specified interface:

switchxxxxxx# show ipvé interface vlan 1

VLAN 1 is up/up

IPv6 is enabled, link-local address is FE80::0DB8:12AB:FAQ01
IPv6 Forwarding is enabled

Global unicast address(es):

Ipv6 Global Address Type
2000:0DB8::2/64 (ANY) Manual
2000:0DB8::2/64 Manual
2000:1DB8::2011/64 Manual
Joined group address(es):

FF02::1

FF02::2

FF02::1:FF11:6770
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MTU is 1500 bytes

ICMP error messages limited interval is 100ms; Bucket size is 10 tokens
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router maximum advertisement interval is 600 seconds

ND router minimum advertisement interval is 198 seconds (DEFAULT)

ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium

Stateless autoconfiguration is enabled.

Stateless autoconfiguration is not available (IPv6 Forwarding is enabled).
MLD Version is 2

Field Descriptions:

* vlan 1 isup/up—Indicates the interface status: administrative/operational.

* IPv6isenabled, stalled, disabled (stalled and disabled are not shown in sample
output)—Indicates that [Pv6 is enabled, stalled, or disabled on the interface. If IPv6 is enabled,
the interface is marked Enabled. If duplicate address detection processing identified the link-local
address of the interface as being a duplicate address, the processing of IPv6 packets is disabled
on the interface and the interface is marked Stalled. If IPv6 is not enabled, the interface is marked
Disabled.

* link-local address—Displays the link-local address assigned to the interface.

* Glaobal unicast address(es):—Displays the global Unicast addresses assigned to the interface.
The type is manual or autoconfig.

+ Joined group address(es):—Indicates the Multicast groups to which this interface belongs.
* MTU is 1500 bytes—Maximum transmission unit of the interface.

* ICMP error messages—Specifies the minimum interval (in milliseconds) between error
messages sent on this interface.

* ICMP redirects—State of ICMP IPv6 redirect messages on the interface (the sending of the
messages is enabled or disabled).

* ND DAD—The state of duplicate address detection on the interface (enabled or disabled).

» number of DAD attempts.—Number of consecutive neighbor solicitation messages that are
sent on the interface while duplicate address detection is performed.

* ND reachabletime—Displays the neighbor discovery reachable time (in milliseconds) assigned
to this interface.

* ND advertised reachable time—Displays the neighbor discovery reachable time (in
milliseconds) advertised on this interface.

» ND advertised retransmit interval—Displays the neighbor discovery retransmit interval (in
milliseconds) advertised on this interface.

* ND router advertisements—Specifies the interval (in seconds) for neighbor discovery router
advertisements sent on this interface and the amount of time before the advertisements expire.

» ND advertised default router preference is M edium—DRP for the router on a specific
interface.
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« MLD Version—Version of MLD

Example 2. The show ipv6 interface command displays information about the specified manual
Ipv6 tunnel:

switchxxxxxx# show ipvé interface tunnel 2

Tunnel 2 is up/up

IPv6 is enabled, link-local address is FE80::0DB8:12AB:FAQ01l
IPv6 Forwarding is enabled

Global unicast address(es):

Ipv6 Global Address Type
2000:0DB8::2/64 (ANY) Manual
2000:0DB8::2/64 Manual
2000:1DB8::2011/64 Manual
Joined group address(es):

FF02::1

FF02::2

FF02::1:FF11:6770

MTU is 1500 bytes

ICMP error messages limited interval is 100ms; Bucket size is 10 tokens
ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
Stateless autoconfiguration is disabled.

MLD Version is 2

Tunnel mode is manual

Tunnel Local IPv4 address : 10.10.10.1 (auto)

Tunnel Remote Ipv4 address : 10.1.1.1

Field Descriptions:

* vlan 1 isup/up—Indicates the interface status: administrative/operational.

 IPv6isenabled, stalled, disabled (stalled and disabled are not shown in sample
output)—Indicates that [Pv6 is enabled, stalled, or disabled on the interface. If IPv6 is enabled,
the interface is marked “enabled.” If duplicate address detection processing identified the
link-local address of the interface as being a duplicate address, the processing of IPv6 packets
is disabled on the interface and the interface is marked “stalled.” If IPv6 is not enabled, the
interface is marked “disabled.”

» link-local address—Displays the link-local address assigned to the interface.

+ Global Unicast address(es):—Displays the global Unicast addresses assigned to the interface.
The type is manual or autoconfig.

« Joined group address(es):—Indicates the Multicast groups to which this interface belongs.
* —Maximum transmission unit of the interface.

* ICMP error messages—Specifies the minimum interval (in milliseconds) between error
messages sent on this interface.

» ICMPredirects—The state of Internet Control Message Protocol (ICMP) IPv6 redirect messages
on the interface (the sending of the messages is enabled or disabled).

* ND DAD—The state of duplicate address detection on the interface (enabled or disabled).
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« number of DAD attempts.—Number of consecutive neighbor solicitation messages that are
sent on the interface while duplicate address detection is performed.

* ND reachabletime—Displays the neighbor discovery reachable time (in milliseconds) assigned
to this interface.

* ND advertised reachable time—Displays the neighbor discovery reachable time (in
milliseconds) advertised on this interface.

* ND advertised retransmit interval—Displays the neighbor discovery retransmit interval (in
milliseconds) advertised on this interface.

* ND router advertisements—Specifies the interval (in seconds) for neighbor discovery router
advertisements sent on this interface and the amount of time before the advertisements expire.

* ND advertised default router preferenceis Medium—The DRP for the router on a specific
interface.

* MLD Version—The version of MLD
» Tunnel mode—Specifies the tunnel mode: manual

» Tunnel Local 1Pv4 address—Specifies the tunnel local IPv4 address and have one of the
following formats:

ipv4-address
ipv4-address (auto)
ipv4-address (interface-id)
Tunnel Remote | pv4 address—Specifies the tunnel remote IPv4 address
Example 3. The show ipv6 interface command displays information about the specified ISATAP

tunnel:

switchxxxxxx# show ipv6é interface tunnel 1

Tunnel 1 is up/up

IPv6 is enabled, link-local address is FE80::0DB8:12AB:FAQ1l
ICMP redirects are disabled

Global unicast address(es):

Ipv6 Global Address Type
2000:0DB8::2/64 (ANY) Manual
2000:0DB8::2/64 Manual
2000:1DB8::2011/64 Manual
Joined group address(es):

FFO02::1

FF02::2

FF02::1:FF11:6770

is 1500 bytes

ICMP error messages limited interval is 100ms; Bucket size is 10 tokens
ICMP redirects are enabled
ND DAD is disabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Stateless autoconfiguration is disabled.
MLD Version is 2

Tunnel mode is ISATAP
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Tunnel Local IPv4 address : 10.10.10.1(VLAN 1)
ISATAP Router DNS name is isatap
Field Descriptions:

* ND DAD—The state of duplicate address detection on the interface (enabled or disabled). Note.
The state of duplicate address detection on an [Pv6 tunnel interface of ISATAP type always is
displayed as disabled regardless of a value of the number of DAD attempts parameter because
DAD is not supported on NBMA interfaces. The switch will enable DAD automatically when
the user change the type of the tunnel to manual if a the parameter value bigger than 0.

» number of DAD attempts.—Number of consecutive neighbor solicitation messages that are
sent on the interface while duplicate address detection is performed.

* vlan 1 isup/up—Indicates the interface status: administrative/operational.

* IPv6isenabled, stalled, disabled (stalled and disabled are not shown in sample
output)—Indicates that IPv6 is enabled, stalled, or disabled on the interface. If IPv6 is enabled,
the interface is marked “enabled.” If duplicate address detection processing identified the
link-local address of the interface as being a duplicate address, the processing of IPv6 packets
is disabled on the interface and the interface is marked “stalled.” If IPv6 is not enabled, the
interface is marked “disabled.”

* link-local address—Displays the link-local address assigned to the interface.

* Glaobal Unicast address(es):—Displays the global Unicast addresses assigned to the interface.
The type is manual or autoconfig.

+ Joined group address(es):—Indicates the Multicast groups to which this interface belongs.
* —Maximum transmission unit of the interface.

* ICMP error messages—Specifies the minimum interval (in milliseconds) between error
messages sent on this interface.

* ICM P redirects—The state of Internet Control Message Protocol (ICMP) IPv6 redirect messages
on the interface (the sending of the messages is enabled or disabled).

» number of DAD attempts.—Number of consecutive neighbor solicitation messages that are
sent on the interface while duplicate address detection is performed.

* ND reachabletime—Displays the neighbor discovery reachable time (in milliseconds) assigned
to this interface.

» ND advertised reachable time—Displays the neighbor discovery reachable time (in
milliseconds) advertised on this interface.

* ND advertised retransmit interval—Displays the neighbor discovery retransmit interval (in
milliseconds) advertised on this interface.

* ND router advertisements—Specifies the interval (in seconds) for neighbor discovery router
advertisements sent on this interface and the amount of time before the advertisements expire.

* ND advertised default router preference is M edium—The DRP for the router on a specific
interface.

» MLD Version—The version of MLD

» Tunnel mode—Specifies the tunnel mode: isatap
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» Tunnel Local 1Pv4 address—Specifies the tunnel local IPv4 address and have one of the
following formats:

* ipv4-address
* ipv4-address (auto)

* ipv4-address (interface-id)

» Tunnel Remote | pv4 address—Specifies the tunnel remote [Pv4 address

* | SATAP Router DNS nameis—The DNS name of the ISATAP Router

Example 4. The following command with the brief keyword displays information about all interfaces
that IPv6 is defined on:

switchxxxxxx# show ipvé interface brief

Interface Interface IPvo6 Link Local MLD Number of
State State IPv6 Address Version Global Addresses

vlan 1 up/up enabled FE80::0DB8:12AB:FAQL 1 1

vlan 2 up/up stalled FE80::0DB8:12AB:FAQ1 1 1

vlan 3 up/down enabled FE80::0DB8:12AB:FAQ0L 1 3
vlan 4 down/down enabled FE80::0DB8:12AB:FAQL 2 2
vlan 5 up/up enabled FE80::0DB8:12AB:FAQL 1 1
vlan 100 up/up enabled FE80::0DB8:12AB:FAQL 1 1
vlan 1000 wup/up stalled FE80::0DB8:12AB:FA0Q1 1 1

Example 5. This sample output shows the characteristics of VLAN 1 that has generated a prefix
from a local IPv6 prefix pool:

switchxxxxxx# configure terminal
switchxxxxxx (config)# interface vlanl
switchxxxxxx (config-if)# ipvé address 2001:0DB8:1::1/64
switchxxxxxx (config-if)# ipvé address 2001:0DB8:2::1/64
switchxxxxxx (config-if)# ipvé address 2001:0DB8:3::1/64
switchxxxxxx (config-if)# ipvé nd prefix 2001:0DB8:1::/64 no-advertise
(
(
(
(

switchxxxxxx (config-if)# ipvé nd prefix 2001:0DB8:4::/64
switchxxxxxx (config-if)# ipv6é nd prefix 2001:0DB8:
switchxxxxxx (config-if)# exit

switchxxxxxx (config) # exit

switchxxxxxx# show ipvé interface vlan 1 prefix
IPv6 Prefix Advertisements VLAN 1

1

switchxxxxxx (config-if)# ipvé nd prefix 2001:0DB8:3::/64 2912000 564900 off-link
4
5

::/64 2912000 564900 off-link

Codes: A - Address, P - Prefix is advertised, R is in Routing Table

Code Prefix Flags Valid Lifetime Preferred Lifetime
default LA 2592000 604800

AR 2001:0DB8:1::/64 LA infinite infinite

APR 2001:0DB8:2::/64 LA infinite infinite

AP 2001:0DB8:3::/64 A infinite infinite

PR 2001:0DB8:4::/64 LA 2592000 604800

P 2001:0DB8:5::/64 A 2912000 564900
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show ipv6 link-local default zone

Use the show ipv6 link-local default zone command in user EXEC or privileged EXEC mode to display the
IPv6 link local default zone.

Syntax
show ipv6 link-local default zone

Command Mode
User EXEC mode
Privileged EXEC mode

Example 1. The following example displays the default zone when it is defined:

switchxxxxxx# show ipv6é link-local default zone
Link Local Default Zone is VLAN 1

Example 2. The following example displays the default zone when it is not defined:

switchxxxxxx# show ipv6é link-local default zone
Link Local Default Zone is not defined
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show ipv6 nd prefix

Use the show ipv6 nd prefix command in user EXEC or privileged EXEC mode to display IPv6 prefixes
included in IPv6 Neighbor Discovery (ND) router advertisements.

Syntax
show ipv6 nd prefix [interface-id]

Parameters

» interface-id—Specified interface identifier on which prefixes are advertised.

Default Configuration

No prefixes are displayed.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

Use the how ipv6 nd prefix command with the interface-id argument to display prefixes advertised on a
single interface.

Example

The following example displays IPv6 prefixes:

switchxxxxxx# show ipvé nd prefix vlan 100
vlan 100

default

valid-lifetime 2,592,000 secs
preferred-lifetime 604,800 secs
on-link

auto-config

prefix 2001::1/64
valid-lifetime 3,600 secs
preferred-lifetime 2,700 secs
prefix 2001:2:12/64

no advertise

prefix 2002::1/64
valid-lifetime 3,600 secs
preferred-lifetime 2,700 secs
on-link

prefix 2011::1/64
valid-lifetime 3,600 secs
preferred-lifetime 2,700 secs
off-link

auto-config
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show ipv6 neighbors

Use the show ipv6 neighbors command in User EXEC or Privileged EXEC mode to display IPv6 neighbor
discovery (ND) cache information.

Syntax

show ipv6 neighbor s [interface-id | ipv6-address | ipv6-hostname]

Parameters

» interface-id—Specifies the identifier of the interface from which IPv6 neighbor information is to be
displayed.

* ipv6-address—Specifies the IPv6 address of the neighbor. This argument must be in the form documented
in RFC4293 where the address is specified in hexadecimal using 16-bit values between colons.

* ipv6-hostname—Specifies the IPv6 host name of the remote networking device.

Default Configuration

All IPv6 ND cache entries are listed.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

When the interface-id argument is not specified, cache information for all IPv6 neighbors is displayed.
Specifying the interface-id argument displays only cache information about the specified interface.
Example 1. The following is sample output from the show ipv6 neighbors command when entered
with an interface-id:

switchxxxxxx# show ipv6é neighbors vlan 1

IPv6 Address Age Link-layer Addr State 1Interface Router
2000:0:0:4::2 0 0003.a0d6.141e REACH VLAN1 Yes
3001:1::45a - 0002.7d1a.9472 REACH VLAN1 -
FE80::203:A0FF:FED6:141E 0 0003.a0d6.141e REACH VLAN1 No

Example 2. The following is sample output from the show ipv6 neighbors command when entered
with an IPv6 address:

switchxxxxxx# show ipv6 neighbors 2000:0:0:4::2

IPv6 Address Age Link-layer Addr State Interface Router
2000:0:0:4::2 0 0003.a0d6.141e REACH VLAN1 Yes
Field Descriptions:

» Total number of entries—Number of entries (peers) in the cache.

* | Pv6 Address—IPv6 address of neighbor or interface.
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» Age—Time (in minutes) since the address was confirmed to be reachable. A hyphen (-) indicates
a static entry.

* Link-layer Addr—MAC address. If the address is unknown, a hyphen (-) is displayed.
« I nterface—Interface which the neighbor is connected to.

» Router—Specifies if the neighbor is a Router. A hyphen (-) is displayed for static entries.
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show ipv6 route

Use the show ipv6 route command in user EXEC or privileged EXEC mode to display the current contents
of the [Pv6 routing table.

Syntax

show ipv6 route [ipv6-address | ipve-prefix/prefix-length | protocol | interface interface-id]

Parameters

* ipv6-address—Displays routing information for a specific IPv6 address. This argument must be in the
form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values between
colons.

* ipv6-prefix—Displays routing information for a specific IPv6 network. This argument must be in the
form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values between
colons.

» prefix-length—The length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

» protocol—Displays routes for the specified routing protocol using any of these keywords: bgp, isis,
ospf, or rip; or displays routes for the specified type of route using any of these keywords: connected,
static, nd, or icmp.

« interface interface-id—Identifier of an interface.

Default Configuration

All IPv6 routing information for all active routing tables is displayed.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

This command provides output similar to the show ip route command, except that the information is
IPv6-specific.

When the ipv6-address or i pv6-prefix/prefix-length argument is specified, a longest match lookup is performed
from the routing table and only route information for that address or network is displayed. When the icmp,
nd, connected, local, or static keywords are specified, only that type of route is displayed. When the interface-id
argument are specified, only the specified interface-specific routes are displayed.

Example1. The following is sample output from the show ipv6 route command when IPv6 Routing
is not enabled and the command is entered without an IPv6 address or prefix specified:

switchxxxxxx# show ipv6é route
Codes: > - Best
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S - Static, C - Connected(from ipv6 address), I -

Advertisment
[d/m]: d - route’s distance, m - route’s metric
IPv6 Forwarding is disabled
IPv6 Routing Table - 4 entries
S> ::/0 [1/1]

via:: fe80::77 VLAN 1
ND> ::/0 [3/2]

via:: fe80::200:cff:feda:dfa8 VLAN 1 Lifetime 1784 sec
C> 3002:1:1:1:1/64 [0/0]

via:: VLAN 1
ND> 3004:1:1:1:1/64 [0/0]

via:: VLAN 100 Lifetime 1784 sec
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show ipv6 route summary

Use the show ipv6 route summary command in User EXEC or Privileged EXEC mode to display the current

contents of the [Pv6 routing table in summary format.

Syntax

show ipv6 route summary

Command Mode
User EXEC mode
Privileged EXEC mode

Example

The following is sample output from the show ipv6 route summary command:

switchxxxxxx# show ipvé route summary

IPv6 Routing Table Summary - 97 entries

37 local, 35 connected, 25 static

Number of prefixes:

/16: 1, /28: 10, /32: 5, /35: 25, /40: 1, /64: 9
/96: 5, /112: 1, /127: 4, /128: 36

show ipv6 route summary .
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show ipv6 static

Use the show ipv6 static command in user EXEC or privileged EXEC mode to display the current static
routes of the IPv6 routing table.

Syntax
show ipv6 static [ipve-address | ipve-prefix/prefix-length] [inter face interface-id][detail ]

Parameters

* ipv6-address—Provides routing information for a specific IPv6 address. This argument must be in the
form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values between
colons.

* ipv6-prefix—Provides routing information for a specific IPv6 network. This argument must be in the
form documented in RFC4293 where the address is specified in hexadecimal using 16-bit values between
colons.

» prefix-length—Length of the IPv6 prefix. A decimal value that indicates how many of the high-order
contiguous bits of the address comprise the prefix (the network portion of the address). A slash mark
must precede the decimal value.

« interface interface-id—Identifier of an interface.

» detail—Specifies for invalid routes, the reason why the route is not valid.

Default Configuration

All IPv6 static routing information for all active routing tables is displayed.

Command Mode
User EXEC mode
Privileged EXEC mode

User Guidelines

When the ipv6-address or i pv6-prefix/prefix-length argument is specified, a longest match lookup is performed
from the routing table and only route information for that address or network is displayed. Only the information
matching the criteria specified in the command syntax is displayed. For example, when the interface-id
argument is specified, only the specified interface-specific routes are displayed.

When the detail keyword is specified, the reason why the route is not valid is displayed for invalid direct or
fully specified routes.

Example 1. The following is sample output from the show ipv6 static command without specified
options:

switchxxxxxx# show ipvé static

IPv6 Static routes Code: * - installed in Forwarding Information Base (FIB)
IPv6 Static routes distance is 1

* 3000::/16, via outgoing interface tunnell, metric 1
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5000::/16, via outgoing interface tunnel2, metric 1
* 5555::/16, via outgoing interface VLAN10O nexthop 4000::1 metric 1
5555::/16, via outgoing interface VLAN1O nexthop 9999::1 vlanl00 metric 1
* 5555::/16, via outgoing interface VLAN100 nexthop 4001:AF00::1, metric 1
* 6000::/16, via outgoing interface VLANI nexthop 2007::1 metric 1

Example 2. The following is sample output from the show ipv6 static command when entered with
the [Pv6 prefix 2001:200::/35:

switchxxxxxx# show ipvé static 2001:200::/35

IPv6 Static routes Code: * - installed in Forwarding Information Base (FIB)

IPv6 Static routes distance is 1

* 2001:200::/35, via outgoing interface VLAN100 nexthop 4000::1, metric 1
2001:200::/35, via outgoing interface VLAN1O nexthop 9999::1, metric 1

Example 3. The following is sample output from the show ipv6 static command when entered with
the interface VLAN 1:

switchxxxxxx# show ipvé static interface vlan 1

IPv6 Static routes Code: * - installed in Forwarding Information Base (FIB)
IPv6 Static routes distance is 1

* 5000::/16, via outgoing interface VLAN1 nexthop 4000::1, metric 1

Example 4. The following is sample output from the show ipv6 static command with the detail
keyword:

switchxxxxxx# show ipvé static detail
IPv6 Static routes Code: * - installed in Forwarding Information Base (FIB)
IPv6 Static routes distance is 1
* 3000::/16, via outgoing interface tunnell, metric 1
5000::/16, via outgoing interface tunnel2, metric 1
5000::/16, via outgoing interface VLAN2 nexthop 2003::1, metric 1
Interface is down
* 5555::/16, via outgoing interface VLAN10O nexthop 4000::1, metric 1
5555::/16, via outgoing interface VLAN10 nexthop 9999::1, metric 1
Route does not fully resolve
* 5555::/16, via outgoing interface VLAN12 nexthop 4001:AF00::1, metric 1
* 6000::/16, via outgoing interface VLAN102 nexthop 2007::1, metric 1
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IPv6 First Hop Security

This chapter contains the following sections:

* address-config, on page 664

* address-prefix-validation, on page 665

» clear ipv6 first hop security counters, on page 666

» clear ipv6 first hop security error counters, on page 667

» clear ipv6 neighbor binding prefix table, on page 668

* clear ipv6 neighbor binding table, on page 669

* device-role (IPv6 DHCP Guard), on page 670

* device-role (Neighbor Binding), on page 671

* device-role (RA Guard Policy), on page 673

* device-role (ND Inspection Policy), on page 674

* drop-unsecure, on page 676

* hop-limit, on page 677

* ipv6 dhcp guard, on page 679

* ipv6 dhep guard attach-policy (port mode), on page 680

* ipv6 dhep guard attach-policy (VLAN mode), on page 682
* ipv6 dhep guard policy, on page 683

* ipv6 dhcp guard preference, on page 685

* ipv6 first hop security, on page 687

* ipvo6 first hop security attach-policy (port mode), on page 688
* ipvo6 first hop security attach-policy (VLAN mode), on page 690
* ipv6 first hop security logging packet drop, on page 691

* ipv6 first hop security policy, on page 692

* ipv6 nd inspection, on page 694

* ipv6 nd inspection attach-policy (port mode), on page 695
* ipv6 nd inspection attach-policy (VLAN mode), on page 697
* ipv6 nd inspection drop-unsecure, on page 698

* ipv6 nd inspection policy, on page 699

* ipv6 nd inspection sec-level minimum, on page 701

* ipv6 nd inspection validate source-mac, on page 702

* ipv6 nd raguard, on page 703

* ipv6 nd raguard attach-policy (port mode), on page 704

* ipv6 nd raguard attach-policy (VLAN mode), on page 706
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* ipv6 nd raguard hop-limit, on page 707

* ipv6 nd raguard managed-config-flag, on page 709

* ipv6 nd raguard other-config-flag, on page 710

* ipv6 nd raguard policy, on page 711

* ipv6 nd raguard router-preference, on page 713

* ipv6 neighbor binding, on page 715

* ipv6 neighbor binding address-config, on page 716

* ipv6 neighbor binding address-prefix, on page 718

* ipv6 neighbor binding address-prefix-validation, on page 719
* ipv6 neighbor binding attach-policy (port mode), on page 720
* ipv6 neighbor binding attach-policy (VLAN mode), on page 722
* ipv6 neighbor binding lifetime, on page 723

* ipv6 neighbor binding max-entries, on page 724

* ipv6 neighbor binding policy, on page 725

* ipv6 neighbor binding static, on page 727

* ipv6 source guard, on page 728

* ipv6 source guard attach-policy (port mode), on page 729
* ipv6 source guard policy, on page 730

* logging binding, on page 731

* logging packet drop, on page 732

» managed-config-flag, on page 733

» match ra address, on page 734

* match ra prefixes, on page 735

« match reply, on page 736

» match server address, on page 738

* max-entries, on page 740

» other-config-flag, on page 742

« preference, on page 743

* router-preference, on page 744

* sec-level minimum, on page 745

* show ipv6 dhcp guard, on page 746

« show ipv6 dhep guard policy, on page 747

* show ipvo6 first hop security, on page 749

« show ipv6 first hop security active policies, on page 750
* show ipv6 first hop security attached policies, on page 752
« show ipv6 first hop security counters, on page 753

« show ipvo6 first hop security error counters, on page 754

« show ipv6 first hop security policy, on page 755

* show ipv6 nd inspection, on page 757

* show ipv6 nd inspection policy, on page 758

* show ipv6 nd raguard, on page 760

* show ipv6 nd raguard policy, on page 761

* show ipv6 neighbor binding, on page 763

* show ipv6 neighbor binding policy, on page 764

* show ipv6 neighbor binding prefix table, on page 766
 show ipv6 neighbor binding table, on page 767
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* show ipv6 source guard, on page 769

* show ipv6 source guard policy, on page 770

» trusted-port (IPv6 Source Guard), on page 771
» validate source-mac, on page 772
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address-config

To specify allowed configuration methods of global IPv6 addresses within an IPv6 Neighbor Binding policy,
use the address-config command in Neighbor Binding Policy Configuration mode. To return to the default,
use the no form of this command.

Syntax
address-config [stateless | any] [dhep]

no address-config

Parameters

» stateless—Only auto configuration for global IPv6 bound from NDP messages is allowed.

» any—All configuration methods for global IPv6 bound from NDP messages (stateless and manual) are
allowed. If no keyword is defined the any keyword is applied.

» dhcp—Bound from DHCPv6 is allowed.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.

Policy attached to VLAN: global configuration.

Command Mode

Neighbor Binding Policy Configuration mode.

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

If no keyword is defined the address-config any command is applied.

Example

The following example shows how to change the global configuration to allow only DHCP address configuration
method:

switchxxxxxx (config)# ipvé neighbor binding policy policyl
switchxxxxxx (config-nbr-binding)# address-config dhcp
switchxxxxxx (config-nbr-binding) # exit
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address-prefix-validation

To define the bound address prefix validation within an IPv6 Neighbor Binding policy, use the
address-prefix-validation command in Neighbor Binding Policy Configuration mode. To return to the default,
use the no form of this command.

Syntax
address-prefix-validation [enable | disable]

no address-prefix-validation

Parameters

* enable—Enables bound address prefix validation. If no keyword is configured, this keyword is applied
by default.

« disable—Disables bound address prefix validation.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.
Policy attached to VLAN: global configured value.

Command Mode

Neighbor Binding Policy Configuration mode.

User Guidelines

When a policy containing this command is attached to a VLAN, it overrides the global configuration and is
applied to all ports of the VLAN. When this command is used in a policy attached to a port, it overrides the
global and the VLAN configurations.

Example

The following example shows how to define policyl that changes the global bound address verification in
Neighbor Binding:

switchxxxxxx (config)# ipvé neighbor binding policy policyl
switchxxxxxx (config-nbr-binding)# address-prefix-validation enable
switchxxxxxx (config-nbr-binding) # exit
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clear ipv6 first hop security counters

To clear IPv6 First Hop Security port counters, use the clear ipv6 first hop security counters command in
privileged EXEC mode.

Syntax

clear ipv6 first hop security counters [interface interface-id]

Parameters

» interface interface-id—Clear IPv6 First Hop Security counters for the specified Ethernet port or port
channel.

Command Mode

Privileged EXEC mode

User Guidelines
This command clears port counters about packets handled by IPv6 First Hop Security.
Use the interface keyword to clear all counters for the specific port.

Use the command without keyword to clear all counters.

Example

The following example clears [Pv6 First Hop Security counters on port gil/0/1

switchxxxxxx# clear ipvé first hop security counters interface gil/0/1
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clear ipv6 first hop security error counters

To clear IPv6 First Hop Security global error counters, use the clear ipv6 first hop security error counters
command in privileged EXEC mode.

Syntax

clear ipv6 first hop security error counters

Command Mode

Privileged EXEC mode

User Guidelines

This command clears global error counters.

Example

The following example clears IPv6 First Hop Security error counters:

switchxxxxxx# clear ipvé6 first hop security error counters
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clear ipv6 neighbor binding prefix table

To remove dynamic entries from the Neighbor Prefix table, use the clear ipv6 neighbor binding prefix table
command in Privilege EXEC configuration mode.

Syntax
clear ipv6 neighbor binding prefix table [vlan vian-id] [prefix-address/prefix-length]

Parameters
» vlan-id—Clear the dynamic prefixes that match the specified VLAN.
» prefix-address/ prefix-length—Clear the specific dynamic prefix.

Command Mode

Privileged EXEC mode

User Guidelines
This command deletes the dynamic entries of the Neighbor Prefix table.

Use the clear ipv6 neighbor binding prefix table vlan vlian-id prefix-address/prefix-length command to
delete one specific entry.

Use the clear ipv6 neighbor binding prefix table vlan vian-id command to delete the dynamic entries that
match the specified VLAN.

Use the clear ipv6 neighbor binding prefix table command to delete all dynamic entries.

Example 1. The following example clears all dynamic entries:
switchxxxxxx# clear ipvé6 neighbor binding prefix table

Example 2. The following example clears all dynamic prefixes that match VLAN 100:

switchxxxxxx# clear ipv6 neighbor binding prefix table vlan 100
Example 3. The following example clears one specific prefix:

switchxxxxxx# clear ipvé neighbor binding prefix table vlan 100 2002:11aa:0000:0001::/64
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clear ipv6 neighbor binding table

To remove dynamic entries from the Neighbor Binding table, use the clear ipv6 neighbor binding table
command in Privilege EXEC configuration mode.

Syntax

clear ipv6 neighbor binding table [vlan vian-id] [interface interface-id] [ipv6 ipv6-address] [mac
mac-address] [ndp | dhcp]

Parameters

» vlan vlan-id—Clear the dynamic entries that match the specified VLAN.

« interface interface-id—Clear the dynamic entries that match the specified port (Ethernet port or port
channel).

* ipv6 ipv6-address—Clear the dynamic entries that match the specified IPv6 address.
» mac mac-address—Clear the dynamic entries that match the specified MAC address.
» ndp—Clear the dynamic entries that are bound from NDP messages.

» dhcp—Clear the dynamic entries that are bound from DHCPv6 messages.

Command Mode

Privileged EXEC mode

User Guidelines

This command deletes the dynamic entries of the Neighbor Binding table. The dynamic entries to be deleted
can be specified by the vlan-id argument, the interface-id argument, IPv6 address, MAC address, or by type
of message from which they were bound.

If the ndp keyword and the dhcp keyword is not defined, the entries are removed regardless their origin. If
no keywords or arguments are entered, all dynamic entries are deleted. All keyword and argument combinations
are allowed.

Example

The following example clears all dynamic entries that exist on VLAN 100 & port gil/0/1:

switchxxxxxx# clear ipv6 neighbor binding table vlan 100 interface gil/0/1
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device-role (IPv6 DHCP Guard)

To specify the role of the device attached to the port within an IPv6 DHCP Guard policy, use the device-role
command in [Pv6 DHCPv6 Guard Policy Configuration mode. To return to the default, use the no form of
this command.

Syntax
device-role {client | server}

no device-role

Parameters

« client—Sets the role of the device to DHCPv6 client.

* server—Sets the role of the device to DHCPv6 server.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.
Policy attached to VLAN: client.

Command Mode

DHCP Guard Policy Configuration mode

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

[Pv6 DHCP Guard discards the following DHCPv6 messages sent by DHCPv6 servers/relays and received
on ports configured as client:

* ADVERTISE

* REPLY

* RECONFIGURE

* RELAY-REPL

* LEASEQUERY-REPLY

Example

The following example defines an IPv6 DHCP Guard policy named policy 1 and configures the port role as
the server:

switchxxxxxx (config)# ipvé dhcp guard policy policyl
switchxxxxxx (config-dhcp-guard) # device-role server
switchxxxxxx (config-dhcp-guard) # exit
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device-role (Neighbor Binding)

To specify the role of the device attached to the port within an IPv6 Neighbor Binding policy, use the
device-role command within IPv6 Neighbor Binding Policy Configuration mode. To return to the default,
use the nNo form of this command.

Syntax
device-role {perimeter | internal }

no device-role

Parameters

* perimeter—Specifies that the port is connected to devices not supporting IPv6 First Hop Security.

« internal—Specifies that the port is connected to devices supporting IPv6 First Hop Security.

Default Configuration
Policy attached to port or port channel: Value configured in the policy attached to the VLAN.
Policy attached to VLAN: Perimeter.

Command Mode

Neighbor Binding Policy Configuration mode.

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

NB Integrity supports the perimetrical model (see RFC 6620).
This model specifies two types of ports:

* Perimeter Port—Specifies ports connected to devices not supporting NB Integrity. NB Integrity
establishes binding for neighbors connected to these ports. Source Guard does not function on these
ports.

« Internal Port—The second type specifies ports connected to devices supporting IPv6 First Hop Security.
NB Integrity does not establish binding for neighbors connected to these ports, but it does propagate the
bindings established on perimeter ports.

A dynamic IPv6 address bound to a port is deleted when its role is changed from perimetrical to internal. A
static IPv6 address is kept.

Example

The following example defines a Neighbor Binding policy named policy 1 and configures the port role as an
internal port:

Cisco Business Switches 350 Series CLI Guide .



IPv6 First Hop Security |
. device-role (Neighbor Binding)

switchxxxxxx (config)# ipv6é neighbor binding policy policyl
switchxxxxxx (config-nbr-binding)# device-role internal
switchxxxxxx (config-nbr-binding) # exit
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device-role (RA Guard Policy)

To specify the role of the device attached to the port within an IPv6 RA Guard policy, use the device-role
command in RA Guard Policy Configuration mode. To returned to the default, use the no form of this command.

Syntax
device-role {host | router}

no device-role

Parameters

» host—Sets the role of the device to host.

* router—Sets the role of the device to router.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.
Policy attached to VLAN: host.

Command Mode

RA Guard Policy Configuration mode

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

RA Guard discards input RA, CPA, and ICMPv6 Redirect messages received on ports configured as host.

Example

The following example defines an RA Guard policy named policy 1 and configures the port role as router:

switchxxxxxx (config)# ipv6é nd raguard policy policyl
switchxxxxxx (config-ra-guard) # device-role router
switchxxxxxx (config-ra-guard) # exit
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device-role (ND Inspection Policy)

To specify the role of the device attached to the port within an IPv6 ND Inspection policy, use the device-role
command in ND Inspection Policy Configuration mode. To disable this function, use the no form of this
command.

Syntax
device-role {host | router}

no device-role

Parameters

» host—Sets the role of the device to host.

* router—Sets the role of the device to router.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.
Policy attached to VLAN: host.

Command Mode

ND inspection Policy Configuration mode

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

ND Inspection performs egress filtering of NDP messages depending on a port role.The following table
specifies the filtering rules.

Message Host Router
RA Permit Permit
RS Deny Permit
CPA Permit Permit
CPS Deny Permit
ICMP Redirect Permit Permit
Example

The following example defines an ND Inspection policy named policy 1 and configures the port role as router:
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switchxxxxxx (config)# ipvé nd inspection policy policyl
switchxxxxxx (config-nd-inspection) # device-role router
switchxxxxxx (config-nd-inspection) # exit
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drop-unsecure

To enable dropping messages with no or invalid options or an invalid signature within an IPv6 ND Inspection
policy, use the drop-unsecure command in ND Inspection Policy Configuration mode. To return to the default,
use the no form of this command.

Syntax
drop-unsecure [enable | disable]

no drop-unsecure

Parameters

* enable—Enables dropping messages with no or invalid options or an invalid signature. If no keyword
is configured this keyword is applied by default.

» disable—Disables dropping messages with no or invalid options or an invalid signature.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.

Policy attached to VLAN: global configuration.

Command Mode

ND inspection Policy Configuration mode

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

Example

The following example defines an ND Inspection policy named policy1, places the switch in ND Inspection
Policy Configuration mode, and enables the switch to drop messages with no or invalid options or an invalid
signature:

switchxxxxxx (config)# ipvé nd inspection policy policyl
switchxxxxxx (config-nd-inspection)# drop-unsecure

switchxxxxxx (config-nd-inspection) # exit
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hop-limit [

To enable the verification of the advertised Cur Hop Limit value in RA messages within an IPv6 RA Guard
policy, use the hop-limit command in RA Guard Policy Configuration mode. To return to the default, use the
no form of this command.

Syntax
hop-limit {{maximum {value| disable}] [minimum {value | disable}]}

no hop-limit [maximum] [minimum]

Parameters

» maximum value—Verifies that the hop-count limit is less than or equal to the value argument. Range
1-255. The value of the high boundary must be equal or greater than the value of the low boundary.

» maximum disable—Disables verification of the high boundary of the hop-count limit.

* minimum value—Verifies that the hop-count limit is greater than or equal to the value argument. Range
1-255.

» minimum disable—Disables verification of the lower boundary of the hop-count limit.

Default Configuration
Policy attached to port or port channel: the value configured in the policy attached to the VLAN.
Policy attached to VLAN: global configuration.

Command Mode

RA Guard Policy Configuration mode

User Guidelines

If this command is part of a policy attached to a VLAN, it is applied to all the ports in the VLAN. If it is
defined in a policy attached to a port in the VLAN, this value overrides the value in the policy attached to the
VLAN.

Use the disable keyword to disable verification regardless of the global or VLAN configuration.

Example 1—The following example defines an RA Guard policy named policy1, places the switch
in RA Guard Policy Configuration mode, and defines a minimum Cur Hop Limit value of 5:

switchxxxxxx (config)# ipvé nd raguard policy policyl
switchxxxxxx (config-ra-guard) # hop-limit minimum 5
switchxxxxxx (config-ra-guard) # exit

Example 2—The following example defines an RA Guard policy named policy1, places the switch
in RA Guard Policy Configuration mode, and disables validation of the Cur Hop Limit high boundary:

switchxxxxxx (config)# ipvé nd raguard policy policyl

switchxxxxxx(config-ra-guard)# hop-limit maximum disable
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switchxxxxxx (config-ra-guard) # exit
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Ipv6 dhcp guard

To enable the DHCPv6 guard feature on a VLAN, use the ipv6 dhcp guar d command in VLAN Configuration
mode. To return to the default, use the no form of this command.

Syntax
ipv6 dhcp guard
no ipv6 dhcp guard

Default Configuration

DHCPv6 Guard on a VLAN is disabled.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

DHCPv6 Guard blocks messages sent by DHCPv6 servers/relays to clients received on ports that are not
configured as a DHCPv6 server. Client messages or messages sent by relay agents from clients to servers are
not blocked.

DHCPv6 Guard validates received DHCPv6 messages based on a DHCPv6 Guard policy attached to the
source port.

Example