Audience

Preface

This preface describes the audience, organization, and conventions of the Cisco Nexus 5500 Series
NX-OS Layer 2 Interfaces Command Reference. It also provides information on how to obtain related

documentation.

This preface includes the following sections:

e Audience, page 1

e Document Conventions, page 1

e Related Documentation, page 2

e Obtaining Documentation and Submitting a Service Request, page 3

This publication is for experienced users who configure and maintain Cisco NX-OS devices.

Document Conventions

Command descriptions use these conventions:

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and separated by vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets and separated by vertical
bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.
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Screen examples use these conventions:

screen font

Terminal sessions and information that the switch displays are in screen font.

boldface screen
font

Information you must enter is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic screen font.

< >

Nonprinting characters, such as passwords, are in angle brackets.

[ ]

Default responses to system prompts are in square brackets.

I #

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

This document uses the following conventions:

~

Note = Means reader fake note. Notes contain helpful suggestions or references to material not covered in the

manual.

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment damage

or loss of data.

Related Documentation

Documentation for Cisco Nexus 5000 Series Switches and Cisco Nexus 2000 Series Fabric Extenders is
available at the following URL.:

http://www.cisco.com/en/US/products/ps9670/tsd_products_support_series_home.html

The documentation set includes the following types of documents:

e Licensing Information Guide

e Release Notes

¢ Installation and Upgrade Guides

¢ Configuration Guides

e Configuration Examples and TechNotes

e Programming Guides

e Operations Guides

e FError and System Message Guides

¢ Field Notices

e Security Advisories, Responses and Notices

e Troubleshooting Guide

e Command References

e MIB Reference Guide
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Documentation Feedback

To provide technical feedback on this document or to report an error or ommission, please send your
comments to nexus5k-docfeedback @cisco.com. We appreciate your feedback.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a
service request, and gathering additional information, see What’s New in Cisco Product Documentation
at: http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised
Cisco technical documentation as an RSS feed and delivers content directly to your desktop using a
reader application. The RSS feeds are a free service.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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New and Changed Information

This chapter provides release-specific information for each new and changed feature in the Cisco Nexus
5500 Series NX-OS Layer 2 Interfaces Command Reference. The latest version of this document is
available at the following Cisco website:

http://www.cisco.com/en/US/products/ps9670/prod_command_reference_list.html

To check for additional information about this Cisco NX-OS Release, see the Cisco Nexus 6000 Series
NX-OS Release Notes, Release 6.0 available at the following Cisco website:

http://www.cisco.com/en/US/products/ps9670/prod_release_notes_list.html

New and Changed Information for Cisco NX-0S Releases

This section includes the following topics:

e New and Changed Information for Cisco NX-OS Release 6.0(2)N1(2), page 17

New and Changed Information for Cisco NX-0OS Release 6.0(2)N1(2)

Table 1 summarizes the new and changed features for Cisco NX-OS Release 6.0(2)N1(2) and tells you
where they are documented.

Table 1 New and Changed Information for Release 6.0(2)N1(2)

Feature Description Where Documented

QSFP+ GEM This feature was introduced. e B Commands
e C Commands
e D Commands
e [ Commands

e M Commands
e S Commands

e Show Commands

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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B Commands

This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with B.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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M bandwidth (interface)

bandwidth (interface)

To set the inherited and received bandwidth values for an interface, use the bandwidth command. To
restore the default values, use the no form of this command.

bandwidth {kbps | inherit [kbps]}

no bandwidth {kbps | inherit [kbps]}

Syntax Description  kbps Informational bandwidth in kilobits per second. Valid values are from 1 to
10000000.
inherit (Optional) Specifies that the bandwidth be inherited from the parent
interface.

Command Default 1000000 kbps

Command Modes Interface configuration mode
Subinterface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines The bandwidth command sets an informational parameter to communicate only the current bandwidth

to the higher-level protocols; you cannot adjust the actual bandwidth of an interface using this command.

The bandwidth inherit command controls how a subinterface inherits the bandwidth of its main
interface.

The no bandwidth inherit command enables all subinterfaces to inherit the default bandwidth of the
main interface, regardless of the configured bandwidth. If a bandwidth is not configured on a
subinterface, and you use the bandwidth inherit command, all subinterfaces will inherit the current
bandwidth of the main interface. If you configure a new bandwidth on the main interface, all
subinterfaces will use this new value.

If you do not configure a bandwidth on the subinterface and you configure the bandwidth inherit
command on the main interface, the subinterfaces will inherit the specified bandwidth.

In all cases, if an interface has an explicit bandwidth setting configured, then that interface will use that
setting, regardless of whether the bandwidth inheritance setting is in effect.

Examples This example shows how to configure the badwidth for a Layer 2 interface:

switch(config)# interface ethernet 1/5
switch(config-if)# bandwidth 1000
switch(config-1if)#
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This example shows how to configure subinterfaces to inherit the bandwidth from the parent routed

interface:

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport
switch(config-if)# bandwidth inherit 30000
switch(config-if)# interface ethernet 1/1.1
switch(config-subif)#

Related Commands

Command Description

show interface Displays the interface configuration information.
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M beacon (interface)

beacon (interface)

To turn on the beacon LED for a port of an interface, use the beacon command. To turn off the beacon

Syntax Description

Command Default

Command Modes

LED for the interface, use the no form of this command.
beacon

no beacon

This command has no arguments or keywords.

None

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

Use the beacon command to toggle the port LED of an interface to easily identify each time a beacon is

sent to check for pending packets on the interface.

This example shows how to turn on the locator beacon LED for a specific interface:

switch(config)# interface ethernet 2/1
switch(config-if)# beacon

This example shows how to turn off the locator beacon LED for a specific interface:

switch(config)# interface ethernet 2/1
switch(config-if)# no beacon

Related Commands

Command Description

show interface Displays configuration information for an interface.

[l Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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bind (virtual Ethernet interface)

bind (virtual Ethernet interface)

To bind an interface to a virtual Ethernet interface, use the bind command. To remove the binding of an
interface, use the no form of this command.

bind interface ethernet slot/[QSFP-module/]lport channel number

no bind interface ethernet slot/[ QSFP-module/lport channel number

Syntax Description

Command Default

Command Modes

interface ethernet Specifies that the virtual Ethernet interface be bound to a specified
Ethernet interface.

slot/[QSFP-modulel]port Ethernet interface slot number and port number. The slof number is from
1 to 255. The QSFP-module number is from 1 to 4. The port number is
from 1 to 128.

Note The OQSFP-module number applies only to the QSFP+ Generic
Expansion Module (GEM).

channel Specifies that the virtual Ethernet interface be bound to a specified
EtherChannel interface.

number EtherChannel number. The range is from 1 to 65535.

Disabled

Virtual Ethernet interface configuration mode

Command History

Examples

Release Modification
6.0(2)N1(2) Support for the QSFP+ GEM.
5.2(1)N1(1) This command was introduced.

This example shows how to bind a virtual Ethernet interface 10 to an Ethernet interface:

switch(config)# interface vethernet 10
switch(config-if)# bind interface ethernet 1/1 channel 101
switch(config-if)#

Related Commands

Command Description

interface vethernet Configures a virtual Ethernet interface.

show interface Displays information about Ethernet interfaces.
ethernet
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M bind (virtual Ethernet interface)

Command Description

show interface Displays the specified virtual Ethernet interface, attributes, and status.
vethernet

show running-config Displays the running configuration of an interface.

interface

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



C Commands

This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with C.
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[ | capability (virtual Ethernet interface)

capability (virtual Ethernet interface)

To set a profile capability for a virtual Ethernet interface, use the capability command. To remove the
profile capability of an interface, use the no form of this command.

profile capability iscsi-multipath

no profile capability iscsi-multipath

Syntax Description

Command Default

Command Modes

iscsi-multipath Configure an iSCSI multipath profile.

None

Virtual Ethernet interface configuration mode

Command History

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This example shows how to set the profile capability for a specific virtual Ethernet interface:

switch# configure terminal

switch(config)# interface vethermet 1
switch(config-if)# capability iscsi-multipath
switch(config-1if)#

Related Commands

Command Description

interface vethernet Configures a virtual Ethernet interface.

show interface Displays the specified virtual Ethernet interface, attributes, and status.
vethernet

show running-config  Displays the running configuration of an interface.
interface
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carrier-delay

carrier-delay

To set the carrier delay on a serial interface, use the carrier-delay command. To return to the default
carrier delay value, use the no form of this command.

carrier-delay {delay-seconds | msec milliseconds}

no carrier-delay

Syntax Description

Command Default

Command Modes

delay-seconds Time, in seconds, to wait for the system to change states. Enter an integer
in the range 0 to 60.

msec Specifies the delay time in milliseconds.

milliseconds Time, in milliseconds, to wait for the system to change states. Enter an

integer in the range 0 to 1000.

None

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)NI1(1) This command was introduced.

You can use this command on a VLAN interface.

If a link goes down and comes back up before the carrier delay timer expires, the down state is effectively
filtered, and the rest of the software on the switch is not aware that a link-down event occurred.
Therefore, a large carrier delay timer results in fewer link-up/link-down events being detected. Setting
the carrier delay time to 0 means that every link-up/link-down event is detected.

This command does not require a license.

This example shows how to change the carrier delay to 10 seconds:

switch# configure terminal
switch(config)# interface vlan 5
switch(config-if)# carrier-delay 10
switch(config-if)#

This example shows how to revert to the default carrier delay value:

switch# configure terminal
switch(config)# interface vlan 5
switch(config-if)# no carrier-delay
switch(config-if)#
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W carrier-delay

Related Commands = Command Description

show running-config  Displays the running configuration information for an interface.
interface
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cdp

cip H

To enable the Cisco Discovery Protocol (CDP) and configure CDP attributes, use the cdp command. To
disable CDP or reset CDP attributes, use the no form of this command.

cdp {advertise {vl | v2} | enable | format device-id {mac-address | serial-number |
system-name} | holdtime seconds | timer seconds}

no cdp {advertise | enable | format device-id {mac-address | serial-number | system-name} |
holdtime seconds | timer seconds}

Syntax Description

Configures the version to use to send CDP advertisements. Version-2 is the
default state.

advertise {vl | v2}

enable Enables CDP for all Ethernet interfaces.

format device-id Configures the format of the CDP device ID.

mac-address Uses the MAC address as the CDP device ID.

serial-number Uses the serial number as the CDP device ID.

Uses the system name, which can be expressed as a fully qualified domain
name, as the CDP device ID. This is the default.

system-name

Command Default

Command Modes

Specifies the amount of time a receiver should hold CDP information before
discarding it. The range is from 10 to 255 seconds; the default is 180
seconds.

holdtime seconds

Sets the transmission frequency of CDP updates in seconds. The range is
from 5 to 254; the default is 60 seconds.

timer seconds

None

Global configuration mode

Command History

Release Modification

5.2(HN1(1)

This command we introduced.

Examples This example shows how to enable CDP on all Ethernet interfaces:

switch# configure terminal

switch(config)# cdp enable

This example shows how to configure the MAC address as the CDP device ID:

switch# configure terminal

switch(config)# cdp format device-id mac-address

This example shows how to disable CDP on all Ethernet interfaces:

switch# configure terminal

switch(config)# no cdp enable

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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W cdp

Related Commands = Command Description

show cdp Displays Cisco Discovery Protocol (CDP) information.
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cdp enable

Syntax Description

Command Default

Command Modes

cdp enable

To enable the Cisco Discovery Protocol (CDP) on an interface, use the cdp enable command. To disable

CDP on the interface, use the no form of this command.
cdp enable

no cdp enable

This command has no arguments or keywords.

None

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

You can use this command on the following interfaces:
e Ethernet interface
e Management interface

¢ Virtual Ethernet interface

This example shows how to enable CDP on an Ethernet interface:

switch# configure terminal
switch(config)# interface ethernet 1/1
switch(config-if)# cdp enable

This example shows how to enable CDP on a specific virtual Ethernet interface:

switch# configure terminal
switch(config)# interface vethernet 1
switch(config-if)# cdp enable

This example shows how to disable CDP on a specific virtual Ethernet interface:

switch# configure terminal
switch(config)# interface vethernet 1
switch(config-if)# no cdp enable
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M cdp enable

Related Commands = Command Description
show cdp Displays Cisco Discovery Protocol (CDP) information.
show interface Displays the interface configuration information.
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channel-group (Ethernet) [ |

channel-group (Ethernet)

To assign and configure a physical interface to an EtherChannel, use the channel-group command. To
remove the channel group configuration from the interface, use the no form of this command.

channel-group number [force] [mode {active | on | passive}]

no channel-group [number]

Syntax Description

Command Default

Command Modes

number

Number of channel group. The number range is from 1 to 4096. Cisco
NX-OS creates the EtherChannel associated with this channel group if the
EtherChannel does not already exist.

force

(Optional) Specifies that the LAN port be forcefully added to the channel
group.

mode

(Optional) Specifies the EtherChannel mode of the interface.

active

Specifies that when you enable the Link Aggregation Control Protocol
(LACP), this command enables LACP on the specified interface. The
interface is in an active negotiating state, in which the port initiates
negotiations with other ports by sending LACP packets.

on

This is the default channel mode. Specifies that all EtherChannels that are
not running LACP remain in this mode. If you attempt to change the channel
mode to active or passive before enabling LACP, the switch returns an error
message.

After you enable LACP globally, by using the feature lacp command, you
enable LACP on each channel by configuring the channel mode as either
active or passive. An interface in this mode does not initiate or respond to
LACP packets. When an LACP attempts to negotiate with an interface in the
on state, it does not receive any LACP packets and becomes an individual
link with that interface; it does not join the channel group.

The default mode is on.

passive

Specifies that when you enable LACP, this command enables LACP only if
an LACP device is detected. The interface is in a passive negotiation state,
in which the port responds to LACP packets that it receives but does not
initiate LACP negotiation.

None

Interface configuration mode

Command History

Release

Modification

5.2(HN1(1)

This command was introduced.
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[ | channel-group (Ethernet)

Usage Guidelines Use this command to create a channel group that includes the interface that you are working on and to
add or remove specific interfaces from the channel group. Use this command to move a port from one
channel group to another. You enter the channel group that you want the port to move to; the switch
automatically removes the specified port from its present channel group and adds it to the specified
channel group.

Use the force keyword to force the addition of the interface into the specified channel group.

After you enable LACP globally, by using the feature lacp command, you enable LACP on each channel
by configuring the channel mode as either active or passive. An EtherChannel in the on channel mode
is a pure EtherChannel and can aggregate a maximum of eight ports. The EtherChannel does not run
LACP.

You cannot change the mode for an existing EtherChannel or any of its interfaces if that EtherChannel
is not running LACP; the channel mode remains as on. The system returns an error message if you
attempt to change the mode.

Use the no form of this command to remove the physical interface from the EtherChannel. When you
delete the last physical interface from an EtherChannel, the EtherChannel remains. To delete the
EtherChannel completely, use the no form of the interface port-channel command.

The compatibility check includes the following operational attributes:
e Port mode
e Access VLAN
e Trunk native VLAN
e Tagged or untagged
e Allowed VLAN list
¢ Switched Port Analyzer (SPAN) (cannot be SPAN source or destination port)
e Storm control

Use the show port-channel compatibility-parameters command to see the full list of compatibility
checks that Cisco NX-OS uses.

You can only add interfaces configured with the channel mode set to on for static EtherChannels, that
is, without a configured aggregation protocol. You can only add interfaces configured with the channel
mode as active or passive to EtherChannels that are running LACP.

You can configure these attributes on an individual member port. If you configure a member port with
an incompatible attribute, Cisco NX-OS suspends that port in the EtherChannel.

When the interface joins an EtherChannel, some of its individual parameters are overridden with the
values on the EtherChannel, as follows:

e MAC address

¢ Spanning Tree Protocol (STP)
e Service policy

e Quality of service (QoS)

e Access control lists (ACLs)

Interface parameters, such as the following, remain unaffected when the interface joins or leaves a
EtherChannel:

e Description

e (Cisco Discovery Protocol (CDP)
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channel-group (Ethernet) [ |

e LACP port priority
e Debounce

e Rate mode

e Shutdown

e SNMP trap

If interfaces are configured for the EtherChannel interface and a member port is removed from the
EtherChannel, the configuration of the EtherChannel interface is not propagated to the member ports.

Any configuration changes that you make in any of the compatibility parameters to the EtherChannel
interface are propagated to all interfaces within the same channel group as the EtherChannel (for
example, configuration changes are also propagated to the physical interfaces that are not part of the
EtherChannel but are part of the channel group).

Examples This example shows how to add an interface to LACP channel group 5 in active mode:

switch(config)# interface ethernet 1/1
switch(config-if)# channel-group 5 mode active
switch(config-if)#

This example shows how to forcefully add an interface to the channel group 5:

switch(config)# interface ethernet 1/1
switch(config-if)# channel-group 5 force
switch(config-1if)#

Related Commands = Command Description
show interface Displays information about the traffic on the specified EtherChannel
port-channel interface.
show lacp Displays LACP information.
show port-channel Displays information on the EtherChannels.
summary

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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M clear lacp counters

clear lacp counters

To clear the Link Aggregation Control Protocol (LACP) counters, use the clear lacp counters command.

clear lacp counters [interface port-channel channel-num]

Syntax Description interface (Optional) Clears the LACP counters of a specific interface.

port-channel (Optional) Specifies a port channel interface. The range is from 1 to 4096.
channel-num

Command Default None

Command Modes EXEC mode

Command History Release Modification

5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to clear all LACP counters:

switch# clear lacp counters

This example shows how to clear the LACP on a port channel:

switch# clear lacp counters interface port-channel 100

Related Commands = Command Description

show lacp Displays LACP information.
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clear mac access-list counters

To clear statistical information from the access list, use the clear mac access-list counters command.

clear mac access-list counters [name]

Syntax Description name (Optional) Name of a specific counter to clear. The name can be a maximum
of 64 characters.

Command Default None

Command Modes EXEC mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to clear statistical information from the access list:

switch# clear mac access-list counters

Related Commands Command Description

show mac access-lists  Displays the information about the MAC address table.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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M clear mac address-table dynamic

clear mac address-table dynamic

To clear the dynamic address entries from the MAC address table, use the clear mac address-table

dynamic command.

clear mac address-table dynamic [[address mac-addr] | [interface {ethernet
slot/[QSFP-modulel]port | port-channel number}]] [vlan vian-id]

Syntax Description

address mac-addr

(Optional) Specifies the MAC address to remove from the table.
Use the format EEEE.EEEE.EEEE.

interface

(Optional) Specifies the interface for which MAC addresses
should be removed from the table. The type can be either
Ethernet or EtherChannel.

ethernet slot/[QSFP-modulel]port

(Optional) Specifies the Ethernet interface and the slot number
and port number. The slof number is from 1 to 255. The
OSFP-module number is from 1 to 4. The port number is from 1
to 128.

Note The OQSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

port-channel number

(Optional) Specifies the EtherChannel for which MAC addresses
should be removed from the table. Use the EtherChannel number.
The number range is from 1 to 4096.

vlan vian-id

(Optional) Specifies the VLAN from which MAC addresses
should be removed from the table. The range is from 1 to 3967
and from 4049 to 4093.

Command Default None

Command Modes EXEC mode

Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.

Usage Guidelines

Use the clear mac address-table dynamic command with no arguments to remove all dynamic entries

from the table.

To clear static MAC addresses from the table, use the no mac address-table static command.

If the clear mac address-table dynamic command is entered with no options, all dynamic addresses are
removed. If you specify an address but do not specify an interface, the address is deleted from all
interfaces. If you specify an interface but do not specify an address, the switch removes all addresses on

the specified interfaces.
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Examples This example shows how to clear all the dynamic entries from the MAC address table:

switch# clear mac address-table dynamic

This example shows how to clear all the dynamic entries from the MAC address table for VLAN 2:

switch# clear mac address-table dynamic vlan 2

Related Commands  Command Description

show mac Displays the information about the MAC address table.
address-table

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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clear port-security dynamic

To clear port security information, use the clear port-security dynamic command.

clear port-security dynamic {address MAC-addr vlan vian-ID | interface {ethernet
slot/[QSFP-modulellport [vlan vian-ID] | port-channel channel-num [vlan vian-ID]}}

Syntax Description address MAC-addr Clears all dynamically secured MAC address information. The
MAC address can be in the format E.E.E.
vlan vian-ID Clears all dynamically secured VLAN information. The range is
from 1 to 4094.
interface Clears all dynamically secured addresses on a port.

ethernetslot/[QSFP-module/lport Clears all dynamically secured addresses from an Ethernet port.
The slot number is from 1 to 255. The QSFP-module number is
from 1 to 4. The port number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

port-channel channel-num Clears all dynamically secured addresses from an EtherChannel.
The range is from 1 to 4096.

Command Default None

Command Modes EXEC mode

Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)NI1(1) This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to clear the dynamically secured MAC address information:
switch# clear port-security dynamic address 0050.3e84.6400 vlan 1
switch#

Related Commands Command Description
show port-security Displays the port security configuration information.
switchport Configures the switchport parameters to establish port security.

port-security
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clear port-security dynamic ||
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clear spanning-tree counters

To clear the counters for the Spanning Tree Protocol (STP), use the clear spanning-tree counters
command.

clear spanning-tree counters [interface {ethernet slot/[QSFP-module/]port | port-channel
channel}] [vlan vian-id)

Syntax Description interface (Optional) Specifies the interface type.

ethernet slot/[QSFP-module/lport  Specifies the Ethernet interface slot and port number. The
slot number is from 1 to 255. The QSFP-module number is
from 1 to 4. The port number is from 1 to 128.

Note The QSFP-module number applies only to the
QSFP+ Generic Expansion Module (GEM).

port-channel channel Specifies the EtherChannel number. The number range is
from 1 to 4096.
vlan vian-id (Optional) Specifies the VLAN. The range is from 1 to

3967 and from 4049 to 4093.

Command Default None

Command Modes EXEC mode

Command History Release Modification

6.02)N1(1) Support for the QSFP+ GEM was added.

5.2(1)N1(1) This command was introduced.
Usage Guidelines You can clear all the STP counters on the entire switch, per VLAN, or per interface.
Examples This example shows how to clear the STP counters for VLAN 5:

switch# clear spanning-tree counters vlan 5

Related Commands  Command Description

show spanning-tree Displays information about the spanning tree state.
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clear spanning-tree detected-protocol

To restart the protocol migration, use the clear spanning-tree detected-protocol command. With no
arguments, the command is applied to every port of the switch.

clear spanning-tree detected-protocol [interface {ethernet slot/[QSFP-module/lport |
port-channel channel}]

Syntax Description

interface (Optional) Specifies the interface type.

ethernetslot/[QSFP-module/lport Specifies the Ethernet interface and the slot number and port
number. The slot number is from 1 to 255. The QSFP-module
number is from 1 to 4. The port number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

port-channel channel Specifies the EtherChannel number. The number range is from 1
to 4096.
Command Default None
Command Modes EXEC mode
Command History Release Modification
6.02)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.

Usage Guidelines

Rapid per VLAN Spanning Tree Plus (Rapid PVST+) and Multiple Spanning Tree (MST) have built-in
compatibility mechanisms that allow them to interact properly with other versions of IEEE spanning tree
or other regions. For example, a switch running Rapid PVST+ can send 802.1D bridge protocol data
units (BPDUs) on one of its ports when it is connected to a legacy device. An MST switch can detect
that a port is at the boundary of a region when it receives a legacy BPDU or an MST BPDU that is
associated with a different region.

These mechanisms are not always able to revert to the most efficient mode. For example, a Rapid PVST+
switch that is designated for a legacy 802.1D bridge stays in 802.1D mode even after the legacy bridge
has been removed from the link. Similarly, an MST port assumes that it is a boundary port when the
bridges to which it is connected have joined the same region.

To force a port to renegotiate with its neighbors, enter the clear spanning-tree detected-protocol
command.

Examples This example shows how to restart the protocol migration on a specific interface:
switch# clear spanning-tree detected-protocol interface ethernet 1/4
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Related Commands = Command Description

show spanning-tree Displays information about the spanning tree state.
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clear vtp counters

To clear VLAN Trunking Protocol (VTP) counters, use the clear vtp counters command.

clear vtp counters

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes EXEC mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Use this command to clear the VTP statistics, such as the VTP requests, VTP advertisements, and

configuration revisions.

Examples This example shows how to clear the VTP counters:
switch# clear vtp counters
switch#

Related Commands Command Description
show vtp counters Displays VTP counters.
show vtp status Displays VTP information.
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clock protocol

To set the synchronization protocol for the clock to a protocol, use the clock protocol command. To
remove the clock protocol, use the no form of this command.

clock protocol {none | ntp}

no clock protocol {none | ntp}

Syntax Description  none Specifies that the clock can be set manually.
ntp Specifies that the clock be set to the Network Time Protocol (NTP).
Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to set the synchronization protocol for the clock to NTP:

switch# configure terminal
switch(config)# clock protocol ntp
switch(config)#

Related Commands =~ Command Description

show running-config  Displays the running system configuration information.
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Syntax Description

Command Default

Command Modes

connect

To initiate a connection with a vCenter Server, use the connect command. To disconnect from a vCenter

Server, use the no form of this command.
connect

no connect

This command has no arguments or keywords.

No connection with a vCenter Server

SVS connection configuration mode

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

There can be only one active connection at a time.

This command does not require a license.

This example shows how to connect to a vCenter Server:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# protocol vmware-vim
switch(config-svs-conn)# remote hostname vcMain
switch(config-svs-conn)# vmware dvs datacenter-name DemoDC
switch(config-svs-conn)# connect

switch(config-svs-conn) #

This example shows how to disconnect from a vCenter Server:

switch# configure terminal
switch(config)# svs connection SVSConn
switch(config-svs-conn)# no connect
switch(config-svs-conn) #

Related Commands

Command Description

show svs connections  Displays SVS connection information.

SVs connection Enables an SVS connection.
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D Commands

This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with D.
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default shutdown (virtual Ethernet interface)

To enable default commands on a virtual Ethernet interface, use the default shutdown command.

default shutdown

Syntax Description  This command has no arguments or keywords.

Command Default No description is added.

Command Modes Virtual Ethernet interface configuration
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to enable a virtual Ethernet interface:

switch# configure terminal
switch(config)# interface vethernet 1
switch(config-if)# default shutdown
switch(config-if)#

Related Commands = Command Description
show interface Displays the virtual Ethernet interface configuration information.
vethernet

show running-config = Displays the contents of the currently running configuration file.
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delay (interface)

To set a delay value for an interface, use the delay command. To restore the default delay value, use the

no form of this command.
delay tens-of-microseconds

no delay

Syntax Description

Command Default

Command Modes

tens-of-microseconds Throughput delay in tens of microseconds. The range is from 1 to

16,777,215.

10 microseconds

Interface configuration mode
Subinterface configuration mode

Command History

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

This example shows how to set a delay of 30,000 microseconds on an interface:

switch(config)# interface ethernet 1/1
switch(config-if)# delay 30000
switch(config-if)#

This example shows how to set a delay of 1000 microseconds on a subinterface:

switch(config)# interface ethernet 1/1.1
switch(config-subif)# delay 1000
switch(config-subif) #

Related Commands

Command Description

interface ethernet Configures an Ethernet routed interface.

(Layer 3)

show interface Displays the interface configuration information.
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description (interface)

To add a description to an interface configuration, use the description command. To remove the
description, use the no form of this command.

description description

no description

Syntax Description  description String description of the interface configuration. This string is limited to 80
characters.

Command Default No description is added.

Command Modes Interface configuration mode

Subinterface configuration mode
Virtual Ethernet interface configuration

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines The description command is meant to provide a reminder in the configuration to describe what certain

interfaces are used for. The description appears in the output of the following commands such as show
interface and show running-config.

You can use this command on the following interfaces:
e Ethernet interface
¢ Management interface
¢ Subinterfaces

e Virtual Ethernet interface

Examples This example shows how to add a description for an interface:

switch# configure terminal

switch(config)# interface ethernet 1/1
switch(config-if)# description "10G Server Link"
switch(config-1if)#

This example shows how to add a description for a virtual Ethernet interface:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# description "Virtual interface"
switch(config-if)#
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Related Commands

Command

Description

show interface
ethernet

Displays the interface configuration information.

show interface
vethernet

Displays the virtual Ethernet interface configuration information.

show running-config

Displays the contents of the currently running configuration file.
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description (SPAN, ERSPAN)

To add a description to an Ethernet Switched Port Analyzer (SPAN) or an Encapsulated Remote
Switched Port Analyzer (ERSPAN) session configuration, use the description command. To remove the
description, use the no form of this command.

description description

no description

Syntax Description  description String description of the SPAN session configuration. This string is limited
to 80 characters.

Command Default No description is added.

Command Modes SPAN session configuration mode
ERSPAN session configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Use the description command to provide a reminder in the configuration to describe what certain SPAN

sessions are used for. The description appears in the output of the following commands such as show
monitor session and show running-config monitor.

Examples This example shows how to add a description for a SPAN session:

switch# configure terminal

switch(config)# monitor session 9 type local
switch(config-monitor)# description A Local SPAN session
switch(config-monitor) #

This example shows how to add a description for an ERSPAN session:

switch# configure terminal

switch(config)# monitor session 9 type erspan-source
switch(config-erspan-src)# description An ERSPAN session
switch(config-erspan-src)#

Related Commands = Command Description
destination (SPAN Configures a destination SPAN port.
session)
monitor session Creates a new SPAN session configuration.
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Command Description
show monitor session  Displays SPAN session configuration information.

show running-config  Displays the running configuration information of a SPAN session.
monitor
source (SPAN session) Configures a source SPAN port.
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destination (ERSPAN)

To configure an Encapsulated Remote Switched Port Analyzer (ERSPAN) destination IP address, use
the destination command. To remove the destination ERSPAN IP address, use the no form of this
command.

destination ip ip_address

no destination ip ip_address

Syntax Description  ip Configures the remote IP address.
ip_address IPv4 address in the format A.B.C.D.
Command Default None
Command Modes ERSPAN session configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You can configure only one destination IP address for an ERSPAN source session.

This command does not require a license.

Examples This example shows how to configure an ERSPAN destination IP address:

switch# configure terminal

switch(config)# monitor session 1 type erspan-source
switch(config-erspan-src)# destination ip 192.0.3.1
switch(config-erspan-src)#

Related Commands  Command Description

monitor session Creates a new SPAN session configuration.

show monitor session Displays SPAN session configuration information.

show running-config  Displays the running configuration information of a SPAN session.
monitor

source (SPAN session) Configures a source SPAN port.

source (ERSPAN Configures a source VLAN or VSAN interface.
session)
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destination (SPAN session)

To configure a Switched Port Analyzer (SPAN) destination port, use the destination command. To
remove the destination SPAN port, use the no form of this command.

destination interface {ethernet slot/[QSFP-module/]port}

no source interface {ethernet slot/[ QSFP-modulellport}

Syntax Description

Command Default

Command Modes

interface Specifies the interface type to use as the destination SPAN port.

ethernet slot/[QSFP-module/lport Specifies the Ethernet interface to use as the destination SPAN
port. The slot number is from 1 to 255. The QSFP-module
number is from 1 to 4. The port number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

None

SPAN session configuration mode

Command History

Usage Guidelines

Examples

Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.

Each local SPAN session destination session must have a destination port (also called a monitoring port)
that receives a copy of traffic from the source port.

The destination port can be any Ethernet physical port and must reside on the same switch as the source
port (for a local SPAN session). The destination port cannot be a source port, a port channel, or SAN
port channel group.

A destination port receives copies of sent and received traffic for all monitored source ports. If a
destination port is oversubscribed, it can become congested. This congestion can affect traffic
forwarding on one or more of the source ports.

This example shows how to configure an Ethernet interface SPAN destination port and activate the SPAN
session:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# switchport monitor

switch(config-if)# exit

switch(config)# monitor session 9 type local
switch(config-monitor)# description A Local SPAN session
switch(config-monitor)# source interface ethernet 1/1
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switch(config-monitor)# destination interface ethernet 1/5
switch(config-monitor)# no shutdown
switch(config-monitor) #

Related Commands  Command Description

source (SPAN session) Configures a source SPAN port.

monitor session Creates a new SPAN session configuration.

show monitor session  Displays SPAN session configuration information.

show running-config  Displays the running configuration information of a SPAN session.
monitor
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To specify the duplex mode as full, half, or autonegotiate, use the duplex command. To return the system
to default mode, use the no form of this command.

duplex {full | half | auto}

no duplex {full | half | auto}

Syntax Description

Command Default

Command Modes

full Specifies the duplex mode as full.
half Specifies the duplex mode as half.
Note This keyword is not supported on a management interface.
auto Specifies the duplex mode as autonegotiate.
None

Interface configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

The interface speed that you specify can affect the duplex mode used for an interface, so you should set
the speed before setting the duplex mode. If you set the speed for autonegotiation, the duplex mode is
automatically set to be autonegotiated. If you specify 10- or 100-Mbps speed, the port is automatically
configured to use half-duplex mode, but you can specify full-duplex mode instead. Gigabit Ethernet is
full duplex only. You cannot change the duplex mode on Gigabit Ethernet ports or on a
10/100/1000-Mbps port that is set for Gigabit Ethernet.

See the Cisco Nexus 6000 Series NX-OS Layer 2 Switching Configuration Guide, Release 6.0 for more
information on interface speed and duplex settings.

This command does not require a license.

Examples This example shows how to specify the duplex mode for full duplex:
switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# duplex full
switch(config-if)#
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Related Commands = Command Description
show interface Displays information about the interface, which includes the duplex
parameter.
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dvs-name

To configure the Distributed Virtual Switch (DVS) name in the vCenter Server, use the dvs-name
command.

dvs-name name [name]

Syntax Description name DVS name. The name can be a maximum of 80 alphanumeric characters.
Command Default None
Command Modes SVS connection configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure the DVS name in the vCenter Server:

switch# configure terminal
switch(config)# svs connection SVSConn
switch(config-svs-conn)# dvs-name vcWest
switch(config-svs-conn) #

Related Commands  Command Description

show svs connections  Displays SVS connection information.

Svs connection Enables an SVS connection.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with E.
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encapsulation dot1Q

To enable IEEE 802.1Q encapsulation of traffic on a specified subinterface, use the encapsulation dotlq
command. To disable encapsulation, use the no form of this command.

encapsulation dot1Q vian-id

no encapsulation dot1Q vian-id

Syntax Description vian-id VLAN to set when the interface is in access mode; valid values are from 1
to 4093, except for the VLANS reserved for internal switch use.

Command Default No encapsulation
Command Modes Subinterface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines IEEE 802.1Q encapsulation is configurable on Ethernet and EtherChannel interfaces. IEEE 802.1Q is a
standard protocol for interconnecting multiple switches and routers and for defining VLAN topologies.

Use the encapsulation dotlq command in subinterface range configuration mode to apply a VLAN ID
to the subinterface.

Note  This command is not applicable to loopback interfaces.

This command does not require a license.

Examples This example shows how to enable dot1Q encapsulation on a subinterface for VLAN 30:

switch(config)# interface ethernet 1/5.1
switch(config-subif)# encapsulation dotlqg 30
switch(config-subif)#

Related Commands = Command Description

show vlan dot1Q Displays dot1Q encapsulation information for a VLAN.
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errdisable detect cause

To enable error-disable (err-disabled) detection in an application, use the errdisable detect cause
command. To disable error disable detection, use the no form of this command.

errdisable detect cause {all | link-flap | loopback}

no errdisable detect cause {all | link-flap | loopback}

Syntax Description

Command Default

Command Modes

all Enables error detection on all cases.

link-flap Enables error disable detection on linkstate-flapping.
loopback Enables error disable detection on loopback.
Enabled

Global configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)NI1(1) This command was introduced.

When error disable detection is enabled and a cause is detected on an interface, the interface is placed
in an err-disabled state, which is an operational state that is similar to the link-down state.

This example shows how to enable the err-disabled detection on linkstate-flapping:

switch(config)# errdisable detect cause link-flap
switch(config)#

Related Commands

Command Description

errdisable recovery Configures recovery from the err-disabled state.

show interface status  Displays the interface error disabled state.
err-disabled
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errdisable recovery cause

To configure the application to bring the interface out of the error-disabled (err-disabled) state and retry
coming up, use the errdisable recovery cause command. To revert to the defaults, use the no form of
this command.

errdisable recovery cause {all | bpduguard | failed-port-state | link-flap-recovery |
pause-rate-limit | udld }

no errdisable recovery cause {all | bpduguard | failed-port-state | link-flap-recovery |
pause-rate-limit | udld}

Syntax Description  all Enables a timer to recover from all causes.

bpduguard Enables a timer to recover from bridge protocol data unit (BPDU) Guard
error disable state.

failed-port-state Enables a timer to recover from a Spanning Tree Protocol (STP) set port
state failure.

link-flap Enables a timer to recover from linkstate flapping.

pause-rate-limit Enables a timer to recover from the pause rate limit error disabled state.

udld Enables a timer to recover from the Unidirectional Link Detection (UDLD)

error disabled state.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines When error disable recovery is enabled, the interface automatically recovers from the err-disabled state,

and the device retries bringing the interface up.

Examples This example shows how to enable error disable recovery from linkstate-flapping:

switch(config)# errdisable recovery cause link-flap
switch(config)#
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Related Commands = Command Description
errdisable detect cause Enables the error disabled (err-disabled) detection.

show interface status  Displays the interface error disabled state.
err-disabled
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errdisable recovery interval

To configure the recovery time interval to bring the interface out of the error-disabled (err-disabled)
state, use the errdisable recovery interval command. To revert to the defaults, use the no form of this
command.

errdisable recovery interval fime

no errdisable recovery interval

Syntax Description time Error disable recovery time interval. The range is from 30 to 65535 seconds.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines When error disable recovery is enabled, the interface automatically recovers from the err-disabled state,

and the device retries bringing the interface up.

The device waits 300 seconds to retry.

Examples This example shows how to enable error disable recovery time interval to 100 seconds:

switch(config)# errdisable recovery interval 100
switch(config)#

Related Commands Command Description
errdisable recovery Enables an error disabled recovery on an interface.
cause

show interface status  Displays the interface error disabled state.
err-disabled
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erspan-id

To configure the flow ID for an Encapsulated Remote Switched Port Analyzer (ERSPAN)) session, use
the erspan-id command. To remove the flow ID, use the no form of this command.

erspan-id flow_id

Syntax Description  flow_id ERSPAN flow ID. The range is from 1 to 1023.
Command Default None
Command Modes ERSPAN session configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure the flow ID for an ERSPAN session:

switch# configure terminal

switch(config)# monitor session 1 type erspan-source
switch(config-erspan-src)# erspan-id 100
switch(config-erspan-src)#

Related Commands  Command Description
ip dscp Configures the DSCP value of the packets in the ERSPAN traffic.
ip ttl Configures the IP time-to-live (TTL) value of the ERSPAN traffic.
mtu Sets the maximum transmission unit (MTU) size for SPAN packet.
vrf Configures the VRF for ERSPAN traffic forwarding.
monitor-session Enters the monitor configuration mode for configuring an ERSPAN or

SPAN session for analyzing traffic between ports.
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extension-key

To configure the extension key to be used to connect to the vCenter Server, use the extension-key
command.

extension-key extn-1D

Syntax Description extn-1D Extension ID. The ID can be a maximum of 80 alphanumeric characters.
Command Default None
Command Modes SVS connection configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure the extension key for a vCenter Server:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# extension-key vckey
switch(config-svs-conn) #

Related Commands  Command Description

show svs connections  Displays SVS connection information.

Svs connection Enables an SVS connection.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with F.
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feature flexlink

To enable Flex Links, use the feature flexlink command. To disable Flex Links, use the no form of this
command.

feature flexlink

no feature flexlink

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Examples This example shows how to enable Flex Links on the switch:

switch(config)# feature flexlink

Related Commands = Command Description
show feature Displays the status of features enabled or disabled on the switch.
switchport backup Configures Flex Links, which are two interfaces that provide backup to each
interface other, on a Layer 2 interface.
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feature interface-vian

To enable the creation of VLAN interfaces, use the feature interface-vlan command. To disable the
VLAN interface feature, use the no form of this command.

feature interface-vlan

no feature interface-vlan

Syntax Description  This command has no arguments or keywords.

Command Default VLAN interfaces are disabled.

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You must use the feature interface-vlan command before you can create VLAN interfaces.
Examples This example shows how to enable the interface VLAN feature on the switch:

switch(config)# feature interface-vlan

Related Commands  Command Description
interface vlan Creates a VLAN interface.
show feature Displays the features that are enabled or disabled on the switch.
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feature lacp

To enable the Link Aggregation Control Protocol (LACP), which bundles a number of physical ports
together to form a single logical channel, use the feature lacp command. To disable LACP on the switch,
use the no form of this command.

feature lacp

no feature lacp

Syntax Description  This command has no arguments or keywords.

Command Default LACEP is disabled.

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You must remove all the LACP configuration parameters from all EtherChannels on the switch before

you can disable LACP.

Even after you enable LACP globally, you do not have to run LACP on all EtherChannels on the switch.
You enable LACP on each channel mode using the channel-group mode command.

Examples This example shows how to enable LACP EtherChannels on the switch:

switch(config)# feature lacp

Related Commands  Command Description
show lacp Displays information on LACP.
show feature Displays whether or not LACP is enabled on the switch.
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feature lldp

The Link Layer Discovery Protocol (LLDP), which is a neighbor discovery protocol that is used for
network devices to advertise information about themselves to other devices on the network, is enabled
on the switch by default.

Command Default Enabled
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines

You cannot enable or disable LLDP on a Cisco Nexus device. LLDP is enabled on the switch by default.
However, the feature lldp command shows as part of the running configuration on the switch, as shown
below:

switch# show running-config

!Command: show running-config
ITime: Wed Jan 30 12:36:03 2013

version 6.02N1 (1)
feature telnet
feature 1ldp

username admin password 5 $1$d81kfgC8$4VERUOOZTKVvCtTg8VAKbg/ role network-admin
no password strength-check
ip domain-lookup
hostname switch
class-map type qgos class-fcoe
class-map type gos match-all cl
match cos 1
<--Output truncated-->
switch#

The Cisco Discovery Protocol (CDP) is a device discovery protocol that runs over Layer 2 (the data link
layer) on all Cisco-manufactured devices (routers, bridges, access servers, and switches). CDP allows
network management applications to automatically discover and learn about other Cisco devices
connected to the network.

To support non-Cisco devices and to allow for interoperability between other devices, the switch
supports the Link Layer Discovery Protocol (LLDP). LLDP is a neighbor discovery protocol that is used
for network devices to advertise information about themselves to other devices on the network. This
protocol runs over the data-link layer, which allows two systems running different network layer
protocols to learn about each other.

Related Commands

Command Description

lldp Configures the global LLDP options on the switch.
lldp (Interface) Configures the LLDP feature on an interface.
show feature Displays that LLDP is enabled on the switch.
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feature port-security

To enable port security on Layer 2 interfaces, use the feature port-security command. To disable port

Syntax Description

Command Default

Command Modes

security, use the no form of this command.
feature port-security

no feature port-security

This command has no arguments or keywords.

Disabled

Global configuration mode

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

Use the port security feature to secure a port by limiting and identifying the MAC addresses of the

switches that are allowed to access the port.

You can enable port security on a virtual port channel (vPC) port only if the following occurs:

e Port security is enabled on both the vPC peers
e Port security is enabled on the vPC port on both the vPC peers.

This command does not require a license.

This example shows how to enable port security on the switch:

switch# configure terminal
switch(config)# feature port-security
switch(config)#

This example shows how to disable port security on the switch:

switch# configure terminal
switch(config)# no feature port-security
switch(config)#

Related Commands

Command Description

show feature Displays the features that are enabled or disabled on the switch.
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feature port-security

Command

Description

show port-security

Displays the port security configuration information.

switchport
port-security

Configures the switchport parameters to establish port security.
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feature private-vlan

Syntax Description

Command Default

Command Modes

To enable private VLANS, use the feature private-vlan command. To return to the default settings, use
the no form of this command.

feature private-vlan

no feature private-vlan

This command has no arguments or keywords.

Private VLANSs are disabled.

Global configuration mode

Command History

Usage Guidelines

~

Note

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

The private VLAN commands are not available until you enable the private VLAN feature.

You cannot disable the private VLANS if there are operational ports on the switch that are in private
VLAN mode.

A private VLAN-isolated port on a Cisco Nexus device running the current release of Cisco NX-OS does
not support IEEE 802.1Q encapsulation and cannot be used as a trunk port.

This example shows how to enable private VLAN functionality on the switch:

switch(config)# feature private-vlan

Related Commands

Command Description
private-vlan Configures a VLAN as either a community, isolated, or primary private
VLAN.

show vlan private-vlan Displays information on private VLANSs. If the feature is not enabled, this
command is not available.

show feature Displays whether or not private VLAN is enabled on the switch.
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feature udld

To enable the Cisco-proprietary Unidirectional Link Detection (UDLD) protocol, which allows ports
that are connected through fiber optics or copper Ethernet cables to monitor the physical configuration
of the cables and detect when a unidirectional link exists, use the feature udld command. To disable
UDLD on the switch, use the no form of this command.

feature udld

no feature udld

Syntax Description  This command has no arguments or keywords.

Command Default UDLD is disabled.

Command Modes Global configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Examples This example shows how to enable UDLD on the switch:

switch(config)# feature udld

Related Commands = Command Description
show udld Displays the administrative and operational UDLD status.
show feature Displays whether or not UDLD is enabled on the switch.
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feature vimfex

To enable the Cisco Virtual Machine Fabric Extender (VM-FEX), use the feature vimfex command. To
disable VM-FEX, use the no form of this command.

feature vinfex

no feature vinfex

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Before you use this command, make sure that you install and enable the virtualization feature set using

the install feature-set virtualization and feature-set virtualization commands respectively.

If you attempt to disable the VM-FEX feature with virtual Ethernet interface or port profile
configurations enabled, the switch returns an error message.

This command requires an Enhanced Layer 2 license.

Examples This example shows how to enable VM-FEX on the switch:

switch# configure terminal
switch(config)# feature vmfex
switch(config) #

This example shows how to disable VM-FEX on the switch:

switch# configure terminal
switch(config)# no feature vmfex
switch(config)#

Related Commands = Command Description
feature-set Enables the virtualization features.
virtualization
interface vethernet Configures a virtual Ethernet interface.
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feature vmfex

Command

Description

install feature-set
virtualization

Installs the virtualization feature set on the switch.

port-profile

Configures a port profile.

show feature

Displays the features that are enabled or disabled on the switch.

show feature-set

Displays the status of the virtualization feature set.

switchport mode

Configures the interface as a nontrunking nontagged single-VLAN Ethernet
interface.
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feature vtp

To enable VLAN Trunking Protocol (VTP), use the feature vtp command. To disable VTP, use the no
form of this command.

feature vtp

no feature vtp

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Examples This example shows how to enable VTP on the switch:

switch(config)# feature vtp

Related Commands = Command Description
show vtp status Displays the VTP information.
vtp Configures VTP.
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feature-set virtualization

Syntax Description

Command Default

Command Modes

To enable the Cisco Virtual Machine features on the switch, use the feature-set virtualization
command. To disable the virtualization feature, use the no form of this command.

feature-set virtualization

no feature-set virtualization

This command has no arguments or keywords.

None

Global configuration mode

Command History

Usage Guidelines

~

Note

Note

Release Modification
5.2(1)N1(1) This command was introduced.

The Cisco virtual machine feature is supported only on the Cisco Nexus devices.

Before you use this command, make sure that you install the virtualization feature set on the switch by
using the install feature-set virtualization command.

You cannot view or access any virtualization commands until you enable a Cisco virtual machine on the
switch.

You must install the Cisco virtual machine feature set before you enable virtualization on the switch.

Before you disable this feature on the switch, do the following:
e Remove all virtual Ethernet interface configurations on the switch.
e Remove all virtual network tag (VNTag) configurations on the switch.
e Remove all port profiles of type vethernet.
¢ Change the port mode to access by using the switchport mode access command.

This command requires an Enhanced Layer 2 license.

Examples This example shows how to enable the virtualization feature on the switch:
switch# configure terminal
switch(config)# feature-set virtualization
Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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switch(config)#

This example shows how to disable the virtualization feature on the switch:

switch# configure terminal
switch(config)# no feature-set virtualization
switch(config)#

Related Commands  Command Description
feature vinfex Enables or disables Cisco Virtual Machine Fabric Extender (VM-FEX) on
the switch.
install feature-set Installs the virtualization feature set on the switch.
virtualization
show feature-set Displays the status of the virtualization feature set.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with H.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
I oL-27880-02 .m



Chapter  H Commands |

M hardware multicast hw-hash

hardware multicast hw-hash

To use hardware hashing for multicast traffic on an EtherChannel interface, use the hardware multicast
hw-hash command. To restore the defaults, use the no form of this command.

hardware multicast hw-hash

no hardware multicast hw-hash

Syntax Description  This command has no arguments or keywords.

Command Default The software selection method is used for multicast traffic.
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines By default, ingress multicast traffic on any port in the switch selects a particular EtherChannel member

to egress the traffic. To reduce potential issues with the bandwidth and to provide effective load
balancing of the ingress multicast traffic, hardware hashing is used for multicast traffic.

~

Note  Hardware hashing is not available on a Cisco Nexus 2000 Series Fabric Extender HIF port (downlink
port).

Examples This example shows how to set the hardware hashing for multicast traffic on an EtherChannel interface:

switch(config)# interface port-channel 21
switch(config-if)# hardware multicast hw-hash
switch(config-if)#

This example shows how to restore the default software selection method for multicast traffic on an
EtherChannel interface:

switch(config)# interface port-channel 21
switch(config-if)# hardware multicast hw-hash
switch(config-if)# no hardware multicast hw-hash
switch(config-if)#

Related Commands = Command Description

show interface Displays the status of the EtherChannel interface configuration.
port-channel
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high-performance host-netio (virtual Ethernet interface)

To turn on high performance on the host, use the high-performance host-netio command. To disable
high performance, use the no form of this command.

high-performance host-netio

no high-performance host-netio

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Virtual Ethernet interface configuration mode
Command History Release Modification
5.2(1)NI1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to enable high performance on the host:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# high-performance host-netio
switch(config-if)#

Related Commands Command Description
show interface Displays virtual Ethernet interface configuration information.
vethernet

show running-config  Displays the running configuration information for an interface.
interface
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[ | high-performance host-netio (virtual Ethernet interface)
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with L.
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install certificate

To install a certificate that is used to connect to a vCenter Server, use the install certificate command.
To remove a certificate, use the no form of this command.

install certificate {bootflash:[//server/] | default}

no install certificate

Syntax Description  bootflash:[//server/] Specifies the source or destination URL for boot flash memory to install the
certificate. The server argument value is module-1, sup-1, sup-active, or
sup-local.

default Specifies the default path.

Command Default None

Command Modes SVS connection configuration mode

Command History Release Modification

5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to install a certificate to the boot flash memory:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# install certificate bootflash:///
switch(config-svs-conn) #

This example shows how to remove a certificate:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# no install certificate
switch(config-svs-conn) #

Related Commands

Command

Description

show svs connections

Displays SVS connection information.

Svs connection

Enables an SVS connection.
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install feature-set virtualization

To install the Cisco virtual machine feature set on the switch, use the install feature-set virtualization
command. To remove the Cisco virtual machine feature set, use the no form of this command.

install feature-set virtualization

no install feature-set virtualization

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines

~

Note  The Cisco virtual machine feature is supported only on the Cisco Nexus 5500 Series switches.

This command requires an Enhanced Layer 2 license.

Examples This example shows how to install the Cisco virtual machine feature set on the switch:

switch# configure terminal
switch(config)# install feature-set virtualization
switch(config) #

Related Commands = Command Description
feature vinfex Enables or disables Cisco Virtual Machine Fabric Extender (VM-FEX) on
the switch.
feature-set Enables the Cisco virtual machine feature set on the switch.
virtualization
show feature-set Displays the status of the virtualization feature set.

show running-config  Displays the running system configuration information.
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instance vian

To map a VLAN or a set of VLANS to a Multiple Spanning Tree instance (MSTI), use the instance vlan
command. To delete the instance and return the VLANS to the default instance (Common and Internal
Spanning Tree [CIST]), use the no form of this command.

instance instance-id vlan vian-id

no instance instance-id [vlan vian-id]

Syntax Description instance-id Instances to which the specified VLANSs are mapped. The range is from O to
4094.
vlan vian-id Specifies the number of the VLANS that you are mapping to the specified

MSTI. The VLAN ID range is from 1 to 4094.

Command Default No VLANs are mapped to any MST instance (all VLANs are mapped to the CIST instance).

Command Modes MST configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Usage Guidelines The VLAN identifier is entered as a single value or a range.

The mapping is incremental, not absolute. When you enter a range of VLANS, this range is added to or
removed from the existing instances.

Any unmapped VLAN is mapped to the CIST instance.

A

Caution  When you change the VLAN-to-MSTI mapping, the system restarts MST.

Examples This example shows how to map a range of VLANs to MSTI 4:

switch(config)# spanning-tree mst configuration
switch(config-mst)# instance 4 vlan 100-200
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Related Commands

Command

Description

show spanning-tree
mst configuration

Displays information about the MST protocol.

spanning-tree mst
configuration

Enters MST configuration mode.
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interface ethernet

To enter interface configuration mode for an Ethernet IEEE 802.3 interface, use the interface ethernet
command.

interface ethernet [chassis_ID/] slot/[QSFP-module/lport

Syntax Description

Command Default

Command Modes

chassis_ID (Optional) Specifies the Fabric Extender chassis ID. The chassis ID is from
100 to 199.

Note  This argument is not optional when addressing the host interfaces of
a Cisco Nexus 2000 Series Fabric Extender.

slot Slot from 1 to 4. The following list defines the slots available:
e Slot 1 is the fixed ports.

e Slot 2 to 4 are hot-swappable LEMs.

QOSFP-module The QSFP-module number is 1 to 4.
Note The QSFP-module number applies only to the QSFP+ Generic
Expansion Module (GEM).

port Port number within a particular slot. The port number is from 1 to 128.

None

Global configuration mode

Command History

Examples

Release Modification
6.02)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.

This example shows how to enter configuration mode for Ethernet interface 1/4:
switch(config)# interface ethernet 1/4

switch(config-if)#

This example shows how to enter configuration mode for a host interface on a Fabric Extender:

switch(config)# interface ethernet 101/1/1
switch(config-if)#

Related Commands

Command Description
interface vethernet Configures a virtual Ethernet interface.
show fex Displays all configured Fabric Extender chassis connected to the switch.
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interface ethernet

Command Description

show interface Displays various parameters of an Ethernet IEEE 802.3 interface.
ethernet

speed Sets the speed on the interface.

vtp (interface)

Enables VLAN Trunking Protocol (VTP) on an interface.
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interface ethernet (Layer 3)

To configure a Layer 3 Ethernet IEEE 802.3 routed interface, use the interface ethernet command.

interface ethernet [chassis_ID/] {slot/[ QSFP-module/lport|.subintf-port-nol}

Syntax Description chassis_ID (Optional) Specifies the Fabric Extender chassis ID. The chassis ID is from
100 to 199.

Note  This argument is not optional when addressing the host interfaces of
a Cisco Nexus 2000 Series Fabric Extender.

slot Slots from 1 to 4. The following list defines the slots available:
e Slot 1 are the fixed ports.
e Slots 2 to 4 are expansion modules.

OSFP-module The QSFP-module numbers are from 1 to 4.
Note The QSFP-module number applies only to the QSFP+ Generic
Expansion Module (GEM).

port Port number within a particular slot. The port number is from 1 to 128.

(Optional) Specifies the subinterface separator.

subintf-port-no (Optional) Port number for the subinterface. The range is from 1 to 48.
Command Default None
Command Modes Global configuration mode

Interface configuration mode

Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)NI1(1) This command was introduced.
Usage Guidelines You must use the no switchport command in the interface configuration mode to configure the interface

as a Layer 3 routed interface. When you configure the interface as a Layer 3 interface, all Layer 2 specific
configurations on this interface are deleted.

Use the switchport command to convert a Layer 3 interface into a Layer 2 interface. When you configure
the interface as a Layer 2 interface, all Layer 3 specific configurations on this interface are deleted.

Examples This example shows how to enter configuration mode for a Layer 3 Ethernet interface 1/5:

config)# interface ethernet 1/5
config-if)# no switchport
config-if)# ip address 10.1.1.1/24
config-if)#

switch
switch
switch
switch
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interface ethernet (Layer 3)

This example shows how to configure a Layer 3 subinterface for Ethernet interface 1/5 in the global

configuration mode:

switch
switch
switch

switch

config)# interface ethermnet 1/5.2
config-if)# no switchport
config-subif)# ip address 10.1.1.1/24
config-subif)#

This example shows how to configure a Layer 3 subinterface in interface configuration mode:

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport

switch(config-subif)# ip address 10.1.1.1/24

(
(
switch(config-if)# interface ethernet 1/5.1
(
(

switch(config-subif) #

This example shows how to convert a Layer 3 interface to a Layer 2 interface:

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport

switch(config-if)# switchport

(
(
switch(config-if)# ip address 10.1.1.1/24
(
(

switch(config-if)#

Related Commands

Command Description

bandwidth Sets the bandwidth parameters for an interface.

delay Configures the interface throughput delay value.
encapsulation Sets the encapsulation type for an interface.

ip address Sets a primary or secondary IP address for an interface.
inherit Assigns a port profile to an interface.

interface vethernet

Configures a virtual Ethernet interface.

no switchport

Configures an interface as a Layer 3 interface.

service-policy

Configures a service policy for an interface.

show fex

Displays all configured Fabric Extender chassis connected to the switch.

show interface
ethernet

Displays various parameters of an Ethernet IEEE 802.3 interface.
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interface loopback

To create a loopback interface and enter interface configuration mode, use the interface loopback
command. To remove a loopback interface, use the no form of this command.

interface loopback number

no interface loopback number

Syntax Description number Interface number; valid values are from 0 to 1023.
Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Use the interface loopback command to create or modify loopback interfaces.

From the loopback interface configuration mode, the following parameters are available:
e description—Provides a description of the purpose of the interface.

e ip—Configures IP features, such as the IP address for the interface, Address Resolution Protocol
(ARP) attributes, load balancing, Unicast Reverse Path Forwarding (RPF) or IP Source Guard.

¢ logging—Configure logging of events.
e shutdown—Shut down traffic on the interface.

This command does not require a license.

Examples This example shows how to create a loopback interface:

switch(config)# interface loopback 50
switch(config-if)# ip address 10.1.1.1/24
switch(config-if)#

Related Commands  Command Description
show interface Displays information about the traffic on the specified loopback interface.
loopback
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interface mgmt

To enter the management interface configuration mode, use the interface mgmt command.

interface mgmt mgmz-intf-num

Syntax Description

Command Default

Command Modes

mgmt-intf-num Management interface number. The interface number is 0.

None

Global configuration mode

Command History

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This example shows how to enter the management interface configuration mode:

switch# configure terminal
switch(config)# interface mgmt 0
switch(config-if)#

Related Commands

Command Description

show interface mgmt  Displays information about the management interface.

cdp enable Enables the Cisco Discovery Protocol (CDP) on an interface.

description (interface) Adds a description to an interface configuration.

duplex Configures the duplex mode for an interface.

1ldp (interface) Enables the reception or transmission of Link Layer Discovery Protocol
(LLDP) packets on an interface.

rate-limit cpu Configures the packet per second (PPS) rate limit for an interface.

direction

snmp trap link-status Enables Simple Network Management Protocol (SNMP) link trap generation
on an interface.

speed Configures the transmit and receive speed for an interface.

vrf member Adds an interface to a virtual routing and forwarding (VRF) instance.
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interface port-channel

To create an EtherChannel interface and enter interface configuration mode, use the interface
port-channel command. To remove an EtherChannel interface, use the no form of this command.

interface port-channel channel-number|.subintf-channel-no

no interface port-channel channel-number[.subintf-channel-no)

Syntax Description  channel-number Channel number that is assigned to this EtherChannel logical interface. The
range is from 1 to 4096.

(Optional) Specifies the subinterface separator.

Note  Applies to Layer 3 interfaces.

subintf-channel-no (Optional) Port number of the EtherChannel subinterface. The range is from
1 to 4093.

Note  Applies to Layer 3 interfaces.

Command Default None

Command Modes Global configuration mode
Interface configuration mode

Command History Release Modification
5.2(1)NI1(1) This command was introduced.
Usage Guidelines A port can belong to only one channel group.

When you use the interface port-channel command for Layer 2 interfaces, follow these guidelines:

e If you are using CDP, you must configure it only on the physical interface and not on the
EtherChannel interface.

e If you do not assign a static MAC address on the EtherChannel interface, a MAC address is
automatically assigned. If you assign a static MAC address and then later remove it, the MAC
address is automatically assigned.

e The MAC address of the EtherChannel is the address of the first operational port added to the
channel group. If this first-added port is removed from the channel, the MAC address comes from
the next operational port added, if there is one.

You must use the no switchport command in the interface configuration mode to configure the
EtherChannel interface as a Layer 3 interface. When you configure the interface as a Layer 3 interface,
all Layer 2 specific configurations on this interface are deleted.

Use the switchport command to convert a Layer 3 EtherChannel interface into a Layer 2 interface. When
you configure the interface as a Layer 2 interface, all Layer 3 specific configurations on this interface
are deleted.
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interface port-channel W

You can configure one or more subinterfaces on a port channel made from routed interfaces.

This example shows how to create an EtherChannel group interface with channel-group number 50:

switch(config)# interface port-channel 50
switch(config-if)#

This example shows how to create a Layer 3 EtherChannel group interface with channel-group number
10:

switch(config)# interface port-channel 10
switch(config-if)# no switchport
switch(config-if)# ip address 192.0.2.1/24
switch(config-1if)#

This example shows how to configure a Layer 3 EtherChannel subinterface with channel-group number
1 in interface configuration mode:

switch(config)# interface port-channel 10
switch(config-if)# no switchport
switch(config-if)# interface port-channel 10.1
switch(config-subif)# ip address 192.0.2.2/24
switch(config-subif)#

This example shows how to configure a Layer 3 EtherChannel subinterface with channel-group number
20.1 in global configuration mode:

switch(config)# interface port-channel 20.1
switch(config-subif)# ip address 192.0.2.3/24
switch(config-subif)#

Related Commands

Command Description

encapsulation (Layer 3 interfaces) Sets the encapsulation type for an interface.

ip address (Layer 3 interfaces) Sets a primary or secondary IP address for an interface.
no switchport (Layer 3 interfaces) Configures an interface as a Layer 3 interface.

show interface Displays configuration information about interfaces.

show lacp Displays LACP information.

show port-channel Displays information on the EtherChannels.

summary

vtp (interface) Enables VLAN Trunking Protocol (VTP) on an interface.
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interface vethernet

To enter interface configuration mode for a virtual Ethernet (vEth) interface, use the interface vethernet
command. To remove a virtual Ethernet interface, use the no form of this command.

interface vethernet veth-id[, vethernet veth-id, ...]

no interface vethernet veth-id[, vethernet veth-id, ...]

Syntax Description veth-id Virtual Ethernet interface number. The range is from 1 to 1,048,575.

You can specify more than one virtual Ethernet interface. Make sure you use
the comma (,) separator.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Before you use a virtual Ethernet interface, you must enable the Cisco Virtual Machine Fabric Extender

(VM-FEX) on the switch by using the feature vinfex command.

You must configure a virtual Ethernet interface on each switch. The configuration in the secondary
switch must be identical to that of the primary switch.

You can create a maximum of 1000 virtual Ethernet interfaces on a Cisco Nexus 5548 switch. Before
you disable Adapter-FEX on the switch, make sure that you delete these interfaces. After you delete a
virtual Ethernet interface, make sure that you save the running configuration of the switch to the startup
configuration file.

Examples This example shows how to enter configuration mode for virtual Ethernet interface 10:

switch# configure terminal
switch(config)# interface vethernet 10
switch(config-if)#

This example shows how to enter configuration mode for multiple virtual Ethernet interfaces:

switch# configure terminal
switch(config)# interface vethernet 10, vethernet 2
switch(config-if-range)#

This example shows how to bind an interface, configure a vEthernet access interface, assign the access
VLAN for that interface, and then assign a port profile named ppVEth, and a class of service (CoS) value
3 to a virtual Ethernet interface:
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interface vethernet 1l

switch# configure terminal

switch(config)# port-profile type vethernet ppVEth
switch(config-port-prof)# switchport mode access
switch(config-port-prof)# service-policy type gos input my policyl
switch(config-port-prof)# exit

switch(config)# interface vethernet 10

switch(config-if)# bind interface ethernet 1/5 channel 10
switch(config-if)# inherit port-profile ppVEth

switch(config-if)# untagged cos 3

switch(config-if)#

This example shows how to remove a virtual Ethernet interface:

switch# configure terminal
switch(config)# no interface vethernet 2
switch(config)#

Related Commands  Command Description
bind Binds an interface to a virtual Ethernet interface.
feature vinfex enables VM-FEX on the switch.
port-profile Configures a port profile.
show interface Displays information about Ethernet interfaces.
ethernet
show interface Displays various parameters of a virtual Ethernet interface.
vethernet

show running-config  Displays the running configuration of an interface.
interface

vethernet auto-create  Sets the default policy to enable auto creation of virtual Ethernet interfaces.
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interface vlan

To create a VLAN interface and enter interface configuration mode, use the interface vlan command.
To remove a VLAN interface, use the no form of this command.

interface vlan vian-id

no interface vlan vian-id

Syntax Description vian-id VLAN to set when the interface is in access mode; valid values are from 1
to 4094, except for the VLANS reserved for the internal switch use.

Command Default None

Command Modes Global configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines Before you use this command, enable the interface-vlan feature by using the feature interface-vlan
command.

Use the interface vlan command to create or modify VLAN interfaces.

The VLAN interface is created the first time that you enter the interface vlan command for a particular
VLAN. The vilan-id argument corresponds to the VLAN tag that is associated with the data frames on
an IEEE 802.1Q-encapsulated trunk, or the VLAN ID that is configured for an access port.

This command does not require a license.

Examples This example shows how to create a VLAN interface for VLAN 50:

switch(config)# interface vlan 50
switch(config-1if)#

Related Commands = Command Description

feature interface-vlan Enables the ability to create VLAN interfaces.

show interface vlan Displays information about the traffic on the specified VLAN interface.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter | Commands

ip igmp snooping (EXEC)

ip igmp snooping (EXEC)

Syntax Description

Command Default

~

Note

To enable Internet Group Management Protocol (IGMP), use the ip igmp snooping command. To
disable IGMP snooping, use the no form of this command.

ip igmp snooping
no ip igmp snooping

This command has no arguments or keywords.

IGMP snooping is enabled.

If the global setting is disabled, then all VLANS are treated as disabled, whether they are enabled or not.

Command Modes EXEC mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Examples

This example shows how to enable IGMP snooping:

switch# ip igmp snooping

Related Commands

Command Description

show ip igmp snooping Displays IGMP snooping information and configuration.

| oL-27880-02
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ip igmp snooping (VLAN)

To configure Internet Group Management Protocol (IGMP) on a VLAN, use the ip igmp snooping
command. To negate the command or return to the default settings, use the no form of this command

ip igmp snooping parameter

no ip igmp snooping parameter

Syntax Description  parameter Parameter to configure. See the “Usage Guidelines” section for additional
information.
Command Default The default settings are as follows:

e explicit-tracking—enabled

e fast-leave—disabled for all VLANSs

last-member-query-interval seconds—1

querier /P-address—disabled

e report-suppression—enabled

Command Modes VLAN configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Table 1 lists the valid values for parameter.
Table 1 IGMP Snooping Parameters
Keyword and Argument Description
explicit-tracking Enables tracking IGMPv3 membership reports for each port on a
per-VLAN basis. The default is enabled on all VLAN:S.
fast-leave Enables IGMPv3 snooping fast-leave processing. The default is
disabled for all VLANSs.
last-member-query-interval Removes the group if no hosts respond to an IGMP query message.
seconds Valid value is from 1 to 25 seconds. The default is 1 second.
mrouter interface interface Configures a static connection to a multicast router. The specified
interface is Ethernet or EtherChannel.
querier /P-address Configures a snooping querier. The IP address is used as the source
in messages. The default is disabled.
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ip igmp snooping (VLAN)

Table 1 IGMP Snooping Parameters (continued)
Keyword and Argument Description
report-suppression Limits the membership report traffic sent to multicast-capable

routers. When you disable report suppression, all IGMP reports are
sent as is to multicast-capable routers. The default is enabled.

static-group group-ip-addr Configures an interface belonging to a VLAN as a static member of
[source source-ip-addr] a multicast group. The specified interface is Ethernet or
interface interface EtherChannel, or virtual Ethernet.

Examples This example shows how to configure IGMP snooping parameters for VLAN 5:

switch# configure terminal

switch(config)# vlan 5

switch(config-vlan)# ip igmp snooping last-member-query-interval 3
switch(config-vlan)# ip igmp snooping querier 192.168.2.106

switch(config-vlan)# ip igmp snooping explicit-tracking

switch(config-vlan)# ip igmp snooping fast-leave

switch(config-vlan)# ip igmp snooping report-suppression

switch(config-vlan)# ip igmp snooping mrouter interface ethernet 1/10
switch(config-vlan)# ip igmp snooping static-group 192.0.2.1 interface ethernet 1/10
switch(config-vlan)# ip igmp snooping static-group 192.0.2.12 interface vethernet 4/1
switch(config-vlan) #

Related Commands = Command Description

show ip igmp snooping Displays the IGMP snooping information and configuration.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with L.
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lacp graceful-convergence

To configure port channel Link Aggregation Control Protocol (LACP) graceful convergence, use the
lacp graceful-convergence command. To disable graceful convergence on a port channel interface, use
the no form of this command.

lacp graceful-convergence

no lacp graceful-convergence

Syntax Description  This command has no arguments or keywords.

Command Default Enabled

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You can use this command only on a port channel interface that is in an administratively down state. You

cannot configure (or disable) LACP graceful convergence on a port chanel that is in an administratively
up state. If you do so, you will see the following error message:

ERROR: Cannot set/reset lacp graceful-convergence for port-channell0 that is admin up

Note  To avoid port suspension, we recommend that you disable graceful convergence on LACP ports on a peer
switch that is not running Cisco NX-OS.

This command does not require a license.

Examples This example shows how to enable LACP graceful convergence on a port channel:

switch# configure terminal

switch(config)# interface port-channel 100
switch(config-if)# shutdown
switch(config-if)# lacp graceful-convergence
switch(config-1if)#

This example shows how to disable LACP graceful convergence on a port channel:

switch# configure terminal

switch(config)# interface port-channel 100
switch(config-if)# no lacp graceful-convergence
switch(config-if)#

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter L Commands

lacp graceful-convergence ||

Related Commands = Command Description

show lacp Displays LACP information.

show running-config = Displays the running system configuration.
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lacp port-priority

To set the priority for the physical interfaces for the Link Aggregation Control Protocol (LACP), use the
lacp port-priority command. To return the port priority to the default value, use the no form of this
command.

lacp port-priority priority

no lacp port-priority

Syntax Description  priority Priority for the physical interfaces. The range of valid numbers is from 1 to
65535.

Command Default System priority value is 32768.

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Each port configured to use LACP has an LACP port priority. You can configure a value between 1 and

65535. LACP uses the port priority in combination with the port number to form the port identifier. The
port priority is used with the port number to form the port identifier. The port priority is used to decide
which ports should be put into standby mode when there is a hardware limitation that prevents all
compatible ports from aggregating.

Note  When setting the priority, note that a higher number means a lower priority.

Examples This example shows how to set the LACP port priority for the interface to 2000:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# lacp port-priority 2000
switch(config-if)#

Related Commands  Command Description

show lacp Displays LACP information.
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lacp rate fast

Syntax Description

Command Default

Command Modes

To configure the rate at which control packets are sent by the Link Aggregation Control Protocol
(LACP), use the lacp rate fast command. To restore the rate to 30 seconds, use the no form of this
command or the lacp rate normal command.

lacp rate fast
no lacp rate
no lacp rate fast

lacp rate normal

This command has no arguments or keywords.

1 second

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)NI1(1) This command was introduced.

You must enable LACP before using this command.

You can configure the LACP rate fast feature on the LACP ports of a Cisco Nexus device or a Cisco
Nexus 2000 Series Fabric Extender that is connected to a Cisco Nexus device.

The LACP rate fast feature is used to set the rate (once every second) at which the LACP control packets
are sent to an LACP-supported interface. The normal rate at which LACP packets are sent is 30 seconds.

This example shows how to configure the LACP fast rate feature on a specified Ethernet interface:
switch(config)# interface ethernet 1/1

switch(config-if)# lacp rate fast

This example shows how to remove the LACP fast rate configuration from a specified Ethernet interface:

switch(config)# interface ethernet 1/1
switch(config-if)# no lacp rate fast

Related Commands

Command Description

feature lacp Enables or disables LACP on the switch.
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Command Description
interface ethernet Enters Ethernet interface configuration mode.
show lacp Displays the LACP configuration information.
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lacp suspend-individual

Syntax Description

Command Default

Command Modes

To enable Link Aggregation Control Protocol (LACP) port suspension on a port channel, use the lacp
suspend-individual command. To disable port suspension on a port channel interface, use the no form
of this command.

lacp suspend-individual

no lacp suspend-individual

This command has no arguments or keywords.

Disabled

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

LACEP sets a port to the suspended state if it does not receive an LACP bridge protocol data unit (BPDU)
from the peer ports in a port channel. This can cause some servers to fail to boot up as they require LACP
to logically bring up the port.

This command does not require a license.

This example shows how to enable LACP port suspension on a port channel:

switch# configure terminal

switch(config)# interface port-channel 100
switch(config-if)# shutdown
switch(config-if)# lacp suspend-individual
switch(config-1if)#

This example shows how to disable LACP port suspension on a port channel:

switch# configure terminal

switch(config)# interface port-channel 100
switch(config-if)# shutdown
switch(config-if)# no lacp suspend-individual
switch(config-if)#

Related Commands

Command Description

show lacp Displays LACP information.

show running-config = Displays the running system configuration.
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lacp system-priority

To set the system priority of the switch for the Link Aggregation Control Protocol (LACP), use the lacp
system-priority command. To return the system priority to the default value, use the no form of this
command.

lacp system-priority priority

no lacp system-priority

Syntax Description  priority Priority for the physical interfaces. The range of valid numbers is from 1 to
65535.

Command Default System priority value is 32768.

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Each device that runs LACP has an LACP system priority value. You can configure a value between 1

and 65535. LACP uses the system priority with the MAC address to form the system ID and also during
negotiation with other systems.

When setting the priority, note that a higher number means a lower priority.

Examples This example shows how to set the LACP system priority for the device to 2500:

switch(config)# lacp system-priority 2500

Related Commands = Command Description

show lacp Displays LACP information.
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link debounce

To enable the debounce timer on an interface, use the link debounce command. To disable the timer, use
the no form of this command.

link debounce [time milliseconds)

no link debounce

Syntax Description

Command Default

Command Modes

time milliseconds (Optional) Specifies the extended debounce timer. The range is from 0 to
5000 milliseconds. A value of 0 milliseconds disables the debounce time.

None

Interface configuration mode

Command History

Usage Guidelines

A

Release Modification
5.2(1)N1(1) This command was introduced.

The port debounce time is the amount of time that an interface waits to notify the supervisor of a link
going down. During this time, the interface waits to see if the link comes back up. The wait period is a
time when traffic is stopped.

Caution  When you enable the debounce timer, link up and link down detections are delayed, resulting in a loss

of traffic during the debounce period. This situation might affect the convergence of some protocols.
Examples This example shows how to enable the debounce timer and set the debounce time to 1000 milliseconds

for an Ethernet interface:

switch# configure terminal

switch(config)# interface ethernet 1/1

switch(config-if)# link debounce time 1000

This example shows how to disable the debounce timer for an Ethernet interface:

switch(config-if)# no link debounce
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Related Commands = Command Description
show interface Displays the interface configuration information.
ethernet
show interface Displays the debounce time information for all interfaces.
debounce
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load-interval

To change the sampling interval for statistics collections on interfaces, use the load-interval command.
To return to the default sampling interval, use the no form of this command.

load-interval [counter {112 13}] seconds

no load-interval [counter {12 13}] [seconds]

Syntax Description

Command Default

Command Modes

11213 Specifies the number of counters configured on the interface.

seconds Specifies the interval between sampling statistics on the interface. The
range is from 30 to 300 seconds for Ethernet and port-channel interfaces.

1—30 seconds
2—300 seconds

3—not configured

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)NI1(1) This command was introduced.

Use the load-interval command to obtain bit-rate and packet-rate statistics for three different durations.
You can set the statistics collection intervals on the following types of interfaces:

e FEthernet interfaces

e Port-channel interfaces
You cannot use this command on the management interface or subinterfaces.

This command sets the sampling interval for such statistics as packet rate and bit rate on the specified
interface.

This command does not require a license.

This example shows how to set the three sample intervals for the Ethernet port 3/1:

switch# configure terminal

switch(config)# interface ethernet 3/1
switch(config-if)# load-interval counter 1 60
switch(config-if)# load-interval counter 2 135
switch(config-if)# load-interval counter 3 225
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Related Commands = Command Description

show interface Displays information about the interface.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



M Commands

This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with M.
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mac address-table aging-time

To configure the aging time for entries in the MAC address table, use the mac address-table aging-time
command. To return to the default settings, use the no form of this command.

mac address-table aging-time seconds [vlan vian-id]

no mac address-table aging-time [vlan vian-id]

Syntax Description  seconds Aging time for MAC address table entries. The range is from 0 to 1000000
seconds. The default is 300 seconds. Entering 0 disables MAC address aging.
vlan vian-id (Optional) Specifies the VLAN to which the changed aging time should be
applied.
Command Default 300 seconds
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Enter 0 seconds to disable the aging process.

The age value may be rounded off to the nearest multiple of 5 seconds. If the system rounds the value to
a different value from that specified by the user (from the rounding process), the system returns an
informational message.

When you use this command in EXEC mode, the age values of all VLANSs for which a configuration has
not been specified are modified and those VLANSs with specifically modified aging times are not
modified. When you use the no form of this command without the VLAN parameter, only those VLANSs
that have not been specifically configured for the aging time reset to the default value. Those VLANSs
with specifically modified aging times are not modified.

When you use this command and specify a VLAN, the aging time for only the specified VLAN is
modified. When you use the no form of this command and specify a VLAN, the aging time for the VLAN
is returned to the current global configuration for the aging time, which may or may not be the default
value of 300 seconds depending if the global configuration of the switch for the aging time has been
changed.

The aging time is counted from the last time that the switch detected the MAC address.

Examples This example shows how to change the length of time an entry remains in the MAC address table to 500
seconds for the entire switch:

switch(config)# mac address-table aging-time 500
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mac address-table aging-time

Related Commands

Command Description

show mac Displays information about the MAC address table.
address-table

show mac Displays information about the MAC address aging time.
address-table

aging-time
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mac address-table notification

To configure a log message notification of MAC address table events, use the mac address-table
notification command. To disable log message notifications, use the no form of this command.

mac address-table notification {mac-move | threshold [limit percentage interval seconds]}

no mac address-table notification {mac-move | threshold }

Syntax Description =~ mac-move Sends a notification message if the MAC address is moved.
threshold Sends a notification message if the MAC address table threshold is exceeded.
limit percentage (Optional) Specifies the percentage limit (1 to 100) beyond which threshold

notifications are enabled.

interval seconds (Optional) Specifies the minimum time in seconds (10 to 10000) between
two notifications.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to configure a log message notification when the threshold exceeds 45 percent,

restricting the update interval to once every 1024 seconds:

switch(config)# mac address-table notification threshold limit 45 interval 1024

Related Commands = Command Description

show mac Displays information about the MAC address table.
address-table
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mac address-table static

To configure a static entry for the MAC address table, use the mac address-table static command. To
delete the static entry, use the no form of this command.

mac address-table static mac-address vlan vian-id {drop | interface {ethernet
slot/[QSFP-modulel]port | port-channel number|[.subinterface-number]} [auto-learn]

no mac address-table static mac-address {vlan vian-id}

Syntax Description  mac-address MAC address to add to the table. Use the format
vlan vian-id Specifies the VLAN to apply the static MAC address. The
VLAN ID range is from 1 to 4094.
drop Drops all traffic that is received from and going to the
configured MAC address in the specified VLAN.
interface Specifies the interface. The type can be either Ethernet or
EtherChannel.

ethernet slot/[QSFP-module/lport ~ Specifies the Ethernet interface and the slot number and port
number. The slot number is from 1 to 255. The QSFP-module
number is from 1 to 4. The port number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

port-channel number Specifies the EtherChannel interface and EtherChannel number.
The range is from 1 to 4096.
Ssubinterface-number (Optional) EtherChannel number followed by a dot (.) indicator
and the subinterface number.
auto-learn (Optional) Allows the switch to automatically update this MAC
address.
Command Default None
Command Modes Global configuration mode
Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.
Usage Guidelines You cannot apply the mac address-table static mac-address vlan vian-id drop command to a multicast

MAC address.

When you install a static MAC address, it is associated with a port. If the same MAC address is seen on
a different port, the entry is updated with the new port if you enter the auto-learn keyword.
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Examples This example shows how to add a static entry to the MAC address table:
switch(config) # mac address-table static 0050.3e8d.6400 vlan 3 interface ethernet 1/4
Related Commands = Command Description

show mac Displays information about the MAC address table.
address-table
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management

Syntax Description

Command Default

Command Modes

To configure a switch virtual interface (SVI) that should be used for in-band management, use the
management command. To remove the in-band management access to a VLAN interface IP address, use
the no form of this command.

management

no management

This command has no arguments or keywords.

None

Interface configuration mode
Switch profile configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

You can use this command on a VLAN interface.

This example shows how to configure a VLAN interface to allow in-band management access:

switch# configure terminal
switch(config)# interface vlan 5
switch(config-if)# management
switch(config-if)#

This example shows how to remove the in-band management access to a VLAN interface:

switch# configure terminal
switch(config)# interface vlan 5
switch(config-if)# no management
switch(config-if)#

Related Commands

Command Description

show running-config  Displays the running configuration information for an interface.
interface
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monitor erspan origin ip-address

To configure the Encapsulated Remote Switched Port Analyzer (ERSPAN) origin IP address, use the
monitor espan origin ip-address command. To remove the ERSPAN origin IP address configuration,
use the no form of this command.

monitor erspan origin ip-address ip-address [global]

no monitor erspan origin ip-address ip-address [global]

Syntax Description ip-address IP address.

global (Optional) Specifies the default virtual device context (VDC) configuration
across all VDCs.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines When you change the origin IP address in the default VDC, it impacts all the sessions.

This command does not require a license.

Examples This example shows how to configure the ERSPAN origin IP address:

switch# configure terminal
switch(config)# monitor erspan origin ip-address 10.1.1.1 global
switch(config)#

This example shows how to remove the ERSPAN IP address:

switch# configure terminal
switch(config)# no monitor erspan origin ip-address 10.1.1.1 global
switch(config)#

Related Commands Command Description

monitor session Configures a SPAN or an ERSPAN session.
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monitor session

To create a new Ethernet Switched Port Analyzer (SPAN) or an Encapsulated Remote Switched Port
Analyzer (ERSPAN) session configuration for analyzing traffic between ports or add to an existing
session configuration, use the monitor session command. To clear SPAN or ERSPAN sessions, use the
no form of this command.

monitor session {session-number [shut | type {local | erspan-source} | all shut}

no monitor session {session-number | all} [shut]

Syntax Description

Command Default

Command Modes

session-number SPAN session to create or configure. The range is from 1 to 18.

all Specifies to apply configuration information to all SPAN sessions.

shut (Optional) Specifies that the selected session will be shut down for
monitoring.

type (Optional) Specifies the type of session to configure.

local Specifies the session type to be local.

erspan-source Creates an ERSPAN source session.

None

Global configuration mode

Command History

Usage Guidelines

~

Note

Release Modification
5.2(1)N1(1) This command was introduced.

To ensure that you are working with a completely new session, you can clear the desired session number
or all SPAN sessions.

The Cisco Nexus device supports two active SPAN sessions. The Cisco Nexus 5548 Switch supports four
active SPAN sessions. When you configure more than two SPAN sessions, the first two sessions are
active. During startup, the order of active sessions is reversed; the last two sessions are active. For
example, if you configured ten sessions 1 to 10 where 1 and 2 are active, after a reboot, sessions 9 and
10 will be active. To enable deterministic behavior, explicitly suspend the sessions 3 to 10 with the
monitor session session-number shut command.

After you create an ERSPAN session, you can describe the session and add interfaces and VLANS as
sources and destinations.
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Examples

This example shows how to create a SPAN session:

switch# configure terminal
switch(config)# monitor session 2
switch(config)#

This example shows how to enter the monitor configuration mode for configuring SPAN session number
9 for analyzing traffic between ports:

switch(config)# monitor session 9 type local
switch(config-monitor)# description A Local SPAN session
switch(config-monitor)# source interface ethernet 1/1
switch(config-monitor)# destination interface ethernet 1/2
switch(config-monitor)# no shutdown

This example shows how to configure any SPAN destination interfaces as Layer 2 SPAN monitor ports
before activating the SPAN session:

switch(config)# interface ethernet 1/2
switch(config-if)# switchport
switch(config-if)# switchport monitor
switch(config-if)# no shutdown

This example shows how to configure a typical SPAN destination trunk interface:

switch(config)# interface Ethernetl/2
switch(config-if)# switchport

switch(config-if)# switchport mode trunk
switch(config-if)# switchport monitor
switch(config-if)# switchport trunk allowed vlan 10-12
switch(config-if)# no shutdown

This example shows how to create an ERSPAN session:

switch# configure terminal
switch(config)# monitor session 1 type erspan-source
switch(config-erspan-src)#

Related Commands

Command Description
description (SPAN, Adds a description to identify the SPAN session.
ERSPAN)

destination (ERSPAN) Configures the destination IP port for an ERSPAN packet.

erspan-id (ERSPAN)  Sets the flow ID for an ERSPAN session.

ip dscp (ERSPAN) Sets the DSCP value for an ERSPAN packet.

ip prec (ERSPAN) Sets the IP precedence value for an ERSPAN packet.

ip ttl (ERSPAN) Sets the time-to-live (TTL) value for an ERSPAN packet.

mtu (ERSPAN) Sets the maximum transmission value (MTU) for ERSPAN packets.
show monitor session  Displays SPAN session configuration information.

source (SPAN, Adds a SPAN source port.

ERSPAN)
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mst(STP) W

To configure the Multiple Spanning Tree (MST) designated bridge and root bridge priority, use the mst
command. To revert to the default settings, use the no form of this command.

mst instance-id [{designated | root} priority priority-value]

no mst instance-id [{designated | root} priority priority-value]

Syntax Description

Command Default

Command Modes

instance-id MST instance. The range is from 0 to 4094.
designated (Optional) Sets the designated bridge priority for the spanning tree.
root (Optional) Sets the root bridge priority for the spanning tree.

priority priority-value  (Optional) Specifies the STP-bridge priority; the valid values are 0, 4096 ,
8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056,
49152, 53248, 57344, 61440. All other values are rejected.

None

Spanning-tree pseudo configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

You can enter the instance-id argument as a single instance or a range of instances, for example,
0-3,5,7-9.

This command does not require a license.

This example shows how to configure a spanning-tree domain:

switch# configure terminal

switch(config)# spanning-tree pseudo-information
switch(config-pseudo)# mst 2 designated priority 8192
switch(config-pseudo)# mst 2 root priority 4096
switch(config-pseudo) #

Related Commands

Command Description

show running-config  Displays the running configuration information of the Spanning Tree
spanning-tree Protocol (STP).
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Command Description
show spanning-tree Displays the configuration information of the STP.
spanning-tree Configures spanning tree pseudo information parameters.

pseudo-information
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mvr group .

To configure a Multicast VLAN Registration (MVR) group for an interface, use the mvr group
command. To remove the MVR group from an interface, use the no form of this command.

mvr group {group_IP_address | IP_prefix/length} [count count_value] [vlan vian_ID [...vlan

vian_ID]]
no mvr group {group_IP_address | IP_prefix/length} [count count_value] [vlan vian_ID [...vlan
vian_ID]]
Syntax Description group_IP_address Group IP address in the format A.B.C.D.
IP_prefix/length IP prefix and network mask length in the format x.x.x.x/m.
count count_value Specifies the count value. The range is from 1 to 64.
vlan vian_ID Specifies the global default MVR VLAN. The range is from 1 to 4094.

Command Default

Command Modes

None

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

You can use this command on the following interfaces:
e Ethernet interface
e Virtual Ethernet interface

Before you use a virtual Ethernet interface, you must enable the Cisco Virtual Machine Fabric Extender
(VM-FEX) on the switch by using the feature vinfex command.

This command does not require a license.

Examples This example shows how to configure an MVR VLAN group for an interface:
switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# mvr group 192.0.2.1/12 vlan 1
switch(config-if)#
Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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Related Commands Command

Description

feature vinfex

Enables VM-FEX on the switch.

interface vethernet

Configures a virtual Ethernet interface on the switch.

show mvr

Displays information about MVRs.

show running-config

Displays the running system configuration information.
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To configure a Multicast VLAN Registration (MVR) port type for an interface, use the mvr type
command. To remove the MVR port type for an interface, use the no form of this command.

mvr type {source | receiver}

no mvr type {source | receiver}

Syntax Description

Command Default

Command Modes

source Specifies the MVR source port.
receiver Specifies the MVR receiver port.
None

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Examples

Release

Modification

5.2(1)NI1(1)

This command was introduced.

You can use this command on the following interfaces:

e FEthernet interface

e Virtual Ethernet interface

Before you use a virtual Ethernet interface, you must enable the Cisco Virtual Machine Fabric Extender
(VM-FEX) on the switch by using the feature vimfex command.

This command does not require a license.

This example shows how to configure an MVR source port for an interface:

switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# mvr type source

switch(config-if)#

Related Commands

Command

Description

feature vinfex

Enables VM-FEX on the switch.

interface vethernet

Configures a virtual Ethernet interface on the switch.

show mvr

Displays information about MVRs.

show running-config

Displays the running system configuration information.

| oL-27880-02

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference g



Chapter M Commands |

W murtype

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter M Commands

mvr vian

mvrvian

To configure a Multicast VLAN Registration (MVR) VLAN for an interface, use the mvr vlan
command. To remove the MVR VLAN from an interface, use the no form of this command.

mvr vlan vian_ID

no mvr vlan vian_ID

Syntax Description

Command Default

Command Modes

vian_ID MVR VLAN ID. The range is from 1 to 4094.

None

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

You can use this command on the following interfaces:
e Ethernet interface
e Virtual Ethernet interface

Before you use a virtual Ethernet interface, you must enable the Cisco Virtual Machine Fabric Extender
(VM-FEX) on the switch by using the feature vimfex command.

This command does not require a license.

This example shows how to configure an MVR VLAN for an interface:

switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# mvr vlan 1
switch(config-if)#

Related Commands

Command Description

feature vinfex Enables VM-FEX on the switch.

interface vethernet Configures a virtual Ethernet interface on the switch.
show mvr Displays information about MVRs.

show running-config  Displays the running system configuration information.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with N.
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name (VLAN configuration)

To set the name for a VLAN, use the name command. To remove the user-configured name from a
VLAN, use the no form of this command.

name vian-name

no name

Syntax Description  vian-name Name of the VLAN; you can use up to 32 alphanumeric, case-sensitive
characters. The default name is VLANxxxx where xxxx represents four
numeric digits (including leading zeroes) equal to the VLAN ID number (for
example, VLANO0002).

Command Default None

Command Modes VLAN configuration mode

Command History Release Modification

5.2(1)N1(1) This command was introduced.

Usage Guidelines You cannot change the name for the default VLAN, VLAN 1, or for the internally allocated VLANS.

Examples This example shows how to name VLAN 2:

switch(config)# vlan 2
switch(config-vlan)# name accounting

Related Commands Command Description

show vlan Displays VLAN information.
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name (MST configuration)

To set the name of a Multiple Spanning Tree (MST) region, use the name command. To return to the
default name, use the no form of this command.

name name

no name name

Syntax Description

Command Default

Command Modes

name Name to assign to the MST region. It can be any string with a maximum
length of 32 alphanumeric characters.

None

MST configuration mode

Command History

Usage Guidelines

A

Release Modification
5.2(1)N1(1) This command was introduced.

Two or more switches with the same VLAN mapping and configuration version number are considered
to be in different MST regions if the region names are different.

Caution

Examples

Be careful when using the name command to set the name of an MST region. If you make a mistake,
you can put the switch in a different region. The configuration name is a case-sensitive parameter.

This example shows how to name a region:

switch(config)# spanning-tree mst configuration
switch(config-mst)# name accounting

Related Commands

Command Description

show spanning-tree Displays information about the MST protocol.
mst configuration

spanning-tree mst Enters MST configuration mode.
configuration
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no switchport

To configure the interface as a Layer 3 Ethernet interface, use the no switchport command.

no switchport

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You can configure any Ethernet port as a routed interface. When you configure an interface as a Layer 3

interface, any configuration specific to Layer 2 on this interface is deleted.

If you want to configure a Layer 3 interface for Layer 2, enter the switchport command. Then, if you
change a Layer 2 interface to a routed interface, enter the no switchport command.

Examples This example shows how to enable an interface as a Layer 3 routed interface:

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport
switch(config-if)#

This example shows how to configure a Layer 3 interface as a Layer 2 interface:

switch(config)# interface ethernet 1/5
switch(config-if)# switchport
switch(config-if)#

Related Commands ~ Command Description

copy running-config Saves the running configuration to the startup configuration file.
startup-config

interface ethernet Configures an Ethernet routed interface or subinterface.
(Layer 3)
inteface loopback Configures a loopback interface.

interface port-channel Configures an EtherChannel interface or subinterface.

ip address Sets a primary or secondary IP address for an interface.

show interfaces Displays interface information.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with P.
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pinning

To configure pinning options for an interface, use the pinning command. To revert to the default settings,
use the no form of this command.

pinning {control-vlan | packet-vlan} sub_group_ID

no pinning {control-vlan | packet-vlan}

Syntax Description

Command Default

Command Modes

control-vlan Configures pinning for control VLAN:S.
packet-vlan Configures pinning for packet VLANSs.
sub_group_ID Sub-group ID. The range is from O to 31.
None

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to configure packet VLAN pinning for an interface:

switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# pinning packet-vlan 5
switch(config-1if)#

Related Commands

Command Description

show running-config  Displays the running system configuration information.
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pinning id (virtual Ethernet interface)

To pin virtual Ethernet interface traffic to a specific subgroup, use the pinning id command. To remove
the configuration, use the no form of this command.

pinning id sub-group-id

no pinning id

Syntax Description

Command Default

Command Modes

sub-group-id ID number of the subgroup. The range is from 0 to 31.

None

Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to pin a virtual Ethernet interface to subgroup 3:

switch# configure terminal
switch(config)# interface vethernet 1
switch(config-if)# pinning id 3
switch(config-if)#

Related Commands

Command Description
show interface Displays the virtual Ethernet interface configuration information.
vethernet

show running-config  Displays the running configuration information for a specific virtual
intefrace vethernet Ethernet interface, including the pinning configuration.
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port

To configure a unified port on a Cisco Nexus 5548UP switch or Cisco Nexus 5596UP switch, use the
port command. To remove the unified port, use the no form of this command.

port port-number type {ethernet | fc}

no port port-number type {ethernet | fc}

Syntax Description  port-number Port number. The range is from 1 to 199.
type Specifies the type of port to configure on a slot in a chassis.
ethernet Specifies an Ethernet port.
fc Specifies a Fibre Channel (FC) port.
Command Default None
Command Modes Slot configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Unified ports allow you to configure ports as Ethernet, native Fibre Channel or Fibre Channel over

Ethernet (FCoE) ports. By default, the ports are Ethernet ports but you can change the port mode to Fibre
Channel on the following unified ports:

e Any port on the Cisco Nexus 5548 UP switch or the Cisco Nexus 5596UP switch.

e The ports on the Cisco N55-M16UP expansion module that is installed in a Cisco Nexus 5548P
switch.

You must configure Ethernet ports and FC ports in a specified order:
e FC ports must be configured from the last port of the module.
e FEthernet ports must be configured from the first port of the module.

If the order is not followed, the following errors are displayed:

ERROR: Ethernet range starts from first port of the module
ERROR: FC range should end on last port of the module

On a Cisco Nexus 5548UP switch, the 32 ports of the main slot (slotl) are unified ports. The Ethernet
ports start from port 1/1 to port 1/32. The FC ports start from port 1/32 backwards to port 1/1.

Examples This example shows how to configure a unified port on a Cisco Nexus 5548UP switch or Cisco Nexus
5596UP switch:

switch# configure terminal
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switch(config)# slot 1

switch(config-slot)# port 32 type fc
switch(config-slot)# copy running-config startup-config
switch(config-slot)# reload

This example shows how to configure a unified port on a Cisco N55-M16UP expansion module:

switch# configure terminal

switch(config)# slot 2

switch(config-slot)# port 32 type fc
switch(config-slot)# copy running-config startup-config
switch(config-slot)# reload

This example shows how to configure 20 ports as Ethernet ports and 12 as FC ports:

switch# configure terminal

switch(config)# slot 1

switch(config-slot)# port 21-32 type fc
switch(config-slot)# copy running-config startup-config
switch(config-slot)# reload

Related Commands =~ Command Description
slot Enables preprovisioning of features or interfaces of a module on a slot in a
chassis.
reload Reloads the switch and all attached Fabric Extender chassis or a specific

Fabric Extender.
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port-channel load-balance ethernet

To configure the load-balancing method among the interfaces in the channel-group bundle, use the
port-channel load-balance ethernet command. To return the system priority to the default value, use
the no form of this command.

port-channel load-balance ethernet method [hash-polynomial]

no port-channel load-balance ethernet [method]

Syntax Description  method Load-balancing method. See the “Usage Guidelines” section for a list of
valid values.
hash-polynomial (Optional) Hash polynomial that is used to determine the egress port selected
for a port channel. See the “Usage Guidelines” section for a list of valid
values.

Note This is applicable only on a Cisco Nexus 5548 switch and a Cisco
Nexus 5596 switch.

Command Default Loads distribution on the source and destination MAC address.
The default hash polynomial is CRC8a.

Command Modes Global configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Usage Guidelines The valid load-balancing method values are as follows:

e destination-ip—Loads distribution on the destination IP address.

¢ destination-mac—Loads distribution on the destination MAC address.

¢ destination-port—Loads distribution on the destination port.

e source-destination-ip—Loads distribution on the source and destination IP address.

¢ source-destination-mac—Loads distribution on the source and destination MAC address.
¢ source-destination-port—Loads distribution on the source and destination port.

e source-ip—Loads distribution on the source IP address.

¢ source-mac—Loads distribution on the source MAC address.

e source-port—ILoads distribution on the source port.
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Note

Examples

port-channel load-balance ethernet

Use the option that provides the balance criteria with the greatest variety in your configuration. For
example, if the traffic on an EtherChannel is going only to a single MAC address and you use the
destination MAC address as the basis of EtherChannel load balancing, the EtherChannel always chooses
the same link in that EtherChannel; using source addresses or IP addresses might result in better load
balancing.

The Cisco Nexus 5548 switch and Cisco Nexus 5596 switch support 8 hash polynomials that can be used
for compression on the hash-parameters (software-configurable selection of source and destination
MAC addresses, source and destination IP addresses, and source and destination TCP and UDP ports).
Depending on variations in the load-balancing method for egress traffic flows from a port channel,
different polynomials could provide different load distribution results.

The valid load-balancing hash-polynomial values are as follows:

¢ CRC8a—Hash polynomial CRCS8a.
¢ CRC8b—Hash polynomial CRC8b.
e CRC8c—Hash polynomial CRCS8c.
e CRC8d—Hash polynomial CRC8d.
e CRC8e—Hash polynomial CRC8e.
e CRCS8f—Hash polynomial CRCSf.

¢ CRC8g—Hash polynomial CRC8g.
¢ CRC8h—Hash polynomial CRC8h.

The hash polynomial that you choose affects both the multicast and unicast traffic egressing from all the
local port channels. The hash polynomial does not affect the port channels whose member ports are on
a Cisco Nexus 2148T Fabric Extender, Cisco Nexus 2232P Fabric Extender, or Cisco Nexus 2248T
Fabric Extender.

This example shows how to set the load-balancing method to use the source IP:
switch(config)# port-channel load-balance ethernet source-ip
This example shows how to set the load-balancing method to use the source IP and the CRC8¢

polynomial to hash a flow to obtain a numerical value that can be used to choose the egress physical
interface on a Cisco Nexus 5548 switch:

switch(config)# port-channel load-balance ethernet source-ip CRC8c

Related Commands

Command Description

show port-channel Displays information on EtherChannel load balancing.
load-balance
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private-vian

To configure private VLANS, use the private-vlan command. To return the specified VLANSs to normal
VLAN mode, use the no form of this command.

private-vlan {isolated | community | primary}

no private-vlan {isolated | community | primary}

Syntax Description

Command Default

Command Modes

isolated Designates the VLAN as an isolated secondary VLAN.
community Designates the VLAN as a community secondary VLAN.
primary Designates the VLAN as the primary VLAN.

None

VLAN configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

You must enable private VLANS by using the feature private-vlan command before you can configure
private VLANs. The commands for configuring private VLANS are not visible until you enable private
VLANS.

If you delete either the primary or secondary VLAN, the ports that are associated with the VLAN become
inactive. When you enter the no private-vlan command, the VLAN returns to the normal VLAN mode.
All primary and secondary associations on that VLAN are suspended, but the interfaces remain in private
VLAN mode. When you reconvert the specified VLAN to private VLAN mode, the original associations
are reinstated.

If you enter the no vlan command for the primary VLAN, all private VLAN associations with that
VLAN are lost. If you enter the no vlan command for a secondary VLAN, the private VLAN
associations with that VLAN are suspended and are reenabled when you recreate the specified VLAN
and configure it as the previous secondary VLAN.

You cannot configure VLANI or the internally allocated VLANs as private VLANS.

A private VLAN is a set of private ports that are characterized by using a common set of VLAN number
pairs. Each pair is made up of at least two special unidirectional VLANSs and is used by isolated ports
and/or by a community of ports to communicate with routers.

An isolated VLAN is a VLAN that is used by isolated ports to communicate with promiscuous ports. An
isolated VLAN’s traffic is blocked on all other private ports in the same VLAN. Its traffic can only be
received by standard trunking ports and promiscuous ports that are assigned to the corresponding
primary VLAN.

A promiscuous port is defined as a private port that is assigned to a primary VLAN.
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private-vian

A community VLAN is defined as the VLAN that carries the traffic among community ports and from
community ports to the promiscuous ports on the corresponding primary VLAN.

A primary VLAN is defined as the VLAN that is used to convey the traffic from the routers to customer
end stations on private ports.

Multiple community and isolated VLANs are allowed. If you enter a range of primary VLANS, the
system uses the first number in the range for the association.

If VLAN Trunking Protocol (VTP) is enabled on a switch, you can configure private VLANSs only on a
device configured in Transparent mode.

This example shows how to assign VLAN 5 to a private VLAN as the primary VLAN:

switch# configure terminal
switch(config)# vlan 5
switch(config-vlan)# private-vlan primary

This example shows how to assign VLAN 100 to a private VLAN as a community VLAN:

switch# configure terminal
switch(config)# wlan 100
switch(config-vlan)# private-vlan community

This example shows how to assign VLAN 109 to a private VLAN as an isolated VLAN:

switch# configure terminal
switch(config)# vlan 109
switch(config-vlan)# private-vlan isolated

Related Commands

Command Description

feature private-vlan Enables private VLANS.

show vlan Displays information about VLAN:Ss.

show vlan private-vlan Displays information about private VLANS.
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private-vlan association

To configure the association between a primary VLAN and a secondary VLAN on a private VLAN, use
the private-vlan association command. To remove the association, use the no form of this command.

private-vlan association {[add] secondary-vilan-list | remove secondary-vlan-list}

no private-vlan association

Syntax Description

Command Default

Command Modes

add (Optional) Associates a secondary VLAN to a primary VLAN.
secondary-vilan-list Number of the secondary VLAN.

remove Clears the association between a secondary VLAN and a primary VLAN.
None

VLAN configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

You must enable private VLANS by using the feature private-vlan command before you can configure
private VLANs. The commands for configuring private VLANS are not visible until you enable private
VLANS.

If you delete either the primary or secondary VLAN, the ports that are associated with the VLAN become
inactive. When you enter the no private-vlan command, the VLAN returns to the normal VLAN mode.
All primary and secondary associations on that VLAN are suspended, but the interfaces remain in private
VLAN mode. However, when you reconvert the specified VLAN to private VLAN mode, the original
associations are reinstated.

If you enter the no vlan command for the primary VLAN, all private VLAN associations with that
VLAN are lost. However, if you enter the no vlan command for a secondary VLAN, the private VLAN
associations with that VLAN are suspended and return when you recreate the specified VLAN and
configure it as the previous secondary VLAN.

The secondary-vlan-list argument cannot contain spaces. It can contain multiple comma-separated
items. Each item can be a single secondary VLAN ID or a hyphenated range of secondary VLAN IDs.
The secondary-vlan-list parameter can contain multiple secondary VLAN IDs.

A private VLAN is a set of private ports that are characterized by using a common set of VLAN number
pairs. Each pair is made up of at least two special unidirectional VLANSs and is used by isolated ports
and/or by a community of ports to communicate with routers.

Multiple community and isolated VLANs are allowed. If you enter a range of primary VLANS, the
system uses the first number in the range for the association.
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Isolated and community VLANS can only be associated with one primary VLAN. You cannot configure
a VLAN that is already associated to a primary VLAN as a primary VLAN.

Examples This example shows how to create a private VLAN relationship between the primary VLAN 14, the
isolated VLAN 19, and the community VLANs 20 and 21:

switch(config)# wvlan 19

switch(config-vlan)# private-vlan isolated
switch(config)# vlan 20

switch(config-vlan)# private-vlan community
switch(config)# vlan 21

switch(config-vlan)# private-vlan community
switch(config)# vlan 14

switch(config-vlan)# private-vlan primary
switch(config-vlan)# private-vlan association 19-21

This example shows how to remove isolated VLAN 18 and community VLAN 20 from the private VLAN
association:

switch(config)# vlan 14
switch(config-vlan)# private-vlan association remove 18,20

Related Commands =~ Command Description

feature private-vlan Enables private VLANS.

show vlan Displays information about VLANSs.

show vlan private-vlan Displays information about private VLANS.
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private-vlan synchronize

To map the secondary VLANS to the same Multiple Spanning Tree (MST) instance as the primary
VLAN, use the private-vlan synchronize command.

private-vlan synchronize

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes MST configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines If you do not map secondary VLANS to the same MST instance as the associated primary VLAN when
you exit the MST configuration mode, the device displays a warning message that lists the secondary
VLANS that are not mapped to the same instance as the associated VLAN. The private-vlan
synchronize command automatically maps all secondary VLANSs to the same instance as the associated
primary VLANS.

Examples This example shows how to initialize private VLAN synchronization:

switch(config)# spanning-tree mst configuration
switch(config-mst)# private-vlan synchronize

Related Commands Command Description
show spanning-tree Displays information about the MST protocol.
mst configuration
spanning-tree mst Enters MST configuration mode.
configuration
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To enable the VMware Infrastructure Software Development Kit (VI SDK), use the protocol
vmware-vim command. To disable the VI SDK, use the no form of this command.

Syntax Description

Command Default

Command Modes

protocol vmware-vim

no protocol vmware-vim

This command has no arguments or keywords.

None

SVS connection configuration mode

protocol vmware-vim

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

The VMware VI SDK is published by VMware and it allows clients to talk to a vCenter server.

You must first create an SVS connection before you enable the VMware VI SDK.

This command does not require a license.

This example shows how to enable the VMware VI SDK:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# protocol vmware-vim
switch(config-svs-conn) #

This example shows how to disable the VMware VI SDK:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# no protocol vmware-vim
switch(config-svs-conn) #

Related Commands

Command Description

interface vethernet Creates a virtual Ethernet interface.

show svs connections  Displays SVS connection information.

Svs connection Enables an SVS connection.
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provision

To preprovision a module in a chassis slot, use the provision command. To remove a preprovisioned
module from a slot, use the no form of this command.

provision model model-name

no provision model [model-name]

Syntax Description

Command Default

Command Modes

model

Specifies the type of module to be provisioned.

model-name

Module name. The supported modules are as follows:

N2K-C2148T—Cisco Nexus 2000 Series Fabric Extender 48x1G
4x10G Module

N2K-C2232P—Cisco Nexus 2000 Series Fabric Extender 32x10G
Module

N2K-C2232TM—Cisco Nexus 2000 Series Fabric Extender 32x10G
Module

N2K-C2248T—Cisco Nexus 2000 Series Fabric Extender 48x1G
4x10G Module

N2K-N2224TP—Cisco Nexus 2000 Series Fabric Extender 24x1G
2x10G SFP+ Module

N55-M16FP—Cisco 16 port Port Fiber Channel Expansion Module
16 x SFP

N55-M16P—Cisco 16x10-Gigabit Ethernet Expansion Module

N55-M16UP—Cisco 16x10-Gigabit Flexible Ethernet Expansion
Module

N55-M8PS8FP—Cisco 8 Port 1/2/4/8-Gigabit Fibre Channel + 8 Port
10-Gigabit Ethernet Expansion Module

N5K-M1008—Cisco 8 Port Fiber Channel Expansion Module 8 x SFP
N5SK-M1060—Cisco 6 Port Fiber Channel Expansion Module 6 x SFP

N5K-M1404—Expansion Module 4 x 10GBase-T LAN, 4 x Fiber
Channel

N5K-M1600—Cisco 6-port 10 Gigabit Ethernet SFP Module 6 x SFP

None

Slot configuration mode

Switch profile configuration mode
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provision W

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

Use this command to define the modules (line card or Cisco Nexus 2000 Series Fabric Extender) to
preprovision. If the card type does not match the card in the slot or the module is not compatible with
the chassis, you see the following messages:

ERROR: The card type does not match the card in slot

or

ERROR: This module cannot be configured for this chassis

You can configure features or interfaces (Ethernet, Fibre Channel) on the modules before the modules
are inserted in the switch chassis. You can also use this command to manage the configuration of these
features or interfaces when the module is offline due to a failure or scheduled downtime. These
configurations are applied when the module comes online.

When you preprovision a module by specifying the type of module, platform manager will allow only
modules of matching type to come online. If you configure the interfaces for the module without
specifying the module type, the configuration is applied when the module comes online, regardless of
the module type.

You can preprovision modules and interfaces in a switch profile. The modules and interfaces are
preprovisioned when you apply (commit) the switch profile. Once the module is inserted and interfaces
are created, the preprovisioning module passes on the configuration to the respective applications before
the interfaces come up.

Mutual exclusion is a mechanism where configuration outside the switch profile is not allowed in the
switch profile and vice-versa. This requirement is to ensure that configuration in the switch profile is
exactly the same on both switches. Preprovisioned configuration is the same as a configuration when the
module is online, so mutual exclusion checks would continue to apply normally.

When you downgrade from a release which supports preprovisioning, to an earlier release of Cisco
NX-OS that does not support module preprovisioning, you will be prompted to remove preprovisioning
configuration that you configured on the switch.

Examples This example shows how to preprovision a module in slot 2 of the chassis:
switch(config)# slot 2
switch(config-slot)# provision model N5K-M1404
switch(config-slot)#
This example shows how to configure a switch profile to enable a chassis slot for preprovisioning of a
module:
switch# config sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile sp
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# slot 2
switch(config-sync-sp-slot)# provision model N5K-M1600
switch(config-sync-sp-slot) #
This example shows how to remove a preprovisioned module from a chassis slot:
switch(config)# slot 2
Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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switch(config-slot)# no provision model N5K-M1404
switch(config-slot)#

This example shows how to remove all preprovisioned modules or line cards from a chassis slot:

switch(config)# slot 2
switch(config-slot)# no provision model
switch(config-slot)#

Related Commands = Command Description
show module Displays module information.
show provision Displays provisioned modules.
show switch-profile Displays switch profile information.

show running-config  Displays the running configuration excluding the preprovisioned features.
exclude-provision

slot Enables a slot for preprovisioning a module.

switch-profile Configures a switch profile.
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This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with R.
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rate-limit cpu direction

To set the packet per second (PPS) rate limit for an interface, use the rate-limit cpu direction command.
To revert ot the default value, use the no form of this command.

rate-limit cpu direction {both | input | output} pps pps_value action log

no rate-limit cpu direction {both | input | output} pps pps_value action log

Syntax Description  both Sets the maximum input and output packet rate.
input Sets the maximum input packet rate.
output Sets the maximum output packet rate.
pPps pps_value Specifies the packets per second. The range is from 0 to 100,000.
action Specifies the action is logged.
log Writes a syslog message if the PPS value matches or exceeds the specified
rate limit.
Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to set the maximum input packet rate to 3 for an interface and enable the

logging of syslog messages:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# rate-limit cpu direction input pps 3 action log
switch(config-if)#

Related Commands = Command Description

show running-config  Displays the running system configuration information.
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remote hosthame

To configure the hostname for the remote machine, use the remote hostname command. To revert to the
default settings, use the no form of this command.

remote hostname /host-name [port port-num] [vrf {vrf-name | default | management}]

no remote hostname

Syntax Description

Command Default

Command Modes

host-name Name of the remote host. The name can be a maximum of 128 characters.

port port-num (Optional) Configures the TCP port of the remote host. The port number is
from 1 to 65355.

vrf (Optional) Specifies the virtual routing and forwarding (VRF) instance to
use.

vrf-name VRF name. The name is case sensitive and can be a maximum of 32
characters.

default (Optional) Specifies the default VRF.

management (Optional) Specifies the management VRF.

None

SVS connection configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to configure the hostname for a remote machine:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# remote hostname vcMain
switch(config-svs-conn) #

This example shows how to remove the hostname configuration for a remote machine:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# no remote hostname
switch(config-svs-conn) #
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Related Commands = Command Description
remote ip address Configures the IPv4 address for a remote machine.
remote port Configures the TCP port for a remote machine.
remote vrf Configures the virtual routing and forwarding (VRF) instance for a remote
machine.

show svs connections  Displays SVS connection information.

Svs connection Enables an SVS connection.
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remote ip address

To configure the IPv4 address for the remote machine, use the remote ip address command. To revert
to the default settings, use the no form of this command.

remote ip address ipv4-addr [port port-num] [vrf {vrf-name | default | management}]

no remote ip address

Syntax Description

Command Default

Command Modes

ipv4-addr IPv4 address of the remote machine. The format is A.B.C.D.

port port-num (Optional) Configures the TCP port of the remote host. The port number is
from 1 to 65355.

vrf (Optional) Specifies the virtual routing and forwarding (VRF) instance to
use.

vrf-name VRF name. The name is case sensitive and can be a maximum of 32
characters.

default (Optional) Specifies the default VRF.

management (Optional) Specifies the management VRF.

None

SVS connection configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

Examples This example shows how to configure the IPv4 address for a remote machine:

switch# configure terminal

switch(config)# svs connection SVSConn

switch(config-svs-conn)# remote ip address 192.0.2.12

switch(config-svs-conn) #

This example shows how to remove the IPv4 address configuration for a remote machine:

switch# configure terminal

switch(config)# svs connection SVSConn

switch(config-svs-conn)# no remote ip address

switch(config-svs-conn) #
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Related Commands = Command Description
remote hostname Configures the hostname for a remote machine.
remote port Configures the TCP port for a remote machine.
remote vrf Configures the virtual routing and forwarding (VRF) instance for a remote
machine.

show svs connections  Displays SVS connection information.

Svs connection Enables an SVS connection.
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To configure the TCP port of the remote machine, use the remote port command. To revert to the default
settings, use the no form of this command.

remote port M

remote port port-num

no remote port

Syntax Description

Command Default

Command Modes

port-num

TCP port of the remote host. The port number is from 1 to 65355.

None

SVS connection configuration mode

Command History

Usage Guidelines

Examples

Release

Modification

5.2(HN1(1)

This command was introduced.

This command does not require a license.

This example shows how to configure the TCP port of a remote machine:

switch# configure terminal
switch(config)# svs connection SVSConn
switch(config-svs-conn)# remote port 21
switch(config-svs-conn) #

This example shows how to remove the TCP port configuration of a remote machine:

switch# configure terminal
switch(config)# svs connection SVSConn
switch(config-svs-conn)# no remote port
switch(config-svs-conn) #

Related Commands

Command

Description

remote hostname

Configures the hostname for a remote machine.

remote ip address

Configures the IPv4 for a remote machine.

remote vrf

Configures the virtual routing and forwarding (VRF) instance for a remote
machine.

show svs connections

Displays SVS connection information.

Svs connection

Enables an SVS connection.
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remote vrf

To configure the virtual routing and forwarding (VRF) instance for the remote machine, use the remote
vrf command.

remote vrf {vrf-name | default | management}

Syntax Description vrf-name VRF name. The name is case sensitive and can be a maximum of 32
characters.
default Specifies the default VRF.
management Specifies the management VRF.
Command Default None
Command Modes SVS connection configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure the VRF of a remote machine:

switch# configure terminal

switch(config)# svs connection SVSConn
switch(config-svs-conn)# remote vrf default
switch(config-svs-conn) #

Related Commands  Command Description
remote hostname Configures the hostname for a remote machine.
remote ip address Configures the IPv4 address for a remote machine.
remote port Configures the TCP port of a remote machine.

show svs connections  Displays SVS connection information.

Svs connection Enables an SVS connection.
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To set the revision number for the Multiple Spanning Tree (MST) region configuration, use the revision
command. To return to the default settings, use the no form of this command.

revision version

no revision version

Syntax Description

Command Default

Command Modes

version Revision number for the MST region configuration. The range is from O to
65535.

Revision 0

MST configuration mode

Command History

Usage Guidelines

A

Release Modification
5.2(1)N1(1) This command was introduced.

Two or more switches with the same VLAN mapping and name are considered to be in different MST
regions if the configuration revision numbers are different.

Caution

Examples

Be careful when using the revision command to set the revision number of the MST region configuration
because a mistake can put the switch in a different region.

This example shows how to set the revision number of the MST region configuration:

switch(config)# spanning-tree mst configuration
switch(config-mst)# revision 5

Related Commands

Command Description
show spanning-tree Displays information about the MST protocol.
mst
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S Commands

This chapter describes the Cisco NX-OS Ethernet and virtual Ethernet commands that begin with S.
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shut (ERSPAN)

To shut down an Encapsulated Remote Switched Port Analyzer (ERSPAN) session, use the shut

Syntax Description

Command Default

Command Modes

command. To enable an ERSPAN session, use the no form of this command.
shut

no shut

This command has no arguments or keywords.

None

ERSPAN session configuration mode

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to shut down an ERSPAN session:

switch# configure terminal

switch(config)# monitor session 1 type erspan-source
switch(config-erspan-src)# shut
switch(config-erspan-src)#

This example shows how to enable an ERSPAN session:

switch# configure terminal

switch(config)# monitor session 1 type erspan-source
switch(config-erspan-src)# no shut
switch(config-erspan-src) #

Related Commands

Command Description

monitor session Enters the monitor configuration mode.

show monitor session  Displays the virtual SPAN or ERSPAN configuration.
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shutdown

To shut down the local traffic on an interface, use the shutdown command. To return the interface to its
default operational state, use the no form of this command.

shutdown

no shutdown

Syntax Description  This command has no arguments or keywords.

Command Default Not shut down

Command Modes Interface configuration mode
Subinterface configuration mode
Virtual Ethernet interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You can use this command on the following interfaces:

e Layer 2 interface (Ethernet interface, EtherChannel interface, subinterface)

e Layer 3 interface

~

Note  Use the no switchport command to configure an interface as a Layer 3 interface.

e Layer 3 subinterface
¢ Management interface

¢ Virtual Ethernet interface

Examples This example shows how to shut down, or disable, a Layer 2 interface:

switch(config)# interface ethernet 1/10
switch(config-if)# shutdown
switch(config-if)#

This example shows how to shut down a Layer 3 Ethernet subinterface:

switch(config)# interface ethernet 1/5.1
switch(config-subif)# shutdown
switch(config-subif) #
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This example shows how to shut down a virtual Ethernet interface:
switch(config)# interface vethernet 10
switch(config-if)# shutdown
switch(config-if)#
Related Commands = Command Description
no switchport Converts an interface to a Layer 3 routed interface.
show interface Displays the Ethernet interface configuration information.
ethernet
show interface Displays information on traffic about the specified EtherChannel interface.
port-channel
show interface Displays the virtual Ethernet interface configuration information.
vethernet
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shutdown (VLAN configuration)

Syntax Description

Command Default

Command Modes

To shut down the local traffic on a VLAN, use the shutdown command. To return a VLAN to its default
operational state, use the no form of this command.

shutdown

no shutdown

This command has no arguments or keywords.

Not shut down

VLAN configuration mode

Command History

Usage Guidelines

Note

Release Modification
5.2(1)N1(1) This command was introduced.

You cannot shut down, or disable, VLAN 1 or VLANs 1006 to 4094.

After you shut down a VLAN, the traffic ceases to flow on that VLAN. Access ports on that VLAN are
also brought down; trunk ports continue to carry traffic for the other VLANs allowed on that port.
However, the interface associations for the specified VLAN remain, and when you reenable, or recreate,
that specified VLAN, the switch automatically reinstates all the original ports to that VLAN.

To find out if a VLAN has been shut down internally, check the Status field in the show vlan command
output. If a VLAN is shut down internally, one of these values appears in the Status field:

e act/Ishut—VLAN status is active and shut down internally.

e sus/Ishut—VLAN status is suspended and shut down internally.

If the VLAN is suspended and shut down, you use both the no shutdown and state active commands to
return the VLAN to the active state.

Examples This example shows how to restore local traffic on VLAN 2 after you have shut down, or disabled, the
VLAN:
switch(config)# vlan 2
switch(config-vlan)# no shutdown
Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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Related Commands = Command Description

show vlan Displays VLAN information.
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To enable preprovisioning on a slot in a chassis, use the slot command. To disable the slot for
preprovisioning, use the no form of this command.

slot slot-number

no slot slot-number

Syntax Description

Command Default

Command Modes

slot-number Slot number in the chassis. The range is from 2 to 199.

None

Global configuration mode
Configuration synchronization mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

Use this command to enable preprovisioning of features or interfaces of a module on a slot in a chassis.
Preprovisioning allows you configure features or interfaces (Ethernet, Fibre Channel) on modules before
the modules are inserted in the switch chassis.

Examples This example shows how to enable a chassis slot for preprovisioning of a module:
switch(config)# slot 2
switch(config-slot)#
This example shows how to configure a switch profile to enable a chassis slot for preprovisioning of a
module:
switch# config sync
Enter configuration commands, one per line. End with CNTL/Z.
switch(config-sync)# switch-profile sp
Switch-Profile started, Profile ID is 1
switch(config-sync-sp)# slot 2
switch(config-sync-sp-slot)#
This example shows how to disable a chassis slot for preprovisioning of a module:
switch(config)# no slot 2
switch(config)#
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Related Commands = Command Description
port Configures ports as Ethernet, native Fibre Channel or Fibre Channel over
Ethernet (FCoE) ports.
provision Preprovisions a module in a slot.

show running-config  Displays the running configuration excluding the preprovisioned features.
exclude-provision
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snmp-server enable traps vtp

To enable the Simple Network Management Protocol (SNMP) notifications for a VLAN Trunking
Protocol (VTP) domain, use the snmp-server enable traps vtp command. To disable SNMP
notifications on a VTP domain, use the no form of this command.

snmp-server enable traps vtp

no snmp-server enable traps vtp

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines The snmp-server enable traps command enables both traps and informs, depending on the configured

notification host receivers.

Examples This example shows how to enable SNMP notifications on a VTP domain:
switch(config)# snmp-server enable traps vtp
switch(config)#
This example shows how to disable all SNMP notifications on a VTP domain:

switch(config)# no snmp-server enable traps vtp
switch(config)#

Related Commands = Command Description
show snmp trap Displays the SNMP notifications enabled or disabled.
show vtp status Displays VTP information.
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source (SPAN, ERSPAN)

To add an Ethernet Switched Port Analyzer (SPAN) or an Encapsulated Remote Switched Port Analyzer
(ERSPAN) source port, use the source command. To remove the source SPAN or ERSPAN port, use the

no form of this command.

source {interface {ethernet slot/[QSFP-module/]port | port-channel channel-num | vethernet
veth-num} [{both | rx | tx}] | vlan vian-num | vsan vsan-num}

no source {interface {ethernet slot/[QSFP-module/lport | port-channel channel-num | vethernet
veth-num} | vlan vlan-num | vsan vsan-num}

Syntax Description  interface

Specifies the interface type to use as the source SPAN port.

ethernet slot/[QSFP-module/lport

Specifies the Ethernet interface to use as the source SPAN port.
The slot number is from 1 to 255. The QSFP-module number is
from 1 to 4. The port number is from 1 to 128.

Note = The OSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

port-channel channel-num

Specifies the EtherChannel interface to use as the source SPAN
port. The EtherChannel number is from 1 to 4096.

vethernet veth-num

Specifies the virtual Ethernet interface to use as the source
SPAN or ERSPAN port. The virtual Ethernet interface number is
from 1 to 1048575.

both (Optional) Specifies both ingress and egress traffic on the source
port.
Note  This keyword applies to the ERSPAN source port.

rx (Optional)Specifies only ingress traffic on the source port.
Note  This keyword applies to the ERSPAN source port.

tx (Optional) Specifies only egress traffic on the source port.

Note  This keyword applies to the ERSPAN source port.

vlan vian-num

Specifies the VLAN inteface to use as the source SPAN port.
The range is from 1 to 3967 and 4048 to 4093.

vsan vsan-num

Specifies the virtual storage area network (VSAN) to use as the
source SPAN port. The range is from 1 to 4093.

Command Default None

Command Modes SPAN session configuration mode
ERSPAN session configuration mode
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Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)NI1(1) This command was introduced.
Usage Guidelines A source port (also called a monitored port) is a switched port that you monitor for network traffic

analysis. In a single local SPAN session, you can monitor source port traffic such as received (Rx),
transmitted (Tx), or bidirectional (both).

A source port can be an Ethernet port, port channel, SAN port channel, VLAN, or a VSAN port. It cannot
be a destination port.

There is no limit to the number of egress SPAN source ports.

SAN Port Channel interfaces can be configured as ingress or egress source ports.
The limit on the number of egress (TX) sources in a monitor session has been lifted.
Port-channel interfaces can be configured as egress sources.

For ERSPAN, if you do not specify both, rx, or tx, the source traffic is analyzed for both directions.

Examples This example shows how to configure an Ethernet SPAN source port:

switch# configure terminal

switch(config)# monitor session 9 type local
switch(config-monitor)# description A Local SPAN session
switch(config-monitor)# source interface ethernet 1/1
switch(config-monitor) #

This example shows how to configure a port channel SPAN source:

switch# configure terminal

switch(config)# monitor session 2
switch(config-monitor)# source interface port-channel 5
switch(config-monitor) #

This example shows how to configure an ERSPAN source port to receive traffic on the port:

switch# configure terminal

switch(config)# monitor session 1 type erspan-source
switch(config-erspan-src)# source interface ethernet 1/5 rx
switch(config-erspan-src)#

Related Commands = Command Description
destination (SPAN, Configures a destination SPAN port.
ERSPAN)
monitor session Creates a new SPAN session configuration.

show monitor session  Displays SPAN session configuration information.

show running-config  Displays the running configuration information of a SPAN session.
monitor
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spanning-tree bridge assurance

To enable Spanning Tree Protocol (STP) Bridge Assurance on all network ports on the switch, use the
spanning-tree bridge assurance command. To disable Bridge Assurance, use the no form of this
command.

spanning-tree bridge assurance

no spanning-tree bridge assurance

Syntax Description  This command has no arguments or keywords.

Command Default Enabled

Command Modes Global configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines You can use Bridge Assurance to protect against certain problems that can cause bridging loops in the
network.

~

Note  Bridge Assurance is supported only by Rapid per VLAN Spanning Tree Plus (Rapid PVST+) and
Multiple Spanning Tree (MST). Legacy 802.1D spanning tree does not support Bridge Assurance.

Bridge Assurance is enabled by default and can only be disabled globally.

Bridge Assurance is enabled globally by default but is disabled on an interface by default. You can
enable Bridge Assurance on an interface by using the spanning-tree port type network command.

For more information on Bridge Assurance, see the Cisco Nexus 6000 Series NX-OS Layer 2 Switching
Configuration Guide, Release 6.0.

This command does not require a license.

Examples This example shows how to enable Bridge Assurance globally on the switch:

switch# configure terminal
switch(config)# spanning-tree bridge assurance
switch(config)#
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Related Commands

Command

Description

show spanning-tree
bridge

Displays the status and configuration of the local Spanning Tree Protocol
(STP) bridge.

spanning-tree port
type network

Configures an interface as a network spanning tree port.

| oL-27880-02
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spanning-tree bpdufilter

To enable bridge protocol data unit (BPDU) Filtering on the interface, use the spanning-tree bpdufilter
command. To return to the default settings, use the no form of this command.

spanning-tree bpdufilter {enable | disable}

no spanning-tree bpdufilter

Syntax Description  enable Enables BPDU Filtering on this interface.
disable Disables BPDU Filtering on this interface.

Command Default The setting that is already configured when you enter the spanning-tree port type edge bpdufilter
default command.

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Entering the spanning-tree bpdufilter enable command to enable BPDU Filtering overrides the

spanning tree edge port configuration. That port then returns to the normal spanning tree port type and
moves through the normal spanning tree transitions.

A

Caution  Be careful when you enter the spanning-tree bpdufilter enable command on specified interfaces.
Explicitly configuring BPDU Filtering on a port this is not connected to a host can cause a bridging loop
because the port will ignore any BPDU that it receives, and the port moves to the STP forwarding state.

Use the spanning-tree port type edge bpdufilter default command to enable BPDU Filtering on all
spanning tree edge ports.

Examples This example shows how to explicitly enable BPDU Filtering on the Ethernet spanning tree edge port
1/4:

switch (config)# interface ethernet 1/4
switch(config-if)# spanning-tree bpdufilter enable

Related Commands  Command Description
show spanning-tree Displays information about the spanning tree state.
summary

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter S Commands

spanning-tree bpdufilter

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
[ oL-27880-02 ..m



Chapter S Commands |

M spanning-tree bpduguard

spanning-tree bpduguard

To enable bridge protocol data unit (BPDU) Guard on an interface, use the spanning-tree bpduguard
command. To return to the default settings, use the no form of this command.

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

Syntax Description

Command Default

Command Modes

enable Enables BPDU Guard on this interface.
disable Disables BPDU Guard on this interface.

The setting that is already configured when you enter the spanning-tree port type edge bpdufilter
default command.

Interface configuration mode

Command History

Usage Guidelines

A

Release Modification
5.2(1)N1(1) This command was introduced.

BPDU Guard prevents a port from receiving BPDUs. If the port still receives a BPDU, it is put in the
error-disabled state as a protective measure.

Caution

Be careful when using this command. You should use this command only with interfaces that connect to
end stations; otherwise, an accidental topology loop could cause a data-packet loop and disrupt the
switch and network operation.

When you enable this BPDU Guard command globally, the command applies only to spanning tree edge
ports. See the spanning-tree port type edge bpdufilter default command for more information on the
global command for BPDU Guard. However, when you enable this feature on an interface, it applies to
that interface regardless of the spanning tree port type.

This command has three states:
e spanning-tree bpduguard enable—Unconditionally enables BPDU Guard on the interface.
¢ spanning-tree bpduguard disable—Unconditionally disables BPDU Guard on the interface.

¢ no spanning-tree bpduguard—Enables BPDU Guard on the interface if it is an operational
spanning tree edge port and if the spanning-tree port type edge bpdufilter default command is
configured.

Typically, this feature is used in a service-provider environment where the network administrator wants
to prevent an access port from participating in the spanning tree.
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Examples This example shows how to enable BPDU Guard on this interface:

switch(config-if)# spanning-tree bpduguard enable

Related Commands = Command Description
show spanning-tree Displays information about the spanning tree state.
summary
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spanning-tree cost

To set the path cost of the interface for Spanning Tree Protocol (STP) calculations, use the
spanning-tree cost command. To return to the default settings, use the no form of this command.

spanning-tree [vlan vian-id] cost {value | auto}

no spanning-tree [vlan vian-id] cost

Syntax Description  vlan vian-id (Optional) Lists the VLANS on this trunk interface for which you want to
assign the path cost. You do not use this parameter on access ports. The range
is from 1 to 4094.

value Value of the port cost. The available cost range depends on the path-cost
calculation method as follows:

e short—The range is from 1 to 65536.
e long—The range is from 1 to 200,000,000.

auto Sets the value of the port cost by the media speed of the interface (see Table 1
for the values).

Command Default Port cost is set by the media speed.
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)NI1(1) This command was introduced.
Usage Guidelines The STP port path cost default value is determined from the media speed and path cost calculation

method of a LAN interface (see Table 1). See the spanning-tree pathcost method command for
information on setting the path cost calculation method for Rapid per VLAN Spanning Tree Plus (Rapid

PVST+).

Table 1 Default Port Cost

Bandwidth Short Path Cost Method Port Cost |Long Path Cost Method Port Cost
10 Mbps 100 2,000,000

100 Mbps 19 200,000

1-Gigabit Ethernet 4 20,000

10-Gigabit Ethernet 2 2,000

When you configure the value, higher values will indicate higher costs.
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Note

Examples

spanning-tree cost

On access ports, assign the port cost by port. On trunk ports, assign the port cost by VLAN; you can
configure all the VLANS on a trunk port as the same port cost.

The EtherChannel bundle is considered as a single port. The port cost is the aggregation of all the
configured port costs assigned to that channel.

Use this command to set the port cost for Rapid PVST+. Use the spanning-tree mst cost command to
set the port cost for MST.

This example shows how to access an interface and set a path cost value of 250 for the spanning tree
VLAN that is associated with that interface:

switch(config)# interface ethernet 1/4
switch(config-if)# spanning-tree cost 250

Related Commands

Command Description

show spanning-tree Displays information about the spanning tree configuration.
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spanning-tree domain

To configure a Spanning Tree Protocol (STP) domain, use the spanning-tree domain command. To
remove an STP domain, use the no form of this command.

spanning-tree domain domain-num

no spanning-tree domain domain-num

Syntax Description  domain-num STP domain number. The range is from 1 to 1023.
Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure a spanning-tree domain:

switch# configure terminal
switch(config)# spanning-tree domain 1
switch(config)#

Related Commands  Command Description
show spanning-tree Displays the configuration information of the Spanning Tree Protocol
(STP).
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spanning-tree guard

To enable or disable Loop Guard or Root Guard, use the spanning-tree guard command. To return to
the default settings, use the no form of this command.

spanning-tree guard {loop | none | root}

no spanning-tree guard

Syntax Description  loop Enables Loop Guard on the interface.
none Sets the guard mode to none.
root Enables Root Guard on the interface.

Command Default Disabled

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)NI1(1) This command was introduced.
Usage Guidelines You cannot enable Loop Guard if Root Guard is enabled, although the switch accepts the command to

enable Loop Guard on spanning tree edge ports.

Examples This example shows how to enable Root Guard:

switch(config-if)# spanning-tree guard root

Related Commands = Command Description
show spanning-tree Displays information about the spanning tree state.
summary
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spanning-tree link-type

To configure a link type for a port, use the spanning-tree link-type command. To return to the default
settings, use the no form of this command.

spanning-tree link-type {auto | point-to-point | shared}

no spanning-tree link-type

Syntax Description  auto Sets the link type based on the duplex setting of the interface.
point-to-point Specifies that the interface is a point-to-point link.
shared Specifies that the interface is a shared medium.

Command Default Link type set automatically based on the duplex setting.

Command Modes Interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines Fast transition (specified in IEEE 802.1w) functions only on point-to-point links between two bridges.

By default, the switch derives the link type of a port from the duplex mode. A full-duplex port is
considered as a point-to-point link while a half-duplex configuration is assumed to be on a shared link.

~

Note  On a Cisco Nexus 5000 Series switch, port duplex is not configurable.

Examples This example shows how to configure the port as a shared link:

switch(config-if)# spanning-tree link-type shared

Related Commands =~ Command Description
show spanning-tree Displays information about the spanning tree state.
interface
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spanning-tree loopguard default

Syntax Description

Command Default

Command Modes

To enable Loop Guard as a default on all spanning tree normal and network ports, use the spanning-tree
loopguard default command. To disable Loop Guard, use the no form of this command.

spanning-tree loopguard default

no spanning-tree loopguard default

This command has no arguments or keywords.

Disabled

Global configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

Loop Guard provides additional security in the bridge network. Loop Guard prevents alternate or root
ports from becoming the designated port because of a failure that could lead to a unidirectional link.

Loop Guard operates only on ports that are considered point-to-point links by the spanning tree, and it
does not run on spanning tree edge ports.

Entering the spanning-tree guard loop command for the specified interface overrides this global Loop
Guard command.

This example shows how to enable Loop Guard:

switch(config)# spanning-tree loopguard default

Related Commands

Command Description
show spanning-tree Displays information about the spanning tree state.
summary
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spanning-tree mode

To switch between Rapid per VLAN Spanning Tree Plus (Rapid PVST+) and Multiple Spanning Tree
(MST) Spanning Tree Protocol (STP) modes, use the spanning-tree mode command. To return to the
default settings, use the no form of this command.

spanning-tree mode {rapid-pvst | mst}

no spanning-tree mode

Syntax Description rapid-pvst Sets the STP mode to Rapid PVST+.
mst Sets the STP mode to MST.

Command Default Rapid PVST+

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You cannot simultaneously run MST and Rapid PVST+ on the switch.

A

Caution  Be careful when using the spanning-tree mode command to switch between Rapid PVST+ and MST
modes. When you enter the command, all STP instances are stopped for the previous mode and are
restarted in the new mode. Using this command may cause the user traffic to be disrupted.

Examples This example shows how to switch to MST mode:

switch(config)# spanning-tree mode mst
switch(config-mst) #

Related Commands = Command Description
show spanning-tree Displays the information about the spanning tree configuration.
summary

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter S Commands

spanning-tree mst configuration ||

spanning-tree mst configuration

Syntax Description

Command Default

Command Modes

To enter the Multiple Spanning Tree (MST) configuration mode, use the spanning-tree mst
configuration command. To return to the default settings, use the no form of this command.

spanning-tree mst configuration

no spanning-tree mst configuration

This command has no arguments or keywords.

The default value for the MST configuration is the default value for all its parameters:

e No VLANSs are mapped to any MST instance. All VLANs are mapped to the Common and Internal
Spanning Tree (CIST) instance.

e The region name is an empty string.

e The revision number is 0.

Global configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

The MST configuration consists of three main parameters:
¢ Instance VLAN mapping—See the instance vlan command.
¢ Region name—See the name (MST configuration) command.
¢ Configuration revision number—See the revision command.

The abort and exit commands allow you to exit MST configuration mode. The difference between the
two commands depends on whether you want to save your changes or not:

e The exit command commits all the changes before leaving MST configuration mode.
e The abort command leaves MST configuration mode without committing any changes.

If you do not map secondary VLANS to the same instance as the associated primary VLAN, when you exit
MST configuration mode, the following warning message is displayed:

These secondary vlans are not mapped to the same instance as their primary:
-> 3

See the switchport mode private-vlan host command to fix this problem.

Changing an MST configuration mode parameter can cause connectivity loss. To reduce service
disruptions, when you enter MST configuration mode, make changes to a copy of the current MST
configuration. When you are done editing the configuration, you can apply all the changes at once by
using the exit keyword.
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In the unlikely event that two administrators commit a new configuration at exactly the same time, this
warning message is displayed:

)

% MST CFG:Configuration change lost because of concurrent access

Examples This example shows how to enter MST-configuration mode:

switch(config)# spanning-tree mst configuration
switch(config-mst) #

This example shows how to reset the MST configuration (name, instance mapping, and revision number)
to the default settings:

switch(config)# no spanning-tree mst configuration

Related Commands =~ Command Description
instance vlan Maps a VLAN or a set of VLANs to an MST instance.
name (MST Sets the name of an MST region.
configuration)
revision Sets the revision number for the MST configuration.
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst cost

To set the path-cost parameter for any Multiple Spanning Tree (MST) instance (including the Common and
Internal Spanning Tree [CIST] with instance ID 0), use the spanning-tree mst cost command. To return
to the default settings, use the no form of this command.

spanning-tree mst instance-id cost {cost | auto}

no spanning-tree mst instance-id cost

Syntax Description instance-id Instance ID number. The range is from 0 to 4094.
cost Port cost for an instance. The range is from 1 to 200,000,000.
auto Sets the value of the port cost by the media speed of the interface.
Command Default Automatically set port cost values:

e 10 Mbps—2,000,000
e 100 Mbps—200,000
e 1-Gigabit Ethernet—20,000
¢ 10-Gigabit Ethernet—2,000

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines The port cost depends on the port speed; the faster interface speeds indicate smaller costs. MST always

uses long path costs.

Higher cost values indicate higher costs. When entering the cost, do not include a comma in the entry;
for example, enter 1000, not 1,000.

The EtherChannel bundle is considered as a single port. The port cost is the aggregation of all the
configured port costs assigned to that channel.

Examples This example shows how to set the interface path cost:

switch(config-if)# spanning-tree mst 0 cost 17031970
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Related Commands = Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst forward-time

To set the forward-delay timer for all the instances on the switch, use the spanning-tree mst forward-time
command. To return to the default settings, use the no form of this command.

spanning-tree mst forward-time seconds

no spanning-tree mst forward-time

Syntax Description  seconds Number of seconds to set the forward-delay timer for all the instances on the
switch. The range is from 4 to 30 seconds.

Command Default 15 seconds
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to set the forward-delay timer:

switch(config)# spanning-tree mst forward-time 20

Related Commands  Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst hello-time

To set the hello-time delay timer for all the instances on the switch, use the spanning-tree mst hello-time
command. To return to the default settings, use the no form of this command.

spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

Syntax Description  seconds Number of seconds to set the hello-time delay timer for all the instances on
the switch. The range is from 1 to 10 seconds.

Command Default 2 seconds
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines If you do not specify the hello-time value, the value is calculated from the network diameter.
Examples This example shows how to set the hello-time delay timer:

switch(config)# spanning-tree mst hello-time 3

Related Commands = Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst max-age

To set the max-age timer for all the instances on the switch, use the spanning-tree mst max-age command.
To return to the default settings, use the no form of this command.

spanning-tree mst max-age seconds

no spanning-tree mst max-age

Syntax Description  seconds Number of seconds to set the max-age timer for all the instances on the
switch. The range is from 6 to 40 seconds.

Command Default 20 seconds
Command Modes Global configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Usage Guidelines This parameter is used only by Instance O or the IST.
Examples This example shows how to set the max-age timer:

switch(config)# spanning-tree mst max-age 40

Related Commands = Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst max-hops

To specify the number of possible hops in the region before a bridge protocol data unit (BPDU) is discarded,
use the spanning-tree mst max-hops command. To return to the default settings, use the no form of this
command.

spanning-tree mst max-hops hop-count

no spanning-tree mst max-hops

Syntax Description  hop-count Number of possible hops in the region before a BPDU is discarded. The range is from
1 to 255 hops.

Command Default 20 hops

Command Modes Global configuration mode
Command History Release Modification

5.2(1)N1(1) This command was introduced.
Examples This example shows how to set the number of possible hops:

switch(config)# spanning-tree mst max-hops 25

Related Commands  Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst port-priority

To set the port-priority parameters for any Multiple Spanning Tree (MST) instance, including the Common
and Internal Spanning Tree (CIST) with instance ID 0, use the spanning-tree mst port-priority command.
To return to the default settings, use the no form of this command.

spanning-tree mst instance-id port-priority priority

no spanning-tree mst instance-id port-priority

Syntax Description instance-id Instance ID number. The range is from 0 to 4094.
priority Port priority for an instance. The range is from 0 to 224 in increments of 32.
Command Default Port priority value is 128.
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Higher port-priority priority values indicate smaller priorities.

The priority values are 0, 32, 64, 96, 128, 160, 192, and 224. All other values are rejected.

Examples This example shows how to set the interface priority:

switch(config-if)# spanning-tree mst 0 port-priority 64

Related Commands  Command Description
show spanning-tree Displays the information about the MST protocol.
mst
spanning-tree Configures the port priority for the default STP, which is Rapid PVST+.

port-priority
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spanning-tree mst pre-standard

To force a prestandard Multiple Spanning Tree (MST) bridge protocol data unit (BPDU) transmission
on an interface port, use the spanning-tree mst pre-standard command. To revert to the defaults, use
the no form of this command.

spanning-tree mst pre-standard

no spanning-tree mst pre-standard

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to force a prestandard MST BPDU transmission on port:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# spanning-tree mst pre-standard
switch(config-if)#

Related Commands Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst priority

To set the bridge priority, use the spanning-tree mst priority command. To return to the default setting,
use the no form of this command.

spanning-tree mst instance-id priority priority-value

no spanning-tree mst instance-id priority

Syntax Description instance-id Instance identification number. The range is from 0 to 4094.

priority-value Bridge priority. See the “Usage Guidelines” section for valid values and
additional information.

Command Default Bridge priority default is 32768.

Command Modes Global configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines You can set the bridge priority in increments of 4096 only. When you set the priority, valid values are 0,
4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344,
and 61440.

You can set the priority-value argument to 0 to make the switch root.

You can enter the instance-id argument as a single instance or a range of instances, for example,
0-3,5,7-9.

Examples This example shows how to set the bridge priority:

switch(config)# spanning-tree mst 0 priority 4096

Related Commands  Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst root

To designate the primary and secondary root and set the timer value for an instance, use the
spanning-tree mst root command. To return to the default settings, use the no form of this command.

spanning-tree mst instance-id root {primary | secondary} [diameter dia [hello-time hello-time]]

no spanning-tree mst instance-id root

Syntax Description instance-id Instance identification number. The range is from 0 to 4094.
primary Specifies the high priority (low value) that is high enough to make the bridge
root of the spanning-tree instance.
secondary Specifies the switch as a secondary root, if the primary root fails.
diameter dia (Optional) Specifies the timer values for the bridge that are based on the

network diameter.

hello-time hello-time (Optional) Specifies the duration between the generation of configuration
messages by the root switch. The range is from 1 to 10 seconds; the default
is 2 seconds.

Command Default None

Command Modes Global configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines You can enter the instance-id argument as a single instance or a range of instances, for example,
0-3,5,7-9.

If you do not specify the hello-time argument, the argument is calculated from the network diameter. You
must first specify the diameter dia keyword and argument before you can specify the hello-time
hello-time keyword and argument.

Examples This example shows how to designate the primary root:

switch(config)# spanning-tree mst 0 root primary

This example shows how to set the priority and timer values for the bridge:

switch(config)# spanning-tree mst 0 root primary diameter 7 hello-time 2
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spanning-tree mst root

Related Commands = Command Description
show spanning-tree Displays the information about the MST protocol.
mst
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spanning-tree mst simulate pvst

Syntax Description

Command Default

Command Modes

To reenable specific interfaces to automatically interoperate between Multiple Spanning Tree (MST) and
Rapid per VLAN Spanning Tree Plus (Rapid PVST+), use the spanning-tree mst simulate pvst
command. To prevent specific MST interfaces from automatically interoperating with a connecting
device running Rapid PVST+, use the spanning-tree mst simulate pvst disable command. To return
specific interfaces to the default settings that are set globally for the switch, use the no form of this
command.

spanning-tree mst simulate pvst
spanning-tree mst simulate pvst disable

no spanning-tree mst simulate pvst

This command has no arguments or keywords.

Enabled. By default, all interfaces on the switch interoperate seamlessly between MST and Rapid
PVST+. See the spanning-tree mst simulate pvst global command to change this setting globally.

Interface configuration mode

Command History

Usage Guidelines

Note

Release Modification
5.2(1)N1(1) This command was introduced.

MST interoperates with Rapid PVST+ with no need for user configuration. The PVST+ simulation
feature enables this seamless interoperability. However, you may want to control the connection between
MST and Rapid PVST+ to protect against accidentally connecting an MST-enabled port to a Rapid
PVST+-enabled port.

When you use the spanning-tree mst simulate pvst disable command, specified MST interfaces that
receive a Rapid PVST+ (SSTP) bridge protocol data unit (BPDU) move into the STP blocking state.
Those interfaces remain in the inconsistent state until the port stops receiving Rapid PVST+ BPDUs, and
then the port resumes the normal STP transition process.

To block automatic MST and Rapid PVST+ interoperability for the entire switch, use no spanning-tree
mst simulate pvst global command.

This command is useful when you want to prevent accidental connection with a device running Rapid
PVST+.

To reenable seamless operation between MST and Rapid PVST+ on specific interfaces, use the
spanning-tree mst simulate pvst command.
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spanning-tree mst simulate pvst

Examples This example shows how to prevent specified ports from automatically interoperating with a connected
device running Rapid PVST+:
switch(config-if)# spanning-tree mst simulate pvst disable

Related Commands = Command Description

spanning-tree mst

Enables global seamless interoperation between MST and Rapid PVST+.
simulate pvst global
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spanning-tree mst simulate pvst global

Syntax Description

Command Default

Command Modes

To prevent the Multiple Spanning Tree (MST) switch from automatically interoperating with a
connecting device running Rapid per VLAN Spanning Tree Plus (Rapid PVST+), use the spanning-tree
mst simulate pvst global command. To return to the default settings, which is a seamless operation
between MST and Rapid PVST+ on the switch, use the no spanning-tree mst simulate pvst global
command.

spanning-tree mst simulate pvst global

no spanning-tree mst simulate pvst global

This command has no arguments or keywords.

Enabled. By default, the switch interoperates seamlessly between MST and Rapid PVST+.

Global configuration mode

Command History

Usage Guidelines

Note

Release Modification
5.2(1)N1(1) This command was introduced.

MST does not require user configuration to interoperate with Rapid PVST+. The PVST+ simulation
feature enables this seamless interoperability. However, you may want to control the connection between
MST and Rapid PVST+ to protect against accidentally connecting an MST-enabled port to a Rapid
PVST+-enabled port.

When you use the no spanning-tree mst simulate pvst global command, the switch running in MST
mode moves all interfaces that receive a Rapid PVST+ (SSTP) bridge protocol data unit (BPDU) into
the Spanning Tree Protocol (STP) blocking state. Those interfaces remain in the inconsistent state until
the port stops receiving Rapid PVST+ BPDUs, and then the port resumes the normal STP transition
process.

You can also use this command from the interface mode, and the configuration applies to the entire
switch.

To block automatic MST and Rapid PVST+ interoperability for specific interfaces, see the
spanning-tree mst simulate pvst command.

This command is useful when you want to prevent accidental connection with a device not running MST.

To return the switch to seamless operation between MST and Rapid PVST+, use the spanning-tree mst
simulate pvst global command.
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spanning-tree mst simulate pvst global W

Examples This example shows how to prevent all ports on the switch from automatically interoperating with a
connected device running Rapid PVST+:
switch(config)# no spanning-tree mst simulate pvst global

Related Commands = Command Description

spanning-tree mst Enables seamless interoperation between MST and Rapid PVST+ by the
simulate pvst interface.
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spanning-tree pathcost method

To set the default path-cost calculation method, use the spanning-tree pathcost method command. To
return to the default settings, use the no form of this command.

spanning-tree pathcost method {long | short}

no spanning-tree pathcost method

Syntax Description  long Specifies the 32-bit based values for port path costs.
short Specifies the 16-bit based values for port path costs.
Command Default Short
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines The long path-cost calculation method uses all 32 bits for path-cost calculations and yields valued in the

range of 2 through 2,00,000,000.
The short path-cost calculation method (16 bits) yields values in the range of 1 through 65535.

~

Note  This command applies only to the Rapid per VLAN Spanning Tree Plus (Rapid PVST+) spanning tree
mode, which is the default mode. When you are using Multiple Spanning Tree (MST) spanning tree
mode, the switch uses only the long method for calculating path cost; this is not user-configurable for
MST.

Examples This example shows how to set the default pathcost method to long:

switch(config)# spanning-tree pathcost method long

Related Commands  Command Description
show spanning-tree Displays information about the spanning tree state.
summary
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spanning-tree port-priority

To set an interface priority when two bridges compete for position as the root bridge, use the
spanning-tree port-priority command. The priority you set breaks the tie. To return to the default
settings, use the no form of this command.

spanning-tree [vlan vian-id] port-priority value

no spanning-tree [vlan vian-id] port-priority

Syntax Description  vlan vian-id (Optional) Specifies the VLAN identification number. The range is from 0
to 4094.
value Port priority. The range is from 1 to 224, in increments of 32.
Command Default Port priority default value is 128.
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Do not use the vlan vian-id parameter on access ports. The software uses the port priority value for

access ports and the VLAN port priority values for trunk ports.

The priority values are 0, 32, 64, 96, 128, 160, 192, and 224. All other values are rejected.
>
Note  Use this command to configure the port priority for Rapid per VLAN Spanning Tree Plus (Rapid

PVST+) spanning tree mode, which is the default STP mode. To configure the port priority for Multiple
Spanning Tree (MST) spanning tree mode, use the spacing-tree mst port-priority command.

Examples This example shows how to increase the probability that the spanning tree instance on access port
interface 2/0 is chosen as the root bridge by changing the port priority to 32:

switch(config-if)# spanning-tree port-priority 32

Related Commands  Command Description
show spanning-tree Displays information about the spanning tree state.
spanning-tree Displays information on the spanning tree port priority for the interface.

interface priority

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
[ oL-27880-02 ..m



Chapter S Commands |

M spanning-tree port type edge

spanning-tree port type edge

To configure an interface connected to a host as an edge port, which automatically transitions the port
to the spanning tree forwarding state without passing through the blocking or learning states, use the
spanning-tree port type edge command. To return the port to a normal spanning tree port, use the no
spanning-tree port type command.

spanning-tree port type edge [trunk]

no spanning-tree port type

Syntax Description  trunk (Optional) Configures the trunk port as a spanning tree edge port.

Command Default The default is the global setting for the default port type edge that is configured when you entered the
spanning-tree port type edge default command. If you did not configure a global setting, the default
spanning tree port type is normal.

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You can also use this command to configure a port in trunk mode as a spanning tree edge port.

A

Caution You should use this command only with interfaces that connect to end stations; otherwise, an accidental
topology loop could cause a data-packet loop and disrupt the switch and network operation.

When a linkup occurs, spanning tree edge ports are moved directly to the spanning tree forwarding state
without waiting for the standard forward-time delay.

Note  This is the same functionality that was previously provided by the Cisco-proprietary PortFast feature.

When you use this command, the system returns a message similar to the following:

Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

When you use this command without the trunk keyword, the system returns an additional message
similar to the following:

%Portfast has been configured on Ethernetl/40 but will only
have effect when the interface is in a non-trunking mode.
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Examples

spanning-tree port type edge

To configure trunk interfaces as spanning tree edge ports, use the spanning-tree port type trunk
command. To remove the spanning tree edge port type setting, use the no spanning-tree port type
command.

The default spanning tree port type is normal.

This example shows how to configure an interface connected to a host as an edge port, which
automatically transitions that interface to the forwarding state on a linkup:

switch(config-if)# spanning-tree port type edge

Related Commands

Command Description

show spanning-tree Displays information about the spanning tree state.
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spanning-tree port type edge bpdufilter default

To enable bridge protocol data unit (BPDU) Filtering by default on all spanning tree edge ports, use the
spanning-tree port type edge bpdufilter default command. To disable BPDU Filtering by default on
all edge ports, use the no form of this command.

spanning-tree port type edge bpdufilter default

no spanning-tree port type edge bpdufilter default

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines To enable BPDU Filtering by default, you must do the following:

e Configure the interface as a spanning tree edge port, using the spanning-tree port type edge or the
spanning-tree port type edge default command.

e Enable BPDU Filtering.

Use this command to enable BPDU Filtering globally on all spanning tree edge ports. BPDU Filtering
prevents a port from sending or receiving any BPDUs.

A

Caution  Be cautious when using this command; incorrect usage can cause bridging loops.

You can override the global effects of this spanning-tree port type edge bpdufilter default command
by configuring BPDU Filtering at the interface level. See the spanning-tree bpdufilter command for
complete information on using this feature at the interface level.

Note  The BPDU Filtering feature’s functionality is different when you enable it on a per-port basis or globally.
When enabled globally, BPDU Filtering is applied only on ports that are operational spanning tree edge
ports. Ports send a few BPDUs at a linkup before they effectively filter outbound BPDUs. If a BPDU is
received on an edge port, that port immediately becomes a normal spanning tree port with all the normal
transitions and BPDU Filtering is disabled. When enabled locally on a port, BPDU Filtering prevents the
switch from receiving or sending BPDUs on this port.
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spanning-tree port type edge bpdufilter default

Examples This example shows how to enable BPDU Filtering globally on all spanning tree edge operational ports
by default:

switch(config)# spanning-tree port type edge bpdufilter default

Related Commands = Command Description
show spanning-tree Displays the information about the spanning tree configuration.
summary
spanning-tree Enables BPDU Filtering on the interface.
bpdufilter
spanning-tree port Configures an interface as a spanning tree edge port.
type edge
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spanning-tree port type edge bpduguard default

To enable bridge protocol data unit (BPDU) Guard by default on all spanning tree edge ports, use the
spanning-tree port type edge bpduguard default command. To disable BPDU Guard on all edge ports
by default, use the no form of this command.

spanning-tree port type edge bpduguard default

no spanning-tree port type edge bpduguard default

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines To enable BPDU Guard by default, you must do the following:

e Configure the interface as spanning tree edge ports by entering the spanning-tree port type edge
or the spanning-tree port type edge default command.

e Enable BPDU Guard.

Use this command to enable BPDU Guard globally on all spanning tree edge ports. BPDU Guard disables
a port if it receives a BPDU.

Global BPDU Guard is applied only on spanning tree edge ports.

You can also enable BPDU Guard per interface; see the spanning-tree bpduguard command for more
information.

Note  We recommend that you enable BPDU Guard on all spanning tree edge ports.

Examples This example shows how to enable BPDU Guard by default on all spanning tree edge ports:

switch(config)# spanning-tree port type edge bpduguard default
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Related Commands

Command

Description

show spanning-tree
summary

Displays the information about the spanning tree configuration.

spanning-tree
bpduguard

Enables BPDU guard on the interface.

spanning-tree port
type edge

Configures an interface as a spanning tree edge port.

| oL-27880-02
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spanning-tree port type edge default

Syntax Description

Command Default

Command Modes

To configure all access ports that are connected to hosts as edge ports by default, use the spanning-tree
port type edge default command. To restore all ports connected to hosts as normal spanning tree ports
by default, use the no form of this command.

spanning-tree port type edge default

no spanning-tree port type edge default

This command has no arguments or keywords.

Disabled

Global configuration mode

Command History

Usage Guidelines

A

Release Modification
5.2(1)N1(1) This command was introduced.

Use this command to automatically configure all interfaces as spanning tree edge ports by default. This
command will not work on trunk ports.

Caution

Examples

Be careful when using this command. You should use this command only with interfaces that connect to
end stations; otherwise, an accidental topology loop could cause a data-packet loop and disrupt the
switch and network operation.

When a linkup occurs, an interface configured as an edge port automatically moves the interface directly
to the spanning tree forwarding state without waiting for the standard forward-time delay. (This
transition was previously configured as the Cisco-proprietary PortFast feature.)

When you use this command, the system returns a message similar to the following:

Warning: this command enables portfast by default on all interfaces. You
should now disable portfast explicitly on switched ports leading to hubs,
switches and bridges as they may create temporary bridging loops.

You can configure individual interfaces as edge ports using the spanning-tree port type edge command.

The default spanning tree port type is normal.

This example shows how to globally configure all ports connected to hosts as spanning tree edge ports:

switch(config)# spanning-tree port type edge default
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Related Commands

Command

Description

show spanning-tree
summary

Displays information about the spanning tree configuration.

spanning-tree port
type edge

Configures an interface as a spanning tree edge port.
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spanning-tree port type network

Syntax Description

Command Default

Command Modes

To configure the interface that connects to a switch as a network spanning tree port, regardless of the
global configuration, use the spanning-tree port type network command. To return the port to a normal
spanning tree port, use the use the no form of this command.

spanning-tree port type network

no spanning-tree port type

This command has no arguments or keywords.

The default is the global setting for the default port type network that is configured when you entered
the spanning-tree port type network default command. If you did not configure a global setting, the
default spanning tree port type is normal.

Interface configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

Use this command to configure an interface that connects to a switch as a spanning tree network port.
Bridge Assurance runs only on Spanning Tree Protocol (STP) network ports.

If you mistakenly configure ports connected to hosts as STP network ports and enable Bridge Assurance,
those ports will automatically move into the blocking state.

Bridge Assurance is enabled by default, and all interfaces configured as spanning tree network ports have
Bridge Assurance enabled.

To configure a port as a spanning tree network port, use the spanning-tree port type network command.
To remove this configuration, use the no spanning-tree port type command. When you use the no
spanning-tree port type command, the software returns the port to the global default setting for network
port types.

You can configure all ports that are connected to switches as spanning tree network ports by default by
entering the spanning-tree port type network default command.

The default spanning tree port type is normal.
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Examples This example shows how to configure an interface connected to a switch or bridge as a spanning tree
network port:
switch(config-if)# spanning-tree port type network

Related Commands = Command Description

show spanning-tree Displays information about the spanning tree configuration per specified
interface interface.
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spanning-tree port type network default

To configure all ports as spanning tree network ports by default, use the spanning-tree port type
network default command. To restore all ports to normal spanning tree ports by default, use the no form
of this command.

spanning-tree port type network default

no spanning-tree port type network default

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Use this command to automatically configure all interfaces that are connected to switches as spanning

tree network ports by default. You can then use the spanning-tree port type edge command to configure
specified ports that are connected to hosts as spanning-tree edge ports.

~

Note  If you mistakenly configure ports connected to hosts as Spanning Tree Protocol (STP) network ports and
Bridge Assurance is enabled, those ports will automatically move into the blocking state.

Configure only the ports that connect to other switches as network ports because the Bridge Assurance
feature causes network ports that are connected to hosts to move into the spanning tree blocking state.

You can identify individual interfaces as network ports by using the spanning-tree port type network
command.

The default spanning tree port type is normal.

Examples This example shows how to globally configure all ports connected to switches as spanning tree network
ports:

switch(config)# spanning-tree port type network default
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spanning-tree port type network default

Related Commands = Command Description
show spanning-tree Displays information about the spanning tree configuration.
summary
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spanning-tree port type normal

To configure an interface as a normal spanning tree port, use the spanning-tree port type normal
command. To revert to the default settings, use the no command.

spanning-tree port type normal

no spanning-tree port type normal

Syntax Description  This command has no arguments or keywords.

Command Default Default spanning tree port type is normal.
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure an interface as a normal port:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# spanning-tree port type normal
switch(config-if)#

Related Commands Command Description

show spanning-tree Displays information about the spanning tree state.
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spanning-tree pseudo-information

To configure spanning tree pseudo information parameters for two Layer 2 gateway switches, use the
spanning-tree pseudo-information command.

spanning-tree pseudo-information

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Use this command in a topology with hybrid switches (for example, a virtual port channel [vPC]

connected to a non-vPC switch) to configure VLAN-based load balancing.

To meet the VLAN-based load-balancing criteria, you must configure a different Spanning Tree Protocol
(STP) bridge priority value for the root bridge and the designated bridge.

This command does not require a license.

Examples This example shows how to enable Bridge Assurance globally on the switch:

switch# configure terminal
switch(config)# spanning-tree pseudo-information
switch(config-pseudo) #

Related Commands = Command Description
mst (STP) Configures the Multiple Spanning Tree (MST) designated bridge and root
bridge priority.

show running-config  Displays the running configuration information for spanning trees.
spanning-tree

show spanning-tree Displays the summary information of the STP.
summary
vlan (STP) Configures the designated bridge and root bridge priority for VLANSs.
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spanning-tree vlan

To configure Spanning Tree Protocol (STP) parameters on a per-VLAN basis, use the spanning-tree
vlan command. To return to the default settings, use the no form of this command.

spanning-tree vlan vian-id {fex-hello-time value | forward-time value | hello-time value |
max-age value | priority value | [root {primary | secondary} [diameter dia [hello-time
valuel]]]

no spanning-tree vlan vian-id [fex-hello-time | forward-time | hello-time | max-age | priority |
root]

Syntax Description  vian-id VLAN identification number. The VLAN ID range is from 0 to 4094.

fex-hello-time value (Optional) Specifies the hello interval for FEX ports spanning tree. The
range is from 2 to 12 seconds.

forward-time value (Optional) Specifies the STP forward-delay time. The range is from 4 to
30 seconds.

hello-time value (Optional) Specifies the number of seconds between the generation of
configuration messages by the root switch. The range is from 1 to 10
seconds.

max-age value (Optional) Specifies the maximum number of seconds that the information

in a BPDU is valid. The range is from 6 to 40 seconds.

priority value (Optional) Specifies the STP-bridge priority; the valid values are 0, 4096,
8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056,
49152, 53248, 57344, or 61440. All other values are rejected.

root primary (Optional) Forces this switch to be the root bridge.
root secondary (Optional) Forces this switch to be the root switch if the primary root fails.
diameter dia (Optional) Specifies the maximum number of bridges between any two

points of attachment between end stations.

Command Default The defaults are as follows:
e fex-hello-time—12 seconds
e forward-time—15 seconds
¢ hello-time—2 seconds
e max-age—20 seconds

e priority—32768

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
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Usage Guidelines

A

spanning-tree vian W

Caution

A

When disabling spanning tree on a VLAN using the no spanning-tree vlan vian-id command, ensure
that all switches and bridges in the VLAN have spanning tree disabled. You cannot disable spanning tree
on some switches and bridges in a VLAN and leave it enabled on other switches and bridges in the same
VLAN because switches and bridges with spanning tree enabled have incomplete information about the
physical topology of the network.

Caution

Examples

We do not recommend disabling spanning tree even in a topology that is free of physical loops. Spanning
tree is a safeguard against misconfigurations and cabling errors. Do not disable spanning tree in a VLAN
without ensuring that there are no physical loops present in the VLAN.

When setting the max-age seconds, if a bridge does not see BPDUs from the root bridge within the
specified interval, it assumes that the network has changed and recomputes the spanning-tree topology.

The spanning-tree root primary alters this switch’s bridge priority to 24576. If you enter the
spanning-tree root primary command and the switch does not become the root, then the bridge priority
is changed to 4096 less than the bridge priority of the current bridge. The command fails if the value
required to be the root bridge is less than 1. If the switch does not become the root, an error results.

If the network devices are set for the default bridge priority of 32768 and you enter the spanning-tree
root secondary command, the software alters the bridge priority of the current bridge to 28762. If the
root switch fails, this switch becomes the next root switch.

Use the spanning-tree root commands on the backbone switches only.

This example shows how to enable spanning tree on VLAN 200:

switch(config)# spanning-tree vlan 200

This example shows how to configure the switch as the root switch for VLAN 10 with a network
diameter of 4:

switch(config)# spanning-tree vlan 10 root primary diameter 4

This example shows how to configure the switch as the secondary root switch for VLAN 10 with a
network diameter of 4:

switch(config)# spanning-tree vlan 10 root secondary diameter 4

This example shows how to configure the fex-hello-time to 10 seconds for a range of VLANS.

switch(config)# spanning-tree vlan 1-5000 fex-hello-time 10

Related Commands

Command Description

show spanning-tree Displays information about the spanning tree state.
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spanning-tree vlan cost

To change the spanning tree port path-cost of an interface, use the spanning-tree vlan cost command.
To return to the default settings, use the no form of this command.

spanning-tree vlan vian-id cost {port_path_cost | auto}

no spanning-tree vlan vian-id cost {port_path_cost | auto}

Syntax Description  vian-id VLAN identification number. The VLAN ID range is from 0 to 4094.
port_path_cost Port path cost. The range is from 1 to 200,000,000.
auto Determines the cost based on the media speed of this interface.
Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to change the spanning tree port path cost of an interface:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# spanning-tree vlan 5 cost 200
switch(config-1if)#

This example shows how to revert the interface to the default configuration:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# no spanning-tree vlan 5 cost 200
switch(config-if)#

Related Commands  Command Description

show spanning-tree Displays information about the spanning tree state.
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spanning-tree vlan fex-hello-time

To configure the number of seconds between the generation of Bridge Protocol Data Units (BPDUs) for
FEX ports, use the spanning-tree vlan fex-hello-time command. To return to the default settings, use
the no form of this command.

spanning-tree vlan vian-id fex-hello-time fex-hello-time-value

no spanning-tree vlan vian-id fex-hello-time

Syntax Description  vian-id VLAN identification number. The VLAN ID range is from 0 to 4094.

fex-hello-time Specifies the number of seconds between the generation of configured
fex-hello-time-value bridge protocol data unit (BPDU) for FEX ports. The range is from 2 to 12.

Command Default The default value is 12 seconds.
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines

Examples This example shows how to set the downstream hello message timer for VLAN 10 to a value of 5:

switch(config)# spanning-tree vlan 10 fex-hello-time 5

Related Commands Command Description
show spanning-tree Displays information about the spanning tree state.
show running-config Displays the running configuration information for spanning trees.

spanning-tree
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spanning-tree vlan port-priority

To change the spanning tree port priority of an interface, use the spanning-tree vlan port-priority
command. To return to the default settings, use the no form of this command.

spanning-tree vlan vian-id port-priority port_priority_value

no spanning-tree vlan vian-id port-priority port_priority_value

Syntax Description  vian-id VLAN identification number. The VLAN ID range is from 0 to 4094.
port_priority_value Port priority. The range is from O to 224 in increments of 32.

Command Default None

Command Modes Interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines This command does not require a license.

Examples This example shows how to change the spanning tree port priority of an interface to 20:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# spanning-tree vlan 5 port-priority 20
switch(config-if)#

This example shows how to revert the interface to the default configuration:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# no spanning-tree vlan 5 port-priority 20
switch(config-if)#

Related Commands = Command Description

show spanning-tree Displays information about the spanning tree state.
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speed (interface)

To configure the transmit and receive speed for an interface, use the speed command. To reset to the
default speed, use the no form of this command.

speed {100 | 1000 | 10000 | auto}

no speed
Syntax Description 100 Sets the interface speed to 100 Mbps.
Note This keyword is not supported on a management interface.
1000 Sets the interface speed to 1 Gbps.
10000 Sets the interface speed to 10 Gbps. This is the default speed.
Note This keyword is not supported on a management interface.
auto Specifies that the speed of the interface is auto negotiated.

Command Default

Command Modes

The default speed is 10000 (10-Gigabit).

Interface configuration mode

Command History

Usage Guidelines

~

Note

Release Modification
5.2(1)N1(1) This command was introduced.

The first 8 ports of a Cisco Nexus 5010 switch and the first 16 ports of a Cisco Nexus 5020 switch are
switchable 1-Gigabit and 10-Gigabit ports. The default interface speed is 10-Gigabit. To configure these
ports for 1-Gigabit Ethernet, insert a 1-Gigabit Ethernet SFP transceiver into the applicable port and then
set its speed with the speed command.

If the interface and transceiver speed is mismatched, the SFP validation failed message is displayed when
you enter the show interface ethernet slot/[QSFP-module/lport command. For example, if you insert a
1-Gigabit SFP transceiver into a port without configuring the speed 1000 command, you will get this
error.

By default, all ports on a Cisco Nexus device are 10 Gigabits.

Examples This example shows how to set the speed for a 1-Gigabit Ethernet port:
switch# configure terminal
switch(config)# interface ethernet 2/1
switch(config-if)# speed 1000
Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
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This example shows how to set the an interface port to automatically negotiate the speed:

switch# configure terminal
switch(config)# interface ethernet 1/5
switch(config-if)# speed auto
switch(config-if)#

Related Commands = Command Description

show interface Displays the interface configuration information.
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state

To set the operational state for a VLAN, use the state command. To return a VLAN to its default
operational state, use the no form of this command.

state {active | suspend}

no state
Syntax Description  active Specifies that the VLAN is actively passing traffic.
suspend Specifies that the VLAN is not passing any packets.

Command Default The VLAN is actively passing traffic.

Command Modes VLAN configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines You cannot suspend the state for VLAN 1 or VLANs 1006 to 4094.
VLANSs in the suspended state do not pass packets.

Examples This example shows how to suspend VLAN 2:

switch(config)# vlan 2
switch(config-vlan)# state suspend

Related Commands = Command Description

show vlan Displays VLAN information.
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svi enable

To enable the creation of VLAN interfaces, use the svi enable command. To disable the VLAN interface
feature, use the no form of this command.

svi enable

no svi enable

Syntax Description  This command has no arguments or keywords.

Command Default VLAN interfaces are disabled.

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You must use the feature interface-vlan command before you can create VLAN interfaces.
Examples This example shows how to enable the interface VLAN feature on the switch:

switch(config)# svi enable

Related Commands Command Description

interface vlan Creates a VLAN interface.
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svs connection

To enable an SVS connection to connect a vCenter Server to a Cisco Nexus 5000 Series switch, use the
svs connection command. To disable an SVS connection, use the no form of this command.

Svs connection svs-name

no svs connection svs-name

Syntax Description  svs-name Name of the SVS connection. The name can be a maximum of 64
alphanumeric characters.

Command Default None
Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Only one SVS connection can be enabled per session.

This command does not require a license.

Examples This example shows how to enable an SVS connection:

switch# configure terminal
switch(config)# svs connection SVSConn
switch(config-svs-conn) #

This example shows how to disable an SVS connection:

switch# configure terminal
switch(config)# no svs connection SVSConn
switch(config) #

Related Commands Command Description

connect Initiates a connection with a vCenter server.

protocol vmware-vim Enables the VMware VI SDK.

show svs connections  Displays SVS connection information.

remote Connects to remote machines.

vmware dvs Creates a VMware virtual switch.
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svs veth auto-delete

To enable the Virtual Supervisor Module (VSM) to automatically delete Distributed virtual ports
(dvPorts) no longer used by a virtual NIC (vNIC) or hypervisor port, use the svs veth auto-delete
command. To disable this control, use the no form of this command.

svs veth auto-delete

no svs veth auto-delete

Syntax Description  This command has no arguments or keywords.

Command Default Enabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines When enabled (the default), any virtual Ethernet interfaces that are in the administratively down state

will be deleted after confirming with the vCenter server that no corresponding vNICs are in use.

This command does not require a license.

Examples This example shows how to enable the Virtual Supervisor Module (VSM) to automatically delete dvPorts
no longer used by a vNIC or hypervisor port:
switch# configure terminal

switch(config)# svs veth auto-delete
switch(config) #

This example shows how to disable the automatic deletion of dvPorts that are no longer used by a vNIC
or hypervisor port:
switch# configure terminal

switch(config)# no svs veth auto-delete
switch(config)#

Related Commands  Command Description

interface vethernet Creates a virtual Ethernet interface.

show svs connections  Displays SVS connection information.

svs veth auto-setup Enables the VSM to automatically create a virtual Ethernet interface when
a new port is activated on a host.
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svs veth auto-setup

To enable the Virtual Supervisor Module (VSM) to automatically create a virtual Ethernet interface
when a new port is activated on a host, use the svs veth auto-setup command. To remove this control,
use the no form of this command.

svs veth auto-setup

no svs veth auto-setup

Syntax Description  This command has no arguments or keywords.

Command Default Enabled

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to enable automatic creation and configuration of virtual Ethernet interfaces:

switch# configure terminal
switch(config)# svs veth auto-setup
switch(config)#

This example shows how to disable automatic creation and configuration of virtual Ethernet interfaces:

switch# configure terminal
switch(config)# no svs veth auto-setup
switch(config)#

Related Commands  Command Description

interface vethernet Creates a virtual Ethernet interface.

show svs connections  Displays SVS connection information.

svs veth auto-delete Enables the VSM to automatically delete DVPorts no longer used by a vNIC
or hypervisor port.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter S Commands

switchport accessvian W

switchport access vlan

To set the access VLAN when the interface is in access mode, use the switchport access vlan command.
To reset the access-mode VLAN to the appropriate default VLAN for the switch, use the no form of this
command.

switchport access vlan vian-id

no switchport access vlan

Syntax Description

Command Default

Command Modes

vian-id VLAN to set when the interface is in access mode. The range is from 1 to
4094, except for the VLANS reserved for internal use.

VLAN 1

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

Use the no form of the switchport access vlan command to reset the access-mode VLAN to the
appropriate default VLAN for the switch. This action may generate messages on the device to which the
port is connected.

This example shows how to configure an Ethernet interface to join VLAN 2:

switch# configure terminal

switch(config)# interface ethernet 1/7
switch(config-if)# switchport access vlan 2
switch(config-if)#

This example shows how to configure a virtual Ethernet interface to join VLAN 5:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# switchport access vlan 5
switch(config-1if)#
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Related Commands = Command Description
show interface Displays the administrative and operational status of a port.
switchport
show interface Displays the virtual Ethernet interface information.
vethernet
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To configure Flex Links, which are two interfaces that provide backup to each other, on a Layer 2
interface, use the switchport backup interface command. To remove the Flex Links configuration, use

the no form of this command.

switchport backup interface W

switchport backup interface {ethernet slot/[QSFP-module/lportl port-channel channel-no}
[multicast fast-convergence | preemption {delay delay-time | mode [bandwidth | forced |

off]}]

no switchport backup interface {ethernet slot/[QSFP-module/lport| port-channel channel-no}
[multicast fast-convergence | preemption {delay delay-time | mode [bandwidth | forced |

off]}]

Syntax Description

Command Default

Command Modes

ethernet slot/[QSFP-modulellport

Specifies the backup Ethernet interface. The slof number is from
1 to 255. The QSFP-module number is from 1 to 4. The port
number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

port-channel channel-no

Specifies the port channel interface. The interface number is
from 1 to 4096.

multicast

(Optional) Specifies to configure the multicast parameters.

fast-convergence

(Optional) Configures fast convergence on the backup interface.

preemption

(Optional) Specifies to configure a preemption scheme for a
backup interface pair.

delay delay-time

(Optional) Specifies a preemption delay. The range is from 1 to
300 seconds.

mode (Optional) Specifies the preemption mode.

bandwidth (Optional) Specifies that the interface with the higher available
bandwidth always preempts the backup.

forced (Optional) Specifies the interface that always preempts the
backup.

off (Optional) Specifies no preemption occurs from backup to
active.

None

Interface configuration mode

Command History

Release Modification
6.02)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.
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Usage Guidelines

~

Note

Note

Examples

This command is applicable to the Cisco Nexus 5548 Series switch and the Cisco Nexus 5596 Series
switch.

Before you use this command, make sure that you enable Flex Links on the switch by using the feature
flexlink command.

Make sure the virtual port channel (vPC) is disabled on the switch.

A Flex Links port can be a physical Ethernet port or a port channel.
You cannot configure Flex Links port on the following types of interface:

e Fabric Extender (FEX) fabric port and FEX host port

e Virtual Fibre Channel interface

e Virtual network tag (VNTag)

e Interface with port security enabled

e Layer 3 interface

e Switched Port Analyzer (SPAN) destination

e Port channel member

¢ Interface configured with private VLAN

¢ Endnode mode

e Fabric path core interface (Layer 2 multipath)

This example shows how to configure Ethernet 1/1 and Ethernet 1/12 as Flex Links:

switch# configure terminal

switch(config)# interface ethernet 1/1

switch(config-if)# switchport backup interface ethernet 1/12
switch(config-if)#

This example shows how to configure EtherChannel 100 and EtherChannel 101 as Flex Links:

switch# configure terminal

switch(config)# interface port-channel 100

switch(config-if)# switchport backup interface port-channel 101
switch(config-if)#

This example shows how to configure the Ethernet interface to always preempt the backup:

switch# configure terminal

switch(config)# interface ethernetl/10

switch(config-if)# switchport backup interface ethernetl/2 preemption mode forced
switch(config-if)#

This example shows how to configure the Ethernet interface preemption delay time:

switch# configure terminal

switch(config)# interface ethernetl/1

switch(config-if)# switchport backup interface ethernetl/12 preemption delay 150
switch(config-if)#
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switchport backup interface

This example shows how to configure fast convergence on the backup interface:

switch# configure terminal
switch(config)# interface ethernetl/1

switch(config-if)# switchport backup interface ethernetl/12 multicast fast-convergence

switch(config-if)#

Related Commands

Command

Description

feature flexlink

Enables Flex Links for Layer 2 interfaces.

show interface
switchport backup

Displays backup interfaces.
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switchport block

To prevent the unknown multicast or unicast packets from being forwarded, use the switchport block
command. To allow the unknown multicast or unicast packets to be forwarded, use the no form of this
command.

switchport block {multicast | unicast}

no switchport block {multicast | unicast}

Syntax Description ~ multicast Specifies that the unknown multicast traffic should be blocked.
unicast Specifies that the unknown unicast traffic should be blocked.
Command Default Unknown multicast and unicast traffic are not blocked. All traffic with unknown MAC addresses is sent

to all ports.

Command Modes Interface configuration mode
Virtual Ethernet interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines You can block the unknown multicast or unicast traffic on the switch ports.

Blocking the unknown multicast or unicast traffic is not automatically enabled on the switch ports; you
must explicitly configure it.

Examples This example shows how to block the unknown multicast traffic on an interface:

switch# configure terminal

switch(config)# interface ethernet 1/1
switch(config-if)# switchport block multicast
switch(config-if)#

This example shows how to block the unknown unicast traffic on a virtual Ethernet interface:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# switchport block uniicast
switch(config-if)#
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Related Commands

Command

Description

show interface
switchport

Displays the switch port information for a specified interface or all
interfaces.

show interface
vethernet

Displays the virtual Ethernet interface configuration information.
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switchport host

To configure the interface to be an access host port, use the switchport host command. To remove the
host port, use the no form of this command.

switchport host

no switchport host

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines Ensure that you are configuring the correct interface. It must be an interface that is connected to an end
station.

An access host port handles the Spanning Tree Protocol (STP) like an edge port and immediately moves
to the forwarding state without passing through the blocking and learning states. Configuring an
interface as an access host port also disables EtherChannel on that interface.

Examples This example shows how to set an interface as an Ethernet access host port with EtherChannel disabled:

switch(config)# interface ethernet 2/1
switch(config-if)# switchport host
switch(config-if)#

Related Commands = Command Description
show interface brief Displays a summary of the interface configuration information.
show interface Displays information on all interfaces configured as switch ports.
switchport
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switchport mode

To configure the interface as a nontrunking nontagged single-VLAN Ethernet or virtual Ethernet
interface, use the switchport mode command. To remove the configuration and restore the default, use
the no form of this command.

switchport mode {access | trunk | vntag}
no switchport mode {access | trunk | vntag}

no switchport mode

Syntax Description

Command Default

Command Modes

access Specifies that the interface is in access mode.
trunk Specifies that the interface is in trunk mode.
vntag Specifies that the interface is in port mode.

Note This keyword does not apply to a virtual Ethernet interface.

An access port carries traffic for VLAN 1.

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

An access port can carry traffic in one VLAN only. By default, an access port carries traffic for VLAN 1.
To set the access port to carry traffic for a different VLAN, use the switchport access vlan command.

The VLAN must exist before you can specify that VLAN as an access VLAN. The system shuts down
an access port that is assigned to an access VLAN that does not exist.

A virtual network tag (VNTag) port helps to identify the virtual interfaces on that physical port.

For a virtual Ethernet interface, use the no form of the command without the keywords.

Examples This example shows how to set an interface as an Ethernet access port that carries traffic for a specific
VLAN only:
switch(config)# interface ethernet 2/1
switch(config-if)# switchport mode access
switch(config-if)# switchport access vlan 5
switch(config-if)#
This example shows how to set an interface as a VNTag port:
switch(config)# interface ethernet 1/5
Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference
| oL-27880-02 ..m



Chapter S Commands |

M switchport mode

switch(config-if)# switchport mode vntag
switch(config-if)#

This example shows how to set a virtual Ethernet interface in trunk port mode:

switch# configure terminal
switch(config)# interface vethernet 1
switch(config-if)# switchport mode trunk
switch(config-if)#

Related Commands = Command Description
interface vethernet Configures a virtual Ethernet interface.
show interface Displays information about a specified Ethernet interface.
ethernet
show interface Displays information on all interfaces configured as switch ports.
switchport

switchport access vlan Sets the access VLAN when the interface is in access mode.
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switchport mode private-vlan host

To set the interface type to be a host port for a private VLAN, use the switchport mode private-vlan
host command. To remove the configuration, use the no form of this command.

switchport mode private-vlan host

no switchport mode

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes Interface configuration mode
Virtual Ethernet interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines When you configure a port as a host private VLAN port and one of the following applies, the port
becomes inactive:

e The port does not have a valid private VLAN association configured.
e The port is a Switched Port Analyzer (SPAN) destination.
e The private VLAN association is suspended.

If you delete a private VLAN port association or if you configure a private port as a SPAN destination,
the deleted private VLAN port association or the private port that is configured as a SPAN destination
becomes inactive.

Note  We recommend that you enable spanning tree BPDU Guard on all private VLAN host ports.

Examples This example shows how to set a port to host mode for private VLANS:

switch(config-if)# switchport mode private-vlan host

This example shows how to set a virtual Ethernet interface port to host mode for private VLANS:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# switchport mode private-vlan host
switch(config-if)#
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Related Commands = Command Description
interface vethernet Configures a virtual Ethernet interface.
show interface Displays information on all interfaces configured as switch ports.
switchport

show vlan private-vlan Displays the status of the private VLAN.

Cisco Nexus 5500 Series NX-0S Layer 2 Interfaces Command Reference



| Chapter S Commands

switchport mode private-vian promiscuous

switchport mode private-vlan promiscuous

To set the interface type to be a promiscuous port for a private VLAN, use the switchport mode
private-vlan promiscuous command.

switchport mode private-vlan promiscuous

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines When you configure a port as a promiscuous private VLAN port and one of the following applies, the

port becomes inactive:
e The port does not have a valid private VLAN mapping configured.
e The port is a Switched Port Analyzer (SPAN) destination.

If you delete a private VLAN port mapping or if you configure a private port as a SPAN destination, the
deleted private VLAN port mapping or the private port that is configured as a SPAN destination becomes
inactive.

See the private-vlan command for more information on promiscuous ports.

Examples This example shows how to set a port to promiscuous mode for private VLANS:

switch(config-if)# switchport mode private-vlan promiscuous

Related Commands  Command Description
show interface Displays information on all interfaces configured as switch ports.
switchport

show vlan private-vlan Displays the status of the private VLAN.
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switchport mode private-vlan trunk

To configure the port as a secondary trunk port for a private VLAN, use the switchport mode
private-vlan trunk command. To remove the isolated trunk port, use the no form of this command.

switchport mode private-vlan trunk [promiscous | secondary]

no switchport mode private-vlan trunk [promiscous | secondary]

Syntax Description ~ promiscous (Optional) Specifies the promiscous port.
secondary (Optional) Specifies the secondary port.
Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines In a private VLAN domain, isolated trunks are part of a secondary VLAN. Isolated trunk ports can carry

multiple isolated VLANS.

Examples This example shows how to configure Ethernet interface 1/1 as a promiscuous trunk port for a private
VLAN:

switch(config)# interface ethernet 1/1
switch(config-if)# switchport mode private-vlan trunk promiscous
switch(config-if)#

This example shows how to configure Ethernet interface 1/5 as a secondary trunk port for a private
VLAN:

switch(config)# interface ethernet 1/5
switch(config-if)# switchport mode private-vlan trunk secondary
switch(config-if)#

Related Commands = Command Description
show interface Displays information on all interfaces configured as switch ports.
switchport
switchport Associates the isolated trunk port with the primary and secondary VLANSs
private-vlan of a private VLAN.

association trunk
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switchport monitor rate-limit

To configure a rate limit to monitor traffic on an interface, use the switchport monitor rate-limit
command. To remove a rate limit, use the no form of this command.

switchport monitor rate-limit 1G

no switchport monitor rate-limit [1G]

Syntax Description

Command Default

Command Modes

1G (Optional) Specifies that the rate limit is 1 GB.

None

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification

5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to limit the bandwidth on Ethernet interface 1/2 to 1 GB:

switch(config)# interface ethernet 1/2
switch(config-if)# switchport monitor rate-limit 1G
switch(config-if)#

Related Commands

Command Description

show interface Displays information on all interfaces configured as switch ports.
switchport

switchport Associates the isolated trunk port with the primary and secondary VLANs
private-vlan of a private VLAN.

association trunk
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switchport port-security

To enable port security on an interface, use the switchport port-security command. To disable port
security on a port, use the no form of this command.

switchport port-security

no switchport port-security

Syntax Description  This command has no arguments or keywords.

Command Default Disabled

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to enable port security on a Layer 2 interface:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# switchport port-security
switch(config-if)#

This example shows how to disable port security on an interface:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport port-security
switch(config-if)#

Related Commands = Command Description

show port-security Displays the port security configuration information.
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switchport port-security aging

To enable port security aging on a Layer 2 port, use the switchport port-security aging command. To
disable port security on a port, use the no form of this command.

switchport port-security aging {time aging-time | type {absolute | inactivity} }

no switchport port-security aging {time aging-time | type {absolute | inactivity}}

Syntax Description

Command Default

Command Modes

time aging-time Sets the duration for which all addresses are secured; valid values are from
1 to 1440 minutes.

type Specifies the type of aging.

absolute Specifies absolute aging.

inactivity Specifies that the timer starts to run only when there is no traffic.

Aging time is 0
Aging type is absolute

Interface configuration mode

Command History

Usage Guidelines

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

Examples This example shows how to configure the secure MAC address aging type on a port:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# switchport port-security aging type absolute

switch(config-if)#

This example shows how to set the secure MAC address aging time to 2 minutes:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# switchport port-security aging time 2

switch(config-if)#
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Related Commands = Command Description
show port-security Displays the port security configuration information.
switchport Configures the switchport parameters to establish port security.

port-security
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switchport port-security mac-address

To add a static secure MAC address on a Layer 2 interface or to enable sticky MAC address learning on
an interface, use the switchport port-security mac-address command. To revert to the default settings,
use the no form of this command.

switchport port-security mac-address { MAC-addr [vlan vian-ID] | sticky}

no switchport port-security mac-address { MAC-addr [vlan vian-ID] | sticky}

Syntax Description ~ MAC-addr MAC address in the format E.E.E.
vlan vian-1D (Optional) Specifies the VLAN on which the MAC address should be
secured. The range is from 1 to 4094.
sticky Configures the dynamic MAC addresses as sticky on an interface.
Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)NI1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure a static secure MAC address on a port:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# switchport port-security mac-address 0050.3e8d.6400
switch(config-if)#

This example shows how to enable port security with sticky MAC addresses on a port:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# switchport port-security mac-address sticky
switch(config-if)#

This example shows how to remove a MAC address from the list of secure MAC addresses:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# no switchport port-security mac-address 0050.3e8d.6400
switch(config-if)#
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Related Commands = Command Description

show port-security Displays the port security configuration information.
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switchport port-security maximum

To set the maximum number of secure MAC addresses on a port, use the switchport port-security
maximum command. To revert to the default settings, use the no form of this command.

switchport port-security maximum max-addr [vlan vian-ID]

no switchport port-security maximum max-addr [vlan vian-ID]

Syntax Description

Command Default

Command Modes

max-addr Maximum number of secure MAC addresses for the interface; valid values
are from 1 to 1025.
vlan vian-1D (Optional) Specifies the VLAN on which the MAC address should be

secured. The range is from 1 to 4094.

Interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to configure the maximum number of secure MAC addresses on a port:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# switchport port-security maximum 5
switch(config-if)#

This example shows how to override the maximum number of secure MAC addresses set for a specific
VLAN:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# switchport port-security maximum 3 vlan 10
switch(config-if)#

This example shows how to set the maximum number of secure MAC addresses on a port to the default
value:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport port-security maximum 5
switch(config-if)#
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Related Commands = Command Description

show port-security Displays the port security configuration information.
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switchport port-security violation

To set the action to be taken when a security violation is detected, use the switchport port-security
violation command. To revert to the default settings, use the no form of this command.

switchport port-security violation {protect | restrict | shutdown}

no switchport port-security violation {protect | restrict | shutdown }

Syntax Description  protect Drops all the packets from the insecure hosts at the port-security process
level but does not increment the security-violation count.
restrict Drops all the packets from the insecure hosts at the port-security process
level and increments the security-violation count.
shutdown Shuts down the port if there is a security violation.
Command Default shutdown
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)NI1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to configure the port security violation mode on a port:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# switchport port-security violation protect
switch(config-if)#

This example shows how to set the port security violation mode on a port to the default value:

switch# configure terminal

switch(config)# interface ethernet 1/5

switch(config-if)# no switchport port-security violation protect
switch(config-if)#

Related Commands = Command Description

show port-security Displays the port security configuration information.
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switchport priority extend

To configure the switch to override the priority of frames arriving on the Cisco IP phone port from
connected devices, use the switchport priority extende command. To return the port to its default
setting, use the no form of this command.

switchport priority extend {cos cos-value | trust}

no switchport priority extend

Syntax Description  cos Specifies that the switch will send CDP packets to instruct the Cisco IP
phone to mark data traffic with class of service (CoS) value.
cos-value CoS value. The range is from 0 to 7.
trust Specifies that the switch will send CDP packets to instruct the Cisco IP

phone to trust tagged data traffic.

Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to set the Cisco IP phone port to trust tagged data traffic:

switch(config)# interface ethernet 1/28
switch(config-if)# switchport priority extend trust
switch(config-if)#

This example shows how to set the Cisco IP phone port to mark data traffic with CoS value:

switch(config)# interface ethernet 1/28
switch(config-if)# switchport priority extend cos 3
switch(config-if)#

This example shows how to return to the default settings:

switch(config)# interface ethernet 1/28
switch(config-if)# no switchport priority extend
switch(config-if)#

Related Commands = Command Description
show interface Displays information on all interfaces configured as switch ports.
switchport
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switchport private-vlan association trunk

To associate an isolated trunk port with the primary and secondary VLANSs of a private VLAN, use the
switchport private-vlan association trunk command. To remove the isolated trunk port association,
use the no form of this command.

switchport private-vlan association trunk primary-id secondary-id

no switchport private-vlan association trunk

Syntax Description  primary-id Primary VLAN ID. The range is from 1 to 3967 and from 4048 to 4093.
secondary-id Secondary VLAN ID. The range is from 1 to 3967 and from 4048 to 4093.
Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines The secondary VLAN should be an isolated VLAN. Only one isolated VLAN under a given primary
VLAN can be associated to an isolated trunk port.

Examples This example shows how to map the secondary VLANS to the primary VLAN:

switch(config)# interface ethernet 1/1

switch(config-if)# switchport mode private-vlan trunk secondary
switch(config-if)# switchport private-vlan association trunk 5 100
switch(config-if)#

Related Commands = Command Description
show interface Displays information on all interfaces configured as switch ports.
switchport
switchport mode Configures the port as a secondary trunk port for a private VLAN.

private-vlan trunk

show vlan private-vlan Displays the status of the private VLAN.
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switchport private-vlan host-association

To define a private VLAN association for an isolated or community port, use the switchport private-vlan
host-association command. To remove the private VLAN association from the port, use the no form of
this command.

switchport private-vlan host-association {primary-vlan-id} {secondary-vian-id}

no switchport private-vlan host-association

Syntax Description  primary-vian-id Number of the primary VLAN of the private VLAN relationship. The range
is from 1 to 3967 and 4048 to 4093.
secondary-vlan-id Number of the secondary VLAN of the private VLAN relationship. The

range is from 1 to 3967 and 4048 to 4093.

Command Default None

Command Modes Interface configuration mode
Virtual Ethernet interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines There is no run-time effect on the port unless it is in private VLAN-host mode. If the port is in private

VLAN-host mode but neither of the VLANSs exist, the command is allowed but the port is made inactive.
The port also may be inactive when the association between the private VLANS is suspended.

The secondary VLAN may be an isolated or community VLAN.

See the private-vlan command for more information on primary VLANSs, secondary VLANS, and
isolated or community ports.

Examples This example shows how to configure a Layer 2 host private VLAN port with a primary VLAN (VLAN
18) and a secondary VLAN (VLAN 20):

switch(config-if)# switchport private-vlan host-association 18 20

This example shows how to remove the private VLAN association from the port:

switch(config-if)# no switchport private-vlan host-association

This example shows how to configure a virtual Ethernet interface host private VLAN port with a primary
VLAN (VLAN 5) and a secondary VLAN (VLAN 23):

switch# configure terminal
switch(config)# interface vethernet 1
switch(config-if)# switchport private-vlan host-association 5 23
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switchport private-vlan host-association

switch(config-if)#

Related Commands = Command Description

interface vethernet Configures a virtual Ethernet interface.

show vlan private-vlan Displays information on private VLANS.
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switchport private-vlan mapping

To define the private VLAN association for a promiscuous port, use the switchport private-vlan mapping
command. To clear all mapping from the primary VLAN, use the no form of this command.

switchport private-vlan mapping {primary-vlan-id | trunk primary-vian-id} {secondary-vlan-id
| {add | remove} secondary-vlan-id}

no switchport private-vlan mapping [{primary-vian-id | trunk primary-vlan-id}
secondary-vlan-id]

Syntax Description  primary-vian-id Number of the primary VLAN of the private VLAN relationship.

trunk Specifies the private VLAN promiscuous trunk port.

Note  This keyword applies to only Layer 2 interfaces.

add (Optional) Associates the secondary VLANS to the primary VLAN.
secondary-vlan-id Number of the secondary VLAN of the private VLAN relationship.
remove Clears the association between the secondary VLANSs and the primary
VLAN.
Command Default None
Command Modes Interface configuration mode

Virtual Ethernet interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines There is no run-time effect on the port unless it is in private VLAN-promiscuous mode. If the port is in

private VLAN-promiscuous mode but the primary VLAN does not exist, the command is allowed but the
port is made inactive.

The secondary VLAN may be an isolated or community VLAN.

See the private-vlan command for more information on primary VLANSs, secondary VLANS, and
isolated or community ports.

Examples This example shows how to configure the associated primary VLAN 18 to secondary isolated VLAN 20
on a private VLAN promiscuous port:

switch# configure terminal

switch(config)# interface ethernet 1/1

switch(config-if)# switchport mode private-vlan promiscous
switch(config-if)# switchport private-vlan mapping 18 20
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switchport private-vian mapping

This example shows how to add a VLAN to the association on the promiscuous port:

switch# configure terminal

switch(config)# interface ethernet 1/2

switch(config-if)# switchport mode private-vlan promiscous
switch(config-if)# switchport private-vlan mapping 18 add 21

This example shows how to configure the associated primary VLAN 30 to secondary isolated
VLANSs 20-32 on a private VLAN promiscuous trunk port:

switch# configure terminal

switch(config)# interface ethernet 1/21

switch(config-if)# switchport mode private-vlan promiscous trunk
switch(config-if)# switchport private-vlan mapping trunk 30 20-32
switch(config-if)#

This example shows the error message that appears when you configure the associated primary
VLAN 30 to secondary isolated VLANs 50-100 (beyond the total permissible limit of 16 secondary
VLANS) on a private VLAN promiscuous trunk port:

switch# configure terminal

switch(config)# interface ethernet 1/12

switch(config-if)# switchport mode private-vlan promiscous trunk

switch(config-if)# switchport private-vlan mapping trunk 30 50-100

ERROR: secondary VLAN list contains primary VLAN id in trunk promiscuous port mapping.
switch(config-1if)#

This example shows how to remove all private VLAN associations from the port:

switch# configure terminal

switch(config)# interface ethernet 1/5
switch(config-if)# no switchport private-vlan mapping
switch(config-if)#

This example shows how to configure the primary VLAN 12 to secondary isolated VLAN 20 on a virtual
Ethernet interface host:

switch# configure terminal

switch(config)# interface vethernet 1

switch(config-if)# switchport private-vlan mapping 12 20
switch(config-if)#

Related Commands = Command Description
interface vethernet Configures a virtual Ethernet interface.
show interface Displays information on all interfaces configured as switch ports.
switchport
show interface Displays the information about the private VLAN mapping for VLAN

private-vlan mapping interfaces or SVIs.
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switchport private-vian trunk allowed vian

To configure the allowed VLANS for the private trunk interface, use the switchport private-vlan trunk
allowed vlan command. To remove the allowed VLANS, sue the no form of this command.

switchport private-vlan trunk allowed vlan {vian-list | {add | except | remove} vian-list | all |
none}

no switchport private-vlan trunk allowed vlan vian-list

Syntax Description  vian-list VLAN IDs of the allowed VLANSs when the interface is in private-vlan
trunking mode. The range is from 1 to 4094, except for the VLANs reserved
for internal use.

Use a hyphen (-) to separate the beginning and ending IDs of a range of
VLAN IDs; for example, 70-100.

Use a comma (,) to separate individual VLAN IDs and ranges of VLAN IDs;
for example, 20,70-100,142.

add Specifies the VLANSs to be added to the current list.

except Specifies all VLANS to be added to the current list, except the specified
VLAN:S.

remove Specifies the VLANSs to be removed from the current list.

all Specifies all VLANS to be added to the current list.

none Specifies that no VLANSs be added to the current list.

Command Default Allows only associated VLANs on the private VLAN trunk interface.

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.

Usage Guidelines The primary VLANSs do not need to be explicitly added to the allowed VLAN list. They are added
automatically once there is a mapping between primary and secondary VLANS.

Examples This example shows how to add VLANS to the list of allowed VLANSs on an Ethernet private VLAN
trunk port:
switch(config)# interface ethernet 1/3

switch(config-if)# switchport private-vlan trunk allowed vlan 15-20
switch(config-if)#
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switchport private-vlan trunk allowed vian

Related Commands = Command Description
show interface Displays information on all interfaces configured as switch ports.
switchport
switchport mode Configures the port as a secondary trunk port for a private VLAN.

private-vlan trunk

show vlan private-vlan Displays the status of the private VLAN.
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switchport private-vlan trunk native

To configure the native VLAN ID for the private VLAN trunk, use the switchport private-vlan trunk
native command. To remove the native VLAN ID from the private VLAN trunk, use the no form of this
command.

switchport private-vlan trunk native vlan vian-list

no switchport private-vlan trunk native vlan vian-list

Syntax Description  vlan vian-list Specifies the VLAN ID. The range is from 1 to 3967 and from 4048 to 4093.

Command Default VLAN 1

Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines Secondary VLANSs cannot be configured with a native VLAN ID on promiscuous trunk ports. Primary

VLANS cannot be configured with a native VLAN ID on isolated trunk ports.

Examples This example shows how to map the secondary VLANS to the primary VLAN:

switch(config)# interface ethernet 1/1
switch(config-if)# switchport private-vlan trunk native vlan 5
switch(config-if)#

Related Commands  Command Description
show interface Displays information on all interfaces configured as switch ports.
switchport
switchport mode Configures the port as a secondary trunk port for a private VLAN.

private-vlan trunk

show vlan private-vlan Displays the status of the private VLAN.
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switchport trunk allowed vian

To configure the allowed VLANS for a virtual Ethernet interface, use the switchport trunk allowed vlan
command. To remove the configuration, use the no form of this command.

switchport trunk allowed vlan {{add | except | remove} vian_list | all | none}

no switchport trunk allowed vlan

Syntax Description

Command Default

Command Modes

add Specifies the VLANSs to be added to the current list.

except Specifies all VLANS to be added to the current list, except the specified
VLAN:S.

remove Specifies the VLANSs to be removed from the current list.

vian_list VLAN IDs of the allowed VLANSs when the interface is in trunking mode.

The range is from 1 to 4094, except for the VLANSs reserved for internal use.

Use a hyphen (-) to separate the beginning and ending IDs of a range of
VLAN IDs; for example, 70-100.

Use a comma (,) to separate individual VLAN IDs and ranges of VLAN IDs;
for example, 20,70-100,142.

all Specifies all VLANS to be added to the current list.
none Specifies that no VLANSs be added to the current list.
None

Interface configuration mode
Virtual Ethernet interface configuration mode

Command History

Usage Guidelines

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This command does not require a license.

This example shows how to add VLANS to the list of allowed VLANSs on a virtual Ethernet interface
trunk port:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# switchport trunk allowed vlan 5-15
switch(config-if)#
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Related Commands = Command Description

interface vethernet Configures a virtual Ethernet interface.

show running-config  Displays the running system configuration information.
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switchport trunk native vlian

To configure the native VLAN ID for the virtual Ethernet interface, use the switchport trunk native
vlan command. To remove the native VLAN ID from the virtual Ethernet interface, use the no form of
this command.

switchport trunk native vlan vian_ID

no switchport trunk native vlan

Syntax Description  vian_ID VLAN ID of the native VLAN when this port is in trunking mode. The
range is from 1 to 4094.

Command Default None

Command Modes Interface configuration mode
Virtual Ethernet interface configuration mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines This command does not require a license.
Examples This example shows how to set VLAN 3 as the native trunk port:

switch# configure terminal

switch(config)# interface vethernet 1
switch(config-if)# switchport trunk native vlan 3
switch(config-if)#

Related Commands = Command Description

interface vethernet Configures a virtual Ethernet interface.

show running-config  Displays the running system configuration information.
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switchport voice vlan

To configure the voice VLAN on a port, use the switchport voice vlan command. To remove a voice
VLAN, use the no form of this command.

switchport voice vlan {vian-list | dotlp | untagged}

no switchport voice vlan

Syntax Description

Command Default

Command Modes

vian-list VLAN ID. The range is from 1 to 3967 and from 4048 to 4093.

dotlp Specifies that the Cisco IP phone uses priority tagging and uses an 802.1P
VLAN ID of 0 for voice traffic.

untagged Specifies that the Cisco IP phone does not tag frames for voice traffic.

None

Interface configuration mode

Command History

Examples

Release Modification
5.2(1)N1(1) This command was introduced.

This example shows how to configure VLAN 3 as the voice VLAN:

switch(config)# interface ethernet 1/28
switch(config-if)# switchport voice vlan 3
switch(config-if)#

This example shows how to configure an Ethernet port to send CDP packets that configure the Cisco IP
phone to transmit voice traffic in 802.1p frames:
switch(config)# interface ethernet 1/28

switch(config-if)# switchport voice vlan dotlp
switch(config-if)#

This example shows how to configure an Ethernet port to send CDP packets that configure the Cisco IP
phone to transmit untagged voice traffic:
switch(config)# interface ethernet 1/28

switch(config-if)# switchport voice vlan untagged
switch(config-if)#

This example shows how to stop voice traffic on an Ethernet port:

switch(config)# interface ethernet 1/28
switch(config-if)# no switchport voice vlan
switch(config-if)#
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system private-vlan fex trunk

To configure a PVLAN FEX trunk on port, use the system private-vlan fex trunk command. To remove
the PVLAN FEX trunk ports, use the no form of this command.

system private-vlan fex trunk

no system private-vlan fex trunk

A

Caution  You must disable all the FEX Isolated trunk ports before configuring PVLANSs on the FEX trunk ports.
If the FEX Isolated trunk ports and the FEX trunk ports are both enabled, unwanted traffic might occur.

Syntax Description  This command has no arguments or keywords.

Command Default None
Command Modes Interface configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to configure PVLAN over a FEX trunk port:

switch# configure terminal
switch(config-if)# System private-vlan fex trunk
switch(config-if)# copy running-config startup-config

Related Commands = Command Description

feature private-vlan Enables private VLANS.
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system vlan reserve

To configure a reserved VLAN range, use the system vlan reserve command. To delete the reserved
VLAN range configuration, use the no form of this command.

system vlan vian-start reserve

no system vlan vian-start reserve

Syntax Description  vian-start Starting VLAN ID. 80 VLANS are reserved starting from the start VLAN
ID. For example, if you specify the starting VLAN ID as 1006, the reserved
VLAN range is from 2006 to 1085.

Command Default 3968-4096

Command Modes Global configuration mode
Command History Release Modification
5.2(1)N1(1) This command was introduced.
Usage Guidelines The user-configured system reserved VLAN range comes in to effect only after a reload.

This command does not require a license.

Examples This example shows how to configure a reserved VLAN range:

switch(config)# system vlan 1006 reserve
This will delete all configs on vlans 1006-1085. Continue anyway? (y/n) [no] yes
Note: After switch reload, VLANs 1006-1085 will be reserved for internal use.
This requires copy running-config to startup-config before
switch reload. Creating VLANs within this range is not allowed.

This example shows how to remove the reserved VLAN configuration:

switch# no system vlan 1006 reserve
This will delete all configs on vlans 3968-4047. Continue anyway? (y/n) [no] yes
Note: After switch reload, VLANs 3968-4047 will be reserved for internal use.
This requires copy running-config to startup-config before
switch reload. Creating VLANs within this range is not allowed.

Related Commands  Command Description
write erase Reverts to the default reserved VLAN range.
show system vlan Displays information about the reserved VLAN usage.
reserved
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This chapter describes the Cisco NX-OS Ethernet show commands.
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show cdp all

To display the interfaces in the Cisco Discovery Protocol (CDP) database, use the show cdp all
command.

show cdp all

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes EXEC mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to display the interfaces in the CDP database:

switch# show cdp all
mgmt0 is up
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl/1 is down
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl/2 is down
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl/3 is down
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl/4 is down
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl/5 is down
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
Ethernetl/6 is down
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds
<--Output truncated-->
switch#
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Related Commands = Command Description
cdp Enables CDP on the switch.
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show cdp entry

To display the interfaces in the Cisco Discovery Protocol (CDP) database, use the show cdp entry

command.

show cdp entry {all | name device-name}

Syntax Description

Command Default

Command Modes

all

Displays all interfaces in the CDP database.

name device-name

Displays a specific CDP entry matching a name. The device name can be a
maximum of 256 alphanumeric characters.

None

EXEC mode

Command History

Examples

Release

Modification

5.2(HN1(1)

This command was introduced.

This example shows how to display all the entries in the CDP database:

switch# show cdp entry all

Device ID:sw-sw70

Interface address(es):

IPv4 Address:

192.0.2.70

Platform: WS-C3560E-48T, Capabilities: Switch IGMP Filtering

Interface: mgmtO,
Holdtime: 162 sec

Version:

Port ID (outgoing port): GigabitEthernet0/30

Cisco IOS Software, C3560E Software (C3560E-UNIVERSALK9-M), Version 12.2(50)SE2,

RELEASE SOFTWARE

(fc2)

Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Fri 15-May-09 22:11 by nachen

Advertisement Version: 2

Native VLAN: 88

Duplex: full

Mgmt address (es) :
IPv4 Address:

192.0.2.70

Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):

IPv4 Address:

192.0.2.192

Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Disput
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e
Interface: Ethernetl/4, Port ID (outgoing port): Ethernetl/12
Holdtime: 125 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 6.0(2)N1(1)

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address (es) :

IPv4 Address: 192.0.2.192
Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):
IPv4 Address: 192.0.2.192
Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Disput
e
Interface: Ethernetl/6, Port ID (outgoing port): Ethernetl/10
Holdtime: 131 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 6.0(2)N1(1)

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address(es):

IPv4 Address: 192.0.2.192
Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):
IPv4 Address: 192.0.2.192
Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Disput
e
Interface: Ethernetl/10, Port ID (outgoing port): Ethernetl/6
Holdtime: 132 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 6.0(2)N1(1)

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address(es):

IPv4 Address: 192.0.2.192

Device ID:switch(FOC16333ZER)
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System Name: switch

Interface address(es):
IPv4 Address: 192.0.2.192
Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Disput
e
Interface: Ethernetl/12, Port ID (outgoing port): Ethernetl/4
Holdtime: 125 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 6.0(2)N1(1)

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address (es):

IPv4 Address: 192.0.2.192
switch#

This example shows how to display a specific entry from the CDP database:

switch# show cdp entry name swor95(SSI13110AAS)
Device ID:swor95(SSI13110AAS)
System Name:swor95
Interface address(es):
IPv4d Address: 192.0.2.95
Platform: N5K-C5010P-BF, Capabilities: Switch IGMP Filtering Supports-STP-Dispute
Interface: Ethernetl/29, Port ID (outgoing port): Ethernetl/19
Holdtime: 173 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 6.0(2)N1(1)

Advertisement Version: 2
Native VLAN: 1
Duplex: full
Physical Location: snmplocation
Mgmt address (es):
IPv4 Address: 192.0.2.95

switch#
Related Commands  Command Description
cdp Enables CDP on the switch.
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show cdp global

To display the Cisco Discovery Protocol (CDP) global parameters, use the show cdp global command.

show cdp global

Syntax Description  This command has no arguments or keywords.

Command Default None

Command Modes EXEC mode

Command History Release Modification
5.2(1)N1(1) This command was introduced.
Examples This example shows how to display the CDP global parameters:

switch# show cdp global
Global CDP information:
CDP enabled globally
Refresh time is 60 seconds
Hold time is 180 seconds
CDPv2 advertisements is enabled
DeviceID TLV in System-Name (Default) Format

switch#
Related Commands = Command Description
cdp Enables CDP on the switch.
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show cdp interface

To display the Cisco Discovery Protocol (CDP) parameters for an interface, use the show cdp interface
command.

show cdp interface {ethernet slot/[QSFP-module/lport | mgmt mgmt-num}

Syntax Description

ethernet slot/[QSFP-module/lport  Specifies an Ethernet interface. The slof number is from 1 to 255.
The QSFP-module number is from 1 to 4. The port number is
from 1 to 128.

Note = The QSFP-module number applies only to the QSFP+
Generic Expansion Module (GEM).

mgmt mgmt-num Specifies a management interface. The management interface
number is 0.

Command Default None

Command Modes EXEC mode

Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.

Examples

This example shows how to display the CDP parameters for an Ethernet interface:

switch# show cdp interface ethernet 1/30
Ethernetl/30 is down

CDP enabled on interface

Refresh time is 60 seconds

Hold time is 180 seconds
switch#

This example shows how to display the CDP parameters for a management interface:

switch# show cdp interface mgmt 0
mgmt0 is up
CDP enabled on interface
Refresh time is 60 seconds
Hold time is 180 seconds

switch#
Related Commands  Command Description
cdp Enables CDP on the switch.
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show cdp neighbors

To display the Cisco Discovery Protocol (CDP) neighbors, use the show cdp neighbors command.

show cdp neighbors [interface {ethernet slot/[QSFP-module/lport | mgmt mgmt-num}] [detail]

Syntax Description interface (Optional) Displays CDP neighbor information for an interface, Ethernet
or management.

ethernet (Optional) Displays CDP neighbor information for an Ethernet interface.
slot/[QSFP-modulellport The slot number is from 1 to 255. The QSFP-module number is from 1
to 4. The port number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+ Generic
Expansion Module (GEM).

mgmt mgmt-num (Optional) Displays CDP neighbor information for a management
interface. The management interface number is 0.

detail (Optional) Displays the detailed information about CDP neighbors.

Command Default None

Command Modes EXEC mode

Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.
Examples This example shows how to display all CDP neighbors:

switch# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device-ID Local Intrfce Hldtme Capability Platform Port ID
sw-sw70 mgmt0 145 S I WS-C3560E-48T Gig0/30
switch (FOC16333ZER)

Ethl/4 169 S Is N6K-C6004-96Q Ethl/12
switch (FOC16333ZER)

Ethl/6 173 S Is N6K-C6004-96Q Ethl/10
switch (FOC16333ZER)

Ethl/10 175 S Is N6K-C6004-96Q Ethl/6
switch (FOC16333ZER)

Ethl/12 169 S Is N6K-C6004-96Q Ethl/4
switch#

This example shows how to display the CDP neighbors for a specific Ethernet interface:
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switch# show cdp neighbors interface ethernet 1/29

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute, M - Two-port Mac Relay

Device ID Local Intrfce Hldtme Capability Platform Port ID
swor95 (SSI13110AAS) Ethl/29 146 S Is N5K-C5010P-BF Ethl/19
switch#

This example shows how to display the detailed information of the CDP neighbors for a specific Ethernet
interface:

switch# show cdp neighbors interface ethernet 1/29 detail
Device ID:swor95(SSI13110AAS)
System Name:swor95
Interface address(es):
IPv4 Address: 192.0.2.95
Platform: N5K-C5010P-BF, Capabilities: Switch IGMP Filtering Supports-STP-Disput
e
Interface: Ethernetl/29, Port ID (outgoing port): Ethernetl/19
Holdtime: 141 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 5.0(3)N2(1)

Advertisement Version: 2
Native VLAN: 1
Duplex: full
Physical Location: snmplocation
Mgmt address(es):
IPv4d Address: 192.0.2.95

switch#

This example shows how to display the CDP neighbors for the management interface:

switch# show cdp neighbors interface mgmt 0

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device-ID Local Intrfce Hldtme Capability Platform Port ID
sw-sw70 mgmt0 159 S I N6K-C6004-96Q Gig0/30
switch#

This example shows how to display the detailed information of the CDP neighbors for the management
interface:

switch# show cdp neighbors interface mgmt 0 detail
Device ID:sw-sw70
System Name:
Interface address(es):
IPv4d Address: 192.0.2.70
Platform: cisco N6K-C6004-96Q, Capabilities: Switch IGMP Filtering
Interface: mgmt0, Port ID (outgoing port): GigabitEthernet0/30
Holdtime: 179 sec
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Version:

Cisco IOS Software, C3560E Software (C3560E-UNIVERSALK9-M), Version 12.2(50)SE2,
RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Fri 15-May-09 22:11 by nachen

Advertisement Version: 2
Native VLAN: 88
VTP Management Domain:
Duplex: full
Mgmt address (es):

IPv4 Address: 192.0.2.70

switch#

This example shows how to display the detailed information of all CDP neighbors:

switch# show cdp neighbors detail

Device ID:sw-sw70
VTP Management Domain Name:

Interface address(es):

IPv4 Address: 192.0.2.70
Platform: WS-C3560E-48T, Capabilities: Switch IGMP Filtering
Interface: mgmt0, Port ID (outgoing port): GigabitEthernet0/30
Holdtime: 151 sec

Version:

Cisco IOS Software, C3560E Software (C3560E-UNIVERSALK9-M), Version 12.2(50)SE2, RELEASE
SOFTWARE (fc2)

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Fri 15-May-09 22:11 by nachen

Advertisement Version: 2

Native VLAN: 88
Duplex: full
Mgmt address (es):

IPv4 Address: 192.0.2.70
Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):
IPv4 Address: 192.0.2.192
Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Dispute
Interface: Ethernetl/4, Port ID (outgoing port): Ethernetl/12
Holdtime: 174 sec

Version:
Cisco Nexus Operating System (NX-0S) Software, Version 6.0(2)N1(1)

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address (es) :

IPv4 Address: 192.0.2.192
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Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):
IPv4d Address: 192.0.2.192

Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Dispute

Interface: Ethernetl/6, Port ID (outgoing port):

Holdtime: 179 sec

Version:

Cisco Nexus Operating System (NX-0S) Software,

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address (es):

IPv4 Address: 192.0.2.192
Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):
IPv4 Address: 192.0.2.192

Ethernetl1/10

Version 6.0(2)N1(1)

Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Dispute

Interface: Ethernetl/10, Port ID (outgoing port):

Holdtime: 120 sec

Version:

Cisco Nexus Operating System (NX-0S) Software,

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address (es) :

IPv4 Address: 192.0.2.192
Device ID:switch(FOC16333ZER)
System Name: switch

Interface address(es):
IPv4 Address: 192.0.2.192

Ethernetl/6

Version 6.0(2)N1(1)

Platform: N6K-C6004-96Q, Capabilities: Switch IGMP Filtering Supports-STP-Dispute

Interface: Ethernetl/12, Port ID (outgoing port):

Holdtime: 174 sec

Version:

Cisco Nexus Operating System (NX-0S) Software,

Advertisement Version: 2

Native VLAN: 1
Duplex: full

MTU: 1500
Physical Location: snmplocation
Mgmt address(es):

Ethernetl/4

Version 6.0(2)N1(1)
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IPv4 Address: 192.0.2.192

switch#
Related Commands =~ Command Description
cdp Enables CDP on the switch.
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show cdp traffic

To display the Cisco Discovery Protocol (CDP) traffic statistics, use the show cdp traffic command.

show cdp traffic interface {ethernet siot/[QSFP-module/lport | mgmt mgmt-num}}

Syntax Description interface Displays CDP traffic statistics for an interface, Ethernet or management.

ethernet Displays CDP traffic statistics for an Ethernet interface. The slof number
slot/[QSFP-module/lport  is from 1 to 255. The QSFP-module number is from 1 to 4. The port
number is from 1 to 128.

Note The QSFP-module number applies only to the QSFP+ Generic
Expansion Module (GEM).

mgmt mgmt-num Displays CDP traffic statistics for a management interface. The
management interface number is 0.

Command Default None

Command Modes EXEC mode

Command History Release Modification
6.0(2)N1(1) Support for the QSFP+ GEM was added.
5.2(1)N1(1) This command was introduced.
Examples This example shows how to display the CDP traffic statistics for an Ethernet interface:

switch# show cdp traffic interface ethernet 1/29
Traffic statistics for Ethernetl/29
Input Statistics:
Total Packets: 3203
Valid CDP Packets: 3203
CDP v1 Packets: 0
CDP v2 Packets: 3203
Invalid CDP Packets: 0
Unsupported Version: 0
Checksum Errors: 0
Malformed Packets: 0

Output Statistics:
Total Packets: 3203
CDP v1 Packets: 0
CDP v2 Packets: 3203
Send Errors: 0

switch#

This example shows how to display CDP traffic statistics for a management interface:
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swi