NETCONF Agent

This chapter contains the following topics:

» About the NETCONF Agent, on page 1

* Guidelines and Limitations, on page 3

* Configuring the NETCONF Agent, on page 3

* Using the NETCONF Agent, on page 4

* Troubleshooting the NETCONF Agent, on page 8

About the NETCONF Agent

The Cisco NX-OS NETCONF Agent is a client-facing interface. The agent provides secure transport for the
client requests and server responses in the form of a YANG model, encoded in XML.

The NETCONF Agent supports a candidate configuration feature. The Candidate configuration datastore
temporarily holds candidate configuration and any changes you make without changing the running
configuration. You can then choose when to update the configuration of the device with the candidate
configuration when you commit and confirm the candidate configuration.

If you do not confirm the changes, exit from a nonpersistent NETCONF client session, or choose to cancel
the commit after you commit the change, a system timer then times out and rolls back the changes.

If you initiate a confirmed-commit operation with a persistent token, the NETCONF client session becomes
a persistent process. In a persistent process, exiting the NETCONF client session does not call an automatic
roll-back. Also, the changes cannot be rolled back without the matching persistent token.

Cisco NX-OS NETCONTF supports the following configuration capabilities:
* Writable-Running Capability
urn:ietf:params:netconf:capability:writable-running:1.0
* Rollback-on-error Capability

urn:ietf:params:netconf:capability:rollback-on-error:1.0

* Candidate Configuration Capability

urn:ietf:params:netconf:capability:candidate:1.0

* Validation Capability

urn:ietf:params:netconf:capability:validate:1.1
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* Confirmed Commit Capability
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urn:ietf:params:netconf:capability:confirmed-commit:1.1

When a new session starts, the NETCONF Agent sends out a <hello> message advertising its capabilities.
The following example shows a NETCONF agent sending a <hello> message to the client:

<?xml version="1.0" encoding="UTF-8"?>

<hello>

<capabilities>

<capability>urn:
<capability>urn:
<capability>urn:
<capability>urn:
<capability>urn:
<capability>urn:
<capability>urn:

ietf:
ietf:
ietf:
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ietf:
ietf:

params
params
params
params
params
params
params

:netconf:
:netconf:
:netconf:
:netconf:
:netconf:
:netconf:
:netconf:

base:1.0</capability>

base:1.1</capability>
capability:writable-running:1.0</capability>
capability:rollback-on-error:1.0</capability>
capability:candidate:1.0</capability>
capability:validate:1.1</capability>
capability:confirmed-commit:1.1</capability>

<gnilityhitp://ciso.anisAay/dsorkees-dyvicrerisias 0l H-0Gapmu leisorros-dyvicssapdaviatia sisorres-davice deviatia s/ lity>

</capabilities>

<session-1d>1438752697</session-id>

</hello>

The Cisco NX-OS NETCONF Agent supports the following NETCONF Protocol operations:

. get

* get-config

* edit-config

* close-session

* kill-session

Candidate configuration supports the following NETCONF Protocol operations.

* Operations for the candidate configuration as <source> or <target>.

* get-config

* edit-config

* copy-config

* lock
» unlock

« validate

* Operations for the candidate configuration that do not require explicitly specifying the candidate
configuration as <source> or <target>.

e commit

* cancel-commit
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* discard-changes

A\

Note The delete-config operation is not allowed.

Guidelines and Limitations

The NETCONF Agent has the following guideline and limitation:

* NETCONF does not support enhanced Role-Based Access Control (RBAC) as specified in RFC 6536.
Only users with a "network-admin" role are granted access to the NETCONF agent.

* NETCONF requires RPM to be installed on port 830.

Configuring the NETCONF Agent

The NETCONF Agent supports the following optional configuration parameters under the [netconf]
section in the configuration file (/etc/mtx.conf).

Parameter Description

idle_timeout (Optional) Specifies the timeout in minutes after
which idle client sessions are disconnected.

The default value is 5 minutes.

A value of 0 disables timeout.

limit (Optional) Specifies the number of maximum
simultaneous client sessions.

The default value is 5 sessions.

The range is 1 to 50.

The following is an example of the [netconf] section in the configuration file:

[netconf]
mtxadapter=/opt/mtx/lib/libmtxadapternetconf.1.0.1.s0
idle timeout=10

limit=1

For the modified configuration file to take effect, you must restart the NETCONF Agent using the CLI
command [no] feature netconf to disable and reenable.
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Using the NETCONF Agent

General Commands

The NETCONF Agent is enabled or disabled by the command [no] feature netconf.

General Control Commands
The available control commands for the NETCONF agent are:
netconfctl { status| start | restart | reload | stop }

Viewing the Agent Status

bash-4.2# netconfctl status
xosdsd is stopped
netconf is stopped

Starting the Agent

bash-4.2# netconfctl start
Starting Netconf Agent: [OK]

Initializing the Candidate Configuration Datastore

The candidate configuration can only be initialized with the contents of the running configuration. To Initialize
the candidate configuring datastore, send a Copy-Config request using SSH, with candidate as the target and
running as the source.

Performing Read and Write on the Candidate Configuration
To read from the candidate configuration, send a Get-Config request with SSH, using candidate as the source.

To write to the contents of the candidate configuration, send an Edit-Config request with SSH, using candidate
as the target.

NETCONF Candidate Configuration Workflow
The candidate configuration workflow is as follows:

* Edit the candidate configuration file.
* Validate the candidate configuration.

» Commit the changes to the running configuration.

Example: An SSH Session

This example shows initiating a session using the SSH client and sending an Edit-Config and GET request
using the SSH Client.
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client-host % ssh -s admin@172.19.193.152 -p 830 netconf
User Access Verification

Password:
<?xml version="1.0" encoding="UTF-8"7?>
<hello>

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:candidate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:confirmed-commit:1.1</capability>
<capability>http://cisco.com/ns/yang/cisco-nx-os-device?revision=2017-04-06&amp;

module=cisco-nx-os-device&amp;deviations=cisco-nx-os-device-deviations</capability>
</capabilities>
<session-id>1912037714</session-id>
</hello>
11>]11><hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.1</capability>
</capabilities>
</hello>
11>11>
#794
<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-list>
<name>default</name>
<rtrId>2.2.2.2</rtrId>
</Dom-list>
</dom-1items>
</inst-items>
</bgp-items>

</System>
</config>
</edit-config>
</rpc>
##
#190

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"

xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

##

#511
<rpc message-id="109"

NETCONF Agent .




NETCONF Agent |
[l Using the NETCONF Agent

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter type="subtree">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-list/>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>
</get-config>
</rpc>
#4

#996

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="109"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>
<System>
<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>
<name>default</name>
<always>disabled</always>
<bestPathIntv1>300</bestPathIntvl>
<holdIntv1>180</holdIntvl1>
<kaIntvl1l>60</kaIntvl>
<maxAsLimit>0</maxAsLimit>
<pfxPeerTimeout>30</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntv1l>60</reConnIntvl>
<rtrId>2.2.2.2</rtrId>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</data>
</rpc-reply>

#4
The operation attribute in edit-config identifies the point in configuration where the specified operation

will be performed. If the operation attribute is not specified, the configuration is merged into the existing
configuration data store. Operation attribute can have the following values:

* create
* merge

* delete

The following example shows how to delete the configuration of interface Ethernet 0/0 from the running
configuration.
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xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<edit-config>
<target>

<running/>

</target>

<default-operation>none</default-operation>

<config xmlns

:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

<top xmlns="http://example.com/schema/1.2/config">
<interface xc:operation="delete">
<name>Ethernet0/0</name>
</interface>

</top>
</config>
</edit-config>
</rpc>11>11>

Error Messages

If a request results in an error, the response payload includes the error.

Errors Defined by Cisco

The following are the errors that are defined by Cisco.

Error defined by Cisco

Description

unknown-error-cond

Unknown error encountered.

n-y-i

The requested operation is not supported (not-yet-implemented)

namespace-not-found

Error in the request payload.

namespace-already-exists

Error in the request payload.

object-not-found

Error in the request payload.

object-not-container

Error in the request payload.

object-not-property

Error in the request payload.

no-property-in-object

Error in the request payload.

invalid-dn

Internal error.

invalid-arg

Internal error.

already-exists

Error in the request payload.

container-not-found

Error in the request payload

container-already-exists

Error in the request payload.

property-not-found

Error in the request payload.

property-already-exists

Error in the request payload.

malformed

Error in the request payload.

alloc-failed

Internal error.

sigint

Internal error.
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not-initialized Internal error.

inappropriate Internal error.

The following is an example of a NETCONF error response payload that reports an invalid IP address value:

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-1d="320" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>Protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>Error</error-severity>
<error-message xml:lang="en">Property Merge (set property) Failed: operation-failed
value=500.500.500.500</error-message>
<error-path>/config/System/bgp-items/inst-items/dom-items/Dom-1list/rtrId</error-path>
</rpc-error>
</rpc-reply>

Troubleshooting the NETCONF Agent

Troubleshooting Connectivity

* From a client system, ping the management port of the switch to verify that the switch is reachable.
* In the Bash shell of the switch, execute the service netconf status command to check the agent status.

* Check whether the RSA host key for SSH is outdated. If so, remove the RSA host key entry of the switch
from the ~/.ssh/known_hosts file on the client host. This example shows the message that is received
when the host key is outdated:

client-host % ssh -s admin@192.0.20.111 -p 830 netconf
clexciereierciercyeicierciercieicieiciecielcielcielciclciclciclciclerclercierclerciercyerciercierclercleclelcic
@@ @ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
clexciercierciercyercierciercieicieicieciecielcielciclciciciclciclerclcrciercleaciercyercieicierclercleclelcic
@@ IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-
the-middle attack)! It is also possible that the RSA host
key has just been changed. The fingerprint for the RSA key
sent by the remote host is
82:3d:49:5c:1b:08:4c:8e:19:94:a8:1£:32:8d:1e:dd. Please
contact your system administrator. Add correct host key
in /users/myuser/.ssh/known hosts to get rid of this
message. Offending key in
/users/myuser/.ssh/known_hosts:304 Password
authentication is disabled to avoid man-in-the-middle
attacks. Keyboard-interactive authentication is disabled
to avoid man-in-the-middle attacks. User Access
Verification Permission denied

(publickey, password, keyboard-interactive) .

o

client-host %
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