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Preface

This document describes how to use the Admin Portal of the Cisco Cloud Network Automation Provi-
sioner (CNAP) for the Microsoft Cloud Platform (MCP).

Document Objective and Scope

This document is part of the Cisco Cloud Architecture for the Microsoft Cloud Platform (CCA MCP)
documentation suite for Release 1, summarized in the following table.

Table 2-1 CCA MCP Documentation Suite

Document

Description

Release Notes for Cisco Cloud Network Automation
Provisioner for the Microsoft Cloud Platform, Release
2.1

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce Provider/CCAMCP/2-0/CNAP2-RNs/CNAP2-Rel
ease-Notes.html

Describes caveats and other important
information about Release 2.1.

Cisco Cloud Architecture for the Microsoft Cloud
Platform: Infrastructure Foundation Guide, Release
2.0

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce Provider/CCAMCP/2-0/Foundation/CCAMCP1 _F
oundation.html

Describes data center infrastructure setup and
implementation to support CCA MCP based
services.

Cisco Cloud Architecture for the Microsoft Cloud
Platform: Zinc Container Configuration Guide,
Release 2.0

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce Provider/CCAMCP/2-0/TaaS_Zinc Config/CCA
MCP1 laaS Zinc_ Config.html

Describes the Infrastructure as a Service
(IaaS) model with per-tenant Cisco CSR
1000V-based router/firewall.

[ Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1
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Useful Microsoft Windows Azure Pack References

Table 2-1 CCA MCP Documentation Suite

Installing Cisco Cloud Network Automation
Provisioner for the Microsoft Cloud Platform, Release
2.1

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce_Provider/CCAMCP/2-0/CNAP2-Install/CNAP2-I
nstall.html

Describes the procedures and initial
configuration to install Cisco CNAP in a data
center.

Cisco Cloud Network Automation Provisioner for the
Microsoft Cloud Platform—Admin Portal Guide,
Release 2.1

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce_Provider/CCAMCP/2-0/CNAP2-Admin/CNAP2-
Admin.html

Describes how the Cisco CNAP Admin Portal
is used to create and manage network
container plans.

Cisco Cloud Network Automation Provisioner for the
Microsoft Cloud Platform—Tenant Portal Guide,
Release 2.1

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce Provider/CCAMCP/2-0/CNAP2-Tenant/CNAP2-
Tenant.html

Describes how the Cisco CNAP Tenant Portal
is used to subscribe to network container plans
and manage subscriptions.

Cisco Cloud Architecture for the Microsoft Cloud
Platform: DBaaS Configuration Guide, Release 1.0

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce Provider/CCAMCP/1-0/DBSQLaaS/CCAMCP1
DBaaS.html

Describes how Database as a Service (DBaaS)
can be deployed over the CCA MCP solution.

Cisco Cloud Architecture for the Microsoft Cloud
Platform: DRaaS Application Note, Release 1.0

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce Provider/CCAMCP/1-0/DRaaS Application Note
/DRaaS_ASR.html

Describes how Disaster Recovery as a Service
(DRaaS) based on Microsoft Azure Site
Recovery can be deployed over the CCA MCP
architecture.

Cisco Cloud Architecture for the Microsoft Cloud
Platform: Backup as a Service Implementation Guide,
Release 1.0

http://www.cisco.com/c/en/us/td/docs/solutions/Servi
ce_Provider/CCAMCP/1-0/BaaS/BaaS_CommVault.
html

Describes how Backup as a Service (BaaS)
based on Commvault Simpana software can be
deployed over the CCA MCP architecture.

This document only describes the Cisco CNAP Admin Portal. For information on using the Tenant Portal
of the Cisco CNAP for MCP, see the Tenant Portal Guide listed in the table above.

Useful Microsoft Windows Azure Pack References

The following sources may provide useful information about Microsoft WAP:
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Useful Product Documentation

e WAP Wiki—Source for general information on Microsoft WAP
http://social.technet.microsoft.com/wiki/contents/articles/20689.the-azure-pack-wiki-wapack.aspx

¢ Building Clouds Blog—Maintained by the Windows Server & System Center Customer Advisory
Team.

— Overview of WAP on the blog
http://blogs.technet.com/b/privatecloud/archive/2013/12/20/building-clouds-windows-azure-p
ack-blog-post-overview.aspx

— Installing and Configuring Series
http://blogs.technet.com/b/privatecloud/archive/2013/12/06/windows-azure-pack-installing-a
mp-configuring-series.aspx

— Troubleshooting Installation and Configuration of WAP—Introduction

http://blogs.technet.com/b/privatecloud/archive/2013/11/05/troubleshooting-configuration-of-
windows-azure-pack.aspx

e PLA—Important as the IaaS Fabric and Fabric Management PLAs are the root source for SPRA and
Fast Track.

— Overview
http://blogs.technet.com/b/privatecloud/archive/2014/04/28/iaas-product-line-architecture-ava
ilable-for-download.aspx

— Deployment Guide
https://gallery.technet.microsoft.com/Infrastructure-as-a-ecflccOb

— Cisco Fast Track—Provides extensive step-by-step instructions
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/microsoft-applications-on-c
isco-ucs/index.html

Useful Product Documentation

e (Cisco Adaptive Security Appliance 5585 (Cisco ASA 5585)
http://www.cisco.com/c/en/us/products/security/asa-5500-series-next-generation-firewalls/index.h

tml
e (Cisco Aggregation Services Router—Cisco ASR 9000 and Cisco ASR 1000
— Cisco ASR 9000
http://www.cisco.com/c/en/us/products/routers/asr-9000-series-aggregation-services-routers/i
ndex.html

— Cisco ASR 1000
http://www.cisco.com/c/en/us/products/routers/asr-1000-series-aggregation-services-routers/i
ndex.html

e Cisco Application Centric Infrastructure (Cisco ACI)
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/application-centric-infrastructur
e/index.html

e Cisco Application Policy Infrastructure Controller (Cisco APIC)
http://www.cisco.com/c/en/us/products/cloud-systems-management/application-policy-infrastructu
re-controller-apic/index.html
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I Useful Product Documentation

e Cisco Cloud Services Router 1000V (Cisco CSR 1000V)
http://www.cisco.com/c/en/us/products/routers/cloud-services-router-1000v-series/index.html

e Cisco Network Services Orchestrator (Cisco NSO)
http://www.cisco.com/c/en/us/products/cloud-systems-management/network-services-orchestrator/
index.html

e Cisco Nexus 9000
http://www.cisco.com/c/en/us/products/switches/nexus-9000-series-switches/index.html
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CHAPTER

Introduction

The Cisco Cloud Architecture for Microsoft Cloud Platform (CCA for MCP) solution delivers IaaS,
PaaS, and SaaS with integrated management software. The data center infrastructure is built with Cisco
Application Centric Infrastructure (ACI) for the Data Center Fabric and Cisco UCS-based compute,
Cisco Adaptive Security Appliance (ASA) firewall for security, and Cisco Aggregation Services Routers
(Cisco ASR 9000 and Cisco ASR1000) data center edge routers. Additionally, Cisco virtualized network
functions such as Cisco Cloud Services Router 1000V (CSR 1000V) are used to implement tenant
services.

Microsoft Hyper-V Hypervisor is used as the virtualizing layer for compute to run tenant workloads. The
Management Stack is based on Microsoft Windows Azure Pack (WAP), which allows service providers
to create plans and tenant administrators to subscribe to those plans.

CCA for MCP enables service providers to host and offer sophisticated tenant network containers over
a Cisco cloud infrastructure, enabling tenants to deploy multi-tier applications in the cloud. The provi-
sioning of such containers is enabled by the use of the Cisco Advance Data Center Network Resource
Provider in the Microsoft Windows Azure Pack Portals. Cisco Cloud Network Automation Provisioner
(CNAP) software includes the Cisco Advance Data Center Resource Provider component, which
exposes the Cisco infrastructure resources to the:

e Service Provider Cloud Admin to publish plans that offer complex network containers

e Tenant to use the subscriptions to instantiate the network containers and, using the VMClouds
Resource Provider, deploy tenant workloads and attach to tenant Virtual networks

A Microsoft WAP administrator can use the Cisco CNAP Admin Portal to configure, manage, and ad-
minister Cisco Data Center Network resources. Cisco CNAP provides the capability to create tenant con-
tainers with sophisticated network services such as tenant edge routing, multiple security zones,
firewalling, NAT, MPLS VPN access, and Server Load Balancing. The administrator uses the portal to
define and set up the available plans that will be visible in the Tenant Portal and that can be consumed
by tenants. Tenants consume resources by using the Tenant Portal to subscribe to an available plan. This
allows service providers to offer differentiated plans that provide more value to tenants and generate
more revenue for service providers, with the convenience of automation to deploy sophisticated contain-
ers for tenants.

For more information, see: http://www.cisco.com/go/cloud.

Tasks You Can Perform in the Admin Portal

You can use the Admin Portal for:

¢ Global operations:

Cisco Cloud Network Automation Provisioner
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I Tasks You Can Perform in the Admin Portal

— Configure global settings for each system and each region.

— Manage network devices and end points, including view detailed information about a network
device, add a network device, and delete a network device. You can also view information about
the devices that are added as part of tenant container creation.

— Manage VLANS, including add a new VLAN range, make a VLAN range and specific VLAN
pool available, unallocate a VLAN ID, and remove a VLAN range.

— Manage IP addresses and IP subnets, including add a new IP subnet, unallocate an IP subnet,
remove an IP subnet, and allocate public IP addresses to a tenant.

— Create container plans, configure them, and make them available so tenants can subscribe to
them.

— View tenant information.
¢ Tenant-specific operations:

— Summary Tab—Review summary information about the container created, including WAN
gateway, tier, and load balancer information. You can also delete a container.

— Gateway Tab—Review the WAN gateway specific configuration applied to a tenant container.
You can also add and remove a gateway from a tenant container.

— Firewall Tab—Display and modify firewall information about a container.

— Load Balancer Tab—Use this tab to acknowledge that a tenant has a licensed Citrix NetScaler
VPX device. Not supported in current release.

Using Global Search on Admin Portal Tabs

All of the Admin Portal tabs have a global search... box that lets you search for specific items on the
page you are currently on.

You can use global search to search for:
¢ An exact match—By default, when you type in a string, the system searches for an exact match.

For example, if you want to search for:

10.0.88.128

Begin typing from the beginning of the string.

e A substring—If you want to search using only a part of a string, use an asterisk bracketed by periods
(.*.) as a wild card search character.

For example, if you want to search for:

ASR1000

You can type in the global search box:

ASR.*.0

Or if you want to search for:

SPFUri

You can type in the global search box:

s.*.i

Cisco Cloud Network Automation Provisioner
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Prerequisites for Using Cisco Cloud Network Automation Provisioner

Understanding the Interrelationship of Tasks Performed in the Admin and
Tenant Portals

Certain tasks performed in the Admin and Tenant Portals are interdependent in that tasks must be
completed in one portal before other tasks can be accomplished in the other portal. For example:

¢ Base container plans must be created in the Admin Portal before tenants can use the Tenant Portal
to subscribe to them and create tenant containers.

¢ In the Tenant Portal, after a tenant subscribes to a plan and creates a container, then in the Admin
Portal the admin can confirm that the newly-created tenant container is Active and configure the
following for it:

— WAN Gateway—When a tenant is creating a container for a plan to which they have subscribed,
they see a screen indicating whether the plan includes entitlement for a WAN Gateway (e.g.,
MPLS VPN). If it does, they see a message to contact their cloud provider to activate the
connection to the WAN Gateway. Once the tenant container is active, the admin can then
configure the WAN Gateway in the Admin Portal. A firewall is created by default the moment
you create a WAN Gateway. For more information, see Setting Up a WAN Gateway in
Chapter 5, “Managing Container Plans.”

— Firewall—When a tenant is creating a container for a plan to which they have subscribed, they
specify the number of Workload Tiers for the container. Cisco CNAP will automatically set up
a perimeter around each of the zones in the container, however the Tenant Firewall tab will not
display any information until the WAN Gateway has been provisioned in the Admin Portal.
Each Tier and the Layer 3 VPN is considered a zone. The firewall is automatically created with
a base configuration during container creation. When the WAN gateway is created, another
firewall zone is created for the WAN edge. A firewall can be configured in either the Admin
Portal or the Tenant Portal, however it can only be configured after the tenant has created a
container and the admin has created a WAN Gateway. For more information, see Understanding
Firewall Creation in Chapter 5, “Managing Container Plans.”

Prerequisites for Using Cisco Cloud Network Automation
Provisioner

Before you can use the Admin Portal to provision [aaS containers using Cisco CNAP, you must:
e Build the data center infrastructure (see the next section).

¢ Configure specific services that are supported by the Cisco Cloud Architecture for the Microsoft
Cloud Platform architecture, such as Infrastructure as a Service (IaaS) with Zinc Container,
Database as a Service (DBaaS), Disaster Recovery as a Service (DRaaS), etc. You must set up these
services before you use Cisco CNAP to configure access to them. For more information, see
Configuring Specific Services in Chapter 4, “Developing Container Plans.”

Note  For detailed information on the Cisco CNAP prerequisites, you should consult Installing Cisco Cloud
Network Automation Provisioner for the Microsoft Cloud Platform, Release 2.1
(http://www.cisco.com/c/en/us/td/docs/solutions/Service Provider/CCAMCP/2-0/CNAP2-Install/CNA
P2-Install.html).
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I Prerequisites for Using Cisco Cloud Network Automation Provisioner

Build the Data Center Infrastructure

Container plans are built using a pool of resources. A Cloud Service Provider (CSP) builds this pool of
resources—the data center infrastructure—which is then used to offer services to tenants.

The Cisco Cloud Architecture for Microsoft Cloud Platform (CCA MCP) base infrastructure is the
foundation on which a variety of cloud services are offered. The base infrastructure consists of a set of
physical components that implement compute, storage, and data center networking. These data center
devices are set up, connected, and configured prior to adding tenant services.

Tenant services are offered using these physical resources and provisioned and managed using Cisco
CNAP automation software to enable consumption of these services. When tenants are on boarded, cloud
containers are created that provide a slice of resources from the pool that include compute, storage, and
networking. This container is securely isolated from other tenants that are consuming similar services,
thereby providing isolation for multi-tenant services.

Refer to the Cisco Cloud Architecture for the Microsoft Cloud Platform: Infrastructure Foundation
Guide, Release 1.0 for detailed information on building data centers using physical components to
implement compute, storage, and data center networking to create a pool of resources that are then used
to offer services to tenants.

The CCA MCP architecture is built using a layered approach that enables a modular design, which lets
you deploy a scalable solution with expansion capability that can be added in modular units. The Cisco
Cloud Architecture for the Microsoft Cloud Platform: Infrastructure Foundation Guide, Release 1.0
describes the following layers as well as specific implementation details:

e Data center network

e Compute for tenant workloads

e Storage and SAN

e Service tiers and differentiated services
¢ (Cloud management

The following reference topology provides a view of the components and connections used.

Cisco Cloud Network Automation Provisioner
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Prerequisites for Creating Network Container Plans and Containers ||

Figure 1-1 CCA MCP Architecture Components
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The Cisco Cloud Architecture for the Microsoft Cloud Platform: Infrastructure Foundation Guide,
Release 1.0 covers:

¢ Base infrastructure overview and considerations
e (CCA MCP hardware and software components and component licensing

¢ Base infrastructure implementation details

Prerequisites for Creating Network Container Plans and
Containers

Before you can use the Admin Portal for provisioning container plans, you must:
¢ Configure global settings for the system and for each region.

¢ Build the pool of available cloud resources.

Cisco Cloud Network Automation Provisioner
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These steps are summarized here and described in detail later in this document.

To build the pool of cloud resources, you:

Configure data center devices, including adding, in the Cisco CNAP Admin Portal, a Cisco Network
Services Orchestrator Enabled by Tail-f, a Cisco ASR 9000 or ASR 1000, and a Cisco APIC.

e Configure network pools and address pools, including:

— VLANsS, including adding a new VLAN range, making a VLAN range and specific VLAN pool
available, unallocating a VLAN ID, and removing a VLAN range.
N

Note

You must configure the VLAN pool which will be used for WAN gateway configuration. This
VLAN range is needed when the PE router is managed from Cisco CNAP. If the WAN PE router

is managed outside of Cisco CNAP, it is considered a VLAN hand-off use case and an
onboarding a range is not mandatory.

IP addresses and IP subnets, including adding and configuring the IP subnets to be used for

management connectivity, infrastructure, NAT, and tiers. You can also unallocate an IP subnet
and remove an [P subnet.

Accessing the Admin Portal

You access the Admin Portal from the WAP Admin site.

Step1  Access the WAP Admin Site and log in as an administrator.
For information on accessing WAP, see the WAP documentation.
Step2  In the WAP Admin Site, in the left column, click Cisco Datacenter Network.

You see the main Cisco Datacenter Network screen, which is the Tenants tab, as shown in the following
screen.

] Cisco Cloud Network Automation Provisioner
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Figure 1-2
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Container onita
Name Firewall | Network | SLB Type

cmatR1cl  Active Inactive 3 Inactive  Zinc
cmatR1c2 | Active Inactiva 3 Inactive  Zinc
cmatR2el | Active Inactive 3 Inactive  Zine
cmatR2c2 | Active Inactive 3 Inactive  Zinc

Unknown

Unknown

Unknown

Unknown
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Configuring Global Settings and Regions

Note  Youtypically perform the first two steps below as part of the post-installation set up procedures for Cisco
CNAP. For more information, see the section Post-installation Set Up Procedures in Installing Cisco
Cloud Network Automation Provisioner for the Microsoft Cloud Platform, Release 2.1.

¢ In the Admin Portal, configure Global Settings for the System (only required once) and Fabric.

e Start the Cisco.Network.Provisioner Windows Service, which after a new installation creates the
Cloud database.

¢ In the Admin Portal, set up and configure Regions.

In this release, Cisco CNAP uses the concept of Regions. You can think of a Region as a geographic
area or a particular facility containing managed devices and containers. For more information, see
Understanding the Concept of Regions.

e Restart the Cisco.Network.Provisioner Windows Service, which loads the configuration changes to
Cisco CNAP service.

Note  Each time you make changes to global system or region settings, you must restart the
Cisco.Network.Provisioner Windows Service for the updated settings to take effect.

Configuring Global Settings for the System and Fabric
A\

Caution  Every time you install Cisco CNAP, the database is recreated. To preserve your data, you should always
backup your database before reinstalling Cisco CNAP.

A

Caution  Pointing Cisco CNAP to an existing database during a fresh install (as opposed to an upgrade) stops the
Cisco CNAP installation. You must drop the existing database from the target database server before
continuing. This is a change from previous releases of Cisco CNAP in which fresh installations would
also drop the existing database, potentially destroying unsaved data.

By setting these parameters, you enable Cisco CNAP to communicate with components in the data
center, such as the Cisco NSO, SPF, VMM, etc.

Cisco Cloud Network Automation Provisioner
| Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 .m



Chapter2  Configuring Global Settings and Regions |

I Configuring Global Settings for the System and Fabric

Before you begin configuring global settings, complete the steps in the following section as you will
need this information to complete some fields:

e C(Creating the Cisco CSR 1000V Template Used by Cisco CNAP

Creating the Cisco CSR 1000V Template Used by Cisco CNAP

To create the Cisco CSR 1000V template:

Step1  Obtain a supported Cisco CSR 1000V ISO image.
Step2  Copy the ISO image into the library ISO location of the targeted VMM and refresh the library.

Step3  Create a virtual machine with a blank virtual hard disk using the following configuration parameters (if
not specified, the default configuration will be used):

e General hardware configuration:
- One (1) CPU

~

Note  You can configure two (2) or four (4) CPUs. Cisco CNAP supports only one template and
all Cisco CSR 1000Vs will be instantiated from the one template. See:
http://www.cisco.com/c/en/us/products/collateral/routers/cloud-services-router-1000v-seri
es/datasheet-c78-733443 html.

— 4 GB memory
¢ Hardware bus configuration:

— Virtual hard disk type is fixed and size is 8GB

— Virtual DVD driver connecting to the Cisco CSR 1000V ISO you provided
e Hardware network adapters configuration:

— Add seven (7) additional network adapters and change all eight (8) adapters' MAC addresses to
static.

e Advanced hardware configuration:
— Enable high availability and set priority to High.
— Change CPU priority to High.
— Change Memory weight to High.

Step4  Boot the virtual machine and follow the prompt to create a default (blank) configuration for the Cisco
CSR 1000V.

Step5  Shut down the virtual machine and disconnect the ISO image from the virtual machine virtual DVD
driver.

Step6 In VMM, convert the virtual machine into a virtual machine template.

Cisco Cloud Network Automation Provisioner
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Configuring Global System Settings

~

Note

Note

Step 1

Step 2

Configuring Global Settings for the System and Fabric

You typically perform this step as part of the post-installation set up procedures for Cisco CNAP. For
more information, see the section Post-installation Set Up Procedures in Installing Cisco Cloud Network
Automation Provisioner for the Microsoft Cloud Platform, Release 2.1.

You only need to perform this step once.

On the Tenants list screen, click the Global Settings tab.

You see the Global System Settings screen, as shown in the following screen.

Figure 2-1
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Move the cursor over the first row of the settings table to highlight the row. Click the highlighted row.

You see a pop-up window, as shown in the following screen.
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I Configuring Global Settings for the System and Fabric

Figure 2-2 Global System Settings Screen—Parameter Pop-up Window
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Step3  You can specify or change the value for the parameter. When you are finished, click Change. Click
Cancel to return to the previous screen without entering/changing any values.

Step4  Highlight each row in turn and specify or change the value for each parameter in the pop-up windows.
When you are finished with the parameters on the first screen, click 2 at the bottom of the screen to see
the next set of values.

There are several screens where you can specify/change System Global Settings. Table 2-1 describes the
various fields and their possible values.

Cisco Cloud Network Automation Provisioner
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Configuring Global Settings for the System and Fabric

Table 2-1 Global System Settings
Group |Name Sample Values' Description
MSFT |SPFUri https://{spf-server-name}:80 |URI for the Microsoft Service Provider Foundation
SPF 90/SC2012/{provider-service
}/{subscription-id }/Microsof
t.Management.Odata.svc/
MSFT |SPFUser <domain>\<user name> User logon for the Microsoft Service Provider Foundation
SPF
MSFT |Password ldlolialobaloly Password for the Microsoft Service Provider Foundation
SPF
Auto TokenID <Token-string> Valid Smart License Token for Cisco CRS1000V auto
Deploy deployment
Auto SmartLicProxy Host Name for the Proxy Server Used for Smart Licensing
Deploy Validation
Auto SmartLicProxyPort TCP Port for the Proxy Server Used for Smart Licensing
Deploy Validation
Auto CSRUser admin Administrator User Logon set at BOOTSTRAP of the
Deploy Cisco CSR 1000V
Auto CSRPassword ootk Administrator Password set at BOOTSTRAP of the Cisco
Deploy CSR 1000V. You can change the password when initially
defining global settings. Follow good security practices to
set a secure password. However once you have onboarded
devices, you cannot change the password since that will
cause container creation to fail.
Auto NameServer 10.0.43.10 Name Server Address for Virtual Network Devices
Deploy
Auto MgmtDomain vmdc-cosn.cisco.com Domain name defined on the Management Network
Deploy
Auto SyslogServer 10.0.63.231 Syslog Server address for Virtual Network Devices.
Deploy
Auto HsrpAuthString AR oK Key for HSRP Authentication.
Deploy
Auto RouteDescriptorPrefix |PeAutoSystemNumber Prefix source used for auto-generated Route Descriptors.

Deploy

Options are PEBundle or PEautoSystemNumber.

1. The values shown are examples. Use values appropriate for your cloud environment.

Configuring Global Fabric Settings

Step 1

On the Tenants list screen, click the Global Settings tab, then click the Fabric tab.

You see the Global Fabric Settings screen, as shown in the following screen.
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Configuring Global Settings for the System and Fabric

Step 2
Step 3

Step 4

Figure 2-3
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Move the cursor over the first row of the settings table to highlight the row. Click the highlighted row.

You can specify or change the value for the parameter. When you are finished, click Change. Click
Cancel to return to the previous screen without entering/changing any values.

Highlight each row in turn and specify or change the value for each parameter in the pop-up windows.
When you are finished with the parameters on the first screen, click 2 at the bottom of the screen to see

the next set of values.

There are three screens where you can specify or change Fabric Global Settings. Table 2-2 describes the

various fields and their possible values.
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Table 2-2 Global Fabric Settings

Configuring Global Settings for the System and Fabric

Cloud ID |Settings

Sample Values'

Description

1 MPLS
VPN

PEacil.2InterfacePrimary

5

Bundle-Ethernet or Port-channel interface on the
PE connecting to the Cisco ACI Fabric.

For the Cisco ASR 9000, the value is in the range
<1-65535>

For the Cisco ASR 1000, the value is the range
<1-64>.

~

Note In the current Cisco CNAP release, this
value is used on both PE devices. Make
sure to use the same interface number
when pre-provisioning the PE devices.

1 BGP

PEAutoSystemNumber

200

Provider Edge Autonomous System Number.

1 BGP

CEAutoSystemNumber

65001

Customer Edge Autonomous System Number.

1 APIC

VmmDom

cca

Cisco APIC Virtual Machine Manager (VMM)
Domain.

The VMM domain is located in the Cisco APIC
GUI under VM Networking —> Inventory —>
Microsoft.

1 APIC

L2DomainPostfix

asr9k-12domain

ask9k-phy

Name used for the Layer 2 Bridge Domain in the
Cisco APIC if you are provisioning Zinc
containers with a Single Cisco CSR 1000V or a
Cisco CSR 1000V pair for each customer.

In the Cisco APIC GUI, navigate to Fabric —>
Access Policies —> Physical and External
Domains —> External Bridge Domains and
select the domain that is assigned to the VLAN
pool corresponding to the Network pool defined in
Cisco CNAP.

For a multi-CSR Zinc container, the physical
domain name is used instead.

In the Cisco APIC GUI, navigate to Fabric —>
Access Policies —> Physical and External
Domains —> Physical Domains and select the
domain that is assigned to the VLAN pool
corresponding to the Network pool defined in
Cisco CNAP for asr9k connectivity.

1 APIC

L2extPathNodel

101

Cisco ACI Leaf Node 1 ID which is part of the
vPC to PE router.

In the Cisco APIC GUI, navigate to Fabric —>
Inventory —> Fabric Membership to view the
node ID of all switches in the Cisco ACI fabric.

| Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1
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Table 2-2

Global Fabric Settings

1 APIC

L2extPathNode2

102

Cisco ACI Leaf Node 2 ID which is part of the
vPC to PE router.

In the Cisco APIC GUI, navigate to Fabric —>
Inventory —> Fabric Membership to view the
node ID of all switches in the Cisco ACI fabric.

1 APIC

L2extIntPathl

vpc_nl01 nl102
_asr9k pel

Policy Group name for the vPC connecting the
Cisco ACI leaf pair to PE1.

In the Cisco APIC GUI, navigate to Fabric —>
Access Policies —> Interface Policies —> Profiles
and select the interface profile corresponding to
the vPC. Use the Policy Group name associated
with this interface profile.

1 APIC

L2extIntPath2

vpc_nl01 nl102
_asr9k pe2

Policy Group name for the vPC connecting the
Cisco ACI leaf pair to PE2.

1 MPLS
VPN

PEacilL2InterfaceSecondary

Bundle-Ethernet or Port-channel interface on PE2
connecting to the Cisco ACI Fabric.

a~

This value is not used in the current Cisco
CNAP release.

Note

1 APIC

VmmCntrl

cCa-scvimm

Cisco APIC Virtual Machine Manager (VMM)
Controller defined under the VmmDom (VMM
Domain) described above.

The VMM controller name is located in the Cisco
APIC GUI under VM Networking —> Inventory
—> Microsoft —> <domain> —> Controllers.

1 Internet

InternetVMNetworkName

InternetVL0699
VMNetwork

Internet Network Name connecting to Internet for
Internet provisioning.

1 BGP

PEInternetRouterPrimaryAddres
s

10.5.11.251

Address of the Primary PE router on the Internet
Subnet.

1 BGP

PEInternetRouterSecondaryAddr
ess

10.5.11.252

Address of the Secondary PE router on the Internet
Subnet.

1 Internet

InternetHsrpGroupBase

1000

Internal HSRP Group ID starting index for
Internet provisioning.

1. The values shown are examples. Use values appropriate for your cloud environment.
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Starting the Cisco.Network.Provisioner Windows Service W

Starting the Cisco.Network.Provisioner Windows Service
S

Note  You typically perform this step as part of the post-installation set up procedures for Cisco CNAP. For
more information, see the section Post-installation Set Up Procedures in /nstalling Cisco Cloud Network
Automation Provisioner for the Microsoft Cloud Platform, Release 2.1.

The Cisco.Network.Provisioner Windows Service is installed as part of the Cisco CNAP installation
process, however it is not started automatically since the Global System settings must first be set.

At this point, starting the Cisco.Network.Provisioner Windows Service loads all the global settings into
the Cisco CNAP backend orchestrator and creates the Cloud record(s).

To start the Cisco.Network.Provisioner Windows Service:

Step 1 Start Windows Task Manager.

Y

Note  You can also use the Windows Start menu to search for Windows services.

Step2  Click the Services tab.

Step3  In the list of services, locate Cisco.Network.Provisioner, right-click it, and in the pop-up window that
appears, click Start.

Setting Up and Configuring Regions

You can think of a region as a geographic area or a particular facility containing managed devices and
containers. For example, one region might be used to indicate managed devices in Data Center 1 (DC1),
used as the primary site for a particular tenant’s hosted applications, and another region might be Data
Center 2 (DC2), used as the secondary site in the event of an outage at DC1. Note that regions could be
co-located in the same facility (e.g., in a particular room or cabinet row) or a region could indicate a set
of remotely managed CPE devices (e.g., for a remote region).

On the Regions tab screen, you can:
e Add aregion.
¢ Look at information about regions.
¢ Modify a region.

¢ Remove a region.

Understanding the Concept of Regions

As implemented by Cisco CNAP, Regions in effect comprise availability zones. However, in contrast to
Openstack (where for example each AZ has a unique Openstack instance), in this case, the Regions are
all under the control of a single WAP and Cisco CNAP instance. Thus WAP logical constraints apply,

limiting the total number of supported SCVMM instances in the system to five and the total number of
VM clouds per SCVMM to four. Additionally, the Cisco ACI APIC to SCVMM agent, which provides

Cisco Cloud Network Automation Provisioner
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W Setting Up and Configuring Regions

for seamless integration of the Cisco Nexus 9000 DC switching fabrics with the VM Clouds within the
overall system, constrains the relationship of ACI fabric to SCVMM instances to 1:N, where the
maximum value for N is five (i.e., the maximum number of SCVMMSs supported by WAP).

Figure 2-4 illustrates an example of a multi-Region, single WAP and Cisco CNAP administrative
domain system. Note that the system shows the maximum number of possible SCVMM instances per
WAP.

Figure 2-4 Multi-Region—Single WAP and Cisco CNAP System
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Setting Up and Configuring Regions

As previously discussed, while some of the regions above feature multiple SCVMM instances, they each
have only one ACI fabric, preserving the 1:N relationship of ACI to SCVMM systems.

Note In this release, Cisco CNAP only automates pushing of per-tenant routing information to the
directly-attached Border Routers (BRs) in the system. Though technically possible, end-to-end routing
between regions is not automated, as the assumption is that Provider-Edge (PE) to PE routed paths will
be under the administrative control of a separate backbone transport operational team. Thus the BRs
serve the role of an intra-DC or intra-Region administrative demarcation point.

Similarly, although the virtual machines or associated storage in a tenant container in one region may
serve as backup resources for those in another container in another region, the tenant may only view
network tiers and apply firewall policies for these workloads on a per-container basis because the
container remains a logical routed boundary. The assumption is that in this case unique SCVMM
instances will be utilized per Region.

Figure 2-5 illustrates a two-region system, with one management POD in Region “DC1” and a second
SCVMM system associated with Region “DC2”. Figure 2-5 also more fully depicts the administrative
demarcation of the PE routers, serving as the Layer 3 gateway to the provider backbone transport
networks, versus the BRs, serving as Layer 3 gateways to DC staff-administered Data Center
Interconnect networks.

Figure 2-5 Dual-DC with Single WAP and Cisco CNAP Management Fabric
§ - — [ Primary WAN P .
K _*. v. Path 7 ‘_*, .
DC1 H 1 l\ H DC2
' ==Y == g
AS U
N ool &3
Infra-DC Border §Sg= S22 |nfra-DC Border
Routers (ASR 9000) [&..3 %3 Routers (ASR 9000)
| | | |
ACI Fabric #1 ACI Fabric #2
== == V- V-
ael 38 83 el
apic| [aric ¥ach), [¥ac1), [aci) i), apic| [apic
N
= =\ =
o & ey & o
APIC Controllers [} [} [} =) APIC Controllers
| | | \ | | | | \ | | |
== =

== =0
% ] & 96| %]
|| #| || | 1#| #|

Tenant 1

E EdIES ]
Tenant 1 g M | g H | g
Zinc #1 E==r == Zinc #2 = H
- ffffff 1? fffff l ff
Cisco and K&Co)&\ K;Q&\ h(i)»\ K;@&\ J;Qx\ K;Q&\ K;Qx\
= &

Microsoft ) A vy y.— K FL~
Management E;E@ Egﬁ@ [ v [] v |
Cluster andin =W =g [ v [[ v |
Virtual Tenant Virtual Tenant .
WAP, CNAP, Services Services SCVMM 2 Services Services &
SCVMM u&)

When you configure data center devices, network pools, and address pools, you must indicate the Region
with which these network resources will be associated. For more information, see Chapter 3, “Building
the Pool of Available Cloud Resources.”
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I Setting Up and Configuring Regions

~

Note  You must have at least one region defined in CNAP. If you only have one region, you must set up and
group all network devices, IP pools, VLAN ranges, etc. into that one region.

The resources within the scope of a particular region could include APIC clusters and nodes, MPLS and
Internet gateway nodes (and related routing systems such as BGP or others), ASA5500 firewalls, and
SCVMM controllers and their associated VM networks.

Adding a Region

To add a region:

Step1  On the Regions Tab screen, place the cursor over the plus sign (+), which displays the New Region
tooltip, and click it, as shown in the following screen.

Figure 2-6 Regions Tab Screen—Add New Region Button
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You see the following screen.
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Regions Tab Screen—Add Region Popup

Figure 2-7
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Region
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Step2  Enter a Name, Site ID (must be at least two characters), and an optional Description.
A Side ID is a site identifier that is part of a container name. The Site ID appears in the container name
in the format xxxxxxx-nn-xxxxx, where nn is the Site ID.

When you are finished, click the Next arrow. You see the following screen

Cisco Cloud Network Automation Provisioner H
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Figure 2-8 Regions Tab Screen—Associate SCVMM to Region Popup
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Step3  Complete the following fields to associate an SCVMM to the Region you are adding:

SCVMM Name—Name of the SCVMM.

SCVMM Host IP—FQN/IP Address of System Center VMM Host.
SCVMM User—User Logon for the Microsoft System Center VMM.
SCVMM Password—Password for the Microsoft System Center VMM.

CSRVM Template—Name of the Cisco CSR 1000V VM Template. For more information, see
Creating the Cisco CSR 1000V Template Used by Cisco CNAP.

NSVM Template—Name of the Citrix NetScaler VPX VM Template. Not supported in the current
release.

VM Mgmt Network—VMNetwork used for management of the Cisco CSR 1000Vs. This is not the
Logical Switch.

ISO Destination Folder—Folder at the System Center VMM Host to hold post-deployment ISOs.

Step4  Use the Clouds pull-down menu to associate clouds with the SCVMM, as shown in the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 2-9 Regions Tab Screen—Cloud Pull-down Menu
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You can associate more than one Cloud, as shown in the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 2-10 Regions Tab Screen— Two Clouds Selected
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Step5  When you are finished, click + Add.
The SCVMM is added to the SCVMMS table, as shown in the following screen.
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Figure 2-11

Setting Up and Configuring Regions

Regions Tab Screen—SCVMM Added to List
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Step 6

You can associate additional SCVMMs. In the upper right, click + New, complete the fields, and when

you click +Add, each is added to the SCVMMS table, as shown in the following screen.
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Figure 2-12

Configuring Global Settings and Regions |

Regions Tab Screen—Second SCVMM Added
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You can also add additional SCVMMSs to a Region from the main Regions Tab screen. Next to the

215688

SCVMM Definition field, click the + (plus sign), as shown in the following screen
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Figure 2-13
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On the screen shown in Figure 2-8, in the upper right, click + New, complete the fields, and when you

click +Add, the SCVMM is added to the SCVMMS table.
When you are finished associating SCVMMs, click Save.

Step 7

You see the following screen with the Region(s) you added displayed.
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Figure 2-14 Regions Tab Screen—Region Added
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Viewing Information about a Region

To view information about a region:

Step1  On the main Admin Portal screen, click the Regions tab. You see the following screen.
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Figure 2-15 Regions Tab Screen
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Step2  On the left of the screen under Regions, click the name of a region. You see the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 2-16 Regions Tab Screen—Region Selected
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Step3  Under System Center Virtual Machine Manager, click the name of a SCVMM. You see the following
screen.
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Figure 2-17 Regions Tab Screen—SCVMM Selected
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Under SCVMM Parameters, you see values for the following parameters for the selected SCVMM:
e SCVMM Host—FQN/IP Address of System Center VMM Host.
e SCVMM User—User Logon for the Microsoft System Center VMM.
¢ SCVMM Password—Password for the Microsoft System Center VMM.

e CSRVM Template—Name of the Cisco CSR 1000V VM Template. For more information, see
Creating the Cisco CSR 1000V Template Used by Cisco CNAP.

e NSVM Template—Name of the Citrix NetScaler VPX VM Template. Not supported in the current
release.

e VM Mgmt Network—VMNetwork used for management of the Cisco CSR 1000Vs. This is not the
Logical Switch.

e ISO Destination Folder—Folder at the System Center VMM Host to hold post-deployment ISOs.
¢ Clouds—Clouds associated with the SCVMM.

Cisco Cloud Network Automation Provisioner
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Modifying a Region

You can modify:
e The description of a region. You cannot modify the name or site ID of a region

e The parameters for SCVMMs associated with a region

Modifying the Description of a Region

To modify the description of a Region:

Step 1 On the Regions Tab screen, in the list of Regions, click the Region you want to modify, then hover the
cursor over the pencil icon to display the Change option, as shown in the following screen.

Figure 2-18 Change Region Icon
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Step2  Click Change. You see the following screen.
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Figure 2-19 Region Change Description
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Step3  Under Description, change the description, then click Save.

Modifying SCYVMM Parameters for a Region

Step1  You can modify SCVMM parameters in two ways:

Setting Up and Configuring Regions

Cancel

215808

¢ On the Regions Tab screen, in the list of SCVMMs, click the SCVMM you want to modify, then
under SCVMM Definition, click the pencil icon next to the name of the SCVMM.

e On the screen where you associate SCVMM(s) to a Region, click the SCVMM you want to modify.

The parameter values for the selected SCVMM are displayed, as shown in the following screen.
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Figure 2-20 SCVMM Change screen
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Step2  Change the values for any of the parameters. When you are finished, click Save.

The updated values are reflected in the entry in the SCVMMS table.

Removing a Region

You can remove a region subject to the following restrictions:
e Before you can remove a region, you must remove the SCVMM(s) associated with the region.

e Before you can remove an SCVMM, you must remove any plans and containers associated with the
SCVMM.

If you attempt to remove a region without completing these steps, you will see an error message.

To remove a region:

Step1  On the Region Tab screen, in the list of Regions, click the Region you want to remove, then click the X
(Remove) button next to the name of the Region. You see the following screen.
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Figure 2-21 Region Remove screen
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You have to delete the indicated resources, such as SCVMMs, IP Subnets, Plans, Network Devices,
Containers, and VLAN Ranges.

Step2  If there are SCVMMs associated with the Region, you must remove the SCVMM(s). On the screen
where you associate SCVMM(s) to a Region, click the SCVMM you want to remove, then click
Remove. You see the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 2-22 Remove SCVMM
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Step3  You have to remove any resources associated with the region before you can remove it. If there are

additional SCVMMs associated with the region you are removing, remove those SCVMMSs using the
same procedure.

Step4d  When you have finished removing SCVMMs, on the Regions Tab screen, remove the region.

Restarting the Cisco.Network.Provisioner Windows Service

At this point, restarting the Cisco.Network.Provisioner Windows Service loads the configuration
changes into the Cisco CNAP backend orchestrator.

To restart the Cisco.Network.Provisioner Windows Service:

Step 1 Start Windows Task Manager.

a

Note  You can also use the Windows Start menu to search for Windows services.

Step2  Click the Services tab.
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Step3  In the list of services, locate Cisco.Network.Provisioner, right-click it, and in the pop-up window that
appears, click Start.

Cisco Cloud Network Automation Provisioner
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Building the Pool of Available Cloud Resources

You have to add a variety of resources to Cisco CNAP to form the pool of devices and addresses that
you can use in your clouds. This involves:

¢ Configuring Data Center Devices
e Configuring Network Pools and Configuring Address Pools

You use Cisco CNAP to specify your IP addressing scheme details so that those IP addresses, VLAN
pools, subnets, etc. are available during container creation.

You must specify:

— The VLAN ranges and their associated VLAN pools that you will be utilizing when creating
network plans. When you add a VLAN range, Cisco CNAP populates the VLAN pool.

— How IP subnets and their associated IP address pools will be utilized, such as for Infrastructure,
Management, NAT, or Tier.

Note  Since Cisco CNAP is also pushing configurations for the automation of work flows on devices, certain
precautions need to be followed when manually configuring devices to avoid disrupting Cisco
CNAP-based automation. Changing configurations pushed from Cisco CNAP will cause the automated
provisioning system to malfunction, which in some cases could cause all automated provisioning to stop
until the error conditions are manually remediated. In general on the data center provider edge, all
configurations under the tenant VRFs pushed by Cisco CNAP should not be edited or changed, including
sub-interfaces and routing. Similarly on the Cisco APIC, the Cisco APIC tenants configured by Cisco
CNAP should only be changed by Cisco CNAP. Any configurations pushed by Cisco CNAP should not
be manually edited. For more information, see Installing Cisco Cloud Network Automation Provisioner
for the Microsoft Cloud Platform, Release 2.1.

Configuring Data Center Devices

You add network devices to form the pool of infrastructure resources available to a cloud. Network
devices are associated with a specific cloud. In the current release, only one cloud is supported.

~

Note  Enter device information carefully. In the current release, you cannot modify device information once
you have added it. If you want to make changes after you have added a device, you must delete the device
and add it again.

You must initially add the following three devices before you can perform network provisioning:

Cisco Cloud Network Automation Provisioner
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Chapter3  Building the Pool of Available Cloud Resources |

I Configuring Data Center Devices

¢ Cisco Network Services Orchestrator Enabled by Tail-f
e Cisco Aggregation Services Router—Cisco ASR 9000 or Cisco ASR 1000 (WAN Gateway)

~

Note  If you are manually provisioning WAN Edge/PE, you do not have to add a Cisco ASR 9000 or
ASR 1000. For more information on manual provisioning, see Understanding the Difference
Between Auto-provisioning and Manually Provisioning WAN Gateways in Chapter 5,
“Managing Container Plans.”

e (Cisco Application Policy Infrastructure Controller (APIC)—SDN switching fabric

A

Note  Before you add the Cisco APIC, you must create a directory to store the Cisco APIC
configurations. As the admin user (or ensure the admin user has read and write access to the
directory), create the directory:

/home/admin/cisco-apicdc

If you want to implement access control for the network, add a
e Cisco TACACS+ or RADIUS Server

You can also delete devices if necessary. Virtual network devices that are created by Cisco CNAP are
displayed but cannot be deleted.

Adding a Cisco Network Services Orchestrator Enabled by Tail-f

You should have performed this step as part of the Cisco CNAP installation because the Cisco NSO
should be the first network device you add.

For more information, see the section Connecting Cisco Cloud Network Automation Provisioner to the
Cisco Network Services Orchestrator in Installing Cisco Cloud Network Automation Provisioner for the
Microsoft Cloud Platform, Release 2.1.

Adding a Cisco ASR, Cisco APIC, and Cisco ASA 5585

Note

After you add the Cisco NSO, the next two devices you should add are:
e (Cisco Aggregation Services Router—Cisco ASR 9000 or Cisco ASR 1000 (WAN Gateway)
e (Cisco Application Policy Infrastructure Controller (APIC)—SDN switching fabric

Before you add the Cisco APIC, you must create a directory to store the Cisco APIC configurations. As
the admin user (or ensure the admin user has read and write access to the directory), create the directory:
/home/admin/cisco-apicdc

When used with Cisco CNAP, the Cisco APIC cluster should be front-ended by a Server Load Balancer
(SLB) and you should set up an HTTPS bridging session, which allows registration of one IP address on
Cisco CNAP for the Cisco APIC cluster (basically the SLB VIP). Cisco CNAP expects a single IP
address for the Cisco APIC cluster, which may have three or more nodes.
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To add a Cisco ASR and Cisco APIC:

Step1  On the Network Devices Tab screen, in the Region drop-down, click the Region to which you want to
add a device, as shown in the following screen.

Figure 3-1 Network Devices Tab Screen
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Step2  Click Add.

You see the Add Network Device screen.
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Figure 3-2 Add Network Device Screen
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The Type pull-down menu displays the devices you can add, as shown in the following screen.
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Figure 3-3 Add Network Device Screen— Type Pull-down Menu
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Step3  Region: Region Name displays the Region to which the Network Device will be associated. Complete
the following fields:

e Name—User-defined name given to the Network Device.

e Type—Device type: On the pull-down menu, select ASR9000, ASR1000, or APIC, depending on
what device you are adding. For information on adding a Cisco TACACS+ or RADIUS server, see
Adding a Cisco TACACS+ or RADIUS Server.

e Connection:
— Protocol—Protocol used to connect to the device: SSH, HTTP, or HTTPS
— Port—Port used to establish the connection to the device.

— FQDN/IP—IP Address or FQN given to the Network Device at the Providers Network. Fully
Qualified Name or Valid IP address in dotted format. Characters, numbers, and “-”. (The period
[.]is also used in DNS names, but only between DNS labels and at the end of an FQDN.)
https://technet.microsoft.com/en-us/library/cc959336.aspx

¢ Authentication:
— Login—Service Account Logon used to establish a connection with the Network Device.

— Password—Service account password.

Cisco Cloud Network Automation Provisioner
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— Enable Password—Ifthe device you are adding has an enable password that is different than the
device password, enter it here. Otherwise the device password will be used for enable mode.

Step4  Click Add to add the network device or Cancel to cancel the addition.

Step5  Repeat the procedure for the other device(s) you must add, such as a Cisco ASR 9000, Cisco ASR 1000,
Cisco ASR 5585, or Cisco APIC.

Adding a Cisco TACACS+ or RADIUS Server

During container creation, Cisco CNAP checks if a Cisco TACACS+ or RADIUS server has been on-
boarded. If it has, Cisco CNAP adds the configuration for it to the Cisco CSR 1000V. Cisco TACACS+
is used by default unless you have only onboarded a RADIUS server.

To add a Cisco TACACS+ or RADIUS server:

Step1  On the Network Devices Tab screen, in the Region drop-down, click the Region to which you want to
add the server, as shown in the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 3-4 Network Devices Tab Screen
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Step2  Click Add.

You see the Add Network Device screen.
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Figure 3-5 Add Network Device Screen
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The Type pull-down menu displays the devices you can add, as shown in the following screen.
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Figure 3-6 Add Network Device Screen— Type Pull-down Menu
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Step3  Region: Region Name displays the Region to which the server will be associated. Complete the
following fields:

¢ Name—User-defined name given to the server.

¢ Type—Device type: On the pull-down menu, select TACACS+ or RADIUS, depending on what
type of server you are adding.

e Connection:

— Protocol—TCP is the default protocol used to connect to a Cisco TACACS+ server. UDP is the
default protocol used to connect to a RADIUS server.

— Port—443 is the default port used to establish the connection to a Cisco TACACS+ server. You
can change this value. You must enter the port number for a RADIUS server.

— FQDN/IP—IP Address or FQN given to the Network Device at the Providers Network. Fully
Qualified Name or Valid IP address in dotted format. Characters, numbers, and “-”. (The period
[.]is also used in DNS names, but only between DNS labels and at the end of an FQDN.)
https://technet.microsoft.com/en-us/library/cc959336.aspx

e Authentication:

— Login—Service Account Logon used to establish a connection with the server.

Cisco Cloud Network Automation Provisioner
[ Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 .m


https://technet.microsoft.com/en-us/library/cc959336.aspx

Chapter3  Building the Pool of Available Cloud Resources |

I Configuring Data Center Devices

— Password—Service account password.

— Enable Password—If the server you are adding has an enable password that is different than the
server password, enter it here. Otherwise the server password will be used for enable mode.

Step4  Click Add to add the network device or Cancel to cancel the addition.

Deleting a Network Device

Step1  On the Network Devices Tab Screen, in the Region pull-down menu on the left, click the region
containing the device you want to delete.

S,
Note  You can delete an existing Network Device only if the device is not being used by a network container,
irrespective of whether the device is Active or Inactive.

Step2  Click the specific device you want to delete, then click the Delete button.

You see the Delete Network Device screen.

Figure 3-7 Delete Network Device Screen
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Step3  Click Remove to remove the network device or Cancel to cancel the deletion.

Configuring Network Pools

You must specify the VLAN ranges and their associated VLAN pools that you will be utilizing when
creating network plans. When you add a VLAN range, Cisco CNAP populates the VLAN pool.

For example, when you create a WAN Gateway, Cisco CNAP will acquire a VLAN ID from the VLAN
pool and mark it as allocated.

On the Network Pool tab, you can:
¢ Add VLAN Ranges to the available Cloud resources.
¢ Once added, manage the VLAN ranges and VLAN IDs.

Important Considerations When Configuring Network Pools

You must take into consideration the following configuration requirements and recommendations:

¢ You must add a VLAN pool for the Cisco ASR 9000 or ASR 1000 with the same range as the VLAN
pool defined on the Cisco APIC for use with the Cisco ASR 9000 or ASR 1000. On the Cisco APIC,
the VLAN pool for the Cisco ASR 9000 or ASR 1000 should be assigned to a Physical Domain so
it can be used to configure the trunk between the Cisco ASR 9000 or ASR 1000 and the Cisco APIC.

e [t is recommended to use separate VLAN pools in Cisco CNAP for auto-provisioned and
manually-provisioned WAN Edge/PEs. This lets you allocate and unallocate the VLANSs for
manually-provisioned WAN Edge/PEs separate from auto-provisioned WAN Edge/PEs, thereby
eliminating overlapping VLAN issues. Cisco APIC, however, can use a single VLAN pool for
auto-provisioned and manually-provisioned WAN Edge/PEs.

Managing Network Pools

You use the Network Pool tab to manage the VLANS that will be used during the orchestration of
Network Containers. A group of VLANs make up each VLAN Range (on the Network Pool tab, the
group of VLANS in a particular VLAN Range is also called the VLAN Pool). All of the VLAN Ranges
collectively make up the Network Pool.

In the current release of Cisco CNAP, one VLAN Range must be created for WAN connectivity between
data center PE routers and the Cisco ACI Fabric. Note that the VLAN Range entered into Cisco CNAP
must be consistent with configurations on the Cisco ACI VLAN pools associated with the external in-
terfaces to the data center PEs.

You can:
¢ Look at information about VLANS.
¢ Add anew VLAN Range.

e Mark a VLAN Range as available thereby automatically Unallocating all the VLANs in its VLAN
Pool.

e Unallocate a VLAN ID.
e Remove a VLAN Range.

Cisco Cloud Network Automation Provisioner
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Viewing Information about VLANs

Figure 3-8 Network Pool Tab Screen
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If you click on a specific entry in the VLAN Range table, you see the associated VLAN Pool, as shown
in the following screen.
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Configuring Network Pools
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e The VLAN Range table contains the following fields:

— Region—Name of the Region.

— VLAN IDs—A range of VLAN IDs in the format: “Start Vlan ID - End Vlan ID”.

— State—State of the VLAN Range, which is either Available or Unavailable. A VLAN Range is
said to be Available when it still has VLANSs that are not yet Allocated. The VLAN Range is
marked Unavailable once all the constituent VLANSs have been allocated.

— Group—The VLAN Range group, which in the current release is Infrastructure for all VLANSs.
Infrastructure VLANSs are used to “stitch” the provider edge (PE) to the customer edge (CE). In
future releases, there may be container patterns that require these VLANS to be managed

through Cisco CNAP by the user.

— Created On—Date and time when the VLAN Range was created.
— Modified On—Date and time when the VLAN Range was last modified.

¢ For the selected VLAN Range, the VLAN Pool table contains the following fields:
— VLAN ID—Numeric value representing a VLAN.
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— Name—The Tenant Name.

— State—State of the VLAN, which is either Allocated or Unallocated. A VLAN will be marked
“Unallocated” as long as it has not been used by any network component in the backend. Once
it has been consumed by the network, the backend will mark it as “Allocated”.

— Allocated On—Date and time when the VLAN was allocated.
— Modified On—Date and time when the VLAN was last modified.
e Add Button—Lets you add a new VLAN Range and its corresponding VLANS to the system.

¢ Available Button—Should only be used for emergency clean up. For example, if the system
crashes and the configurations on the devices are corrupted or destroyed, but the database still
reflects the VLAN Ranges as being unavailable. The Available button marks the selected VLAN
Range as available and all the constituent VLANSs as Unallocated. It does not decouple the
constituent VLANSs from the network components to which they may or may not be coupled (such
as PE<—>CE stitching).

¢ Unallocate Button—Should only be used for emergency clean up. For example, if the system
crashes and the configurations on the devices are corrupted or destroyed, but the database still
reflects the VLANSs as being Allocated. The Unallocate button marks the selected VLAN as
Unallocated. It does not decouple the constituent VLANs from the network components to which
they may or may not be coupled (such as PE<—>CE stitching).

¢ Delete Button—Lets you remove an existing VLAN Range from the system if it is not allocated to
any tenant. and none of its VLANS are in the Allocated state.

Adding a New VLAN Range

Step1  To add a new VLAN Range, select a Region in the VLAN Range table and click the Add button.
You see the Add VLAN Range screen.

Figure 3-10 Add VLAN Range Screen

Add VLAN Range

Range Information

Start: End:
100 300
Group: Region:
Infrastructure TR v
Addd Zancel

288732

Step2  Enter information in the following fields:
e Range Info:
— Start—The Starting VLAN ID on the Range. Enter a numeric value in the range [0,4096].
— End—The Ending VLAN ID on the Range. Enter a numeric value in the range (Start, 4096].

Cisco Cloud Network Automation Provisioner
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— Group—The VLAN Range group, which in the current release is Infrastructure for all VLANSs.
Infrastructure VLANSs are used to “stitch” the provider edge (PE) to the customer edge (CE). In
future releases, there may be container patterns that require these VLANSs to be managed

through Cisco CNAP by the user.
— Region—Name of the Region to which the VLAN Range will be associated.

e VLAN Blocks:

Y

Note

If you use VLAN blocks, the range should be an exact multiple of the block size. For example,
VLAN range 101-300, block size of 10.

— Split Range in Blocks—Indicates whether or not the VLAN Range needs to be divided up into
smaller VLAN Range blocks, which lets you add and delete in smaller blocks. If the value is
true, then the VLAN Range defined by Start and End needs to be divided up into smaller VLAN

Range blocks or else the VLAN Range will not be split.
— Size—Total number of VLANS on each block. Enter a numeric value < (End - Start).

Step3  Click Add to add the VLAN Range or Cancel to cancel the addition.
Making a VLAN Range and Specific VLAN Pool Available
)

Note

New VLANS are Available by default. The Available button is active only if all the VLANSs in a given
range are allocated and the VLAN range itself is allocated.

To make a VLAN Range and specific VLAN Pool available, on the Network Pool tab select a VLAN

Step 1
Range and a VLAN Pool, as shown in the following screen.
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Figure 3-11 Select VLAN Range and Pool
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Step2  Click Available.
You see the Make VLAN Range Available screen.
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Figure 3-12 Make VLAN Range Available Screen
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Step3  Click Available to make the VLAN Range available or Cancel to cancel the operation.

If you click Available, you see the following screen.

Figure 3-13 Make VLAN Range Available — Warning Screen
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Step4  To make the VLAN Range available, click Yes, continue!

Unallocating a VLAN ID

Step 1 To unallocate a specific VLAN, on the Network Pool tab select a VLAN Pool, then click Unallocate.

>

Note  On the Network Pools tab, you cannot de-couple a VLAN from the configurations in which it
may be a part. Unallocating a VLAN merely resets a flag in the database and makes this VLAN
available to Cisco CNAP. It does not actually remove it from any network configuration in which
it may be a part.

You see the Unallocate VLAN screen.

Figure 3-14 Unallocate VLAN Screen
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Step2  Click Unallocate to unallocate the specified VLAN ID or Cancel to cancel the operation.

Removing a VLAN Range

Step1  To remove a VLAN Range, on the Network Pool tab select a VLAN Range, then click Delete.

You see the Remove VLAN Range screen.
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Figure 3-15 Remove VLAN Range Screen
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Step2  Click Remove to remove the specified VLAN Range or Cancel to cancel the operation.

Configuring Address Pools

You must specify how IP subnets and their associated IP address pools will be utilized, such as for In-

frastructure, Management, NAT, or Tier.

You use the Address Pool tab to manage the IP addresses and IP subnets that are used during the orches-
tration of network containers. IP addresses and IP subnets are associated with a specific cloud.

You can:

e Look at information about IP addresses and IP subnets

e Add a new IP subnet

e Remove an IP subnet

Important Considerations When Configuring Address Pools

You should carefully consider your IP addressing scheme and how you plan to use it when configuring

address pools.

Table 3-1 shows the various IP subnet groups and how they are used by Cisco CNAP. Each subnet group

is described in more detail in the following sections.
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Table 3-1 IP Subnet Groups— Categories of IP Pools Consumed by Cisco CNAP
Subnet Group Description
Group of subnets used for stitching core network elements of the container (Public or
Private).
Infrastructure ) ) )
For example, the L3VPN interface on the Cisco CSR 1000V uses a Private IP subnet from
this group. A Public IP subnet is used for the loopback address on the Cisco CSR 1000V.
Tier Group of subnets used in the provisioning of network segments in a tier (Private). Tierl,
Tier2, Tier3, and DMZ have unique IP subnets from this group.
Group of subnets used for device management and other management functions. The Cisco
Management

CSR 1000V management IP addresses use this pool.

Subnet used for Internet interface on Cisco CSR 1000V. This is typically a large subnet,
Internet such as /22, as each Zinc container would require three IP addresses for stitching the Cisco
CSR 1000V to the shared Internet subnet.

Group of subnets used for Dynamic and Static NATs. The NAT address pool uses public
IP addresses. Each Cisco CSR 1000V is assigned a /32 address from this subnet pool.

VIP Group of subnets used for DMZ VIPs. This pool uses Public IP addresses.

NAT

You must take into consideration the following configuration requirements and recommendations:
¢ You must create a separate Management IP subnet pool for each cloud.

e The IP subnet you plan to use to manage the Cisco CSR 1000Vs must be assigned to the
Management Group and must be large enough to accommodate the required number of Cisco CSR
1000Vs.

¢  You must define a Public Infrastructure subnet that will be used for BGP routing between the Cisco
CSR 1000Vs and the Cisco ASR 9000 or ASR 1000.

¢ You can define a Private Infrastructure subnet for Layer 3 VPN, however you do not have to. If you
do not, Cisco CNAP will allocate IP addresses for Private Infrastructure with /29 if none are
configured.

¢ You can define a Tier subnet, however you do not have to. If you do not, Cisco CNAP will allocate
IP addresses for Tier if none are configured.

Infrastructure Subnet Group

The Infrastructure subnet group consists of Private and Public IP subnets.

A Private subnet with /29 network mask is used for stitching the Cisco CSR 1000V to the PE devices.
This subnet is overlapping across tenants. Cisco CNAP uses the IP addressing scheme in Table 3-2 for
L3VPN connectivity when a Zinc container is provisioned.

Table 3-2 Infrastructure Subnet Group
Subnet IP address |Purpose
10.5.0.0/29

10.5.0.0 Subnet Address
10.5.0.1 Cisco ASR 9000/ASR1000 Primary PE device

Cisco Cloud Network Automation Provisioner
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Table 3-2 Infrastructure Subnet Group

Subnet IP address |Purpose

10.5.0.2  |Cisco ASR 9000/ASR1000 Secondary PE device
10.5.0.3 |L3VPN interface on Cisco CSR 1000V Primary
10.5.0.4 |L3VPN interface on Cisco CSR 1000V Secondary
10.5.0.5 |HSRP address on Cisco CSR 1000V

10.5.0.6  |Not used

10.5.0.7 |Broadcast Address

The Loopback IP address is derived from an IP address pool of type Public. Each Cisco CSR 1000V will
inherit an IP address from this pool with a /32 network mask.

Tier Subnet Group

Each workload tier by default requires a Private IP subnet with a mask of /26 or lower. The first 20 IP
addresses are reserved by Cisco CNAP for various purposes, as shown in Table 3-3. A /24 subnet is used
in this example.

Table 3-3 Tier Subnet Group

Subnet IP address Purpose

192.168.1.0/24 |192.168.1.0 Subnet Address
192.168.1.1 Cisco CSR 1000V Primary
192.168.1.2 Cisco CSR 1000V Secondary
192.168.1.3 Cisco CSR 1000V HSRP

192.168.1.6-192.168.1.10 |SLB VIP
192.168.1.11-192.168.1.20 |Not used

192.168.1.21 First tenant VM in the subnet
192.168.1.254 Last tenant VM in the subnet
192.168.1.255 Broadcast Address

Management Subnet Group

The Management subnet group is used for assigning management IP address to virtual devices, such as
the Cisco CSR1000V. This is typically a Private subnet configured to access the management network
of the cloud service provider. You may choose the size of the subnet depending on the number of virtual
devices that are managed by Cisco CNAP.

Internet Subnet Group

The Internet IP subnet is a Private subnet that is shared across each tenant Cisco CSR 1000V requiring
Internet access. Tenants with active and standby Cisco CSR 1000Vs would require three unique IP
addresses from this pool. Table 3-4 shows a sample scheme used for the Internet subnet.

Cisco Cloud Network Automation Provisioner
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Table 3-4 Internet Subnet Group

Subnet IP address |Purpose

10.5.8.0/22 |10.5.8.0 Subnet Address

10.5.8.1 Tenant 1 Primary Cisco CSR 1000V

10.5.8.2 Tenant 1 Secondary Cisco CSR 1000V

10.5.8.3 Tenant 1 HSRP

10.5.8.4 Tenant 2 Primary Cisco CSR 1000V

10.5.8.5 Tenant 2 Secondary Cisco CSR 1000V

10.5.8.6 Tenant 2 HSRP

10.5.11.251 |Primary PE device (manually configured)

10.5.11.252 |Secondary PE device (manually configured)

10.5.11.253 |HSRP address on PE device (manually configured)

10.5.11.255 |Broadcast Address

NAT Subnet Group

The NAT subnet is used by the Cisco CSR 1000V for dynamic NAT when Internet access is required.
Each tenant will get a unique NAT address from this pool for their Cisco CSR 1000Vs. With a /24 mask,
Cisco CNAP can generate NAT addresses for 254 tenants. Choose the subnet size depending on the
number of tenants that the cloud service provider is planning to support.

VIP Subnet Group

The VIP subnet is a Public subnet used within the DMZ tier.

Managing Address Pools

On the Address Pool tab, you manage IP addresses and IP subnets:

Look at information about IP addresses and IP subnets
Add an IP subnet to the pool of available IP subnets.
Delete an IP subnet from the pool of available IP subnets.

Assign the IP subnet to a Group (Infrastructure, Management, NAT, SharedService, or Tier), which
defines how it is utilized.

Allocate and unallocate public IP addresses to a tenant.

Viewing Information about IP Subnets

You can view information about IP subnets on the Address Pool tab, as shown in the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 3-16 Address Pool Tab Screen
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The Address Pool tab contains the following fields:

Subnets Table—Displays the IP subnets available for orchestration and automation of a Network
Container or Network Service. The fields in the table are:

e Region—The associated Region.

e Subscriber—The name of the tenant.

¢ Network—Subnet number in CDIR format.

e Gateway—The associated gateway for the subnet.

e  Group—The subnet group:
— Infrastructure—Group of subnets used for stitching core network elements of the container
— Tier—Group of subnets used on the provisioning of network segments in a tier
— Management—Group of subnets used for the data center management of each cloud
— Internet—Group of subnets used for used for the Internet tier (not available in current release)
— NAT—Group of subnets used for dynamic and static NAT
— VIP—Group of subnets used for DMZ VIPs (not available in current release)

Cisco Cloud Network Automation Provisioner
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Public—Whether the cloud is public or private.
State—The subnet state (Allocated/Unallocated).

Owner—The Owner (Provider, Provider Template, or Tenant).

Allocated On—Date and time when the subnet was allocated.

Modified On—Date and time when the subnet was last modified.

If you click a specific subnet, you see the corresponding IP Address Pool table, as shown in the following
screen.

Figure 3-17
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IP Address Pool Table—For the selected subnet, displays the IP Addresses available for orchestration
and automation of a Network Container or Network Service. The fields in the table are:

[P-address—String representation of the IP Address in dotted format.
State—The subnet state (Allocated/Unallocated).

Assignee—The container with which the IP address is associated.

Allocated-On—Date and time when the IP Address was allocated.

Modified-On—Date and time when the IP Address was last modified.

] Cisco Cloud Network Automation Provisioner
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At the bottom of the screen are the following buttons:
¢ Add Button—Lets you add a new IP subnet and its corresponding IP Address Pool.

¢ Delete Button—Lets you remove an existing IP subnet from the system.

Adding a New IP Subnet

Step 1 On the Address Pool tab, to add a new IP subnet, click the Add button.
You see the Add New IP Subnet screen.

Figure 3-18 Add New IP Subnet Screen
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Step2  To create a new IP subnet, complete the following fields:

e Public—Indicates whether or not the IP Address subnet is a collection of public addresses. The
value is true if the subnet and its IP Address Pool are Public and false otherwise.

e Version—IP Addressing Version. In this release, only IPv4 addresses are allowed.
e Network Address—Network Address in dotted format.

e Subnet Mask—A “/” followed by a numeric value in the range [0,32]. (CIDR prefix value). For
example a subnet of size /29 will have eight IP Addresses in the pool it defines.

e Gateway—Only available for management IP addresses.

¢ Group—A group defined classification for the IP subnet that describes how the subnet will be used.
For example, if the subnet is used on a VLAN on which VMs will be deployed, the subnet will
belong to the Host Network. The format is a string representation of the IP group (Infrastructure,
Management, NAT, Tier, or SharedService) as described above.

Cisco Cloud Network Automation Provisioner
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¢ Region—The Region to which the IP subnet is associated.

Step3  Click Add to add the subnet or Cancel to cancel the addition.

Removing an IP Subnet

Step 1 On the Address Pool tab, to remove an IP subnet, click the subnet you want to remove and then click the
Delete button.

You see the Delete IP Subnet screen.

Figure 3-19 Delete IP Subnet Screen
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Step2  Click Delete to delete the subnet or Cancel to cancel the deletion.

Understanding the Allocation of Public IP Addresses to Tenants

The DMZ tier is a perimeter network inside a tenant’s container which is securely separated from the
other interior networks of the container. The DMZ tier hosts applications and is accessible from the
public Internet and other external networks having connectivity to the container edge.

Cisco Cloud Network Automation Provisioner
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To enable real-time inbound communication from the public Internet to the tenant’s private cloud DMZ
tier, you can allow tenant-administered servers to be addressable on the public Internet. You can create
pools of unallocated (unassigned) public IP addresses. Then, as needed, you can allocate (assign) these
public IP addresses to tenants. Tenants can map the allocated public IP addresses to private IP addresses
within their DMZ tiers, including any DMZ Load Balancer VIP and any Workload VM addresses.
Mapping directs inbound traffic from a public IP address to a private DMZ address. Figure 3-20
illustrates this concept. Tenants can also unmap addresses.

Figure 3-20 Mapping Public IP Addresses to Private DMZ IP Addresses
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For example, a tenant might create a workload VM on the DMZ tier and want access to it from the
Internet, in which case the tenant will request a public IP address, which you can provide from the VIP
pool. The tenant can then map the workload VM address to the public IP address you allocated to the
tenant.

For more information about the VIP Group of subnets used for DMZ VIPs, see Important Considerations
When Configuring Address Pools.

Allocating Public IP Addresses to a Tenant

To allocate public IP addresses to a tenant:

Step1  On the Address Pool tab, locate the VIP public IP subnet with the unallocated IP addresses you want to
allocate and click it. You see the following screen showing the Unallocated IP Addresses in the selected
subnet.

Cisco Cloud Network Automation Provisioner
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Figure 3-21 Unallocated IP Addresses
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Step3  Use the pull-down menu to select the tenant to which you want to assign IP addresses and enter the
number of [P address you want to assign. Click Allocate. You see the following screen with the IP
address allocated.

Figure 3-23 IP Addresses Allocated
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Unallocating Public IP Addresses from a Tenant

To unallocate a public IP address from a tenant:

Step 1 Select the IP address you want to unallocate, then click Unallocate at the bottom of the screen, as shown
in the following screen.
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Figure 3-24
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You see the following screen asking you to confirm that you want to unallocate the IP address from the

specified tenant.

Figure 3-25
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Developing Container Plans

This section describes how a service provider administrator can create and configure container plans and
make the available for tenants to use.

Types of Container Plans

The types of container plans you can create include:

laa$ Plans: Containing Cisco Data Center Network(s) and VM Clouds in one plan
¢ In this release, CNAP allows two types of Zinc containers: single Cisco CSR 1000V
(non-redundant) or dual Cisco CSR 1000V (redundant).

e Cisco CNAP also supports a model wherein a single tenant, such as an agency in a government or a
department in an enterprise, can instantiate a multi-Zinc container for the purpose of horizontal scale
out. You can view this as a single, multi-redundant Cisco CSR 1000V container construct or as a
case of “inter-container” routing.

This allows users within a single organization to:

— Scale out their network performance through the provisioning of additional Cisco CSR 1000V
routers.

— Allocate Cisco CSR 1000Vs and the associated workload subnets to specific applications.

— Allocate Cisco CSR 1000Vs according to departments or work groups within an organization.

DBaa$S Plan: WAP/SQL-RP Plans

This document focuses on [aaS Plans. Note that [aaS Plans can also be used directly by tenants for their
workloads as IaaS service. The SP Admin can also use laaS Plan subscriptions to build hosted
applications for tenants.

Configuring Specific Services

Each tenant service will need additional per-tenant configuration to onboard the tenant. The services that
are supported by the CCA MCP architecture include Infrastructure as a Service (IaaS) with Zinc Con-
tainer, Database as a Service (DBaaS), Disaster Recovery as a Service (DRaaS), and Backup as a Service
(BaaS).

Cisco Cloud Network Automation Provisioner
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Each tenant gets a logical container of resources and the cloud container patterns provide a view of this
logical network. Container models can be built in a variety of ways to support the use cases. A set of
reference laaS patterns have been built that are available “out of the box” for ready deployment. Orches-
tration of these containers is accomplished by using Cisco CNAP to provision the Cisco networking
pieces for tenant services.

For specific configuration requirements for these services, see:

e Cisco Cloud Architecture for the Microsoft Cloud Platform: Zinc Container Configuration Guide,
Release 1.0—Describes the Infrastructure as a Service (IaaS) model with per-tenant CSR
1000V-based router/firewall and provides implementation details of the CSR 1000V-based IaaS
pattern for tenancy in CCA MCP.

e (Cisco Cloud Architecture for the Microsoft Cloud Platform: DBaaS Configuration Guide, Release
1.0—Describes how Data Base as a Service can be deployed over the CCA MCP architecture.

e (Cisco Cloud Architecture for the Microsoft Cloud Platform: DRaaS Application Note, Release
1.0—Describes how Disaster Recovery as a Service (based on Microsoft Azure Site Recovery) can
be deployed over the CCA MCP architecture.

e Cisco Cloud Architecture for the Microsoft Cloud Platform.: Backup as a Service Implementation
Guide, Release 1.0—Describes how Backup as a Service (powered by Commvault Simpana) can be
deployed over the CCA MCP architecture.

~

Note A sample Data Base as a Service deployment is described in Appendix B, “Sample Database as
a Service Deployment.”.

Creating Container Plans

This section describes:

¢ Using the container plan creation wizard to create a network and virtual machine cloud container
plan, including details about:

— WAN gateway
— Tenant perimeter firewall

Once a container plan is created, customers can use the Tenant Portal to subscribe to any of the available
public container plans. For more information, see Cisco Cloud Network Automation Provisioner for the
Microsoft Cloud Platform—Tenant Portal Guide, Release 2.1.

Creating a Network and Virtual Machine Cloud Container Plan

To create a network and virtual machine cloud container plan:

Step 1 On the Tenants Tab screen, click + New in the lower left corner, as shown in the following screen. You
can also click PLANS on the main WAP screen.

Cisco Cloud Network Automation Provisioner
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Figure 4-1 Tenants Tab Screen— Containers
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You see a pop-up window with various options for what you can create, as shown in the following screen.
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Figure 4-2 Creation Options Screen
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Step2  Click Plan.

You see options to Create Plan and Create Add-On, as shown in the following screen.
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Step 3

Figure 4-3
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You see a pop-up window, as shown in the following screen.
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Figure 4-4 Create a Hosting Plan Screen
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Step4  Enter a name for the plan, then click the right arrow (—>).

You see a pop-up window, as shown in the following screen.

Figure 4-5 Select Services Screen
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Step5  Select Cisco Datacenter Network, then click the right arrow (—>).
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You see a pop-up window, as shown in the following screen.

Figure 4-6 Select Add-Ons Screen
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Step6  Click the check mark.

You see a window with the plan you created, which has a Status of Private and a State of Not Configured,
as shown in the following screen.
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Figure 4-7 Plans Screen
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Step7  Click the name of the plan you just created.

You see the following screen, which displays assorted information about the plan.
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Figure 4-8 Plan Detail Screen
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Step8  Under Plan services, click on the name of the plan you’re going to configure. In this example, we click
Cisco DataCenter Network.

You see the following screen.
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Figure 4-9 Configure Network Container Plan Screen
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Step9  Complete the various fields to create a network container:
¢ Enter Plan Details about the container:
— Name—Enter a descriptive name for the container.

— Customer Service ID—Used as part of the naming convention that is collected when creating a
plan and can also be used to associate subnets with Customer Service IDs.

— Description—Enter a description for the container.
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— Maximum Instances per Subscription—1-100
— Maximum Instances per Cloud—1-2500
e Region Selection—Select the region(s) with which the container will be associated.

e Perimeter Router Pair Selection—Select the perimeter router pair from the pull-down menu.

e Specify Container Details:

— Bring Your Own IP Space (BYoIP)—BYoIP allows Tenant administrators to assign their own
preferred address space (subnet) to each of the Workload Tiers within a Tenant container. They
are isolated from other Container Groups and other Tenants, allowing the Tenant’s Enterprise
Network to use the container and access each of the Tiers as per the firewall policy. Each Tier
within a Container Group must have its own unique address space (subnet) to prevent conflicts

within the container. To function properly the address space must not conflict with the Tenant’s
Enterprise Network address space.

Note  When Multi-CSR is selected, BYoIP is required and does not have to be selected. When
Multi-CSR is not selected, BYoIP is not supported. In this release, Multi-CSR is preselected.

— Type—Zinc Container is supported in the current release.
— Multi CSR—Preselected in this release. For more information, see Types of Container Plans

— WAN Access—Specify the type of WAN Access: MPLS VPN, Site-to-Site VPN, or Internet
Access. Remote VPN is not available in the current release.

Note  Autoprovision WAN Edge/PE, which provisions the Data Center Provider Edge Router with
Tenant VRF and L3VPN configurations, is preselected in this release. For more information,
see Understanding the Difference Between Auto-provisioning and Manually Provisioning WAN
Gateways in Chapter 5, “Managing Container Plans.”

— Tiers: Workload and DMZ—Three (3) Workload Tiers and one (1) DMZ Tier are available in
the current release.

— High Availability: Perimeter Services and Load Balancer—High Availability for Load Balancer
is not available in the current release.

— High Availability:—When configuring service details in a plan, you can select High
Availability for Perimeter Services (Cisco CSR 1000V) and Load Balancer (Citrix NetScaler
VPX), although in the current release, HA is not supported for Load Balancer; HA is only
available for Perimeter Services:

— If High Availability is not checked (non-HA mode), only one network service virtual
machine instance is created of the Cisco CSR1000V. The service is still highly available,
but an underlying host or OS failure will cause a reboot of the network service virtual
machine, interrupting service for seven to 10 minutes.

— IfHigh Availability is checked, two virtual machine instances are created. In this mode, the
two network service virtual machines are clustered and have application-level high
availability protocols that will quickly restore service when one of the network service
virtual machines has an outage due to software crashes or underlying node failures. The
outage time to detection and failover is typically in seconds.
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IP Addresses are used by the Cisco NSO to communicate over the management interface to
these virtual machine instances. Based on your HA selection for Perimeter Services, Cisco
CNAP will allocate one or two IP addresses for Perimeter Services. For Load Balancer, Cisco
CNAP will allocate only one IP address.

— CSR 1000V License Selection—First select the CSR Feature Set using the pull-down menu,
then select the CSR Throughput Level using the pull-down menu. The options available on the
CSR Throughput Level pull-down menu depend on what you selected for the CSR Feature Set.

BFD—Bidirectional Forwarding Detection, a network protocol used to detect faults between
two forwarding devices connected by a link, is used to ensure that the Cisco CSR 1000V has
reachability to specific points in the network. If BFD loses a specific path, traffic can be
rerouted to the backup path. If BFD is not configured, a network outage may go unnoticed or
extend the time it takes for traffic to re-converge.

Step10  When you are finished, at the bottom of the screen click Save.

You see a message at the bottom of the screen while the configuration is being saved, as shown in the
following screen.

Figure 4-10 Configure Network Container Plan Screen—Update in Progress
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Step11  When the message disappears, click the back arrow (<—) at the top left.

You see the following screen, which shows the plan is now Active and Configured.
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Figure 4-11 Plan Detail Screen—Plan Active and Configured
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Step12  As shown at the top, the PLAN IS PRIVATE. To make it public so tenants can subscribe to it, at the
bottom of the screen click Change Access and then Public, as shown in the following screen.

~

Note  You can leave the plan Private and then manually assign tenants to the plan.
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Figure 4-12 Change Access to Public Screen
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Step 13 You see a pop-up asking you to confirm you want the plan to be public, as shown in the following screen.
Click Yes.

Figure 4-13 Confirm Public Access Screen
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You see a message at the bottom of the screen while the configuration is being saved, as shown in the
following screen.
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Figure 4-14 Change Access to Public Screen —Update in Progress
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When the message disappears, you see the following screen. As shown at the top, now the PLAN IS
PUBLIC.
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Figure 4-15 Plan is Public Screen
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Note that there are no subscriptions since the plan is new and tenants have not yet subscribed to it.

S
Note Ifyouadded a Virtual Machine Cloud plan to a Cisco Datacenter Network plan, then you must first have
a container deployed.
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The Service Provider administrator can use the Cisco CNAP Admin Portal to:
¢ Display summary information about containers and tenant administrators
e Delete a container
e Display and modify gateway information about a container:

— Look at information about a gateway.

— Add a gateway (you cannot configure a WAN Gateway until a tenant has created a container and
the container is active).

— Delete a gateway.
¢ Display and modify firewall information about a container:
— View summary information about a firewall.
— View the hierarchy of information on the Firewall tab.
— Set up a tenant perimeter firewall.
— Change the policy map for a service policy.
— Add a new class map.
— Change a class map.
— Create a new network Access Control List (ACL).
— Change an Access List.
— Create a new object group.

— Change an object group.

Note  Since Cisco CNAP is also pushing configurations for the automation of work flows on devices, certain
precautions need to be followed when manually configuring devices to avoid disrupting Cisco
CNAP-based automation. Changing configurations pushed from Cisco CNAP will cause the automated
provisioning system to malfunction, which in some cases could cause all automated provisioning to stop
until the error conditions are manually remediated. In general on the data center provider edge, all
configurations under the tenant VRFs pushed by Cisco CNAP should not be edited or changed, including
sub-interfaces and routing. Similarly on the Cisco APIC, the Cisco APIC tenants configured by Cisco
CNAP should only be changed by Cisco CNAP. Any configurations pushed by Cisco CNAP should not
be manually edited. For more information, see /nstalling Cisco Cloud Network Automation Provisioner
for the Microsoft Cloud Platform, Release 2.1.
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Viewing Summary Information about Containers and Tenant
Administrators

The Containers tab under the Tenants tab displays a list of all the tenant containers currently managed
by Cisco CNAP, as shown on the Tenants Tab—Containers screen.

Figure 5-1 Tenants Tab Screen—Containers
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Each container row visible on the Tenants tab shows the following information:
e Cont ID—The ID of the container.
e Region—Name of the region to which the container is associated.
¢ Admin Container Name—Descriptive name of the container in the Admin Portal.
¢ Tenant Container Name—Descriptive name of the container in the Tenant Portal.
e Container State—The current state of the container:
— Active
— Creating

— Inactive
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¢ Firewall—The status of all Firewall Services associated with a particular container.

¢ Network—Total number of networks in the container.

e SLB—The status of all Load Balancer Services associated with a particular container.
¢ Type—The type of container, which in the current release is only Zinc.

e WAN—The status of each of the WAN Gateway Services (MPLS VPN, Site-to-Site and Remote
Access VPN, or Internet Access) associated with a particular container.

e Tiers—The number of tiers currently configured in the container.
¢ Created On:—Displays the date and time when the container was created.
e Modified On:—Displays the date and time when the container was last modified.

The Admins tab under the Tenants tab displays a list of all the Tenant Administrators, as shown on the
Tenants Tab—Admins screen.

Figure 5-2 Figure Tenants Tab Screen—Admins
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Each tenant row visible on the Tenants tab shows the following information:
e Tenant ID—The ID of the Tenant Administrator.

e Tenant Admin—The login credential of the Tenant Administrator.
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¢ Customer Name—The name of the customer.
¢ Created On:—Displays the date and time when the Tenant Administrator was created.

e Modified On:—Displays the date and time when the Tenant Administrator was last modified.

Viewing Summary Information about a Specific Container

Step1  To display summary information about a specific container, on the Tenants tab click on the row with the
container you want to view, as shown in the following screen.

Figure 5-3 Tenants Tab— Container Selected
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You see the Tenants Summary screen.

Cisco Cloud Network Automation Provisioner
m. Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 |



| Chapter5 Managing Container Plans

Viewing Summary Information about a Specific Container W

Figure 5-4 Tenants Summary Screen
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The Tenants Summary screen displays a list of the WAN Gateway services configured in the container
(only MPLS VPN in current release) and a list of all the perimeter network services configured in the
container (firewall, tiers, DMZ, etc.).

Specific information above the WAN Gateway and Perimeter tables includes:
¢ Container Name:—Displays the container name.
¢ Container Type:—Displays the container type name.
¢ Region:—Displays the Region name.

e Status:—Displays the container status. The icons indicate (icons are only meaningful on initial
configuration as status is not routinely monitored):

— Green—Container is Active.
— Red—Container is Inactive.
— Yellow—Container state is Creating.
¢ Created On:—Displays the date and time when the container was created.

e Modified On:—Displays the date and time when the container was last modified.
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Viewing Summary Information about a Specific Container

You can collapse and expand the table information using the triangles, as shown in the following sample

WAN Gateways—Displays the total count of WAN gateways. For example, if MPLS VPN and

Site-to-Site were part of the container, the displayed text would be WAN Gateways (2). The icon
indicates the status of the WAN Gateway(s): Green, Red, and Gray (icons are only meaningful on

initial configuration as status is not routinely monitored).

Firewalls—Displays the total count of firewalls. For example, if one firewall was part of the

container, the displayed text would be Firewalls (1). The icon indicates the status of the firewall(s):
Green, Red, and Gray (icons are only meaningful on initial configuration as status is not routinely

monitored).
Load Balancers—Displays the total count of Load Balancers.

Active Networks—Displays the total count of active networks configured on the container. For
example, if there were five total networks, the displayed text would be Active Networks (5).

screens for the MPLS VPN WAN Gateway, Perimeter Firewall, and Perimeter Tier 1.

Figure 5-5 Summary Tab— WAN Gateway MPLS VPN Details
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Using MPLS VPN as an example, the information in the WAN Gateway table includes:

MPLSVPN and name—Gateway type, name of the gateway, and an icon to indicate the status of the

VPN (icons are only meaningful on initial configuration as status is not routinely monitored).
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¢ Import RT—Displays the RT based on your network design.

e Export RT—Displays the RT based on your network design.

e Route Descriptor—Displays the descriptor based on your network design.

¢ VRF—Generated by Cisco CNAP based on the abbreviation of the container ID.

e Primary [P—External PE IP Address in dotted format.

¢ Secondary IP—External PE IP Address in dotted format.

e Mask—External PE Mask in dotted format

¢ Created On:—Displays the date and time when the WAN Gateway was created.

e Modified On:—Displays the date and time when the WAN Gateway was last modified.

Information in the Perimeter table is based on the currently selected Cloud Service and includes infor-
mation about firewalls and tiers (in the current release, public for backups and recovery for DMZ are not
used).

Figure 5-6 Summary Tab—Perimeter Firewall Details
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Using Zone Based Firewall as an example, the information in the Perimeter table includes:
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e Zone Based Firewall and name—Firewall type, name of the firewall, and an icon to indicate the
status of the firewall (icons are only meaningful on initial configuration as status is not routinely
monitored).

e Primary IP—External PE IP Address

e Primary Mask—External PE Mask

e Secondary IP—External PE IP Address

e Secondary Mask—External PE Mask

¢ Created On:—Displays the date and time when the firewall was created in the form.

¢ Modified On:—Displays the date and time when the firewall was last modified.
Figure 5-7 Summary Tab — Perimeter Tier Details
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Information in the Perimeter table for each Tier includes:
e Seg |—IP Address of the tier segment.

¢ Created On:—Displays the date and time when the Tier 1 was created in the form mm-dd-yyyy
hh:mm:ss.

¢ Modified On:—Displays the date and time when the tier was last modified in the form mm-dd-yyyy
hh:mm:ss.
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~

Deleting a Container

Note  When you delete a container, all information about the container is deleted from the Cisco CNAP

database and none of the deleted information can be recovered.

Step1  To delete a container, on the Tenants tab click on the row with the container you want to delete, as shown
in the following screen.

Figure 5-8
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You see the Tenants Summary screen.
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Figure 5-9 Tenants Summary Screen
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Step2  You can use the Containers: pull-down menu to select a different container to delete. To delete the
selected container, at the bottom of the screen click Remove.

You see a screen asking you to confirm the deletion, as shown in the following screen.

Figure 5-10 Confirm Container Deletion
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Step3  Click Yes to delete the container or No to cancel the deletion.

Setting Up and Managing WAN Gateways

Tenants can access their cloud networks via a WAN. This section describes the provisioning of WAN
Gateways for tenant containers, which in this release includes one option:

e Automated provisioning of MPLS L3VPN-based access for the tenant, including provisioning of the
Data Center WAN Edge/PE.

Note  For single CSR containers, which are not supported in this release, there is an option for no automated
provisioning of the Data Center PE. A VLAN-based hand-off from the Data Center PE to the Data Center
Fabric/network is provisioned for each tenant.

On the gateway tab screen, you can:
¢ Look at information about a gateway.
e Add a gateway.

You should not configure a WAN Gateway until a tenant has created a container and the container
is active. Check that the container is created and shown as active before provisioning the WAN
Gateway.

e Remove a gateway.

Step1  To display gateway information about a specific container, on the Tenants tab click on the row with the
container you want to view, as shown in the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 5-11 Tenants Tab—Container Selected Screen
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You see the Tenants Summary screen.
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Figure 5-12 Tenants Summary Screen
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Step2  Click the Gateway tab.

You see the Tenant Gateway screen.
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Figure 5-13
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¢ Container Name:—Displays the container name.
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Gateway MPLS VPN
Type:

-
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¢ Container Type:—Displays the container type name, which in the current release is limited to Zinc.

¢ Region:—Displays the Region name.

e Status:—Displays the WAN Gateway status. The icons indicate (icons are only meaningful on initial
configuration as status is not routinely monitored):

— Green—WAN Gateway is Active.
— Red—WAN Gateway is Inactive.

— Yellow—WAN Gateway state is Creating.

e Name:—Displays the name in the form <abbreviation>-mpls-vpn.

e Gateway Type:—MPLS VPN

e Description:—Descriptive name.

The MPLS VPN Backbone and PE fields are described in the next section on Setting Up a WAN

Gateway.
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Understanding the Difference Between Auto-provisioning and Manually
Provisioning WAN Gateways

a

Note  This distinction only applies to single CSR containers, which are not supported in this release.

During container creation, you can specify whether you want to auto-provision WAN Edge/PE. If you
select Autoprovision WAN Edge/PE, then during WAN setup you enter MPLS VPN information, such
as route targets and route descriptor, and Cisco CNAP automatically selects a VLAN from the infrastruc-
ture pool and uses cloud settings that you defined for the Cisco APIC vPC information to set up the WAN
Gateways in the plan.

If your network does not include PE equipment (e.g., Cisco ASRs), you can manually provision the
WAN gateways in a plan. During container creation, do not select Autoprovision WAN Edge/PE. Then
during set up of WAN Gateways, you can specify the VLAN that will be used on the vPC to connect to
private network service, as well as the external PE A and PE B IP addresses.

A

Caution  You can manually provision WAN gateways even if your network includes PE equipment. You can also
use both auto-provisioning and manual provisioning, however you must be extremely careful not to
introduce potential configuration conflicts.

All gateways set up in the plan will be provisioned in the same way, either automatically or manually.

Setting Up a WAN Gateway
A

Note  You cannot configure a WAN Gateway until a tenant has created a container and the container is active.

To set up a WAN Gateway, you specify WAN Gateway settings as appropriate for the VPN access
methods you select:

e MPLS VPN
e Site-to-Site VPN
e Internet Access—Set up by a tenant in the Tenant Portal.

e Remote Access VPN—Not available in the current release.

Setting up a MPLS WAN Gateway

The information you enter is different depending on whether during container creation you specified you
wanted Cisco CNAP to Autoprovision WAN Edge/PE. (This distinction only applies to single CSR
containers, which are not supported in this release.)

To set up a MPLS WAN Gateway for a container:

Step1  On the Tenants tab click on the row with the container for which you want to set up a MPLS WAN
Gateway, as shown in the following screen.

Cisco Cloud Network Automation Provisioner
[ Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 .m



Chapter5 Managing Container Plans |

I Setting Up and Managing WAN Gateways

Figure 5-14 Tenants Tab—Container Selected Screen
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You see the Tenants Summary screen.
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Figure 5-15 Tenants Summary Screen
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Step2  Click the Gateway tab.

Note  The specific Tenant Gateway screen you see depends on whether or not during container creation you
specified Autoprovision WAN Edge/PE.(Note: This distinction only applies to single CSR containers,
which are not supported in this release.)

The screens below show examples for MPLS.

Cisco Cloud Network Automation Provisioner
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Setting up an Auto-provisioned WAN Edge/PE

Step 3

Figure 5-16
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The route descriptor is auto-generated depending on the value of the RouteDescriptorPrefix global
system setting, as well as the VLAN used. The RouteDescriptorPrefix setting accepts either:

— PeBundle—Uses the PE Bundle for this region.

— PeAutoSystemNumber—Uses the BGP Provider Edge AS number for this cloud.

The following screen shows a gateway being created with auto-populated values.

] Cisco Cloud Network Automation Provisioner
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Figure 5-17 Gateway Creation
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Setting up a Manually Provisioned WAN Edge/PE
)

Note  This distinction only applies to single CSR containers, which are not supported in this release.
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Figure 5-18 Tenant Gateway Screen—Manual Provision Provider Edge
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a. Complete the modifiable fields to add the gateway:

)
Note  Modifiable fields when manually-provisioning WAN Edge/PE are VLAN ID, Primary IP,
Secondary IP, and Mask, which are noted in bold below.

e VPN:

— Provider Edge Bundle—The bundled interface on the ASR, the same as in the Global settings
for clouds, MPLS Network, Primary PE ACI L2 Attachment.

— VLAN ID—Enter the VLAN ID.

~

Note  The following ficlds are not displayed when manually provisioning WAN Edge/PE. The SP
administrator should consult with the Microsoft WAP PE administrator to provision the tenant
network into the correct L3VPN or other private network for the tenant and agree on the VLAN
used for the hand-off of tenant traffic to the cloud data center.

— Import Route Target—RT based on the network design.
— Export Route Target—RT based on the network design.

Cisco Cloud Network Automation Provisioner
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— Route Descriptor—Descriptor based on the network design.
e PE:
— VRF—Generated by Cisco CNAP based on the abbreviation of the container ID.
— Primary IP—Enter the external PE IP Address in dotted format.
— Secondary IP—Enter the external PE IP Address in dotted format.
— Mask—Enter the external PE Mask in dotted format.
>

Note  Based on the PE IP address and subnet mask you specify, Cisco CNAP automatically provisions
the Cisco CSR 1000V interface IP and HSRP address.

b. When you are finished, click the Add button.

Setting up a Site-to-Site VPN

To set up Site-to-Site VPN:

Step1  Click the Gateway tab, then under Gateways, click Site-to-Site. You see the following screen.

Cisco Cloud Network Automation Provisioner
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Figure 5-19 Site-to-Site VPN Screen
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Step2  Complete the following fields:
e IKE Policy:

— Encryption—Encryption used for the IKE proposal; used to ensure the secrecy of data during
traffic flow: AES, DES, or Triple DES.

— Hash—Specifies the hash algorithm within an IKE policy; used to authenticate data during
traffic flow: MD5, SHA, or SHA256.

— Keep Alive—Number of seconds during which traffic is not received from the peer before
keep-alive messages are sent if there is data traffic to send.

— Retry—Number of seconds between keep-alive packet retries if the keep-alive message fails.
— Group—Specify which Diffie-Hellman Modulus Group to use.
e Authentication:

— Method—Pre-Shared Key: Allow for a secret key to be shared between two peers for mutual
authentication prior to tunnel activation.

— Shared Key—The shared secret for authentication. The shared key must be configured and
equal at each peer or the IKE SA cannot be established.

e Transformation Set: ESP Encryption Transform

Cisco Cloud Network Automation Provisioner
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— esp-des—ESP with the 56-bit Data Encryption Standard (DES) encryption algorithm (no longer
recommended).

— esp-3des—ESP with the 168-bit DES encryption algorithm (3DES or Triple DES) (no longer
recommended).

— esp-null—Null encryption algorithm.

— esp-aes—SP with the 128-bit Advanced Encryption Standard (AES) encryption algorithm.

— esp-aes-192—SP with the 192-bit Advanced Encryption Standard (AES) encryption algorithm.

— esp-aes-256—SP with the 256-bit Advanced Encryption Standard (AES) encryption algorithm.
e Transformation Set: ESP Authentication Transform

— esp-md5-hmac—ESP with the MD5 (HMAC variant) authentication algorithm (no longer
recommended).

— esp-sha-hmac—ESP with the SHA (HMAC variant) authentication algorithm.
e Transformation Set: Ah Transform

— ah-md5-hmac—AH with the MD5 (Message Digest 5) (an HMAC variant) authentication
algorithm (no longer recommended).

— ah-sha-hmac—AH with the SHA (Secure Hash Algorithm) (an HMAC variant) authentication
algorithm.

Step3  When you are finished, click Add Tunnel.

Removing a Gateway

On the Tenants tab, click on the row with the container whose WAN Gateway you want to remove, then
on the Gateway tab, click Remove.

Configuring and Managing Firewalls

On the Firewall tab, you can:
¢ View summary information about a firewall
¢ View the hierarchy of information on the Firewall tab
e Configure a firewall
e Change the policy map for a service policy
e Add a new class map
¢ Change a class map
¢ Create a new network Access Control List (ACL)
e Change an Access List
e (Create a new object group

e Change an object group

Cisco Cloud Network Automation Provisioner
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Understanding Firewall Creation

A firewall is created by default the moment you create a WAN Gateway in the Zinc container and a
default policy is applied that allows inside to outside traffic, but restricts outside to inside traffic. The
SP administrator can view and manage tenant firewalls, depending on the agreement with the tenant
(e.g., you might do it as a managed service or while troubleshooting a customer reported problem). Each
Tier is considered a zone, as is the Layer 3 VPN as well as any other external access such as Site-to-Site
VPN, Internet access, etc. The Firewall tab will not display any information until the WAN Gateway has
been provisioned, since there is no point in showing how traffic is going to be regulated if the tenant
cannot access the container from the “outside”.

For detailed information on the base firewall configuration, see: Cisco Cloud Architecture for the
Microsoft Cloud Platform: Zinc Container Configuration Guide, Release 1.0
http://www.cisco.com/c/en/us/td/docs/solutions/Service Provider/CCAMCP/1-0/IaaS_Zinc Con-
fig/CCAMCPI1 laaS Zinc Config.html

Viewing Summary Information about a Firewall

Step1  To display firewall information about a specific container, on the Tenants tab click on the row with the
container you want to view, as shown in the following screen.
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Figure 5-20 Tenants Tab Screen— Container Selected
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You see the Tenants Summary screen.
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Figure 5-21 Tenants Summary Screen
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Step2  Click the Firewall tab.

You see the Tenant Firewall screen.
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Figure 5-22 Tenant Firewall Screen
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The screen displays the following information:

Tenant:—Displays the tenant name.
Container Type:—Displays the container type instance name.
Hosting Cloud:—Displays the Hosting Cloud name.

Modified:—Displays the date and time when the firewall was last modified in the form mm-dd-yyyy
hh:mm:ss.

Status:—Displays the firewall status. The icons indicate (icons are only meaningful on initial
configuration as status is not routinely monitored):

— Green—Firewall is Active.
— Red— Firewall is Inactive.
— Yellow—Firewall state is Creating.
Name:—Displays the name in the form <abbreviation>-fw.

Created:—Displays the date and time when the firewall was created in the form mm-dd-yyyy
hh:mm:ss.

Zone Pair—Source Zone and Destination Zone are the zones between which the firewall is
configured.
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Note

In rare instances, the retrieval of Zone Pairs may take longer than approximately 20 seconds, in
which case you will see an error message. Dismiss the error message and refresh the screen.

Viewing the Hierarchy of Information on the Firewall Tab

You use the Firewall Tab to view the various layers of information about firewalls, including:

N

Note

Service Policy with its associated Policy Map for a particular Source Zone and Destination Zone

To change the Policy Map associated with a Source and Destination Zone pair, you have to
define a new Policy Map, which replaces the existing one.

e (lass Maps in a Policy Map
e Access Lists within a Class Map
¢ Rules in an Access List

e Object Groups of a Rule

You can view the list of all Object Groups, but you cannot view or edit the details of any specific

Object Group.

Note

To display the various layers of information about a firewall:

On the Firewall tab screen, use the Source Zone: and Destination Zone: pull-down menus to select the

Step 1
relevant zones, as shown in the following screens.
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Figure 5-23 Firewall Source Zone Pull-down Menu Screen
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Figure 5-24 Firewall Destination Zone Pull-down Menu Screen
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After you select the Source and Destination Zones, the screen populates with a variety of information,
as shown in the following screen.
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Figure 5-25 Firewall Zones Selected Screen—Detailed Firewall Information Displayed
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The various operations you can perform on this screen are described in the following section,
Configuring a Firewall.

Step2  If you click an element on the screen to bring it into focus, it changes to blue. For the element in focus:

e The Remove button de-couples the entity in focus, for example the Class Map Instance tierl-web,
from the parent entity marked, for example the Policy Map 13vpn-to-tierl for the Service Policy.

The Remove button may be used to remove a:
— Class Map Instance from a Policy Map
— Access List from a Class Map

— Rule from an Access List

~

Note In the current release, Cisco CNAP allows and requires you to associate only one Policy Map
with any given zone pair. Consequently, the Remove button is deactivated when you drill down
to the Policy Map, but not further.
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e The Modify button displays the change screen for the element currently in focus.

Configuring a Firewall
N

Note  You can only configure a firewall after a tenant has created a container and the Admin has created a WAN
Gateway. The firewall is automatically created with a base configuration during container creation.
When the WAN gateway is created, another firewall zone is created for the WAN edge. For more
information, see Understanding Firewall Creation.

Firewalls are configurable on a per-Tier basis. You configure one firewall per container (not per tier) and
you specify policy rules between zones. Firewall policies are specified between each of the workload
Tiers and outside interfaces and in each direction independently. That is, a policy needs to be specified
for L3VPN to Tier 1 and Tier 1 to L3VPN, and so on for each tier.

To configure a firewall for a container:

Step1  On the Tenants tab, click the row with the container for which you want to configure a firewall, as shown
in the following screen.
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Figure 5-26 Tenants Tab Screen— Container Selected
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You see the Tenants Summary screen.
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Figure 5-27 Tenants Summary Screen
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Step2  Click the Firewall tab.

You see the Tenant Firewall screen.
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Figure 5-28 Tenant Firewall Screen
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Step3  Use the Source Zone: and Destination Zone: pull-down menus to select the relevant zones. After you
select the zones, the screen populates with a variety of information, as shown in the following screen.
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Figure 5-29 Firewall Zones Selected Screen—Detailed Firewall Information Displayed
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Step4  To add a Policy Map, click the Policy Map under Service Policy, then click the Add button. You see the
following screen.

Figure 5-30 Add Policy Map for Service Policy Screen
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Step5  Enter a name.

Cisco Cloud Network Automation Provisioner
m. Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 |




| Chapter5 Managing Container Plans

Configuring and Managing Firewalls

As you begin entering a name, the screen expands to display the following screen where you can
associate class maps with the new Policy Map.

Figure 5-31 New Policy Map —Class Maps Screen
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Step6  Associate class maps with the new Policy Map:
e Name—Enter a descriptive name for the Policy Map.
e On Device—Lists all the Class Maps available on the device.
e (lass Map Instances—Lists the class maps associated with this Policy Map.

¢ Select>> button—Click to select one or more Class Maps available “On Device™'. Clicking Select
associates them to the current Policy Map.

e <<Unselect button—Click to select one or more Class Map Instances associated with the current
Service Policy. Clicking Unselect disassociates them from the current Policy Map.

e +New button—Click the +New button to create a new Class Map.

¢ Ordering the Class Maps—The Class Map Instances get added to the top of the list. You can reorder
them by clicking <<Unselect and Select>> on the Class Maps in the desired order.
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Note  The class-default shown in the following screen cannot be de-coupled from the policy.

Figure 5-32 Class Map Instance class-default Screen
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Step7  When you are finished, click Save.

==

@
@

Changing a Policy Map for a Service Policy

Step 1 Click a Policy Map to select it (mark it blue).
Step2  Click the Modify button to display the Policy Map pop-up

] Cisco Cloud Network Automation Provisioner
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Figure 5-33 Policy Map Pop-up Screen
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This is the same as the Create Service Policy page, but with the name field deactivated. You can click:
e Select>> to select Class Maps available on the device.
e <<Unselect to unselect Class Map Instances associated with the Policy Map.

e +New to create a new Class Map.

Adding a New Class Map

Step1  Click +New in the Class Map Instance section on the Policy Map screen shown below.

Cisco Cloud Network Automation Provisioner
[ Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 .m



Step2  In the Name field, enter a descriptive name for your new Class Map.

Chapter5 Managing Container Plans |
I Configuring and Managing Firewalls
Figure 5-34 Class Map Instance Screen—Click +New
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You see the following screen.
Figure 5-35 New Class Map Instance Screen
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This expands the screen to display the following screen.

Figure 5-36 New Class Map Instance Details Screen
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The fields on this screen are:

e match-all/match-any—This pull-down menu identifies the criteria used to match access groups in
the map.

e On Device—Lists all the ACLs available for use on the device.
e ACL Instances—Lists the ACLs associated with this Class Map.
¢ Select>>, +New, and <<Unselect—These buttons work the same as on the Service Policy screen.

Step3  When you are finished associating ACLs to this Class Map, click Update to return to the Service Policy
screen.
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Changing a Class Map

Step 1 Select the desired Class Map on the Firewall tab.
Step2  Click Modify.

You see the following screen.

Figure 5-37 Class Map Instance Screen
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This screen is identical to the Create Class Map pop up, but with the Name field deactivated.
Step3  Youcan:
e Select>> ACLs from the list of ACLs available on the device.

e <<Unselect ACLs associated with the Class Map.
¢ Create a +tNew ACL on the device and have it associated with the Class Map.
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Creating a New Network Access Control List

Step 1 Click New on the Class Map Instance screen shown above, which displays the Access Group screen
shown below.

Figure 5-38 Access Groups Screen
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Step2  When you enter a name for the Access List, the screen expands to display the Rules section. Since this
is a new ACL, the screen expands in the Add Rule mode as shown below.
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Figure 5-39 Access Groups Details Screen
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Step3  The fields you can complete include:
e Action—Indicates weather traffic is permitted or denied by the rule.
e Target—A valid protocol or object group.
¢ Source—Network entity identified as the traffic source.
¢ Destination—Network entity identified as the traffic destination.

Step4  If you sclect Object-Group in the drop-down menu for Target, the Source or Destination menus allow
you to choose from object groups existing on the device or create new ones, as shown in the following
screen.
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Figure 5-40 Access Groups Screen—Object Group Selected
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Step5  Click the +Add Rule button to add the current rule being built to the ACL.

Cisco Cloud Network Automation Provisioner
[ Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 .m



Chapter5 Managing Container Plans |

I Configuring and Managing Firewalls

Figure 5-41 Rule Added to ACL Screen
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Step 7

Changing an Access List
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x
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Click the Update button to exit the Add Rule mode and show the list of all rules in the ACL.

Click Modify to display the Access List pop-up screen, as shown below.
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Figure 5-42 Access List Pop-up Screen
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You can add and remove rules as explained in Creating a New Network Access Control List.

If you make any changes to the list of Rules, the Save button is activated and you can click it to save the

Click Modify to display the Access List pop-up screen, as shown in the following screen.
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Figure 5-43 Access List Pop-up Screen
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Step3  Click the +New Rule button.

On the Access Groups screen, the Target, Source, and Destination drop-down menus have an
object-group option which when selected displays the Object Group: fields with drop-down menus
with a list of compatible object groups and + buttons that launch a page where you can create a new
compatible Object Group.

¢ The Object Group drop-down menu for Target would only show Service type Object Groups
(groups of objects having the Target, filter, and port fields or having the Target and Range fields).

e The Object Group drop down for Source and Destination would only show Network type Object
Groups (groups of objects having a Host field or having the Subnet and mask fields).

e The + buttons are contextual. Clicking the + button for the Target of the ACL Rule launches a page
to create an Object Group with Service type objects.

¢ Clicking the + button for the Source or Destination of the ACL Rule launches a page to create an
Object Group with Network type objects.

Step4  Click the + button as shown in the following screen.

Cisco Cloud Network Automation Provisioner
m. Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1 |



| Chapter5 Managing Container Plans

Configuring and Managing Firewalls

Figure 5-44 Access Groups Screen—Object Group Selected
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You see the following screen.
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Figure 5-45 Object Group Screen
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Step5  When you enter a name, you see the Add Object screen, as shown below.

Figure 5-46 Add Object Screen
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Step6  When you click a field, you see information about allowable values, as shown in the following screen.
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Figure 5-47 Add Object Screen—Possible Field Values Displayed
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Target values are tcp, udp, tcp-udp, icmp or a valid protocol number. If tcp, udp or tcp-udp are

chosen then you will need to enter a port or range value. ex icmp

Cancel

209834

Step7  You can enter information for the following fields:
e Target—A valid protocol {ahp, esp, gre, icmp, ip, tcp, udp, number [0,255]}.

Filter—eq (equals), gt (greater than), or It (less than). The Filter indicates the criteria to match

[ ]
packets based on the port number. If “filter” is present, then “port” must be present.

e Port—IP port [0,65535]
Range—<port-number1>-<port-number2>. Must be entered from low to high, e.g., 20-90. Match
only packets in the range of the port numbers.

~

Note If “range” is present, the “filter” and “port” properties are ignored.

Step8  You can create Network or Service type objects and click + to include the object in the group.

A Group must be homogeneous; i.e., it must contain objects of only one type (Network or Service)

Step9  When you click +, you see the following screen.

Cisco Cloud Network Automation Provisioner H
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I Configuring and Managing Firewalls

Figure 5-48 Object Added to Group Screen

Object Group x

Object Group

new-object-group

Objects

Target Port Range
v
Remove Target Filter Port Range
x fcp eq 1000
Update Cancel

209836

Step10  Click the X under Remove to remove an object from the group.

Changing an Object Group

Step1  On the screen shown below, select the object group you want to change, then click Modify.
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Configuring and Managing Firewalls

Figure 5-49 Firewall Zones Selected Screen— Select Object Group

CISCO DATACENTER NETW .
Zone Pair
WEB SITE CLOUDS Source Zone Destination Zone
e I3vpn v tiert v Reset
VM CLOLDS
z Service Policy
iismcs BLIS CLOLDS Name
= [3vpn-to-tiert
SOLSERVERS P
o
MYSGLSERVERS Class Map Instance
=
& Name Action Leg Drop Filter
n:.mmmn = liert-weh inspect v match-any
+ default-service inspect v match-any

class-default drop v match-all
LSER ACCOUNTS
. Access Group

Name Action Target Source Destination
= tierl-web-acl permit web (obj) any tieri-subnet (obj)
Object Groups
Name Target Filter Port Range
= web tcp =] W
+ tierl-suonet tep eq 443
ADD MODIFY REMOVE

)
215545

You see the following screen.

Cisco Cloud Network Automation Provisioner
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I Configuring and Managing Firewalls

Figure 5-50 Modify Object Group Screen

r

Object Group x
Object Group
web
Objects
Target Port Range
v
Remove Target Filter Port Range
x tcp eq WWW
x tep eq 443
Close

215546

e

Step2  You can enter information for the following fields:
e Target—A valid protocol {ahp, esp, gre, icmp, ip, tcp, udp, number [0,255]}.

Filter—eq (equals), gt (greater than), or It (less than). The Filter indicates the criteria to match

L]
packets based on the port number. If “filter” is present, then “port” must be present.

e Port—IP port [0,65535]
Range—<port-number1>-<port-number2>. Must be entered from low to high, e.g., 20-90. Match
only packets in the range of the port numbers.

~

Note  If “range” is present, the “filter” and “port” properties are ignored.

Step3  You can create Network or Service type objects and click + to include the object in the group.

A Group must be homogeneous; i.e., it must contain objects of only one type (Network or Service)

When you click +, the object is added to the group. Click the X under Remove to remove an object from

Step 4
the group. When you are done, click Save to save your changes or Close to exit without saving them.
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APPENDIX

Cisco Application Policy Infrastructure
Controller

The Cisco Application Policy Infrastructure Controller (APIC) user interface provides useful informa-
tion about your Cisco CNAP provisioned containers and network. For more information, consult the
Cisco APIC documentation:
http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-co
ntroller-apic/tsd-products-support-series-home.html

Figure A-1 Cisco Application Policy Infrastructure Controller Screen
TENANTS FABRIC VM NETWORKING L4-L7 SERVICES ADMIN OPERATIONS
System Health i | FaultCounts By Domain

[emrie & A [:]
Aciess 13 -3 o o
; Extemal [ ] L} a
a Frasrupmcek. o 2 a o
No stats data to display._ .. s o S 21 E
Hansgemack o L} “ o
Time Sacurty -] L] 1 o

Fault Counts By Type

Modes With Health =99 " i || Pt ieve A s 0
— st TP HEALTH SEORE —— ' = o "
viells el corlig o EY) 3 3
i ket tmeis 0 ‘ : f
b et | 98 | Cparstionsl o 13 F a
vi-tzh st 78
Cluster Health
e = [l TR
™ O HEALT
aun MIGIE: s STATE STATE FTATE
1 Vel 152068 e RN Ry
2 Vhapk? 192060, InServes EIAN  fubyfe
Tenants With Health =99 » oifs s i bive JEE e |
3
&
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APPENDIX B

Sample Database as a Service Deployment

This appendix provides an overview of how you can deploy Database as a Service (DBaaS) over the
CCA MCP solution. The deployment procedures guide you through the required steps.

For detailed information on deploying DBaaS, see Cisco Cloud Architecture for the Microsoft Cloud
Platform: DBaaS Configuration Guide, Release 1.0 and the Microsoft Azure Pack documentation.

This appendix describes two deployment modes:

e Dedicated Service Deployment Mode—Failover Cluster Redundancy Option and SQL DBaaS
Instance in Dedicated per-Tenant Virtual Machines

e Shared Service Deployment Mode—Always On Cluster Redundancy Option and DBaaS Instance
per-Tenant on Multi-tenant SQL Server(s)

Dedicated Service Deployment Mode—Failover Cluster
Redundancy Option and SQL DBaaS Instance in Dedicated
per-Tenant Virtual Machines

Figure B-1 Failover Cluster Redundancy Option

] - .
Cluster #1 - —— Tenant SQL Access per SQL Server Dedicated SQL Hosts
SQL 2014 Standard Edition License
Windows Failover HA Option

Cluster #2 r - —— Tenant SQL Access per SQL Server
S/A VM #1 ’ ——Tenant SQL Access per SQL Server

) awdll
S/A VM #2 ’- Tenant SQL Access per SQL Server

299849
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I Dedicated Service Deployment Mode—Failover Cluster Redundancy Option and SOL DBaa$ Instance in Dedicated

Use the Administrator SQL Resource Provider User Interface to Create the
DBaaS Plan and Resource Allocation

Step1  On the WAP Admin Portal, log in with your Active Directory user ID and password.
Step2  Open the SQL Server RP tab. At the bottom of screen, click + New to add a group.

Step3  Enter the Group Name and specify whether it is standalone or HA.

Step4  Check the SQL Server Group View to verify that the Group is created when you are done.

-tz- CISCO DATACENTER NET.. &3 SRVERS  GROUPS  RESOURCE POOL TEMPLATES
LN FEOUESTIANAGEMENT NAME 4 STATUS SERVERS RESOURCEGO.. ALWAYS.. METWORK FILE SHARE p
N
@ WEB SITE CLOUDS P
] Default o Reagy [ Disabled Mo Mok applicable
@ i clotios sqlshwayson<iuster01 W Adive 1 Enabled Yes Wics3«c3bIshare
i sellatwayson-ciuster02 W active : Ensbled ves \WDBaas-FSIVAWaySOnShare
[%L :‘;Envlcs pomcionte sall-atwayson-clister03 W Adtive L Enabled ves WDBaaS-FS1Aways Onshare
sqi-fafiaver-cluster-0l W Adtive b § Disabléd Mo Mot spplicable
E SOLSERVERS
? sl fallovercluster-02 W Active 1 Disabled Mo Mot applicable
E MISGL SERVERS sqjl fallover cluster-03 W Adtive 1 Disabled Ho Hek applicable
o
@  USER ACCOUNTS
a
u USER COSTS
3
E o » |
AL EOUR DELETE GROUP @
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Stancialone servers

5Qlaasiz?

CREATE A GROUP o[ —
v 2
&
o™
Step5  Add a server to the new group.
Service Management Portal |+ (i3} ) UTH ator 8
sqlaasld/
This group currently has no SQL Server. Go ahead and add ane.
ADD ANBW SOL h@n’l—rﬂ @
&
? &
R

Step6  Specify the Server Name, User Name/Password, and Instance Disk Size Allocation.

Cisco Cloud Network Automation Provisioner
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Sample Database as a Service Deployment |

I Dedicated Service Deployment Mode—Failover Cluster Redundancy Option and SOL DBaa$ Instance in Dedicated

Step 7

Step 8

CONMNECT A HOSTING SE

WER

Let's Register a Hosting Server

This wvizard will wialk you through the steps to register a hasting server,

S0QL SERVER GROUP

| S0QLaas1z? T

5L SERVER NAME (EXAMPLE 50 LSERVERNAMEL PORT])
| sQLaasia? |

USERNAME

=2 |

PASSWORD
) |

SIZE OF HOSTING SERVER TN GB

|50 |

Create a plan.

Service Management Portal

ALTIEMS

plans

CBCO DATACENTER NET.. PLANS ADD-ONS SUBSCRIPTIONS

REGUEST MANAGEMENT BHAE TS | STATE

WES STTE CLOLIOS.

i SQLaas-Plan02 W Public Configured
VM CLOLDS sqlas-plend3 B Private Configured
: test1ll 1 Prvate Mot Configured
.:ER\R(EBHS([BIJM TestRGHIan @ Frivate Configured

ZincTestHastingPlan " Public

Configured
SOL SERVERS
g3

MISGL SERVERS

REQU ) iﬁ" CREATE &-m

8;) CREATEAD

i
e -
a e
KO

Specify the plan name and services (SQL Server Name Selection)

€ waPADM

Widministrator

PLAN IDENTIRER O

E 1 $Qlaaladuzent
2 2 sl aafafrykip
L § o testicdweddng
4 a TestRienoT6an
4 o ZincTiTemmrod

209854
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AUTHOR A HOSTING PLAN
Let's Create a Hosting Plan

This wizard will walk you through the initial steps for creating 3 new hosting plan.

PLEASE SELECT A FRIENDLY MAME FOR YOUR PLAN

SQLaas127Plan

-){r)%

Step9  Select services for the plan (SQL Servers)

PLAM SERVICES

Select services for a Hosting Plan

Please selectthe services that you would like to include in your hasting plan. For each seivice you can
selectwhich instance of the senvice should be used (only needed when multiple independent
Installations of the same senace are registered}),

WIRTUAL MACHINE CLOUDS

Virtual Machine Clouds "’|
Ll

SQL SERVERS
| SQL Servers ¥ |

CISCO DATACENTER NETWORK

1 | & '!!j 3
| Ciscn DataCenter Mebwark X | g

Step 10  Verify plan creation from the Plan Windows SQL.
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plans
CBCO DATACENTER NET.. PLANS ADD-OMS SUBSCRIPTIONS

RAME T STATUS STATE POPULRRITY SUBSCRL.  FLAN IDENTIFIER O

REGUEST MANAGEMENT.
i
Configured RS )

WEB STTE CLOUDS

1 S0Laas-Plandi w" Public Configured ¥ 1 SQlazladudeat
v clolios salass-pland3 B Fivate Configured H 2 salasisfryiep
. 1 Fuate Mot Configured (] a SQLaaieojansd
iR lesti11 1 Fivate Not Configured 4 [} testicturtdng
TestRGPlan B Fivate Configured ] 0 TestRienalgan

SGLSERVERS
E ZincTestHostingPLan W/ Public Canfigured 3 0 ZineTilemirod
10 %

MYSGL SERVERS
1

AUTCMATION

USER ACCOUNTS
“ USER COSTS B
3
&
Step11  Open the created plan and select SQL server group to add to the plan.
ent Portal |
sglaas127plan
DASHBOARD  SUBSCRETIONS  SETTINGS  ADVERTISE
Ak ONE OR MORF SERVICES BELOW 1S NOT CONFIGURFT  Click onva senvice below to configure its quotas:
@ DALY SIGNUPCOUNT (D TOTAL SIGN UP COUNT RELATVE  w 7DATS W ()
ses 1l Sep12 Sep Ly Sap 14 Sep 18 Sep1e sap 17 caple
Plan sarvices
NAME A STATUS STATE INSTANCE NAME Pl
Add-ons
There are no add-ons linked to this plan, Link an add-on. %
&
&
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Service Management Portal |

sal servers

[To set quotas you need to select 3 SOL Server group From which databases will be provisioned for wsers of this plan,

thdd SOL Server aroup t@d\e Plan

299859

Step12 Add SQL Server Group to the Plan. Specify resource allocation per instance; i.e., allowed databases and
size of database per subscription.

SQL Server Group to a Plan

Add

Let's spacify quotas far how @ group can be used under current plan

GROUR

| 80Laa5127 v
RESCURCE POOL TEMPLATE

| Mot Applicable v

EGITION (DISPLAY NAME FOR CUSTOMERS)

| Dedicated-SQL-XYZ |

MUMBER OF ALLOWED DATABASES

|1u |
SIZE PER DATABASE (MB)
|1024 |

MAX ADDITIONAL SIZE PER DATABASE IF ADD-ONS ACQUIRED (ME)

| 1024 |

DATABASE WINDOWS AUTHENTICATION

% |

Step13  Save and verify the addition. By default, plans are created as Private.

209861

~

Note  The plan can be updated to public status from the screen below. For purposes of this appendix, change
it to a public plan so it can be viewed and selected from the Tenant Portal.
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I Dedicated Service Deployment Mode—Failover Cluster Redundancy Option and SOL DBaa$ Instance in Dedicated

Use the Tenant SQL Resource Provider User Interface to View Published Plan

Service Management Portal |

sglaasl27Zplan

DASHBOMRD  SUBSCRIPTIONS  SETTINGS  ADVERTISE

@ PLANISPRIVATE  Tosllow cuttomers ba sign up for a plan it needs to be made Public.

@ DAYSIGNUP COUNT @ TOTAL SIGN UPCOUNT REIATVE  » T7DAYS v U
=yl Sple S l3 Sl =5 = lf S0 17 Sepls
Plan tervices
MNAME 4 STATUS STATE THATANCE HAME ped

cnapl

Add-onz

crap2

There are no add-ons linked to thiz plan. Link an add-on.
napd

cnapd
cnaps
cnaps

cnap’

)
¢7|

CHANGEACCESS ClonE DELETE FLAM ANKATD-ON ADD SERACE

200862

Options and Subscribe

B-8

Step 1
Step 2

Login to the WAP Tenant Administrator portal. Enter your username and password.

Go to My Account and select Add Subscription. From the available plan(s) previously created and
published through the SP Admin UI, select a plan.

Cisco Cloud Network Automation Provisioner
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Service Management Portal

sqgl server databases

imssnvsn DRIABASES STATUS KX SIZE (MB) SUBSCRIPTION EDITION

IMDDE V' Created Min-RGFan DEa3$18-RE-MinPlan

qi3db W Created sqlaas. plsn-03 sgl-ailover.duster-03

™IS W Greated sqlaas-plan-3 sqk-failover duster-03

290863
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Choose a plan

| & ZincTestHostingPLan . ZincTestHostingPLan

DBaasS-Plan-002
SQLaas-Plan-02
DBaas-Plan-003
DEaaS-Plan-03
Iaas Plan9
lab1-plan
Min-RGPlan

SQL -33513?9:3%

200864

Step3  Create databases under the subscribed plan. At the bottom of screen, click + New to add a database and
enter the database name. If there is more than one service subscription, select from the drop-down menu
to associate the new database with the proper service option.
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Service Management Portal | Subscriptions @ sqhanl

sal server databases

a SOL SERVER DATABASES HAME STATUS MAX SIZE (MEB) SUBSCAIPTION EDITION o

| wsunsaen ~ f a sakakwayson:du

IDDE W' Created 024 Min-BGFan DEaa518-RE-MinfPlan
sq/3db o/ Crested 20 sqlass-plan-i3 sql-Tailoverduster-03
™IS o Crested Hi] sqlazs-plan-i3 sqktailover-duster-03

NEW

a SOL SERVER DATABASES i‘i CREATE DATABASE

299865

Database Settings

NAME
| ISROB ]
SUBSCRIPTION

5QL335127Plan v
EDITION

Dedicated-3QL-XYZ v

il |

Step4  Specify the username/password credentials for database user access.
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Dedicated Service Deployment Mode—Failover Cluster Redundancy Option and SQL DBaaS$ Instance in Dedicated

CREATELATABASE

Database Credentials

ADMIN MAME

‘ userd /] ‘
PASSWORD

PASSWORD CONFIRMATION

<%

Step 5
above.

agement Portal

g s sql server databases

a ioussmamrmsss i STATUS

@  Mraccount i Wi cinsted
IMDDE W Created
salido W Created
™IS o Created

Once created, the tenant is able to view their existing databases, including the one just created in the step

KA SIZE (M18) SUBSCRIPTION EDHICR el
0 Daas.Flan.03 sqlslwayson-duster-03
1024 Mir-REFan DE3aS13-RG-MinFlan
0 sqlaas-plan-03 sqk-failover-duster-03
n sgla3s-plan-03 Sqi-Failower-duster-03

SQLnS:l?l'fhr’i

Dedicated-SQl-NYE

1] 4 2

RESZE

2099868
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Shared Service Deployment Mode—Always-on Cluster Redundancy Option and DBaaS$ Instance per-Tenanton

Step6 By selecting View Info (bottom of screen above), the tenant is able to view the defined SQL Server
database credentials. These credentials may be required as part of front-end operations for database
connections.

Credentials for Database
USER NAME
users

SERVER NAME

COMNECTION STRING

Data Sources<SQLaasi2?;Initial Cataloge=)SRDE;User IDsuserdjFasswords:ovour-DE- password
heres:s ;asynchronous: PFrocessing=True

200860

Shared Service Deployment Mode—Always-on Cluster
Redundancy Option and DBaaS Instance per-Tenant on
Multi-tenant SQL Server(s)

Figure B-2 Always-on Cluster Redundancy Option

m Tenant SQL Access per DB Shared SQL Servers

L SQL 2014 Standard Enterprise
w4

Tenant SQL Access per DB Always on HA

Contained DB and Users

299870

m Tenant SQL Access per DB

Use the Administrator SQL Resource Provider User Interface to Create DBaaS
Plan and Resource Allocation

Step1  On the WAP Admin Portal, log in with your Active Directory user ID and password.
Step2  Open the SQL Server RP tab. At the bottom of screen, click + New to add a group.

Cisco Cloud Network Automation Provisioner
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W Shared Service Deployment Mode—Always-on Cluster Redundancy Option and DBaaS$ Instance per-Tenant on

wfe new

Step 3
Always on (enabled).
EST MANAGEMENT

WEE SITE CLOUD
SERVICEBUSCLOUD
RUNBOOIK
PLAN

Step 4

Service Management Portal |

ALLTTEMS -
A e sgl servers
CISCO DATACENTER NET-. &3 SERVERS  GROUPS RESOURCE POOL TEMPLATES
REGUEST HANAGEMENT. NAME T STATUS SERVERS RESOURCEGO.. = ALWAYS .. NETWORK FILE SHARE R
0 .
DBss518:RG d b =8 W Ready L] Enabled Yes Vidbans-fsIAwaysOnShare
WER STIE CLOUBS T
n Defauit iy
vhclouDs sql-alwayson closter01 1 Enabled Wes Wics3-c3bAshare
g sql-atwaysan-cluster0l 1 Enabled L WoBaaeF S lahwaysOnshare
‘T‘.JE“WEE pEscieins sal-alwayson.cluster3 1 Ensbled Yes WDBaas-FS1\AMaysOnshare
sql-fallovercluster0l 1 Disabled HNo Mot spalicable
SOLSERVERS
1 sql-failover cluster02 1 Disabled No Notapplicable
sql-fallovercluster02 L Disabled No Mot applicable
$QLans127 1 Disabled Mo Mot applicable

LISER ACCOUNTS
A1

LSER COSTS

HMNECT T

CREATEAGROUP

299908

Enter the Group Name and specify whether it is standalone or HA. In this example, HA selection is

PTYPE

High availability (Always on enabled) y

CREATE A GROUP

209872

200873

Check the SQL Server Group View to verify that the Group is created when done.

200874
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Step 5

Step 6

Shared Service Deployment Mode—Always-on Cluster Redundancy Option and DBaa$ Instance per-Tenant on

Add an SQL Server to the new group.

dbaas18-rg

This group currently has no SQL Server. Go ahead and add one.
ADD A%‘VSILL SERVER @

DB2a518-2G

Service Management Portal |+ @ WAPADMINAUTHVAdministator B

299875

Specify the Server Name, User Name/Password, and Instance Disk Size Allocation.

CONNECT A HOSTING SERVER

Let's Register a Hosting Server

This wizard will walk you ‘thmugh the steps to n:g'ister a husting SEMVET,

QL SERVER GROUP

| DBaaS18-RG L

56)L SERVER LISTENER NAME(EXAMPLE: LISTENERNAMEL PORT])

I dbaaslgsgl ‘
_L:ISERN#ME

E |

PASSWORD
samsassaEn Q ‘

SIZE OF HOSTING SERVER IN GB

|50 ‘ :
®

209876
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W Shared Service Deployment Mode—Always-on Cluster Redundancy Option and DBaaS$ Instance per-Tenant on

NNMECT A HOSTING SERVER

Let's Configure the Hosting Server Metrics

Please enter the haosting server mettics, This information will be used to praperly allocate resource
pools to the hosting server that fitwithin the hosting server lirmits,

NUMEBER OF CPU CORES

E |

INSTALLED MEMORY IN GE
2 |
NUMEER OF IOPS PER VOLUME .

2147483647

‘.& Unlimited

MAXIMUM NUMEBER OF RESOURCE POOLS ALLOWED

‘10

1 . é

200877

289907

Step7  Create a New Resource Pool Template by clicking + New (Add Template).
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CISEO DATACENTER NET €3 SERVERS  GROUPS  RESOURCE POOL TEMPLATES
i o HAME STATUS INSTANCES MAXSUBSCRIPTIONS  CPUICORES [MIM, MAX] | MEMORY MB [MIN, MAY] L. 2
0
{2040, 4096]

WER STIE CLOLDS
0 Minimal W sctive 1 1 Ly (1024, 2048) 106, .
v elolbs Resource Governor-Tests-Low W ative 2 5 0.1, 9.15] (64, 1261 6,
. RET Gov-Tests W Ready 0 bl 0.10.9 164, 64] 510
?EIWKE BUS CLOUDS Resource Govemor-Tests-High W Aative H H ] 12048, 403¢] 19, 01

RG_Basic V' Ready 0 % 10.2,0.5) 12024, 2048] 400, ..

SOLSERVERS
8

MYSOL SERVERS

USER ACCOUNTS

LISER COSTS

3:-.
o]

4 L]

ECIT TEMMATE  DELETE TEMPLATE

299878

Step8  In the resulting form, specify the template name and define the resource allocation.
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I Shared Service Deployment Mode—Always-on Cluster Redundancy Option and DBaa$ Instance per-Tenant on

Let's Create a Resource Pool Template

Let's specify how resaurce pools should be sized Lsing this template, These settings cannot be edited after
resource pools have been created

TEMPLATE NAME
Min-RG
MINIFUM CPU CORES
. 0.2
MAXIMUM CPU CORES (SOFT CAP)
0.5

HARD CAP CPU CORES

1

MINIMUM MEMORY (ME)
1024

MAXIMUM MEMORY (MB)
2048

MINIMUM IOPS PER WOLUME

100 % 2

MAXIMUM 0P 5 PER VOLUME

299879

Set the Workload Group settings for the new template

The maximum memory must be the same as the minimum assigned memory previously defined in the
resource allocation parameters.

Cisco Cloud Network Automation Provisioner
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REATE RESOURCE POOL TEMFLATE

Let's set the Workload Group Settings

Let's specify the settings for each workload group created for the resource poaols created using this template,
These settings cannot'be edited after resource pools have been created,

MEXIMUM MEMORY PER REQUEST (MB)

1024

MAYIMUK CPU TIMEIN SECONDS PER REQUEST

4 4
Unlimited
MEMORY GRANT TIMEOUT IN SECONDS PER QUERY
0 "/
Use Default
MEXIMUM SIMULTANEOUS REQUESTS
0 @ Unlimited

MAXIMUM DESREE OF PARALLELISM (DOP) ©

a @ Use

Default

299881

Step10 Create a new plan.

MANAGEMENT CREATEP = Author a Hosti

209882

Step11  In the plan creation view, specify the plan name.

Cisco Cloud Network Automation Provisioner
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Step 12

Let's Create a Hosting Plan

This wizard will walk you through the initial steps for creating a new hosting plan.

PLEASE SELECT A FRIENDLY NAME FOR YOUR PLAN

Min-RGPlan

sl 2 2
%

Select the applicable services (a function of the resource providers previously registered to WAP for the
cloud).

PLAN SERVICES

Select services for a Hosting Plan

Please select the services that:,-'au wvould like to include in your hosting plan. For each seru’itey\nu can
select which instance of the senvice should be used (onby needed when multiple independent
installations of the sarne service are registered).

VIRTUAL MACHINE CLOUDS

| Virtual Machine Clouds b |
L4

SQL SERVERS

| SQL Servers b/ |

CISCO DATACENTER NETWORK

3 | il 3
| Cisco DataCenter MNetwark b | %

If add-on service options are defined (extra capacity in this example), they may be offered for inclusion
in this new plan.

Cisco Cloud Network Automation Provisioner
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PLAN ADD-ONS

Select add-ons for the plan

Please select add-ons that you would like to include in your plan,
o
EXTRA CAPACTTY

2
g
Step13  View the list of defined plans to verify that the new plan is included.
:\:’IBI.!AIIDH DBaas-Plan-001 n Private Configured 1 3 DBasSidudword
DBaas-Plan002 /" Public Configured 3 b & DBaasisublibdx
DBaas-Plan-003 %/ Public Configured 2 2 DEaasiaShisrs
?ERKCOUN’S DBaas-Plan03 /" Public Configured 1 3 DBaaSianbawh
. DBTestPlan ! Private HNot Configured 4 o DBETesibitgliu
USER COSTS
eftCloudFlandl n Private Configured 4 o eftCliekfyjtl
1aaS Plang /" Public Configured 3 1 laaSPielffrio
labl-plan + Public Configured H H labplismzihs)
isblvm B Private Configured 3 i labvmien3oged
Min-RGPlan “ 1 Prevate Mot Configured 4 0 MinRGieoink2g
RG-Flan-High ﬂ Private Configured 2 2 RGPlalazmuhi?
RG-Plan-low ﬂ Private Configured 2 2 RGPlalazmuT3l
1 2 > ';a‘g
g

Step14  Configure service quotas. Click the new plan (Min-RGPlan) from the list in the view above to view its

dashboard listing the available services.

Administrator Portal Guide, Release 2.1, Part: CCAMCP-CNAP-Admin2-2.1
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min-rgplan

DASHEOARD SUBSCRIPTIONS  SETTINGS  ADVERTISE

A ONE OR MORE SERVICES PELOW IS NOT CONFIGURED

o DALY SIGH UP COUNT o TOTAL SIGN UP COUNT

Click on a service below to configure its quotas.

Sap 11
Plan services

Sap 12 Sap 13 Sap 14 Sep 15

STATUS

NAME £l

STATE

Add-ons

There are no add-ons linked to this plan, Link an 2dd-on.

RELATIVE v 7D&YS v
Sap 16 Sap 17 Sap 18
INSTANCE NAME pel

299888

Step 15
plan on which the databases will be created per tenant request.

Service Management Portal | -

sql servers

Click the SQL Servers service to begin configuring quotas for the servers associated with this DBaaS

VAUTHVA ministrator

)

S0LAare ladd 501 Server group Qmﬁp;n

[To set quotas you need to selecta SGL Server group from which databases will be provisionsd for users of this plan.

209889

Step16 Add the SQL Server Group to the plan with the desired quotas. These include the number of allowed

databases and size per database, per tenant subscription.

] Cisco Cloud Network Automation Provisioner
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Add SQL Server Group to a Plan

Let's specify quotas for how a group cah be used under current plan

GROUP
DBaasls-RG ¥
RESOURCE POOL TEMPLATE

Min-RG |
EDITION (DISPLAY NAME FOR CUSTOMERS) .
DEaasS18-RG-Minklan
NUMBER OF ALLOWED DATABASES
10
.E;EE PER DATABASE (MB)
1024
MAX ADDITIONAL SIZE PER DATABASE IF ADD-ONS ACQUIRED (MB)
1024

DATABASE WINDOWS AUTHENTICATION

OFF ALLOW {ﬁ

Step17 From the SQL Server view within the plan, see the list of defined groups to verify that the newly defined
group is listed.

Cisco Cloud Network Automation Provisioner
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sal servers
SGL Serers
GROUP COUNT SIZE (MB) EDITION NAME w | RESOURCE POOL TEMPLATE el
DBaasIs-RE 0 1024 DBaaSL8-RE-Minian 2. Min-RG

g
s
5
299891

290892

Step 18  Select the newly created plan from the plan list to change the plan from the default “private” to “public”
so that it is selectable from the tenant service management portal.

Cisco Cloud Network Automation Provisioner
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min-rgplan

DASHEOARD  SUBSCRIPTIONS  SETTINGS  ADVERTISE
@ PLANISPRIVATE  To sllew custorners to sign up for 3 planit needs to be made Public,

DBA3S.FRNI0F @ DALYSIGNUP COUNT (@ TOTAL SIGN UPCOUNT RELATVE v DA~ ()
plan

RG-Plan-low

RG-P{an-High

labl-phan

DE3a5-Flan-0n

Sepll sap iz Seply fap 14 Sep 15 Saplf Sepi17 Sap 13
Plan services
NAME + STATUS STATE INSTANCE NAME 2

Iablym

Add-ons

erapl

1 There are no sdd-ons linked to this plan. Link an sdd-on,
aps

frisaag@e0 + @

tnapd
crapd

cnaps

raps

cnapf

cnaph
ncresthostingf.,
DBTestRlan:
testiil

LIRS

296893

299894

209895

Use the Tenant SQOL Resource Provider User Interface to Create DBaaS Plan and
Resource Allocation

Step1  Login to the WAP Tenant Administrator portal. Enter your username/password.

Step2  Subscribe to a plan. Go to My Account and select Add Plan.

Cisco Cloud Network Automation Provisioner
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Service Management Portal | . ] B sqlaaz0z

o my account

E SQLSWERBAMES &3 SUBSCRIPTIONS ADD-0ONS MANAGEMENT CERTIFICATES
e

@  Mvaccount
[

Manage Your Account

. ' Here are a few options to manage your account

Management Certificate

Upload management certificate

=

A Add Plan

-

L Signup for an additional plan
ﬁﬁ Delete Account

Click here to delete your account

299896

Alternatively, +New may be used to add a subscription.

a 3 fj m:-:'-uascm-ﬂ-sw Signup for new s
]
3

MY ACCOUNT 85) ADD ADD-ON

209897

Step3  From the resulting list of available plan(s) previously created and published through the SP Admin Ul,
select a shared DBaaS plan.

Cisco Cloud Network Automation Provisioner
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Choose a plan

ALL 1
| ZincTestHostingPLan e ZincTestHostingPLan

DBaas-Plan-002
5QLaaS-Plan-02
DBaas-Plan-003
DBaaS-Plan-02
laas Plan9
SQLaaS-Plan127

lab1-plan

Min-R@-’lan

<)

209898

Step4  Check My Account subscriptions to verify that the new service subscription is listed.

my account

SOLSERVER DATABASES &3 SUBSCRIPTIONS -ADD-ONS  MANAGEMENT CERTIFICATES  ADMINISTRATORS
4

Y ACCOUNT

SUBSCRIPTION 1D SUBSCRIFTION STATUS PLAN ENROLLMENT DATE yel

S1r43fda-dl0e 40T 2-8333-ca8¢...  sqlans-plan-03 W tnie selads-plan-03 D2/06/2015 14:22:42
edbl02e0 <567 -42Mca0ff-beb3P.. $QLaas-Flan12? W Active SQLaas-Fanla? 16/09/2015 12:22:08

dif217b8-18c2 Af-ac16-000c.,  DBaas-Plan-03 o Active DBaas-Flan-03 16/09/2015 23:38:41

Min:EGRan Bkt Min:AGRan 1T/T3/2D15 1400344

296899

Step5  Create new database. Click + New to bring up the SQL Server Database/Create Database option.

Cisco Cloud Network Automation Provisioner
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NEW

a SOL SERVER DATABASES ‘."" CREATE m:‘rhksass Create new share server Databases.

299900

Step6  Inresulting view, select the database name and associated plan from the pull-down list of plans to which
the tenant has subscribed.

Database Settings

NAME
IMDDE v
SUBSCRIPTION

Min-RGPlan v |
EDITION

DBaas18-RG-MinPlan v

Step7  Enter credentials for database access in the resulting view.

Cisco Cloud Network Automation Provisioner
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CREATE MATADAS
SEATE LIAT AL

Database Credentia

S

ADMIN NAME
‘ Userz /] |

PASSWORD

PASSWIORD CONFIRMATION

1 935%

Step8  View the list of defined SQL databases to verify that the newly created one is included.

Service Management Portal “ Subseriptions @ sqlascd []
ALLTTEMS o
i o sql server databases
ZOLSERVER ONTABASES HAME STATUS MAX SIZE (M E) SUBSCRIPTION EDITION el
MYACCOUNT
5qi3db ' Created 20 sqlaas-plan-03 sqbfalloverduster-03
™5 o Created 20 sql3as-plan-03 sqh-fallover-cluster-03
TestDBLE W Created 1638 5QLaas-Flania? SQlaasial
IMDDE W Created 1024 Min-RGFan DE33518-RG-MinPlan
o
g
&
Al

209904

209905

Step9  View the Database Credentials. Select the newly created database from the list. From the bottom of the

Tenant Service Management Portal, select View Info to see the SQL database access credentials for that
database.

Cisco Cloud Network Automation Provisioner
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Credentials for Database

USER NAME

Userz

SERVER NAME

dbaas1ssgl

CONNECTION S5TRING

pData Source=dbassifsql;Initial Catalog=0MDDE;User ID=UserZ;Passwordsc<rour-DE-
password-heress ;asynchronous FrocessingsTrue

Cisco Cloud Network Automation Provisioner
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