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     [bookmark: pgfId-349240]Firepower System Release Notes for Version 6.0.1 Pre-Install
 
    [bookmark: pgfId-642819]First Published: November 4, 2016
 
    [bookmark: pgfId-705569]Last Updated: June 27, 2018
 
    [bookmark: pgfId-696651]
 
    [bookmark: pgfId-700089]This update is for Firepower Management Centers only. The Version 6.0.1 Pre-Install optimizes the update procedure for Version 6.0.1 and decreases the time the update takes to complete. Once you install Version 6.0.1 Pre-Install, update the system to Version 6.0.1. Once you install the Version 6.0.0 Pre-Install, update the system to Version 6.0.1. For more information, see the Firepower System Release Notes Version 6.0.1.
 
    [bookmark: pgfId-700090]These release notes provide installation instructions and a summary of the defects resolved by the Firepower System Version 6.0.1 Pre-Install.
 
    [bookmark: pgfId-704468]Even if you are familiar with the update and reimage process, make sure you thoroughly read and understand these release notes, which describes prerequisites, warnings, and installation.
 
    [bookmark: pgfId-704475]For detailed information on the Firepower System, refer to the online help or download the Firepower Management Center Configuration Guide from the Support site. You must install the Firepower System Version 6.0.1 Pre-Install prior to updating to Version 6.0.1.
 
    [bookmark: pgfId-700241]For more information, see the following sections:
 
    [bookmark: pgfId-506167]n Before You Begin
 
    [bookmark: pgfId-701678]n Installing the Update
 
    [bookmark: pgfId-701682]n Uninstalling the Pre-Install
 
    [bookmark: pgfId-701686]n Resolved Caveats
 
     
      [bookmark: pgfId-701672][bookmark: 10480]Before You Begin
 
     [bookmark: pgfId-700299]Before you begin the update process for Version 6.0.1 Pre-Install, you should familiarize yourself with the behavior of the system during the update process, as well as with any compatibility issues or required pre- or post-update configuration changes.
 
     [bookmark: pgfId-704339]A Firepower Management Center must be running at least Version 6.0.0 to install the Version 6.0.1 Pre-Install. If you are running an earlier version, you can obtain updates from the Support site.
 
     [bookmark: pgfId-700405]The Version 6.0.1 Pre-Install only applies to Firepower Management Centers. Do not install the Version 6.0.1 Pre-Install on managed devices.
 Cisco strongly recommends you perform the update in a maintenance window or at a time when the interruption will have the least impact on your deployment. 
     
 
     [bookmark: pgfId-704322]For more information, see the following sections:
 
     [bookmark: pgfId-704326]n Installing the Update
 
    
 
     
      [bookmark: pgfId-700994][bookmark: 17841][bookmark: 40719]Installing the Update
 
     [bookmark: pgfId-701867]When to Perform the Update
 
     [bookmark: pgfId-701894]Because the update process may affect traffic inspection, traffic flow, and link state, Cisco strongly recommends you perform the update in a maintenance window or at a time when the interruption will have the least impact on your deployment.
 
     [bookmark: pgfId-701899]Installation Method
 
     [bookmark: pgfId-701902]Use the Firepower Management Center’s web interface to perform the update. Do not install the Version 6.0.1 Pre-install on managed devices.
 
     [bookmark: pgfId-701887]Order of Installation
 
     [bookmark: pgfId-701882]Update your Firepower Management Centers to Version 6.0.1 Pre-Install and then update the system to Version 6.0.1.
 Do not reboot or shut down your appliances during the update until you see the login prompt. The system may appear inactive during the pre-checks portion of the update; this is expected behavior and does not require you to reboot or shut down your appliances. 
     
 
     [bookmark: pgfId-702012]After the Installation
 
     [bookmark: pgfId-702036]There are several additional post-update steps you should take to ensure that your deployment is performing properly. These include:
 
     [bookmark: pgfId-702023]n verifying that the update succeeded
 
     [bookmark: pgfId-702030]n making sure that all appliances in your deployment are communicating successfully
 
     [bookmark: pgfId-702044]After installing the Version 6.0.1 Pre-Install on the Firepower Management Center and reapplying device configuration, update the system to Version 6.0.1.
 
     [bookmark: pgfId-702253]The next sections include detailed instructions not only on performing the update, but also on completing any post-update steps. Make sure you complete all of the listed tasks.
 
      
       [bookmark: pgfId-702056]Updating the Firepower Management Center
 
      [bookmark: pgfId-702003]Use the procedure in this section to update your Firepower Management Centers, including virtual Firepower Management Centers.
 Before you update the Firepower Management Center, reapply access control policies to any managed devices. Otherwise, the eventual update of the managed device may fail. 
      
 reboot or shut down your appliances during the update until after you see the login prompt. The system may appear inactive during the pre-checks portion of the update; this is expected behavior and does not require you to reboot or shut down your appliances. 
      
 
      [bookmark: pgfId-702816]You must install the Pre-Install to your Firepower Management Center prior to updating your system to Version 6.0.1.
 
      [bookmark: pgfId-702822] 1. Read these release notes and complete any required pre-update tasks.
 
      [bookmark: pgfId-702911]For more information, see Before You Begin.
 
      [bookmark: pgfId-702912] 2. Download the update from the Support site:
 
       
       [bookmark: pgfId-704786]Sourcefire_3D_Defense_Center_S3_6.0.1_Pre-install-6.0.0.999-1.sh 
      
 Download the update directly from the Support site. If you transfer an update file by email, it may become corrupted. 
      
 
      [bookmark: pgfId-704788] 3. Select System > Updates.
 
      [bookmark: pgfId-696055] 4. Upload the Pre-Install to the Firepower Management Center by clicking Upload Update.
 
      [bookmark: pgfId-696083] 5. Click Choose File in the Updates box, select the Pre-Install from the local file system, then click Upload to upload the file to the Firepower Management Center. 
 
      [bookmark: pgfId-696108]The Product Updates sub-tab will then appear again.
 
      [bookmark: pgfId-703241] 6. Click Install to begin installing the Pre-Install.
 The Firepower Management Center does not reboot. 
      
 
      [bookmark: pgfId-703325]The update process begins. To view the task status, click the System Status icon, then click on the Tasks tab. However, after the Firepower Management Center completes its necessary pre-update checks, you are logged out. When you log back in, the Upgrade Status page appears. The Upgrade Status page displays a progress bar and provides details about the script currently running. If the update fails for any reason, the page displays an error message indicating the time and date of the failure, which script was running when the update failed, and instructions on how to contact Support. Do not restart the update. If you encounter any other issue with the update (for example, if a manual refresh of the Update Status page shows no progress for several minutes), do not restart the update. Instead, contact Support.
 If you encounter any other issue with the update (for example, if a manual refresh of the Update Status page shows no progress for several minutes), do not restart the update. Instead, contact Support. 
      
 
      [bookmark: pgfId-703444] 7. After the update finishes, clear your browser cache and force a reload of the browser. Otherwise, the user interface may exhibit unexpected behavior.
 
      [bookmark: pgfId-703463] 8. Log into the Firepower Management Center.
 
      [bookmark: pgfId-703481] 9. Select Help > About and confirm that the software version listed is the version you updated from.
 
      [bookmark: pgfId-703496] 10. Verify that the appliances in your deployment are successfully communicating and that there are no issues reported by the health monitor.
 Although reapplying policy is not required, Cisco recommends reapplying device configuration before updating the system to Version 6.0.1. 
      
 
     
 
    
 
     
      [bookmark: pgfId-703586][bookmark: 86161]Uninstalling the Pre-Install
 
     [bookmark: pgfId-703593]If you need to uninstall the Version 6.0.1 Pre-Install, you must uninstall updates locally. 
 
     [bookmark: pgfId-703632]Use the following procedure to uninstall the Version 6.0.1 Pre-Install update from Firepower Management Centers and virtual Firepower Management Centers. 
 
     [bookmark: pgfId-703822]Uninstalling the Version 6.0.1 Pre-Install update results in a Firepower Management Center running the version the appliance updated from. For information on uninstalling a previous version, refer to the Firepower System Release Notes for that version. 
 
     [bookmark: pgfId-703823]To uninstall the update from a Firepower Management Center: 
 
     [bookmark: pgfId-703824] 1. Log into the device as admin, via SSH or through the virtual console. 
 
     [bookmark: pgfId-703825] 2. At the bash shell prompt, type sudo su -. 
 
     [bookmark: pgfId-703680] 3. Type the admin password to continue the process with root privileges. 
 
     [bookmark: pgfId-706011] 4. At the prompt, enter the following on a single line: 
 
      
      [bookmark: pgfId-706012]install_update.pl --detach /var/sf/updates/Sourcefire_3D_Defense_Center_S3_6.0.0_Pre-install_Uninstaller-999-1.sh  
     
 
     [bookmark: pgfId-703689]The uninstallation process begins. 
 If you encounter issues with the uninstallation, do not restart the uninstallation. Instead, contact Support. 
     
 
     [bookmark: pgfId-703695] 5. After the uninstallation finishes, log into the managing Firepower Management Center and select Devices > Device Management. Confirm that the device where you uninstalled the update has the correct version listed.
 
     [bookmark: pgfId-703809] 6. Verify that the appliances in your deployment are successfully communicating and that there are no issues reported by the health monitor.
 
    
 
     
      [bookmark: pgfId-703595][bookmark: 28855]Resolved Caveats
 
     [bookmark: pgfId-704739]You can track defects resolved in this release using the Cisco Bug Search Tool (https://tools.cisco.com/bugsearch/). A Cisco account is required. The following sections list the issues resolved in the Version 6.0.1 Pre-Install.
 
     [bookmark: pgfId-704740]n Improved Firepower Management Center performance when rebooting during the update. (CSCuz23081)
 
     [bookmark: pgfId-704776]n Optimized the update to skip enterprise objects that do not need conversion or integrity checks. (CSCuz71471, CSCuz71485)
 
     [bookmark: pgfId-704781]n Optimized the automated process to check available disk space. (CSCuz71421)
 
     [bookmark: pgfId-704762]n Improved troubleshoot generation. (CSCuz71430, CSCva71569)
 
     [bookmark: pgfId-705512]n Improved the SQL update process. (CSCuz71492)
 
     [bookmark: pgfId-704030]n Improved the update process for main database tables and large amounts of scan data from network maps. (CSCuz98801)
 
     [bookmark: pgfId-704031]n Removed the file system integrity check during the update. (CSCvb64157)
 
    
 
     
      [bookmark: pgfId-704033][bookmark: 28022]For Assistance
 
     [bookmark: pgfId-81981]Thank you for choosing the Firepower System. 
 
     [bookmark: pgfId-87067]Cisco Support
 
     [bookmark: pgfId-114628]For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service request, and gathering additional information about Cisco ASA devices, see What’s New in Cisco Product Documentation at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.
 
     [bookmark: pgfId-114630]Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The RSS feeds are a free service.
 
     [bookmark: pgfId-99500]If you have any questions or require assistance with Cisco ASA devices, please contact Cisco Support:
 
     [bookmark: pgfId-99621]n Visit the Cisco Support site at http://support.cisco.com/.
 
     [bookmark: pgfId-99751]n Email Cisco Support at tac@cisco.com.
 
     [bookmark: pgfId-672281]n Call Cisco Support at 1.408.526.7209 or 1.800.553.2447.
 
     [bookmark: pgfId-672291]Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)
 
     [bookmark: pgfId-41379]Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
 
     [bookmark: pgfId-41383] 2016 Cisco Systems, Inc. All rights reserved.
 
     [bookmark: pgfId-41392]Printed in the USA on recycled paper containing 10% postconsumer waste. 
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