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Important ~ Secure Firewall device manager (FDM) support and functionality is only available upon request. If you do
not already have Firewall device manager support enabled on your tenant you cannot manage or deploy to
FDM-managed devices. Open a Support Ticket with TAC to enable this platform.

Cisco Defense Orchestrator provides a simplified management interface and cloud-access to your Secure
Firewall device manager devices. FDM-managed administrators will notice many similarities between the
device interface and the CDO interface. We built CDO with the idea of keeping things as consistent as possible
between managers.

Use CDO to manage these aspects of your physical or virtual FDM-managed device:

* Onboard a Threat Defense Device

* Device Management

* Device Upgrade

* ASA to Threat Defense Migration

* Interface Management

* Routing

* High Availability

* Security Policies

* Promote Policy and Configuration Consistency

* Site-to-Site VPN
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* Remote Access VPN
* Monitoring Your Network

* Cisco Security Analytics and Logging

Software and Hardware Support

CDO supports version 6.4 and later, which can be installed on a number of different devices or virtual machines.
See Secure Firewall Threat Defense Device Support Specifics for more information.

Managing Smart Licenses

You can use Cisco Smart Licenses to license the FDM-managed devices during onboarding or after onboarding
the devices to CDO. Smart Licensing is conveniently built into our workflows and easily accessible from the

CDO interface. For more information, see Applying or Updating a Smart License.

)

Note

If the device you want to onboard is running software version 6.4 or 6.5, and is already smart-licensed, the
device is likely to be registered with Cisco Smart Software Manager. You must unregister the device from
Cisco Smart Software Manager before you onboard it to CDO with a registration Key. When you
unregister, the license and all optional licenses associated with the device, are freed in your virtual account.

If the device you want to onboard is running software version 6.6 and later and is already registered with the
Cisco cloud, you must unregister the device from Cisco Cloud Services before you onboard it to CDO

with a registration key.

CDO User Interfaces

CDO GUI and CLI Interfaces

CDO is a web-based management product that provides you with both a graphic user interface (GUI) and a
command line interface (CLI) to manage your devices one at a time or many at once.

With the CLI interface, you can send commands to your FDM-managed devices directly from CDO. Use CLI
macros to save and run commonly used commands. See Command Line Interface Documentation and CDO
Command Line Interface, on page 531 for more information.

API Support

CDO provides the API tool interface that can perform advanced actions on an FDM-managed device using
the device's REST API. Additionally, this interface provides the following features:

» Records a history of already executed API commands.
* Provides system-defined API macros that can be reused.

* Allows creating user-defined API macros using the standard API macros, from a command you have
already executed, or another user-defined macro.

For more information about the API tool, see Using the API Tool, on page 544.
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Onboarding FDM-Managed Devices

Before you Onboard a Threat Defense Device, review the general device requirements and onboarding
prerequisites.

The best practice is to onboard FDM-managed devices with a registration token. See Onboard an FDM-Managed
Device Running Software Version 6.6+ Using a Registration Key for more information.

You can use these additional methods to onboard an FDM-managed device to CDO as well:

* Onboard an FDM-Managed Device Using Username, Password, and IP Address, on page 158
» Workflow and Prerequisites to Onboard the FDM-Managed Device Using Zero-Touch Provisioning

» Workflow and Prerequisites to Onboard the FDM-Managed Device Using Zero-Touch Provisioning, on
page 169

Device Management

Use CDO to upgrade software, configure high availability, configure device settings and network resources
for your FDM-managed devices.

« System Settings. Once you have licensed your FDM-managed device and onboarded it, you can
FDM-Managed Device Settings entirely from CDO. You will be able to configure management access
protocols, logging settings, DHCP and DNS server interaction, the device's hostname, the time server it
uses, and URL filtering preferences.

» Security Database Updates. Keep your device up to date and compliant with current Update
FDM-Managed Device Security Databases with a recurring task to check and update your device when
necessary.

+ High Availability. Manage HA configuration and operations with the Upgrade an FDM-Managed High
Availability Pair.

Device Upgrade

Perform immediate upgrades to your FDM-managed devices, or schedule them, using one of following
methods:

* Upgrade a Single FDM-Managed Device.
* Bulk FDM-Managed Devices Upgrade.

» Upgrade an FDM-Managed High Availability Pair.

ASA to Threat Defense Migration

CDO helps you migrate your Adaptive Security Appliance (ASA) to an FDM-managed device. CDO provides
a wizard to help you migrate these elements of the ASA's running configuration to an Firewall device manager
template:

This migration is supported for the following elements:

* Access Control Rules (ACLs)
* Interfaces

* Network Address Translation (NAT) rules
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» Network objects and network group objects
* Routes
* Service objects and service group objects

« Site-to-site VPN

See Migrating an ASA Configuration to an FDM-Managed Device Template for more information.

Interface Management

You can use CDO to Configuring Firepower Interfaces on an FDM-managed device.

Routing

Routing is the act of moving information across a network from a source to a destination. Routing involves
two basic activities: determining optimal routing paths and transporting packets through a network. Use CDO
to configure these aspects of routing:

+ Configuring Static Routes and Default Routes. Using CDO, you can Default Route, for your
FDM-managed devices.

* Bridge Group Support. A bridge group is a virtual interface that groups one or more interfaces. The
main reason to group interfaces is to create a group of switched interfaces. Using CDO you can Configure
a Bridge Group on your device.

* NAT (Network Address Translation). NAT rules help route your traffic from your inside (private)
network to the Internet. NAT rules also play a security role by keeping internal IP addresses hidden from
the world outside your network. You can create and edit NAT rules for your device using CDO. See
Network Address Translation, on page 396 for more information.

Security Policies

Security policies examine network traffic with the ultimate goal of either allowing network traffic to reach or
prevent network traffic from reaching its intended destination. Use CDO to manage all the components of the
device's security policies:

« Copy and paste rules. Make sharing rules across policies easy by copying and pasting rules from policy
to another. See Copy FDM-Managed Access Control Rules for more information.

« SSL Decryption Policy. Some protocols, such as HTTPS, use Secure Sockets Layer (SSL) or its follow-on
version, Transport Layer Security (TLS), to encrypt traffic for secure transmissions. Because the system
cannot inspect encrypted connections, you must apply SSL decryption policy to decrypt them if you want
to apply access rules that consider higher-layer traffic characteristics to make access decisions. See SSL
Decryption Policy for more information.

« ldentity Policy. Use Procedure to collect user identity information from connections. You can then view
usage based on user identity in the dashboards, and configure access control based on user or user group.

» Security Intelligence Policy. The Security Intelligence Policy gives you an early opportunity to drop
unwanted traffic based on source/destination IP address or destination URL. The system drops the traffic
on the blocked list before evaluating it with the access control policy, thus reducing the amount of system
resources used.
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« Access Control Policy. The access control policy controls access to network resources by evaluating
network traffic against access control rules. Secure Firewall Device Manager compares the criteria of
the access control rules, in the order they appear in the access control policy, to the network traffic. When
all the traffic conditions in an access control rule are matched, Secure Firewall Device Manager takes
the action defined by the rule. You can Configure the FDM Access Control Policy using CDO.

» TLS 1.3 Security Identity Discovery. Introduced in version 6.7, this feature allows you to perform URL
filtering and application control on traffic encrypted with TLS 1.3. See Procedure for more information.

« Intrusion Policy. Cisco delivers several intrusion policies with the Firepower system. These policies
are designed by the Cisco Talos Security Intelligence and Research Group, who set the intrusion and
preprocessor rule states and advanced settings. Intrusion policies are aspects of access control rules. See
Intrusion Policy Settings in an FDM-Managed Access Control Rule for more information.

\}

Note  Snort 3 is available for FDM-managed devices running version 6.7 and later.
Please note that you can toggle between Snort 2 and Snort 3 at will, but risk
incompatible configurations. For more information about Snort 3, supported
devices and software, and any limitations see Upgrade to Snort 3.0, on page 210.

* Threat Events. A Threat Events is a report of traffic that has been dropped, or that has generated an
alert, after matching one of Cisco Talos's intrusion policies. In most cases, there's no need to tune IPS
rules. If necessary, you have the option to override how an event is handled by changing the matching
rule action in CDO. CDO supports IPS rule tuning on all versions of versions 6.4 and 6.6.1. CDO does
not support IPS rule tuning on any version 6.5, any 6.6 version other than 6.6.1, or any 6.7 version.

* NAT (Network Address Translation). Order of Processing NAT Rules help route your traffic from
your inside (private) network to the Internet. NAT rules also play a security role by keeping internal IP
addresses hidden from the world outside your network. You can create and edit NAT rules for your
Firepower Threat Defense using CDO.

Promote Policy and Configuration Consistency

Object Management

An object is a container of information that you can use in one or more security policies. Objects make it easy
to maintain policy consistency because you can modify an object and that change affects all the other policies
that use that object. Without objects, you would need to modify all the policies, individually, that require the
same change.

Use CDO to create and manage these Object Types:
* Create or Edit an Active Directory Realm Object

» Upload RA VPN AnyConnect Client Profile
* Application Filter Objects

* Certificate Objects

* DNS Group Objects

* Geolocation Objects
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* Configure Identity Sources for FDM-Managed Device
* Managing IKEv1 Policies

» Managing an IKEv1 IPsec Proposal Object

* Managing IKEv2 Policies

» Managing an IKEv2 IPsec Proposal Object

* Create or Edit a Firepower Network Object or Network Groups
* Create New RA VPN Group Policies

* Security Zone Object

* Service Objects

* Security Group Tags

* Create and Edit Syslog Server Objects

* Create or Edit an FDM-Managed URL Object

Resolve Object Issues

CDO calls an object used on multiple devices a "shared object" and identifies them in the Objects page with
this badge ®. Sometimes a shared object develops some "issue" and is no longer perfectly shared across

multiple policies or devices. CDO makes it easy to Resolve Duplicate Object Issues, Resolve Unused Object
Issues, and Resolve Inconsistent Object Issues to manage your devices as well as your repository of objects.

Templates

A Secure Firewall Device Manager template is a complete copy of an onboarded FDM-managed device's
configuration. You can then modify that template and use it to configure other FDM-managed devices you
manage. Secure Firewall Device Manager templates promote policy consistency between devices. See
FDM-Managed Device Templates for more information.

High Availability

CDO makes it easy to configure and manage a Create an FDM-Managed High Availability Pair. You can
onboard an existing HA pair or create an HA pair in CDO. HA configurations make it possible to maintain a
secure network in scenarios where a device might be unavailable, such as during an upgrade period or an
unexpected device failure; in failover mode, the standby device is already configured to become active,
meaning that even if one of the HA devices becomes unavailable, the other device continues to handle traffic.

You can upgrade FDM-managed HA pairs in CDO. See Upgrade an FDM-Managed High Availability Pair
for more information.

Configuring Virtual Private Networks

Site-to-Site VPN

A virtual private network (VPN) consists of multiple remote peers transmitting private data securely to one
another over an unsecured network, thusly connecting network to network. CDO uses tunnels to encapsulate
data packets within normal IP packets for forwarding over IP-based networks, using encryption to ensure
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privacy and authentication to ensure data integrity. See Introduction to Site-to-Site Virtual Private Network
for more information.

For additional information about Virtual Private Networks, refer to the Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Manager.

Remote Access VPN

Remote Access (RA) VPN allows individuals to establish a secure connection to your network using supported
laptop, desktop, and mobile devices. CDO provides an intuitive user interface for you to setup RA VPN on
FDM-managed devices. AnyConnect is the only client that is supported on endpoint devices for RA VPN
connectivity to FDM-managed devices.

CDO supports the following aspects of RA VPN functionality on FDM-managed devices:

* Transport Layer Security (TLS) or Datagram Transport Layer Security (DTLS) for privacy, authentication,
and data integrity

» SSL client-based remote access
* [Pv4 and IPv6 addressing

* Shared RA VPN configuration across multiple FDM-managed devices

See Monitor Remote Access Virtual Private Network Sessions for more information. For additional information
about Virtual Private Networks, refer to the Cisco Firepower Threat Defense Configuration Guide for Firepower
Device Manager.

Monitoring Your Network

CDO provides reports summarizing the impact of your security policies and methods of viewing notable
events triggered by those security policies. CDO also logs the changes you make to your devices and provides
you with a way to label those changes so you can associate the work you do in CDO with a help ticket or
other operational request.

Executive Summary Report

Executive summary reports display a collection of operational statistics such as encrypted traffic, intercepted
threats, detected web categories, and more. Data in the reports is generated when network traffic triggers an
access rule or policy on an FDM-managed device. We recommend enabling malware and licenses, as well as
enabling file logging for access rules, to allow a device to generate the events that are reflected in the reports.

Read FDM-Managed Device Executive Summary Report for more information about what the report offers
and how you can use it to improve your network infrastructure. To create and manage your reports, see
Monitoring and Reporting Change Logs, Workflows, and Jobs.

Cisco Security Analytics and Logging

Cisco Security Analytics and Logging allows you to capture connection, intrusion, file, malware, and Security
Intelligence events from all of your FDM-managed devices and view them in one place in CDO.

The events are stored in the Cisco cloud and viewable from the Event Logging page in CDO where you can
filter and review them to gain a clear understanding of what security rules are triggering in your network. The
Logging and Troubleshooting package gives you these capabilities.
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With the Firewall Analytics and Monitoring package, the system can apply Secure Cloud Analytics dynamic
entity modeling to your FDM-managed device events, and use behavioral modeling analytics to generate
Secure Cloud Analytics observations and alerts. If you obtain a Total Network Analytics and Monitoring
package, the system applies dynamic entity modeling to both your FDM-managed device events and your
network traffic, and generates observations and alerts. You can cross-launch from CDO to a Secure Cloud
Analytics portal provisioned for you, using Cisco Single Sign-On. See About Security Analytics and Logging
(SaaS) in CDO for more information.

Change Log

The Manage Change Logs in CDO, on page 573 continuously captures configuration changes as they are made
in CDO. This single view includes changes across all supported devices and services. These are some of the
features of the change log:

* Side-by-side comparison of changes made to device configuration

* Plain-English labels for all change log entries.

* Records on-boarding and removal of devices.

* Detection of policy change conflicts occurring outside of CDO.

» Answers who, what, and when during an incident investigation or troubleshooting.

* The full change log, or only a portion, can be downloaded as a CSV file.

Change Request Management

Change Request Management allows you to associate a change request and its business justification, opened
in a third-party ticketing system, with an event in the Change Log. Use change request management to create
a change request in CDO, identify it with a unique name, enter a description of the change, and associate the
change request with change log events. You can later search the Change Log for the change request name.
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CHAPTER 1

Basics of CDO

CDO provides a unique view of policy management through a clear and concise interface. Below are topics
that cover the basics of using CDO for the first time.

* Networking Requirements, on page 2

* Create a CDO Tenant, on page 6

* Sign in to CDO, on page 7

* Migrate to Cisco Security Cloud Sign On Identity Provider, on page 8
* Launch a CDO Tenant, on page 10

* Manage Super Admins on Your Tenant, on page 11

» About CDO Licenses, on page 11

* Secure Device Connector, on page 13

* Devices, Software, and Hardware Supported by CDO, on page 43
* Browsers Supported in CDO, on page 45

» CDO Platform Maintenance Schedule, on page 45

* Cloud-delivered Firewall Management Center Maintenance Schedule, on page 46
* Manage a CDO Tenant, on page 46

* Manage Users in CDO, on page 65

* Active Directory Groups in User Management, on page 65

* Create a New CDO User, on page 71

* User Roles in CDO, on page 76

» Add a User Account to CDO, on page 80

* Edit a User Record for a User Role, on page 81

* Delete a User Record for a User Role, on page 82

* CDO Services Page, on page 82

* CDO Device and Service Management, on page 85

* CDO Inventory Information, on page 93

» CDO Labels and Filtering, on page 93

» Use CDO Search Functionality, on page 95

* Objects, on page 98
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Networking Requirements

Managing an FDM-Managed Device from the Inside Interface

Managing an FDM-managed device using the inside interface may be desirable if the dedicated MGMT
interface is assigned an address that is not routable within your organization; for example, it might only be
reachable from within your data center or lab.

Figure 1: Interface Addresses

—

Remote Access VPN Requirement

If the FDM-managed device you manage with CDO will be managing Remote Access VPN (RA VPN)
connections, CDO must manage the device using the inside interface.

What to do next:

Continue to Manage an FDM-Managed Device from the Inside Interface, on page 2 for the procedure for
configuring the FDM-managed device.

Manage an FDM-Managed Device from the Inside Interface
This configuration method:

* Assumes that the FDM-managed device has not been on-boarded to CDO.
* Configures a data interface as the inside interface.
* Configures the inside interface to receive MGMT traffic (HTTPS).

 Allows the address of the cloud connector to reach the inside interface of the device.
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Step 1
Step 2
Step 3

Step 4

Manage an FDM-Managed Device from the Inside Interface .

Before you begin
Review the prerequisites for this configuration in these topics:

* Managing an FDM-Managed Device from the Inside Interface, on page 2

* Connect CDO to your Managed Devices, on page 14

Procedure

Log in to the Secure Firewall device manager.
In the System Settings menu, click Management Access.
Click the Data Interfaces tab and click Create Data Interface.

a. In the Interface field, select the pre-named "inside" interface from the list of interfaces.
b. In the Protocols field, select HTTPS if it is not already.

c. Inthe Allowed Networks field, select the network objects that represent the networks inside your
organization that will be allowed to access the inside address of the FDM-managed device. The IP address
of the SDC or cloud connector should be among the addresses allowed to access the inside address of the
device.

In the Interface Addresses diagram, the SDC's IP address, 192.168.1.10 should be able to reach 192.168.1.1.

Deploy the change. You can now manage the device using the inside interface.

What to do next
What if you are using a Cloud Connector?
Use the procedure above and add these steps:

» Add a step to "NAT" the outside interface to (203.0.113.2) to the inside interface (192.168.1.1). See
Interface Addresses.

* In step 3¢ of the procedure above, your "Allowed Network" is a network group object containing the
public IP addresses of the cloud connector.

* Add a step that creates an Access Control rule allowing access to the outside interface (203.0.113.2)
from the public IP addresses of the cloud connector. See for a list of all the Cloud Connector IP addresses
for the various CDO regions.

Onboard the FDM-Managed Device

The recommended way of onboarding the FDM-managed device to CDO is to use the registration token
onboarding approach. After you configure the inside interface to allow management access from the Cloud
Connector to the FDM-managed device, onboard the FDM-managed device with the user name and password.
See Onboard a Threat Defense Device for more information. You will connect using the IP address of the
inside interface. In our scenario above, that address is 192.168.1.1.
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Managing an FDM-Managed Device from the Outside Interface

Managing an cloud-delivered Firewall Management Center device from the outside interface may be desirable
if you have one public IP address assigned to a branch office and Cisco Defense Orchestrator is managed
using a Cloud Connector at another location.

Figure 2: Device Management on Outside Interface

Internet

This configuration doesn't mean that the physical MGMT interface is no longer the device's management
interface. If you were in the office where the cloud-delivered Firewall Management Center device was located,
you would be able to connect to the address of the MGMT interface and manage the device directly.

Remote Access VPN Requirement

If the device you manage with cloud-delivered Firewall Management Center will be managing Remote Access
VPN (RA VPN) connections, cloud-delivered Firewall Management Center will not be able to manage the
cloud-delivered Firewall Management Center device using the outside interface. See Managing an
FDM-Managed Device from the Inside Interface instead.

What to do next:

Continue to Manage the FDM-Managed Device's Outside Interface, on page 4 for the procedure for
configuring the cloud-delivered Firewall Management Center device.
Manage the FDM-Managed Device's Outside Interface

This configuration method:

1. Assumes that the FDM-managed device has not been on-boarded to CDO.
2. Configures a data interface as the outside interface.

3. Configures management access on the outside interface.

4

Allows the public IP address of the cloud connector (after it has been NAT'd through the firewall) to reach
the outside interface.
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Step 1
Step 2
Step 3

Step 4

Step 5

Manage the FDM-Managed Device's Outside Interface .

Before you begin
Review the prerequisites for this configuration in these topics:
* Manage the FDM-Managed Device's Outside Interface, on page 4

* Connect CDO to your Managed Devices, on page 14

Procedure

Log in to the Secure Firewall device manager.
In the System Settings menu, click Management Access.
Click the Data Interfaces tab and click Create Data Interface.

a. In the Interface field, select the pre-named "outside" interface from the list of interfaces.
b. In the Protocols field, select HTTPS if it is not already. CDO only needs HTTPS access.

c. Inthe Allowed Networks field, create a host network object containing the public-facing IP address of
the cloud connector after it gets NAT'd through the firewall.

In the Device Management from Outside Interface network diagram, the cloud connector's IP address,
10.10.10.55, would be NAT'd to 203.0.113.2. For the Allowed Network, you would create a host network
object with the value 203.0.113.2.

Create an Access Control policy in Secure Firewall device manager that allows management traffic (HTTPS)
from the public IP address of the SDC or cloud connector, to the outside interface of your FDM-managed
device. In this scenario, the source address would be 203.0.113.2 and the source protocol would be HTTPS;
the destination address would be 209.165.202.129 and the protocol would be HTTPS.

Deploy the change. You can now manage the device using the outside interface.

What to do next
What if you are using a cloud connector?
The process is very similar, except for two things:

* In step 3c of the procedure above, your "Allowed Network" is a network group object containing the
public IP addresses of the cloud connector. See Connecting Devices to CDO Through the Cloud Connector
for a list of Cloud Connector IP addresses for the various CDO regions.

* In step 4 of the procedure above, you create an Access Control rule that allows access to the outside
interface from the public IP addresses of the cloud connector.

The Onboard an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key approach
is the recommended way of onboarding the FDM-managed device to CDO. After you configure the outside
interface to allow management access from the cloud connector, onboard the FDM-managed device. You will
connect using the [P address of the outside interface. In our scenario, that address is 209.165.202.129.
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Create a CDO Tenant

You can provision a new CDO tenant to onboard and manage your devices. If you use an On-Prem Firewall
Management Center Version 7.2 and later, and want to integrate it with the Cisco Security Cloud, you can
also create a CDO tenant as part of the integration workflow.

Procedure
1. Go to https://www.defenseorchestrator.com/provision.
2. Select the region where you want to provision your CDO tenant and click Sign Up.
3. On the Security Cloud Sign On page, provide your credentials.
4. Ifyou do not have a Security Cloud Sign On account and want to create one, click Sign up now.
a. Provide the information you are prompted for, and click Sign up.
Clicking on Sign up triggers a mail to the e-mail ID you just provided, with a link to activate your
account.
b. Click Activate account both on the mail and the Security Cloud Sign On page.
¢. Configure multifactor authentication using Duo on a device of your choice and click Log in with
Duo and Finish.
A
Note We recommend installing the Duo Security app on a mobile phone. Review Duo Guide to Two Factor

Authentication: Enrollment Guide if you have questions about installing Duo.

5. Provide a name for your tenant and click Create new account.

6. A new CDO tenant is created in the region you have chosen; you will also receive an e-mail about your
CDO tenant being created, with the details. If you are associated with multiple CDO tenants already, on
the Choose a tenant page, select the tenant you just created to log in to it. If you have created a new CDO
tenant for the first time, you get logged into your tenant directly.

For information about logging on to your CDO tenant for the first time, see Initial Login to Your New
CDO Tenant.

For information about managing a CDO tenant and various tenant settings, see Tenant Management.

Upgrade your CDO tenant to full version

If you are using a free trial version of CDO, you will keep seeing the You are in a free trial of CDO banner,
with the number of days left in the trial period. You can choose to upgrade your CDO tenant to full version
any time during the trial period. Contact your Cisco sales representative or contact Cisco Sales, and they can
place an order on your behalf and get you the sales order number.

Once you obtain the sales order number, click Upgrade to full version on the banner and enter the order
number to begin using the full version of CDO.
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Request CDO trial period extension

If you want to continue using the trial version for 30 days, click Request for an extension.

Signin to CDO

To log in to Cisco Defense Orchestrator (CDO), a customer needs an account with a SAML 2.0-compliant
identity provider (IdP), a multi-factor authentication provider, and Manage Users in CDO.

The IdP account contains the user's credentials and the IdP authenticates the user based on those credentials.
Mutli-factor authentication provides an added layer of identity security. The CDO user record primarily
contains the username, the CDO tenant with which they are associated, and the user's role. When a user logs
in, CDO tries to map the IdP's user ID to an existing user record on a tenant in CDO. The user is logged in to
that tenant when CDO finds a match.

Unless your enterprise has its own single sign-on identity provider, your identity provider is Cisco Security
Cloud Sign On. Cisco Security Cloud Sign On uses Duo for multi-factor authentication. Customers can
Integrate Your SAML Single Sign-On with if they choose.

To log into CDO, you must first create an account in Cisco Security Cloud Sign On, configure multi-factor
authentication (MFA) using Duo Security and have your tenant Super Admin create a CDO record.

On October 14, 2019, CDO converted all previously-existing tenants to use Cisco Security Cloud Sign On as
their identity provider and Duo for MFA.

\}

Note * If you sign in to CDO using your own single sign-on identity provider, the transition to Cisco Security
Cloud Sign On did not affect you. You continue to use your own sign-on solution.

* If you are in the middle of a free trial of CDO, this transition did affect you.

If your CDO tenant was created on or after October 14, 2019, see Initial Login to Your New CDO Tenant,
on page 7.

If your CDO tenant existed before October 14, 2019, see Migrate to Cisco Security Cloud Sign On Identity
Provider, on page 8.

Initial Login to Your New CDO Tenant

Before You Begin

Install DUO Security. We recommend installing the Duo Security app on a mobile phone.
Review Duo Guide to Two Factor Authentication: Enrollment Guide if you have questions about installing
Duo.

Time Synchronization. You are going to use your mobile device to generate a one-time password. It is
important that your device clock is synchronized with real time as the OTP is time-based. Make sure your
device clock set automatically or manually set it to the correct time.

Cisco Defense Orchestrator (CDO) uses Cisco Security Cloud Sign On as its identity provider and Duo for
multi-factor authentication (MFA). . If you do not have a Cisco Security Cloud Sign On account, when you
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. Signing in to CDO in Different Regions

create a new CDO tenant using https://www.defenseorchestrator.com/provision, the provisioning flow involves
various steps, including creating a Security Cloud Sign On account and configuring MFA using Duo.

MFA provides an added layer of security in protecting your user identity. Two-factor authentication, a type
of MFA, requires two components, or factors, to ensure the identity of the user logging into CDO. The first
factor is a username and password, and the second is a one-time password (OTP), which is generated on
demand.

| B
Important  If your CDO tenant existed before October 14, 2019, use Migrate to Cisco Security Cloud Sign On Identity
Provider, on page 8 for log in instructions instead of this article.
What to do next?

Continue to, Create a New Cisco Security Cloud Sign On Account and Configure Duo Multi-factor
Authentication, on page 72. It is a four-step process. You need to complete all four steps.

Signing in to CDO in Different Regions

These are the URLs you use to sign in to Cisco Defense Orchestrator in different AWS regions:

Table 1: CDO URLs in Different Regions

Region Cisco Defense Orchestrator URL
Asia-Pacific and Japan (APJ) https://www.apj.cdo.cisco.com/
Australia (AUS) https://aus.cdo.cisco.com
Europe, the Middle East, and Africa (EMEA) https://defenseorchestrator.cu/
India (IN) https://in.cdo.cisco.com

United States (US) https://defenseorchestrator.com

Troubleshooting Login Failures

Migrate to

Login Fails Because You are Inadvertently Logging in to the Wrong CDO Region

Make sure you are logging into the appropriate CDO region. After you log into
https://sign-on.security.cisco.com, you will be given a choice of what region to access.

See Signing in to CDO in Different Regions, on page 8 for information about which region you shoud sign
into.

Cisco Security Cloud Sign On Identity Provider

On October 14, 2019, Cisco Defense Orchestrator (CDO) converted all tenants to Cisco Security Cloud Sign
On as their identity provider and Duo for multi-factor authentication (MFA). To log into CDO, you must
first activate your account in Cisco Secure Sign-On and configure MFA using Duo.
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CDO requires MFA which provides an added layer of security in protecting your user identity. Two-factor
authentication, a type of MFA, requires two components, or factors, to ensure the identity of the user logging
into CDO. The first factor is a username and password, and the second is a one-time password (OTP), which
is generated on demand.

\)

Note * If you sign in to CDO using your own single sign-on identity provider, this transition to Cisco Security
Cloud Sign On and Duo does not affect you. You continue to use your own sign-on solution.

* [f you are in the middle of a free trial of CDO, this transition does apply to you.

« If your CDO tenant was created on or after October 14, 2019, see Initial Login to Your New CDO
Tenant, on page 7 for log in instructions instead of this article.

Before You Begin

We strongly recommend the following steps prior to migrating:

. Install DUO Security. We recommend installing the Duo Security app on a mobile phone.
Review Duo Guide to Two Factor Authentication: Enrollment Guide if you have questions about installing
Duo.

« Time Synchronization. You are going to use your mobile device to generate a one-time password. It is
important that your device clock is synchronized with real time as the OTP is time-based. Make sure
your device clock set automatically or manually set it to the correct time.

* Create a New Cisco Secure Sign-On Account and Configure Duo Multi-factor Authentication. It is a
four-step process. You need to complete all four steps.

Troubleshooting Login Failures after Migration

Login to CDO Fails Because of Incorrect Username or Password

Solution If you try to log in to CDO and you know you are using the correct username and password and your
login is failing, or you try "forgot password" cannot recover a viable password, you may have tried to login
without creating a new Cisco Security Cloud Sign On account, you need to sign up for a new Cisco Security
Cloud Sign On Account by following the instructions in Create a New Cisco Security Cloud Sign On Account
and Configure Duo Multi-factor Authentication, on page 72.

Login to the Cisco Security Cloud Sign On Dashboard Succeeds but You Can't Launch CDO

Solution You may have created a Cisco Security Cloud Sign On account with a different username than your
CDO tenant. Contact the Cisco Technical Assistance Center (TAC) to standardize your user information
between CDO and Cisco Secure Sign-On.

Login Fails Using a Saved Bookmark

Solution You may be attempting to log in using an old bookmark you saved in your browser. The bookmark
could be pointing to https://cdo.onelogin.com.

Solution Log in to https://sign-on.security.cisco.com.
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* Solution If you have not yet created a Cisco Secure Sign-On account, Create a New Cisco Security Cloud
Sign On Account and Configure Duo Multi-factor Authentication.

* Solution If you have created your new secure sign-on account, click the CDO tile on the dashboard that
corresponds to the region in which your tenant was created:

* Solution Cisco Defense Orchestrator APJ

* Solution Cisco Defense Orchestrator Australia
* Solution Cisco Defense Orchestrator EU

* Solution Cisco Defense Orchestrator India

« Solution Cisco Defense Orchestrator US

* Solution Update your bookmark to point to https://sign-on.security.cisco.com.

Launch a CDO Tenant

Procedure

Step 1 Click the appropriate CDO button for your region on the Cisco Security Cloud Sign On dashboard.

Step 2 Click the authenticator logo to choose Duo Security or Google Authenticator if you have set up both
authenticators.

* If you already have a user record on an existing tenant, you are logged into that tenant.

* If you already have a user record on several portals, you will be able to choose which portal to connect
to.

* If you already have a user record on several tenants, you will be able to choose which CDO tenant to
connect to.

* If you do not already have a user record on an existing tenant, you will be able to learn more about CDO
or request a trial tenant.

The Portals view retrieves and displays consolidated information from multiple tenants. See Manage
Multi-Tenant Portal, on page 61 for more information.

The Tenant view shows several tenants on which you have a user record.
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i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast New York Office

Los Angeles Office

Sign Out

Manage Super Admins on Your Tenant

It is a best practice to limit the number of Super Admins on your tenant. Determine which users should have
Super Admin privileges, review Manage Users in CDO, and change the roles of other users to "Admin."

About CDO Licenses

CDO requires a base subscription for tenant entitlement and device licenses for managing devices. You can
buy one or more CDO base subscriptions based on the number of tenants you require and device licenses
based on the device model number and the quantity. In other words, purchasing the base subscription gives
you a CDO tenant, and for every device you choose to manage using CDO, you need separate device licenses.

For the purposes of planning your deployment, note that each CDO tenant can manage approximately 500
devices through the Secure Device Connector (SDC) and any number of devices using the cloud connector.
See Secure Device Connector (SDC) for more information.

To onboard and manage devices from Cisco Defense Orchestrator, you need to purchase a base subscription
and device-specific, term-based subscriptions based on the devices you want to manage.

Subscriptions
Cisco Defense Orchestrator subscriptions are term-based:

* Base - Offers subscriptions for one, three, and five years, and provides entitlement to access the CDO
tenant and onboard adequately licensed devices.

» Device License - Offers subscriptions for one, three, and five years for any supported device you choose
to manage. For example, you can choose to manage a Cisco Firepower 1010 device using CDO for three
years, if you purchase a three-year software subscription to the Cisco Firepower 1010 device.
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See Software and Hardware Supported by CDO for more information on Cisco security devices that CDO
supports.

|

Important  You do not require two separate device licenses to manage a high availabilty device pair in CDO. If you have
a Secure Firewall Threat Defense (FTD) high availability pair, purchasing one FTD device license is sufficient,
as CDO considers the pair of high availability devices as one single device.

\}

Note  You cannot manage CDO licensing through the Cisco smart licensing portal.

Software Subscription Support

The CDO base subscription includes software subcription support that is valid for the term of the subscription
and provides access to software updates, major upgrades, and Cisco Technical Assistance Center (TAC), at
no extra cost. While the software support is selected by default, you can also leverage the CDO solution
support based on your requirement.

Cisco Defense Orchestrator Evaluation License

You can request for a 30-day Cisco Defense Orchestrator trial from your SecureX account. See Request a
CDO Tenant for more information.

Cloud-Delivered Firewall Management Center and Threat Defense Licenses

You do not have to purchase a separate license to use the cloud-delivered Firewall Management Center in
CDO; the base subscription for a CDO tenant includes the cost for the cloud-delivered Firewall Management
Center.

Cloud-delivered Firewall Management Center Evaluation License

The cloud-delivered Firewall Management Center comes provisioned with a 90-day evaluation license, after
which the threat defense services are blocked.

To learn how to get a cloud-delivered Firewall Management Center provisioned on your CDO tenant, see
Request a Cloud-delivered Firewall Management Center for your CDO Tenant.

)

Note The cloud-delivered Firewall Management Center does not support specific license reservation (SLR) for
devices in air-gapped networks.

Threat Defense Licenses for Cloud-Delivered Firewall Management Center

You need individual licenses for each Secure Firewall Threat Defense device managed by the cloud-delivered
Firewall Management Center. See Licensing in Managing Firewall Threat Defense with Cloud-Delivered
Firewall Management Center in Cisco Defense Orchestrator for information.

To know how CDO handles licensing for the devices migrated to the cloud-delivered Firewall Management
Center, see Migrate Threat Defense from Management Center to Cloud.
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Secure Device Connector

The Secure Device Connector (SDC) is an intelligent proxy that allows your Cisco devices to communicate
with CDO. When onboarding a device that is not directly reachable over the internet to CDO using device
credentials, you can deploy an SDC in your network to proxy communications between the devices and CDO.
Alternatively, if you prefer, you can enable a device to receive direct communications through its outside
interface from CDO. Adaptive Security Appliances (ASA), Meraki MXs, Secure Firewall Threat Defense
devices, and Secure Firewall Management Center devices, generic SSH and IOS devices, can all be onboarded
to CDO using an SDC.

The SDCmonitors CDO for commands that need to be executed on your managed devices, and messages that
need to be sent to your managed devices. The SDC executes the commands on behalf of CDO, sends messages
to CDO on behalf of the managed devices, and returns replies from the managed devices to CDO.

The SDC uses secure communication messages signed and encrypted using AES-128-GCM over HTTPS
(TLS 1.2) to communicate with CDO. All credentials for onboarded devices and services are encrypted directly
from the browser to the SDC as well as encrypted at rest using AES-128-GCM. Only the SDC has access to
the device credentials. No other CDO service has access to the credentials. See Connect CDO to your Managed
Devices, on page 14 for information explaining how to allow communication between between an SDC and
CDO.

The SDC may be installed on an appliance, as a virtual machine on a hypervisor, or in a cloud environment
like AWS or Azure. You can install an SDC by using a combined virtual machine and SDC image provided
by CDO, or you can create your own virtual machine and install the SDC on it. The SDC virtual appliance
includes a CentOS or Ubuntu operating system and runs within a Docker container.

Each CDO tenant can have an unlimited number of SDCs. These SDCs are not shared between tenants, they
are dedicated to a single tenant. The number of devices a single SDC can manage depends on the features
implemented on those devices and the size of their configuration files. For the purposes of planning your
deployment, however, expect one SDC to support approximately 500 devices.

Deploying more than one SDC for your tenant also provides these benefits:

* You can manage more devices with your CDO tenant without experiencing performance degradation.

* You can deploy an SDC to an isolated network segment within your network and still manage the devices
in that segment with the same CDO tenant. Without multiple SDCs, you would need to manage the
devices in those isolated network segments with different CDO tenants.

The procedure for deploying a second or subsequent SDC is the same for deploying your first SDC. The initial
SDC on your tenant incorporates the name of your tenant and the number 1 and is displayed on the Secure
Connectors tab in the Services page of CDO. Each additional SDC is numbered in order. See Deploy a Secure
Device Connector Using CDO's VM Image, on page 15 and Deploy a Secure Device Connector On Your
VM, on page 19

Related Information:
* Connect CDO to your Managed Devices
* Update your Secure Device Connector, on page 32

* Remove a Secure Device Connector, on page 31
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Connect CDO to your Managed Devices

CDO connects to the devices that it manages through the cloud connector or through a Secure Device Connector
(SDC).

If your device can be accessed directly from the internet, you should be using the cloud connector to connect
to your device. If you can, configure the device to allow inbound access on port 443 from the CDO IP addresses
in your cloud region.

If your device is not accessible from the internet, you can deploy an on-premises SDC in your network to
allow CDO to communicate with your devices.

Configure the device to allow full inbound access on port 443 (or whichever port you have configured for
your device management).

An FDM-managed device can be onboarded to CDO using its device credentials, a registration key, or its
serial number whether it is directly accessible from the internet. If the FDM-managed device does not have
direct access to the internet, but it resides on a network that does; the Security Services Exchange connector
delivered as part of the device can reach the Security Services Exchange cloud allowing the FDM-managed
device to be onboarded.

You need an on-premises SDC in your network to onboard:
» An FDM-managed device that is not accessible from the cloud and the “credentials onboarding” method

is used.

All other devices and services do not require an on-premise SDC. CDO will connect using its “cloud connector”.
See the next section to know the IP addresses that must be allowed for inbound access.

Connecting Devices to CDO Through the Cloud Connector

When connecting CDO directly to your device through the cloud connector, you should allow inbound access
on port 443 (or whichever port you have configured for your device management) for the various IP addresses
in the EMEA, United States, or APJ region.

If you are a customer in the Asia-Pacific-Japan (APJ) region, and you connect to CDO at
https://www.apj.cdo.cisco.com/, allow inbound access from the following IP addresses:

* 54.199.195.111
*52.199.243.0

If you are a customer in the Australia (AUS) region, and you connect to CDO at https://aus.cdo.cisco.com,
allow inbound access from the following IP addresses:

* 13.55.73.159
* 13.238.226.118

If you are a customer in Europe, the Middle East, or Africa (EMEA) region, and you connect to CDO at
https://defenseorchestrator.cu/, allow inbound access from the following IP addresses:

* 35.157.12.126
* 35.157.12.15
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If you are a customer in the India (IN) region, and you connect to CDO at https://in.cdo.cisco.com, allow
inbound access from the following IP addresses:

* 35.154.115.175
*13.201.213.99

If you are a customer in the United States (US) region, and you connect to CDO at
https://defenseorchestrator.com, allow inbound access from the following IP addresses:

* 52.34.234.2
* 52.36.70.147

Connecting CDO to SDC

When connecting CDO to your device through an SDC, the devices you want CDO to manage must allow
full inbound access on port 443 (or whichever port you have configured for your device management). This
is configured using a management access control rule.

You must also ensure that the virtual machine on which the SDC is deployed has network connectivity to the
management interface of the managed device.

Deploy a Secure Device Connector Using CD0's VM Image

When using device credentials to connect CDO to a device, it is a best practice to download and deploy an
SDC in your network to manage the communication between CDO and the device. Typically, these devices
are non-perimeter based, do not have a public IP address, or have an open port to the outside interface. Adaptive
Security Appliances (ASAs), FDM-managed devices, Firepower Management Centers (FMCs), and SSH and
IOS devices, can all be onboarded to CDO using an SDC.

The SDC monitors CDO for commands that need to be executed on your managed devices, and messages
that need to be sent to your managed devices. The SDC executes the commands on behalf of CDO, sends
messages to CDO on behalf of the managed devices, and returns replies from the managed devices to CDO.

The number of devices a single SDC can manage depends on the features implemented on those devices and
the size of their configuration files. For the purposes of planning your deployment, however, we expect one
SDC to support approximately 500 devices. See Using Multiple SDCs on a Single CDO Tenant, on page 33
for more information.

This procedure describes how to install an SDC in your network, using CDO's VM image. This is the preferred,
easiest, and most reliable way to create an SDC. If you need to create the SDC using a VM that you create,
follow Deploy a Secure Device Connector On Your VM, on page 19.

Before you begin

Review these prerequisites before you deploy the SDC:

* CDO requires strict certificate checking and does not support Web/Content Proxy inspection between
the Secure Device Connector (SDC) and the Internet. If using a proxy server, disable inspection for traffic
between the SDC and CDO.

* The SDC must have full outbound access to the internet on TCP port 443, or the port you have configured
for device management. The devices managed by CDO must also allow inbound traffic from this port.

» Review Connect CDO to your Managed Devices to ensure proper network access.
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* CDO supports installing its SDC VM OVF image using the vSphere web client or the ESXi web client.
* CDO does not support installing the SDC VM OVF image using the vSphere desktop client.
» ESXi 5.1 hypervisor.
* Cent OS 7 guest operating system.
* System requirements for a VMware ESXi host with only one SDC:
* VMware ESXi host needs 2 CPU.
* VMware ESXi host needs a minimum of 2 GB of memory.
* VMware ESXi requires 64 GB disk space to support the virtual machine depending on your
provisioning choice.
* System requirements for a VM with an SDC and a single Secure Event Connector (SEC) for your tenant.
(The SEC is a component used in About Security Analytics and Logging (SaaS) in CDO).

Each SEC that you add to the VMware ESXi host requires an additional 4 CPUs and an additional 8 GB
of memory.

Therefore, these are the requirements for a VMware ESXi host with one SDC and one SEC:
* VMware ESXi host needs 6 CPU.
* VMware ESXi host needs a minimum of 10 GB of memory.
* VMware ESXi requires 64 GB disk space to support the virtual machine depending on your
provisioning choice.
* The dockers IP must be in a different subnet than the SDC's IP range and the device IP range.

* Gather this information before you begin the installation:

» Static IP address you want to use for your SDC.

* Passwords for the root and cdo users that you create during the installation process.
* The IP address of the DNS server your organization uses.

* The gateway IP address of the network the SDC address is on.

* The FQDN or IP address of your time server.

» The SDC virtual machine is configured to install security patches on a regular basis and in order to do
this, opening port 80 outbound is required.

Procedure

Step 1 Log on to the CDO Tenant you are creating the SDC for.

Step 2 From the CDO menu, choose Tools & Services > Secure Connectors.

Step 3 On the Services page, select the Secure Connectors tab, click the blue plus button, and select Secure Device
Connector.

Step 4 In Step 1, click Download the SDC VM image. This opens in a separate tab.
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Deploy an On-Premises Secure Device Connector p ¢

Step 1

Download the SDC VM Imageds

nd follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. |

2
CDO Bootstrap Data

QBRPXIRPSBVOPSJ1eUpoYkdjalU9pS1INVekkxTmlJcOluljVjQBk2SNtwWFZDSjkuZX1Kc2FXNXJaV1
JYWlelaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5qY21sd2RHbHZ 1bk 1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vep5YVARAE1 pNHdJaXdpYm1kbWRSSmRMQBoxY z WeVgyNWhiV1VpT21KamIyWm
x)bkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VNUmx 1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y8dVaU9pSjFM1Z55W13aWMzQkpalBk2SWL0
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sSW
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1TLIRSbUBYSTRNQZFpWIW1NNUxUUTNPRGNEWW1 Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0BoSL1INSZEYNZzhoNUNSZDNPRUUSBUDXT 2VRd 104aHpkSIhtRIBhUMLSYWSIZDJ1dmRFQzg1TH
hoZk84019PNFBmVJNSTHpNRUSmcBFoSTVDNHBqVNFSLWo2RDJ1Qz1FRy81 TzNZcGpWdGe3NTFnYZh
ek 5XNBdKajRyTTlyVzM3IRXdRdFOzeWh5azVkTOVITVIrMlcwR1 JRcXhLompoU1JLUT pKNXQBeGxuN1
NFWUAKZ3Z JdVQzUE1Da2piNVN4a29qUm1 hRmdDWERGC 1JJUERWTY 1WUFShTnprX2RZTVAfNDZabHF §
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXo5UVZOMXZ1S ] ZWNmSNdBgyV3J1icDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

Step 5 Extract all the files from the .zip file. They will look similar to these:
* CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
* CDO-SDC-VM-ddd50fa-disk1.vmdk

Step 6 Log on to your VMware server as an administrator using the vSphere Web Client.
Note Do not use the ESXi Web Client.

Step 7 Deploy the Secure Device Connector virtual machine from the OVF template by following the prompts.
Step 8 When the setup is complete, power on the SDC VM.

Step 9 Open the console for your new SDC VM.

Step 10 Login with the username CDO. The default password is adm123.

Step 11 At the prompt, type sudo sdc-onboard setup.

[cdo@localhost ~]$ sudo sdc-onboard setup

Step 12 When prompted for the password, enter adm123.
Step 13 Follow the prompts to create a new password for user root. Enter your password for the root user.
Step 14 Follow the prompts to create a new password for the CDO user. Enter your password for the user
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Step 15

Step 16

Step 17
Step 18
Step 19
Step 20
Step 21
Step 22

Step 23
Step 24

Step 25
Step 26
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When prompted with Please choose the CDO domain you connect to, enter your Cisco Defense Orchestrator
domain information.

Enter the following domain information of the SDC VM when prompted:

a)
b)
<)
d)
e)

When prompted with Are these values correct? (y/n), confirm your entries with y.

IP Address/CIDR
Gateway

DNS Server

NTP Server or FQDN
Docker Bridge

or press enter if a docker bridge is not applicable.

Confirm your entries.

When prompted with Would you like to setup the SDC now? (y/n), enter n.

The VM console automatically logs you out.

Create an SSH connection to the SDC. Login as: CDO and enter your password.

At the prompt, type sudo sdc-onboard bootstrap.

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

When prompted with [sudo] password, enter the password you created in Step 14.

When prompted with Please copy the bootstrap data from the Secure Connector Page of CDO, follow
this procedure:

a.
b.

C.

When prompted with Do you want to update these setting? (y/n), enter n.

Log into CDO.

In the Actions pane, click Deploy an On-Premises Secure Device Connector.

Click Copy the bootstrap data in step 2 of the dialog box and paste into the SSH window.

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjal9pSIiNVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVW1lciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcBluTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vap5YVdRdE1pNHdJaXdpYm1kbWR5SmRMQBox Yz JWeVgyNWhiViVpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWE1pT21KellXMXNJaXdpY285c1pYTW1PbHNpVWsSTVIW
OUJSRTFKVG1KZExDSnBjMB1pT21KcGRHUWIMQBpgYkhiWemRHVN1TV1FpT21JeE1pd21jSEpwY1dGeW
VWUmx1ibUZ1ZENJNmJuVnNiQ3dpYzNWaWFtVmpkR1I1YBdValU9pSjF jM1Z5SW13aWMzQkpaQBk2SWtO
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQ8p3WVhKbGJuUkpaQBk2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpqTXdMV1poWW10bFptRXpPRBUWWM1JcBLtTNNRV1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKe 1kyOXdaUBk2V31KMGNuYnpkQ81zSW5KbF 1XUN1MQ@
k1T1RSbUBVSTRNOZFoWWINNUxUUTNPRGNBWW1Zek 1DMN1ZVBnaWldaaE16aGhOR1 10 TENKM2ZNtbDBa
QBRPXBRPTUFJT jBid3d3LmR1ZmVuc2VvemNoZXNB8cmFBb3TIuY29tIgpDREGFVEVOQUSUPS jaXNjby
ThbWFsbG1lvIgpDREIFfQkIPVFNUUKFQX1VSTDA1iaHRACHMELy93d3cuZGVmZW5zZW9yY2h1lec3RyYXRY
ci5jb2@vc2RjL2Jvb3RzdHJhcCjaXNjbyThbWFsbGlvL2Npc2NvLWFtYWxsaW8tUBRDIgo=

21 Copy bootstrap data

Return to the Secure Device Connector page. Refresh the screen until you see the status of your new SDC
change to Active.
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Deploy a Secure Device Connector On Your VM

When using device credentials to connect CDO to a device, it is a best practice to download and deploy a
Secure Device Connector (SDC) in your network to manage the communication between CDO and the device.
Typically, these devices are non-perimeter based, do not have a public IP address, or have an open port to the
outside interface. Adaptive Security Appliances (ASAs), FDM-managed devices, and Firepower Management
Centers (FMCs) devices can all be onboarded to CDO using device credentials.

The SDC monitors CDO for commands that need to be executed on your managed devices, and messages
that need to be sent to your managed devices. The SDC executes the commands on behalf of CDO, sends
messages to CDO on behalf of the managed devices, and returns replies from the managed devices to CDO.

The number of devices a single SDC can manage depends on the features implemented on those devices and
the size of their configuration files. For the purposes of planning your deployment, however, we expect one
SDC to support approximately 500 devices. See Using Multiple SDCs on a Single CDO Tenant, on page 33
for more information.

This procedure describes how to install an SDC in your network by using your own virtual machine image.

\}

Note The preferred, easiest, and most reliable way to install an SDC is to download CDO's SDC OVA image and
install it. See Deploy a Secure Device Connector Using CDO's VM Image, on page 15 for those instructions.

Before you begin

* CDO requires strict certificate checking and does not support a Web/Content Proxy between the SDC
and the Internet.

* The SDC must have full outbound access to the Internet on TCP port 443 in order for it to communicate
with CDO.

* Devices that reach CDO through the SDC must allow inbound access from the SDC on port 443.
* Review Connect CDO to your Managed Devices for networking guidelines.

* VMware ESXi host installed with vCenter web client or ESXi web client.

\}

Note We do not support installation using the vSphere desktop client.

» ESXi 5.1 hypervisor.
* Cent OS 7 guest operating system.

* System requirements for a VM with only an SDC:
* VMware ESXi host needs 2 CPUs.

* VMware ESXi host needs a minimum of 2 GB of memory.

* VMware ESXi requires 64 GB disk space to support the virtual machine depending on your
provisioning choice. This value assumes you are using Logical Volume Management (LVM) with
the partition so you can expand required disk space as needed.
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. Deploy a Secure Device Connector On Your VM

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7
Step 8
Step 9

)

* System requirements for a VM with an SDC and a single Secure Event Connector (SEC) for your tenant.
(The SEC is a component used in About Security Analytics and Logging (SaaS) in CDO).

Each SEC you add to the VMware ESXi host requires an additional 4 CPUs and an additional 8 GB of
memory.

Therefore, these are the requirements for a VMware ESXi host with one SDC and one SEC:
* VMware ESXi host needs 6 CPU.

* VMware ESXi host needs a minimum of 10 GB of memory.

* VMware ESXi requires 64 GB disk space to support the virtual machine depending on your
provisioning choice.

* After you have updated the CPU and memory on the VM, power on the VM and ensure that the Secure
Connectors page indicates that the SDC is in the "Active" state.

» Users performing this procedure should be comfortable working in a Linux environment and using the
vi visual editor for editing files.

* [f you are installing your on-premise SDC on a CentOS virtual machine, we recommend you install Yum
security patches on a regular basis. Depending on your Yum configuration, to acquire Yum updates, you
may need to open outbound access on port 80 as well as 443. You will also need to configure yum-cron
or crontab to schedule the updates. Work with your security-operations team to determine if any security
policies need to change to allow you to get the Yum updates.

Note Before you get started: Do not copy and paste the commands in the procedure into your terminal window,
type them instead. Some commands include an "n-dash" and in the cut and paste process, these commands
can be applied as an "m-dash" and that may cause the command to fail.

Procedure

Log on to the CDO tenant you are creating the SDC for.

In the left pane, choose Tools & Services > Secure Connectors.

On the Services page, select the Secure Connectors tab, click the blue plus button, and select Secure Device
Connector.

Copy the bootstrap data in step 2 on the window to a notepad.
Install a CentOS 7 virtual machine with at least the following RAM and disk space allotted to the SDC:

* 8GB of RAM
* 10GB disk space

Once installed, configure basic networking such as specifying the IP address for the SDC, the subnet mask,
and gateway.

Configure a DNS (Domain Name Server) server.

Configure a NTP (Network Time Protocol) server.
Install an SSH server on CentOS for easy interaction with SDC's CLI.

. Managing FDM Devices with Cisco Defense Orchestrator



| Basics of CDO

Step 10

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Deploy a Secure Device Connector On Your VM .

Run a Yum update and then install the packages: open-vm-tools, nettools, and bind-utils

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

Install the AWS CLI package; see https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html.

Note Do not use the --user flag.

Install the Docker CE packages; see https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce

Note  Use the "Install using the repository" method.

Start the Docker service and enable it to start on boot:

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

Create two users: "CDO" and "sdc." The CDO user will be the one you log in to run administrative functions
(so you don't need to use the root user directly), and the sdc user will be the user to run the SDC docker
container.

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

Set a password for the CDO user.

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

Add the CDO user to the "wheel" group to give it administrative (sudo) privileges.

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

When Docker is installed, there is a user group created. Depending on the version of CentOS/Docker, this
may be called either "docker" or "dockerroot". Check the /etc/group file to see which group was created, and
then add the sdc user to this group.

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

If the /etc/docker/daemon.json file does not exist, create it, and populate with the contents below. Once created,
restart the docker daemon.

Note Make sure that the group name entered in the "group" key matches the group you found in the /etc/group
file the previous step.
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Step 19

Step 20
Step 21

Step 22

Step 23

Step 24

Step 25

[root@sdc-vm ~]# cat /etc/docker/daemon.json

{

"live-restore": true,
"group": "docker"
}

[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

If you are currently using a vSphere console session, switch over to SSH and log in with the "CDO" user.
Once logged in, change to the "sdc" user. When prompted for a password, enter the password for the "CDO"
user.

[CDO@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>

[sdc@sdc-vm ~]$
Change directories to /usr/local/CDO.

Create a new file called bootstrapdata and paste the bootstrap data from Step 2 of the Deploy an On-Premises
Secure Device Connector wizard into this file. Save the file. You can use vi or nano to create the file.

The bootstrap data comes encoded in base64. Decode it and export it to a file called ext ractedbootstrapdata

[sdc@sdc-vm ~]S$ base64 -d /usr/local/ CDO/bootstrapdata >
/usr/local/CDO/extractedbootstrapdata
[sdc@sdc-vm ~]$

Run the cat command to view the decoded data. The command and decoded data should look similar to this:

[sdc@sdc-vm ~]$ cat /usr/local/ CDO/extractedbootstrapdata
CDO_TOKEN:"<tOken string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

Run the following command to export the sections of the decoded bootstrap data to environment variables.

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]$

Download the bootstrap bundle from CDO.

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer S$CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=-=-:=-= —=:i—=:—-= —-—:--:-- 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/ CDO/*SDC
-rw-rw-r-—. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/CDO/tenant-name-SDC

Extract the SDC tarball, and run the bootstrap. sh file to install the SDC package.

[sdc@sdc-vm ~]$ tar xzvf /usr/local/CDO/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/ CDO/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£f17101dbl0e66db5b5d6afdalc95¢c29ea0004d9e4315508£d30579b275458:
Pulling from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

. Managing FDM Devices with Cisco Defense Orchestrator



| Basics of CDO
Deploy Secure Device Connector and Secure Event Connector on Ubuntu Virtual Machine .

ebbdl0b629b1l: Pull complete
dl4d580ef2ed: Pull complete
45421d451ab8: Pull complete
<snipped - downloads>

no crontab for sdc

The SDC should now show "Active" in CDO.

What to do next

* Return to Install a Secure Event Connector on an SDC Virtual Machine, on page 615 if you are installing
a Secure Event Connector.

* Return to Installing an SEC Using a CDO Image, if you are installing your second or more Secure Event
Connectors on your tenant.

Deploy Secure Device Connector and Secure Event Connector on Ubuntu
Virtual Machine

When using device credentials to connect CDO to a device, it is a best practice to download and deploy a
Secure Device Connector (SDC) in your network to manage the communication between CDO and the device.
Typically, these devices are non-perimeter based, do not have a public IP address, or have an open port to the
outside interface. Adaptive Security Appliances (ASAs), FDM-managed devices, and Firepower Management
Centers (FMCs) devices can all be onboarded to CDO using device credentials.

The SDC monitors CDO for commands that must be executed on your managed devices, and messages that
must be sent to your managed devices. The SDC executes the commands on behalf of CDO, sends messages
to CDO on behalf of the managed devices, and returns replies from the managed devices to CDO.

The Secure Event Connector (SEC) forwards events from ASA and FTD to the Cisco cloud so that you can
view them on the Event Logging page and investigate them with Secure Cloud Analytics, depending on your
licensing.

After deploying the SDC, adding an SEC container becomes a simple task. The SEC service is designed to
receive syslog messages from ASA, Cisco I0S and FDM-managed devices, and send them securely to the
Cisco cloud. This allows eventing services like CDO Analytics and Cisco XDR to store, augment, and analyze
the log messages with ease.

You can execute the scripts that are provided on the CiscoDevNet site to install the SDC and SEC on Linux
Ubuntu systems.
Before you begin

» CDO requires strict certificate checking and does not support a Web/Content Proxy between the SDCand
the Internet.

* The SDC must have full outbound access to the Internet on TCP port 443.
* Review Connect CDO to your Managed Devices for networking guidelines.

» VMware ESXi host that is installed with vCenter web client or ESXi web client.
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\}

Note We do not support installation using the vSphere desktop client.

» ESXi 5.1 hypervisor.

 Ubuntu operating system version 20.04 or above is installed on the virtual machine.
SDC:
* CPU: 2 Cores

* RAM: Minimum of 2 GB

SDC and SEC:
* CPU: 4 Cores
* RAM: Minimum of 8 GB

* The Ubuntu machine running the SDC must have network access to the management interfaces of the
ASAs and Cisco IOS devices.

Procedure
Step 1 Log on to the CDO tenant you are creating the SDC for.
Step 2 Choose Tools & Services > Secure Connectors.
Step 3 On the Services page, select the Secure Connectors tab, click the , and select Secure Device Connector.
Step 4 Copy the bootstrap data in step 2 on the window to a notepad.
Step 5 Open CiscoDevNet to Deploy SDC.
Step 6 Click Code and copy the URL in the HTTPS tab.
Step 7 On the Ubuntu system. press Ctrl+Alt+T to quickly open the terminal window.
Step 8 In the terminal, type git and paste the HTTPS URL copied earlier.

[sdc@vm] : ~$ git https://github.com/CiscoDevNet/cdo-deploy-sdc.git
Resolving deltas: 100% (22/22). done.

Step 9 Go to the "cdo-deploy-sdc" directory.

[sdc@vm] :~$ cd cdo-deploy-sdc.
Step 10 Execute Is -la to see the files and scripts.
« delete_sdc.sh: Deletes SDC previously installed on your system.
« deploy_sdc.sh: Deploys SDC on your system.

« install_docker.sh: Deploys the recommended version of docker on your system.

Step 11 Run the script to install the docker.

[sdc@vm] : ~/cdo-deploy-sdc$ ./install_docker.sh
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Remove docker docker.io docker-compose docker-compose-v2 docker-doc podmand-docker {y/n] n
Active: active (running) since date time UTC; 32s ago

Adding the current user to the docker permmissions group

Done!

Run the script to deploy SDC.
Enter ./deploy_sdc.sh and paste the bootstrap data that is copied from the CDO UL

[sdc@vm] :~/cdo-deploy-sdc$ ./deploy_sdc.sh <bootstap data>.

If the docker container is up and running, the status of the SDC should go to 'Active' in
the CDO Event Connectors panel.

The Secure Device Connector must now show "Active" in CDO.

What to do next

* Go to Deploy Secure Event Connector on Ubuntu Virtual Machine, on page 624 to install a Secure Event
Connector.

Deploy a Secure Device Connector to vSphere Using Terraform

Step 1

Step 2

Before you begin

This procedure details how you can use the CDO SDC Terraform module for vSphere in conjunction with
the CDO Terraform Provider to deploy an SDC to your vSphere. Ensure you review the following prerequisites
before attempting to perform this task procedure:

* You require a vSphere datacenter version 7 and above

* You require an admin account on the datacenter with permissions to do the following:

* Create VMs
« Create folders
« Create content libraries

* Upload files to content libraries

* Terraform knowledge

Procedure

Create an API-only user in CDO and copy the API token. To know how to create an API-only user, see Create
API Only Users.

Configure the CDO Terraform provider in your Terraform repository by following the instructions in CDO
Terraform Provider.

Example:
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Step 3

Step 4

Step 5

terraform {
required providers {
cdo = {
source = "CiscoDevNet/cdo"
version = "0.7.0"
}
}
}
provider "cdo" {
base url = “<the CDO URL you use to access CDO>"
api_token = “<the API Token generated in step 1>”

}

Write Terraform code to create a cdo_sdc resource using the CDO Terraform provider. See the Terraform
registry for CDO-sdc resource for more information.

Example:
Resource “cdo sdc” “my-sdc” {
name = “my-sdc-in-vsphere”

}

The bootstrap data attribute of this resource is populated with the value of the CDO bootstrap data and is
provided to the cdo_sdc Terraform module in the next step.

Write Terraform code to create the SDC in vSphere using CDO_sdc Terraform module.

Example:

data "cdo tenant" "current" {}

module "vsphere-cdo-sdc" {
source = "CiscoDevNet/cdo-sdc/vsphere"
version = "1.0.0"
vsphere username "<replace-with-username-with-admin-privileges>"
vsphere password "<super-secure-password>"
vsphere server "<replace-with-address-of-vsphere-server>"
datacenter = "<replace-with-datacenter-name>"
resource pool "<replace-with-resource-pool-name>"
cdo_tenant name data.cdo_tenant.current.human readable name
datastore = "<replace-with-name-of-datastore-to-deploy-vm-in>"
network "<replace-with-name-of-network-to-deploy-vm-in>"
host "<replace-with-esxi-host-address>"
allow unverified ssl = <boolean; set to true if your vsphere server does not have a valid
SSL certificate>

ip_address = "<sdc-vm-ip-address; must be in the subnet of the assigned network
for the VM>"

gateway = "<replace-with-network-gateway-address>"

cdo_user password = "<replace-with-password-for-cdo-user-in-sdc-vm>"

root user password = "<replace-with-password-for-root-user-in-sdc-vm>"

cdo_bootstrap data = cdo_sdc.sdc-in-vsphere.bootstrap data

}

Note that the VM created has two users—a root user and a user called cdo—and the IP Address of the VM
is configured statically. The cdo_bootstrap data attribute is given the value of the bootstrap_data attribute
generated when the cdo_sdc resource is created.

Plan and apply your Terraform using terraform plan and terraform apply, as you would normally.

See the CDO Automation Repository in the CiscoDevNet for a complete example.
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If your SDC stays in the onboarding state, connect to the vSphere VM using remote console, log in as the
CDO user, and execute the following command:

sudo su
/opt/cdo/configure.sh startup

\)

Note The CDO Terraform modules are published as Open Source Software under the Apache 2.0 license. You can
file issues on GitHub if you require support.

Deploy a Secure Device Connector on an AWS VPC Using a Terraform Module

Before you begin
Review these prerequisites before attempting to deploy an SDC on your AWS VPC:

* CDO requires strict certificate checking and does not support Web/Content Proxy inspection between
the SDC and the Internet. If using a proxy server, disable inspection for traffic between the Secure Device
Connector (SDC) andCDO.

* Review Connect CDO to your Managed Devices to ensure proper network access.

* You require an AWS account, an AWS VPC with at least one subnet, and an AWS Route53-hosted zone.
* Ensure you have the CDO bootstrap data, your AWS VPC ID, and its subnet ID handy.

* Ensure that the private subnet to which you deploy the SDC has a NAT gateway attached.

* Open traffic on the port on which your firewall management HTTP interface is running, from your
firewalls to the Elastic IP attached to the NAT gateway.

Procedure
Step 1 Add the following lines of code in your Terraform file; make sure you manually enter inputs for variables:
module "example-sdc" {
source =
"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
env = "example-env-ci"
instance_name = "example-instance-name"
instance_size = "rba.xlarge"
cdo_bootstrap data = "<replace-with-cdo-bootstrap-data>"
vpc_id = <replace-with-vpc-id>
subnet id = <replace-with-private-subnet-id>

}

See the Secure Device Connector Terraform module for a list of input variables and descriptions.

Step 2 Register instance id as an output in your Terraform code:

output "example sdc instance_ id" {
value = module. example-sdc.instance_ id

}
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You can use the instance_id to connect to the SDC instance for troubleshooting using the AWS Systems
Manager Session Manager (SSM). See Outputs in the Secure Device Connector Terraform module for a list
of available outputs.

What to do next

For any troubleshooting of your SDC, you need to connect to the SDC instance using AWS SSM. See AWS
Systems Manager Session Manager to know more about how to connect to your instance. Note that the ports
to connect to the SDC instance using SSH are not exposed because of security reasons.

)

Note

file issues on GitHub if you require support.

The CDO Terraform modules are published as Open Source Software under the Apache 2.0 license. You can

Configure a Secure Device Connector to Use Proxy

Step 1

Step 2
Step 3

Step 4

Using a proxy server can enhance security by acting as an intermediary that filters outbound traffic. It prevents
direct exposure of your network devices to the internet and reduces the risk of attacks. A proxy server can be
integrated with the Secure Device Connector (SDC) for all outbound communications from the SDC to CDO.
This procedure focuses on modifying the Docker container configuration specific to the SDC, not the host
Linux OS settings.

\}

Note

The changes affect only the SDC's Docker container. Configure the proxy settings for the host Linux system

according to your organization's standard procedures for Linux servers.

Before you begin
* Familiarity with the Linux command-line interface (CLI) is required.

* We recommend creating a backup of your config.json file before editing it.

Procedure

Access the SDC using SSH and switch to the SDC user using this command:

$ sudo su - sdc

Navigate to the configuration file at /usr/1ocal/cdo/data/<your sdc name>/data/config.json.

Insert the JSON key-value pair into the config.json file.

Replace proxy with your proxy server's IP address or FQDN, and port with the proxy server's listening port.

"awsProxy":“https://proxy:port”

Save the changes and restart the SDC container. You can do this by either restarting the Docker container
directly or by rebooting the virtual machine hosting the SDC.
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a) To restart the Docker container, first identify the SDC container ID using this command:
[sdc@localhost cdo] $ docker ps
b) Restart the container using this command:
[sdc@localhost cdo] $ docker restart <container id>
where <container_id> is the ID of the SDC container.
Check the status using this command, and ensure that the SDC container has restarted successfully and is
operational:

[sdc@localhost cdo] $ docker ps | grep sdc

Verify that the proxy settings are correct in the logs/lar.log file using this command:
[sdc@localhost cdo] $ less /usr/local/cdo/data/<your sdc name>/logs/lar.log

The SDC is successfully configured to communicate using the proxy server.

Change the IP Address of a Secure Device Connector

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Before you begin

* You must be an admin to perform this task.

* The SDC must have full outbound access to the Internet on TCP port 443, or the port you have configured
for device management.

\}

Note  You will not be required to re-onboard any devices to CDO after changing the SDC's IP address.

Procedure

Create an SSH connection to your SDC or open your virtual machine's console, and log in as the CDO user.

If you wish to view your SDC VM's network interface configuration information before changing the IP
address, use the i fconfig command.

[cdo@localhost ~]$ ifconfig

To change the IP address of the interface, type sudo sdc-onboard setup command.

[cdo@localhost ~]$ sudo sdc-onboard setup

Enter your password at the prompt.

[sudo] password for cdo:

Type n at the prompt for resetting the root and CDO passwords.

Would you like to reset the root and cdo passwords? (y/n):

Type vy at the prompt for reconfiguring the network.
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Step 7

Step 8

Step 9
Step 10

Step 11

Step 12
Step 13

Would you like to re-configure the network? (y/n):

Enter the new IP address you wish to assign to your SDC and the other domain information of the SDC VM
when prompted:

a) IP Address

b) Gateway

c) DNS Server

d) NTP Server or FQDN

or press enter if an NTP server or FQDN is not applicable.
e) Docker Bridge

or press enter if a docker bridge is not applicable.

Confirm your entries with y when prompted for the correctness of the values.

Are these values correct? (y/n):

Note Make sure your values are accurate before typing y, because your SSH connection to the old IP address
will be lost after this command.

Create an SSH connection using the new IP address you assigned to your SDC and log in.
You can run the connectivity status test command to ensure that your SDC is up and running.
[cdo@localhost ~]$ sudo sdc-onboard status

All the checks must say [ ox ] in green.

Note If you are performing this procedure in the VM's console, once you confirm the values are correct,
the connectivity status test is automatically run and the status shown.

You can also check your SDC's connectivity through the CDO user interface. To do that, open the CDO
application and navigate to Tools & Services > Secure Connectors page.

Refresh the page once and select the secure connector whose IP address you changed.

On the Actions pane, click Request Heartbeat.

You should see the Hearbeat requested successfully message, and the Last Heartbeat should display the
current date and time.

Important The [P address change you made gets reflected on the SDC's Details pane only after 3:00 AM GMT.

See Deploy a Secure Device Connector On Your VM, on page 19 for information on deploying an SDC on
your VM.
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Remove a Secure Device Connector

A

Warning

This procedure deletes your Secure Device Connector (SDC). It is not reversible. After taking this action, you
will not be able to manage the devices connected to that SDC until you install a new SDC and reconnect your
devices. Reconnecting your devices may requires you to re-enter the administrator credentials for each device
you need to reconnect.

To remove the SDC from your tenant, follow this procedure:

Procedure

Step 1 Remove any devices connected to the SDC you want to delete.

*a. See CDO Devices that Use the Same SDC to identify all the devices used by the SDC.
b. Inthe Inventory page, select all the devices you identified.

c. Inthe Device Actions pane, click Remove and click OK to confirm your action.

Step 2 In the left pane, choose Tools & Services > Secure Connectors.

Step 3 On the Services page with the Secure Connectors tab selected, click the blue plus button and select Secure
Device Connector.

Step 4 In the Secure Connectors table, select the SDC you want to remove. Its device count should now be zero.

Step 5 In the Actions pane, click @ Remove. You receive this warning:

Waming You are about to delete <sdc_name>. Deleting the SDC is not reversible. Deleting the SDC will require

you to create and onboard a new SDC before you can onboard, or re-onboard, your devices.

Because you currently have onboarded devices, removing the SDC will require you to reconnect those devices
and provide credentials again after setting up a new SDC.

* If you have any questions or concerns, click Cancel and contact CDO support.

* If you wish to proceed, enter <sdc_name> in the text box below and click OK.

Step 6 In the confirmation dialog box, if you wish to proceed, enter your SDC's name as it is stated in the warning
message.

Step 7 Click OK to confirm the SDC removal.

Move an ASA from one SDC to Another

CDO Using Multiple SDCs on a Single CDO Tenant. You can move a managed ASA from one SDC to another
using this procedure:
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Procedure

In the navigation bar, click Inventory.

Click the Devices tab and then click the ASA tab.

Select the ASA or ASAs you want to move to a different SDC.

In the Device Actions pane, click Update Credentials.

Click the Secure Device Connector button and select the SDC you want to move the device to.

Enter the administrator username and password CDO uses to log into the device and click Update. Unless
they were changed, the administrator username and password are the same credentials you used to onboard
the ASA. You do not have to deploy these changes to the device.

Note Ifall the ASAs use the same credentials, you can move ASAs in bulk from one SDC to another. If the
ASAs have different credentials, you have to move them from one SDC to another one at a time.

Rename a Secure Device Connector

Step 1
Step 2
Step 3
Step 4

Procedure

In the left pane, choose Tools & Services > Secure Connectors.

Select the SDC you want to rename.

In the Details pane, click the edit icon “" next to the name of the SDC.
Rename the SDC.

This new name will appear wherever the SDC name appears in the CDO interface including the Secure Device
Connectors filter of the Inventory pane.

Update your Secure Device Connector

Step 1
Step 2
Step 3

Use this procedure as a troubleshooting tool. Ordinarily, the SDC is updated automatically and you should
not have to use this procedure. However, if the time configuration on the VM is incorrect, the SDC cannot
establish a connection to AWS to receive the updates. This procedure will initiate an update of the SDC and
should resolve errors due to time synchronization problems.

Procedure
Connect to your SDC. You can connect using SSH or use the console view in your VMware Hypervisor.)

Log in to the SDC as the cdo user.
Switch to the SDC user to update the SDC docker container:
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Step 4

Step 5

Using Multiple SDCs on a Single CDO Tenant .

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]$

Upgrade the SDC toolkit:

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

Upgrade the SDC:

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$

Note Recommended updates and maintenance on the SDC Virtual Machine

Ensure that you monitor and apply updates to the SDC VM running on Ubuntu Linux following your
organisation's internal IT security and patch management policies. We highly recommend regularly
reviewing and applying relevant security patches to ensure that the SDC VM remains secure and
functions optimally within your network environment.

Using Multiple SDCs on a Single CDO Tenant

Deploying more than one SDC for your tenant allows you to manage more devices without experiencing
performance degradation. The number of devices a single SDC can manage depends on the features implemented
on those devices and the size of their configuration files.

You can install an unlimited number of SDCs on a tenant. Each SDC could manage one network segment.
These SDCs would connect the devices in those network segments to the same CDO tenant. Without multiple
SDCs, you would need to manage the devices in isolated network segments with different CDO tenants.

The procedure for deploying a second or subsequent SDC is the same for deploying your first SDC. Deploy
a Secure Device Connector Using CDO's VM Image or you can Deploy a Secure Device Connector On Your
VM. The initial SDC for your tenant incorporates the name of your tenant and the number 1. Each additional
SDC is numbered in order.

CDO Devices that Use the Same SDC

Step 1
Step 2
Step 3
Step 4

Step 5

Follow this procedure to identify all the devices that connect to CDO using the same SDC:

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate the device.
Click the appropriate device type tab.

If there is any filter criteria already specified, click the clear button at the top of the Inventory table to show
all the devices and services you manage with CDO.

Click the filter button v to expand the Filters menu.
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Step 6

Step 7
Step 8

In the Secure Device Connectors section of the filter, check the name of the SDC(s) you're interested in. The
Inventory table displays only the devices that connect to CDO through the SDC you checked in the filter.

(Optional) Check additional filters in the filter menu to refine your search further.

(Optional) When you're done, click the clear button at the top of the Inventory table to show all devices and
services you manage with CDO.

Open Source and Third-Party License in SDC

* amgplib *
amgqplib copyright (c) 2013, 2014
Michael Bridgen <mikeb@squaremobius.net>

This package, ""amqgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software'), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sellcopies
of the Software, and to permit persons to whom the Software isfurnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *
The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sellcopies
of the Software, and to permit persons to whom the Software isfurnished to do so, subject to the following
conditions:
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The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *
Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sellcopies
of the Software, and to permit persons to whom the Software isfurnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sellcopies
of the Software, and to permit persons to whom the Software isfurnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sellcopies
of the Software, and to permit persons to whom the Software isfurnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software andassociated
documentation files (the "'Software'), todeal in the Software without restriction, includingwithout
limitation the rights to use, copy, modify,merge, publish, distribute, sublicense, and/or sellcopies of the
Software, and to permit persons to whomthe Software is furnished to do so,subject to the following
conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FORANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTION WITH THESOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *

This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the ""Software'), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to the
following conditions:
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The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR INCONNECTION WITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee is
hereby granted, provided that the abovecopyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITHREGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OFMERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE
FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN ANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"'Software'), to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense, and/or
sell copies of the Software, and topermit persons to whom the Software is furnished to do so, subject
tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OFMERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE ANDNONINFRINGEMENT. IN NO EVENT SHALL
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THE AUTHORS OR COPYRIGHT HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

Copyright and related rights for sample code are waived via CCO. Samplecode is defined as all source
code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/

Files located in the node_modules and vendor directories are externallymaintained libraries used by
this software which have their ownlicenses; we recommend you read them, as their terms may differ
from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except in
compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is
distributed on an ""AS IS BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
either express or implied. See the License for the specific language governing permissions andlimitations
under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the ""Software'), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or sellcopies
of the Software, and to permit persons to whom the Software isfurnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT
OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS INTHE SOFTWARE.
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* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions and
the following disclaimer in thedocumentation and/or other materials provided with the distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse or
promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS
1S ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE LIABLE FOR
ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THISSOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

""Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity. For the purposes of this definition, "*control'* means
(i) the power, direct or indirect, to cause the direction or management of such entity, whether by contract
or otherwise, or (ii) ownership of fifty percent (50%6) or more of the outstanding shares, or (iii) beneficial
ownership of such entity.

"You" (or ""Your") shall mean an individual or Legal Entity exercising permissions granted by this
License.
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"Source" form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

"Object™ form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available under
the License, as indicated by a copyright notice that is included in or attached to the work (an example
is provided in the Appendix below).

"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by name)
to the interfaces of, the Work and Derivative Works thereof.

""Contribution™ shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted
to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity
authorized to submit on behalf of the copyright owner. For the purposes of this definition, **submitted"’
means any form of electronic, verbal, or written communication sent to the Licensor or its representatives,
including but not limited to communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of
discussing and improving the Work, but excluding communication that is conspicuously marked or
otherwise designated in writing by the copyright owner as ""Not a Contribution."

""Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as
stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise
transfer the Work, where such license applies only to those patent claims licensable by such Contributor
that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You institute patent litigation against
any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution
incorporated within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such litigation
is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You meet
the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and
You must cause any modified files to carry prominent notices stating that You changed the files; and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent,
trademark, and attribution notices from the Source form of the Work, excluding those notices that do
not pertain to any part of the Derivative Works; and
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If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such NOTICE
file, excluding those notices that do not pertain to any part of the Derivative Works, in at least one of
the following places: within a NOTICE text file distributed as part of the Derivative Works; within the
Source form or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally appear. The
contents of the NOTICE file are for informational purposes only and do not modify the License. You
may add Your own attribution notices within Derivative Works that You distribute, alongside or as an
addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot
be construed as modifying the License. You may add Your own copyright statement to Your modifications
and may provide additional or different license terms and conditions for use, reproduction, or distribution
of Your modifications, or for any such Derivative Works as a whole, provided Your use, reproduction,
and distribution of the Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions. Notwithstanding the above, nothing herein
shall supersede or modify the terms of any separate license agreement you may have executed with
Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides
the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without
limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY,
or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any risks associated with Your exercise
of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence),
contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts)
or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or out
of the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even
if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or
other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any
other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless
for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting
any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *

The ISC License
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Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee is
hereby granted, provided that the abovecopyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITHREGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OFMERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE
FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
IN ANACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

*uuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"'Software™), to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense, and/or
sell copies of the Software, and topermit persons to whom the Software is furnished to do so, subject
tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OFMERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE ANDNONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the"'Software'), to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense, and/or
sell copies of the Software, and topermit persons to whom the Software is furnished to do so, subject
tothe following conditions:
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The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OFMERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE ANDNONINFRINGEMENT. IN NO EVENT SHALL
THE AUTHORS OR COPYRIGHT HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE,
ARISING FROM, OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OR
OTHER DEALINGS IN THE

SOFTWARE.

Devices, Software, and Hardware Supported by CDO

CDO is a cloud-based management solution enabling the management of security policies and device
configurations across multiple security platforms. CDO centrally manages policy and configuration across:

* Cisco Secure Firewall ASA, both on-premises and virtual

* Cisco Secure Firewall Threat Defense (FTD), both on-premises and virtual
* Cisco Secure Firewall Management Center, on-premises

* Cisco Meraki MX

* Cisco 10S devices

* Cisco Umbrella

* AWS Security Groups

The documentation describes devices, software, and hardware CDO supports. It does not point out software
and devices that CDO does not support. If we do not explicitly claim support for a software version or a device
type, then we do not support it.

Cisco Secure Firewall ASA

Cisco Adaptive Security Appliance (ASA) is a security device integrating firewall, VPN, and intrusion
prevention capabilities. It protects networks from unauthorized access, cyber threats, and data breaches,
offering robust security services in a single platform. CDO supports the management of ASA devices, offering
features to streamline configuration management and ensure regulatory compliance across the network
infrastructure.

Cisco Secure Firewall Threat Defense

Firewall Threat Defense integrates traditional firewall features with advanced threat protection capabilities.
It offers comprehensive security functions, including intrusion prevention, application control, URL filtering,
advanced malware protection, and so on. An FTD can be deployed on ASA hardware appliances, and Cisco
firewall hardware appliances, and in virtual environments. Managing threat defense devices is possible through
various management interfaces, such as Cisco Firewall Management Center, Cisco Defense Orchestrator, and
Firewall Device Manager.

For more information on software and hardware compatibility, see the Cisco Secure Firewall Threat Defense
Compatibility Guide.
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Firewall Device Manager is a web-based management interface explicitly designed for threat defense device
management. It provides a simplified approach for configuring and monitoring threat defense devices, making
it ideal for smaller-scale deployments or organizations preferring an intuitive interface.

FDM offers basic configuration capabilities for network settings, access control policies, NAT rules, VPN
configuration, monitoring, and basic troubleshooting. Typically accessed through a web browser, FDM is
directly available on the FTD device, eliminating the need for additional management servers or appliances.

Cisco Secure Firewall Management Center

CDO simplifies the management of on-premises Firewall Management Center by establishing a secure
integration, discovering device inventories, and enabling centralized policy management. Security policies
such as firewall rules, VPN settings, and intrusion prevention policies can be efficiently managed and deployed
across all devices under FMC.

Cisco Meraki MX

The Meraki MX appliance is an enterprise-grade security and SD-WAN next-generation firewall appliance,
designed for decentralized deployments. CDO supports managing layer 3 network rules on Meraki MX devices.
When you onboard a Meraki device to CDO, it communicates with the Meraki dashboard to manage that

device. CDO securely transfers configuration requests to the Meraki dashboard, which then applies the new
configuration to the device. Key features of CDO's support for Cisco Meraki MX include centralized policy
management, backup and restore, monitoring and reporting, compliance checking, and automation capabilities.

Cisco 10S Devices

Cisco IOS can manage and control network functions, including routing, switching, and other networking
protocols. It offers a set of features and commands to configure and maintain Cisco network devices, enabling
efficient communication and management within networks of varying sizes and complexities.

Cisco Umbrella

CDO manages Cisco Umbrella through integrations such as the Umbrella ASA Integration, which allows
administrators to include their Cisco Adaptive Security Appliance (ASA) within their Umbrella configuration
using per-interface policies. This integration enables the ASA to redirect DNS queries to Umbrella, enhancing
network security by leveraging Umbrella's DNS security, web filtering, and threat intelligence capabilities.

AWS Security Groups

CDO offers a simplified management interface for Amazon Web Services (AWS) Virtual Private Clouds
(VPCs). Key features include monitoring AWS Site-to-Site VPN connections, tracking changes to AWS
devices, and viewing AWS Site-to-Site VPN tunnels.

Secure Firewall Threat Defense Device Support Specifics

Secure Firewall Threat Defense is Cisco's next generation firewall. It can be installed on a variety of hardware
and virtual platforms; see the Cisco Secure Firewall Threat Defense Compatibility Guide.

Threat Defense with Secure Firewall Device Manager

You can add CDO managment to threat defense Version 6.4+ with device manager. However, this option is
only available upon request for those who already have device manager support enabled on their tenant. See:
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* Open a Support Ticket with TAC, on page 769 to request this option.
* Managing FDM-Managed Devices with Cisco Defense Orchestrator to review the supported features.
* Onboard a Threat Defense Device for a full discussion of onboarding prerequisites and requirements.

* Guidelines and Limitations for Firepower Interface Configuration for CDO limitations.

Snort

Snort 3 is the default inspection engine for threat defense starting in threat defense Version 6.7 (with device
manager) and Version 7.0 (with management center).

| A

Important  [f you are still using the Snort 2 inspection engine, switch to Snort 3 now for improved detection and
performance. Snort 2 will be deprecated in a future release and will eventually prevent threat defense upgrade.

Browsers Supported in CDO

CDO supports the latest version of these browsers:

* Google Chrome

* Mozilla Firefox

CDO Platform Maintenance Schedule

CDO updates its platform every week with new features and quality improvements. Updates are made during
a 3 hour period according to this schedule:

Day of the Week Time of Day
(24-hour time, UTC)

Thursday 09:00 UTC - 12:00 UTC

During this maintenance period, you can still access your tenant and if you have a cloud-delivered Firewall
Management Center or Multicloud Defense Controller, you can access those portals as well. Additionally,
the devices you have onboarded to CDO continue to enforce their security policies.

A\

Note * We advise against using CDO to deploy configuration changes on the devices it manages during
maintenance periods.

* [f there is any issue that stops CDO from communicating, we address that failure on all affected tenants
as quickly as possible, even if it is outside the maintenance window.
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Cloud-delivered Firewall Management Center Maintenance
Schedule

Customers who have a cloud-delivered Firewall Management Center deployed on their tenant are notified
approximately 1 week before CDO updates the cloud-delivered Firewall Management Center environment.
Super Admin and Admin users of the tenant are notified by email. CDO also displays a banner on its home
page notifying all users of upcoming updates.

\ )

Note * We advise you not to use cloud-delivered Firewall Management Center to deploy configuration changes
on the devices it manages during maintenance periods.

* Ifthere is any issue that stops CDO or cloud-delivered Firewall Management Center from communicating,
that failure is addressed on all affected tenants as quickly as possible, even if it is outside the maintenance
window.

Manage a CDO Tenant

CDO gives you the ability to customize certain aspects of your tenant, users, and notification preferences.
Review the following settings available for customized configuration:

General Settings
See the following topics regarding general CDO Settings:

» General Preferences, on page 47

» For My Tokens, see API Tokens, on page 58

« For Tenant Settings, see:
* Enable Change Request Tracking, on page 47
* Prevent Cisco Support from Viewing your Tenant, on page 48
* Enable the Option to Auto-accept Device Changes, on page 48
* Enable the Option to Schedule Automatic Deployments, on page 49
* Default Conflict Detection Interval, on page 48
* Web Analytics, on page 49
* Configure a Default Recurring Backup Schedule, on page 49
* Tenant ID, on page 50

* Tenant Name, on page 50
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Select the desired language and theme for the CDO UI to display in. This selection only affects the user who

makes this change.

S AT General Preferences

Notification
Preferences .Lanl__‘.;_.ugg.e
English
Theme

System Default | Light

] API Token

Change the CDO Web Interface Appearance

You can change the way the web interface appears.

Procedure
Step 1 From the drop-down list under your username, choose Preferences.
Step 2 In the General Preferences area, select a Theme:
* Light
 Dark

My Tokens

See API Tokens for more information.

Tenant Settings

Enable Change Request Tracking

Dark |

< Refresh x Revoke

Enabling change request tracking affects all users of your tenant. To enable Change Request Tracking, follow

this procedure:

Procedure

Step 1 From the CDO menu bar, select Settings > General Settings.
Step 2 Click the slider under Change Request Tracking.
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Once confirmed, you see the Change Request toolbar appear in the lower left corner of the interface and the
Change Request drop-down menu in the Change Log.

Prevent Cisco Support from Viewing your Tenant

Cisco support will associate its users with your tenant to resolve support tickets or proactively fix issues that
affect more than one customer. However, if you prefer, you can prevent Cisco support from accessing your
tenant by changing your account settings. To do so, slide the button under "Prevent Cisco support from viewing
this tenant" to show a green check mark.

To prevent Cisco support from viewing your tenant, follow this procedure:

Procedure

Step 1 From the CDO menu bar, select Settings > General Settings.
Step 2 Click the slider under Prevent Cisco support from viewing this tenant.

Enable the Option to Auto-accept Device Changes

Enabling auto-accept for device changes allows Cisco Defense Orchestrator to automatically accept any
changes made directly on the device. If you leave this option disabled, or disable it at a later time, you are
required to review each device conflict before you can accept it.

To enable auto-accept for device changes, follow this procedure:
Procedure

Step 1 In the left pane, click Settings > General Settings.
Step 2 Click the slider under Enable the option to auto-accept device changes.

Default Conflict Detection Interval

This interval determines how often CDO polls onboarded devices for changes. This selection affects all devices
managed with this tenant, and can be changed at any time.

)

Note This selection can be overridden via the Conflict Detection option available from the Inventory page after
you have selected one or multiple devices.

To configure this option and select a new interval for conflict detection, follow this procedure:

Procedure

Step 1 From the CDO menu bar, select Settings > General Settings.
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Step 2 Click the drop-down menu for Default Conflict Detection Interval and select a time value.

Enable the Option to Schedule Automatic Deployments

Enabling the option to schedule automatic deployments allows you to schedule future deployments at a date
and time when it is convenient. Once enabled, you can schedule a single or a recurring automatic deployment.
To schedule an automatic deployment, see Schedule an Automatic Deployment.

Note that changes made on CDO for a device are not automatically deployed to the device if it has pending

changes of its own . If a device is not in the Synced state, such as Conflict Detected or Not Synced,
scheduled deployments are not executed. The jobs page lists any instance where a scheduled deployment fails.

If Enable the Option to Schedule Automatic Deployments is turned off, all scheduled deployments are
deleted.

| A

Important  [f you use CDO to create more than one scheduled deployment for a device, the new deployment overwrites
the existing deployment. If you create more than one scheduled deployment a device using API, you must
delete the existing deployment prior to schedule the new deployment.

To enable the option to schedule automatic deployments, follow this procedure:

Procedure

Step 1 From the CDO menu bar, select Settings > General Settings.
Step 2 Click the slider under Enable the option to schedule automatic deployments.

Web Analytics

Web analytics provides anonymous product usage information to Cisco based on page hits. The information
includes pages viewed, the time spent on a page, browser versions, product version, device hostname, and so
forth. This information can help Cisco determine feature usage patterns and help Cisco improve the product.
All usage data is anonymous and no sensitive data is transmitted.

Web analytics is enabled by default. To disable web analytics, or to enable in the future, follow this procedure:

Procedure

Step 1 From the CDO menu bar, select Settings > General Settings.
Step 2 In the Tenant Settings area, click the slider under Web Analytics.

Configure a Default Recurring Backup Schedule

To make backup schedules across your devices consistent, use this setting to configure your own default
recurring backup schedule. When you schedule a backup for a particular device, you can use the default
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Step 1
Step 2

Step 3

Step 4

Tenant ID

Tenant Name
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settings or change them. Changing the default recurring backup schedule does not change any existing scheduled
backups or recurring backup schedules.

Procedure

From the CDO menu bar, select Settings > General Settings.

In the Tenant Settings area, find the Default Recurring Backup Schedule section, and in Frequency field
select daily, weekly, or monthly backup.

Select the time of day, in 24-hour time, you want the backup to occur. Note that you schedule the time in
Coordinated Universal Time (UTC).

* For weekly backups: Check the days of the week on which you want the backup to occur.

* For monthly backups: Click in the Days of Month field and add whichever days of the month you want
to the schedule the backup. Note: If you enter day 31 but a month doesn't have 31 days in it, the backup
will not take place. Give the scheduled backup time a name and a description.

Click Save.

See Configure a Recurring Backup Schedule for a Single FDM-Managed Device for additional information.

Your tenant ID identifies your tenant. This information will be helpful if you need to contact the Cisco
Technical Assistance Center (TAC).

Your tenant name also identifies your tenant. Note that the tenant name is not the organization name. This
information will be helpful if you need to contact the Cisco Technical Assistance Center (TAC).

View CDO Notifications

(2]

v

Click the notifications icon to view the most recent alerts that have occurred or affected the devices
you have onboarded to your tenant. The selections that you make in the Notification Settings page impact
the types of notifications displayed in CDO. Continue reading for more information.

This drop-down page is grouped into three tabs: Overview, All, and Dismissed.

Overview Tab

The Overview tab displays a combination of the most recent high-prioroty alerts and events that you are
subscribed to. High prioroty events are the following:

* Deployment Failed
* Backup Failed

* Upgrade Failed
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* Migrate FTD to cdFMC Failed

* Device went offline

* Device HA state changed

* Device certificates expiring
You can configure which alerts you want to receive by clicking the Notification Settings in the Notifications
window or by selecting UserID > User Preferences page. The User ID button in the upper right corner of
the dashboard.
All Tab
The All tab displays all notifications regardless of their prioroty ranking, including email subscription
notifications and all of the items listed as high priority.
Dismissed Tab

The Dismissed tab displays notifications you have dismissed. You can dsimiss individual notifications by
clicking the "X" of the notification.

Opting to Dismiss notifications from the drop-down menu dismisses notifications from both the "Overview"
and "All" tabs. They will remain in the Dismiss tab for 30 days, after which they will be removed from CDO.

Search Notifications

When viewing the notifications drop-down window, for any of the tabs mentioned above, you can use the
search bar at the top of the drop-down to query for key words or alerts.

User Notification Preferences

Notifications are generated by CDO whenever a device associated with your tenant experiences a specific
event, such as whenever a device associated with your tenant experiences a specific action, a device certificate
is expiring or has expired, or a background log search starts, finishes or fails. The following notifications are
enabled by default and displayed for every user that is affiliated with the tenant regardless of the user role.
You can modify your personal notification preference to only show alerts you are interested in. Note that
these preference are yours only and do not affect other users associated with the tenant.

)

Note Changes made to the notifications listed below are automatically updated in real time and do not require

deployment.

View your personal preferences in the Username ID > Preferences > Notification Preferences page. Your
Username ID is always located in the upper right corner of CDO across all pages. From this page you can
configure the following "Notify Me in CDO When" alerts.

Send Alerts for Device Workflows
* Deployments - This action does not include integration instances for SSH or IOS devices.

» Backups - This action is only applicable for FDM-managed devices.
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* Upgrades - This action is only applicable for ASA and FDM-managed devices.
» Migrate threat defense to cloud - This action is applicable when changing the threat defense

device manager from Management Center to CDO.

Send Alerts for Device Events

» Went offline - This action applies to all devices associated with your tenant.
* Back online - This action applies to all the devices associated with your tenant.
« Conflict detected - This action applies to all the devices associated with your tenant.

» HA state changed - This action indicates the device within an HA or failover pair, the current state, and
the state it changed from. This action applies to all HA and failover configurations associated with your
tenant.

» Site-to-Site session disconnected - This action applies to all site-to-site VPN configurations configured
in your tenant.

Send Alerts for Background Log Search

« Search started - Receive a notification when a search starts. This applies to both immediate and scheduled
searches.

« Search completed - Receive a notification when a search ends. This applies to both immediate and
scheduled searches.

« Search failed - Receive a notification when a search fails. This applies to both immediate and scheduled
searches. Check the parameters or the query and try again.

Opt Out of Notification Preferences

By default, all events are enabled and generate notifications. To opt out of notifications generated by the
events mentioned above, you must manually uncheck the notification types. Note that you must click Save
to confirm any changes.

Email Alerts

Enable the Email Alerts toggle to receive any of the alerts mentioned above. Check which alerts you would
like to receive by email and click the Save button. By default, the Use CDO notification settings above is
checked. This means that you will receive email alerts on all of the same notifications and events as you have
checked in the "Send Alerts When..." sections mentioned on this page.

If you only want some of the events or alerts mentioned above forwarded to your email, uncheck the Use
CDO notification settings above". This action generates an additional location to modify and personalize
the available alerts. This may help reduce redundancy.

Tenant Notification Settings

From the navigation bar to the left, click Settings > Notification Settings.

All users associated with your tenant will automatically receive these alerts. In addition, some or all of these
alerts can be forwarded to specific emails or services.
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Note You must have an Super Admin user role to change these settings. See User Roles in CDO for more
information.

Email Subscribers

Add or modify the emails that receive alerts from your CDO tenant. See Enable Email Subscribers, on page
53 for more information.

Service Integrations
Enable Incoming Webhooks on your messaging app and receive CDO notifications directly to your app
dashboard. See Enable Service Integrations for CDO Notifications for more information.

Enable Email Subscribers

An email notification from CDO denotes the type of action and the affected devices. For further information
about the current state of your devices and the content of the action, we recommend logging into CDO and
examining the Manage Change Logs in CDO of the affected devices.

A

Warning  Be sure to enter the correct email if you are adding a mailer. CDO does not check email addresses against
known users associated with your tenant.

Add an Email Subscription

Before you begin

You must be an Admin to view the email subscription list, and a SuperAdmin to add, remove, or edit email
subscriptions.

Procedure

Step 1 Log into CDO and navigate to Settings > Notification Settings.

Step 2 Click the + icon in the upper right corner of the page.

Step 3 Enter a valid email address in the text field.

Step 4 Check and uncheck the appropriate checkboxes for events and alerts you want the subscriber to notified about.

Step 5 Click Save. At any point, click Cancel to creating the new email subscription for the tenant.

Edit Email Subscriptions

Before you begin

You must be an Admin to view the email subscription list, and a SuperAdmin to add, remove, or edit email
subscriptions.
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. Delete an Email Subscription

Step 1
Step 2
Step 3
Step 4

Step 5

Procedure

Log into CDO and navigate to Settings > Notification Settings.

Locate the email addres you want to enable to edit for email subscriptions.
Click the Edit icon.
Edit the following attributes:

* Email address
» Send Alerts When.... Device Workflows
» Send Alerts When... Device Events

* Send Alerts When... Background Log Search

Click Ok. At any point, click Cancel to negate any changes made to the email subscription.

Delete an Email Subscription

Step 1
Step 2
Step 3
Step 4

Use the following procedure to delete a mailer from the email subscription list.:

Before you begin

You must be an Admin to view the email subscription list, and a SuperAdmin to add, remove, or edit email
subscriptions.

Procedure

Log into CDO and navigate to Settings > Notification Settings.
Locate the user you want to remove from email subscriptions for the tenant.
Click the Remove icon for the user you want to remove.

Confirm you want to remove the user from the subscription list. Note that this does not affect the user
functionality in any way.

Enable Service Integrations for CDO Notifications

Enable service integration to forward CDO notifications through a specified messaging application or service.
You need to generate a webhook URL from your messaging application and point CDO to that webhook in
CDO's Notification Settings page to receive notifications.

CDO natively supports Cisco Webex and Slack as service integrations. Messages sent to these services are
specially formatted for channels and automated bots.

\}

Note  You must check the appropriate boxes for the notifications you want to receive per webhook.
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Incoming Webhooks for Webex Teams

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

Step 9
Step 10
Step 11

Step 12
Step 13
Step 14

Before you begin

CDO notifications appear in a designated workspace or as an automated bot in a private message. You must
have the following before completing this procedure:

» A Webex account.

* A CDO account and tenant.

Use the following procedure to allow incoming webhooks for Webex Teams:

Procedure

Open the Webex apphub.
Click Connect at the top of the page.
Scroll to the bottom of the page and configure the following:

» Webhook name - Provide a name to identify the messages provided by this application.

» Select a space - Use the drop-down menu to choose a Webex Space. The Space must already exist in
Webex team and you must have access to this space. If a space does not exist, you can create a new space
in Webex Teams and refresh the application's configuration page to display the new space.

Note If aWebex incoming webhook has been configured in the past and you are re-enabling it, the previous
webhooks are preserved at the bottom of this page. You can delete previous webhooks if they are no
longer needed or if the Webex space no longer eists.

Select Add. The Webex Space you chose will receive a notification that the application is added.
Copy the Webhook URL.

Log into CDO.

From the navigation bar to the left, click Settings > Notification Settings.

Examine and confirm the notifications that are checked are correct. If they are not, we strongly recommend
modifiying the notification selection before you connect to a service integration.

Scroll to Service Integrations.
Click the blue plus button.

Enter a Name. This name appears in CDO as a configured service integration. It does not appear in any events
forwarded to the configured service.

Expand the drop-down menu and select WebexX as the Service Type.
Paste the webhook URL that you generated from the service.
Click OK.

Incoming Webhooks for Slack

CDO notifications appear in a designated channel or as an automated bot in a private message. For more
information on how Slack handles incoming webhooks, see Slack Apps for more information.
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. Incoming Webhooks for a Custom Integration

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

Step 7

Step 8
Step 9
Step 10

Step 11
Step 12
Step 13

Step 14
Step 15
Step 16

Use the following procedure to allow incoming webhooks for Slack:

Procedure

Log into your Slack account.
In the panel to the left, scroll to the bottom and select Add Apps.
Search application directory for Incoming Webhooks and locate the app. Select Add.

If you are not the admin of your Slack workspace, you must send a request to the admin of your org and wait
for the app to be added to your account. Select Request Configuration. Enter an optional message and select
Submit Request.

Once the Incoming Webhooks app is enabled for your workspace, refresh the Slack settings page and select
Add New Webhook to Workspace.

Use the drop-down menu to select the Slack channel you want the CDO notifications to appear in. Select
Authorize. If you navigate away from this page while waiting for the request to get enabled, simply log into
Slack and select the workspace name in the upper left corner. From the drop-down menu, select Customize
Workspace and select Configure Apps. Navigate to Manage > Custom Integrations. Select Incoming
Webhooks to open app's landing page and then select Configurationfrom the tabs. This lists all the users
within your workspace that has this app enabled. You can only see and edit your account's configuration.
Select your workspace name to edit the configuration and move forward.

The Slack settings page redirects you to the configuration page for the app. Locate and copy the webhook
URL.

Log into CDO.
From the navigation bar to the left, click Settings > Notification Settings.

Examine and confirm the notifications that are checked are correct. If they are not, we strongly recommend
modifiying the notification selection before you connect to a service integration.

Scroll to Service Integrations.
Click the blue plus button.

Enter a Name. This name appears in CDO as a configured service integration. It does not appear in any events
forwarded to the configured service.

Expand the drop-down menu and select Slack as the Service Type.
Paste the webhook URL that you generated from the service.
Click OK.

Incoming Webhooks for a Custom Integration

Before you begin

CDO does not format messages for custom integration. If you opt to integrate a custom service or application,
CDO sends a JSON message.

Refer to the service's documentation on how to enable incoming webhooks and generate a webhook URL.
Once you have a webhook URL, use the procedure below to enable webhooks:
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Procedure

Step 1 Generate and copy the webhook URL from the custom service or application of your choice.

Step 2 Log into CDO.

Step 3 From the navigation bar to the left, click Settings > Notification Settings.

Step 4 Examine and confirm the notifications that are checked are correct. If they are not, we strongly recommend
modifiying the notification selection before you connect to a service integration.

Step 5 Scroll to Service Integrations.

Step 6 Click the blue plus button.

Step 7 Enter a Name. This name appears in CDO as a configured service integration. It does not appear in any events
forwarded to the configured service.

Step 8 Expand the drop-down menu and select Custom as the Service Type.

Step 9 Paste the webhook URL that you generated from the service.

Step 10 Click OK.

Logging Settings
View your monthly event logging limit and how many days are left until the limit resets. Note that stored
logging represents the compressed event data that the Cisco cloud received.
Click View Historical Usage to see all of the logging your tenant has received over the past 12 months.

There are also links you can use to request additional storage.

Integrate Your SAML Single Sign-0On with

CDO uses Cisco Secure Sign-On as its SAML single sign-on identity provider (IdP) and Duo Security for
multifactor authentication (MFA). This is CDO's preferred authentication method.

If, however, customers want to integrate their own SAML single sign-on IdP solution with CDO, they can as
long as their IdP supports SAML 2.0 and identity provider-initiated workflow.

To integrate your own or third-party identity provider (IdP) with Cisco Security Cloud Sign On, see Cisco
Security Cloud Sign On Identity Provider Integration Guide.

If you need more support to integrate your own SAML solution with CDO, contact support and create a case.

[ L]

Attention  When you open a case, ensure that you choose Manually Select A Technology and select SecureX - Sign-on
and Administration for your request to reach the right team.

Renew SSO Certificate

Your Identity Provider (IdP) is usually integrated with SecureX SSO. Open a Cisco TAC case and provide
the metadata.xml file. For more information, see Cisco SecureX Sign-On Third-Party Identity Provider
Integration Guide.
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[ L]

Attention When you open a case, ensure that you choose Manually Select A Technology and select SecureX - Sign-on
and Administration for your request to reach the right team.

(legacy only) If your Identity Provider (IdP) integration is directly with CDO, open a How CDO Customers
Open a Support Ticket with TAC and provide the metadata.xml file.

API Tokens

Developers use CDO API tokens when making CDO REST API calls. The API token must be inserted in the
REST API authorization header for a call to succeed. API tokens are "long-lived" access tokens which do not
expire; however, you can renew and revoke them.

You can generate API tokens from within CDO. These tokens are only visible immediately after they're
generated and for as long as the General Settings page is open. If you open a different page in CDO and return
to the General Settings page, the token is no longer visible, although it is clear that a token has been issued.

Individual users can create their own tokens for a particular tenant. One user cannot generate a token on behalf
of another. Tokens are specific to an account-tenant pair and cannot be used for other user-tenant combinations.

API Token Format and Claims

The API token is a JSON Web Token (JWT). To learn more about the JWT token format, read the Introduction
to JSON Web Tokens.

The CDO API token provides the following set of claims:

* id - user/device uid

« parentld - tenant uid

* ver - the version of the public key (initial version is 0, for example, cdo_jwt_sig_pub_key.0)
* subscriptions - Security Services Exchange subscriptions (optional)

- client_id - "api-client"

* jti - token id

Token Management

Generate an APl Token

Procedure

Step 1 From the navigation bar to the left, click Settings > General Settings.

Step 2 In My Tokens, click Generate API Token.

Step 3 Save the token in a secure location in accordance with your enterprise's best practices for maintaining sensitive
data.
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Renew an API Token

Step 1
Step 2
Step 3

Revoke an API Token

Step 1
Step 2

Renew an API Token .

The API token does not expire. However, users may choose to renew their API token if the token is lost,
compromised, or to conform to their enterprise's security guidelines.

Procedure
From the navigation bar to the left, click Settings > General Settings.

In My Tokens, click Renew. CDO generates a new token.

Save the new token in a secure location in accordance with your enterprise's best practices for maintaining
sensitive data.

Procedure

From navigation bar to the left, click Settings > General Settings.
In My Tokens, click Revoke. CDO revokes the token.

Relationship Between the Identity Provider Accounts and CDO User Records

Login Workflow

Step 1

Step 2

To log in to CDO, a customer needs an account with a SAML 2.0-compliant identity provider (IdP), a
multi-factor authentication provider, and a user record in CDO. The IdP account contains the user's credentials
and the IdP authenticates the user based on those credentials. Mutli-factor authentication provides an added
layer of identity security. The CDO user record primarily contains the username, the CDO tenant with which
they are associated, and the user's role. When a user logs in, CDO tries to map the IdP's user ID to an existing
user record on a tenant in CDO. When CDO finds a match, the user is logged in to that tenant.

Unless your enterprise has its own single sign-on identity provider, your identity provider is Cisco Security
Cloud Sign On. Cisco Security Cloud Sign On uses Duo for mutli-factor authentication. Customers can
Integrate Your SAML Single Sign-On with if they choose.

This is a simplified description of how the IdP account interacts with the CDO user record to log in a CDO
user:

Procedure

The user requests access to CDO by logging in to a SAML 2.0-compliant identity provider (IdP) such as Cisco
Security Cloud Sign On (https://sign-on.security.cisco.com) for authentication.

The IdP issues a SAML assertion that the user is authentic, and a portal displays the applications the user can
access. One of the tiles represents CDO.
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Step 3 CDO validates the SAML assertion, extracts the username and attempts to find a user record among its tenants
that corresponding to that username.

» If the user has a user record on a single tenant on CDO, CDO grants the user access to the tenant and the
user's role determines the actions they can take.

* [f the user has a user record on more than one tenant, CDO presents the authenticated user with a list of
tenants they can choose from. The user picks a tenant and is allowed to access the tenant. The user's role
on that specific tenant determines the actions they can take.

* If CDO does not have a mapping for the authenticated user to a user record on a tenant, CDO displays
a landing page giving users the opportunity to learn more about CDO or request a free trial.

Creating a user record in CDO does not create an account in the IdP and creating an account in the IdP does
not create a user record in CDO.

Similarly, deleting an account on the IdP does not mean you have deleted the user record from CDO; although,
without the IdP account, there is no way to authenticate a user to CDO. Deleting the CDO user record does
not mean you have deleted the IdP account; although, without the CDO user record, there will be no way for
an authenticated user to access a CDO tenant.

Implications of this Architecture

Customers Who Use Cisco Security Cloud Sign On

For customers who use CDO's Cisco Security Cloud Sign On identity provider, a Super Admin can create a
user record in CDO and a user can self-register themselves with CDO. If the two usernames match, and the
user is properly authenticated, the user can log in to CDO.

Should the Super Admin ever need to prevent a user from accessing CDO, they can simply delete the CDO
user's user record. The Cisco Security Cloud Sign On account will still exist and if the Super Admin ever
wants to restore the user, they can by creating a new CDO user record with the same username as the one
used for Cisco Security Cloud Sign On.

Should a customer ever run into a problem with CDO that requires a call to our Technical Assistance Center
(TAC), the customer could create a user record for the TAC engineer so they could investigate the tenant and
report back to the customer with information and suggestions.

Customers Who Have Their Own Identity Provider

For Integrate Your SAML Single Sign-On with , they control both the identity provider accounts and the CDO
tenants. These customers can create and manage identity provider accounts and user records in CDO.

Should they ever need to prevent a user from accessing CDO, they can delete the IdP account, the CDO user
record, or both.

If they ever need help from Cisco TAC, they can create both the identity provider account and a CDO user
record, with a read-only role, for their TAC engineer. The TAC engineer would then be able to access the
customer's CDO tenant, investigate, and report back the customer with information and suggestions.

Cisco Managed Service Providers

If Cisco Managed Service Providers (MSPs) use CDO's Cisco Security Cloud Sign On IdP, they can self-register
for Cisco Security Cloud Sign On and their customers can create a user record for them in CDO so that the

. Managing FDM Devices with Cisco Defense Orchestrator



| Basics of CDO
Related Topics .

MSP can manage the customer's tenant. Of course, the customer has full control to delete the MSP's record
when they choose to.

Related Topics

* General Settings
* Manage Users in CDO

* User Roles in CDO

Manage Multi-Tenant Portal

CDO Multi-Tenant Portal view retrieves and displays information from all devices across multiple tenants.
This multi-tenant portal shows the device status, software versions running on them, and many more.

)

Note From the multi-tenant portal, you can add tenants across multiple regions and view devices those tenants
manage. You cannot edit any tenants or configure any devices from the multi-tenant portal.

Before you begin

The multi-tenant portal is only available if the feature is enabled on your tenant. To enable multi-tenant portal
for your tenant, open a support ticket with Cisco TAC. Once the support ticket is resolved and the portal is
created, users with the Super Admin role on the portal have the ability to add tenants to it.

We recommend you clearing cache and cookies from your web browser to avoid certain browser-related issues
that may occur.

The Multi-Tenant Portal
The portal provides the following menus:
* Devices:

* Displays all the devices residing in the tenants added to the portal. Use the Filter and Search field
to search devices that you want to view. You can click a device to view its status, the onboarding
method, firewall mode, failover mode, software version, and many more.

» The interface provides a column picker = that allows you to select or clear the device properties
to view in the table. Except for 'AnyConnect Remote Access VPN', all the other device properties
are selected by default. If you customize the table, CDO remembers your selection the next time
you sign in to CDO.

* You can click on a device to see its details on the right.

* You can export © the portal's information to a comma-separated value (.csv) file. This information
helps you to analyze the devices or send it to someone who doesn't have access. Every time you
export the data, CDO creates a new .csv file, where the file created has a date and time in its name.

* You can manage a device only from the CDO tenant that manages it. The multi-tenant portal provides
the Manage devices link that directs you to the CDO tenant page. You'll see this link on the device
if you have an account on that tenant, and the tenant is in the same region as the portal. If you don't
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have permission to access the tenant, you'll not see the Manage Devices link. You can contact a
super-admin in your organization for permission.

\}

Note If the tenant managing the device is in a different region, you'll see the link to
sign in to CDO in that region. If you don't have access to CDO in that region or
the tenant in that region, you'll not be able to manage the device.

rosa All Devices & Services

Muhi-Tanare =

4 Device in Different Region

» Tenants:
* Displays the tenants added to the portal.

« It allows a Super Admin user to add tenants to the portal.

* You can click “ to view the CDO tenant's main page.

)

Note If you are a multitenant portal Super Admin, you can use API endpoints to:

¢ Create a CDO tenant

* Add an existing CDO tenant to the multitenant portal

Add a Tenant to a Multi-Tenant Portal

A user with the Super Admin role can add tenants to the portal. You can add tenants across multiple regions.
For example, you can add a tenant from the Europe region into the US region and conversely.

| o

Important ' We recommend that you Create API Only Users for your tenant and generate an API token for authenticating
to CDO.

\}

Note If you want to add multiple tenants to the portal, generate API tokens from each tenant and paste them into a

text file. You can then easily add the tenants one after another to the portal without switching to the tenant
every time to generate a token.
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Step 2
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Delete a Tenant from a Multi-Tenant Portal .

Procedure

In the left pane, click Settings > General Settings > My Tokens.
Click Generate API Token and then copy it.

Go to the portal and click the Tenants tab.

Click add the tenant button on the right.

Paste the token and click Save.

Delete a Tenant from a Multi-Tenant Portal

Step 1
Step 2
Step 3

Procedure

In the left pane, click Tenants.
Click the corresponding delete icon appearing on the right to remove the tenant that you want.

Click Remove. Note that the associated devices are also removed from the portal.

Manage-Tenant Portal Settings

Settings

Switch Tenant

Cisco Defense Orchestrator enables to customize certain aspects of your Multi-Tenant Portal and individual
user accounts on the Settings page. Access the settings page by clicking Settings in the left pane.

General Settings

Web analytics provides anonymous product usage information to Cisco based on page hits. The information
includes pages viewed, the time spent on a page, browser versions, product version, device hostname, and so
forth. This information can help Cisco determine feature usage patterns and help Cisco improve the product.
All usage data is anonymous, and no sensitive data is transmitted.

Web analytics is enabled by default. To disable web analytics or to enable in the future, follow this procedure:
1. From the CDO dashboard, click Settings in the navigation bar to the left.

2. Click General Settings.

3. Click the slider under Web Analytics.

User Management

You can see all the user records associated with the Mult-Tenant Portal on the User Management screen.
You can add, edit, or delete a user account. For more information, see Manage Users in CDO.

If you have more than one portal tenants, you can switch between different portal or tenants without signing
out from CDO.
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Procedure
Step 1 On the multi-tenant portal, click your tenant menu appearing on the top right corner.
Step 2 Click Switch tenant.
Step 3 Choose the portal or tenant that you want to view.

The Cisco Success Network

Cisco Success Network is a user-enabled cloud service. When you enable Cisco Success Network, a secure
connection is established between the device and the Cisco cloud to stream usage information and statistics.
Streaming telemetry provides a mechanism to select data of interest from the device and to transmit it in a
structured format to remote management stations for the following benefits:

* To inform you of available unused features that can improve the effectiveness of the product in your
network.

* To inform you of additional technical support services and monitoring that might be available for your
product.

* To help Cisco improve our products.

The device establishes and maintains the secure connection at all times, and allows you to enroll in the Cisco
Success Network. After you have registered the device, you can change the Cisco Success Network setting.

\)

Note * For threat defense high availability pairs, the selection of the active device overrides the Cisco Success
Network setting on the standby device.

* CDO does not manage the Cisco Success Network settings. The settings managed through, and telemetry
information is provided by, the Firewall Device Manager user interface.

Enable or Disable the Cisco Success Network

During initial system setup, you are prompted to register the device with Cisco Smart Software Manager. If
you instead elected to use the 90-day evaluation license, you must register the device before the end of the
evaluation period. To enroll the device, either register the device with Cisco Smart Software Manager (on the
Smart Licensing page) or enroll with CDO by entering a registration key.

When you register the device, your virtual account allocates the license to the device. Registering the device
also registers any optional licenses that you have enabled.

You can turn off this connection at any time by disabling Cisco Success Network, although you can only
disable this option through the Firewall Device Manager Ul. Disabling will disconnect the device from the
cloud. Disconnection does not impact the receipt of updates or the operation of the Smart Licensing capabilities,
which continue to operate normally. See the Connecting to the Cisco Success Network section of the System
Administration chapter of the Firepower Device Manager configuration Guide, Version 6.4.0 or later for more
information.
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Manage Users in CDO

Before you create or edit a user record in CDO, read Relationship Between the Identity Provider Accounts
and CDO User Records to learn how the identity provider (IdP) account and the user record interact. CDO
users need a record and a corresponding IdP account so they can be authenticated and access the CDO tenant.

Unless your enterprise has its own IdP, Cisco Secure Sign-On is the identity provider for all CDO tenants.
The rest of this article assumes you are using Cisco Secure Sign-On as your identity provider.

You can see all the user records associated with your tenant on the User Management screen. This includes
any Cisco support engineer who is temporarily associated with your account to resolve a support ticket.

View the User Records Associated with your Tenant

Procedure

In the left pane, choose Settings > User Management.

Note To prevent Cisco support from accessing your tenant, enable Prevent Cisco support from viewing
this tenant in the General Settings page.

Active Directory Groups in User Management

For tenants that have a high turnover for large quantities of users, you can map CDO to your Active Directory
(AD) groups instead of adding individual users to CDO for an easier way to manage your user lists and user
roles. Any user changes, such as a new user addition or removing existing users, can now be done in Active
Directory and no longer need to be done in CDO.

You must have a SuperAdmin user role to add, edit, or delete an Active Directory group from the User
Management page. See User Roles in CDO for more information.

In the left pane, choose Settings > User Management

Active Directory Groups Tab

In the left pane, choose Settings > User Management > Active Directory Groups. This page shows the
Active Directory groups that are currently mapped to CDO. Most importantly, this page displays the role of
the Active Directory group as assigned in your Active Directory manager.

Users within an Active Directory group are not listed individually in either the Active Directory Groups tab
or the Users tab.
Audit Logs

Audit Logs in CDO record user-related and system-level actions. Key events that are captured by the Audit
Logs include:
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» User Login: Records every instance of user authentication.

» Tenant Association and Disassociation: Tracks user associations with, or disassociations from, tenants.

« User Role Change: Records any modifications to user roles.

« Active Directory Groups: Records any addition, deletion, and role changes within AD groups.

1. Inthe left pane, click Settings > User Management.

2. Click the Audit Logs tab. A list of events and activities in the current tenant you are logged into is

displayed.

3. Use the Search text box to find logs for a specific user.

4. Click the filter icon to refine your search results and view specific events. You can filter the logs based
on the Time Range and Event Action.

5. Click Export to download the details in CSV format.

Figure 3: Audit Logs

Displaying audit logs

User Management

AD Group Deleted

Users Active Directory Groups Audit Logs
[ Q Displaying 472 results @ Export
Action 2 Details Date/Time User &
" 7/31/2024
User Login logged in
Role changed to Edit Only for user 7/26/2024
User Role Change
o User associated to 7/26/2024
Tenant Association
tenant |
. o User disassociated 712412024
Tenant Disassociation
from tenant
7/23/2024
AD Group Added AD group added

AD group deleted

7123/2024

Multi-role Users

As an extension along the IAM capabilities in CDO, it is now possible for a user to have multiple roles.

A user can be part of multiple groups in Active Directory, and those groups can be defined in CDO with
different CDO roles. The final permissions that a user gets on login are a combination of the roles of all the
Active Directory groups that are defined in CDO that the user is part of. For instance, if a user is part of two
Active Directory groups and both the groups are added in CDO with two different roles such as edit-only and
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deploy-only, the user would have both edit-only and deploy-only permissions. This applies to any number of
groups and roles.

Active Directory group mappings must only be defined one time in CDO, and managing access and permissions
for users can after be achieved exclusively in Active Directory by adding, removing, or moving users between
different groups.

\)

Note

the individual user overrides the user role of the Active Directory group.

If a user is both an individual user and part of an Active Directory group on the same tenant, the user role of

API Endpoints for Active Directory Groups
If you are a super admin, you can use API endpoints to do the following:
* Create an Active Directory group
* Remove an Active Directory group
* Modify an Active Directory group
* Get Active Directory groups

* Get an Active Directory group

The aforementioned links point to the corresponding sections of the Cisco DevNet website.

Prerequisites for Adding an Active Directory Group to CDO

Before adding an Active Directory group mapping to CDO as a form of user management, you must have
your Active Directory that is integrated with Security Cloud Sign On. If your Active Directory Identity Provider
(IdP) is not already integrated, see identity provider integration guide to integrate a custom Active Directory
IdP integration with the following information:

* Your CDO tenant name and region
* Domain to define custom routing for (for example: @cisco.com, @myenterprise.com)
* Certificate and federation metadata in the XML format
After your Active Directory integration is complete, add the following custom SAML claims in your Active

Directory. The SAML claims and attributes are required, for you to be able to successfully sign-in to your
CDO tenant after your Active Directory integration is done. These values are case sensitive:

» SamlADUserGrouplds - This attribute describes all group associations that a user has on Active
Directory. For example, in Azure select + Add a group claim as seen in the screenshot below:
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Figure 4: Custom Claims Defined in Active Directory
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hittp/fschemas xmisoap.ong s/ 200505 identity/claims/givenname user.givennams

http:fischemas xmiscap.ong s, 200505 identity/claims/name user.userprincipalnama

hittp/fschemas xmiscap.ongfws/ 200505 fidentity/claims/surname User.surmamea e
[ SamlaDUsarGrouplds | USEr.Qroups i
| samiscurceidpissuer | “https:/ysts windows.net/1ad81488.. ***

» SamlSourceldplssuer - This attribute uniquely identifies an Active Directory instance. For example,
in Azure select + Add a group claim and scroll to locate the Azure Active Directory Identifier as seen
in the screenshot below:
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Figure 5: Locate the Azure Active Directory Identifier
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Add an Active Directory Group for User Management

You must have a SuperAdmin user role to add, edit, or delete an Active Directory group.

Step 1
Step 2
Step 3

Step 4
Step 5

Procedure

Log in to CDO.

In the left pane, choose Settings > User Management.
Click the Active Directory Groups tab.

Click the add Active Directory group () button.

Provide the following information:
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» Group Name: Enter a unique name. This name does not have to match the group name in your Active
Directory. CDO does not support special characters for this field.

» Group ldentifier: Manually enter the Group Identifier from your Active Directory. The value of the
group identifier should be the same as the group identifier in the custom claim definition. It could be any
value that corresponds to the unique identity of the group, for example, my-favourite-group, 12345, and
so forth.

* AD Issuer: Manually enter the Active Directory Issuer value from your Active Directory.

* Role: Select a user role. This determines the role for all the users included in this Active Directory group.
See User Roles in CDO for more information.

* (Optional) Notes: Add any notes that are applicable to this Active Directory group.

Step 6 Select OK.

Edit an Active Directory Group for User Management

Before you begin

Note that editing an Active Directory Group's user management in CDO only allows you to modify how CDO
limits the Active Directory group. You cannot edit the Active Directory group itself in CDO. You must use
Active Directory to edit the list of users within an Active Directory group.

Procedure

Step 1 Log in to CDO.

Step 2 In the left pane, choose Settings > User Management.

Step 3 Click the Active Directory Groups tab.

Step 4 Identify the Active Directory Group you want to edit and click the edit icon.
Step 5 Modify the following values:

» Group Name: Enter a unique name. CDO does not support special characters for this field.

* Group ldentifier: Manually enter the Group Identifier from your Active Directory. The value of the
group identifier should be the same as the group identifier in the custom claim definition. It could be any
value that corresponds to the unique identity of the group, for example, my-favourite-group, 12345 and
so forth.

* AD Issuer: Manually enter the Active Directory Issuer value from your Active Directory.

* Role: This determines the role for all the users included in this Active Directory group. See User Roles
for more information.

* Notes: Add any notes that are applicable to this Active Directory group.

Step 6 Click OK.
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Delete an Active Directory Group for User Management

Procedure

Step 1 Log in to CDO.

Step 2 In the left pane, choose Settings > User Management.

Step 3 Click the Active Directory Groups tab.

Step 4 Identify the Active Directory Group you want to delete.

Step 5 Click the delete icon.

Step 6 Click OK to confirm you want to delete the Active Directory group.

Create a New CDO User

These two tasks are necessary for creating a new CDO user. They do not have to be done in sequence:

* Create a Cisco Security Cloud Sign On Account for the New User

* Create a User Record with Your CDO Username

After these tasks are done, then the user can The New User Opens CDO from the Cisco Secure Sign-On
Dashboard.

Create a Cisco Security Cloud Sign On Account for the New User

Creating a Cisco Security Cloud Sign On account can be done by the new user at any time, without needing
to know the name of the assigned tenant.

About Logging in to CDO

Cisco Defense Orchestrator (CDO) uses Cisco Secure Sign-On as its identity provider and Duo for multi-factor
authentication (MFA). To log into CDO, you must first create your account in Cisco Security Cloud Sign
On and configure MFA using Duo.

CDO requires MFA which provides an added layer of security in protecting your user identity. Two-factor
authentication, a type of MFA, requires two components, or factors, to ensure the identity of the user logging
into CDO. The first factor is a username and password, and the second is a one-time password (OTP), which
is generated on demand.

|

Important  If your CDO tenant existed before October 14, 2019, use Migrate to Cisco Security Cloud Sign On Identity
Provider, on page 8 for log in instructions instead of this article.
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Before You Log In

Install DUO Security

-

We recommend installing the Duo Security app in a mobile phone. Review Duo Guide to Two Factor
Authentication: Enrollment Guide if you have questions about installing Duo.

Time Synchronization

You are going to use your mobile device to generate a one-time password. It is important that your device
clock is synchronized with real time as the OTP is time-based. Make sure your device clock set automatically
or manually set it to the correct time.

Create aNew Cisco Security Cloud Sign On Accountand Configure Duo Multi-factor Authentication

The initial sign-on workflow is a four-step process. You need to complete all four steps.
Procedure

Step 1 Sign Up for a New Cisco Security Cloud Sign On Account.

a. Open https://sign-on.security.cisco.com.

b. At the bottom of the sign in screen, click Sign up now.

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

c. Provide the following information to create enterprise account.
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Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select * v

Password *

Confirm Password *

(] 1agree to the End User License Agreement and Privacy Statement.

Cancel
Here are some tips:
» Email: Enter the email address that you will eventually use to log in to CDO.

« Password: Enter a strong password.

d. Click Sign up.

Cisco sends you a verification email to the address you registered with. Open the email and click Activate
account.

Step 2 Set up Multi-factor Authentication Using Duo
We recommend using a mobile device when setting up multi-factor authentication.

a. In the Set up multi-factor authentication screen, click Configure factor.
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Step 3

Step 4

b. Click Start setup and follow the prompts to choose a mobile device and verify the pairing of that mobile
device with your account.

For more information, see Duo Guide to Two Factor Authentication: Enrollment Guide. If you already
have the Duo app on your device, you'll receive an activation code for this account. Duo supports multiple
accounts on one device.

C. At the end of the wizard click Continue to Login.

d. Log in to Cisco Security Cloud Sign On with the two-factor authentication.

(Optional) Setup Google Authenticator as an additional authenticator

a. Choose the mobile device you are pairing with Google Authenticator and click Next.

b. Follow the prompts in the setup wizard to setup Google Authenticator.

Configure Account Recovery Options for your Cisco Security Cloud Sign On
a. Choose a recovery phone number for resetting your account using SMS.
b. Choose a security image.

c. Click Create My Account.

Create a User Record with Your CDO Username

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Only a CDO user with Super Admin privileges can create the CDO user record. The Super Admin must
create the user record with the same email address that was specified in the Create Your CDO Username
task above.

Use the following procedure to create a user record with an appropriate user role:

Procedure

Login to CDO.
In the left pane, choose Settings > User Management.

Click to add a new user to your tenant.

Provide the email address of the user.

Note The user's email address must correspond to the email address of the Cisco Secure Log-On account.

From the Role drop-down list, select the user's User Roles in CDO.
Click OK.
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The New User Opens CDO from the Cisco Secure Sign-On Dashboard

Procedure

Step 1 Click the appropriate CDO tile on the Cisco Secure Sign-on dashboard. The CDO tile directs you to
https://defenseorchestrator.com and the CDO (EU) tile directs you to https://defenseorchestrator.eu.

Step 2 Click the authenticator logo to choose Duo Security or Google Authenticator if you have set up both
authenticators.

* If you already have a user record on an existing tenant, you are logged into that tenant.

* If you already have a user record on several portals, you will be able to choose which portal to connect
to.

* If you already have a user record on several tenants, you will be able to choose which CDO tenant to
connect to.

* If you do not already have a user record on an existing tenant, you will be able to learn more about CDO
or request a trial tenant.

The Portals view retrieves and displays consolidated information from multiple tenants. See Manage
Multi-Tenant Portal for more information.

The Tenant view shows several tenants on which you have a user record.

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast New York Office

Los Angeles Office

Sign Out
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User Roles in CDO

There are a variety of user roles in CDO: Read-Only, Edit-Only, Deploy-only, Admin, and Super Admin.
User roles are configured for each user on each tenant. If a CDO user has access to more than one tenant, they
may have the same user ID but different roles on different tenants. A user may have a read-only role on one
tenant and a Super Admin role on another. When the interface or the documentation refers to a Read-only
user, an Admin user, or a Super Admin user we are describing that user's permission level on a particular
tenant.

Read-only Role
A user assigned the Read-Only role sees this blue banner on every page:

Read Only User. You cannot make configuration changes.

Users with the Read-Only role can do the following:
* View any page or any setting in CDO.
* Search and filter the contents of any page.
» Compare device configurations, view the change log, and see VPN mappings.
* View every warning regarding any setting or object on any page.

* Generate, refresh, and revoke their own API tokens. Note that if a read-only user revokes their own token,
they cannot recreate it.

* Contact support through our interface and can export a change log.

Read-Only users cannot do the following:

* Create, update, configure, or delete anything on any page.

* Onboard devices.

* Step-through the tasks needed to create something like an object or a policy, but not be able to save it.
* Create CDO user records.

* Change user role.

* Attach or detach access rules to a policy.

Edit-Only Role

Users with the Edit-Only role can do the following:

+ Edit and save device configurations, including but not limited to objects, policies, rulesets, interfaces,
VPN, etc.

* Allow configuration changes that are made through the Read Configuration action.

» Utilize the Change Request Management action.
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Edit-Only users cannot do the following:
* Deploy changes to a device or to multiple devices.
* Discard staged changes or changes that are detected through OOB.
» Upload AnyConnect Packages, or configure these settings.
* Schedule or manually start image upgrades for devices.
* Schedule or manually start a security database upgrade.
* Manually switch between Snort 2 and Snort 3 versions.
* Create a template.
* Change the existing OOB Change settings.
* Edit System Management settings.
* Onboard devices.
* Delete devices.
* Delete VPN sessions or user sessions.
* Create CDO user records.

* Change user role.

Deploy-Only Role
Users with the Deploy-Only role can do the following:
* Deploy staged changes to a device, or to multiple devices.
* Revert or restore configuration changes for ASA devices.
* Schedule or manually start image upgrades for devices.
* Schedule or manually start a security database upgrade.

» Utilize the Change Request Management action.

Deploy-Only users cannot do the following:

» Manually switch between Snort 2 and Snort 3 versions.
* Create a template.

* Change the existing OOB Change settings.

+ Edit System Management settings.

* Onboard devices.

* Delete devices.

* Delete VPN sessions or user sessions.

* Create, update, configure, or delete anything on any page.

Managing FDM Devices with Cisco Defense Orchestrator .



Basics of CDO |
. VPN Sessions Manager Role

* Onboard devices.

* Step-through the tasks needed to create something like an object or a policy, but not be able to save it.
* Create CDO user records.

* Change user role.

* Attach or detach access rules to a policy.

VPN Sessions Manager Role

The VPN Sessions Manager role is designed for administrators monitoring remote access VPN connections,
not site to site VPN connections.

Users with the VPN Sessions Manager role can do the following:
* View any page or any setting in CDO.
* Search and filter the contents of any page.
» Compare device configurations, view the change log, and see RA VPN mappings.
* View every warning regarding any setting or object on any page.

* Generate, refresh, and revoke their own API tokens. Note that if a VPN Sessions Manager user revokes
their own token, they cannot recreate it.

« Contact support through our interface and export a change log.

* Terminate existing RA VPN sessions.

VPN Sessions Manager users cannot do the following:

* Create, update, configure, or delete anything on any page.

* Onboard devices.

* Step-through the tasks needed to create something like an object or a policy, but not be able to save it.
* Create CDO user records.

* Change user role.

* Attach or detach access rules to a policy.

Admin Role

Admin users have complete access to most aspects of CDO. Admin users can do the following:
* Create, read, update, and delete any object or policy in CDO and configure any setting.
* Onboard devices.
* View any page or any setting in CDO.

* Search and filter the contents of any page.
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» Compare device configurations, view the change log, and see VPN mappings.
* View every warning regarding any setting or object on any page.

* Generate, refresh, and revoke their own API tokens. If their token is revoked, they can contact support
through our interface and can export a change log.

Admin users cannot do the following:

* Create CDO user records.

* Change user role.

Super Admin Role

Super Admin users have complete access to all aspects of CDO. Super Admins can do the following:

* Change a user role.

* Create user records.

\)

Note Though Super Admins can create a CDO user record, that user record is not all that is needed for a user to
log in to your tenant. The user also needs an account with the identity provider used by your tenant. Unless
your enterprise has its own single sign-on identity provider, your identity provider is Cisco Security Cloud
Sign On. Users can self-register for their Cisco Security Cloud Sign On account; see Initial Login to Your
New CDO Tenant, on page 7 for more information.

* Create, read, update, and delete any object or policy in CDO and configure any setting.
* Onboard devices.

* View any page or any setting in CDO.

* Search and filter the contents of any page.

» Compare device configurations, view the change log, and see VPN mappings.

* View every warning regarding any setting or object on any page.

* Generate, refresh, and revoke their own API tokens. If their token is revoked, they can

« Contact support through our interface and can export a change log.

Change The Record of the User Role

The user record is the currently recorded role of a user. By looking at the users associated with your tenant,
you can determine what role each use has by their record. By changing a user role, you change the user record.
User's roles are identified by their role in the User Management table. See Manage Users in CDO for more
information.

You must be a Super Admin to change the user record. If your tenant has no Super Admins, contact How
CDO Customers Open a Support Ticket with TAC.
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Add a User Account to CDO

CDO users need a CDO record and a corresponding IdP account so they can be authenticated and access your
CDO tenant. This procedure creates the user's CDO user record, not the user's account in Cisco Security Cloud
Sign On. If the user does not have an account in Cisco Security Cloud Sign On, they can self-enroll by
navigating to https://sign-on.security.cisco.com and clicking Sign up at the bottom of the Sign in screen.

)

Note You will need to have the role of Super Admin Role on CDO to perform this task.

Create a User Record

Use the following procedure to create a user record with an appropriate user role:

Procedure

Step 1 Log in to CDO.
Step 2 From the CDO navigation bar, click Settings > User Management.

Step 3 Click the blue plus button () to add a new user to your tenant.
Step 4 Provide the email address of the user.

Note The user's email address must correspond to the email address of the Cisco Secure Log-On account.

Step 5 Select the user's User Roles in CDO from the drop-down menu.
Step 6 Click v.

Note Though Super Admins can create a CDO user record, that user record is not all that is needed for a
user to log in to your tenant. The user also needs an account with the identity provider used by your
tenant. Unless your enterprise has its own single sign-on identity provider, your identity provider is
Cisco Secure Sign-on. Users can self-register for their Cisco Secure Sign-On account; see Initial Login
to Your New CDO Tenant, on page 7 for more information.

Create API Only Users

Procedure

Step 1 Log in to CDO.
Step 2 From the CDO navigation bar, click Settings > User Management.

Step 3 Click the blue plus button () to add a new user to your tenant.
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Step 4 Select the API Only User checkbox.
Step 5 In the Username field, enter a name for the user and click OK.
Important the user name can't be an email address or contain the '@' character as the '@yourtenant' suffix will

be automatically appended to the user name.

Step 6 Select the user's User Roles in CDO from the drop-down menu.

Step 7 Click OK.

Step 8 Click the User Management tab.

Step 9 In the Token column for the new API Only user, click Generate APl Token to obtain an API token.

Edit a User Record for a User Role

You will need to have the role of Super Admin to perform this task. If the Super Admin changes the role of
a CDO user that is logged in, once their role has been changed, the user is automatically logged out of their
session. Once the user logs back in, they assume their new role.

\)

Note  You will need to have the role of Super Admin Role on CDO to perform this task.

A

Caution Changing the role of a user record will delete an API Tokens associated with the user record if there is one.
The user must generate a new API token once the user role changes.

Edit a User Role
A\

Note Ifa CDO user is logged in, and a Super Admin changes their role, the user must log out and log back in again
for the change to take affect.

To edit the role defined in the user record, follow this procedure:

Procedure

Step 1 Log in to CDO.
Step 2 From the CDO navigation bar, click Settings > User Management.

Step 3 Click the edit icon in the user's row.
Step 4 Select the user's new User Roles in CDO from the Role drop-down menu.
Step 5 If the user record shows that there is an API token associated with the user, you will need to confirm that you

want to change the user's role and delete the API token as a result.
Step 6 Click v.
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Step 7 If CDO deleted the API token, contact the user so that they may create a new API Token.

Delete a User Record for a User Role

Deleting a user record in CDO prevents the associated user from logging in to CDO by breaking the mapping
of the user record with the Cisco Security Cloud Sign On account. When you delete a user record, you are
also deleting the API token associated with that user record should there be one. Deleting a user record in
CDO does not delete the user's IdP account in Cisco Security Cloud Sign On.

)

Note  You will need to have the role of Super Admin Role on CDO to perform this task.

Delete a User Record

To delete the role defined in the user record, see the following procedure:

Procedure

Step 1 Log in to CDO.
Step 2 From the CDO navigation bar, click Settings > User Management.

Step 3 Click the trash can icon & in the row of the user you want to delete.
Step 4 Click OK.
Step 5 Confirm that you want to remove the account from the tenant by clicking OK.

CDO Services Page

The Services page displays a list of services that CDO provides. Selecting the FMC tab lists the cloud-delivered
Firewall Management Center that is linked to the CDO account and all the on-prem management centers
onboarded to CDO. The devices that are managed by these on-prem management centers are listed in the
Inventory page. The Services page also lists the secure connectors under the Secure Connectors tab.

You can click the FMC tab and onboard an on-prem management center by clicking the blue plus icon (),
and perform device actions using the options in the right pane. You can also see device information such as

version, number of devices being managed by the management center, device type, and the synchronization
status of the device. Clicking on the managed devices icon takes you to the Inventory page, where devices

managed by the selected on-prem management center are filtered automatically and displayed. The Services
page also allows you to select more than one on-prem management center at a time for you to perform actions
on a group of management centers all at once. You cannot select any on-prem management center while the
cloud-delivered Firewall Management Center is selected. To add a new secure connector or perform actions

e .+
on existing secure connectors, choose the Secure Connectors tab and click .
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Navigate Tools & Services > Firewall Management Center.

il Defense Orchestrator | Services

n > |Firewall Management Center

>

.......

| Cloud-Deivered FMC 2023011 53 | CowDelversd FUC | Actve 172620 082812023

o meEF o

7.4.0-build 1208 a3 On-Prem FMC Synced 13:34:43 08/28/2023

A
o

730-build 69 @6 | On-PremFMC O synced 13:34:43 08/28/2023
© Synced

H

731-build 19 =7 On-Prem FMC 13:34:43 08/28/2023

For your cloud-delivered Firewall Management Center, the Services page displays the following information:

* If you do not have a cloud-delivered Firewall Management Center deployed on your tenant, click Enable
Cloud-Delivered FMC. See Enable Cloud-Delivered Firewall Management Center on Your CDO Tenant
for more information.

* The number of Secure Firewall Threat Defense devices deployed on the cloud-delivered Firewall
Management Center.

* Status of the connection between CDO and the cloud-delivered Firewall Management Center page.

* The last heartbeat of the cloud-delivered Firewall Management Center. This represents the last time the
status of the cloud-delivered Firewall Management Center itself and the number of devices that it manages
were synchronized with the table on this page.

* The hostname of the selected cloud-delivered Firewall Management Center.
Choose Cloud-Delivered FMC and using the links in the Actions, Management, or Settings pane, you open

the cloud-delivered Firewall Management Center user interface to perform the configuration tasks that are
associated with the link you clicked.

Actions:

 Check For Changes: The Device Count and Status information in the table will be updated with the
information available the last time this page and the cloud-delivered Firewall Management Center were
synchronized. Synchronization happens every 10 minutes.

* Deployment: Takes you to the device configuration deployment page on cloud-delivered Firewall
Management Center. See Deploy Configuration Changes.

» Workflows: Takes you to the Workflows page to monitor every process that CDO runs when
communicating with devices. See Workflows page.

» API Explorer: Takes you to the page that lists the cloud-delivered Firewall Management Center REST
APIs. See Secure Firewall Management Center REST API Guide.

Management:

Managing FDM Devices with Cisco Defense Orchestrator .


https://docs.defenseorchestrator.com/index.html#!t_get_cdfmc_for_tenant.html
https://docs.defenseorchestrator.com/cdfmc/index.html#!t_deploy_configuration_changes_2_3.html
https://docs.defenseorchestrator.com/#!c-workflows-page.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html

Basics of CDO |
. CDO Services Page

« Devices: Takes you to the threat defense device listing page on the cloud-delivered Firewall Management
Center portal. See Configure Devices.

» Policies: Takes you to the policies page on the cloud-delivered Firewall Management Center portal to
edit system-provided access control policies and create custom access control policies. See Manage
Access Control Policies.

* Objects: Takes you to the policies page on the cloud-delivered Firewall Management Center portal to
manage reusable objects. See Object Management.

* NAT: Takes you to the policies page on the cloud-delivered Firewall Management Center portal to
configure Network Address Translation policies on the threat defense devices. See Manage NAT policies.

« Site to Site VPN: Takes you to the site-to-site VPN dashboard page on the cloud-delivered Firewall
Management Center portal to configure site-to-site VPN policy between two sites. See Site-to-Site VPNs.

* Remote Access VPN: Takes you to the remote access VPN dashboard page on the cloud-delivered

Firewall Management Center portal to configure a remote access VPN configuration. See Remote Access
VPN.

« Platform Settings: Takes you to the platform settings page on the cloud-delivered Firewall Management
Center portal configure a range of unrelated features whose values you might want to share among several
devices. See Platform Settings.

System:

« Configuration: Takes you to the system configuration settings page on the cloud-delivered Firewall
Management Center portal to configure system configuration settings. See System Configuration.

» Smart Licenses: Takes you to the smart licenses page on the cloud-delivered Firewall Management
Center portal to assign licenses to devices. See Assign Licenses to Devices.

+ AMP Management: Takes you to the AMP management page on the cloud-delivered Firewall
Management Center portal that provides intelligence that the system uses to detect and block malware
on your network. See Cloud Connections for Malware Protection.

« Device Health: Takes you to the health monitoring page on the cloud-delivered Firewall Management
Center portal that tracks various health indicators to ensure that the hardware and software in the system
are working correctly. See About Health Monitoring.

« Audit: Takes you to the audit log page on the cloud-delivered Firewall Management Center portal to
show the generated audit record for each user interaction with the web interface.

« Cisco Cloud Events: Takes you to the configure Cisco Cloud events page on the CDO portal to configure
cloud-delivered Firewall Management Center to send events directly to SAL (SaaS). See Send Events
to SAL (SaaS).

After opening the cloud-delivered Firewall Management Center page, click the blue question mark button
and select Page-level Help to learn more about the page you are on and what further action you can take.

Support to Open CDO and Cloud-delivered Firewall Management Center Applications on Different Tabs

As you configure threat defense devices or objects in the cloud-delivered Firewall Management Center, you
can open the appropriate configuration pages in additional browser tabs to work simultaneously in the CDO
and the cloud-delivered Firewall Management Center portals without logging off. For example, you can create
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an object on the cloud-delivered Firewall Management Center and simultaneously monitor event logs on CDO
that are generated from the security policies.

This feature is available for all CDO links that navigate to the cloud-delivered Firewall Management Center
portal. To open the cloud-delivered Firewall Management Center portal in a new tab:

On the CDO portal, press and hold the Ctrl (Windows) or Command (Mac) button, then click the corresponding
link.

N

Note A single click opens the cloud-delivered Firewall Management Center page in the same tab.

Here are some examples of opening the cloud-delivered Firewall Management Center portal page in a new
tab:

* Choose Tools & Services > Firewall Management Center and select Cloud-Delivered FMC.

In the right pane, press and hold the Ctrl (Windows) or Command (Mac) button, and then click the page
that you want to access.

* Choose Objects > Other FTD Objects.

* Click the search icon in the top-right corner of the CDO page and enter the search strings in the search
field that appears.

From the search result, press and hold the Ctrl (Windows) or Command (Mac) button, and then click
the arrow icon.

 Choose Dashboard > Quick Actions.

Press and hold the Ctrl (Windows) or Command (Mac) button, and then click Manage FTD Policies
or Manage FTD Obijects.

N

Note When you switch to a new CDO tenant, the corresponding cloud-delivered Firewall Management Center
portal already opened in a new tab logs out.

Related Topics

* Managing On-Prem Firewall Management Center with Cisco Defense Orchestrator
* Onboard an On-Prem Firewall Management Center

* Request a cloud-delivered Firewall Management Center for your CDO tenant

* Secure Device Connector

* Secure Event Connectors

CDO Device and Service Management

CDO provides the ability to view, manage, filter, and evaluate your onboarded devices on the Inventory page.
From the Inventory page you can:
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* Onboard devices and services for CDO management.
* View the configuration state and connectivity state of managed devices and services.

* View onboarded devices and templates categorized in separate tabs. See CDO Inventory Information,
on page 93.

* Evaluate and take action on individual devices and services.
* View device and service specific information and resolve issues.
* View device health status for threat defense devices managed by:
* cloud-delivered Firewall Management Center
* on-prem management center

For threat defense devices managed by the cloud-delivered Firewall Management Center, you can also
see the node status for devices in a cluster.

* Search for a device or template by name, type, IP address, model name, serial number, or labels. Search
is not case-sensitive. Providing multiple search terms brings up devices and services that match at least
one of the terms. See Page Level Search, on page 95.

* Filter for a device or template filter by device type, hardware and software versions, snort version,
configuration status, connection states, conflict detection, and secure device connectors, and labels. See
Filters.

Changing a Device's IP Address in CDO

When you onboard an device to Cisco Defense Orchestrator using an IP address, CDO stores that IP address
in its database and communicates with the device using that IP address. If the IP address of the device changes,
you can update the IP address stored in CDO to match the new address. Changing the device's IP address on
CDO does not change device's configuration.

To change the IP address, CDO uses to communicate with a device, follow this procedure:

Procedure

Step 1 In the left pane, click Inventory.
Step 2 Click the Devices tab to locate the device.
Step 3 Click the appropriate device type tab.

You can use the Filters and Page Level Search functionalities to find the required device.

Step 4 Select the device whose IP address it is you want to change.
Step 5 Above the Device Details pane, click the edit button next to the device's IP address.

Nashua Building 1
. ‘\

Step 6 Enter the new IP address in the field and click the blue check button.
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Changing a Device's Name in CDO .

No change is made to the device itself, so the device's Configuration Status will continue to show that it is
Synced.

Related Information:
* Moving Devices Between Tenants, on page 92

* Bulk Reconnect Devices to CDO, on page 91

Changing a Device's Name in CDO

Step 1
Step 2
Step 3
Step 4

Step 5

All devices, models, templates, and services are given a name when they are onboarded or created in CDO.
You can change that name without changing the configuration of the device itself.

Procedure

In the left pane, click Inventory.
Click the Device tab to locate the device.
Select the device whose name it is you want to change.

Above the Device Details pane, click the edit button next to the device's name.
Nashua Building 1 7y

Enter the new name in the field and click the blue check button.

No change is made to the device itself, so the device's Configuration Status will continue to show that it is
Synced.

Export a List of Devices and Services

Step 1

This article explains how to export your list of devices and services to a comma-separated value (.csv) file.
Once in that format, you can open the file in a spreadsheet application such as Microsoft Excel to sort and
filter the items in your list.

The export button is available in the devices and the templates tab. You are also allowed to export details
from devices under the selected device type tab.

Before you export your list of devices and services, look at the filter pane and determine if the Inventory table
is displaying the information you want to export. Clear all your filters to see all of your managed devices and
services, or filter the information to display a subset of all your devices and services. The export function
exports what you can see in the Inventory table.

Procedure

In the left pane, click Inventory.
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. Export Device Configuration

Step 2
Step 3

Step 4

Step5
Step 6

Click the Devices tab to locate the device or the Templates tab to locate the model device.

Click the appropriate device type tab to export details from devices under that tab or click All to export details
from all devices.

You can use the Filters and Page Level Search functionalities to find the required device.

Click Export list to CSV:

e &) + Create Template + Onbaard

W

If prompted, save the .csv file.

Open the .csv file in a spreadsheet application to sort and filter the results.

Export Device Configuration

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

You can only export one device configuration at a time. Use the following procedure to export a device's
configuration to a JSON file:

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

You can use the Filters and Page Level Search functionalities to find the required device.
Select the device you want so it is highlighted.

In the Actions pane, select Export Configuration.
Select Confirm to save the configuration as a JSON file.

External Links for Devices

You can create a hyperlink to an external resource and associate it with a device you manage with CDO. You
could use this feature to create a convenient link to the local manager of one of your devices ( Firepower
Device Manager (FDM) for an FTD). You could also use it to link to a search engine, documentation resource,
a corporate wiki, or any other URL that you choose. You can associate as many external links with a device
as you want. You can also associate the same link with multiple devices at the same time.
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Create an External Link from your Device .

External Links

& Search

Add External Links @

The links you create can reach anywhere, but your company's security requirements do not change. For
example, if you ordinarily need to be connected to your corporate network, by being on-premises or through
a VPN connection to reach a particular URL, those requirements remain. If your company blocks specific
URLSs, those URLSs continue to be blocked. URLSs that are not restricted continue to not be restricted.

Location Variable

We have created the {location} variable that you can incorporate in your URLs. This variable will be populated
with the IP address of your device. For example,

https://{location}
or the FDM of your FDM-managed device.
Related Information:

» Write a Device Note, on page 93

 Export a List of Devices and Services, on page 87

Create an External Link from your Device

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

Select a device or model.

You can use the Filters and Page Level Search functionalities to find the required device.

In the details pane, on the right, go to the External Links section.
Enter a name for the link.

Enter the URL for the link in the URL field. You need to specify the full URL, for example, for Cisco enter
http://www.cisco.com.

Click + to associate the link with the device.
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Create an External Link to FDM

Here is a convenient way to open the Firepower Device Manager (FDM) of your FDM-managed device,

directly from CDO.
Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.

Step 3 Click the appropriate device type tab.

You can use the Filters and Page Level Search functionalities to find the required device.

Step 4 Select a device or model.
Step 5 In the details pane, on the right, go to the External Links section.
Step 6 Enter a name for the link such as FDM.

Step 7 Enter https://{location} in the URL field. The {location} variable will be populated with the IP address of
your device.

Step 8 Click the + box.

Create an External Link for Multiple Devices

Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.

Step 3 Click the appropriate device type tab.

You can use the Filters and Page Level Search functionalities to find the required devices.
Step 4 Select multiple devices or models.
Step 5 In the details pane, on the right, go to the External Links section.

Step 6 Enter a name for the link.
Step 7 Enter the URL you want to reach using one of these methods:

* Enter
https://{location}

in the URL field. The {location} variable will be populated with the IP address of your device. This
creates an automatic link to the ASDM for your device.

* Enter the URL for the link in the URL field. You need to specify the full URL, for example, for Cisco
enter http://www.cisco.com.

Step 8 Click + to associate the link with the device.
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Edit or Delete External Links

Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.

Step 3 Click the appropriate device type tab.

You can use the Filters and Page Level Search functionalities to find the required device.

Step 4 Select a device or model.

Step 5 In the details pane, on the right, go to the External Links section.

Step 6 Mouse-over the name of the link to reveal the edit and delete icons.

Step 7 Click the appropriate icon to edit or delete the external link and confirm your action.

Edit or Delete External Links for Multiple Devices

Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.

Step 3 Click the appropriate device type tab.

You can use the Filters and Page Level Search functionalities to find the required devices.

Step 4 Select multiple devices or models.

Step 5 In the details pane, on the right, go to the External Links section.

Step 6 Mouse-over the name of the link to reveal the edit and delete icons.

Step 7 Click the appropriate icon to edit or delete the external link and confirm your action.

Bulk Reconnect Devices to CDO

CDO allows an administrator to attempt to reconnect more than one managed device to CDO at the same
time. When a device CDO manages is marked "unreachable," CDO can no longer detect out of band
configuration changes or manage the device. There could be many different reasons for the disconnect.
Attempting to reconnect the devices is a simple first step in restoring CDO's management of the device.

\)

Note If you are reconnecting devices having new certificates, CDO automatically reviews and accepts the new
certificates on the devices and continues to reconnect with them. However, if you are reconnecting with only
one device, CDO prompts you to review and accept the certificate manually to continue to reconnect with it.
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. Moving Devices Between Tenants

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate devices.
Click the appropriate device type tab.

Use the Filters to look for devices whose connectivity status is "unreachable."

From the filtered results, select the devices you want to attempt to reconnect.

Click Reconnect # . Notice that CDO only provides command buttons for actions that can be applied to all
the selected devices.

Look at the natifications tab for the progress of the bulk device reconnect action. If you want more information
about how the actions in the bulk device reconnect job succeeded or failed, click the blue Review link and
you will be directed to the Monitor Jobs in CDO, on page 584.

Tip If a reconnect failure was caused because the device's certificate or credentials have changed, you will
have to reconnect to those devices individually to add the new credentials and accept the new certificate.

Moving Devices Between Tenants

Once you have onboarded devices to a CDO tenant, you cannot migrate the devices from one CDO tenant to
another. If you want to move your devices to a new tenant, you need to remove the devices from the old tenant
and re-onboard them to the new tenant.

Device Certificate Expiry Detection

The management certificate is used for accessing FDM-managed and ASA devices from CDO, while the
Cisco Secure Client (formerly AnyConnect) is necessary for using virtual private network features on ASA,
FDM-managed, and FTD devices from CDO.

CDO actively monitors the expiration status of these certificates and notifies the user when these certificates
are nearing their expiration date or have expired. This prevents any disruptions in device operations due to
certificate expiry. You should renew the corresponding certificate to address this issue.

The management certificate expiry check applies to ASA and FDM-managed devices, while the Secure Client
certificate expiry check applies to ASA, FDM-managed, and FTD devices.

View Certificate Expiry Notification

In the top right corner, click the Notifications ( E) icon to view the most recent alerts that have occurred
or affected the devices you have onboarded to your tenant. The High Priority section displays the certificate
expiration notifications.

These notifications are sent 30, 14, and 7 days before the certificate expiration date and then every day thereafter
until the certificate either expires or is renewed with a valid certificate. You can also subscribe to receive
these notifications by email on the Notification Settings section of the user preferences page. For more
information, see User Notification Preferences.
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Write a Device Note

Use this procedure to create a single, plain-text, note file for a device.

Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.

Step 3 Click the appropriate device type tab.

Step 4 Select the device or model you want to create a note for.

Step 5 In the Management pane on the right, click Notes. I hotes,

Step 6 Click the editor button on the right and select the Default text editor, Vim, or Emacs text editors.
Step 7 Edit the Notes page.

Step 8 Click Save.
The note is saved in the tab.

CDO Inventory Information

The Inventory page shows all physical and virtual onboarded devices and templates created from the onboarded
devices. The page classifies devices and templates based on their type and displays them in the corresponding
tabs dedicated to each device type. You can use Page Level Search functionality or apply a Filters to find
devices within the selected device type tab.

You can view the following details on this page:

 The Devices tab shows all the live devices that are onboarded to CDO.

 The Templates shows all the template devices created from live devices or configuration files imported
to CDO.

CDO Labels and Filtering

Labels are used for grouping devices or objects. You can apply labels to one or more devices during onboarding
or at any time after onboarding. You can apply labels to objects after you create them. Once you have applied
labels to devices or objects, you can filter the contents of the device table or objects table by that label.

\)

Note A label applied to a device is not extended to its associated objects, and a label applied to a shared object is
not extended to its associated objects.

You can create a label group by using the following syntax “group name:label”. For example, Region:East
or Region:West. If you were to create these two labels, the group label would be Region and you could choose
from East or West in that group.
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. Applying Labels to Devices and Objects

Applying Labels to Devices and Objects

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Filters

To apply a label to devices, perform the following steps:

Procedure

To add a label to a device, click Inventory in the navigation pane on the left. To add a label to an object, click
Objects in the navigation pane on the left.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

Select one or more devices or model in the generated table.

In the Add Groups and Labels field on the right, specify a label for the device.

Click blue + icon.

You can use many different filters on the Inventory and Objects pages to find the devices and objects you
are looking for.

To filter, click T in the left-hand pane of the Inventory, Policies, and Objects tabs:

The Inventory filter allows you to filter by device type, hardware and software versions, snort version,
configuration status, connection states, conflict detection, and secure device connectors, and labels. You can
apply filters to find devices within a selected device type tab. You can use filters to find devices within the
selected device type tab.

\}

Note When the FTD tab is opened, the filter pane provides filters to show FDM-managed devices based on the

management application through which the devices are accessed from CDO.

* FDM: Devices managed using FTD API or FDM.
* FMC-FTD: Devices managed using Firepower Management Center.

* FTD: Devices managed using FTD Management.

The object filter allows you to filter by device, issue type, shared objects, unassociated objects, and object
type. You can include system objects in your results or not. You can also use the search field to search for
objects in the filter results that contain a certain name, IP address, or port number.

The object type filter allows you to filter objects by type, such as network object, network group, URL object,
URL group, service object, and service group. The shared objects filter allows filtering objects having default
values or override values.

When filtering devices and objects, you can combine your search terms to create several potential search
strategies to find relevant results.

In the following example, filters are applied to search objects that are "Issues (Used OR Inconsistent) AND
Shared Objects with Additional Values.
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Use CDO Search Functionality

The CDO platform has a highly efficient search function that makes it easy to find anything you need. The
search bar on each page is tailored to the content of that page, while the global search allows for a
comprehensive search across the entire tenant. This saves time and effort, as you can quickly locate the
necessary information.

()

O

Unused
() Duplicate
Inconsistent

(0 Ignored

Default Values
() override Values
Additional Values

daaieialcld W EL LS

Unassociated

G MNetwork
() Protocol
CI Service

Page Level Search

Use CDO Search Functionality .

The page-level search enables you to search specific items on the Inventory, Policies, Objects, VPN, Change
Log, and Jobs pages.

* In the Inventory space, you can simply start typing in the search bar, and devices that fit the search

criteria will be displayed. You can type any partial part name of the device, IP address, or the serial
number of the physical device to find the device.

« In the Policies space, you can search policies by their name, components or objects used in them.
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« In the Objects space, you can search for an object by typing any partial part of the name of the object,
or partial IP Address, port, or protocols.

* In the VPN space, you can search by tunnel name, device name, and IP address used in the VPN policies.

» In the Change log space, you can search logs based on events, device names, or actions.

Procedure

Step 1 Navigate to the search bar near the top of the interface.
Step 2 Type the search criteria into the Search Bar and the corresponding results will be displayed.

Global Search

The global search feature allows you to quickly locate and navigate to devices managed by CDO.
All search results are based on the indexing option you choose. The indexing options are as follows:

* Full Indexing—Requires that you invoke the full indexing process. This process scans all the devices
and objects in the system and displays them in the search index only after you invoke the indexing. To
invoke full indexing, you must have administrative privileges.

For more information, see Initiate Full Indexing, on page 97.
* Incremental Indexing—An event-based indexing process where the search index automatically updates
each time that a device or an object is added, modified, or deleted.
The information that you enter in the search field is not case-sensitive. You can perform a global search using
the following entities:
* Device Name—Supports partial device names, URL, IP address or range.
* Object Types—Supports object name, object descriptions, and configured values.
* Policy Types—Supports policy name, policy description, rule name, and rule comments.

Cloud-delivered Firewall Management Center and On-Prem FMC managed in CDO support the following
policy types:
* Access Control Policy

* Prefilter Policy
* Threat Defense NAT Policy

When you type a search expression, the interface begins to display search results and you do not need to press
Enter to execute a search.

The search results display all devices and objects that match your search strings. If your search string matches
more than device or object, the results appear under categories (devices, objects, and connected _fmc).
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By default, the first item in the search result is highlighted and the related information for that item appears
in the right pane. You can scroll through the search results and click any item to view the corresponding
information. You can click the arrow icon besides the item to navigate to the corresponding page.

\)

Note * Global search does not display duplicate search results. For objects, the UID of the shared object is used
to navigate to the Object view.

* If you delete a device from CDO, all associated objects are removed from the global search index.

* If you delete an object from the policy and retain the device before you initiate full indexing, the object
remains in the global search index because it is associated with the device.

Initiate Full Indexing

Procedure

Step 1 In the left pane, choose Settings > General Settings.
Step 2 In Global Search, click Initiate Full Indexing to trigger indexing.

@ Initiate Full Indexing

To view the Global Search workflow, click here

Note Initiating full indexing clears existing indexing of the CDO tenant.

Step 3 Click here to view the global search workflow.

Perform a Global Search

Procedure

Step 1 Log into CDO.

Step 2 Click the search icon in the top-right corner of the CDO page and enter the search strings in the search field
that appears.

Alternatively, you can press and hold the Ctrl key and the / key simultaneously on Windows, or the Command
key and / key on Mac, to open the search bar.

"t Defense Orchestrator [ Q ] C?v & O

The search results display a list of possible items as you begin entering the search strings. The search results
appear under four categories: All, Devices, Objects, Policies, and Cloud-delivered Firewall Management
Center. The right pane displays information for a selected search result.
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2 search results [2)
All 0 & Devices 1 & Objects 1 & connected_fmc
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1543-network (Object Content: DNS Servers: Details
Name
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Model

Version
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Health Status
Health Policy

Host Name

Connected Status
Access Policy

Advanced

From the search result, select a device or an object, and click the arrow icon to navigate from the search results
to the corresponding device and object page. From the search result, select an item, and click the arrow icon
to navigate from the search results to the corresponding page.

Note Selecting a search result for devices in the cloud-delivered Firewall Management Center, allows you
to navigate to the cloud-delivered Firewall Management Center user interface within CDO.

For information on cloud-delivered Firewall Management Center, see Managing Firewall Threat
Defense with Cloud-Delivered Firewall Management Center in Cisco Defense Orchestrator.

Click X to close the search bar.

An object is a container of information that you can use in one or more security policies. Objects make it easy
to maintain policy consistency. You can create a single object, use it different policies, modify the object, and
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Objects .

that change is propagated to every policy that uses the object. Without objects, you would need to modify all
the policies, individually, that require the same change.

When you onboard a device, CDO recognizes all the objects used by that device, saves them, and lists them
on the Objects page. From the Objects page, you can edit existing objects and create new ones to use in your
security policies.

CDO calls an object used on multiple devices a shared object and identifies them in the Objects page with
this badge ®.

Sometimes a shared object develops some "issue" and is no longer perfectly shared across multiple policies
or devices:

« Duplicate objects are two or more objects on the same device with different names but the same values.
These objects usually serve similar purposes and are used by different policies. Duplicate objects are

identified by this issue icon: &

* Inconsistent objects are objects on two or more devices with the same name but different values.
Sometimes users create objects in different configurations with same name and content but over time
the values of these objects diverge which creates the inconsistency. Inconsistent objects are identified

by this issue icon: ®

+ Unused objects are objects that exist in a device configuration but are not referenced by another object,

an access-list, or a NAT rule. Unused objects are identified by this issue icon: '

You can also create objects for immediate use in rules or policies. You can create an object that is unassociated
with any rule or policy. Before 28 June 2024, when you use an unassociated object in a rule or policy, CDO
created a copy of it and used the copy. Because of this behavior, you might have observed that there were
two instances of the same object in the Objects menu. However, CDO does not do that anymore. You can
use an unassociated object in a rule or a policy but there are no duplicate objects that CDO creates.

You can view the objects managed by CDO by navigating to the Objects menu or by viewing them in the
details of a network policy.

CDO allows you to manage network and service objects across supported devices from one location. With
CDO, you can manage objects in these ways:

* Search for and Object Filters based on a variety of criteria.

* Find duplicate, unused, and inconsistent objects on your devices and consolidate, delete, or resolve those
object issues.

* Find unassociated objects and delete them if they are unused.

* Discover shared objects that are common across devices.

+ Evaluate the impact of changes to an object on a set of policies and devices before committing the change.
» Compare a set of objects and their relationships with different policies and devices.

* Capture objects in use by a device after it has been on-boarded to CDO.

)

Note

Out-of-band changes that are done to objects are detected as overrides to the object. When such a change
happens, the edited value gets added to the object as an override, which can be viewed by selecting the object.
To know more about out-of-band changes on devices, see Out-of-Band Changes on Devices, on page 563.
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If you have issues with creating, editing, or reading objects from an onboarded device, see Troubleshoot Cisco
Defense Orchestrator, on page 732 for more information.

Object Types
The following table describes the objects that you can create for your devices and manage using CDO.

Table 2: Common Objects

Object Type Description

Network Network groups and network objects (collectively
referred to as network objects) define the addresses
of hosts or networks.

URL Use URL objects and groups (collectively referred to
as URL objects) to define the URL or IP addresses of
web requests. You can use these objects to implement
manual URL filtering in access control policies or
blocking in Security Intelligence policies.

Table 3: FDM-Managed Device Object Types

Object Description

Application Filter Objects An application filter object defines the applications
used in an IP connection, or a filter that defines
applications by type, category, tag, risk, or business
relevance. You can use these objects in policies to
control traffic instead of using port specifications.

Upload RA VPN AnyConnect Client Profile AnyConnect Client Profile objects are file objects and
represent files used in configurations, typically for
remote access VPN policies. They can contain an
AnyConnect Client Profile and AnyConnect Client
Image files.

Certificate Objects Digital certificates provide digital identification for
authentication. Certificates are used for SSL (Secure
Socket Layer), TLS (Transport Layer Security), and
DTLS (Datagram TLS) connections, such as HTTPS
and LDAPS.

DNS Group Objects DNS servers are needed to resolve fully-qualified
domain names (FQDN), such as www.example.com,
to IP addresses. You can configure different DNS
group objects for management and data interfaces.

Create and Edit a Firepower Geolocation Filter Object | A geolocation object defines countries and continents
that host the device that is the source or destination
of traffic. You can use these objects in policies to
control traffic instead of using IP addresses.
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Object

Description

Create or Edit an IKEv1 Policy

An IKEv1 policy object contain the parameters
required for IKEv1 policies when defining VPN
connections.

IKEv2 Policy

An IKEv2 policy objects contain the parameters
required for IKEv2 policies when defining VPN
connections.

IKEv1 IPSEC Proposal

IPsec Proposal objects configure the IPsec proposal
used during IKE Phase 1 negotiations. The I[Psec
proposal defines the combination of security protocols
and algorithms that secure traffic in an IPsec tunnel.

IKEv2 IPSEC Proposal IPsec Proposal objects configure the IPsec proposal
used during IKE Phase 2 negotiations. The IPsec
proposal defines the combination of security protocols
and algorithms that secure traffic in an IPsec tunnel.

Network Objects Network groups and network objects (collectively

referred to as network objects) define the addresses
of hosts or networks.

Security Zone Object

A security zone is a grouping of interfaces. Zones
divide the network into segments to help you manage
and classify traffic.

Service Objects

Service objects, service groups, and port groups are
reusable components that contain protocols or ports
considered part of the TCP/IP protocol suite.

Create an SGT Group

A SGT dynamic object identifies source or destination
addresses based on an SGT assigned by ISE and can
then be matched against incoming traffic.

Syslog Server Objects

A syslog server object identifies a server that can
receive connection-oriented or diagnostic system log
(syslog) messages.

URL Objects

Use URL objects and groups (collectively referred to
as URL objects) to define the URL or IP addresses of
web requests. You can use these objects to implement
manual URL filtering in access control policies or
blocking in Security Intelligence policies.

Shared Objects

Cisco Defense Orchestrator (CDO) calls objects on multiple devices with the same name and same contents,
shared objects. Shared objects are identified by this icon

)
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on the Objects page. Shared objects make it easy to maintain policies because you can modify an object in
one place and that change affects all the other policies that use that object. Without shared objects, you would
need to modify all the policies individually that require the same change.

When looking at a shared object, CDO shows you the contents of the object in the object table. Shared objects
have exactly the same contents. CDO shows you a combined or "flattened" view of the elements of the object
in the details pane. Notice that in the details pane, the network elements are flattened into a simple list and
not directly associated with a named object.

Hetwork
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Object Overrides

An object override allows you to override the value of a shared network object on specific devices. CDO uses
the corresponding value for the devices that you specify when configuring the override. Although the objects
are on two or more devices with the same name but different values, CDO doesn't identify them as Inconsistent
objects only because these values are added as overrides.

You can create an object whose definition works for most devices, and then use overrides to specify
modifications to the object for the few devices that need different definitions. You can also create an object
that needs to be overridden for all devices, but its use allows you to create a single policy for all devices.
Object overrides allow you to create a smaller set of shared policies for use across devices without giving up
the ability to alter policies when needed for individual devices.

For example, consider a scenario where you have a printer server in each of your offices, and you have created
a printer server object print-server. You have a rule in your ACL to deny printer servers from accessing
the internet. The printer server object has a default value that you want to change from one office to another.
You can do this by using object overrides and maintain rule and "printer-server" object consistent across all
locations, although their values may be different.

Out-of-band changes that are done to objects are detected as overrides to the object. When such a change
happens, the edited value gets added to the object as an override, which can be viewed by selecting the object.
To know more about out-of-band changes, see Out-of-Band Changes on Devices, on page 563.
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Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices - @ 0 Rule Sets =
Description

printer server object

Default Value v

eq ~ 126.0.1.0 = ASAV-99-18 = &

QOverride Values v

Enter a value to add it

Value Devices

126.0.2.4 & Pasadena-ftd-730-516-... == P
126.0.1.6 &= BGL_FTD_7.3 P |
126.0.1.9 & connected_fmc P S|

Cancel m
Q‘

Note CDO allows you to override objects associated with the rules in a ruleset. When you add a new object to a
rule, you can override it only after you attach a device to the ruleset and save the changes. See Configure
Rulesets for a Device for more information.

\)

Note If there are inconsistent objects, you can combine them into a single shared object with overrides. For more
information, see Resolve Inconsistent Object Issues, on page 738.

Unassociated Objects

You can create objects for immediate use in rules or policies. You can also create an object that is unassociated
with any rule or policy. When you use that unassociated object in a rule or policy, CDO creates a copy of it
and uses the copy. The original unassociated object remains among the list of available objects until it is either
deleted by a nightly maintenance job, or you delete it.

Unassociated objects remain in CDO as a copy to ensure that not all configurations are lost if the rule or policy
associated with the object is deleted accidentally.

To view unassociated objects click T in the left-hand pane of the Objects tab and check the Unassociated
checkbox.
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Compare Objects

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Procedure

In the left pane, click Objects and choose an option.

Filter the objects on the page to find the objects you want to compare.

Click the Compare button -

M Compare

Select up to three objects to compare.

View the objects, side-by-side, at the bottom of the screen.

Basics of CDO |

* Click the up and down arrows in the Object Details title bar to see more or less of the Object Details.

» Expand or collapse the Details and Relationships boxes to see more or less information.

(Optional) The Relationships box shows how an object is used. It may be associated with a device or a policy.
If the object is associated with a device, you can click the device name and then click View Configuration
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to see the configuration of the device. CDO shows you the device's configuration file and highlights the entry
for that object.

Filters

You can use many different filters on the Inventory and Objects pages to find the devices and objects you
are looking for.

To filter, click T in the left-hand pane of the Inventory, Policies, and Objects tabs:

The Inventory filter allows you to filter by device type, hardware and software versions, snort version,
configuration status, connection states, conflict detection, and secure device connectors, and labels. You can
apply filters to find devices within a selected device type tab. You can use filters to find devices within the
selected device type tab.

\)

Note When the FTD tab is opened, the filter pane provides filters to show FDM-managed devices based on the
management application through which the devices are accessed from CDO.

* FDM: Devices managed using FTD API or FDM.
* FMC-FTD: Devices managed using Firepower Management Center.

* FTD: Devices managed using FTD Management.

The object filter allows you to filter by device, issue type, shared objects, unassociated objects, and object
type. You can include system objects in your results or not. You can also use the search field to search for
objects in the filter results that contain a certain name, IP address, or port number.

The object type filter allows you to filter objects by type, such as network object, network group, URL object,
URL group, service object, and service group. The shared objects filter allows filtering objects having default
values or override values.

When filtering devices and objects, you can combine your search terms to create several potential search
strategies to find relevant results.

In the following example, filters are applied to search objects that are "Issues (Used OR Inconsistent) AND
Shared Objects with Additional Values.
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To filter, click T in the left-hand pane of the Objects tab:
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» Filter by Device: Lets you pick a specific device so that you can see objects found on the selected device.

* Issues: Lets you pick unused, duplicate, and inconsistent objects to view.

* Ignored Issues: Lets you view all the objects whose inconsistencies you had ignored.

+ Shared Objects: Lets you view all the objects that CDO has found to be shared on more than one device.
You can choose to see shared objects with only default values or override values, or both.

» Unassociated Objects: Lets you view all the objects that are not associated with any rule or policy.

» Object Type: Lets you select an object type to see only those type of objects that you have selected,
such as network objects, network groups, URL objects, URL groups, service objects, and service groups.

Sub filters — Within each main filter, there are sub-filters you can apply to further narrow down your selection.
These sub-filters are based on Object Type — Network, Service, Protocol, etc.
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The selected filters in this filter bar would return objects that match the following criteria:

* Objects that are on one of two devices. (Click Filter by Device to specify the devices.) AND are
* Inconsistent objects AND are

* Network objects OR Service objects AND

* Have the word "group" in their object naming convention

Because Show System Obijects is checked, the result would include both system objects and user-defined
objects.

Show System-Defined Objects Filter

Some devices come with pre-defined objects for common services. These system objects are convenient
because they are already made for you and you can use them in your rules and policies. There can be many
system objects in the objects table. System objects cannot be edited or deleted.

Show System-Defined Objects is off by default. To display system objects in the object table, check Show
System-Defined Objects in the filter bar. To hide system objects in the object table, leave Show System
Objects unchecked in the filter bar.

If you hide system objects, they will not be included in your search and filtering results. If you show system
objects, they will be included in your object search and filtering results.

Configure Object Filters

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

You can filter on as few or as many criteria as you want. The more categories you filter by, the fewer results
you should expect.

Procedure

In the left pane, click Objects and choose an option.

Open the filter panel by clicking the filter icon T at the top of the page. Uncheck any filters that have been
checked to make sure no objects are inadvertently filtered out. Additionally, look at the search field and delete
any text that may have been entered in the search field.

If you want to restrict your results to those found on particular devices:

a. Click Filter By Device.
b. Search all the devices or click a device tab to search for only devices of a certain kind.

€. Check the device you want to include in your filter criteria.

d. Click OK.

Check Show System Objects to include system objects in your search results. Uncheck Show System Objects
to exclude system objects from your search results.

Check the object Issues you want to filter by. If you check more than one issue, objects in any of the categories
you check are included in your filter results.

Check Ignored issues if you want to see the object that had issues but was ignored by the administrator.
Check the required filter in Shared Objects if you are filtering for objects shared between two or more devices.

« Default Values: Filters objects having only the default values.
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. When to Exclude a Device from Filter Criteria

Step 8
Step 9
Step 10

« Override Values: Filters objects having overridden values.

« Additional Values: Filters objects having additional values.

Check Unassociated if you are filtering for objects that are not part of any rule or policy.
Check the Object Types you want to filter by.

You can also add an object name, IP address, or port number to the Objects search field to find objects with
your search criteria among the filtered results.

When to Exclude a Device from Filter Criteria

When adding a device to filtering criteria, the results show you the objects on a device but not the relationships
of those objects to other devices. For example, assume ObjectA is shared between ASA1 and ASA2. If you
were to filter objects to find shared objects on ASA1, you would find ObjectA but the Relationships pane
would only show you that the object is on ASA1.

To see all the devices to which an object is related, don't specify a device in your search criteria. Filter by the
other criteria and add search criteria if you choose to. Select an object that CDO identifies and then look in
the Relationships pane. You will see all the devices and policies the object is related to.

Unignore Objects

Step 1
Step 2
Step 3
Step 4
Step 5

One way to resolve unused, duplicate, or inconsistent objects is to ignore them. You may decide that though
an object is Resolve an Unused Object Issue, a Resolve Duplicate Object Issues, or Resolve Inconsistent
Object Issues, there are valid reasons for that state and you choose to leave the object issue unresolved. At
some point in the future, you may want to resolve those ignored objects. As CDO does not display ignored
objects when you search for object issues, you will need to filter the object list for ignored objects and then
act on the results.

Procedure

In the left pane, click Objects and choose an option.

Object Filters.

In the Object table, select the object you want to unignore. You can unignore one object at a time.
Click Unignore in the details pane.

Confirm your request. Now, when you filter your objects by issue, you should find the object that was previously
ignored.

Deleting Objects

You can delete a single object or mulitple objects.

. Managing FDM Devices with Cisco Defense Orchestrator



| Basics of CDO

Delete a Single Object .

Delete a Single Object

A

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can

choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, choose Objects and choose an option.
Locate the object you want to delete by using object filters and the search field, and select it.

Review the Relationships pane. If the object is used in a policy or in an object group, you cannot delete the
object until you remove it from that policy or group.

In the Actions pane, click the Remove icon & .
Confirm that you want to delete the object by clicking OK.

Preview and Deploy Configuration Changes for All Devices the changes you made, or wait and deploy multiple
changes at once.

Delete a Group of Unused Objects

Step 1

Step 2

Step 3
Step 4

As you onboard devices and start resolving object issues, you find many unused objects. You can delete up
to 50 unused objects at a time.

Procedure

Use the Issues filter to find unused objects. You can also use the Device filter to find objects that are not
associated with a device by selecting No Device. Once you have filtered the object list, the object checkboxes
appear.

Check the Select all checkbox in the object table header to select all the objects found by the filter that appear
in the object table; or, check individual checkboxes for individual objects you want to delete.

In the Actions pane, click the Remove icon &.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.
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Network Objects

A network object can contain a host name, a network IP address, a range of IP addresses, a fully qualified
domain name (FQDN), or a subnetwork expressed in CIDR notation. Network groups are collections of
network objects and other individual addresses or subnetworks you add to the group. Network objects and
network groups are used in access rules, network policies, and NAT rules. You can create, update, and delete
network objects and network groups using CDO.

Note that not all platforms support network objects, such as Cisco Merkai and Multicloud Defense; when you
share dynamic objects, CDO automatically translates the appropriate information from the originating platform
or device into a set of usable information that CDO can use.

Table 4: Pemitted Values of Network Objects

Device type IPv4 / IPv6 Single Address |Range of Fully Qualified |Subnet using
addresses Domain Name | CIDR Notation

FTD IPv4 and IPv6 | Yes Yes Yes Yes

Multicloud IPv4 and IPv6 | Yes Yes Yes Yes

Defense

Table 5: Pemitted Contents of a Network Group

Device type IP Value Network Object Network Groups

FTD No Yes Yes

Multicloud Defense Yes Yes Yes

Reusing Network Objects Across Products

If you have a Cisco Defense Orchestrator tenant with a cloud-delivered Firewall Management Center and one
or more on-prem management centers onboarded to your tenant:

* When you create a Secure Firewall Threat Defense, FDM-managed threat defense, ASA, or Meraki
network object or group, a copy of the object is also added to the objects list on the Objects > Other
FTD Objects page used when configuring cloud-delivered Firewall Management Center, and vice versa.

* When you create a Secure Firewall Threat Defense, FDM-managed threat defense, or ASA network
object or group, an entry is created in the Devices with Pending Changes page for each On-Prem Firewall
Management Center for which Discover & Manage Network Objects is enabled. From this list, you
can choose and deploy the object to the on-prem management center on which you want to use the object
and discard the ones that you do not want. Navigate Tools & Services > Firewall Management Center,
select the on-prem management center, and click Objects to see your objects in the On-Prem Firewall
Management Center user interface and assign them to policies.

Changes you make to network objects or groups on either page apply to the object or group instance on both
pages. Deleting an object from one page also deletes the corresponding copy of the object from the other page.

Exceptions:
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* If a network object of the same name already exists for cloud-delivered Firewall Management Center,
the new Secure Firewall Threat Defense, FDM-managed threat defense, ASA, or Meraki network object
will not be replicated on the Objects > Other FTD Objects page of Cisco Defense Orchestrator

» Network objects and groups in onboarded threat defense devices that are managed by on-premises Secure
Firewall Management Center are not replicated on the Objects > Other FTD Objects page and cannot
be used in cloud-delivered Firewall Management Center.

Note that for on-premises Secure Firewall Management Center instances that have been migrated to
cloud-delivered Firewall Management Center, network objects and groups are replicated to the CDO
objects page if they are used in policies that were deployed to FTD devices.

* Sharing Network Objects between CDO and cloud-delivered Firewall Management Center is automatically
enabled on new tenants but must be requested for existing tenants. If your network objects are not being
shared with cloud-delivered Firewall Management Center, How CDO Customers Open a Support Ticket
with TAC to have the features enabled on your tenant.

* Sharing network objects between CDO and On-Prem Management Center is not automatically enabled
on CDO for new on-prem management centers onboarded to CDO. If your network objects are not being
shared with On-Prem Management Center, ensure Discover & Manage Network Objects toggle button
is enabled for the on-prem management center in Settings or How CDO Customers Open a Support
Ticket with TAC to have the features enabled on your tenant.

Viewing Network Objects

Network objects you create using CDO and those CDO recognizes in an onboarded device's configuration
are displayed on the Objects page. They are labeled with their object type. This allows you to filter by object
type to quickly find the object you are looking for.

When you select a network object on the Objects page, you see the object's values in the Details pane. The
Relationships pane shows you if the object is used in a policy and on what device the object is stored.

When you click on a network group you see the contents of that group. The network group is a conglomerate
of all the values given to it by the network objects.

Related Information:

* Create or Edit a Firepower Network Object or Network Groups

Create or Edit a Firepower Network Object or Network Groups

A Firepower network object can contain a hostname, an IP address, or a subnet address expressed in CIDR
notation. Network groups are conglomerates of network objects and network groups that are used in access
rules, network policies, and NAT rules. You can create, read, update, and delete network objects and network
groups using Cisco Defense Orchestrator (CDO).

Firepower network objects and groups can be used by ASA, threat defense, FDM-managed, and Meraki
devices. See Reusing Network Objects Across Products, on page 110.
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. Create a Firepower Network Object

\)

Note

A\

If cloud-delivered Firewall Management Center is deployed on your tenant:

When you create a network object or group on the or Objects > FDM Objects page, a copy of the object is

automatically added to the Objects > Other FTD Objects page and vice-versa. In addition, an entry is created
in the Devices with Pending Changes page for each on-prem management center with Discover & Manage
Network Obijects enabled, from which you can choose and deploy the objects to the on-prem management

center on which you want these objects.

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Table 6: IP addresses that can be added to network objects

Device type IPv4 / IPv6 Single Address |Range of Partially Subnet using
addresses Qualified CIDR Notation
Domain Name
(PQDN)
Firepower IPv4 / IPv6 Yes Yes Yes Yes

Related Information:

* Create a Firepower Network Object, on page 112
* Edit a Firepower Network Object, on page 114
» Add Additional Values to a Shared Network Group, on page 117

* Edit Additional Values in a Shared Network Group, on page 119

Create a Firepower Network Object

\)

Note

If cloud-delivered Firewall Management Center is deployed on your tenant:

When you create a network object or group on the or Objects > FDM Objects page, a copy of the object is

automatically added to the Objects > Other FTD Objects page and vice-versa. In addition, an entry is created
in the Devices with Pending Changes page for each on-prem management center with Discover & Manage
Network Objects enabled, from which you can choose and deploy the objects to the on-prem management

center on which you want these objects.
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Create a Firepower Network Group .

Procedure

In the left pane, click Objects > FDM Objects.

Click the blue plus button to create an object.
Click FTD > Network.

Enter an Object Name.

Select Create a network object.

In the Value section:

* Select eq and enter a single IP address, a subnet address expressed in CIDR notation, or a Partially
Qualified Domain Name (PQDN).

* Select range and enter an IP address range.

Note Do not set a host bit value. If you enter a host bit value other than 0, CDO unsets it while creating the
object, because the cloud-delivered Firewall Management Center only accepts IPv6 objects with host
bits not set.

Click Add.

Attention: The newly created network objects aren't associated with any FDM-managed device as they aren't
part of any rule or policy. To see these objects, select the Unassociated objects category in object filters. For
more information, see Configure Object Filters. Once you use the unassociated objects in a device's rule or
policy, such objects are associated with that device.

Create a Firepower Network Group

Step 1

A network group can contain network objects and network groups. When you create a new network group,
you can search for existing objects by their name, IP addresses, IP address range, or FQDN and add them to
the network group. If the object isn't present, you can instantly create that object in the same interface and
add it to the network group.

)

Note If cloud-delivered Firewall Management Center is deployed on your tenant:

When you create a network object or group on the or Objects > FDM Objects page, a copy of the object is

automatically added to the Objects > Other FTD Objects page and vice-versa. In addition, an entry is created
in the Devices with Pending Changes page for each on-prem management center with Discover & Manage
Network Objects enabled, from which you can choose and deploy the objects to the on-prem management

center on which you want these objects.

Procedure

In the left pane, click Objects > FDM Objects.
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. Edit a Firepower Network Object

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7
Step 8

Step 9

Step 10
Step 11

Click the blue plus button to create an object.
Click FTD > Network.

Enter an Object Name.

Select Create a network group.

In the Values field, enter a value or name. When you start typing, CDO provides object names or values that
match your entry.

You can choose one of the existing objects shown or create a new one based on the name or value that you
have entered.

If CDO finds a match, to choose an existing object, click Add to add the network object or network group to
the new network group.

If you have entered a value or object that is not present, you can perform one of the following:

* Click Add as New Object With This Name to create a new object with that name. Enter a value and
click the checkmark to save it.

* Click Add as New Obiject to create a new object. The object name and value are the same. Enter a name
and click the checkmark to save it.

It's is possible to create a new object even though the value is already present. You can make changes to those
objects and save them.

Note: You can click the edit icon to modify the details. Clicking the delete button doesn't delete the object
itself; instead, it removes it from the network group.

After adding the required objects, click Save to create a new network group.

Preview and Deploy Configuration Changes for All Devices.

Edit a Firepower Network Object

A

Step 1
Step 2

Step 3

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the object you want to edit by using object filters and search field.

Select the network object and click the edit icon

¥ in the Actions pane.
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Step 4

Step 5
Step 6

Edit a Firepower Network Group .

Edit the values in the dialog box in the same fashion that you created them in "Create a Firepower Network
Group".

Note Click the delete icon next to remove the object from the network group.

Click Save. CDO displays the devices that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.

Edit a Firepower Network Group

A

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the network group you want to edit by using object filters and search field.

Select the network group and click the edit icon

¥ in the Actions pane.

Change the object name and description if needed.

If you want to change the objects or network groups that are already added to the network group, perform the
following steps:

a.

b.

Click the edit icon ¢ appearing beside the object name or network group to modify them.

Click the checkmark to save your changes. Note: You can click the remove icon to delete the value from
a network group.

If you want to add new network objects or network groups to this network group, you have to perform the
following steps:

a.

In the Values field, enter a new value or the name of an existing network object. When you start typing,
CDO provides object names or values that match your entry. You can choose one of the existing objects
shown or create a new one based on the name or value that you have entered.

If CDO finds a match, to choose an existing object, click Add to add the network object or network group
to the new network group.

If you have entered a value or object that is not present, you can perform one of the following:

* Click Add as New Object With This Name to create a new object with that name. Enter a value
and click the checkmark to save it.
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. Add an Object Override

* Click Add as New Object to create a new object. The object name and value are the same. Enter a
name and click the checkmark to save it.

It's is possible to create a new object even though the value is already present. You can make changes to those
objects and save them.

Step 7 Click Save. CDO displays the policies that will be affected by the change.
Step 8 Click Confirm to finalize the change to the object and any devices affected by it.
Step 9 Preview and Deploy Configuration Changes for All Devices.
Add an Object Override
Caution  If cloud-delivered Firewall Management Center is deployed on your tenant:
Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.
Deleting a network object or group from either page deletes the object or group from both pages.
Procedure
Step 1 In the CDO navigation bar on the left, click Objects > FDM Objects.
Step 2 Locate the object to which you want to add an override, using object filters and search field.
Step 3 Select the network object and click the edit icon s in the Actions pane.
Step 4 Enter the value in the Override Values dialog box and click + Add Value.
Important The override you are adding must have the same type of value that the object contains. For example,
to a network object, you can configure an override only with a network value and not a host value.
Step 5 Once you see that the value is added, click the cell in the Devices column in Override Values.
Step 6 Click Add Devices, and choose the device to which you want the override to be added. The device you select
must contain the object to which you are adding the override.
Step 7 Click Save. CDO displays the devices that will be affected by the change.
Step 8 Click Confirm to finalize the addition of the override to the object and any devices affected by it.
Note  You can add more than one override to an object. However, you must select a different device, which
contains the object, each time you are adding an override.
Step 9 See Object Overrides, on page 102 to know more about object overrides and Edit Object Overrides , on page

117 to edit an existing override.
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Edit Object Overrides

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Edit Object Overrides [JJ

You can modify the value of an existing override as long as the object is present on the device.

Procedure

In the CDO navigation bar on the left, click Objects > FDM Objects.

Locate the object having override you want to edit by using object filters and search field.

Select the object having override and click the edit icon ¥ in the Actions pane.

Modify the override value:

* Click the edit icon to modify the value.

* Click on the cell in the Devices column in Override Values to assign new devices. You can select an
already assigned device and click Remove Overrides to remove overrides on that device.

* Click * arrow in Override Values to push and make it as the default value of the shared object.

* Click the delete icon next to the override you want to remove.

Click Save. CDO displays the devices that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.

Preview and Deploy Configuration Changes for All Devices.

Add Additional Values to a Shared Network Group

The values in a shared network group that are present on all devices associated with it are called "default
values". CDO allows you to add "additional values" to the shared network group and assign those values to
some devices associated with that shared network group. When CDO deploys the changes to the devices, it
determines the contents and pushes the "default values" to all devices associated with the shared network
group and the "additional values" only to the specified devices.

For example, consider a scenario where you have four AD main servers in your head office that should be
accessible from all your sites. Therefore, you have created an object group named "Active-Directory" to use
in all your sites. Now you want to add two more AD servers to one of your branch offices. You can do this
by adding their details as additional values specific to that branch office on the object group "Active-Directory".
These two servers do not participate in determining whether the object "Active-Directory" is consistent or
shared. Therefore, the four AD main servers are accessible from all your sites, but the branch office (with two
additional servers) can access two AD servers and four AD main servers.

\)

Note

If there are inconsistent shared network groups, you can combine them into a single shared network group
with additional values. See Resolve Inconsistent Object Issues, on page 738 for more information.
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. Add Additional Values to a Shared Network Group

A

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8
Step 9
Step 10
Step 11

choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the shared network group you want to edit by using object filters and search field.

Click the editicon ¢ in the Actions pane.

* The Devices field shows the devices the shared network group is present.
* The Usage field shows the rulesets associated with the shared network group.

* The Default Values field specifies the default network objects and their values associated with the shared
network group that was provided during their creation. Next to this field, you can see the number of
devices that contain this default value, and you can click to see their names and device types. You can
also see the rulesets associated with this value.

In the Additional Values field, enter a value or name. When you start typing, CDO provides object names
or values that match your entry.

You can choose one of the existing objects shown or create a new one based on the name or value that you
have entered.

If CDO finds a match, to choose an existing object, click Add to add the network object or network group to
the new network group.

If you have entered a value or object that is not present, you can perform one of the following:

* Click Add as New Object With This Name to create a new object with that name. Enter a value and
click the checkmark to save it.

* Click Add as New Object to create a new object. The object name and value are the same. Enter a name
and click the checkmark to save it.

It's is possible to create a new object even though the value is already present. You can make changes to those
objects and save them.

In the Devices column, click the cell associated with the newly added object and click Add Devices.
Select the devices that you want and click OK.

Click Save. CDO displays the devices that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.
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Step 12

Edit Additional Values in a Shared Network Group .

Preview and Deploy Configuration Changes for All Devices.

Edit Additional Values in a Shared Network Group

A

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Caution  If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the object having the override you want to edit by using object filters and search field.

Click the editicon ¥

Modify the override value:

in the Actions pane.

* Click the edit icon to modify the value.

* Click the cell in the Devices column to assign new devices. You can select an already assigned device
and click Remove Overrides to remove overrides on that device.

* Click ¥ arrow in Default Values to push and make it an additional value of the shared network group.
All devices associated with the shared network group are automatically assigned to it.

* Click * arrow in Override Values to push and make it as default objects of the shared network group.

* Click the delete icon next to remove the object from the network group.

Click Save. CDO displays the devices that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.

Preview and Deploy Configuration Changes for All Devices.

Deleting Network Objects and Groups in CDO

If Cloud-delivered Firewall Management Center is deployed on your tenant:

Deleting a network object or group from the or Objects > FDM Objects page deletes the replicated network
object or group from the Objects > Other FTD Objects page and vice-versa.
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URL Objects

URL objects and URL groups are used by Firepower devices. Use URL objects and groups (collectively
referred to as URL objects) to define the URL or IP addresses of web requests. You can use these objects to
implement manual URL filtering in access control policies or blocking in Security Intelligence policies. A
URL object defines a single URL or IP address, whereas a URL group defines more than one URL or IP
address.

Before You Begin
When creating URL objects, keep the following points in mind:

* If you do not include a path (that is, there is no / character in the URL), the match is based on the server's
hostname only. The hostname is considered a match if it comes after the :// separator, or after any dot in
the hostname. For example, ign.com matches ign.com and www.ign.com, but it does not match
verisign.com.

If you include one or more / character, the entire URL string is used for a substring match, including the
server name, path, and any query parameters. However, we recommend that you do not use manual URL
filtering to block or allow individual web pages or parts of sites, as servers can be reorganized and pages
moved to new paths. Substring matching can also lead to unexpected matches, where the string you

include in the URL object also matches paths on unintended servers or strings within query parameters.

The system disregards the encryption protocol (HTTP vs HTTPS). In other words, if you block a website,
both HTTP and HTTPS traffic to that website is blocked, unless you use an application condition to
target a specific protocol. When creating a URL object, you do not need to specify the protocol when
creating an object. For example, use example.com rather than http://example.com.

If you plan to use a URL object to match HTTPS traffic in an access control rule, create the object using
the subject common name in the public key certificate used to encrypt the traffic. Also, the system
disregards subdomains within the subject common name, so do not include subdomain information. For
example, use example.com rather than www.example.com.

However, please understand that the subject common name in the certificate might be completely unrelated
to a web site's domain name. For example, the subject common name in the certificate for youtube.com
is *.google.com (this of course might change at any time). You will get more consistent results if you
use the SSL Decryption policy to decrypt HTTPS traffic so that URL filtering rules work on decrypted
traffic.

N

Note URL objects will not match HTTPS traffic if the browser resumes a TLS session
because the certificate information is no longer available. So even if you carefully
configure the URL object, you might get inconsistent results for HTTPS
connections.

Create or Edit an FDM-Managed URL Object

URL objects are reusable components that specify a URL or IP address.
To create a URL object, follow these steps:
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Create a Firepower URL Group .

Procedure

In the Cisco Defense Orchestrator navigation bar on the left, click Objects > FDM Objects.
Click Create Object > FTD > URL.

Enter an object name and description.

Select Create a URL object.

Enter the specific URL or IP address for your object.

Click Add.

Create a Firepower URL Group

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

A URL group can be made up of one or more URL objects representing one or more URLs or IP addresses.
The Firepower Device Manager and Firepower Management Center also refer to these objects as "URL
Objects."

Procedure

In the left pane, click Objects > FDM Objects.
Click Create Object > FTD > URL.

Enter an object name and description.

Select Create a URL group.

Add an existing object by clicking Add Object, selecting an object, and clicking Select. Repeat this step to
add more objects.

Click Add when you are done adding URL objects to the URL group.

Edit a Firepower URL Object or URL Group

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Procedure

In the left pane, click Objects > FDM Objects.
Filter the objects to find the object you want to edit and then select the object in the object table.

»

In the details pane, click ¥ to edit.
Edit the values in the dialog box in the same fashion that you created them in the procedures above.
Click Save.

CDO displays the policies that will be affected by the change. Click Confirm to finalize the change to the
object and any policy affected by it.
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Application Filter Objects

Application filter objects are used by Firepower devices. An application filter object defines the applications
used in an IP connection, or a filter that defines applications by type, category, tag, risk, or business relevance.
You can use these objects in policies to control traffic instead of using port specifications.

Although you can specify individual applications, application filters simplify policy creation and administration.
For example, you could create an access control rule that identifies and blocks all high risk, low business
relevance applications. If a user attempts to use one of those applications, the session is blocked.

You can select applications and application filters directly in a policy without using application filter objects.
However, an object is convenient if you want to create several policies for the same group of applications or

filters. The system includes several pre-defined application filters, which you cannot edit or delete.

\}

Note

)

Cisco frequently updates and adds additional application detectors via system and vulnerability database
(VDB) updates. Thus, a rule blocking high risk applications can automatically apply to new applications
without you having to update the rule manually.

Note

When an FDM-managed device is onboarded to CDO, it converts the application filters to application filter
objects without altering the rule defined in Access Rule or SSL Decryption. Because of a configuration change,
the device's configuration status is changed to 'Not Synced' and requires configuration deployment from CDO.
In general, FDM does not convert the application filters to application filter objects until you manually save
the filters.

Related Information:

* Create and Edit a Firepower Application Filter Object

* Deleting Objects

Create and Edit a Firepower Application Filter Object

An application filter object allows you to target hand-picked applications or a group of applications identified
by the filters. This application filter objects can be used in policies.

Create a Firepower Application Filter Object

Step 1
Step 2
Step 3
Step 4

To create an application filter object, follow this procedure:

Procedure

In the left pane, click Objects > FDM Objects.

Click Create Object > FTD > Application Service.

Enter an object name for the object and optionally, a description.

Click Add Filter and select the applications and filters to add to the object.
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Create a Firepower Application Filter Object .

The initial list shows applications in a continually scrolling list. Click Advanced Filter to see the filter options
and to get an easier view for selecting applications. Click Add when you have made your selections. You can
repeat the process to add additional applications or filters.

Note Multiple selections within a single filter criteria have an OR relationship. For example, Risk is High
OR Very High. The relationship between filters is AND, so Risk is High OR Very High, AND Business
Relevance is Low OR Very Low. As you select filters, the list of applications in the display updates
to show only those that meet the criteria. You can use these filters to help you find applications that
you want to add individually, or to verify that you are selecting the desired filters to add to the rule.

Filter Applications X
Risks Categories
v v
Business Relevance Tags
v s * b4
Types
v

Filter the list of applications

4 matches
Application
Name Description
MyWay Adware and spyware, categorized as an internet browser hijacker.
Olx.pl Platform to connect local people to buy, sell or exchange used goods

-P and services through their mobile phone or on the web.

PopAds Advertising network specialized in popunders on the Internet.
PopCash Advertising platform.

Cancel m

Risks: The likelihood that the application is used for purposes that might be against your organization's security
policy, from very low to very high.

Business Relevance: The likelihood that the application is used within the context of your organization's
business operations, as opposed to recreationally, from very low to very high.

Types: The type of application.

« Application Protocol: Application protocols such as HTTP and SSH, which represent communications
between hosts.
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. Edit a Firepower Application Filter Object

Step 5

» Client Protocol: Clients such as web browsers and email clients, which represent software running on
the host.

» Web Application: Web applications such as MPEG video and Facebook, which represent the content
or requested URL for HTTP traffic.

Categories: A general classification for the application that describes its most essential function.
Tags: Additional information about the application, similar to category.

For encrypted traffic, the system can identify and filter traffic using only the applications tagged SSL Protocol.
Applications without this tag can only be detected in unencrypted or decrypted traffic. Also, the system assigns
the decrypted traffic tag to applications that the system can detect in decrypted traffic only, not encrypted or
unencrypted.

Applications List (bottom of the display): This list updates as you select filters from the options above the
list, so you can see the applications that currently match the filter. Use this list to verify that your filter is
targeting the desired applications when you intend to add filter criteria to the rule. To add a specific application
or applications to your object, select them from the filtered list. Once you select the applications, the filter
will no longer apply. If you want the filter itself to be the object, do not select an application from the list.
Then the object will represent ever application identified by the filter.

Click OK to save your changes.

Edit a Firepower Application Filter Object

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Procedure

In the left pane, click Objects > FDM Objects.
Locate the object you want to edit by using object filters and search field.

Select the object you want to edit.

Click the edit icon s in the Actions pane of the details panel.

Edit the values in the dialog box in the same fashion that you created them in the procedures above.
Click Save.

CDO displays the policies that will be affected by the change. Click Confirm to finalize the change to the
object and any policy affected by it.

Related Information:
* Objects
* Object Filters
* Deleting Objects
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Geolocation Objects .

Geolocation Objects

A geolocation object defines countries and continents that host the device that is the source or destination of
traffic. You can use these objects in policies to control traffic instead of using IP addresses. For example,
using geographical location, you could easily restrict access to a particular country without needing to know
all of the potential IP addresses used there.

You can typically select geographical locations directly in a policy without using geolocation objects. However,
an object is convenient if you want to create several policies for the same group of countries and continents.

Update Geolocation Database

To ensure that you are using up-to-date geographical location data to filter your traffic, Cisco strongly
recommends that you regularly update the geolocation database (GeoDB). At this time, this is not a task that
you can perform using Cisco Defense Orchestrator. See the following sections of the Cisco Firepower Threat
Defense Configuration Guide for Firepower Device Manager for the version your device is running to learn
more about the GeoDB and how to update it.

 Updating System Databases and Feeds
* Updating System Databases

Create and Edit a Firepower Geolocation Filter Object

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

You can create a geolocation object by itself on the object page or when creating a security policy. This
procedure creates a geolocation object from the object page.

To create a geolocation object, follow these steps:

Procedure

In the left pane, click Objects > FDM Objects.
Click Create Object > FTD > Geolocation.
Enter an object name for the object and optionally, a description.

In the filter bar, start typing the name of a country or a region and you are presented with a list of possible
matches.

Check the country, countries, or regions that you want to add to the object.
Click Add.

Edit a Geolocation Object

Step 1
Step 2
Step 3
Step 4

Procedure

In the left pane, choose Objects > FDM Objects.
Use the filter panes and search field to locate your object.
In the Actions pane, click Edit.

You can change the name of the object and add or remove countries and regions to your object.
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Click Save.
You will be notified if any devices are impacted. Click Confirm.

If a device or policy was impacted, open the Inventory page and Preview and Deploy the changes to the
device.

DNS Group Objects

Domain Name System (DNS) groups define a list of DNS servers and some associated attributes. DNS servers
are needed to resolve fully-qualified domain names (FQDN), such as www.example.com, to IP addresses.
You can configure different DNS group objects for management and data interfaces.

FDM-managed devices must have a DNS server configured prior to creating a new DNS Group Object. You
can either add a DNS Server to theConfigure DNS Server in Cisco Defense Orchestrator (CDO) or create a
DNS server in firewall device manager and then sync the FDM-managed configuration to CDO. To create or
modify the DNS server settings in firewall device manager, see Configuring DNS for Data and Management
Interfaces in the Cisco Firepower Device Manager Configuration Guide, Version 6.4. or later.

Create a DNS Group Object

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Use the following procedure to create a new DNS group object in CDO:

Procedure

In the CDO navigation bar on the left, click Objects > FDM Objects.

Click the blue plus button to create an object.

Click FTD > DNS Group.

Enter an Object Name.

(Optional) Add a description.

Enter the IP address of a DNS server. You can add up to six DNS servers; click the Add DNS Server. If you
want to remove a server address, click the delete icon.

Note The list is in priority order: the first server in the list is always used, and subsequent servers are used
only if a response is not received from the servers above it. Although you can add up to six servers,
only the first 3 servers listed will be used for the management interface.

Enter the Domain Search Name. This domain is added to hostnames that are not fully-qualified, for example,
serverA instead of serverA.example.com.

Enter the amount of Retries. The number of times, from 0 to 10, to retry the list of DNS servers when the
system does not receive a response. The default is 2. This setting applies to DNS groups used on the data
interfaces only.

Enter the Timeout value. The number of seconds, from 1 to 30, to wait before trying the next DNS server.
The default is 2 seconds. Each time the system retries the list of servers, this timeout doubles. This setting
applies to DNS groups used on the data interfaces only.

Click Add.
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Edit a DNS Group Object [JJj

Edit a DNS Group Object

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

You can edit a DNS group object that was created in Cisco Defense Orchestrator or in firewall device manager.
Use the following procedure to edit an existing DNS group object:

Procedure

In the CDO navigation bar on the left, click Objects > FDM Objects.
Locate the DNS Group Object you want to edit by using object filters and search field.

Select the object and click the edit icon 4 in the Actions pane.
Edit any of the following entries:

* Object Name.

* Description.

* DNS Server. You can edit, add, or remove DNS servers from this list.
* Domain Search Name.

* Retries.

 Timeout.

Click Save.

Preview and Deploy Configuration Changes for All Devices.

Delete a DNS Group Object

Step 1
Step 2
Step 3
Step 4
Step 5

Use the following procedure to delete a DNS Group Object from CDO:

Procedure

In the left pane, click Objects > FDM Objects.

Locate the DNS Group Object you want to edit by using object filters and search field.
Select the object and click the Remove icon &.

Confirm you want to delete the DNS group object and click OK.

Preview and Deploy Configuration Changes for All Devices.

Add a DNS Group Object as an FDM-Managed DNS Server

You can add a DNS group object as the preferred DNS Group for either the Data Interface or the Management
Interface. See FDM-Managed Device Settings for more information.
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Certificate Objects

Digital certificates provide digital identification for authentication. Certificates are used for SSL (Secure
Socket Layer), TLS (Transport Layer Security), and DTLS (Datagram TLS) connections, such as HTTPS and
LDAPS.

See the About Certificates and Configuring Certificates following sections of the Resuable Objects chapter
of the Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager for the version
your device is running.

About Certificates

Digital certificates provide digital identification for authentication. A digital certificate includes information
that identifies a device or user, such as the name, serial number, company, department, or IP address. A digital
certificate also includes a copy of the public key for the user or device. Certificates are used for SSL (Secure
Socket Layer), TLS (Transport Layer Security), and DTLS (Datagram TLS) connections, such as HTTPS and
LDAPS.

You can create the following types of certificate:

« Internal certificates—Internal identity certificates are certificates for specific systems or hosts. You
can generate these yourself using the OpenSSL toolkit or get them from a Certificate Authority. You can
also generate a self-signed certificate.

The system comes with the following pre-defined internal certificates, which you can use as is or replace:
DefaultinternalCertificate and DefaultWebServerCertificate

Internal Certificate Authority (CA) certificates—Internal CA certificates are certificates that the system
can use to sign other certificates. These certificates differ from internal identity certificates with respect
to the basic constraints extension and the CA flag, which are enabled for CA certificates but disabled for
identity certificates. You can generate these yourself using the OpenSSL toolkit or get them from a
Certificate Authority. You can also generate a self-signed internal CA certificate. If you configure
self-signed internal CA certificates, the CA runs on the device itself.

The system comes with the following pre-defined internal CA certificate, which you can use as is or
replace: NGFW-Default-Internal CA

Trusted Certificate Authority (CA) certificates—A trusted CA certificate is used to sign other
certificates. It is self-signed and called a root certificate. A certificate that is issued by another CA
certificate is called a subordinate certificate.

Certificate Authorities (CAs) are trusted authorities that "sign" certificates to verify their authenticity,
thereby guaranteeing the identity of the device or user. CAs issue digital certificates in the context of a
PKI, which uses public-key or private-key encryption to ensure security. A CA can be a trusted third
party, such as VeriSign, or a private (in-house) CA that you establish within your organization. CAs are
responsible for managing certificate requests and issuing digital certificates.

The system includes many trusted CA certificates from third party Certificate Authorities. These are
used by SSL decryption policies for Decrypt Re-Sign actions.

For more information, see the Certificate Types Used by Feature section of the Reusable Objects chapter
of the Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager for the version
your device is running.
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Certificate Types Used by Feature

You need to create the right type of certificate for each feature. The following features require certificates.
Identity Policies (Captive Portal)—Internal Certificate

(Optional.) Captive portal is used in identity policies. Users must accept this certificate when authenticating
to the device for purposes of identifying themselves and receiving the IP address associated with their
usernames. If you do not supply a certificate, the device uses an automatically generated certificate.

SSL Decryption Policy—Internal, Internal CA, and Trusted CA Certificates.
(Required.) The SSL decryption policy uses certificates for the following purposes:

* Internal certificates are used for known key decryption rules.

* Internal CA certificates are used for decrypt re-sign rules when creating the session between the client
and FDM-managed device.

* Trusted CA certificates

* They are used indirectly for decrypt re-sign rules when creating the session between the
FDM-managed device and server. Unlike the other certificates, you do not directly configure these
certificates in the SSL decryption policy; they simply need to be uploaded to the system. The system
includes a large number of trusted CA certificates, so you might not need to upload any additional
certificates.

* When creating an Active Directory Realm object and configuring the directory server to use
encryption.

Configuring Certificates

Certificates used in identity policies or SSL decryption policies must be an X509 certificate in PEM or DER
format. You can use OpenSSL to generate certificates if needed, obtain them from a trusted Certificate
Authority, or create self-signed certificates.

Use these procedures to configure certificate objects:

* Uploading Internal and Internal CA Certificates

* Uploading Trusted CA Certificates

* Generating Self-Signed Internal and Internal CA Certificates

* To view or edit a certificate, click either the edit icon or the view icon for the certificate.

* To delete an unreferenced certificate, click the trash can icon (delete icon) for the certificate. See Deleting
Objects.

Uploading Internal and Internal CA Certificates

Internal identity certificates are certificates for specific systems or hosts. You can generate these yourself
using the OpenSSL toolkit or get them from a Certificate Authority. You can also generate a self-signed
certificate.

Internal Certificate Authority (CA) certificates (Internal CA certificates) are certificates that the system
can use to sign other certificates. These certificates differ from internal identity certificates with respect to
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Step 2
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Step 5
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the basic constraints extension and the CA flag, which are enabled for CA certificates but disabled for identity
certificates. You can generate these yourself using the OpenSSL toolkit or get them from a Certificate Authority.
You can also generate a self-signed internal CA certificate. If you configure self-signed internal CA certificates,
the CA runs on the device itself.

For information on the features that use these certificates, see Certificate Types Used by Feature.

This procedure creates an internal or internal CA certificate by uploading a certificate file or pasting existing
certificate text into a text box. If you want to generate a self signed certificate, see Generating Self-Signed
Internal and Internal CA Certificates.

To create an internal or internal CA certificate object, or when adding a new certificate object to a policy,
follow this procedure:

Procedure

Do one of the following:
* Create the certificate object in the Objects page:
a. In the left pane, click Objects > FDM Objects.

b. Click the plus button and select FTD > Certificate

* Click Create New Object when adding a new certificate object to a policy.

Enter a Name for the certificate. The name is used in the configuration as an object name only, it does not
become part of the certificate itself.

In step 1, select Internal Certificate or Internal CA.
In step 2, select Upload to upload the certificate file.

In step 3, in the Server Certificate area, paste the certificate contents in the text box or upload the certificate
file as explained in the wizard. If you paste the certificate into the text box, the certificate must include the
BEGIN CERTIFICATE and END CERTIFICATE lines. For example:

MIICMTCCAZoCCQDAUV3NGK/cUjANBgkghkiGOwOBAQsFADBAMOswCQYDVQQGEwWJIV
UzETMBEGA1UECAWKU29tZS1TdGFOZTEhRMB8GALIUECgwWYSW50ZXJuzXQgVv21kz210
(...5 lines removed...)
shGJIDReRYJQgilhHZrYTWZAYTrD7NQPHuUtK+ZiJng67cPgnNDuXEn55UwMOQoHBD
HMUwmhiGZ1zJIM8BpX2Js2yQ3ms30pr8rO+gPCPMCAWEAATANBgkghkiGO9wOBAQsSF
AAOBgQCB02CebA6Y]jICGr2CIZrQSeUwSveRBpmOuoqm9802Z2+5gIM5CkggfxwCUn
RV7LREQGFYd76V/5u0rdWx2ZCiqy6+zuQEm4 ZxWNSZpA9UBixFXJCs9MBO4gkG5D
v1k3WYJfcgyJl0h4E4b0W2x1iixBU+x0oOTLRATNbKY36EWAGScw==

Step 6

In step 3, in the Certificate Key area, paste the key contents into the Certificate Key text box or upload the
key file as explained in the wizard. If you paste the key into the text box, the key must include the BEGIN
PRIVATE KEY or BEGIN RSA PRIVATE KEY and END PRIVATE KEY or END PRIVATE KEY lines.

Note The key cannot be encrypted.
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Step 7

Uploading Trusted CA Certificates .

Click Add.

Uploading Trusted CA Certificates

Procedure

Step 1

Step 2

Step 3
Step 4

A trusted Certificate Authority (CA) certificate is used to sign other certificates. It is self-signed and called a
root certificate. A certificate that is issued by another CA certificate is called a subordinate certificate.

For information on the features that use these certificates, see Certificate Types Used by Feature.

Obtain a trusted CA certificate from an external certificate authority, or create one using your own internal
CA, for example, with OpenSSL tools. Then, use the following procedure to upload the certificate.

Procedure

Do one of the following:
* Create the certificate object in the Objects page:
a. In the left pane, click Objects > FDM Objects.

b. Click the plus button and select FTD > Certificate.
* Click Create New Object when adding a new certificate object to a policy.

Enter a Name for the certificate. The name is used in the configuration as an object name only, it does not
become part of the certificate itself.

In step 1, select External CA Certificate and click Continue. The wizard advances to step 3.

In step 3, in the Certificate Contents area, paste the certificate contents in the text box or upload the certificate
file as explained in the wizard.

The certificate must follow these guidelines:

* The name of the server in the certificate must match the server Hostname / IP Address. For example, if
you use 10.10.10.250 as the IP address but ad.example.com in the certificate, the connection fails.

* The certificate must be an X509 certificate in PEM or DER format.

* The certificate you paste must include the BEGIN CERTIFICATE and END CERTIFICATE lines. For
example:

MIIFgTCCA2mgAwIBAgIJANvdcLnabFGYMAOGCSGSIb3DQEBCWUAMEcxCzAJBgNV
BAYTA1VTMQswCQYDVQQIDAJUWDEPMAOGALUEBwwGYXVzdG1luMRQWEgYDVQQKDASX
OTIuMTY4LjEuMTEUMBIGAlUEAwwLMTkyLjE20C4xLjEwHhcNMTYxXMDI3MjIzNDE3
WhcNMTcxMDI3MjIzNDE3WIBXMQOswCQYDVQQGEWJVUZELMAKGALUECAWCVEgxDzAN
BgNVBACMBmMF1c3RpbjEUMBIGA1UECGWLMT kyLjE20C4xLjEXFDASBGNVBAMMCZES
Mi4xNjguMS4xMITCTjANBgkghkiGIwOBAQEFAAOCAG8AMI ICCgKCAGEASNceYwtP
ES6Ve+S9z7WLKGX5J1F58AvH82GPkOQdrixn3FZeWLQapTpdZt /vgtAI2FZIK31lh
(...20 lines removed...)

hbr6HOgK1OwXbRvOdksTzTEzVUgbgxt5Lwupg3b2ebQhWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0bG9TIu6+ud4EfHp/NQvIs9dNSPMEfXKieqpuN200jv
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Click Add.

Generating Self-Signed Internal and Internal CA Certificates

Procedure

Internal identity certificates are certificates for specific systems or hosts. You can generate these yourself
using the OpenSSL toolkit or get them from a Certificate Authority. You can also generate a self-signed
certificate.

Internal Certificate Authority (CA) certificates (Internal CA certificates) are certificates that the system
can use to sign other certificates. These certificates differ from internal identity certificates with respect to
the basic constraints extension and the CA flag, which are enabled for CA certificates but disabled for identity
certificates. You can generate these yourself using the OpenSSL toolkit or get them from a Certificate Authority.
You can also generate a self-signed internal CA certificate. If you configure self-signed internal CA certificates,
the CA runs on the device itself.

You can also create these certificates using OpenSSL, or obtain them from a trusted CA, and upload them.
For more information, see Uploading Internal and Internal CA Certificates.

For information on the features that use these certificates, see Certificate Types Used by Feature.

\}

Note

they expire.

New self-signed certificates are generated with a 5-year validity term. Be sure to replace certificates before

A

Warning

Step 1

more information.

Upgrading devices that have self-signed certificates may experience issues; see New Certificate Detected for

This procedure generates a self-signed certificate by entering the appropriate certificate field values in a
wizard. If you want to create an internal or internal CA certificate by uploading a certificate file, see Uploading
Internal and Internal CA Certificates.

To generate a self-signed certificate, follow this procedure:

Procedure

Do one of the following:
* Create the certificate object in the Objects page:
a. In the left pane, click Objects > FDM Objects.

b. Click the plus button and select FTD > Certificate.
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Step 2

Step 3
Step 4
Step 5

Step 6

About IPsec Proposals .

* Click Create New Object when adding a new certificate object to a policy.

Enter a Name for the certificate. The name is used in the configuration as an object name only, it does not
become part of the certificate itself.

In step 1, select Internal Certificate or Internal CA.
In step 2, select Self-Signed to create the self-signed certificate in this step.

Configure at least one of the following for the certificate subject and issuer information.

* Country (C)— Select the country code from the drop-down list.

» State or Province (ST)— The state or province to include in the certificate.

* Locality or City (L)— The locality to include in the certificate, such as the name of the city.
* Organization (O)— The organization or company name to include in the certificate.

* Organizational Unit (Department) (OU)— The name of the organization unit (for example, a department
name) to include in the certificate.

» Common Name (CN)— The X.500 common name to include in the certificate. This could be the name
of the device, web site, or another text string. This element is usually required for successful connections.
For example, you must include a CN in the internal certificate used for remote access VPN.

Click Add.

About IPsec Proposals

[Psec is one of the most secure methods for setting up a VPN. IPsec provides data encryption at the IP packet
level, offering a robust security solution that is standards-based. With IPsec, data is transmitted over a public
network through tunnels. A tunnel is a secure, logical communication path between two peers. Traffic that
enters an IPsec tunnel is secured by a combination of security protocols and algorithms called a transform
set. During the IPsec security association (SA) negotiation, peers search for a transform set that is the same
at both peers.

There are separate [Psec proposal objects based on the IKE version, IKEv1, or IKEv2:

* When you create an IKEv1 IPsec proposal, you select the mode in which IPsec operates, and define the
required encryption and authentication types. You can select single options for the algorithms. If you
want to support multiple combinations in a VPN, create and select multiple IKEv1 IPsec Proposal objects.

* When you create an IKEv2 IPsec proposal, you can select all of the encryption and hash algorithms
allowed in a VPN. The system orders the settings from the most secure to the least secure and negotiates
with the peer until a match is found. This allows you to potentially send a single proposal to convey all
the allowed combinations instead of the need to send each allowed combination individually as with
IKEv1.

The Encapsulating Security Protocol (ESP) is used for both IKEv1 and IKEv2 IPsec proposals. It provides
authentication, encryption, and antireplay services. ESP is IP protocol type 50.
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. Managing an IKEv1 IPsec Proposal Object

\)

Note We recommend using both encryption and authentication on IPsec tunnels.

The following topics explain how to configure [Psec proposals for each IKE version:

» Managing an IKEv1 IPsec Proposal Object
* Managing an IKEv2 IPsec Proposal Object

Managing an IKEv1 IPsec Proposal Object

IPsec Proposal objects configure the IPsec proposal used during IKE Phase 2 negotiations. The IPsec proposal
defines the combination of security protocols and algorithms that secure traffic in an IPsec tunnel. There are
separate objects for IKEv1 and IKEv2. Currently, Cisco Defense Orchestrator supports IKEv1 IPsec proposal
objects.

The Encapsulating Security Protocol (ESP) is used for both IKEv1 and IKEv2 IPsec proposals. It provides
authentication, encryption, and anti-replay services. ESP is IP protocol type 50.

\)

Note We recommend using both encryption and authentication on IPsec tunnels.

Related Topics
Create an IKEv1 IPsec Proposal Object, on page 430
Create or Edit an IKEv1 IPsec Proposal Object

There are several pre-defined IKEv1 IPsec proposals. You can also create new proposals to implement other
combinations of security settings. You cannot edit or delete system-defined objects.

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create IKEv1 IPsec Proposals objects while editing the IKEv1 IPsec settings in a Site-to-Site VPN
connection by clicking the Create New IKEv1 Proposal link shown in the object list.

Procedure

Step 1 In the left pane, click Objects > FDM Objects.
Step 2 Do one of these things:

. + .

* Click the blue plus button and select FTD > IKEv1 IPsec Proposal to create the new object.

« In the object page, select the IPsec proposal you want to edit and click Edit in the Actions pane at the
right.

Step 3 Enter an object name for the new object.
Step 4 Select the Mode in which the IKEv1 IPsec Proposal object operates.

* Tunnel mode encapsulates the entire IP packet. The IPSec header is added between the original IP header
and a new IP header. This is the default. Use tunnel mode when the firewall is protecting traffic to and
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Step 5
Step 6

Step 7

Managing an IKEv2 IPsec Proposal Object .

from hosts positioned behind the firewall. Tunnel mode is the normal way regular IPSec is implemented
between two firewalls (or other security gateways) that are connected over an untrusted network, such
as the Internet.

« Transport mode encapsulates only the upper-layer protocols of an IP packet. The IPSec header is inserted
between the IP header and the upper-layer protocol header (such as TCP). Transport mode requires that
both the source and destination hosts support IPSec, and can only be used when the destination peer of
the tunnel is the final destination of the IP packet. Transport mode is generally used only when protecting
a Layer 2 or Layer 3 tunneling protocol such as GRE, L2TP, and DLSW.

Select the ESP Encryption (Encapsulating Security Protocol encryption) algorithm for this proposal. For an
explanation of the options, see Deciding Which Encryption Algorithm to Use, on page 411.

Select the ESP Hash or integrity algorithm to use for authentication. For an explanation of the options, see
Deciding Which Hash Algorithms to Use, on page 412.

Click Add.

Managing an IKEv2 IPsec Proposal Object

IPsec Proposal objects configure the IPsec proposal used during IKE Phase 2 negotiations. The IPsec proposal
defines the combination of security protocols and algorithms that secure traffic in an IPsec tunnel.

When you create an IKEv2 IPsec proposal, you can select all of the encryption and hash algorithms allowed
in a VPN. The system orders the settings from the most secure to the least secure and negotiates with the peer
until a match is found. This allows you to potentially send a single proposal to convey all the allowed
combinations instead of the need to send each allowed combination individually as with IKEv1.

Related Topics
Create or Edit an IKEv2 IPsec Proposal Object, on page 431

Create or Edit an IKEv2 IPsec Proposal Object

Step 1
Step 2

Step 3

There are several pre-defined IKEv2 IPsec proposals. You can also create new proposals to implement other
combinations of security settings. You cannot edit or delete system-defined objects.

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create IKEv2 IPsec Proposals objects while editing the IKEv2 IPsec settings in a VPN connection
by clicking the Create New IPsec Proposal link shown in the object list.

Procedure

In the left pane, click Objects > FDM Objects.

Do one of these things:

* Click the blue plus button and select FTD > IKEv2 IPsec Proposal to create the new object.

* In the object page, select the IPsec proposal you want to edit and click Edit in the Actions pane at the
right.

Enter an object name for the new object.
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Step 4 Configure the IKE2 [Psec proposal objects:

» Encryption—The Encapsulating Security Protocol (ESP) encryption algorithm for this proposal. Select
all the algorithms that you want to allow. The system negotiates with the peer, starting from the strongest
to the weakest algorithm until a match is agreed upon. For an explanation of the options, see Deciding
Which Encryption Algorithm to Use, on page 411.

* Integrity Hash—The hash or integrity algorithm to use for authentication. Select all the algorithms that
you want to allow. The system negotiates with the peer, starting from the strongest to the weakest algorithm
until a match is agreed upon. For an explanation of the options, see Deciding Which Hash Algorithms
to Use, on page 412.

Step 5 Click Add.

About Global IKE Policies

Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate
and distribute IPsec encryption keys, and automatically establish IPsec security associations (SAs).

The IKE negotiation comprises two phases. Phase 1 negotiates a security association between two IKE peers,
which enables the peers to communicate securely in Phase 2. During Phase 2 negotiation, IKE establishes
SAs for other applications, such as IPsec. Both phases use proposals when they negotiate a connection. An
IKE proposal is a set of algorithms that two peers use to secure the negotiation between them. IKE negotiation
begins by each peer agreeing on a common (shared) IKE policy. This policy states which security parameters
are used to protect subsequent IKE negotiations.

IKE policy objects define the IKE proposals for these negotiations. The objects that you enable are the ones
used when the peers negotiate a VPN connection: you cannot specify different IKE policies per connection.
The relative priority of each object determines which of these policies are tried first, with the lower number
being a higher priority. The connection is not established if the negotiation fails to find a policy that both
peers can support.

To define the global IKE policy, you select which objects to enable for each IKE version. If the pre-defined
objects do not satisfy your requirements, create new policies to enforce your security policy.

The following procedure explains how to configure the global policy through the Objects page. You can also
enable, disable, and create policies when editing a VPN connection by clicking Edit for the IKE Policy settings.

The following topics explain how to configure IKE policies for each version:
* Managing IKEv1 Policies

* Managing IKEv2 Policies

Managing IKEv1 Policies

About IKEv1 Policy

Internet Key Exchange (IKE) version 1 policy objects contain the parameters required for IKEv1 policies
when defining VPN connections. IKE is a key management protocol that facilitates the management of
[Psec-based communications. It is used to authenticate IPsec peers, negotiate and distribute IPsec encryption
keys, and automatically establish IPsec security associations (SAs).
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Create or Edit an IKEv1 Policy .

There are several pre-defined IKEv1 policies. If any suit your needs, simply enable them by clicking the State
toggle. You can also create new policies to implement other combinations of security settings. You cannot
edit or delete system-defined objects.

Related Topics
Create an IKEv1 Policy, on page 426

Create or Edit an IKEv1 Policy

Step 1
Step 2

Step 3
Step 4

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create an IKEv1 policy while editing the IKE settings in a Site-to-Site VPN connection by clicking
the Create New IKEvV1 Policy link shown in the object list.

Procedure

In the left pane, click Objects > FDM Objects.
Do one of these things:

* Click the blue plus button and select FTD > IKEv1 Policy to create a new IKEv1 policy.

* In the object page, select the IKEv1 policy you want to edit and click Edit in the Actions pane at the
right.

Enter an object name, up to 128 characters.
Configure the IKEv1 properties.

* Priority—The relative priority of the IKE policy, from 1 to 65,535. The priority determines the order
of the IKE policy compared by the two negotiating peers when attempting to find a common security
association (SA). If the remote IPsec peer does not support the parameters selected in your highest priority
policy, it tries to use the parameters defined in the next lowest priority. The lower the number, the higher
the priority.

» Encryption—The encryption algorithm used to establish the Phase 1 security association (SA) for
protecting Phase 2 negotiations. For an explanation of the options, see Deciding Which Encryption
Algorithm to Use.

» Diffie-Hellman Group—The Diffie-Hellman group to use for deriving a shared secret between the two
IPsec peers without transmitting it to each other. A larger modulus provides higher security but requires
more processing time. The two peers must have a matching modulus group. For an explanation of the
options, see Deciding Which Diffie-Hellman Modulus Group to Use.

« Lifetime—The lifetime of the security association (SA), in seconds, from 120 to 2147483647 or blank.
When the lifetime is exceeded, the SA expires and must be renegotiated between the two peers. As a
general rule, the shorter the lifetime (up to a point), the more secure your IKE negotiations will be.
However, with longer lifetimes, future IPsec security associations can be set up more quickly than with
shorter lifetimes. The default is 86400. To specify an unlimited lifetime, enter no value (leave the field
blank).

« Authentication—The method of authentication to use between the two peers. For more information,
see Deciding Which Authentication Method to Use, on page 413.
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. Managing IKEv2 Policies

Step 5

* Preshared Key—Use the preshared key that is defined on each device. These keys allow for a
secret key to be shared between two peers and to be used by IKE during the authentication phase.
If the peer is not configured with the same preshared key, the IKE SA cannot be established.

* Certificate—Use the device identity certificates for the peers to identify each other. You must
obtain these certificates by enrolling each peer in a Certificate Authority. You must also upload the
trusted CA root and intermediate CA certificates used to sign the identity certificates in each peer.
The peers can be enrolled in the same or a different CA. You cannot use self-signed certificates for
either peer.

» Hash—The hash algorithm for creating a message digest, which is used to ensure message integrity. For
an explanation of the options, see Encryption and Hash Algorithms Used in VPN, on page 411.

Click Add.

Managing IKEv2 Policies

About IKEv2 Policy

Internet Key Exchange (IKE) version 2 policy objects contain the parameters required for IKEv2 policies
when defining VPN connections. IKE is a key management protocol that facilitates the management of
[Psec-based communications. It is used to authenticate IPsec peers, negotiate and distribute IPsec encryption
keys, and automatically establish IPsec security associations (SAs).

There are several pre-defined IKEv2 policies. If any suit your needs, simply enable them by clicking the State
toggle. You can also create new policies to implement other combinations of security settings. You cannot
edit or delete system-defined objects.

Related Topics
Create an IKEv2 Policy, on page 428

Create or Edit an IKEv2 Policy

Step 1
Step 2

Step 3
Step 4

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create an IKEv2 policy while editing the IKE settings in a Site-to-Site VPN connection by clicking
the Create New IKEV2 Policy link shown in the object list.

Procedure

In the CDO navigation bar on the left, click Objects > FDM Objects.

Do one of these things:

* Click the blue plus button and select FTD > IKEv2 Policy to create a new IKEv2 policy.
* In the object page, select the IKEv2 policy you want to edit and click Edit in the Actions pane at the
right.

Enter an object name, up to 128 characters.
Configure the IKEv2 properties.
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Create or Edit an IKEv2 Policy .

Priority—The relative priority of the IKE policy, from 1 to 65,535. The priority determines the order
of the IKE policy compared by the two negotiating peers when attempting to find a common security
association (SA). If the remote IPsec peer does not support the parameters selected in your highest priority
policy, it tries to use the parameters defined in the next lowest priority. The lower the number, the higher
the priority.

State—Whether the IKE policy is enabled or disabled. Click the toggle to change the state. Only enabled
policies are used during IKE negotiations.

Encryption—The encryption algorithm used to establish the Phase 1 security association (SA) for
protecting Phase 2 negotiations. Select all algorithms that you want to allow, although you cannot include
both mixed-mode (AES-GCM) and normal mode options in the same policy. (Normal mode requires
that you select an integrity hash, whereas mixed-mode prohibits a separate integrity hash selection.) The
system negotiates with the peer, starting from the strongest to the weakest algorithm until a match is
agreed upon. For an explanation of the options, see Deciding Which Encryption Algorithm to Use, on
page 411.

Diffie-Hellman Group—The Diffie-Hellman group to use for deriving a shared secret between the two
IPsec peers without transmitting it to each other. A larger modulus provides higher security but requires
more processing time. The two peers must have a matching modulus group. Select all the algorithms that
you want to allow. The system negotiates with the peer, starting from the strongest to the weakest group
until a match is agreed upon. For an explanation of the options, see Deciding Which Diffie-Hellman
Modulus Group to Use, on page 412.

Integrity Hash—The integrity portion of the hash algorithm for creating a message digest, which is used
to ensure message integrity. Select all the algorithms that you want to allow. The system negotiates with
the peer, starting from the strongest to the weakest algorithm until a match is agreed upon. The integrity
hash is not used with the AES-GCM encryption options. For an explanation of the options, see Encryption
and Hash Algorithms Used in VPN, on page 411.

Pseudo-Random Function (PRF) Hash—The pseudo-random function (PRF) portion of the hash
algorithm, which is used as the algorithm to derive keying material and hashing operations required for
the IKEv2 tunnel encryption. In IKEv1, the Integrity and PRF algorithms are not separated, but in IKEv2,
you can specify different algorithms for these elements. Select all the algorithms that you want to allow.
The system negotiates with the peer, starting from the strongest to the weakest algorithm until a match
is agreed upon. For an explanation of the options, see Encryption and Hash Algorithms Used in VPN,
on page 411.

Lifetime—The lifetime of the security association (SA), in seconds, from 120 to 2147483647 or blank.
When the lifetime is exceeded, the SA expires and must be renegotiated between the two peers. As a
general rule, the shorter the lifetime (up to a point), the more secure your IKE negotiations will be.
However, with longer lifetimes, future IPsec security associations can be set up more quickly than with
shorter lifetimes. The default is 86400. To specify an unlimited lifetime, enter no value (leave the field
blank).

Click Add.
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Security Zone Object

A security zone is a grouping of interfaces. Zones divide the network into segments to help you manage and
classify traffic. You can define multiple zones, but a given interface can be in one zone only.

The Firepower system creates the following zones during initial configuration and they are displayed in Cisco
Defense Orchestrator's object page. You can edit zones to add or remove interfaces, or you can delete the
zones if you no longer use them.

« inside_zone-Includes the inside interface. This zone is intended to represent internal networks.

« outside_zone-Includes the outside interface. This zone is intended to represent networks external to your
control, such as the internet.

Typically, you would group interfaces by the role they play in your network. For example, you would place
the interface that connects to the internet in the outside_zone security zone, and all of the interfaces for your
internal networks in the inside_zone security zone. Then, you could apply access control rules to traffic
coming from the outside zone and going to the inside zone.

Before creating zones, consider the access rules and other policies you want to apply to your networks. For
example, you do not need to put all internal interfaces into the same zone. If you have 4 internal networks,
and you want to treat one differently than the other three, you can create two zones rather than one. If you
have an interface that should allow outside access to a public web server, you might want to use a separate
zone for the interface.

Related Information:
* Create or Edit a Firepower Security Zone Object
* Assign a Firepower Interface to a Security Zone

* Deleting Objects

Create or Edit a Firepower Security Zone Object

A security zone is a grouping of interfaces. Zones divide the network into segments to help you manage and
classify traffic. You can define multiple zones, but a given interface can be in one zone only. For more
information see,Security Zone Object.

A security zone object is not associated with a device unless it is used in a rule for that device.

Create a Security Zone Object

Step 1

Step 2
Step 3

To create a security zone object, follow these instructions:

Procedure

In the left pane, click Objects > FDM Objects.

Click the blue plus button and select FTD > Security Zone to create the object.

Give the object a name and, optionally, a description.
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Step 4 Select the interfaces to put in the security zone.
Step 5 Click Add.

Edit a Security Zone Object

After onboarding an FDM-managed device, you will find there are already at least two security zones, one is
the inside_zone and the other is the outside zone. These zones can be edited or deleted. To edit any security
zone object, follow these instructions:

Procedure

Step 1 In the left pane, click Objects > FDM Objects.
Step 2 Find the object you want to edit:

* If you know the name of the object, you can search for it in the Objects page:
* Filter the list by security zone.
* Enter the name of the object in the search field.

* Select the object.

* If you know the object is associated with a device, you can search for it starting on the Inventory page.

* In the navigation pane, click Inventory.

* Click the Devices tab.

* Click the apporpriate tab.

* Use the device Filters and Page Level Search bar to locate your device.

« Select the device.

* In the Management pane at the right, click . Objects.

* Use the object filter T and search bar to locate the object you are looking for.

Note If the security zone object you created is not associated with a rule in a policy for your device, it is
considered "unassociated" and you will not see it among the search results for a device.

Step 3 Select the object.

Step 4 Click the Editicon ¢ in the Actions pane at the right.
Step 5 After editing any of the attributes of the object. Click Save.

Step 6 After clicking Save you receive a message explaining how these changes will affect other devices. Click
Confirm to save the changes or Cancel.
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Firepower Service Objects

FTD service objects, service groups, and port groups are reusable components that contain protocols or ports
considered part of the IP protocol suite.

FTD service groups are collections of service objects. A service group may contain objects for one or more
protocols. You can use the objects and groups in security policies for purposes of defining network traffic
matching criteria, for example, to use access rules to allow traffic to specific TCP ports. The system includes
several pre-defined objects for common services. You can use these objects in your policies; however, you
cannot edit or delete system-defined objects.

Firepower Device Manager and Firepower Management Center refer to service objects as port objects and
service groups and port groups.

See Create and Edit Firepower Service Objects for more information.

Protocol Objects

Protocol objects are a type of service object that contain less-commonly used or legacy protocols. Protocol
objects are identified by a name and protocol number. CDO recognizes these objects in ASA and Firepower
(FDM-managed device) configurations and gives them their own filter of "Protocols" so you can find them
easily.

See Create and Edit Firepower Service Objects for more information.

ICMP Objects

An Internet Control Message Protocol (ICMP) object is a service object specifically for [CMP and IPv6-ICMP
messages. CDO recognizes these objects in ASA and Firepower configurations when those devices are
onboarded and CDO gives them their own filter of "ICMP" so you can find the objects easily.

Using CDO, you can rename or remove ICMP objects from an ASA configuration. You can use CDO to
create, update, and delete ICMP and ICMPv6 objects in a Firepower configuration.

)

Note For the ICMPv6 protocol, AWS does not support choosing specific arguments. Only rules that allow all

ICMPv6 messages are supported.

See Create and Edit Firepower Service Objects for more information.

Related Information:

* Deleting Objects, on page 108

Create and Edit Firepower Service Objects

To create a firepower service object, follow these steps:

firewall device manager (FDM-managed) service objects are reusable components that specify a TCP/IP
protocol and a port. The firewall device manager, On-Prem Firewall Management Center and Cloud-delivered
Firewall Management Center refer to these objects as "Port Objects."
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Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Click the blue button on the right to create an object, and select FTD > Service.

Step 3 Enter an object name and description.
Step 4 Select Create a service object.
Step 5 Click the Service Type button and select the protocol for which you want to create an object.

Step 6 Configure the protocol as follows:
* TCP, UDP

* Select eg and then enter either a port number or a protocol name. For example, you could enter 80
as a port number or HTTP as the protocol name.

* You can also select range and then enter a range of port numbers, for example, 1 65535 (to cover
all ports).
* ICMP, IPv6-1CMP-Select the ICMP Type. Select Any for the type to apply to all ICMP messages. For
information on the types and codes, see the following pages:

* [CMP-http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* [ICMPv6-http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml

* Other-Select the desired protocol.

Step 7 Click Add.

Step 8 Preview and Deploy Configuration Changes for All Devices the changes you made now, or wait and deploy
multiple changes at once.

Create a Firepower Service Group

A service group can be made up of one or more service objects representing one or more protocols. The service
objects need to be created before they can be added to the group. The Firepower Device Manager and Firepower
Management Center refer to these objects as "Port Objects."”

Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Click the blue button on the right to create an object, and select FTD > Service.
Step 3 Enter an object name and description.

Step 4 Select Create a service group.

Step 5 Add an object to the group by clicking Add Object.

* Click Create to create a new object as you did above in Create and Edit Firepower Service Objects above.
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Step 6
Step 7

* Click Choose to add an existing service object to the group. Repeat this step to add more objects.

Click Add when you are done adding service objects to the service group.

Preview and Deploy Configuration Changes for All Devices the changes you made now, or wait and deploy
multiple changes at once.

Edit a Firepower Service Object or Service Group

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Procedure

In the left pane, click Objects > FDM Objects.
Filter the objects to find the object you want to edit and then select the object in the object table.

In the Actions pane, click Edit A
Edit the values in the dialog box in the same fashion that you created them in the procedures above.
Click Save.

CDO displays the policies that will be affected by the change. Click Confirm to finalize the change to the
object and any policy affected by it.

Preview and Deploy Configuration Changes for All Devices the changes you made now, or wait and deploy
multiple changes at once.

Security Group Tag Group

Security Group Tags

About Security Group Tags

If you use Cisco Identity Services Engine (ISE) to define and use security group tag (SGT) for classifying
traffic in a Cisco TrustSec network, you can write access control rules that use SGT as matching criteria.
Thus, you can block or allow access based on security group membership rather than IP addresses.

In ISE, you can create a SGT and assign host or network IP addresses to each tag. If you assign an SGT to a
user's account, the SGT is assigned to the user's traffic. After you configure FDM-managed device to connect
to an ISE server and create the SGT, you can create SGT groups in Cisco Defense Orchestrator and build
access control rules around them. Note that you must configure ISE's SGT Exchange Protocol (SXP) mapping
before you can associate an SGT to an FDM-managed device. See Security Group Tag Exchange Protocol
in the Cisco Identity Services Engine Administrator Guide of the version you are currently running for more
information.

When an FDM-managed device evaluates SGT as a traffic matching criteria for an access control rule, it uses
the following priority:

1. The source SGT defined in the packet, if any. No destination matching is done using this technique. For
the SGT to be in the packet, the switches and routers in the network must be configured to add them. See
the ISE documentation for information on how to implement this method.
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2. The SGT assigned to the user session, as downloaded from the ISE session directory. You need to enable
the option to listen to session directory information for this kind of SGT matching, but this option is on
by default when you first create the ISE identity source. The SGT can be matched to source or destination.
Although not required, you would also normally set up a passive authentication identity rule, using the
ISE identity source along with an AD realm, to collect user identity information.

3. The SGT-to-IP address mapping downloaded using SXP. If the IP address is within the range for an SGT,
then the traffic matches the access control rule that uses the SGT. The SGT can be matched to source or
destination.

N

Note  You cannot use the information retrieved from ISE directly in an access control rule. Instead, you need to
create SGT groups, which refer to the downloaded SGT information. Your SGT groups can refer to more than
one SGT, so you can apply policy based on a relevant collections of tags if that is appropriate.

Version Support

CDO currently supports SGT and SGT groups on FDM-managed devices running Version 6.5 and later. an
FDM-managed device allows you to configure and connect to an ISE server in Version 6.5 and later but not
does not support SGT configuration in the UI until Version 6.7.

From the FDM-managed Ul, this means that an FDM-managed device running Version 6.5 or later can
download SXP mappings of SGTs but cannot be manually added to objects or access control rules. To make
changes to the SGTs for devices running Version 6.5 or Version 6.6, you must use the ISE UI. If the device
running Version 6.5 is onboarded to Cisco Defense Orchestrator, however, you can see the current SGTs
associated with the device and create SGT groups.

SGTin CDO

Security Group Tags

SGTs are read-only in CDO. You cannot create or edit an SGT in CDO. To create an SGT, see the Cisco
Identity Services Engine Administrator Guide of the version your are currently running.

SGT Groups

)

Note An FDM-managed device refers to groups of SGTs as SGT dynamic objects. In CDO, these lists of tags are

currently called SGT groups. You can create an SGT group in CDO without referring to the FDM-managed
device or ISE Ul

Use SGT groups to identify source or destination addresses based on an SGT assigned by ISE. You can then
use the objects in access control rules for purposes of defining traffic matching criteria. You cannot use the
information retrieved from ISE directly in an access control rule. Instead, you need to create SGT groups,
which refer to the downloaded SGT information.

Your SGT groups can refer to more than one SGT, so you can apply policy based on relevant collections of
tags if that is appropriate.
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In order to create an SGT group in CDO, you must have at least one SGT already configured and SGT mappings
from an ISE server configured for the FDM-managed console of the device you want to use. Note that if more
than one FDM-managed device is associated with the same ISE server, an SGT or SGT group can be applied
to more than one device. If a device is not associated with an ISE server, you cannot include SGT objects in
your access control rule, or apply an SGT group to that device configuration.

SGT Groups in Rules

SGT groups can be added to access control rules; they appear as source or destination network objects. For
more information about how networks work in rules, see Source and Destination Criteria in an FDM-Managed
Access Control Rule.

You can create an SGT group from the Objects page. See Create an SGT Group, on page 146 for more
information.

Create an SGT Group

To create an SGT group that can be used for an access control rule, use the following procedure:

Before you begin

You must have the following configurations or environments configured prior to creating a security group
tag (SGT) group:

* FDM-managed device must be running at least Version 6.5.
* You must configure the ISE identity source to subscribe to SXP mappings and enable deploy changes.

To manage SXP mappings, see Configure Security Groups and SXP Publishing in ISE of the Firepower
Device Manager Configuration Guide for the version you're using, Version 6.7 and later.

* All SGTs must be created in ISE. To create an SGT, see the Cisco Identity Services Engine Configuration
Guide of the version your are currently running.

Procedure

Step 1 On the left pane, click Objects > FDM Objects.

Step 2 Click the blue plus button to create an object.
Step 3 Click FTD > Network.

Step 4 Enter an Object Name.

Step5 (Optional) Add a description.

Step 6 Click SGT and use the drop-down menu to check all the applicable SGTs you want included in the group.
You can sort the list by SGT name.

Step 7 Click Save.

Note  You cannot create or edit SGTs in CDO, you can only add or remove them from an SGT group. To
create or edit an SGT, see the Cisco Identity Services Engine Configuration Guide of the version you
are currently running.
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Edit an SGT Group

Step 1
Step 2

Step 3
Step 4
Step 5

To edit an SGT group, use the following procedure:

Procedure

In the left pane, click Objects > FDM Objects.
Locate the SGT group you want to edit by using object filters and search field.

Select the SGT group and click the edit icon s
Modify the SGT group. Edit the name, description, or the SGTs associated with the group.

Click Save.

in the Actions pane.

Note  You cannot create or edit SGTs in CDO, you can only add or remove them from an SGT group. To
create or edit an SGT, see the Cisco Identity Services Engine Configuration Guide of the version you
are currently running.

Add an SGT Group to an Access Control Rule

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

To add an SGT group to an access control rule, use the following procedure:

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and select the device you want to add the SGT group to.

In theManagement pane, select Policy.

Click the blue plus button for either the Source or Destination objects and select SGT Groups.
Locate the SGT group(s) you want to edit by using object filters and search field.

Click Save.

Preview and Deploy Configuration Changes for All Devices.

Note Ifyou need to create an additional SGT group, click Create New Object. Fill in the required information
mentioned in Create an SGT Group and Add the SGT group to the rule.

Syslog Server Objects

FDM-managed devices have a limited capacity to store events. To maximize storage for events, you can
configure an external server. A system log (syslog) server object identifies a server that can receive
connection-oriented or diagnostic syslog messages. If you have a syslog server set up for log collection and
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analysis, you can use the Cisco Defense Orchestrator to create objects to define them and use the objects in
the related policies.

Create and Edit Syslog Server Objects

To create a new syslog server object, follow these steps:

Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Click the Create Object button .
Step 3 Select Syslog Server under FDM-managed device object types
Step 4 Configure the syslog server object properties:

* IP Address—Enter the IP address of the syslog server.

* Protocol Type—Select the protocol that your syslog server uses to receive messages. If you select TCP,
the system can recognize when the syslog server is not available, and stops sending events until the server
is available again.

* Port Number—Enter a valid port number to use for syslog. If your syslog server uses default ports,
enter 514 as the default UDP port or 1470 as the default TCP port. If the server does not use default ports,
enter the correct port number. The port must be in the range 1025 to 65535.

« Select an interface—Select which interface should be used for sending diagnostic syslog messages.
Connection and intrusion events always use the management interface. Your interface selection determines
the IP address associated with syslog messages. Note that you can only select one of the options listed
below. You cannot select both. Select one of the following options:

+ Data Interface—Use the data interface you select for diagnostic syslog messages. Select an interface
from the generated list. If the server is accessible through a bridge group member interface, select
the bridge group interface (BVI). If it is accessible through the Diagnostic interface (the physical
management interface), we recommend that you select Management Interface instead of this option.
You cannot select a passive interface. For connection and intrusion syslog messages, the source IP
address will either be for the management interface, or for the gateway interface if you route through
data interfaces.

» Management Interface—Use the virtual management interface for all types of syslog messages.
The source IP address will either be for the management interface, or for the gateway interface if
you route through data interfaces.

Step 5 Click Add.

Step 6 Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Edit Syslog Server Objects

To edit an existing syslog server object, follow these steps:

. Managing FDM Devices with Cisco Defense Orchestrator



| Basics of CDO

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Create a Syslog Server Object for Secure Logging Analytics (Saa$S) .

Procedure

In the left pane, click Objects > FDM Objects.

Locate the desired syslog server object and select it. You can filter T the object list by the syslog server object
type.

In the Actions pane, click Edit.

Make the desired edits and click Save.

Confirm the changes you made.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Related Information:

* Deleting Objects

Create a Syslog Server Object for Secure Logging Analytics (SaaS)

Procedure

Step 1

Step 2
Step 3
Step 4

Create a syslog server object with the IP address, TCP port, or UDP port of the Secure Event Connector (SEC)
you want to send events to. You would create one syslog object for every SEC that you have onboarded to
your tenant but you would only send events from one rule to one syslog object representing one SEC.
Prerequisite

This task is part of a larger workflow. See Implementing Secure Logging Analytics (SaaS) for FDM-Managed
Devices, on page 602 before you begin.

Procedure

In the left pane, click Objects > FDM Objects.

Click the Create Object button .
Select Syslog Server under FDM-managed device object types.

Configure the syslog server object properties. To find these properties of the SEC, from the navigation pane
on the left, choose Tools & Services > Secure Connectors. Then select the Secure Event Connector you
want to configure the syslog object for and look in the Details pane on the right.

* IP Address—Enter the IP address of the SEC.
* Protocol Type—Select TCP or UDP.
* Port Number—Enter port 10125 if you selected TCP or 10025 if you selected UDP.

« Select an interface—Select the interface configured to reach the SEC.

Note FDM-managed device supports one syslog object per IP address so you will have to choose between
using TCP and UDP.
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Step 5 Click Add.

What to do next

Continue with Step 3 of Existing CDO Customer Workflow to Implement Secure Logging Analytics (SaaS)
and Send Events through the Secure Event Connector to the Cisco Cloud.
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Onboard Devices and Services

You can onboard both live devices and model devices to CDO. Model devices are uploaded configuration
files that you can view and edit using CDO.

Most live devices and services require an open HTTPS connection so that the Secure Device Connector can
connect CDO to the device or service.

See Secure Device Connector, on page 13 for more information on the SDC and its state.
This chapter covers the following sections:

* Onboard a Threat Defense Device, on page 151

* Delete a Device from CDO, on page 194

* Import Configuration for Offline Device Management, on page 194
* Backing Up FDM-Managed Devices, on page 194

» FDM Software Upgrade Paths, on page 201

* FDM-Managed Device Upgrade Prerequisites, on page 203

» Upgrade a Single FDM-Managed Device, on page 204

* Bulk FDM-Managed Devices Upgrade, on page 206

*» Upgrade an FDM-Managed High Availability Pair, on page 208
* Upgrade to Snort 3.0, on page 210

* Revert From Snort 3.0 for FDM-Managed Device, on page 214
* Schedule a Security Database Update, on page 215

Onboard a Threat Defense Device

"
Y

[-_.&

Attention  Secure Firewall device manager (FDM) support and functionality is only available upon request. If you do
not already have Firewall device manager support enabled on your tenant you cannot manage or deploy to
FDM-managed devices. Open a Support Ticket with TAC to enable this platform.

There are different methods of onboarding a threat defense device. We recommend using the registration key
method.

If you experience issues while onboarding a device, see Troubleshoot FDM-Managed Device Onboarding
Using Serial Number, on page 708 or Failed Because of Insufficient License , on page 704 for more information.
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Onboard a Threat Defense Device to Cloud-delivered Firewall Management Center

You can onboard threat defense devices running version 7.2 and later to the Cloud-delivered Firewall
Management Center. See Onboard an FTD to the Cloud-Delivered Firewall Management Center for more
information.

Onboard a Threat Defense Device with a Serial Number

This procedure is a simplified method of onboarding the Firepower 1000, Firepower 2100, or Secure Firewall
3100 series physical devices running supported versions of software. To onboard the device, you need the
chassis serial number or PCA serial number of the device and ensure that the device is added to a network
that can reach the internet.

You can onboard new factory-shipped devices or already configured devices to CDO.

See Onboard an FDM-Managed Device using the Device's Serial Number, on page 168 for more information.

Onboard a Threat Defense Device with a Registration Key

We recommend onboarding threat defense devices with a registration key. This is beneficial if your device is
assigned an IP address using DHCP. If that IP address changes for some reason, your threat defense device
remains connected to CDO if you have onboarded it with a registration key.

* Onboard an FDM-Managed Device Running Software Version 6.4 or 6.5 Using a Registration Key, on
page 160

* Onboard an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key, on page
164

Onboard an Threat Defense Device Using Credentials

You can onboard a threat defense device using the device credentials and the IP address of the device's outside,
inside, or management interface depending on how the device is configured in your network. To onboard a

device with credentials, see Onboard an FDM-Managed Device Using Username, Password, and IP Address,
on page 158. To onboard with an interface address, see Onboard a Threat Defense Device later in this article.

CDO needs HTTPS access to the device in order to manage it. How you allow HTTPS access to the device
depends on how your device is configured in your network and whether you onboard the device using a Secure
Device Connector or a Cloud Connector.

\}

Note Ifyou connect to https://www.defenseorchestrator.ecu and you are using software version 6.4, you must onboard

the threat defense device with this method. You cannot use the registration key method.

When using device credentials to connect CDO to a device, it a best practice to download and deploy a Secure
Device Connector (SDC) in your network to manage the communication between CDO and the device.
Typically, these devices are non-perimeter based, do not have a public IP address, or have an open port to the
outside interface. The threat defense device, when onboarded with credentials, can be onboarded to CDO
using an SDC.

Note that customers also using the threat defense devie as the head-end for VPN connections will not be able
to use the outside interface to manage their device.
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Onboard a Threat Defense Cluster

You can onboard a threat defense device that is clustered prior to onboarding to CDO. Clustering lets you
group multiple firewall threat defense units together as a single logical device that provides the convenience
of a single device (management, integration into a network) while achieving the increased throughput and
redundancy of multiple devices.

See Onboard a Clustered Secure Firewall Threat Defense Device, on page 183.
FDM-Managed Device Configuration Prerequisites for Onboarding

FDM-Managed Device Management

You can only onboard threat defense devices that are being managed by Secure Firewall device manager
(FDM). threat defense devices being managed by Secure Firewall Management Center cannot be managed
by the cloud-delivered Firewall Management Center.

Ifthe device is not configured for local management, you must switch to local management before onboarding
the device. See the Switching Between Local and Remote Management chapter of the Secure Firewall
Threat Defense Configuration Guide for Firepower Device Manager.

Licensing

The device must have at least an license installed before it can be onboarded to CDO although you can have
a Smart License applied in some circumstances.

Onboarding Method | Secure Firewall 90-day Evaluation | Can the device Can the device
device manager licensed allowed? |already be already be
Software Version smart-licensed registered with

before onboarding? | Cisco Cloud
Services hefore you
onboarding?

Credentials (user 6.4 or later Yes Yes Yes
name and password)

Registration Key 6.4 or 6.5 Yes No. Unregister the |N/A
smart license and
then onboard the
device.
Registration Key 6.6 or later Yes Yes No. Unregister the

device from Cisco
Cloud Services and
then onboard the

device.
Zero-Touch 6.7 or later Yes Yes Yes
Provisioning
Onboarding a device | 6.7 or later Yes Yes Yes
with a Serial
Number
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See Cisco Firepower System Feature Licenses for more information.

Device Addressing

It is a best practice that the address you use to onboard the FDM-managed device is a static address. If the
device's IP address is assigned by DHCP, it would be optimal to use a DDNS (dynamic domain name system)
to automatically update your device's domain name entry with the new IP address of the device if it changes.

)

Note FDM-managed devices do not natively support DDNS; you must configure your own DDNS.

| o

Important  If your device gets an IP address from a DHCP server, and you do not have a DDNS server updating the
FDM-managed device's domain name entry with any new IP addresses, or your device receives a new address,
you can Changing a Device's IP Address in CDO and then Bulk Reconnect Devices to CDO. Better still,
onboard the device with a registration key.

Managing an FDM-Managed Device from the Inside Interface

Managing an FDM-managed device using the inside interface may be desirable if the dedicated MGMT
interface is assigned an address that is not routable within your organization; for example, it might only be
reachable from within your data center or lab.

Figure 6: Interface Addresses

| |
-

= =

+

)

=

Remote Access VPN Requirement

If the FDM-managed device you manage with CDO will be managing Remote Access VPN (RA VPN)
connections, CDO must manage the device using the inside interface.
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Manage an FDM-Managed Device from the Inside Interface .

What to do next:

Continue to Manage an FDM-Managed Device from the Inside Interface, on page 2 for the procedure for
configuring the FDM-managed device.

Manage an FDM-Managed Device from the Inside Interface

Step 1
Step 2
Step 3

Step 4

This configuration method:
* Assumes that the FDM-managed device has not been on-boarded to CDO.
* Configures a data interface as the inside interface.
* Configures the inside interface to receive MGMT traffic (HTTPS).

» Allows the address of the cloud connector to reach the inside interface of the device.

Before you begin
Review the prerequisites for this configuration in these topics:

* Managing an FDM-Managed Device from the Inside Interface, on page 2

* Connect CDO to your Managed Devices, on page 14

Procedure

Log in to the Secure Firewall device manager.
In the System Settings menu, click Management Access.
Click the Data Interfaces tab and click Create Data Interface.

a. Inthe Interface field, select the pre-named "inside" interface from the list of interfaces.
b. In the Protocols field, select HTTPS if it is not already.

c. Inthe Allowed Networks field, select the network objects that represent the networks inside your
organization that will be allowed to access the inside address of the FDM-managed device. The IP address
of the SDC or cloud connector should be among the addresses allowed to access the inside address of the
device.

In the Interface Addresses diagram, the SDC's IP address, 192.168.1.10 should be able to reach 192.168.1.1.

Deploy the change. You can now manage the device using the inside interface.

What to do next
What if you are using a Cloud Connector?
Use the procedure above and add these steps:

* Add a step to "NAT" the outside interface to (203.0.113.2) to the inside interface (192.168.1.1). See
Interface Addresses.
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* In step 3¢ of the procedure above, your "Allowed Network" is a network group object containing the
public IP addresses of the cloud connector.

» Add a step that creates an Access Control rule allowing access to the outside interface (203.0.113.2)
from the public IP addresses of the cloud connector. See for a list of all the Cloud Connector IP addresses
for the various CDO regions.

Onboard the FDM-Managed Device

The recommended way of onboarding the FDM-managed device to CDO is to use the registration token
onboarding approach. After you configure the inside interface to allow management access from the Cloud
Connector to the FDM-managed device, onboard the FDM-managed device with the user name and password.
See Onboard a Threat Defense Device for more information. You will connect using the IP address of the
inside interface. In our scenario above, that address is 192.168.1.1.

Managing an FDM-Managed Device from the Qutside Interface

Managing an cloud-delivered Firewall Management Center device from the outside interface may be desirable
if you have one public IP address assigned to a branch office and Cisco Defense Orchestrator is managed
using a Cloud Connector at another location.

Figure 7: Device Management on Outside Interface

Internet

This configuration doesn't mean that the physical MGMT interface is no longer the device's management
interface. If you were in the office where the cloud-delivered Firewall Management Center device was located,
you would be able to connect to the address of the MGMT interface and manage the device directly.

Remote Access VPN Requirement

If the device you manage with cloud-delivered Firewall Management Center will be managing Remote Access
VPN (RA VPN) connections, cloud-delivered Firewall Management Center will not be able to manage the
cloud-delivered Firewall Management Center device using the outside interface. See Managing an
FDM-Managed Device from the Inside Interface instead.
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What to do next:

Continue to Manage the FDM-Managed Device's Outside Interface, on page 4 for the procedure for
configuring the cloud-delivered Firewall Management Center device.

Manage the FDM-Managed Device's OQutside Interface

Step 1
Step 2
Step 3

Step 4

Step 5

This configuration method:

1. Assumes that the FDM-managed device has not been on-boarded to CDO.
2. Configures a data interface as the outside interface.

3. Configures management access on the outside interface.

4. Allows the public IP address of the cloud connector (after it has been NAT'd through the firewall) to reach
the outside interface.

Before you begin
Review the prerequisites for this configuration in these topics:
* Manage the FDM-Managed Device's Outside Interface, on page 4

* Connect CDO to your Managed Devices, on page 14

Procedure

Log in to the Secure Firewall device manager.
In the System Settings menu, click Management Access.
Click the Data Interfaces tab and click Create Data Interface.

a. Inthe Interface field, select the pre-named "outside" interface from the list of interfaces.
b. In the Protocols field, select HTTPS if it is not already. CDO only needs HTTPS access.

c. Inthe Allowed Networks field, create a host network object containing the public-facing IP address of
the cloud connector after it gets NAT'd through the firewall.

In the Device Management from Outside Interface network diagram, the cloud connector's IP address,
10.10.10.55, would be NAT'd to 203.0.113.2. For the Allowed Network, you would create a host network
object with the value 203.0.113.2.

Create an Access Control policy in Secure Firewall device manager that allows management traffic (HTTPS)
from the public IP address of the SDC or cloud connector, to the outside interface of your FDM-managed
device. In this scenario, the source address would be 203.0.113.2 and the source protocol would be HTTPS;
the destination address would be 209.165.202.129 and the protocol would be HTTPS.

Deploy the change. You can now manage the device using the outside interface.

What to do next

What if you are using a cloud connector?
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The process is very similar, except for two things:

* In step 3c of the procedure above, your "Allowed Network" is a network group object containing the
public IP addresses of the cloud connector. See Connecting Devices to CDO Through the Cloud Connector
for a list of Cloud Connector IP addresses for the various CDO regions.

* In step 4 of the procedure above, you create an Access Control rule that allows access to the outside
interface from the public IP addresses of the cloud connector.

The Onboard an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key approach
is the recommended way of onboarding the FDM-managed device to CDO. After you configure the outside
interface to allow management access from the cloud connector, onboard the FDM-managed device. You will
connect using the IP address of the outside interface. In our scenario, that address is 209.165.202.129.

Onboard an FDM-Managed Device to CDO

Use the following procedures to onboard an FDM-managed to CDO with the following methods.

Onboard an FDM-Managed Device Using Username, Password, and IP Address

Use this procedure to onboard an FDM-managed device using only the device credentials and the device's
Management IP address. This is the simplest method of onboarding an FDM-managed device. However, the
recommended way of onboarding an FDM-managed device to CDO is by using a Onboard an FDM-Managed
Device Running Software Version 6.6+ Using a Registration Key.

Before you begin

|

Important  Before you onboard an FDM-managed device to Cisco Defense Orchestrator, read Onboard a Threat Defense
Device and Connect CDO to your Managed Devices, on page 14. They provide the general device requirements
and onboarding prerequisites needed to onboard a device.

* You need the following information to onboard an FDM-managed device using the credentials method:

* The device credentials CDO will use to connect to the device.

* The device's IP address of the interface you are using to manage the device. This may be the
Management interface, an inside interface, or the outside interface depending on how you have
configured your network.

* The device must be managed by Secure Firewall device manager and configured for local
management in order for you to onboard it to CDO. It cannot be managed by Secure Firewall
Management Center.

)

Note If you connect to https://www.defenseorchestrator.eu and your FDM-managed device is running software

version 6.4, you must use this method. You can only onboard an FDM-managed device running software
version 6.5+.
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Onboard an FDM-Managed Device Using Username, Password, and IP Address .

Procedure

Log in to CDO.

In the navigation pane, click Inventory and click the blue plus button to Onboard a device.
Click FTD.

Important When you attempt to onboard an FDM-managed device, CDO prompts you to read and accept the
Secure Firewall Threat Defense End User License Agreement (EULA), which is a one-time activity
for your tenant. Once you accept the EULA, CDO won't prompt you again to accept it unless the
EULA changes.

In the onboarding wizard, click Use

Cancel

= =

Use Serial Number
Use this method for low-touch
provisioning or for onboarding

FTD Device configured devices using their serial
B+ number.

Firepower Threat Defense 6.
(FTD 6.7+, 1000 and 2100 series only)

(==}

Use Credentials
Onboard a device using its IP address,
or host name, and a usemame and
password

Use Registration Key
Onboard a device using a registration
key generated fram CDO and applied
on the device using Firepower Device

Manager.

Select Secure Device Connector

= Cloud Connector

Device Name

Location

Credentials.
In the Device Details step:

» Click the Secure Device Connector button and select a Secure Device Connector (SDC) installed in
your network. If you would rather not use an SDC, CDO can connect to your FDM-managed device
using the Cloud Connector. Your choice depends on how you Connect CDO to your Managed Devices.

* Enter the device name in the Device Name field. This could be the hostname of the device or any other
name you choose.

» In thelL ocation field, enter the IP address of the interface you are using to manage the device, hostname,
or fully qualified domain name of the device. The default port is 443.

Important If you already have a SecureX or Cisco Threat Response (CTR) account, you will need to merge your
CDO tenant and SecureX/CTR account in order for your devices to be registered with SecureX. Your
accounts can be merged through the SecureX portal. See Merge Your CDO and SecureX Accounts
for instructions. Until your accounts are merged, you will not be able to see your device’s events in
SecureX or benefit from other SecureX features.

In the Database Updates area, the Immediately perform security updates, and enable recurring updates
is enabled by default. This option immediately triggers a security update as well as automatically schedules

the device to check for additional updates every Monday at 2AM. See Update FDM-Managed Device Security
Databases and Schedule a Security Database Update.
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Disabling this option does not affect any previously scheduled updates you may have configured through

FDM.
Click Next.
Step 7 Enter the device administrator's username and password and click Next.
Step 8 If there are pending changes on the device's Secure Firewall device manager, you will be notified and you

can revert the changes or log in to the manager and deploy the pending changes. If there are no pending
changes on Secure Firewall device manager, you will not see a prompt.

Step 9 (Optional) Add a label the device. See CDO Labels and Filtering for more information.

Onboard an FDM-Managed Device Running Software Version 6.4 or 6.5 Using a Registration Key

This procedure describes how to onboard an FDM-managed device using a registration key. This method is
the recommended way of onboarding the FDM-managed device to Cisco Defense Orchestrator and is beneficial
if your FDM-managed device is assigned an IP address using DHCP. If that IP address changes for some
reason, your FDM-managed device remains connected to CDO. Additionally, your FDM-managed device
can have an address on your local area network, and as long as it can access the outside network, it can be
onboarded to CDO using this method.

A

Warning  If you already have a SecureX or Cisco Threat Response (CTR) account, you will need to merge your CDO
tenant and SecureX/CTR account in order for your devices to be registered with SecureX. Until your accounts
are merged, you will not be able to see your device's events in SecureX or benefit from other SecureX features.
We strongly recommend merging your accounts before you create a CDO module in SecureX. Your accounts
can be merged through the SecureX portal. See Merge Accounts for instructions.

Before Onboarding

* For customers running version 6.4, this method of onboarding is only supported for the US region
(defenseorchestrator.com).

* For customers running version 6.4, and connecting to the EU region (defenseorchestrator.eu), they must
onboard their device using its Onboard an FDM-Managed Device Using Username, Password, and IP
Address.

+ Customers running version 6.5 or later, and connecting either to the US, EU, or APJC region
(apj.cdo.cisco.com) regions can use this method of onboarding.

* Review Connect CDO to your Managed Devices, on page 14 for the networking requirements needed
to connect CDO to yourFDM-managed device.

» Make sure your device is managed by Secure Firewall device manager, not Secure Firewall Management
Center.

* Devices running version 6.4 and 6.5 must not be registered with Cisco Smart Software Manager before
onboarding them with a registration key. You will need to unregister the smart licenses of those
FDM-managed devices before onboarding them to CDO. See "Unregistering a Smart-licensed Firewall
device manager" below.

* The device may be using a 90-day evaluation license.
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* Log in to the FDM-managed device and make sure that there are no pending changes waiting on the
device.

» Make sure DNS is configured properly on your FDM-managed device.
» Make sure the time services are configured properly on the FDM-managed device.

» Make sure the FDM-managed device shows the correct date and time otherwise the onboarding will fail.

What to do next
Do one of these two these things:

+ Unregsiter your FDM-managed device from Cisco Smart Software Manager if it is already smart-licensed.
You must unregister the device from Cisco Smart Software Manager before you onboard it to
CDO with a registration Key.Continue to Unregister a Smart-licensed FDM-Managed Device, on page
161.

* If your device is not already smart-licensed, continue to Procedure to Onboard an FDM-Managed Device
Running Software Version 6.4 or 6.5 Using a Registration Key, on page 162.

Unregister a Smart-licensed FDM-Managed Device

If the device you want to onboard is running version 6.4 or 6.5, and is already smart-licensed, the device is
likely to be registered with Cisco Smart Software Manager. You must unregister the device from Cisco
Smart Software Manager before you onboard it to CDO with a registration Key. When you unregister,
the base license and all optional licenses associated with the device, are freed in your virtual account.

After unregistering the device, the current configuration and policies on the device continue to work as-is,
but you cannot make or deploy any changes.

Procedure

Step 1 Log on to the device using the Secure Firewall device manager.

Step 2 Click the device icon in the upper tab.

alaln e Manacer o ==
cisco FothR R el DRCUTRS Monitoring Policies Objects Device: firepower
Step 3 In the Smart License area, click View Configuration.
Step 4 Click the Go to Cloud Services gear menu and select Unregister Device.
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Step 5

Last sync: 20 Sep 200 4:01 PM
Next sync: 29 Sep 202 411 PM

SUBSCRIPTION LICENSES INCLUDED

IPS

LiSABLE

Read the warning and click Unregister to unregister the device.

What to do next

If you unregistered your in order to onboard it to CDO, continue to Procedure to Onboard an FDM-Managed
Device Running Software Version 6.4 or 6.5 Using a Registration Key, on page 162

Procedure to Onboard an FDM-Managed Device Running Software Version 6.4 or 6.5 Using a Registration Key

Step 1

Step 2
Step 3

Step 4

To onboard an FDM-managed using a registration key, follow this procedure:

Before you begin
Review the prerequisites discussed in Onboard an FDM-Managed Device Running Software Version 6.4 or

6.5 Using a Registration Key, on page 160.

Procedure

Log in to CDO.

In the navigation pane, click Inventory and click the blue plus button to Onboard a device.
Click FTD.

Important When you attempt to onboard an FDM-managed device, Cisco Defense Orchestrator prompts you to
read and accept the Firepower Threat Defense End User License Agreement (EULA), which is a
one-time activity in your tenant. Once you accept this agreement, CDO doesn't prompt it again in
subsequent FDM-managed onboarding. If the EULA agreement changes in the future, you must accept
it again when prompted.

On the Onboard FTD Device screen, click Use Registration Key.
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
Step 11
Step 12

Step 13

Procedure to Onboard an FDM-Managed Device Running Software Version 6.4 or 6.5 Using a Registration Key .

Enter the device name in the Device Name field. This could be the hostname of the device or any other name
you choose.

In the Database Updates area, the Immediately perform security updates, and enable recurring updates
option is enabled by default. This option immediately triggers a security update as well as automatically
schedules the device to check for additional updates every Monday at 2AM. See Update FDM-Managed
Device Security Databases and Schedule a Security Database Update for more information.

Note Disabling this option does not affect any previously scheduled updates you may have configured
through Secure Firewall device manager.

In the Create Registration Key area, CDO generates a registration key.

Note If you move away from the onboarding screen after the key is generated and before the device is fully
onboarded, you will not be able to return to the onboarding screen; however, CDO creates a placeholder
for that device on the Inventory page. When you select the device's placeholder, you will be able to
see the key for that device in an action pane located to the right.

Click the Copy icon @ to copy the registration key.

Note  You can skip copying the registration key and click Next to complete the place holder entry for the
device and later, register the device. This option is useful when you're attempting to create the device
first and later register it or if you're a Cisco partner installing a Proof of Value (POV) device in a
customer network.

On the Inventory page, you will see that the device is now in the connectivity state, "Unprovisioned". Copy
the registration key appearing under Unprovisioned to Firewall device manager to complete the onboarding
process.

Log into the Secure Firewall device manager of the device you want to onboard to CDO.
In System Settings, click Cloud Services.

In the CDO tile, click Get Started.

In the Region field, select the Cisco cloud region that your tenant is assigned to:

* If you log in to defenseorchestrator.com, choose US.
* If you log in to defenseorchestrator.eu, choose EU.

* If you log in to apj.cdo.cisco.com, choose APJ.

Note This step is not applicable FDM-managed devices running version 6.4.

In the Registration Key field, paste the registration key that you generated in CDO.
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. Onboard an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key

Step 14
Step 15

Step 16

Cisco Defense Orchestrator

You can manage the device using Cisco Defense Orches With Cisco Defense

& e 3 o

CUSTOMER POLIGIES cLouD DEVICE

Registration Kay

Regio

il

Click Register and then Accept the Cisco Disclosure.
Return to CDO. Select all the licenses you want to apply to the device.

For more information, see Applying or Updating a Smart License. You can also click SKip to continue the
onboarding with a 90-day evaluation license.

Return to CDO, open the Inventory page and see that the device status progresses from "Unprovisioned" to
"Locating" to "Syncing" to "Synced."

Onboard an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key

This procedure describes how to onboard an FDM-managed device running Version 6.6+ using a registration
key. This method is the recommended way of onboarding the FDM-managed device to Cisco Defense
Orchestrator and is beneficial if your FDM-managed device is assigned an IP address using DHCP. If that IP
address changes for some reason, your FDM-managed device remains connected to CDO. Additionally, your
FDM-managed device can have an address on your local area network, and as long as it can access the outside
network, it can be onboarded to CDO using this method.

A

Warning

can be merged through the SecureX portal. See Merge Accounts for instructions.

If you already have a SecureX or Cisco Threat Response (CTR) account, you will need to merge your CDO
tenant and SecureX/CTR account in order for your devices to be registered with SecureX. Until your accounts
are merged, you will not be able to see your device's events in SecureX or benefit from other SecureX features.
We strongly recommend merging your accounts before you create a CDO module in SecureX. Your accounts

If you want to onboard an FDM-managed device running version 6.4 or 6.5, see Onboard an FDM-Managed
Device Running Software Version 6.4 or 6.5 Using a Registration Key.
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Before Onboarding

* This method of onboarding is currently available for version 6.6+ and to customers connecting to
defenseorchestrator.com, defenseorchestrator.eu, and apj.cdo.cisco.com.

* Review Connect CDO to your Managed Devices, on page 14 for the networking requirements needed
to connect CDO to your FDM-managed device.

» Make sure your device is managed by Secure Firewall device manager, not Secure Firewall Management
Center.

* The device can be using a 90-day evaluation license or it can be smart-licensed. Devices running version
6.6+ can be onboarded to CDO using a registration key without unregistering any installed smart licenses.

* The device cannot already be registered with Cisco Cloud Services. See "Unregistering an FDM-Managed
Device from Cisco Cloud Services" below before onboarding.

* Log in to the device's Secure Firewall device manager UI and make sure that there are no pending changes
waiting on the device.

» Make sure DNS is configured properly on your FDM-managed device.
» Make sure the time services are configured on the FDM-managed device.

» Make sure the FDM-managed device shows the correct date and time otherwise the onboarding will fail.

What to do next:
Do one of these things:

* If your FDM-managed device running verison 6.6+ is already registered with Cisco Cloud Services, you
need to unregister the device before onboarding it. Continue to Unregistering an FDM-Managed Device
from Cisco Cloud Services, on page 165.

* If your device is not registered to Cisco Cloud Services, continue to Procedure to Onboad an
FDM-Managed Device Running Software Version 6.6+ Using a Registration Key, on page 166.

Unregistering an FDM-Managed Device from Cisco Cloud Services

The following procedure is how to unregister the device from Cisco Cloud Services. Use this method before
you onboard and FDM-managed device to CDO with a registration key.

\)

Note Ifyou onboard a virtual FDM-managed device running version 7.0 or later, registering the virtual FDM-managed
device to CDO automatically resets the performance-tiered Smart Licensing selection to Variable, which is

the default tier. You must manually re-select the tier that matches the license associated with the device
through the Secure Firewall device manager UI after onboarding.

Use this procedure to check and make sure it is not registered to Cisco Cloud Services:

Procedure

Step 1 Log on to the device using Secure Firewall device manager.
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Step 2

Step 3
Step 4

Step 5

Click the device icon in the upper tab.

il = . . i i ==
Firepower Device Manager = i 5 TS
CISCcO ! ’ Monitoring Paolicies Objects Device: firepower

Expand the System Settings menu and then click Cloud Services.
In the Cloud Services page, click the gear menu and select Unregister Cloud Services.

Last sync: 79 Sep 203 4:01 PN
Next sync: 29 Sep 202 411 PM

SUBSCRIPTION LICENSES INCLUDED

IPS

LiSABLE

Read the warning and click Unregister to unregister the device.

What to do next

If you are trying to onboard a FDM-managed device running version 6.6 or later, continue to Procedure to
Onboad an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key, on page 166.

Procedure to Onboad an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key

Step 1

Step 2
Step 3

To onboard an FDM-managed device using a registration key, follow this procedure:

Procedure

Log in to CDO.

In the left pane, click Inventory and click the blue plus button to Onboard a device.
Click FTD.

Important When you attempt to onboard the FDM-managed device, Cisco Defense Orchestrator prompts you to
read and accept the End User License Agreement (EULA), which is a one-time activity in your tenant.
Once you accept this agreement, CDO doesn't prompt it again in subsequent onboarding. If the EULA
agreement changes in the future, you must accept it again when prompted.
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Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10
Step 11

Step 12

Procedure to Onboad an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key .

On the Onboard FTD Device screen, click Use Registration Key.

Enter the device name in the Device Name field. This could be the hostname of the device or any other name
you choose.

In the Database Updates area, the Immediately perform security updates, and enable recurring updates
is enabled by default. This option immediately triggers a security update as well as automatically schedules

the device to check for additional updates every Monday at 2AM. See Update FDM-Managed Device Security
Databases and Schedule a Security Database Update for more information.

Note Disabling this option does not affect any previously scheduled updates you may have configured
through Secure Firewall device manager.

In the Create Registration Key step, CDO generates a registration key.

Note If you move away from the onboarding screen after the key is generated and before the device is fully
onboarded, you will not be able to return to the onboarding screen; however, CDO creates a placeholder
for that device on the Inventory page. When you select the device's placeholder, you will be able to
see the key for that device, on that page.

Click the Copy icon @ to copy the registration key.

Note You can skip copying the registration key and click Next to complete the place holder entry for the
device and later, register the device. This option is useful when you're attempting to create the device
first and register it later, or if you're a Cisco partner installing a Proof of Value (POV) device in a
customer network.

On the Inventory page, you will see that the device is now in the connectivity state, "Unprovisioned". Copy
the registration key appearing under Unprovisionedto Firewall device manager to complete the onboarding
process.

Log into the Secure Firewall device manager of the device you are onboarding.
Under System Settings, click Cloud Services.
In the Region field, select the Cisco cloud region that your tenant is assigned to:

* If you log in to defenseorchestrator.com, choose US.
* If you log in to defenseorchestrator.eu, choose EU.

* If you log in to apj.cdo.cisco.com, choose APJ.

In the Enrollment Type area, click Security Account .

Note For devices running version 6.6, note that the Tenancy tab for CDO is titled Security Account and
you must manually enable CDO in Secure Firewall device manager.

Managing FDM Devices with Cisco Defense Orchestrator .
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Step 13
Step 14

Step 15
Step 16

Step 17
Step 18
Step 19
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In the Registration Key field, paste the registration key that you generated in CDO.

For devices running version 6.7 or later in the Service Enrollment area, check Enable Cisco Defense
Orchestrator.

Review the information about the Cisco Success Network Enrollment. If you do not want to participate,
uncheck the Enroll Cisco Success Network checkbox.

Click Register and then Accept the Cisco Disclosure. Secure Firewall device manager sends the registration
request to CDO.

Return to CDO, in the Create Registration Key area, click Next.
Select all licenses you want to apply to the device. Click Next.

Return to CDO, open the Inventory page and see that the device status progresses from "Unprovisioned" to
"Locating" to "Syncing" to "Synced."

Onboard an FDM-Managed Device using the Device's Serial Number

This procedure is a simplified method of setting up and onboarding the FDM-managed devices to Cisco
Defense Orchestrator. All you need is the chassis serial number or PCA serial number of the device. You can
apply a smart license or use a 90-day evaluation license when onboarding the device.

Ensure that you read through the use cases to understand the concepts before you perform the Workflow and
Prerequisites to Onboard the FDM-Managed Device Using Zero-Touch Provisioning.

| o

Important

higher.

These methods of onboarding FDM-managed devices are only available for devices running version 6.7 or
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Workflow and Prerequisites to Onboard the FDM-Managed Device Using Zero-Touch Provisioning .

Use Cases

* Onboard an FDM-Managed Device using the Device's Serial Number, on page 168: Onboarding a new
factory-shipped FDM-managed device that is added to a network and reached from the Internet. The
initial device setup wizard is not complete on the device.

* Onboard a Configured FDM-Managed Device using the Device's Serial Number, on page 176: Onboarding
an already configured FDM-managed device or an upgraded device that is already added to a network
and reached from the Internet. The initial device setup wizard is complete on the device.

| A

Important

upgrade.

If you want to use this method to onboard a device running on an older software version that is supported for
your device, you need to perform a fresh installation (reimage) of the software on that device instead of an

Related Information:

* Terminologies and Definitions used in Zero-Touch Provisioning

* Troubleshoot FDM-Managed Device Onboarding Using Serial Number

Workflow and Prerequisites to Onboard the FDM-Managed Device Using Zero-Touch Provisioning

Zero-Touch Provisioning is a feature that allows a new factory-shipped Firepower 1000, Firepower 2100, or
Secure Firewall 3100 series device to be provisioned and configured automatically, eliminating most of the
manual tasks involved with onboarding the device to CDO. The zero-touch provisioning is intended for remote
offices or other locations where your employees are less experienced working with networking devices.

To use the zero-touch provisioning process, you must onboard the device to CDO, connect it to a network
that can reach the internet, and power on the device. See Onboard a Configured FDM-Managed Device using
the Device's Serial Number, on page 176 for more information.

\}

Note

onboard the device in CDO, the device is associated with your CDO tenant in the Cisco cloud and CDO
automatically syncs the device configuration.

You can power-on the device before or after onboarding it to CDO. We recommend that you onboard the
device to CDO first and power-on the device and connect it to your branch network second. When you

You can also use this procedure to onboard a device purchased from an external vendor or onboard a device
already managed by another cloud tenant in a different region. However, if the device is already registered to
the external vendor's cloud tenant or a cloud tenant in a different region, CDO doesn't onboard the device but
displays the "Device serial number already claimed" error message. In such cases, the CDO admin must
unregister the device's serial number from its previous cloud tenant and then claim the CDO device in their
own tenant. See Device Serial Number Already Claimed in the troubleshooting chapter.

The device Connectivity status changes to "Online" and the Configuration status changes to "Synced". The
FDM-managed device is onboarded to CDO.

You can see the Status LED (Firepower 1010), SYS LED (Firepower 2100), or S LED Secure Firewall 3100)
flashing green on the rear panel of the hardware. The device LED continues to flash in green when it's connected
to the cloud. If the device can't connect to the Cisco cloud or loses its connectivity after being connected, you

Managing FDM Devices with Cisco Defense Orchestrator .
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can see the Status LED (Firepower 1010), SYS LED (Firepower 2100), or M LED (Secure Firewall 3100)
flashing alternate green and amber.

See this video: Installing Your Cisco Firepower Firewall Using Zero-Touch Provisioning video to understand
the LED indicators.

| o

Important  If you have logged into the FDM-managed device console, SSH, or Secure Firewall Threat Defense, you
would have changed the device's password during your first login. You can still use the zero-touch provisioning
process for onboarding the device using CDO. After you log into Secure Firewall Threat Defense, ensure that
you do not complete the device setup wizard step that configures the outside interface. If you complete this
step, the device is unregistered from the cloud, and you cannot use the zero-touch provisioning process.

When you log into Secure Firewall Threat Defense, you will see the following screen on the dashboard.

[~}

@ Cloud Management: This device has connectivit
To y device ir I

BLB.
Management
Manager, please comple

Connect firewall to Internet

Block all other traffic

The default action blocks all other

traffic

NEXT Don't have .n:._-. net connection?

Without proceeding further on the Secure Firewall Threat Defense UI, go to the serial number onboarding
wizard and onboard the device. Here, you must select Default Password Changed because the device password
has already been changed.

Prerequisites

Software and Hardware Requirements

The FDM-managed devices must be running software that supports serial-number-onboarding. Use the
following table as a guide:

. Managing FDM Devices with Cisco Defense Orchestrator
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Table 7: Hardward and Software Support

Firewall Model Numbers that Supported Firewall Software Software Package
Support Zero-Touch Provisioning | Version

Firepower 1000 series device 6.7 or later SF-F1K-TDx.x-K9
models: 1010, 1120, 1140, 1150

Firepower 2100 series device 6.7 or later SF-F2K-TDx.x-K9
models: 2110, 2120, 2130, 2140

Secure Firewall 3100 series device | 7.1 or later SF-F3K-TDx.x-K9
models: 3110, 3120, 3130, 3140

Confirm the management platforms are running the correct version.

Table 8: Support FTD Manager Versions

Manager Supported
Version
Secure Firewall Device Manager 7.0 or later
On-Prem Firewall Management Center 7.2 or later
Cloud-delivered Firewall Management Center | Not applicable

Configuration Prerequisites for Hardware Installation

« The network at the branch office cannot use the 192.168.1.0/24 address space. The network on
Ethernet 1/1 (outside) cannot use the 192.168.1.0/24 address space. The default IP address of the Ethernet
1/2 "inside" interface on the 1000 and 2100 series devices running FDM 6.7 is 192.168.1.1 may conflict
with the DHCP address allocated by your WAN modem if it's on that subnet.

« inside - Ethernet 1/2, IP address 192.168.1.1

« outside - Ethernet 1/1, IP address from DHCP or an address you specify during setup

Managing FDM Devices with Cisco Defense Orchestrator .
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If you are unable to change the outside interface settings, use Secure Firewall device manager to change
the subnet on the Ethernet 1/2 "inside" interface settings to avoid conflict. For example, you could change
to the following subnet settings:

* [P Address: 192.168.95.1
* DHCP server range: 192.168.95.5-192.168.95.254

To learn about the steps for configuring the physical interface, see the "Secure Firewall Device Manager
Configuration Guide". In the "Interfaces" chapter, see the "Configure a Physical Interface" section.

 The threat defense device must be installed and connected to the Cisco Cloud.

* The outside or management interface of the device must be connected to a network providing DHCP
addressing. Typically, the device has a default DHCP client on the outside or management interface.

N

Note If the management interface is connected to a network having a DHCP server, it
takes precedence over the outside interface for Linux stack initiated traffic.

* Your outside or management interface needs to access to be able to access the following Security Services
Exchange domains for the serial onboarding method.

* Australia Region
* api.aus.sse.itd.cisco.com
* est.sco.cisco.com (common across geographies)

» mx*.aus.sse.itd.cisco.com (currently only mx01.aus.sse.itd.cisco.com)
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* dex.aus.sse.itd.cisco.com (for customer success)
* eventing-ingest.aus.sse.itd.cisco.com (for CTR and CDO)

* registration.aus.sse.itd.cisco.com (allows for device registration to the regional Cisco cloud)

* APJ Region
* api.apj.sse.itd.cisco.com
* est.sco.cisco.com (common across geographies)
» mx*.apj.sse.itd.cisco.com (currently only mx01.apj.sse.itd.cisco.com)
* dex.apj.sse.itd.cisco.com (for customer success)
* eventing-ingest.apj.sse.itd.cisco.com (for CTR and CDO)

* http://registration.apj.sse.itd.cisco.com (allows for device registration to the regional Cisco
cloud)

* EU Region
* api.eu.sse.itd.cisco.com
* est.sco.cisco.com (common across geographies)
» mx*.eu.sse.itd.cisco.com (currently only mx01.eu.sse.itd.cisco.com)
* dex.eu.sse.itd.cisco.com (for customer success)
* eventing-ingest.eu.sse.itd.cisco.com (for CTR and CDO)

* registration.eu.sse.itd.cisco.com (allows for device registration to the regional Cisco cloud)

* India Region
* api.in.sse.itd.cisco.com
* est.sco.cisco.com (common across geographies)
* mx*.in.sse.itd.cisco.com (currently only mx01.in.sse.itd.cisco.com)
* dex.in.sse.itd.cisco.com (for customer success)
* eventing-ingest.in.sse.itd.cisco.com (for CTR and CDO)

* registration.in.sse.itd.cisco.com (allows for device registration to the regional Cisco cloud)

» US Region
* api-sse.cisco.com
* est.sco.cisco.com (common across geographies)
» mx*.sse.itd.cisco.com (currently only mx01.sse.itd.cisco.com)
* dex.sse.itd.cisco.com (for customer success)

* eventing-ingest.sse.itd.cisco.com (for CTR and CDO)
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. Onboard a Secure Firewall Threat Defense Device With Zero-Touch Provisioning

* registration.us.sse.itd.cisco.com (allows for device registration to the regional Cisco cloud)

* The outside interface of the device must have DNS access to Cisco Umbrella DNS.

Before Claiming the Device in CDO

Before claiming the device in CDO, make sure that you have the following information:

* Chassis serial number or PCA number of the threat defense device. You can find this information on the
bottom of the hardware chassis or on the carton box in which your device is delivered. In the following
example picture, you can see the serial number "*******X()R9" on the bottom of the Firepower 1010
chassis.
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* The default password of the device.

» A smart license generated from Cisco Smart Software Manager for using the additional capabilities.
However, you can complete the device onboarding using a 90-day evaluation license and later apply the
smart license.

Onboard a Secure Firewall Threat Defense Device With Zero-Touch Provisioning

A

Caution  When the device is being onboarded in CDO, we recommend that you not perform the device easy setup using
the Secure Firewall device manager. This causes provisional error in CDO.

Before you begin

* The threat defense device must not be prevously or currently managed by Firewall Device Manager or
Management Center. If the device is currently managed by a platform, see Onboard a Configured
FDM-Managed Device using the Device's Serial Number, on page 176.
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Onboard a Secure Firewall Threat Defense Device With Zero-Touch Provisioning .

* If you onboard a device with the intention of managing it with an on-prem management center, the
on-prem management center must be running version 7.4 and later.

Procedure

If you are onboarding a device purchased from an external vendor, you must reimage the device first. For
more information, see the "Reimage Procedures" chapter of the Cisco FXOS Troubleshooting Guide.

Log in to CDO.

In the navigation pane, click Inventory and click the blue plus button to Onboard a device.
Click the FTD tile.

Important When you attempt to onboard a device, CDO prompts you to read and accept the End User License
Agreement (EULA), which is a one-time activity in your tenant. Once you accept this agreement,
CDO doesn't prompt it again in subsequent onboarding. If the EULA agreement changes in the future,
you must accept it again when prompted.

On the Onboard FTD Device screen, click Use Serial Number.

In the Select FMC step, use the drop-down menu to select an on-prem management center that has already
been onboarded to CDO. Click Next.

The on-prem management center must be running version 7.4 or higher. If you do not have an on-prem
management center onboarded, click +Onboard On-Prem FMC for the onboarding wizard.

In the Connection step, enter the device's serial number and device name. Click Next.

For zero-touch provisioning, the device must be brand new, or has been reimaged. For the Password Reset,
be sure to select Yes, this new device has never been logged into or configured for a manager. Enter a
new password and confirm the new password for the device, then click Next.

For Policy Assignment, use the drop-down menu to select a access control policy to be deployed once the
device is onboarded. If you do not have a customized policy, CDO auto-selects the default access control
policy. Click Next.

Select all licenses you want to apply to the device. Click Next.
(Optional) Add labels to the device. CDO applies these labels once the device successfully onboards.

What to do next

CDO starts claiming the device, and you will see the Claiming message on the right. CDO continuously polls
for an hour to determine if the device is online and registered to the cloud. Once it's registered to the cloud,
CDO starts the initial provisioning and onboards the device successfully. The device registration can be
confirmed when the LED status flashes green on the device. If the device can't connect to the Cisco cloud or
lose its connectivity after being connected, you can see the Status LED (Firepower 1000) or SYS LED
(Firepower 2100) flashing alternate green and amber.

If the device is still not registered to the cloud within the first one hour, a time-out occurs, and now CDO polls
periodically for every 10 minutes to determine the device status and remain in Claiming state. When the
device is turned on and connected to the cloud, you don't have to wait for 10 minutes to know its onboarding
status. You can click the Check Status link anytime to see the status. CDO starts the initial provisioning and
onboards the device successfully.

Managing FDM Devices with Cisco Defense Orchestrator .
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Important  Suppose you have already completed the device setup wizard (see Onboard a Configured FDM-Managed
Device using the Device's Serial Number), the device is unregistered from the cloud, and in this case, CDO
remains in Claiming state. You need to complete manual registration from Secure Firewall device manager
to add it to CDO. (In Secure Firewall device manager, go to System Settings > Cloud Services and select
the Auto-enroll with Tenancy from Cisco Defense Orchestrator option and click Register). Then, click
Check Status.

Onboard a Configured FDM-Managed Device using the Device's Serial Number

This procedure is for devices that have already been configured for local management. Because the device
setup wizard is completed on an already configured FDM-managed device, the device is unregistered from
the cloud, and you can't onboard such devices to CDO using the zero-touch provisioning process.

If you device is brand new and has never been managed or configured, you can onboard the device with
zero-touch provisioning. See Onboard a Secure Firewall Threat Defense Device With Zero-Touch Provisioning,
on page 174 for more information.

\}

Note When the device is not connected to the Cisco cloud, you can see the Status LED (Firepower 1000), SYS
LED (Firepower 2100), or M LED (Secure Firewall 3100) flashing alternate green and amber.

You may have completed the device setup wizard to perform the following tasks:

* The device must be running version 6.7 or later.

* Configure a static IP address on the management interface of the device. If the interfaces cannot obtain
the necessary dynamic IP address, or the DHCP server does not provide the gateway route, you need to
configure a static [P address.

* Obtain an address using PPPoE and configure the outside interface.

» Manage the device running version 6.7 or later device using Secure Firewall device manager or Secure
Firewall Management Center.

* You have an active SecureX account. If you do not have a SecureX account, see SecureX and CDO for
more information.

* Your CDO and SecureX account are merged. See Link Your Cisco Defense Orchestrator and SecureX
or Cisco XDR Tenant Accounts for more information.

| &

Important  You can switch the manager of a Secure Firewall Threat Defense device from Secure Firewall device manager
to Secure Firewall Management Center, or the other way. Perform the steps explained in the Switching
Between Local and Remote Management section of the "System Management" chapter of the Cisco Firepower
Threat Defense Configuration Guide for Firepower Device Manager for the version the device runs.

If you want to onboard devices, perform the following:
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Onboard an FDM-Managed High Availability Pair .

Procedure

Review the prerequisites for onboarding here Workflow and Prerequisites to Onboard the FDM-Managed
Device Using Zero-Touch Provisioning.

In the Secure Firewall device manager Ul, navigate to System Settings > Cloud Services and select the
Auto-enroll with Tenancy from Cisco Defense Orchestrator option and click Register.

Log in to CDO.

In the navigation pane, click Inventory and click the blue plus button to Onboard a device.

Click the FTD tile.

On the Onboard FTD Device screen, click Use Serial Number.

In the Select FMC step, use the drop-down menu to select an on-prem management center that has already
been onboarded to CDO. Click Next.

The on-prem management center must be running version 7.4 or higher. If you do not have an on-prem
management center onboarded, click +Onboard On-Prem FMC for the onboarding wizard.

In the Connection step, enter the device's serial number and device name. Click Next.

If the device is not brand new and has already been configured for management, select Yes, this new device
has never been logged into or configured for a manager for the Password Reset. Click Next.

For Policy Assignment, use the drop-down menu to select a access control policy to be deployed once the
device is onboarded. If you do not have a customized policy, CDO auto-selects the default access control
policy. Click Next.

Select all licenses you want to apply to the device. Click Next.

CDO changes the device Connectivity status changes to "Online" and the Configuration status changes to
the "Synced" state. The FDM-managed device is onboarded to CDO. You can see the Status LED (Firepower
1000), SYS LED (Firepower 2100), or M LED flashing green on the rear panel of the hardware. The device
LED continues to flash in green when it's connected to Cisco Cloud. If the device can't connect to the Cisco
cloud or loses its connectivity after being connected, you can see the same status LED flash alternate green
and amber.

Related Information:

* Terminologies and Definitions used in Zero-Touch Provisioning

Onboard an FDM-Managed High Availability Pair

To onboard an Secure Firewall Threat Defense HA pair to CDO, you must onboard each device of the pair
individually. Once both peers of the pair are onboarded CDO automatically combines them as a single entry
in the Inventory page. Onboard the devices using either the device login credentials or a registration key. We
recommend onboarding both devices with the same method. Also be aware that if you onboard a device that
is in standby mode first, CDO disables the ability to deploy or read from that device. You can only read or
deploy to the active device within an HA pair.
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Note CDO strongly recommends onboarding devices with a registration key. Onboarding with a registration key
is slightly different for Threat Defense devices running specific versions. See Onboard an FDM-Managed
HA Pair Running Version 6.4 or Version 6.5, on page 178 and Onboard an FDM-Managed HA Pair Running
Threat Defense Version 6.6 or Version 6.7 and later, on page 180 for more information.

Before you onboard an Threat Defense HA pair to CDO, review the following:

* Your HA pair is already formed prior to onboarding to CDO.

* Both devices are in a healthy state. The pair could be either primary/active and secondary/standby or
primary/standby and secondary/active modes. Unhealthy devices will not successfully sync to CDO.

* Your HA pair is managed by Secure Firewall device manager, not Secure Firewall Management Center.

* Your cloud connector connects to CDO at https://www.defenseorchestrator.com.

Onboard an FDM-Managed High Availablity Pair with a Registration Key

Be aware of the following prerequisites before you onboard an FDM-managed High Availability (HA) pair
with a registration key:

* Onboarding devices that are running version 6.4 with a registration key is only supported for the US
region (defenseorchestrator.com). To connect to the EU region (defenseorchestrator.eu), they must
onboard their HA pair with username, password, and IP address.

* Customers running version 6.5 or later, and connecting either to the US, EU, or APJ regions can use this
method of onboarding.

* Devices running version 6.4 and 6.5 must not be registered with Cisco Smart Software Manager before
onboarding them with a registration key. You will need to unregister the smart licenses of those
FDM-managed devices before onboarding them to CDO. See Unregister a Smart-licensed FDM-Managed
Device, on page 161 for more information.

Onboard an FDM-Managed HA Pair Running Version 6.4 or Version 6.5

To onboard an FDM-managed HA pair running software version 6.4 or 6.5, you must onboard the devices
one at a time. It does not matter if you onboard the active or standby, the primary or secondary device.

\}

Note If you onboard either device of an HA pair with a registration key, you must onboard the other peer device
in the same method.

Use the following steps for onboard an HA pair running Version 6.4 or 6.5:

Procedure

Step 1 Onboard a peer device. See Onboard an FDM-Managed Device Running Software Version 6.4 or 6.5 Using
a Registration Key to onboard the first device within the pair.

Step 2 In the navigation pane, click Inventory.
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Onboard an FDM-Managed HA Pair Running Version 6.4 or Version 6.5 .

Click the Devices tab to locate your device.

Click the FTD tab. Once the device is synced, select the device so it is highlighted. In the action pane located
directly below Device Details, click Onboard Device.

Enter the HA Peer Device Name for the peer device that has already been onboarded. Click Next.
If you provided a smart license for the first device, CDO repopulates that license so you can use it for
onboarding this current device. Click Next.

Note If you unregistered your device's Smart License to onboard your FDM-managed device, this is where
you re-apply the smart license.

CDO automatically generates that registration key for the device you are preparing to onboarding. Click the
Copy icon # to copy the registration key.

Log into the Secure Firewall device manager Ul of the device you are onboarding.
In System Settings, click Cloud Services.

In the CDO tile, click Get Started.

In the Registration Key field, paste the registration key that you generated in CDO.

Cisco Defense Orchestrator

How cloud management works
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In the Region field, select the Cisco cloud region that your tenant is assigned to:

* If you log in to apj.cdo.cisco.com, choose APJ.

* If you log in to aus.cdo.cisco.com, choose Australia.
* If you log in to defenseorchestrator.eu, choose EU.

* If you log in to in.cdo.cisco.com, choose India.

* If you log in to defenseorchestrator.com, choose US.
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. Onboard an FDM-Managed HA Pair Running Threat Defense Version 6.6 or Version 6.7 and later

Step 13
Step 14
Step 15

Note This step is not applicable to the FDM-managed device running on version 6.4.

Click Register and then Accept the Cisco Disclosure.
Return to CDO and, in the Create Registration Key area, click Next.

Click Go to Inventory. CDO automatically onboards the device and combines them as a single entry. Similar
to the first peer device you onboard, the device status changes from "Unprovisioned" to "Locating" to "Syncing"
to "Synced."

Onboard an FDM-Managed HA Pair Running Threat Defense Version 6.6 or Version 6.7 and later

Step 1

Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8
Step 9
Step 10

To onboard an FDM-managed HA pair running threat defense version 6.6 or 6.7, you must onboard the device
one at a time. It does not matter if you onboard the active or standby, the primary or secondary device.

\)

Note If you onboard either device of an HA pair with a registration key, you must onboard the other peer device

in the same method.

Use the following steps for onboard an HA pair running version 6.6 or 6.7:

Procedure

Onboard a peer device. See Onboard an FDM-Managed Device Running Software Version 6.6+ Using a
Registration Key for more information.

In the navigation pane, click Inventory.
Click the Devices tab to locate your device.

Click the FTD tab. Once the device is synced, select the device so it is highlighted. In the action pane located
directly below Device Details, click Onboard Device.

Enter the HA Peer Device Name for the peer device that has already been onboarded. Click Next.

If you provided a smart license for the first device, CDO repopulates that license so you can use it for
onboarding this current device. Click Next.

CDO automatically generates that registration key for the device you are preparing to onboarding. Click the
Copy icon # to copy the registration key.

Log into the Secure Firewall device manager Ul of the device you want to onboard to CDO.
Under System Settings, click Cloud Services.
In the Enrollment Type area, click Security/CDO Account.
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Note For devices running version 6.6, note that the Tenancy tab for CDO is titled Security Account and
you must manually enable CDO in the Secure Firewall device manager Ul

Smart Licensing

Region

US Region v

Registration Key

Service Enroliment

Cisco Defense Orchestrator

-0 Defense Orchestrator is a clo
5. Selact this option if you want

Enable Cisco Defense Orchestratar

Cisco Success Network

Step 11 In the Region field, select the Cisco cloud region that your tenant is assigned to:
* If you log in to apj.cdo.cisco.com, choose APJ.
* If you log in to aus.cdo.cisco.com, choose Australia.
* If you log in to defenseorchestrator.cu, choose EU.
* If you log in to in.cdo.cisco.com, choose India.

* If you log in to defenseorchestrator.com, choose US.

Step 12 In the Registration Key field, paste the registration key that you generated in CDO.

Step 13 For devices running version 6.7 or later in the Service Enrollment area, check Enable Cisco Defense
Orchestrator.

Step 14 Review the information about the Cisco Success Network Enrollment. If you do not want to participate,
uncheck the Enroll Cisco Success Network check box.

Step 15 Click Register and then Accept the Cisco Disclosure. FDM sends the registration request to CDO.

Step 16 Return to CDO, in the Create Registration Key area, click Next.

Step 17 In the Smart License area, you can apply a smart license to the FDM-managed device and click Nextor you

can click SKip to continue the onboarding with a 90-day evaluation license or if the device is already
smart-licensed. For more information, see Updating an Existing Smart License of an FDM-Managed Device.
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. Onboard an FDM-Managed High Availability Pair

Note Ifyour device is running version 6.6, you need to manually enable communication to CDO. From the
device's FDM-managed Ul, navigate to System Settings > Cloud Services and, in the Cisco Defense
Orchestrator tile, click Enable.

Device Summary

Cloud Services

Enrollment Type: Security/CDO Account Tenancy: 1 Tenant
Region: US Region

3 Disabled

Step 18 Return to CDO, click Go to Inventory. CDO automatically onboards the device and combines them as a
single entry. Similar to the first peer device you onboard, the device status changes from "Unprovisioned" to
"Locating" to "Syncing" to "Synced."

Onboard an FDM-Managed High Availability Pair

\}

Note Whichever method you onboard the first device of an HA pair with, you must onboard the other peer device
in the same method.

To onboard an FDM-managed HA pair that has been created outside of CDO, follow this procedure:

Procedure

Step 1 Onboard one of the peer devices within the HA pair. Onboard the device with its Onboard an FDM-Managed
Device Using Username, Password, and IP Address, Procedure to Onboad an FDM-Managed Device Running
Software Version 6.6+ Using a Registration Key, or Onboard a Configured FDM-Managed Device using the
Device's Serial Number.

Step 2 Once the device is synced, in the Inventory page, click the Devicestab.

Step 3 Click the FTD tab.

Step 4 Select the device. In the action pane located directly below Device Details, click Onboard Device.
Step 5 In the pop-up window, enter the HA peer's device name and location.
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Step 6 Click Onboard Device. Once both devices are successfully synced to CDO, the HA pair is displayed as a
single entity in the Inventory page.

Onboard an FTD Cluster

Onboard a Clustered Secure Firewall Threat Defense Device

Onboard a threat defense device that has already been clustered with the following procedure:

Before you begin
The following devices support clustering:

* Secure Firewall 3100 devices
* Firepower 4100 devices
* Firepower 9300 devices

* Threat Defense Virtual device (AWS, Azure, VMware, KVM, GCP)

Note the following limitations for clustered devices:
* Devices must be running at least version 6.4.
* Devices must be managed by a physical or virtual Secure Firewall Management Center.
* Firepower 4100 and Firepower 9300 devices must be clustered through the device's chassis manager.

* Secure Firewall 3100 devices, KVM, and VMware environments must be clustered through the Secure
Firewall Management Center UI.

» Azure, AWS, and GCP environment clusters must be created through their own environment and
onboarded to Secure Firewall Management Center.

Procedure
Step 1 Log in to CDO.
Step 2 In the navigation pane, click Inventory and click the blue plus button &8 to Onboard a device.
Step 3 Click FTD.
Step 4 Under Management Mode, be sure FTD is selected.

By selecting FTD, you are retaining Secure Firewall Management Center as the managing platform. If you
select FDM, this switches the manager from Secure Firewall Management Center to a local manager such as
the Firewall Device Manager or cloud-delivered Firewall Management Center. Note that Switching managers
resets all existing policy configurations except for interface configurations and you must re-configure policies
after you onboard the device.

Step 5 On the Onboard FTD Device screen, click Use CLI Registration Key.
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Step 6 Enter the device name in the Device Name field. This could be the hostname of the device or any other name
you choose.

Step 7 In the Policy Assignment step, use the drop-down menu to select an access control policy to deploy once the
device is onboarded. If you have no policies configured, select the Default Access Control Policy.

Step 8 Specify whether the device you are onboarding is a physical or virtual device. If you are onboarding a virtual
device, you must select the device's performance tier from the drop-down menu.

Step 9 Select the essentials licenses you want applied to the device. Click Next.

Step 10 CDO generates a command with the registration key. Paste the entire registration key as is into the device's
CLL

Step 11 The device starts to onboard. As an optional step, you can add labels to your device to help sort and filter the

Inventory page. Enter a label and select the blue plus button. .

What to do next

Once the device is sychronized, CDO automatically detects that the device is clustered. From here, select the
device you just onboarded from the Inventory page and select any of the options listed under the Management
pane located to the right. We strongly recommend the following actions:

* If you did not already, create a custom access control policy to customize the security for your environment.
See FDM-Managed Access Control Policy, on page 318 for more information.

* Enable Cisco Security Analytics and Logging (SAL) to view events in the CDO dashboard or register
the device to an Secure Firewall Management Center for security analytics.

Applying or Updating a Smart License

Applying a New Smart License to an FDM-Managed Device
Perform one of the following procedures to Smart License the FDM-managed device:

* Smart license an FDM-managed device when onboarding using a registration key.

* Smart license an FDM-managed device after onboarding the device using a registration key or the
administrator's credentials.

\)

Note The FDM-managed device may be using a 90-day evaluation license, or the license could be unregistered.

Smart-License an FDM-Managed Device When Onboarding Using a Registration Key

Procedure

Step 1 Log on to the Cisco Smart Software Manager and generate a new Smart License key. Copy the newly generated
key. You can watch the Generate Smart Licensing video for more information.
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Step 2

Step 3

Step 4
Step 5

Smart-License an FDM-Managed Device When Onboarding Using a Registration Key .

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory

Virtual Account:

General

Virtual Account
Description

Default Virtual Account

Convert to Smart Licensing ~ Reports

Product In:

Preferences

Event Log

Example Co
Licenses for US Ragion

No

Product Instance Registration Tokens

The registration tokens below can be u:

New Token...

1 o register new product

Token Expiration Date Uses

MTUZMmRIY2ZMEYjhY. B 2021-Jul-30 19:43:22 (in 305... 120of 30

NDFhZGRINMMIOT. k.. Expired

instances to this virtua

On-Prem Accounts  Activity

Export-Controlled
Allowed coo

Allowed

Description

Example Co admin@example,com -

Feedback Support Help

& Msijor Minor  Hide Alerts
Created By Actions

admint Actions =

admin2 Actions =

Begin onboarding an FDM-managed device using a registration key. For more information, see Onboard an
FDM-Managed Device Running Software Version 6.6+ Using a Registration Key or Onboard an FDM-Managed

Device Running Software Version 6.4 or 6.5 Using a Registration Key.

In step 4 of the onboarding wizard, in the Smart License here box, paste the Smart License in the Activate

field and click Next.

Please indicate if this FTD is physical or virtual:

@ Physical FTD Device
O virtual FTD Device

License Type

Includes

(O carrier (7.3+ FTDs only)

O s

[0 Malware Defense

O uRL

Next

Click Go to Inventory page.
Click the FTD tab and see the progress of the onboarding process. The device starts synchronizing and applies

the Smart License.

Base Firewall Capabilities

GTP/GFRS, Diameter, SCTP,
M3UA

% Intrusion Policy
Ce File Palicy

URL Reputation

RA VPN

Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

Mote: All virtual FTDs require performance tier
license. Make sure your subscription licensing
account contains the available licenses you need. Its
important to choose the tier that matches the license
you have in your account, Until you choose a tier,
your FTDv defaults to FTDVS0 selection.

You should see that the device is now in the Online connectivity state. If the device is not in the online
connectivity state, look in the Device Actions pane on the right and click Manage Licenses > Refresh Licenses

to update the connectivity state.
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Step 6

Onboard Devices and Services |

After applying the Smart License successfully to the FDM-managed device, click the Manage Licenses. The
device status shows "Connected, Sufficient License." You can enable or disable the optional licenses. For
more information, see FDM-Managed Device Licensing Types.

Device Actions v

(5]

® <5 Mo

Smart-License an FDM-Managed Device After Onboarding the Device Using a Registration Key
or its Credentials

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device.

Click the FTD tab and select the device that you want to license.
In the Device Actions pane on the right, click Manage Licenses.

Device Actions v

(5]

® <5 Mo

Follow the on-screen instructions and enter the Smart License generated from Cisco Smart Software Manager.

Paste the new license key in the box and click Register Device. After synchronizing with the device, the
connectivity state changes to 'Online'. After applying the Smart License successfully to the FDM-managed
device, the device status shows "Connected, Sufficient License." You can enable or disable the optional
licenses. For more information, see FDM-Managed Device Licensing Types.
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Updating an Existing Smart License of an FDM-Managed Device .

Updating an Existing Smart License of an FDM-Managed Device

You can apply a new Smart License to an FDM-managed device which is Smart Licensed. Based on the
method you have selected for onboarding your device, select the appropriate procedure:

Change the Smart License Applied to an FDM-Managed Device Onboarded Using a Registration

Key

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Procedure

Remove the corresponding FDM-managed device from Cisco Defense Orchestrator.

Log into the Secure Firewall device manager for that device and unregister the Smart License. For more
information, see Unregister a Smart-licensed FDM-Managed Device.

In CDO, onboard the FDM-managed device again using a registration key. For more information, see Onboard
an FDM-Managed Device Running Software Version 6.6+ Using a Registration Key.

Click the Devices tab to locate the device.
Click the tab.

Apply the new Smart License during the onboarding process or by looking in the Device Actions pane on the
right and clickingManage Licenses.

Device Actions v

*

< @ mlale »

i1 8
=¥

Change the Smart License Applied to an FDM-Managed Device Onboarded Using its Credentials

Step 1

Step 2

Procedure

Log into the Secure Firewall device manager for that device and unregister the Smart License. For more
information, see Onboard an FDM-Managed Device Running Software Version 6.6+ Using a Registration
Key.

Apply the new Smart License to the FDM-managed device in Secure Firewall device manager.

a. Inthe Smart License area, click View Configuration.

b. Click Register Now and follow the onscreen instructions.
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. CDO Support for DHCP Addressing of FDM-Managed Devices

Step 3
Step 4

On the Inventory page in CDO, click the Devices tab.

Click the FTD device. Check the FDM-managed device configuration for changes so that CDO can make a
copy of the FDM-managed device's deployed configuration and save it to the CDO database. For more
information, see About Device Configuration Changes.

CDO Support for DHCP Addressing of FDM-Managed Devices

What happens if the IP address used by my FDM-managed device changes?

Cisco Defense Orchestrator (CDO) has many Adaptive Security Appliance (ASA) and FDM-managed device
customers who have onboarded devices using the IP address provided by their service provider using DHCP.

If the IP address of the device for any reason, whether that is a change in the static IP address or a change in
the IP address due to DHCP, you can Changing a Device's IP Address in CDO and then reconnect the device.

The field, expressed concerns regarding the case of branch deployed FDM-managed devices managed by
CDO, a static IP is required on the outside interface of the FDM-managed device, which, in the view of some
SE's, precludes using CDO as a management solution when the FDM-managed device has a DHCP address
configured for the outside interface.

However, this situation does not impact customers that have VPN tunnels to remote branch firewalls, and we
know that a vast majority of customers have Site to Site tunnels from their Branch Offices back to their
datacenters. In the case that Site-to -Site VPN is used to connect to the central site from devices, DHCP on
the outside interface is not a concern since CDO (and any management platform) can connect to the FW via
its inside, statically addressed, interface (if so configured). This is a recommended practice and we have CDO
customers with many (+1000) devices using this deployment mode.

Also, the fact that an interface IP address is being issued via DHCP does not preclude the customer from
managing the device using that IP. Again, this is not optimal, but the experience of periodically having to
potentially change the IP address in CDO has not been seen as a hurdle to customers. This situation is not
exclusive to CDO and happens with any manager using the outside interface including ASDM, FDM or SSH.

FDM-Managed Device Licensing Types

Smart License Types
The following table explains the licenses available for FDM-managed devices.

Your purchase of an FDM-managed device automatically includes a base license. All additional licenses are
optional.
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License Duration Granted Capabilities

License (automatically included) |Perpetual All features not covered by the
subscription term licenses.

You must also specify whether to
Allow export-controlled
functionality on the products
registered with this token. You can
select this option only if your
country meets export-control
standards. This option controls your
use of advanced encryption and the
features that require advanced
encryption.

Term-based Intrusion detection and
prevention-Intrusion policies
analyze network traffic for
intrusions and exploits and,
optionally, drop offending packets.

File control-File policies detect
and, optionally, block users from
uploading (sending) or
downloading (receiving) files of
specific types. AMP for Firepower,
which requires a Malware license,
allows you to inspect and block
files that contain malware. You
must have the license to use any
type of File policy.

Security Intelligence
filtering-Drop selected traffic
before the traffic is subjected to
analysis by access control rules.
Dynamic feeds allow you to drop
connections based on the latest
intelligence immediately.

Malware Term-based File policies that check for
malware, which use Cisco
Advanced Malware Protection
(AMP) with AMP for Firepower
(network-based Advanced Malware
Protection) and Cisco Threat Grid.

File policies can detect and block
malware in files transmitted over
your network.
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License

Duration

Granted Capabilities

URL License

Term-based

Category and reputation-based
URL filtering.

You can perform URL filtering on
individual URLs without this
license.

Term-based or perpetual based on
the license type

Remote access VPN configuration.
Your essentials license must allow
export-controlled functionality to
configure RA VPN. You select
whether you meet export
requirements when you register the
device.

Firepower Device Manager can use
any valid AnyConnect license. The
available features do not differ
based on the license type. If you
have not already purchased one, see
Licensing Requirements for
Remote Access VPN.

Also, see the Cisco AnyConnect

Virtual FDM-Managed Device Tiered Licenses

Version 7.0 introduces support for performance-tiered Smart Licensing for virtual FDM-Managed devices
based on throughput requirements and RA VPN session limits. When the virtual FDM-Managed device is
licensed with one of the available performance licenses, two things occur: session limits for RA VPNs are
determined by the installed virtual FDM-Managed device platform entitlement tier, and enforced via a rate

limiter.

CDO does not fully support tiered smart licensing at this time; see the following limitations:

* You cannot modify the tiered license through CDO. You must make the changes in the Secure Firewall

device manager Ul

* If you register a virtual FDM-Managed device to be managed by the cloud-delivered Firewall Management
Center, the tiered license selection automatically resets to Variable, which is the default tier.

* If you onboard a virtual FDM-Managed device running version 7.0 or later, and select a license that is
not a default license during the onboarding process, the tiered license selection automatically resets to
Variable, which is the default tier.

We strongly recommend selecting a tier for your virtual FDM-Managed device license after onboarding your
device to avoid the issues listed above. See Managing Smart Licenses for more information.
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Viewing Smart-Licenses for a Device .

Viewing Smart-Licenses for a Device

Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate your device.
Step 3 Click the FTD tab.
Step 4 Select an FDM-managed device to view its current license status.
Step 5 In the Device Actions pane on the right, click Manage Licenses. The Manage Licenses screen provides the

following information:

» Smart License Agent status: Shows whether you're using a 90-day evaluation license, or if you have
registered with the Cisco Smart Software Manager. The Smart License Agent status can be the following:

* ""Connected," "'Sufficient Licenses' - The device has contacted and registered successfully with

the License Authority, which has authorized the license entitlements for the appliance. The device
is now In-Compliance.

 Out-of-Compliance - There's no available license entitlement for the device. Licensed features

continue to work. However, you can either purchase or free up extra entitlements to become
In-Compliance.

 Authorization Expired - The device hasn't communicated with the Licensing Authority in 90 or
more days. Licensed features continue to work. In this state, the Smart License Agent retries its
authorization requests. If a retry succeeds, the agent enters either an Out-of-Compliance or Authorized
state and begins a new Authorization Period. Try manually synchronizing the device.

» License Registration: Allows you to apply smart-license to an already onboarded FDM-managed device.
Once registered, you can see the status of the connection to the Cisco Smart Software Manager and the
status for each type of license.

« License Status: Shows the status of the optional licenses available for your FDM-managed device. You
can enable a license to use the features controlled by the license.

Enabling or Disabling Optional Licenses

You can enable (register) optional licenses on FDM-managed devices that are using a 90-day evaluation
license or a full license. You must enable a license to use the features controlled by the license.

If you no longer want to use the features covered by an optional term license, you can disable (release) the

license. Disabling the license releases it in your Cisco Smart Software Manager account so that you can apply
it to another device.

In evaluation mode, you can also enable evaluation versions of the optional licenses and perform all operations.
In this mode, the licenses aren't registered with Cisco Smart Software Manager until you register the device.

\}

Note You can't enable the license in evaluation mode.
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. Impact of Expired or Disabled Optional Licenses

Step 1

Step 2

Step 3

Before you begin

Before disabling a license, ensure that you are not using it. Rewrite or delete any policies that require the
license.

For units operating in a high availability configuration, you enable or disable licenses on the active unit only.
The change is reflected in the standby unit the next time you deploy the configuration when the standby unit
requests (or frees) the necessary licenses. When enabling licenses, you must ensure that your Cisco Smart
Software Manager account has sufficient licenses available, or you could have one unit compliant while the
other unit is non-compliant.

To enable or disable optional licenses, follow this procedure:

Procedure

In the Inventory page, select the FDM-managed device that you want and click Manage Licenses in Device
Actions pane, The Manage Licenses screen appears.

Click the slider control for each optional license to enable or disable the license. The status of the license
shows OK when enabled.

+ Enabled: Registers the license with your Cisco Smart Software Manager account and enable the controlled
features. You can now configure and deploy policies controlled by the license.

« Disabled: Unregisters the license with your Cisco Smart Software Manager account and disables the
controlled features. You cannot configure the features in new policies, nor can you deploy policies that
use the feature.

Click Save to save the changes.

Impact of Expired or Disabled Optional Licenses

If an optional license expires, you can continue using features that require the license. However, the license
is marked out of compliance, and you need to purchase the license and add it to your account to bring the
license back into compliance.

If you disable an optional license, the system reacts as follows:

» Malware license: The system stops querying the AMP cloud and also stops acknowledging retrospective
events sent from the AMP cloud. You cannot re-deploy existing access control policies if they include
file policies that apply malware inspection. Note that for a very brief time after a Malware license is
disabled, the system can use existing cached file dispositions. After the time window expires, the system
assigns a disposition of Unavailable to those files.

» : The system no longer applies intrusion or file-control policies. For Security Intelligence policies, the
system no longer applies the policy and stops downloading feed updates. You cannot re-deploy existing
policies that require the license.

* URL: Access control rules with URL category conditions immediately stop filtering URLs, and the
system no longer downloads updates to URL data. You cannot re-deploy existing access control policies
if they include rules with category and reputation-based URL conditions.

* : You cannot edit the remote access VPN configuration, but you can remove it. Users can still connect
using the RA VPN configuration. However, if you change the device registration so that the system is

. Managing FDM Devices with Cisco Defense Orchestrator



| Onboard Devices and Services
Create and Import an Firewall Device Manager Model .

no longer export compliant, the remote access VPN configuration stops immediately, and no remote
users can connect through the VPN.

Create and Import an Firewall Device Manager Model

Cisco Defense Orchestrator provides the ability to export the complete configuration of an FDM-managed
device on a CDO tenant to a JSON file format. You can then import this file to another tenant as an Firewall
device manager model and apply it to a new device on that tenant. The feature is beneficial when you want
to use an FDM-managed device's configuration on different tenants that you manage.

\}

Note If the FDM-managed device contains rulesets, the shared rules associated with the rulesets are modified as
local rules when exporting the configuration. Later, when the model is imported to another tenant and applied
to an FDM-managed device, you'll see the local rules in the device.

Export FDM-Managed Device Configuration

The export configuration functionality is unavailable if your FDM-managed device has the following
configuration:

* High Availability

* Snort 3 enabled

Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.
Step 3 Click the FTD tab.
Step 4 Select an FDM-managed device and in the Device Actions on the right pane, click Export Configuration.

Import FDM-Managed Device Configuration

Procedure

Step 1 In the Inventory page, click the blue plus () button to import the configuration.
Step 2 Click Import to import configuration for oftfline management.

Step 3 Select the Device Type as FTD.

Step 4 Click Browse and select the configuration file (JSON format) to upload.

Step 5 Once the configuration is verified, you're prompted to label the device or service. See CDO Labels and Filtering
for more information.

Step 6 After labeling your model device, you can view it in the Inventory list.
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Note Depending on the size of the configuration and the number of other devices or services, it may take
some time for the configuration to be analyzed.

Delete a Device from CDO

Use the following procedure to delete a device from CDO:

Procedure

Step 1 Log into CDO.
Step 2 Navigate to the Inventory page.

Step 3 Locate the device you want to delete and check the device in the device row to select it.

Step 4 In the Device Actions panel located to the right, select Remove.

Step 5 When prompted, select OK to confirm the removal of the selected device. Select Cancel to keep the device
onboarded.

Note that both devices in an FDM-managed HA pair must be deleted simultaenously. Click the FDM-managed
HA pair name and not the individual peers.

Import Configuration for Offline Device Management

Importing a device's configuration for offline management allows you to review and optimize a device's
configuration without having to work on a live device in your network. CDO also refers to these uploaded
configuration files as "models."

You can import the configurations of these devices to CDO:

* FDM-Managed Device. See Create and Import an Firewall Device Manager Model.

* Cisco IOS devices like the Aggregation Services Routers (ASR) and Integrated Services Routers (ISRs).

Backing Up FDM-Managed Devices

You can use Cisco Defense Orchestrator to back up an FDM-managed device's system configuration so that
you can restore the device to a previous state. Backups include the configuration only, and not the system
software. If you need to completely reimage the device, you need to reinstall the software, then you can upload
a backup and recover the configuration. CDO saves the last 5 backups made for a device. When a new backup
occurs, the oldest backup is deleted in order to store the newest backup.
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Backing Up FDM-Managed Devices .

Note

The backup does not include the management IP address configuration. Thus, when you recover a backup
file, the management address is not replaced from the backup copy. This ensures that any changes you made
to the address are preserved, and also makes it possible to restore the configuration on a different device on

a different network segment.

The configuration database is locked during backup. You cannot make configuration changes during a backup,
although you can view policies, dashboards, and so forth. During a restore, the system is completely unavailable.

To make backup schedules across your devices consistent, you can configure your own default backup schedule.
When you schedule a backup for a particular device, you can use your own default settings or change them.
You can schedule recurring backups with cadences from daily to once a month and you can perform an
on-demand backup. You can also download backups and then use the Threat Defense device manager to
restore them.

Requirements and best practice for backing up and restoring an FDM-managed device using CDO
* CDO can backup FDM-managed devices running software version 6.5 and later.
* The FDM-managed device must be onboarded to CDO using a registration key.

* You can restore a backup onto a replacement device only if the two devices are the same model and are
running the same version of the software, including the build number, not just the same point release.
For example, a backup of an FDM-managed device running software version 6.6.0-90 can only be restored
to an FDM-managed device running 6.6.0-90. Do not use the backup and restore process to copy
configurations between appliances. A backup file contains information that uniquely identifies an
appliance, so that it cannot be shared in this manner.

* For the Secure Firewall Threat Defense backup functionality to work in CDO, threat defense needs to
access one of these CDO URLSs based on your tenant region.

* edge.apj.cdo.cisco.com
* edge.aus.cdo.cisco.com
* edge.eu.cdo.cisco.com
* edge.in.cdo.cisco.com

* edge.us.cdo.cisco.com

* Ensure that port 443 has external and outbound access for the HTTPS protocol. If the port is blocked
behind a firewall, the backup and restore process may fail.

Best Practice

The device you are going to backup should be in the Synced state in CDO. CDO backs up the configuration
of the device from the device not from CDO. So, if the device is in a Not Synced state, changes on CDO will
not be backed up. If the device is in a Conflict Detected state, those changes will be backed up.

Related Information:
* Configure a Default Recurring Backup Schedule
* Configure a Recurring Backup Schedule for a Single FDM-Managed Device

* Back up an FDM-Managed Device On-Demand

Managing FDM Devices with Cisco Defense Orchestrator .
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. Back up an FDM-Managed Device On-Demand

» Download the Device Backup
* Edit a Backup

* Restore a Backup to an FDM-Managed Device, on page 199

Back up an FDM-Managed Device On-Demand

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

This procedure describes how to backup an FDM-managed device so that it can be restored if need be.

Before you Begin

Review these Backing Up FDM-Managed Devices before you backup up an FDM-managed device.

Procedure

(Optional) Create a Change Request Management for the backup.

In the navigation bar, click Inventory.

Click the Devices tab.

Click the FTD tab and select the device you want to backup.

In the Device Actions pane on the right, click Manage Backups.

Click Backup Now. The Device enters the Backing Up configuration state.

When the backup is done, the Cisco Defense Orchestrator displays the device's configuration state it was in

before the backup started. You can also open the change log page to look for a recent change log record with
the description, "Backup completed successfully."

If you created a change request in step 1, you can also filter by that value to find the change log entry.

if you created a change request in step 1, clear the change request value so you do not inadvertently associated
more changes with the change request.

Configure a Recurring Backup Schedule for a Single FDM-Managed Device

Procedure

Step 1

Before you Begin

Review these Backing Up FDM-Managed Devices before you backup up an FDM-managed device.

Procedure

In the navigation bar, click Inventory.

. Managing FDM Devices with Cisco Defense Orchestrator



| Onboard Devices and Services
Download the Device Backup .

Step 2 Click the Devices tab.
Step 3 Click the FTD tab and select the device you want to backup.
Step 4 In the Device Actions pane on the right, click Manage Backups.

Step 5 In the Device Backups page, click Set Recurring Backup or click the schedule in the Recurring Backup
field. CDO presents the default backup schedule for all FDM-managed devices on your tenant. See Configure
a Default Recurring Backup Schedule for more information.

Step 6 Select the time of day, in 24-hour time, you want the backup to occur. Note that you schedule the time in
Coordinated Universal Time (UTC) time.

Step 7 In the Frequency field, select daily, weekly, or monthly backup.
* Daily backups: Give the scheduled backup a name and a description.

» Weekly backups: Check the days of the week on which you want the backup to occur. Give the scheduled
backup time a name and a description.

* Monthly backups: Click in the Days of Month field and add whichever days of the month you want to
the schedule the backup. Note: If you enter day 31 but a month doesn't have 31 days in it, the backup
will not take place. Give the scheduled backup time a name and a description.

Step 8 Click Save. Notice that on the Device Backup page, the Recurring Backup field is replaced by the backup
schedule you set and reflects your local time.

Download the Device Backup

This procedure describes how to download a .tar file containing a backup of an FDM-managed device.

Procedure

Step 1 In the navigation bar, clicklnventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and the device whose backup you want to download.
Step 4 In the Actions pane on the right, click Manage Backups.

Step 5 Select the backup you want to download and, in its row, click the Generate Download Link button . The
button changes to read, "Download Backup Image."
Step 6 The button now reads Download Backup Image. Do one of these things:

* I[f you are on a device that can also reach the Firewall device manager of the device you want to restore,
click theDownload Backup Image button and save the downloaded file. Save it with a name that you
will remember.

* If you are not on a device that can also reach the FDM of the device you want to restore:
a. Right-click the Download Backup Image button and copy the link address.

Important The link address expires 15 minutes after you click the Generate Download Link button.

b. Open a browser on a device that will also reach the Firewall device manager of the Secure Firewall
Threat Defense you want to restore the image to.
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c. Enter the download link into the browser address bar and download the backup file to that device.
Save it with a name that you will remember.

Edit a Backup

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

This procedure allows you to edit the name or description of a successful FDM-managed device download.

Procedure

In the navigation bar, click Inventory.

Click the Devices tab.

Click the FTD tab and select the device you want to edit.

In the Actions pane on the right, click Manage Backups.

Select the backup you want to edit and it's row, click the edit icon .

Change the name or description of the backup. You can see the new information in the Device Backups page.

Delete a Backup

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

CDO saves the last 5 backups made for a device. When a new backup occurs, the oldest backup is deleted in
order to store the newest backup. Deleting existing backups may help you manage which backups are kept
and which are deleted.

Procedure

In the navigation bar, click Inventory.

Click the Devices tab.

Click the FTD tab and select the device you want to delete.

In the Actions pane on the right, click Manage Backups.

Select the backup you want to delete and it's row, click the trash icon .
Click OK to confirm.

Managing Device Backup

Backups of FDM-managed devices you produce using Cisco Defense Orchestrator can be seen in the Device
Backups page:
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Procedure

Step 1 In the navigation bar, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab.

Step 4 Click the filter icon and check FDM under Devices/Services to see only FDM-managed devices in the device

table.

Step 5 Select the device you want.

Step 6 In the Device Actions pane, click Manage Backups. You will see up to 5 of the latest backups made of that
device.
What to do next

See Restore a Backup to an FDM-Managed Device, on page 199 if you want to restore a backup.

Restore a Backup to an FDM-Managed Device

Review this information before you restore a backup of an FDM-managed managed threat defense device.

* Review these Backing Up FDM-Managed Devices before you restore a backup to an FDM-managed
threat defense device.

« If the backup copy you want to restore is not already on the device, you must upload the backup first
before restoring it.

* During a restore, the system is completely unavailable. After the backup is restored, the device reboots.
* This procedure assumes that you have an existing backup of the device ready to be restored to the device.

* You cannot restore a backup if the device is part of a high availability pair. You must first break HA
from the Device > High Availability page, then you can restore the backup. If the backup includes the
HA configuration, the device will rejoin the HA group. Do not restore the same backup on both units,
because they would then both go active. Instead, restore the backup on the unit you want to go active
first, then restore the equivalent backup on the other unit.

Note The backup does not include the management IP address configuration. Thus, when you recover a backup
file, the management address is not replaced from the backup copy. This ensures that any changes you made
to the address are preserved, and also makes it possible to restore the configuration on a different device on
a different network segment.

Procedure

Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab.
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. Restore a Backup to an FDM-Managed Device

Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Click the FTD tab and select the device you want to restore.
In the Device Actions pane on the right, click Manage Backups.

Select the backup you want to restore. In its row, click the Generate Download Link button .

Note The link address expires 15 minutes after you click the Generate Download Link button.

The button now reads Download Backup Image. Do one of these things:

* If you are on a device that can also reach the Firewall device manager of the device you want to restore,
click the Download Backup Imagebutton and save the downloaded file. Save it with a name that you
will remember.

* If you are not on a device that can also reach the firewall device manager of the device you want to
restore:

a. Right-click the Download Backup Image button and copy the link address.

b. Open a browser on a device that will also reach the firewall device manager you want to restore the
image to.

c. Enter the download link into the browser address bar and download the backup file to that device.
Save it with a name that you will remember.

Log on to Firewall device manager for the device you want to restore.

Open version 6.5 or higher of the Cisco Firepower Threat Defense Configuration Guide for Firepower Device
Manager. Navigate to the System Management chapter, and search for Restoring a Backup. Follow those
instructions to restore the image you just downloaded to your FDM-managed device.

Tip You will need to upload your image to firewall device manager in order to restore it.

Follow the prompts in firewall device manager. When the restore starts, your browser is disconnected from
firewall device manager. After the restore has finished, the device reboots.

Related Information:

* Backing Up FDM-Managed Devices

* Back up an FDM-Managed Device On-Demand

* Configure a Recurring Backup Schedule for a Single FDM-Managed Device
* Download the Device Backup

* Edit a Backup
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FDM Software Upgrade Paths

Upgrading FDM Versions

If you use CDO to upgrade your FDM-managed firewalls, CDO determines which version you can upgrade
to and you will not need this topic. If you maintain your own repository of FDM images and upgrade your
FDM-managed devices using your own images, this topic explains what upgrade paths are available to you.

You can upgrade an FDM-managed device directly from one major or maintenance version to another; for
example, Version 6.4.0 > 6.5.0, or Version 6.4.0 > 7.0.1. You do not need to be running any specific patch
level.

If direct upgrade is not possible, your upgrade path must include intermediate versions, such as Version 6.4.0
>7.0.0>7.1.0.

Table 9: Upgrade Paths for Major Releases

Target Oldest Release you can Upgrade to the Target Version
Version

7.3.x 7.0.0

7.2.x 6.6.0

7.1x 6.5.0

7.0.x 6.4.0

6.7.x 6.4.0

6.6.x 6.4.0

6.5.0 6.4.0

Patching FDM-Managed Devices

You cannot upgrade directly from a patch of one version to a patch of another version, such as from Version
6.4.0.1 > 6.5.0.1. You must upgrade to the major release first, and then patch that release. For example you
must upgrade from Version 6.4.0.1 > 6.5.0 > 6.5.0.1.

Firepower Hotfixes

CDO does not support hotfix updates or installations. If there is a hotfix available for your device model or
software version, we strongly recommend using the configured manager's dashboard or UI. After a hotfix is
installed on the device, CDO detects out of band configuration changes.

Removing FDM Upgrades

You cannot use CDO to remove or downgrade any release type, whether major, maintenance, or patch.

Starting with Secure Firewall Threat Defense defense Version 6.7.0, you can use Firepower Device Manager
or the FTD CLI to revert a successfully upgraded device to its state just before the last major or maintenance
upgrade (also called a snapshot). Reverting after patching necessarily removes patches as well. After reverting,
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you must reapply any configuration changes you made between upgrading and reverting. Note that to revert
amajor or maintenance upgrade to FDM Version 6.5.0 through 6.6.x, you must reimage. See the "System
Management" section of a Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager
for more information.

Removing FDM Patches

You cannot remove an FDM patch with either CDO or FDM. To remove a patch, you must reimage to a major
or maintenance release.

Snort Upgrade

Snort is the main inspection engine for the product and is packaged into the Secure Firewall Threat Defense
software for your convenience. Version 6.7 introduces an update to the package that you can upgrade to, or
revert from, at any time. Although you can switch Snort versions freely, some intrusion rules in Snort 2.0
might not exist in Snort 3.0, and vice versa. We strongly recommend reading about the differences in the
Firepower Device Manager Configuration Guide for Version 6.7.0 for more information.

To proceed with upgrading your FDM-managed device to use Snort 3 or to revert from Snort 3 back to Snort
2 from the CDO UL, see Upgrade to Snort 3.0 and Revert From Snort 3.0 for FDM-Managed Device
respectively.

Other Upgrade Limitations

2100 Series Devices
CDO can upgrade Firepower 2100 series devices only if they are running appliance mode.

* Firepower Threat Defense devices are always in appliance mode.

What to do next

See the "Cisco Firepower 2100 Getting Started Guide" for a more detailed discussion of these commands.

4100 and 9300 Series Devices

CDO does not support the upgrade for the 4100 or 9300 series devices. You must upgrade these devices
outside of CDO.

Related Information:
* FDM-Managed Device Upgrade Prerequisites
* Upgrade a Single FDM-Managed Device
* Bulk FDM-Managed Devices Upgrade

» Upgrade an FDM-Managed High Availability Pair
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FDM-Managed Device Upgrade Prerequisites

CDO provides a wizard that helps you upgrade the Firewall device manager (FDM) images installed on an
individual device or an HA pair.

The wizard guides you through the process of choosing compatible images, installs them, and reboots the
device to complete the upgrade. We secure the upgrade process by validating that the images you chose on
CDO are the ones copied to, and installed on, your FDM-managed device. We strongly recommend the
FDM-managed devices you are upgrading have outbound access to the internet.

If your FDM-managed device does not have outbound access to the internet, you can download the image
you want from Cisco.com, store them in your own repository, provide the upgrade wizard with a custom URL
to those images, and CDO performs upgrades using those images. In this case, however, you determine what
images you want to upgrade to. CDO does not perform the image integrity check or disk-space check.

Configuration Prerequisites

» DNS needs to be enabled on the FDM-managed device. See the "Configuring DNS" section of the System
Administration chapter of the Cisco Firepower Threat Defense Configuration Guide for Firepower
Device Manager for the version your device is running for more information.

» The FDM-managed device should be able to reach the internet if you use upgrade images from CDOQO's
image repository.

» The FDM-managed device has been successfully onboarded to CDO.
» The FDM-managed device is reachable.
» The FDM-managed device is synced.

* If you update a device that has pending changes in CDO and you do not accept changes, pending
changes are lost after the upgrade completes. Best practice is to deploy any pending changes before
you upgrade..

* If you have staged changes in firewall device manager and the device is not synced, the upgrade in
CDO will fail at an eligibility check.

4100 and 9300 Series Running FTD

CDO does not support the upgrade for the 4100 or 9300 series devices. You must upgrade these devices
outside of CDO.

Software and Hardware Requirements

CDO is a cloud management platform. Software updates are released over time and are generally not dependent
on hardware. See Devices, Software, and Hardware Supported by CDO for information about supported
hardware types.

Devices running firewall device manager software have a recommended upgrade path for optimal performance.
See FDM Software Upgrade Paths for more information.

Upgrade Notes

You cannot deploy changes to a device while it is upgrading.
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. Upgrade a Single FDM-Managed Device

Related Information:
* FDM Software Upgrade Paths

» Upgrade a Single FDM-Managed Device
* Bulk FDM-Managed Devices Upgrade
* Upgrade an FDM-Managed High Availability Pair

Upgrade a Single FDM-Managed Device

Before You Begin

Be sure to read through the FDM-Managed Device Upgrade Prerequisites, FDM Software Upgrade Paths,
and the Devices, Software, and Hardware Supported by CDO before you upgrade. This document covers any
requirements and warnings you should know prior to upgrading to your desired version of Firepower software.

Upgrade A Single FDM-Managed Device with Images from Cisco Defense
Orchestrator's Repository

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Use the following procedure to upgrade a standalone FDM-managed device using a software image that is
stored in CDQ's repository:

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate your device..
Click the FTD tab.

Select the device you want to upgrade.

In the Device Actions pane, click Upgrade.

In step 1, click Use CDO Image Repository to select the software image you want to upgrade to, and click
Continue. You are only presented with choices that are compatible with the device you can upgrade.

In step 2, confirm your choices and decide whether you only want to download the images to your device or
copy the images, install them, and reboot the device.

Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a
"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrade while it is in progress, click Abort Upgrade from the Upgrade
page. If you cancel the upgrade after it has started, CDO does not deploy or check for changes from
the device and the device does not roll back to the previous configuration. This may cause the device
to enter an unhealthy state. If you experience any issues during the upgrade process, contact Cisco
TAC.

Alternatively, if you want CDO to perform the upgrade later, select the Schedule Upgrade check box. Click
the field to select a date and time in the future. When you are done, click the Schedule Upgrade button.
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Step 10

Step 11

Upgrade a Single FDM-Managed Device with Images from your own Repository .

Look at the notifications tab for the progress of the bulk upgrade action. If you want more information about
how the actions in the bulk upgrade job succeeded or failed, click the blue Review link and you will be directed
to the Monitor Jobs in CDO.

Upgrade the system databases. You must do this step in Firewall device manager. See "Updating System
Databases" in Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager, Version
6.4in for more information.

Upgrade aSingle FDM-Managed Device withImagesfromyourownRepository

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Use the following procedure to upgrade a standalone FDM-managed device using a URL protocol to locate
a software image:

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate your device..
Click the FTD tab.

Select the device you want to upgrade.

In the Device Actions pane, click Upgrade.

In step 1, click Specify Image URL to select the software image you want to upgrade to, and click Continue.
You are only presented with choices that are compatible with the device you can upgrade.

In step 2, confirm your choices and decide whether you only want to download the images to your device or
copy the images, install them, and reboot the device.

Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a
"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrade while it is in progress, click Abort Upgrade from the Upgrade
page. If you cancel the upgrade after it has started, Cisco Defense Orchestrator does not deploy or
check for changes from the device and the device does not roll back to the previous configuration.
This may cause the device to enter an unhealthy state. If you experience any issues during the upgrade
process, contact Cisco TAC.

Alternatively, if you want CDO to perform the upgrade later, select the Schedule Upgrade check box. Click
the field to select a date and time in the future. When you are done, click the Schedule Upgrade button.

Look at the notifications tab for the progress of the bulk upgrade action. If you want more information about
how the actions in the bulk upgrade job succeeded or failed, click the blue Review link and you will be directed
to the Monitor Jobs in CDO.

Upgrade the system databases. You must do this step in Firewall device manager. See "Updating System
Databases" in Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager, Version
6.4in for more information.
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Monitor the Upgrade Process

You can view the progress of your single device by selecting that device on the Inventory page and clicking
the upgrade button. CDO takes you to the Device Upgrade page for that device.

If the upgrade fails at any point, CDO displays a message. CDO does not automatically restart the upgrade
process.

A

Warning  Upgrading devices that have self-signed certificates may experience issues; see New Certificate Detected for
more information

Bulk FDM-Managed Devices Upgrade

Before You Begin

Be sure to read through the FDM-Managed Device Upgrade Prerequisites, FDM Software Upgrade Paths,and
the Devices, Software, and Hardware Supported by CDO before you upgrade. This document covers any
requirements and warnings you should know prior to upgrading to your desired version of Firepower software.

\}

Note  You can only bulk upgrade FDM-managed devices if they are all upgrading to the same software version.

Upgrade Bulk FDM-Managed Devices with Images from Cisco Defense
Orchestrator's Repository

Use the following procedure to upgrade multiple FDM-managed devices using a software image that is stored

in CDQ's repository:
Procedure
Step 1 In the left pane, click Inventory.
Step 2 Click the Devices tab to locate your devices.
Step 3 Click the FTD tab.
Step 4 Use the Filters to narrow down the list of devices you may want to include in your bulk upgrade.
Step 5 From the filtered list of devices, select the devices you want to upgrade.
Step 6 In the Device Actions pane, click Upgrade.
Step 7 On the Bulk Device Upgrade page, the devices that can be upgraded are presented to you. If any of the devices

you chose are not upgradable, CDO gives you a link to view the not upgradable devices.

Step 8 Alternatively, if you want CDO to perform the upgrade later, select the Schedule Upgrade check box. Click
the field to select a date and time in the future. When you are done, click the Schedule Upgrade button.

Step 9 In step 1, click Use CDO Image Repository to select the software image you want to upgrade to. You are
only presented with choices that are compatible with the devices you can upgrade. Click Continue.
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Step 10

Step 11

Step 12

Step 13

Upgrade Bulk FDM-Managed Devices with Images from your own Repository .

In step 2, confirm your choices and decide whether you only want to download the images to your device or
copy the images, install them, and reboot the device.

Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a
"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrades while in progress, click Abort Upgrade from the Upgrade page.
If you cancel the upgrades after it has started, CDO does not deploy or poll for changes from the
devices. Devices do not roll back to the previous configuration after a canceled upgrade, either. This
may cause the devices to enter an unhealthy state. If you experience any issues during the upgrade
process, contact Cisco TAC.

Look at the notifications tab for the progress of the bulk upgrade action. If you want more information about
how the actions in the bulk upgrade job succeeded or failed, click the blue Review link and you will be directed
to theMonitor Jobs in CDO.

Upgrade the system databases. You must do this step in Firewall device manager. See Updating System
Databases in Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager, for the
version your device is running.

Upgrade Bulk FDM-Managed Devices with Images from your own Repository

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Step 9
Step 10

Step 11

Use the following procedure to upgrade multiple FDM-managed devices using a URL protocol to locate a
software image:

Procedure

In the navigation bar, click Inventory.

Click the Devices tab to locate your devices.

Click the FTD tab.

Use the Filters to narrow down the list of devices you may want to include in your bulk upgrade.
From the filtered list of devices, select the devices you want to upgrade.

In the Device Actions pane, click Upgrade.

On the Bulk Device Upgrade page, the devices that can be upgraded are presented to you. If any of the devices
you chose are not upgradable, Cisco Defense Orchestrator gives you a link to view the not upgradable devices.

Alternatively, if you want CDO to perform the upgrade later, select the Schedule Upgrade check box. Click
the field to select a date and time in the future. When you are done, click the Schedule Upgrade button.

In step 1, click Specify Image URL to select the software image you want to upgrade to, and click Continue.

In step 2, confirm your choices and decide whether you only want to download the images to your devices
or copy the images, install them, and reboot the device.

Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a
"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrades while in progress, click Abort Upgrade from the Upgrade page.
If you cancel the upgrades after it has started, CDO does not deploy or poll for changes from the
devices and the devices do not roll back to the previous configuration. This may cause the devices to
enter an unhealthy state. If you experience any issues during the upgrade process, contact Cisco TAC.
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Step 12

Step 13

Look at the notifications tab for the progress of the bulk upgrade action. If you want more information about
how the actions in the bulk upgrade job succeeded or failed, click the blue Review link and you will be directed
to the Monitor Jobs in CDO.

Upgrade the system databases. You must do this step in Firewall device manager. See "Updating System
Databases" in Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager, Version
6.4 in for more information.

Monitor the Bulk Upgrade Process

You can view the progress of a single device that was included in the bulk upgrade by selecting that device
on the Inventory page and clicking the upgrade button. You can also view the progress details by clicking
Jobs in the left pane and expanding the bulk operation.

If the upgrade fails at any point, CDO displays a message. CDO does not automatically restart the upgrade
process.

Upgrade an FDM-Managed High Availability Pair

Upgrade your HA pair without disrupting traffic; the standby device continues to handle traffic detection
while the secondary device is upgraded.

When you upgrade an HA pair, CDO executes an eligibility check and copies or identifies the image location
before starting the upgrade. The secondary device in a high availability pair upgrades first, even if it is currently
the active device; if the secondary device is the CDO active device, the paired devices automatically switch
roles for the upgrade process. Once the secondary devices successfully upgrade, the devices switch roles, then
the new standby device upgrades. When the upgrade completes, the devices are automatically configured so
the primary device is active and the secondary device is standby.

We do not recommend deploying to the HA pair during the upgrade process.

Before You Begin

* Deploy all pending changes to the active device before upgrading.

* Ensure there are no tasks running during the upgrade.

* Both devices in the HA pair are healthy.

* Confirm you are ready to upgrade; you cannot rollback to a previous version in CDO.

* Read through the FDM-Managed Device Upgrade Prerequisites, FDM Software Upgrade Paths, and the
Devices, Software, and Hardware Supported by CDO to review any requirements and warnings that may
incur during the ugprade process.

Upgrade an FDM-Managed HA Pair with Images from Cisco Defense
Orchestrator's Repository

Use the following procedure to upgrade an FDM-managed HA pair using a software image that is stored in
CDO's repository:
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Upgrade an FDM-Managed HA Pair with Images from your own Repository .

Procedure

In the left pane, click Inventory.

Click the Devices tab to locate your device.

Click the FTD tab.

Select the HA pair you want to upgrade.

In the Device Actions pane, click Upgrade.

In step 1, click Use CDO Image Repository to select the software image you want to upgrade to, and click
Continue. You are only presented with choices that are compatible with the device you can upgrade.

In step 2, confirm your choices and decide whether you only want to download the images to your device or
copy the images, install them, and reboot the device.

Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a
"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrade while it is in progress, click Abort Upgrade from the Upgrade
page. If you cancel the upgrade after it has started, CDO does not deploy or poll changes from the
device and the device does not roll back to the previous configuration. This may cause the device to
enter an unhealthy state. If you experience any issues during the upgrade process, contact Cisco TAC.

Alternatively, if you want CDO to perform the upgrade later, select the Schedule Upgrade check box. Click
the field to select a date and time in the future. When you are done, click the Schedule Upgrade button.

Look at the notifications tab for the progress of the bulk upgrade action. If you want more information about
how the actions in the bulk upgrade job succeeded or failed, click the blue Review link and you will be directed
to the Monitor Jobs in CDO.

Upgrade the system databases. You must do this step in FDM. See "Updating System Databases" in Cisco
Firepower Threat Defense Configuration Guide for Firepower Device Manager, Version 6.4 in for more
information.

Upgrade an FDM-Managed HA Pair with Images from your own Repository

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Use the following procedure to upgrade an FDM-managed HA pair using a URL protocol to locate a software
image:

Procedure

In the navigation bar, click Inventory.
Click the Devices tab to locate your device.
Click the FTD tab.

Select the HA pair you want to upgrade.

In the Device Actions pane, click Upgrade.

In step 1, click Specify Image URL to select the software image you want to upgrade to, and click Continue.
You are only presented with choices that are compatible with the device you can upgrade.
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Step 7

Step 8

Step 9

Step 10

Step 11

In step 2, confirm your choices and decide whether you only want to download the images to your device or
copy the images, install them, and reboot the device.

Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a
"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrade while it is in progress, click Abort Upgrade from the Upgrade
page. If you cancel the upgrade after it has started, Cisco Defense Orchestrator does not deploy or poll
changes from the device and the device does not roll back to the previous configuration. This may
cause the device to enter an unhealthy state. If you experience any issues during the upgrade process,
contact Cisco TAC.

Alternatively, if you want CDO to perform the upgrade later, select the Schedule Upgrade check box. Click
the field to select a date and time in the future. When you are done, click the Schedule Upgrade button.

Look at the notifications tab for the progress of the bulk upgrade action. If you want more information about
how the actions in the bulk upgrade job succeeded or failed, click the blue Review link and you will be directed
to the Monitor Jobs in CDO.

Upgrade the system databases. You must do this step in Firewall device manager. See "Updating System
Databases" in Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager, Version
6.4 for more information.

Monitor the Upgrade Process

You can view the progress of your single device by selecting that device on the Inventory page and clicking
the upgrade button. Cisco Defense Orchestrator takes you to the Device Upgrade page for that device.

During the upgrade, the system suspends HA while updating system libraries, which includes an automatic
deployment, and may not be in a healthy state for the entirety of the upgrade process. This is expected. The
device is available for SSH connections during the last part of this process, so if you log in shortly after
applying an upgrade, you might see HA in suspended status. If the system experiences issues during the
upgrade process and the HA pair appears to be suspended, manually resume HA from the Firewall device
manager console of the active device.

\}

Note

process.

If the upgrade fails at any point, CDO displays a message. CDO does not automatically restart the upgrade

A

Warning

more information.

Upgrading devices that have self-signed certificates may experience issues; see New Certificate Detected for

Upgrade to Snort 3.0

Snort 3 is the latest snort engine, or a powerful preprocessor that uses Open Source Intrusion Prevention
System (IPS), available for Firepower Version 6.7 and later. The snort engine uses a series of rules that help
define malicious network activity and uses those rules to find packets that match against them and generates
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alerts for users and is ideally used as a packet sniffer, a packet logger, or, more traditionally, as a a standalone
network IPS.

With Snort 3, you can now create custom intrusion policies; every FDM-managed device running Snort 3 has
a set of intrusion policies that are pre-defined from Cisco's Talos Intelligence Group (Talos). Snort 3 makes
it possible to change these default policies, although we strongly recommend building on top of the base for
a more robust policy.

You cannot create custom policies with Snort 2.

Switching from Snort 2 to Snort 3

You can switch Snort versions freely, though some intrusion rules in Snort 2.0 might not exist in Snort 3.0,
and vice versa. If you changed the rule action for an existing rule, that change is not preserved if you switch
to Snort 3 and then back to Snort 2, or back again to Snort 3. Your changes to rule actions for rules that exist
in both versions are preserved. Note that the mapping between rules in Snort 3 and Snort 2 can be one-to-one
or one-to-many, so preservation of changes is done on a best-effort basis.

If you choose to upgrade from Snort 2 to Snort 3, please note that upgrading the snort engines is comparable
to a system upgrade. We strongly recommend upgrading during a maintenance window to minimize the

interruption in traffic monitoring for your network. See Managing Intrusion Policies (Snort3) in the Firepower
Device Manager Configuration Guide as to how switching snort versions will affect how rules process traffic.

Je

Tip  You can filter by Snort version on the Inventory page, and the Details window of a selected device displays

the current version running on the device.

Snort 3 Limitations
License Requirements

To allow the snort engine to process traffic for intrusion and malware analysis, you must have the license
enabled for the FDM-managed device. To enable this license through Firewall device manager, log into the
Firewall device manager UI and navigate to Device > View Configuration > Enable/Disable and enable
the license.

Hardware Support

The following devices support Snort 3:
* FTD 1000 series

* FTD 2100 series

* FTD 4100 series

* FTD virutal with AWS
* FTD virtual with Azure

» ASA 5500-X Series with FTD

Software Support

Devices must be running at least Firewall device manager Version 6.7. Cisco Defense Orchestrator supports
Snort 3 functionality for devices running Version 6.7 and later.
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For FTD 1000 and 2000 series, see FXOS bundled support for more information on FXOS patch support.
Configuration Limitations
CDO does not support upgrading to Snort 3 if your device has the following configurations:

* Device is not running at least Version 6.7.

* If a device has pending changes. Deploy any changes prior to upgrading.

» If a device is currently upgrading. Do not attempt to upgrade or deploy to the device until the device is
synced.

« If a device is configured with a virtual router.

\)

Note Ifyou upgrade or revert the Snort version, the system automatically deploys to implement the changes between
Snort 2 intrusion policies and Snort 3 intrusion policies.

Rulesets and Snort 3

Note that Snort 3 does not have full feature support at this time. CDO rulesets are not supported on Snort 3
devices. If you simultaneously upgrade a device to Firewall device manager 6.7 or higher, and from Snort 2
to Snort 3, any rulesets configured prior to the upgrade are broken up and the rules in them are saved as
individual rules.

For a full list of ruleset support in regards to devices configured for Snort 3, see Rulesets, on page 382.

Upgrade the Device and the Intrusion Prevention Engine Simultaneously

CDO allows you to upgrade the device to Version 6.7 and the Snort 3. Use the following procedure to upgrade
the FDM-managed device:

Procedure

Step 1 In the left pane, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and select the device or devices you want to upgrade.

Step 4 In the Devices Actions pane located to the right, click Upgrade.

Step 5 Set the upgrade toggle to FTD System Upgrade.

O FTD System Upgrade Intrusion Prevention Engine

Step 6 (Optional) If you want CDO to perform the upgrade later, check the Schedule Upgrade check box. Click in
the field to select a date and time in the future.

Step 7 In step 1, select your upgrade method. Either use the CDO Image Repository and an image from your own
repository:

» Use CDO Image Repository - Click this option to select the software image you want to upgrade to,
and click Continue. You are only presented with choices that are compatible with the device you can
upgrade.
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« Specify Image URL - Click this option to select the software image that is currently stored in your own
repository, and click Continue. You are only presented with choices that are compatible with the device
you can upgrade.

Step 8 In step 2, confirm your choices and decide whether you only want to download the images to your device or
copy the images, install them, and reboot the device.

Step 9 Check Upgrade to Snort 3 Engine.

Step 10 Click Perform Upgrade when you are ready. From the Inventory page, devices that are upgrading have a

"Upgrade in Progress" configuration status.

Waming If you decide to cancel the upgrade while it is in progress, click Abort Upgrade from the Upgrade
page. If you cancel the upgrade after it has started, CDO does not deploy or check for changes from
the device and the device does not roll back to the previous configuration. This may cause the device
to enter an unhealthy state. If you experience any issues during the upgrade process, contact Cisco
TAC.

Upgrade the Intrusion Prevention Engine

For devices that are already running Version 6.7 with Snort 2, use the following procedure to update just the
Snort engine to version 3:

Procedure

Step 1 In the navigation bar, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and select the device or devices you want to upgrade.
Step 4 In the Device Actions pane located to the right, click Upgrade.

Step 5 Set the upgrade toggle to Intrusion Prevention Engine.

FTD System Upgrade 0 Intrusion Prevention Engine

Step 6 Click Upgrade to Snort Engine 3.0.

FTD System Upgrade ) Intrusion Prevention Engine

2.9.17-94 @ Snc

Step 7 From the Inventory page, devices that are upgrading have a "Upgrade in Progress" configuration status.
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A

Warning

If you decide to cancel the upgrade while it is in progress, click Abort Upgrade from the Upgrade page. If
you cancel the upgrade after it has started, CDO does not deploy or check for changes from the device and
the device does not roll back to the previous configuration. This may cause the device to enter an unhealthy

state. If you experience any issues during the upgrade process, contact Cisco TAC.

You can view the progress of your single device by selecting that device on the Inventory page and clicking
the upgrade button. CDO takes you to the Device Upgrade page for that device.

If the upgrade fails at any point, CDO displays a message. CDO does not automatically restart the upgrade
process.

A

Warning

more information

Upgrading devices that have self-signed certificates may experience issues; see New Certificate Detected for

Revert From Snort 3.0 for FDM-Managed Device

Some intrusion rules in Snort 2.0 might not exist in Snort 3.0. If you downgrade to 2.0, any custom intrusion
policies that you created are converted to the base policy used in the custom policy. As far as possible, rule
action overrides are retained. If more than one custom policy uses the same base policy, the overrides of the
custom policy that is used in the most access control policies are retained, and the overrides for the other
custom policies are lost. Access control rules that used these"duplicate"policies will now use the base policy
created from your most-used custom policy. All custom policies are deleted.

Before you opt to revert from Snort 3.0, read Managing Intrusion Policies (Snort2) of the Firepower Device
Manager Configuration Guide and find out how switching snort engine versions will affect your current rules
and policies.

)

Note Reverting to version 2 does not uninstall the Firepower software version.

Revert From Snort 3.0

Step 1
Step 2

If you change the Snort version,the system will perform an automatic deployment to implement the change.
Note that you can only revert individual devices from Snort 3.0 to version 2.

Use the following procedure to revert the intrusion prevention engine:

Procedure

In the navigation pane, click Inventory.
Click the Devices tab.
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Step 3 Click the FTD tab and and click the device you want to revert.
Step 4 In the Device Actions pane located to the right, click Upgrade.
Step 5 Set the upgrade toggle to Intrusion Prevention Engine.

FTD System Upgrade D Intrusion Prevention Engine

Step 6 In Step 1, confirm you want to revert from Snort version 3, and click Revert to Snort Engine 2.

FTD System Upgrade ) Intrusion Prevention Engine

O 3.0.0-269.37

Revert to Snort Engine 2.0

Step 7 From the Inventory page, devices that are upgrading have a "Upgrade in Progress" configuration status.

Schedule a Security Database Update

Use the following procedure to create a scheduled task to check and update the security databases for an
FDM-managed device:

Procedure

Step 1 In the navigation pane, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and select the desired FDM-managed device.

Step 4 In the Actions pane, locate the Security Database Updates section and click the add + button.

Note If there is an existing scheduled task for the selected device, click the edit icon to create a new task.
Creating a new task will overwrite the existing one.

Step 5 Configure the scheduled task with the following:
* Frequency - Choose for the update to occur daily, weekly, or monthly.
* Time - Choose the time of day. Note that the time displayed is UTC.

« Select Days - Choose which day(s) of the week you want the update to occur.

Step 6 Click Save.
Step 7 The device's Configuration Status will change to "Updating Databases".
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Edit a Scheduled Security Database Update

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Use the following procedure to edit an existing scheduled task to check and update the security databases for
an FDM-managed device

Procedure

In the navigation bar, click Inventory.

Click the Devices tab.

Click the FTD tab and select the desired FDM-managed device.

In the Actions pane, locate the Database Updates section and click the edit icon.
Edit the scheduled task with the following:

* Frequency - Choose for the update to occur daily, weekly, or monthly.
* Time - Choose the time of day. Note that the time displayed is UTC.

» Select Days - Choose which day(s) of the week you want the update to occur.

Click Save.

The device's Configuration Status will change to "Updating Databases".
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Interfaces

You can use CDO to configure and edit data interfaces or the management/diagnostic interface on an
FDM-managed device.

At this time, CDO can only configure routed interfaces and bridge groups. It does not support the configuration
passive interfaces.

Guidelines and Limitations for Firepower Interface Configuration

When you use Cisco Defense Orchestrator (CDO) to configure the device, there are several limitations to
interface configuration. If you need any of the following features, you must use Firepower Management Center
to configure the device.

Firewall

* Routed firewall mode only is supported. You cannot configure transparent firewall mode interfaces.

* Only physical firepower 1010 devices support interfaces configured for switch port mode. See Switch
Port Mode Interfaces for an FDM-Managed Device for more information.

Passive

+ At this time, Cisco Defense Orchestrator (CDO) does not identify passive interface mode in the interface
table ad you cannot configure passive or ERSPAN interfaces. You must use the FDM-managed UI to
configure and identify passive interfaces.

IPS-Only Mode

* You cannot configure interfaces to be inline (in an inline set), or inline tap, for IPS-only processing.
IPS-only mode interfaces bypass many firewall checks and only support IPS security policy. In comparison,
Firewall mode interfaces subject traffic to firewall functions such as maintaining flows, tracking flow
states at both IP and TCP layers, IP defragmentation, and TCP normalization.

* Optionally, you can configure IPS functions for this firewall mode traffic according to your security
policy.

EtherChannel

CDO supports read, create, and abilities for devices running Version 6.5 and later. To create Etherchannel
interfaces, see Add an EtherChannel Interface for an FDM-Managed Device for more information. To create

* You can configure up to 48 EtherChannels on physical Firepower devices, although how many interfaces
can be active at a time depends on your device model. For device-specific limitations, see Device-Specific
Limitations.

* All interfaces in the channel group must be the same media type and capacity, and must be set to the
same speed and duplex. The media type can be either RJ-45 or SFP; SFPs of different types (copper and
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fiber) can be mixed. You cannot mix interface capacities (for example 1GB and 10GB interfaces) by
setting the speed to be lower on the larger-capacity interface.

* The device to which you connect the EtherChannel must also support 802.3ad EtherChannels.

» The FDM-managed device does not support LACPDUs that are VLAN-tagged. If you enable native
VLAN tagging on the neighboring switch using the Cisco IOS vlan dot1Q tag native command, then the
FDM-managed device will drop the tagged LACPDUs. Be sure to disable native VLAN tagging on the
neighboring switch.

* All FDM-managed device configuration refers to the logical EtherChannel interface instead of the member
physical interfaces.

\}

Note Interfaces set up as portchannels can only use physical interfaces, redundant
interfaces, and subinterfaces are supported as bridge group member interfaces.

Bridge Groups

At this time, CDO supports the configuration of one bridge group. To determine if your device supports bridge
groups, see Bridge Group Compatibility in FDM-Managed Configurations for more information.

When adding an interface to a bridge group, keep the following in mind:
* The interface must have a name.
* The interface cannot have any IPv4 or IPv6 addresses defined for it, either static or served through DHCP.

* BVI can have either VLAN interfaces or other routed interfaces as a member interface, but you cannot
have both as member interfaces on a single BVI.

* BVI can have either VLAN interfaces or other routed interfaces as a member interface, but you cannot
have both as member interfaces on a single BVIL.

* The interface cannot be Point-to-Point Protocol over Ethernet (PPPoE)

* The interface cannot be associated with a security zone (if it is in a zone). You must delete any NAT
rules for the interface before you can add it to a bridge group.

* Enable and disable the member interfaces individually. Thus, you can disable any unused interfaces
without needing to remove them from the bridge group. The bridge group itself is always enabled.

* You can configure the interfaces that will be members of the bridge group. See Configure a Bridge
Group for interface requirements and creation.

Point-to-Point Protocol over Ethernet

* You cannot configure Point-to-Point Protocol over Ethernet (PPPoE) for IPv4. If the Internet interface
is connected to a DSL, cable modem, or other connection to your ISP, and your ISP uses PPPoE to
provide your IP address, you must use the FDM to configure these settings.
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VLAN

To configure VLAN interfaces and VLAN members, see Configure an FDM-Managed Device VLAN for
more information. To configure VLAN for switch port mode, see Configure an FDM-Managed Device VLAN
for Switch Port Mode for more information.

* The interface must be physical.
* The interface cannot be management-only.

* The interface cannot be associated as any other type of interface, including BVI, subinterfaces, another
VLAN interface, EtherChannel, etc.

* The interface cannot be a BVI member or an etherchannel member.

* Device models support varying numbers of VLAN members. See Maximum Number of VLAN Members
by Device Model for more information.

\}

Note To configure VLAN for your environment, see Configure Firepower VLAN
Subinterfaces and 802.1Q Trunking for more information.

Network Module Cards

Optional network module installations are limited to the ASA 5515-X, 5525-X, 5545-X, and 5555-X, and the
Firepower 2100 series devices.

* Cards are only discovered during bootstrap (that is, initial installation or reimage, or when switching
between local/remove management). CDO sets the correct defaults for speed and duplex for these
interfaces. If you replace an optional card with one that changes the speed/duplex options for the interfaces,
without changing the total number of interfaces available, reboot the device so that the system recognizes
the correct speed/duplex values for the replaced interfaces. From an SSH or Console session with the
device, enter the reboot command. Then, using CDO, edit each physical interface that had capability
changes and select valid speed and duplex options, as the system does not automatically correct your
original settings. Deploy your changes right away to ensure correct system behavior.

* You cannot enable or disable network modules or perform breakout online insertion and removal (OIR)
of interfaces on FDM-managed Secure Firewall 3100 series devices.

N

Note Replacing a card with one that changes the total number of interfaces, or removing
interfaces that were referred to by other objects, can result in unexpected problems.
If you need to make this kind of change, please first remove all references to the
interfaces you will remove, such as security zone membership, VPN connections,
and so forth. We also suggest you do a backup prior to making the change.

Interfaces on Virtual FDM-Managed Devices

* You cannot add or remove interfaces without reinitializing a virtual FDM-managed device. You must
execute these actions in an FDM-managed device.
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\}

Note If you replace interfaces with ones that have different speed/duplex capabilities,
reboot the device so that the system recognizes the new speed/duplex values with
the following procedure: from the device's CLI console, enter the reboot command.
Then, in CDO, edit each interface that had capability changes and select valid
speed and duplex options, as the system does not automatically correct your
original settings. Deploy your changes right away to ensure correct system
behavior.

Maximum Number of VLAN Members by Device Model

The device model limits the maximum number of VLAN subinterfaces that you can configure. Note that you
can configure subinterfaces on data interfaces only, you cannot configure them on the management interface.
The following table explains the limits for each device model.

Model Maximum VLAN Subinterfaces
Firepower 1010 60
Firepower 1120 512
Firepower 1140, Firepower 1150 1024
Firepower 2100 1024
Secure Firewall 3100 1024
Firepower 4100 1024
Firepower 9300 1024
ASA 5508-X 50
ASA 5515-X 100
ASA 5516-X 100
ASA 5525-X 200
ASA 5545-X 300
ASA 5555-X 500
ISA 3000 100

Firepower Data Interfaces

Cisco Defense Orchestrator (CDO) supports configuring routed interfaces and bridge virtual interfaces on
FDM-managed devices.
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Routed Interfaces

Each Layer 3 routed interface (or subinterface) requires an IP address on a unique subnet. You would typically
attach these interfaces to switches, a port on another router, or to an ISP/WAN gateway.

You can assign a static address, or you can obtain one from a DHCP server. However, if the DHCP server
provides an address on the same subnet as a statically-defined interface on the device, the system will disable
the DHCP interface. If an interface that uses DHCP to get an address stops passing traffic, check whether the
address overlaps the subnet for another interface on the device.

You can configure both IPv6 and IPv4 addresses on a routed interface. Make sure you configure a default
route for both IPv4 and IPv6. This task will need to be performed on the FDM-managed device using Firepower
Device Manager. See "Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager,
Version x.x.x", The Basics > Routing for information about configuring a default route.

Bridge Groups and Bridge Virtual Interfaces

A bridge group is a group of interfaces that the FDM-managed device bridges instead of routes. Bridged
interfaces belong to a bridge group, and all interfaces are on the same network. The bridge group is represented
by a Bridge Virtual Interface (BVI) that has an IP address on the bridge network. Interfaces included in the
bridge group are called "members."

You can route between routed interfaces and BVIs, if you name the BVI. In this case, the BVI acts as the
gateway between member interfaces and routed interfaces. If you do not name the BVI, traffic on the bridge
group member interfaces cannot leave the bridge group. Normally, you would name the interface so that you
can route member interfaces to the Internet.

FDM-managed devices only support one bridge group, therefore, CDO can only manage that one bridge group
and cannot create additional bridge groups on the device. CDO can only manage BVIs on FDM-managed
devices installed directly on hardware, not on virtual FDM-managed device instances.

One use for a bridge group in routed mode is to use extra interfaces on the FDM-managed device instead of
an external switch. You can attach endpoints directly to bridge group member interfaces. You can also attach
switches to add more endpoints to the same network as the BVI.

Passive Interfaces

Passive interfaces monitor traffic flowing across a network using a switch SPAN (Switched Port Analyzer)
or mirror port. The SPAN or mirror port allows for traffic to be copied from other ports on the switch. This
function provides the system visibility within the network without being in the flow of network traffic. When
configured in a passive deployment, the system cannot take certain actions such as blocking or shaping traffic.
Passive interfaces receive all traffic unconditionally and no traffic received on these interfaces is retransmitted.

At this time, CDO has limited support for managing passive interfaces on the FDM-managed device:

* Passive interfaces must be configured on the FDM-managed device.

* Routed interfaces cannot be changed to passive interfaces and passives interfaces cannot be changed to
routed interfaces using CDO.

* CDO does not identify passive interfaces in the interface table.

Related Information:
* [Pv6 Addressing for Firepower Interfaces

* Guidelines and Limitations for Firepower Interface Configuration
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* Configure a Physical Firepower Interface

Management/Diagnostic Interface

The physical port labeled Management (or for FDM-managed device virtual, the Management 0/0 virtual
interface) actually has two separate interfaces associated with it.

» Management virtual interface-This IP address is used for system communication. This is the address
the system uses for Smart Licensing and to retrieve database updates. You can open management sessions
to it (Firepower Device Manager and CLI). You must configure a management address, which is defined
on System Settings > Management Interface.

» Diagnostic physical interface-The physical Management port is actually named Diagnostic. You can
use this interface to send syslog messages to an external syslog server. Configuring an IP address for the
Diagnostic physical interface is optional. The only reason to configure the interface is if you want to use
it for syslog. This interface appears, and is configurable, on the Inventory > Interfaces page. The
Diagnostic physical interface only allows management traffic, and does not allow through traffic.

(Hardware devices.) The recommended way to configure Management/Diagnostic is to not wire the physical
port to a network. Instead, configure the Management IP address only, and configure it to use the data interfaces
as the gateway for obtaining updates from the Internet. Then, open the inside interfaces to HTTPS/SSH traffic
(by default, HTTPS is enabled) and open Firepower Device Manager using the inside IP address. This task
you must perform on Firepower Device Manager directly. See "Configuring the Management Access List"
in the Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager for instructions.

For FDM-managed device virtual, the recommended configuration is to attach Management0/0 to the same
network as the inside interface, and use the inside interface as the gateway. Do not configure a separate address
for Diagnostic.

\)

Note

For special instructions on how to edit the Management interface see Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Manager for Firepower version 6.4 or higher. Open the guide and
navigate to The Basic > Interfaces > Management/Diagnostic Interface. Management interface configuration
should be done on the Firepower Device Manager.

Interface Settings

Use these topics to configure interface settings.

Use of Security Zones in Firepower Interface Settings

Each interface can be assigned to a single security zone. You then apply your security policy based on zones.
For example, you can assign the inside interface to the inside zone; and the outside interface to the outside
zone. You can configure your access control policy to enable traffic to go from inside to outside, but not from
outside to inside, for example.

Each zone has a mode, either routed or passive. This relates directly to the interface mode. You can add routed
and passive interfaces only to the same mode security zone.

Bridge Virtual Interfaces (BVIs) are not added to security zones. Only member interfaces are added to security
zones.
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. Assign an FDM-Managed Device Interface to a Security Zone

You do not include the Diagnostic or Management interface in a zone. Zones apply to data interfaces only.

CDO does not currently support the management, monitoring, or use of Virtual Tunnel Interface (VTI) tunnels
on ASA or FDM-managed devices. Devices with configured VTI tunnels can be onboarded to CDO but it
ignores VTTI interfaces. If a security zone or static route references a VTI, CDO reads the security zone and
static route without the VTI reference. CDO support for VTI tunnels is coming soon.

See Security Zone Object for more information about security zones.

Assign an FDM-Managed Device Interface to a Security Zone

Before you Begin
An interface has the following limitations when adding a security zone:

* The interface must have a name.

* The interface cannot be management-only. This option is enabled and disabled from the Advanced tab
of the interface.

* You cannot assign a security zone to a bridge group interface.
* You cannot assign a security zone to an interface configured for switchport mode.

* CDO does not currently support the management, monitoring, or use of Virtual Tunnel Interface (VTI)
tunnels on ASA or FDM-managed devices. Devices with configured VTI tunnels can be onboarded to
CDO but it ignores VTI interfaces. If a security zone or static route references a VTI, CDO reads the
security zone and static route without the VTI reference. CDO support for VTI tunnels is coming soon.

Assign a Firepower Interface to a Security Zone

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7
Step 8

Use the following procedure to associate a security zone to an existing interface:

Procedure

In the left pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD device and select the FDM-managed device you want to modify.

In the Management pane located to the right, click Interfaces.

Select the interface you want to add a security zone to and click ¢ Edit.

Use the Security Zone drop-down menu and select the security zone you want associated with this interface.

Note Ifneed to, ceate a new security zone from this drop-down menu by clicking Create New.

Click Save.
Deploy Configuration Changes from CDO to FDM-Managed Device.

Related Information:

* Security Zone Object
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* Create or Edit a Firepower Security Zone Object

* Guidelines and Limitations for Firepower Interface Configuration

Use of Auto-MDI/MDX in Firepower Interface Settings

For RJ-45 interfaces, the default auto-negotiation setting also includes the Auto-MDI/MDIX feature.
Auto-MDI/MDIX eliminates the need for crossover cabling by performing an internal crossover when a
straight cable is detected during the auto-negotiation phase. Either the speed or duplex must be set to
auto-negotiate to enable Auto-MDI/MDIX for the interface. If you explicitly set both the speed and duplex
to a fixed value, thus disabling auto-negotiation for both settings, then Auto-MDI/MDIX is also disabled. For
Gigabit Ethernet, when the speed and duplex are set to 1000 and full, then the interface always auto-negotiates;
therefore Auto-MDI/MDIX is always enabled and you cannot disable it.

These settings are configured on the Advanced tab when editing an interface.

Use of MAC Addresses in Firepower Interface Settings

You can manually configure Media Access Control (MAC) addresses to override the default value.

For a high availability configuration, you can configure both the active and standby MAC address for an
interface. If the active unit fails over and the standby unit becomes active, the new active unit starts using the
active MAC addresses to minimize network disruption.

Active and standby MAC addresses are configured on the Advanced tab when configuring an interface.

Default MAC Addresses
Default MAC address assignments depend on the type of interface.

* Physical interfaces - The physical interface uses the burned-in MAC address.

« Subinterfaces - All subinterfaces of a physical interface use the same burned-in MAC address. You
might want to assign unique MAC addresses to subinterfaces. For example, your service provider might
perform access control based on the MAC address. Also, because [Pv6 link-local addresses are generated
based on the MAC address, assigning unique MAC addresses to subinterfaces allows for unique IPv6
link-local addresses.

Use of MTU Settings in Firepower Interface Settings

About the MTU

The MTU specifies the maximum frame payload size that the FDM-managed device can transmit on a given
Ethernet interface. The MTU value is the frame size without Ethernet headers, VLAN tagging, or other
overhead. For example, when you set the MTU to 1500, the expected frame size is 1518 bytes including the
headers, or 1522 when using VLAN. Do not set the MTU value higher to accommodate these headers.

Path MTU Discovery

The FDM-managed device supports Path MTU Discovery (as defined in RFC 1191), which lets all devices
in a network path between two hosts coordinate the MTU so they can standardize on the lowest MTU in the
path.
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MTU and Fragmentation

For IPv4, if an outgoing IP packet is larger than the specified MTU, it is fragmented into 2 or more frames.
Fragments are reassembled at the destination (and sometimes at intermediate hops), and fragmentation can
cause performance degradation. For IPv6, packets are typically not allowed to be fragmented at all. Therefore,
your IP packets should fit within the MTU size to avoid fragmentation.

For UDP or ICMP, the application should take the MTU into account to avoid fragmentation.

\)

Note The FDM-managed device can receive frames larger than the configured MTU as long as there is room in
memory.

MTU and Jumbo Frames

A larger MTU lets you send larger packets. Larger packets might be more efficient for your network. See the
following guidelines:

» Matching MTUs on the traffic path: We recommend that you set the MTU on all FDM-managed device
interfaces and other device interfaces along the traffic path to be the same. Matching MTUs prevents
intermediate devices from fragmenting the packets.

* Accommodating jumbo frames: A jumbo frame is an Ethernet packet larger than the standard maximum
of 1522 bytes (including Layer 2 header and VLAN header), up to 9216 bytes. You can set the MTU up
to 9198 bytes to accommodate jumbo frames. The maximum is 9000 for FDM-managed virtual.

\)

Note Increasing the MTU assigns more memory for jumbo frames, which might limit
the maximum usage of other features, such as access rules. If you increase the
MTU above the default 1500 on ASA 5500-X series devices or FDM-managed
virtual, you must reboot the system. You do not need to reboot Firepower 2100
series devices, where jumbo frame support is always enabled.

Jumbo frame support is enabled by default on Firepower 3100 devices.

IPv6 Addressing for Firepower Interfaces

You can configure two types of unicast [Pv6 addresses for Firepower physical interfaces.

* Global—The global address is a public address that you can use on the public network. For a bridge
group, you configure the global address on the Bridge Virtual Interface (BVI), not on each member
interface. You cannot specify any of the following as a global address.

* Internally reserved IPv6 addresses: fd00::/56 (from=fd00:: to= fd00:0000:0000:00t: ftff: fftf: f{ft: fttf)
* An unspecified address, such as ::/128

* The loopback address, ::1/128

* Multicast addresses, ff00::/8

 Link-local addresses, fe80::/10
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« Link-local—The link-local address is a private address that you can only use on the directly-connected
network. Routers do not forward packets using link-local addresses; they are only for communication
on a particular physical network segment. They can be used for address configuration or for the Network
Discovery functions such as address resolution and neighbor discovery. Each interface must have its
own address because the link-local address is only available on a segment, and is tied to the interface
MAC address.

At a minimum, you need to configure a link-local address for IPv6 to operate. If you configure a global address,
a link-local address is automatically configured on the interface, so you do not also need to specifically
configure a link-local address. If you do not configure a global address, then you need to configure the link-local
address, either automatically or manually.

Configuring Firepower Interfaces

When you attach a cable to an interface connection (physically or virtually), you need to configure the interface.
At minimum, you need to name the interface and enable it for traffic to pass through it. If the interface is a
member of a bridge group, naming the interface is sufficient. If the interface is a bridge virtual interface (BVI),
you need to assign the BVI an IP address. If you intend to create VL AN subinterfaces rather than a single
physical interface on a given port, you would typically configure the IP addresses on the subinterface, not on
the physical interface. VLAN subinterfaces let you divide a physical interface into multiple logical interfaces
that are tagged with different VLAN IDs.

The interface list shows the available interfaces, their names, addresses, and states. You can change the state
of an interface, on or off, or edit an interface, by selecting the interface row and clicking Edit in the Actions
pane. The list shows the interface characteristics based on your configuration. Expand an interface row to see
subinterfaces or bridge group member.

Related Information:

* Interfaces

* Configure a Physical Firepower Interface

* Configure Advanced Firepower Interface Options, on page 234

* Configure Firepower VLAN Subinterfaces and 802.1Q Trunking

* Configure an FDM-Managed Device VLAN for Switch Port Mode

Configure a Physical Firepower Interface

At a minimum, you must enable a physical interface to use it. You would also typically name it and configure
IP addressing; however, you would not configure IP addressing if you intend to create VLAN subinterfaces,
if you are configuring a passive mode interface, or if you intend to add the interface to a bridge group.

\}

Note  You cannot configure IP addresses on bridge group member interfaces or passive interfaces, although you
can modify advanced settings, that are not related to I[Pv6 addressing.

You can disable an interface to temporarily prevent transmission on the connected network. You do not need
to remove the interface's configuration. At this time, Cisco Defense Orchestrator (CDO) can only configure
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routed interfaces and bridge groups. CDO lists passive interfaces but you cannot reconfigure them as active
interfaces from CDO.

\)

Note

Procedure

Note: CDO does not support Point-to-Point Protocol over Ethernet (PPPoE) configurations for IPv4. Configuring
this option in an FDM-managed devicemay cause isses in the CDO UI; if you must configure PPPoE for your
device, you must make the appropriate changes in an FDM-managed device.

Procedure

Step 1 On the Inventory page, click the device whose interfaces you want to configure and click Interfaces in the
Management pane on the right.

Step 2 On the Interfaces page, select the physical interface you want to configure.
Step 3 In the Actions pane on the right, click Edit.

Step 4 Give the physical interface a Logical Name and, optionally, a Description. Unless you configure subinterfaces,
the interface should have a name.

Note

If you change the name, the change is automatically reflected everywhere you used the old name,
including security zones, syslog server objects, and DHCP server definitions. However, you cannot
remove the name until you first remove all configurations that use the name, because you typically
cannot use an unnamed interface for any policy or setting.

Step 5 Pick one of these options:

If you intend to add sub-interfaces:

If you intend to configure subinterfaces for this physical interface, you are probably done. Click Save and
continue with Configure Firepower VLAN Subinterfaces and 802.1Q Trunking ; otherwise, continue.

Note

Even when configuring subinterfaces, it is valid to name the interface and supply IP addresses. This
is not the typical setup, but if you know that is what you need, you can configure it.

If you do not intend to add a sub-interface, continue with either or both, Configure [Pv4 Addressing for
the Physical Interface and Configure [Pv6 Addressing for the Physical Interface.

Configure IPv4 Addressing for the Physical Interface

A

Warning

After you configure and save a DHCP address pool, the DHCP address pool is bound to the interface's
configured IP address(es). If you edit the interface's subnet mask after you configure a DHCP address pool,
deployments to the FDM-managed device fail. Also, if you edit the DHCP address pool in the FDM-managed
console and read the configuration from an FDM-managed device to Cisco Defense Orchestrator, the read
fails.
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Procedure

Step 1 In the "Editing Physical Interface" dialog, click the IPv4 Address tab.
Step 2 Select one of the following options from the Type field:

» Static-Choose this option if you want to assign an address that should not change. Enter in the interface's
IP address and the subnet mask for the network attached to the interface. For example, if you attach the
10.100.10.0/24 network, you could enter 10.100.10.1/24. Ensure that the address you enter is not the
network ID or the broadcast address for the network and the address is not already used on the network.

« Standby IP Address and Subnet Mask - If you configured high availability, and you are monitoring
this interface for HA, also configure a standby IP address on the same subnet. The standby address
is used by this interface on the standby device. If you do not set the standby IP address, the active
unit cannot monitor the standby interface using network tests; it can only track the link state.

* (Optional) DHCP Address Pool - Enter a a single DHCP Server IP address, or an IP address range.
The range of IP addresses must be on the same subnet as the selected interface and cannot include:
the IP address of the interface itself, the broadcast address, or the subnet network address. Specify
the start and end address for the pool, separated by a hyphen. To temporarily disable this DHCP
server, edit the server in the DHCP Servers section of the Configure DHCP Servers page.

» Dynamic (DHCP)-Choose this option if the address should be obtained from the DHCP server on the
network. Change the following options if necessary:

+ Obtain Default Route-Whether to get the default route from the DHCP server. You would normally
check this option.

» DHCP Route Metric-If you obtain the default route from the DHCP server, enter the administrative
distance to the learned route, between 1 and 255.

Note Ifthere is a DHCP server configured for the interface, you are shown the configuration. You
can edit or delete the DHCP address pool. If you change the interface IP address to a different
subnet, you must either delete the DHCP server, or configure an address pool on the new
subnet, before you can save the interface changes.

Step 3 Click Save if you are done or continue with one of these procedures:

* Configure IPv6 Addressing for the Physical Interface if you intend to assign an IPv6 address to this
interface as well as an IPv4 address.

* Configure Advanced Firepower Interface Options, on page 234. The advanced settings have defaults that
are appropriate for most networks. Edit them only if you are resolving network issues.

» [f you saved the interface, and you don't want to continue advanced interface options, continue to Enable
the Physical Interface.
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. Configure IPv6 Addressing for the Physical Interface

Configure IPv6 Addressing for the Physical Interface

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Procedure

In the "Editing Physical Interface" dialog, click the IPv6 Address tab.

State-To enable IPv6 processing and to automatically configure the link-local address when you do not
configure the global address, click the State slider to enable it. The link-local address is generated based on
the interface MAC addresses (Modified EUI-64 format).

Note Disabling IPv6 does not disable IPv6 processing on an interface that is configured with an explicit
[Pv6 address or that is enabled for auto configuration.

Address Auto Configuration-Check this option to have the address automatically configured. IPv6 stateless
autoconfiguration will generate a global IPv6 address only if the link on which the device resides has a router
configured to provide IPv6 services, including the advertisement of an IPv6 global prefix for use on the link.
If IPv6 routing services are not available on the link, you will get a link-local IPv6 address only, which you
cannot access outside of the device's immediate network link. The link local address is based on the Modified
EUI-64 interface ID.

Although RFC 4862 specifies that hosts configured for stateless autoconfiguration do not send Router
Advertisement messages, the FDM-managed device does send Router Advertisement messages in this case.
Select Suppress RA to suppress messages and conform to the RFC.

Suppress RA-Check this box if you want to suppress router advertisements. The Firepower Threat Defense
device can participate in router advertisements so that neighboring devices can dynamically learn a default
router address. By default, router advertisement messages (ICMPv6 Type 134) are periodically sent out each
IPv6 configured interface.

Router advertisements are also sent in response to router solicitation messages (ICMPv6 Type 133). Router
solicitation messages are sent by hosts at system startup so that the host can immediately autoconfigure without
needing to wait for the next scheduled router advertisement message.

You might want to suppress these messages on any interface for which you do not want the Firepower Threat
Defense device to supply the IPv6 prefix (for example, the outside interface).

Link-Local Address-If you want to use the address as link local only, enter it in the Link-Local Address
field. Link local addresses are not accessible outside the local network. You cannot configure a link-local
address on a bridge group interface.

Note A link-local address should start with FE8, FE9, FEA, or FEB, for example fe80::20d:88{f:feee:6a82.
Note that we recommend automatically assigning the link-local address based on the Modified EUI-64
format. For example, if other devices enforce the use of the Modified EUI-64 format, then a
manually-assigned link-local address may cause packets to be dropped.

Standby Link-Local Address-Configure this address if the interface connects a high availability pair of
devices. Enter the link-local address of the interface on the other FDM-managed device, to which this interfaces
is connected.

Static Address/Prefixa€”If you do not use stateless autoconfiguration, enter the full static global IPv6 address
and network prefix. For example, 2001:0DB8::BA98:0:3210/48. For more information on IPv6 addressing,
see [Pv6 Addressing for Firepower Interfaces.

Standby IP Address-If you configure high availability, and you are monitoring this interface for HA, also
configure a standby IPv6 address on the same subnet. The standby address is used by this interface on the
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standby device. If you do not set the standby IP address, the active unit cannot monitor the standby interface
using network tests; it can only track the link state.

Step 9 Click Save if you are done or continue with one of these procedures:

* Configure Advanced Firepower Interface Options, on page 234. The advanced settings have defaults that
are appropriate for most networks. Edit them only if you are resolving network issues.

* [f you saved the interface, and you don't want to continue advanced interface options, continue to Enable
the Physical Interface.

Enable the Physical Interface

Procedure

Step 1 Select the interface you want to enable.
Step 2 Slide the State slider at the top right of the window, associated with the interface's logical name to blue.

Step 3 Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Configure Firepower VLAN Subinterfaces and 802.1Q Trunking

VLAN subinterfaces let you divide a physical interface into multiple logical interfaces that are tagged with
different VLAN IDs. An interface with one or more VLAN subinterfaces is automatically configured as an
802.1Q trunk. Because VLANS allow you to keep traffic separate on a given physical interface, you can
increase the number of interfaces available to your network without adding additional physical interfaces or
devices.

Create subinterfaces if you attach the physical interface to a trunk port on a switch. Create a subinterface for
each VLAN that can appear on the switch trunk port. If you attach the physical interface to an access port on
the switch, there is no point in creating a subinterface.

\)

Note  You cannot configure IP addresses on bridge group member interfaces, although you can modify advanced
settings as needed.

Before You Begin

Prevent untagged packets on the physical interface. If you use subinterfaces, you typically do not also
want the physical interface to pass traffic, because the physical interface passes untagged packets. Because
the physical interface must be enabled for the subinterface to pass traffic, ensure that the physical interface
does not pass traffic by not naming the interface. If you want to let the physical interface pass untagged packets,
you can name the interface as usual.
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
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Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.

Click the FTD tab and click the device whose interfaces you want to configure.

Click Interfaces in the Management pane at the right.

On the Interfaces page, select the physical interface you want to configure and in the Actions pane at the right,

click + New Subinterface.

Notice that the Parent Interface field shows the name of the physical interface for which you are creating
this subinterface. You cannot change the parent interface after you create the subinterface.

Give the subinterface a logical name and, optionally, a description. Without a logical name, the rest of the
interface configuration is ignored.

Note If you change the name, the change is automatically reflected everywhere you used the old name,
including security zones, syslog server objects, and DHCP server definitions. However, you cannot
remove the name until you first remove all configurations that use the name, because you typically
cannot use an unnamed interface for any policy or setting.

Configure the VLAN ID and Subinterface ID:

* VLAN ID - Enter a VLAN ID between 1 and 4094 that will be used to tag the packets on this subinterface.

« Subinterface ID - Enter the subinterface ID as an integer between 1 and 4294967295. The number of
subinterfaces allowed Maximum Number of VLAN Members by Device Model. You cannot change the
subinterace ID after you create the subinterface.

Continue with Configure IPv4 Addressing for the Subinterface and Configure [Pv6 Addressing for the
Subinterface .

Configure IPv4 Addressing for the Subinterface

Step 1
Step 2

Procedure

In the "Adding Subinterface" dialog, click the IPv4 Address tab.
Select one of the following options from the Type field:

» Static-Choose this option if you want to assign an address that should not change.

Enter in the interface's IP address and the subnet mask for the network attached to the interface. For
example, if you attach the 10.100.10.0/24 network, you could enter 10.100.10.1/24. Ensure that the
address you enter is not the network ID or the broadcast address for the network and the address is not
already used on the network.

* Enter a Standby IP Address and Subnet Mask only if this interface is being used in a high availability
pair of devices.
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» Dynamic (DHCP)-Choose this option if the address should be obtained from the DHCP server on the
network. Change the following options if necessary:

+ Obtain Default Route-Whether to get the default route from the DHCP server. You would normally
check this option.

» DHCP Route Metric-If you obtain the default route from the DHCP server, enter the administrative
distance to the learned route, between 1 and 255.

See Configure DHCP Servers.

Note Ifthere is a DHCP server configured for the interface, you are shown the configuration. You
can edit or delete the DHCP address pool. If you change the interface IP address to a different
subnet, you must either delete the DHCP server, or configure an address pool on the new
subnet, before you can save the interface changes.

Step 3 Click Create if you are done or continue with one of these procedures:

* Continue to "Configure [Pv6 Addressing for the Physical Interface" if you want to assign an IPv6 address
to this interface as well as an IPv4 address.

* Configure Advanced Firepower Interface Options, on page 234. The advanced settings have defaults that
are appropriate for most networks. Edit them only if you are resolving network issues.

* If you created the subinterface, go to Enable the Physical Interface .

Configure IPv6 Addressing for the Subinterface

Procedure

Step 1 Click the IPv6 Address tab.

Step 2 Enable IPv6 processing-To enable IPv6 processing and to automatically configure the link-local address
when you do not configure the global address, move the State slider to blue. The link-local address is generated
based on the interface MAC addresses (Modified EUI-64 format).

Note Disabling [Pv6 does not disable IPv6 processing on an interface that is configured with an explicit
[Pv6 address or that is enabled for auto configuration.

Step 3 Address Auto Configuration-Check this option to have the address automatically configured. IPv6 stateless
auto configuration will generate a global IPv6 address only if the link on which the device resides has a router
configured to provide IPv6 services, including the advertisement of an IPv6 global prefix for use on the link.
If IPv6 routing services are not available on the link, you will get a link-local IPv6 address only, which you
cannot access outside of the device's immediate network link. The link local address is based on the Modified
EUI-64 interface ID.

Step 4 Suppress RA-Check this box if you want to suppress router advertisements. The Firepower Threat Defense
device can participate in router advertisements so that neighboring devices can dynamically learn a default
router address. By default, router advertisement messages (ICMPv6 Type 134) are periodically sent out each
IPv6 configured interface.
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Step 5

Step 6

Step 7

Step 8

Step 9

Router advertisements are also sent in response to router solicitation messages (ICMPv6 Type 133). Router
solicitation messages are sent by hosts at system startup so that the host can immediately autoconfigure without
needing to wait for the next scheduled router advertisement message.

You might want to suppress these messages on any interface for which you do not want the Firepower Threat
Defense device to supply the IPv6 prefix (for example, the outside interface).

Link-Local Address-If you want to use the address as link local only, enter it in the Link-Local Address
field. Link local addresses are not accessible outside the local network.

Note A link-local address should start with FE8, FE9, FEA, or FEB, for example fe80::20d:88{f:feee:6a82.
Note that we recommend automatically assigning the link-local address based on the Modified EUI-64
format. For example, if other devices enforce the use of the Modified EUI-64 format, then a
manually-assigned link-local address may cause packets to be dropped.

Standby Link-Local Address-Configure this address if your interface connects a high availability pair of
devices.

Static Address/Prefix-If you do not use stateless autoconfiguration, enter the full static global IPv6 address
and network prefix. For example, 2001:0DB8::BA98:0:3210/48. For more information on IPv6 addressing,
see [Pv6 Addressing, on page 136.

Standby IP Address-If you configure high availability, and you are monitoring this interface for HA, also
configure a standby IPv6 address on the same subnet. The standby address is used by this interface on the
standby device. If you do not set the standby IP address, the active unit cannot monitor the standby interface
using network tests; it can only track the link state.

Click Create if you are done or continue with one of these procedures:

* Click the Advanced tab to Configure Advanced Firepower Interface Options, on page 234. The advanced
settings have defaults that are appropriate for most networks. Edit them only if you are resolving network
issues.

* If you created the subinterface, go to Enable the Physical Interface .

Enable the Physical Interface

Step 1
Step 2

Procedure

To enable the subinterface, slide the State slider, associated with the subinterface's logical name to blue.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Configure Advanced Firepower Interface Options

Advanced interface options have default settings that are appropriate for most networks. Configure them only
if you are resolving networking problems.

The following procedure assumes the interface is already defined. You can also edit these settings while
initially editing or creating the interface.
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

Step 11

Configure Advanced Firepower Interface Options .

This procedure and all of the steps in it are optional.
Limitations:
* You cannot set MTU, duplex, or speed for the Management interface on a Firepower 2100 series device.

* The MTU of an unnamed interface must be set to 1500 bytes.

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and click the device whose interfaces you want to configure.

Click Interfaces in the Management pane at the right.

On the Interfaces page, select the physical interface you want to configure and in the Actions pane at the right,
click Edit.

Click the Advanced tab.

Enable for HA Monitoring is automatically enabled. When this is enabled, the device includes the health
of the interface as a factor when the HA pair decides whether to fail over to the peer unit in a high availability
configuration. This option is ignored if you do not configure high availability. It is also ignored if you do not
configure a name for the interface.

To make a data interface management only, check Management Only.

A management only interface does not allow through traffic, so there is very little value in setting a data
interface as a management only interface. You cannot change this setting for the Management/Diagnostic
interface, which is always management only.

Modify the IPv6 DHCP configuration settings.

» Enable DHCP for IPv6 address configuration - Whether to set the Managed Address Configuration
flag in the IPv6 router advertisement packet. This flag informs IPv6 autoconfiguration clients that they
should use DHCPV6 to obtain addresses, in addition to the derived stateless autoconfiguration address.

« Enable DHCP for IPv6 non-address configuration - Whether to set the Other Address Configuration
flag in the IPv6 router advertisement packet. This flag informs IPv6 autoconfiguration clients that they
should use DHCPv6 to obtain additional information from DHCPv6, such as the DNS server address.

Configure DAD Attempts - How often the interface performs Duplicate Address Detection (DAD), from 0
- 600. The default is 1. During the stateless auto configuration process, DAD verifies the uniqueness of new
unicast [Pv6 addresses before the addresses are assigned to interfaces. If the duplicate address is the link-local
address of the interface, the processing of IPv6 packets is disabled on the interface. If the duplicate address
is a global address, the address is not used. The interface uses neighbor solicitation messages to perform
Duplicate Address Detection. Set the value to 0 to disable duplicate address detection (DAD) processing.

Change the MTU (maximum transmission unit) to the desired value.

The default MTU is 1500 bytes. You can specify a value from 64 - 9198 (or 9000, for Firepower Threat
Defense Virtual). Set a high value if you typically see jumbo frames on your network. See Use of MTU
Settings in Firepower Interface Settings for more information.

Managing FDM Devices with Cisco Defense Orchestrator .



Configuring FDM-Managed Devices |

. Configure a Bridge Group

Step 12

Step 13

Step 14

Note Ifyouincrease MTU above 1500 on ASA 5500-X series devices, ISA 3000 series devices, or Firepower
Threat Defense Virtual, you must reboot the device. Log into the CLI and use the reboot command.
You do not need to reboot the Firepower 2100 or Secure Firewall 3100 series devices, where jumbo
frame support is always enabled.

(Physical interface only.) Modify the speed and duplex settings.

The default is that the interface negotiates the best duplex and speed with the interface at the other end of the
wire, but you can force a specific duplex or speed if necessary. The options listed are only those supported
by the interface. Before setting these options for interfaces on a network module, please read Guidelines and
Limitations for Firepower Interface Configuration.

* Duplex- Choose Auto , Half, Full , or Default . Auto is the default when the interface supports it. For
example, you cannot select Auto for the SFP interfaces on a Firepower 2100 or Secure Firewall 3100
series device. Select Default to indicate that Firepower Device Manager should not attempt to configure
the setting.

Any existing configuration is left unchanged.

« Speed- Choose Auto to have the interface negotiate the speed (this is the default), or pick a specific
speed: 10, 100, 1000 , 10000 Mbps. You can also select these special options:

Any existing configuration is left unchanged.

The type of interface limits the options you can select. For example, the SFP+ interfaces on a Firepower
2100 series device support 1000 (1 Gbps) and 10000 (10 Gpbs) only, and the SFP interfaces support
1000 (1 Gbps) only, whereas GigabitEthernet ports do not support 10000 (10 Gpbs). SPF interfaces on
other devices might require No Negotiate . Consult the hardware documentation for information on what
the interfaces support.

(Optional, recommended for subinterfaces and high availability units.) Configure the MAC address.

MAC Address-The Media Access Control in H.H.H format, where H is a 16-bit hexadecimal digit. For
example, you would enter the MAC address 00-0C-F1-42-4C-DE as 000C.F142.4CDE. The MAC address
must not have the multicast bit set, that is, the second hexadecimal digit from the left cannot be an odd number.)

Standby MAC Address-For use with high availability. If the active unit fails over and the standby unit
becomes active, the new active unit starts using the active MAC addresses to minimize network disruption,
while the old active unit uses the standby address.

Click Create.

Configure a Bridge Group

A bridge group is a virtual interface that groups one or more interfaces. The main reason to group interfaces
is to create a group of switched interfaces. Thus, you can attach workstations or other endpoint devices directly
to the interfaces included in the bridge group. You do not need to connect them through a separate physical
switch, although you can also attach a switch to a bridge group member.

The group members do not have IP addresses. Instead, all member interfaces share the IP address of the Bridge
Virtual Interface (BVI). If you enable IPv6 on the BVI, member interfaces are automatically assigned unique
link-local addresses.

You typically configure a DHCP server on the bridge group interface (BVI), which provides IP addresses for
any endpoints connected through member interfaces. However, you can configure static addresses on the
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endpoints connected to the member interfaces if you prefer. All endpoints within the bridge group must have
IP addresses on the same subnet as the bridge group IP address.

\)

Note For ISA 3000, the device comes pre-configured with bridge group BVI, named inside, which includes all data
interfaces except for the outside interface. Thus, the device is pre-configured with one port used for linking
to the Internet or other upstream network, and all other ports enabled and available for direct connections to
endpoints. If you want to use an inside interface for a new subnet, you must first remove the needed interfaces
from BVIL.

FDM-managed devices only support one bridge group; therefore, Cisco Defense Orchestrator can only manage
that one bridge group and cannot create additional bridge groups on the device.

After you create a bridge group on CDO, you will not know the bridge group ID until after the configuration
is deployed to the FDM-managed device. FDM-managed device assigns the bridge group ID, for example,
BVII1. If the interface is deleted and a new bridge group is created, the new bridge group receives an incremented
number, for example, BVI2.

Before you Begin

Configure the interfaces that will be members of the bridge group. Specifically, each member interface
must meet the following requirements:

* The interface must have a name.

* The interface cannot be configured as management-only.

* The interface cannot be configured for passive mode.

* The interface cannot be an EtherChannel interface or an EtherChannel subinterface.

* The interface cannot have any IPv4 or IPv6 addresses defined for it, either static or served through DHCP.
If you need to remove the address from an interface that you are currently using, you might also need to
remove other configurations for the interface, such as static routes, DHCP server, or NAT rules, that
depend on the interface having an address. If you try to add an interface with an IP address to a bridge
group, CDO will warn you. If you continue to add the interface to the bridge group, CDO will remove
the IP address from the interface configuration.

* BVI can have either VLAN interfaces or other routed interfaces as a member interface, but you cannot
have both as member interfaces on a single BVIL.

* The interface cannot be Point-to-Point Protocol over Ethernet (PPPoE)

* The interface cannot be associated with a security zone (if it is in a zone). You must delete any NAT
rules for the interface before you can add it to a bridge group.

* Enable and disable the member interfaces individually. Thus, you can disable any unused interfaces
without needing to remove them from the bridge group. The bridge group itself is always enabled.

* Bridge groups do not support clustering.

)

Note Bridge groups are not supported on Firepower 2100 devices in routed mode or on VMware with bridged
ixgbevf interfaces.
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Configure the Name of the Bridge Group Interface and Select the Bridge Group Members

In this procedure you give the bridge group interface (BVI) a name and select the interfaces to add to the

bridge group:
Procedure
Step 1 In the navigation bar, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.

Step 3 Click the FTD tab and select the device for which you want to create a bridge group.
Step 4 Do one of the following:

« Select the BVI bridge group and click Edit in the Actions pane.

* Click the plus button and select Bridge Group Interface.

Note  You can create and configure a single bridge group. If you already have a bridge group defined, you
should edit that group instead of trying to create a new one. If you need to create a new bridge group,
you must first delete the existing bridge group.

Step 5 Configure the following:

« Logical Name-You must give the bridge group a name. It can be up to 48 characters. Alphabetic characters
must be lower case. For example, inside or outside. Without a name, the rest of the interface configuration
is ignored.

Note If you change the name, the change is automatically reflected everywhere you used the old name,
including security zones, syslog server objects, and DHCP server definitions. However, you cannot
remove the name until you first remove all configurations that use the name, because you typically
cannot use an unnamed interface for any policy or setting.

* (Optional) Description-The description can be up to 200 characters on a single line, without carriage
returns.

Step 6 Click the Bridge Group Member tab. A bridge group can have up to 64 interfaces or subinterfaces to a single
bridge group.
* Check an interface to add it to the bridge group.

* Uncheck an interface you want to remove from the bridge group.

Step 7 Click Save.

The BVI now has a name and member interfaces. Continue with the following tasks to configure the bridge
group interface. You are not performing these tasks for the member interfaces themselves:

* Configure the IPv4 Address for the BVI if you are assigning an [Pv4 address to the BVI.
* Configure the IPv6 Address for the BVI if you are assigning an IPv6 address to the BVI.
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* Configure Advanced Interface Options for the bridge group interface.

Configure the IPv4 Address for the BVI

Procedure

Step 1 Select the device for which you want to create a bridge group.
Step 2 Select the BVI in the list of interfaces and click Edit in the Actions pane.
Step 3 Click the IPv4 Address tab to configure the [Pv4 address.
Step 4 Select one of the following options from the Type field:
« Static-Choose this option if you want to assign an address that should not change. Type in the bridge
group's IP address and the subnet mask. All attached endpoints will be on this network. For models with

a pre-configured bridge group, the default for the BVI "inside" network is 192.168.1.1/24 (i.e.
255.255.255.0). Ensure that the address is not already used on the network.

If you configured high availability, and you are monitoring this interface for HA, also configure a standby
IP address on the same subnet. The standby address is used by this interface on the standby device. If
you do not set the standby IP address, the active unit cannot monitor the standby interface using network
tests; it can only track the link state.

Note If there is a DHCP server configured for the interface, you are shown the configuration. You can
edit or delete the DHCP address pool. If you change the interface IP address to a different subnet,
you must either delete the DHCP server, or configure an address pool on the new subnet, before
you can save the interface changes. See Configuring DHCP Server.

» Dynamic (DHCP)-Choose this option if the address should be obtained from the DHCP server on the
network. This is not the typical option for bridge groups, but you can configure it if needed. You cannot
use this option if you configure high availability. Change the following options if necessary:

* Route Metrica€”If you obtain the default route from the DHCP server, the administrative distance
to the learned route, between 1 and 255. The default is 1.

* Obtain Default Routea€”’Check this option to get the default route from the DHCP server. You
would normally select this option, which is the default.

Step 5 Continue with one of the following procedures:

* Configure the [IPv6 Address for the BVI if you are assigning an IPv4 address to the BVI.
* Configure Advanced Interface Options.

* Click Save and deploy the changes to the Firepower device. See Deploy Configuration Changes from
CDO to FDM-Managed Device for more information.
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Configure the IPv6 Address for the BVI

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Procedure

Click the IPv6 Address tab to configure IPv6 addressing for the BVI.
Configure these aspects of IPv6 addressing:

Enable IPv6 processing-To enable IPv6 processing and to automatically configure the link-local address
when you do not configure the global address, slide the State slider to blue. The link local address is generated
based on the interface MAC addresses (Modified EUI-64 format).

Note Disabling IPv6 does not disable IPv6 processing on an interface that is configured with an explicit
IPv6 address or that is enabled for autoconfiguration.

Suppress RA-Whether to suppress router advertisements. The Firepower Threat Defense device can participate
in router advertisements so that neighboring devices can dynamically learn a default router address. By default,
router advertisement messages (ICMPv6 Type 134) are periodically sent out each IPv6 configured interface.

Router advertisements are also sent in response to router solicitation messages (ICMPv6 Type 133). Router
solicitation messages are sent by hosts at system startup so that the host can immediately auto-configure
without needing to wait for the next scheduled router advertisement message.

You might want to suppress these messages on any interface for which you do not want the FDM-managed
device to supply the IPv6 prefix (for example, the outside interface).

Static Address/Prefix-If you do not use stateless auto configuration, enter the full static global IPv6 address
and network prefix. For example, 2001:0DB8::BA98:0:3210/48. For more information on IPv6 addressing,
see [Pv6 Addressing.

Standby IP Address-If you configure high availability, and you are monitoring this interface for HA, also
configure a standby IPv6 address on the same subnet. The standby address is used by this interface on the
standby device. If you do not set the standby IP address, the active unit cannot monitor the standby interface
using network tests; it can only track the link state.

Continue with one of the following procedures:

* Configure Advanced Interface Options.

* Click Save and deploy the changes to the Firepower device. See Deploy Configuration Changes from
CDO to FDM-Managed Device for more information.

Configure Advanced Interface Options

Step 1

Step 2

You configure most advanced options on bridge group member interfaces, but some are available for the
bridge group interface itself.

Procedure

The advanced settings have defaults that are appropriate for most networks. Edit them only if you are resolving
network issues.

Click OK.
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Step 3 Click Save and deploy the changes to the Firepower device. See Deploy Configuration Changes from CDO
to FDM-Managed Device for more information.

What to do next

* Ensure that all member interfaces that you intend to use are enabled.
* Configure a DHCP server for the bridge group. See Configure DHCP Servers.
» Add the member interfaces to the appropriate security zones.

* Ensure that policies, such as identity, NAT, and access, supply the required services for the bridge group
and member interfaces.

Bridge Group Compatibility in FDM-Managed Configurations

In various configurations, where you can specify an interface, sometimes you will be able to specify a bridge
virtual interface (BVI) and sometimes you will be able to specify a member of the bridge group. This table
explains when a BVI can be used and when a member interface can be used.

Firepower Threat Defense Configuration Type | BVl can be BVI member can be
used used
DHCP server Yes No
DNS Server Yes Yes
Management access Yes No
NAT (Network Address Translation) No Yes
Security Zone No Yes
Site-to-Site VPN access point No Yes
Syslog Server Yes No

Delete a Bridge Group

When you delete a bridge group, its members become standard routed interfaces, and any NAT rules or security
zone membership are retained. You can edit the interfaces to give them IP addresses. If you need to create a
new bridge group, you must first delete the existing bridge group.

Procedure

Step 1 In the navigation pane, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and select the device from which you want to delete the bridge group.
Step 4 Select the BVI bridge group and click Remove in the Actions pane.
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Step 5 Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Add an EtherChannel Interface for an FDM-Managed Device

EtherChannel Interface Limitations

An EtherChannel, depending on the device model, can include multiple member interfaces of the same media
type and capacity and must be set to the same speed and duplex. You cannot mix interface capacities (for
example 1GB and 10GB interfaces) by setting the speed to be lower on the larger-capacity interface. The Link
Aggregation Control Protocol (LACP) aggregates interfaces by exchanging the Link Aggregation Control
Protocol Data Units (LACPDUs) between two network devices.

EtherChannel interfaces have a number of limitations based on physical configuration and software versions.
See the sections below for more information.
General Interface Limitations

+ EtherChannels are only available on devices running FDM-managed Version 6.5 and later.

* Cisco Defense Orchestrator supports EtherChannel interface configuration on the following Firepower
devices: 1010, 1120, 1140, 1150, 2110, 2120, 2130, 2140, 3110, 3120, 3130, and 3140. For interface
limitations per device model, see Device-Specific Limitations.

+ All interfaces in the channel group must be the same media type and capacity, and must be set to the
same speed and duplex. The media type can be either RJ-45 or SFP; SFPs of different types (copper and
fiber) can be mixed. You cannot mix interface capacities (for example 1GB and 10GB interfaces) by
setting the speed to be lower on the larger-capacity interface.

* The device to which you connect the EtherChannel must also support 802.3ad EtherChannels.

» The FDM-managed device does not support LACPDUs that are VLAN-tagged. If you enable native
VLAN tagging on the neighboring switch using the Cisco IOS vlan dot1Q tag native command, then the
FDM-managed device will drop the tagged LACPDUs. Be sure to disable native VLAN tagging on the
neighboring switch.

 All FDM-managed device configuration refers to the logical EtherChannel interface instead of the member
physical interfaces.

* Portchannel interfaces are displayed as physical interfaces.

Device-Specific Limitations
The following devices have specific interface limitations:
1000 Series
* Firepower 1010 supports up to 8 EtherChannel interfaces.
* Firepower 1120,1140,1150 supports up to 12 EtherChannel interfaces.

* 1000 series do not support LACP rate fast; LACP always uses the normal rate. This setting is not
configurable.
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2100 Series
* Firepower 2110 and 2120 models supports up to 12 EtherChannel interfaces.
* Firepower 2130 and 2140 models support up to 16 EtherChannel interfaces.

* 2100 series do not support LACP fast rate; LACP always uses the normal rate. This setting is not
configurable.

Secure Firewall 3100 Series

* All Secure Firewall 3100 models support up to 16 EtherChannel interfaces.
* The Secure Firewall 3100 models support LACP fast rate.

* The Secure Firewall 3100 series models do not support enabling or disabling of network modules and
breakout online insertion and removal (OIR) of interfaces.

4100 Series and 9300 Series

* You cannot create or configure EtherChannels on the 4100 and 9300 series. Etherchannels for these
devices must be configured in the FXOS chassis.

* Etherchannels on the 4100 and 9300 series appear in Cisco Defense Orchestrator as physical interfaces.

Add an EtherChannel Interface

Use the following procedure to add an EtherChannel to your FDM-managed device:

\)

Note Ifyou want to immediately create another EtherChannel, check the Create another checkbox and then click

Create.
Procedure

Step 1 In the navigation pane, click Inventory.
Step 2 Click the Devices tab.
Step 3 Click the FTD tab and select the device you want to add an EtherChannel to.
Step 4 In the Management pane located to the right, select Interfaces.

-
Step 5 Click the blue plus button &8 and select EtherChannel.
Step 6 (Optional) Enter a Logical Name.
Step 7 (Optional) Enter a description.
Step 8 Enter the EtherChannel ID.

For Firepower 1010 series, enter a value between 1 and 8.

For the Firepower 2100, 3100, 4100, and 9300 series, enter a value between 1 and 48.

Step 9 Click the drop-down button for Link Aggregation Control Protocol and select one of the two options:
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* Active - Sends and receives LACP updates. An active EtherChannel can establish connectivity with
either an active or a passive EtherChannel. You should use the active mode unless you need to minimize
the amount of LACP traffic.

* On - The EtherChannel is always on, and LACP is not used. An on EtherChannel can only establish a

connection with another EtherChannel that is also configured to be on.

Step 10 Search for and select the interfaces you want to include in the EtherChannel as memebers. You must include
at least one interface.

Warning: If you add an EtherChannel interface as a member and it already has an IP address configured,
CDO removes the IP address of the member.

Step 11 Click Create.

Related Information:

* Edit Or Remove an EtherChannel Interface for FDM-Managed Device
* Add a Subinterface to an EtherChannel Interface

* Edit or Remove a Subinterface from an EtherChannel

* Guidelines and Limitations for Firepower Interface Configuration

* Assign an FDM-Managed Device Interface to a Security Zone

* Add an EtherChannel Interface for an FDM-Managed Device, on page 242

Edit Or Remove an EtherChannel Interface for FDM-Managed Device

Use the following procedures to either modify an existing EtherChannel interface, or remove an EtherChannel
interface from an FDM-managed device.

Edit an EtherChannel

Note that EtherChannels have several limitations you must be aware of when modifying. See EtherChannel
for more information.

\}

Note EtherChannels must have at least one member.

Use the following procedure to edit an existing EtherChannel:

Procedure

Step 1 In the navigation pane, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and select the threat defense associated with the Etherchannel you want to modify.
Step 4 In the Management pane located to the right, click Interfaces.
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Step 5 On the Interfaces page, select the EtherChannel interface you want to edit. In the Actions pane located to the

>

right, click the edit icon ¥
Step 6 Modify any of the following items:

* Logical name.

» State.

* Description.

* Security Zone assignment.

* Link Aggregation Control Protocol status.

* IP address configuration in either the IPv4, IPv6, or Advanced tabs.

» EtherChannel members.

Waming If you add an EtherChannel interface as a member and it already has an IP address configured, CDO
removes the IP address of the member.

Step 7 Click Save.

Remove an EtherChannel Interface

)

Note EtherChannel interfaces associated with a high availability (HA) or any other configuration. You must manually
remove the EtherChannel interface from all configurations before deleting it from CDO.

Use the following procedure to remove an EtherChannel interface from an FDM-managed device:

Procedure

Step 1 In the navigation pane, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and the threat defense associated with the Etherchannel you want to delete.
Step 4 In the Management pane located to the right, select Interfaces.

Step 5 On the Interfaces page, select the EtherChannel interface you want to edit. In the Actions pane located to the
right, click Remove.

Step 6 Confirm you want to delete the EtherChannel interface and click OK.
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Add a Subinterface to an EtherChannel Interface

EtherChannel Subinterfaces

The Interfaces page allows you to view which interfaces of a device have subinterfaces by expanding each

interface. This expanded view also shows you the unique logical name, enabled/disabled state, any associated
security zones, and mode of the subinterface. The interface type and mode of the subinterface is determined
by the parent interface.

General Limitations
CDO does not support subinterfaces for the following interface types:

* Interface configured for management-only.
* Interface configured for switch port mode.
* Passive interfaces.

* VLAN interfaces.

* Bridge virtual interfaces (BVI).

* Interfaces that are already a member of another EtherChannel interface.

You can create subinterfaces for the following:

* Bridge group members.
* EtherChannel interfaces.

* Physical interfaces.

Add a Subinterface to an EtherChannel Interface

Use the following procedure to add a subinterface to an existing interface:

\}

Note If you want to immediately create another subinterface, check the Create another checkbox and then click

Create.

Procedure

Step 1 In the navigation pane, click Inventory.

Step 2 Click the Devices tab.

Step 3 Click the FTD tab and select the threat defense you want to add an EtherChannel to. In the Management pane
located to the right, select Interfaces.

Step 4 Select the interface you want to group the subinterface under. In the Action pane located to the right, click
the T New Subinterface  yyutton.

Step 5 (Optional) Enter a Logical Name.

Step 6 (Optional) Enter a description.

. Managing FDM Devices with Cisco Defense Orchestrator



| Configuring FDM-Managed Devices

Step 7

Step 8
Step 9

Step 10
Step 11

Edit or Remove a Subinterface from an EtherChannel .

(Optional) Assign a security zone to the subinterface. Note that you cannot assign a security zone if the
subinterface does not have a logical name.

Enter a VLAN ID.

Enter the EtherChannel ID. Use a value between 1 and 48; use values between 1 and 8 for the Firepower
1010 series.

Select the IPv4, IPv6, or Advanced tab to configure the IP address of the subinterface.
Click Create.

Edit or Remove a Subinterface from an EtherChannel

Edit a Subinterface

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Use the following procedures to either modify an existing subinterface, or remove a subinterface from an
Etherchannel interface.

)

Note

Subinterfaces and EtherChannel interfaces have a series of guidelines and limitations that may affect your
configuration. See the General Limitations for more information.

Use the following procedure to edit an existing subinterface associated with an EtherChannel interface:

Procedure

Log into CDO.
In the navigation pane, click Inventory.
Click the Devices tab.

Click the FTD tab and select the threat defense associated with the EtherChannel and subinterface you want
to edit.

In the Management pane located to the right, select Interfaces.

Locate and expand the Etherchannel interface that the subinterface is a member of.

Select the desired subinterface you want to edit. In the Action pane located to the right, click the edit icon

y\

Modify any of the following items:

* Logical name.

* State.

* Description.

* Security Zone assignment.
* VLAN ID

* [P address configuration in either the IPv4, IPv6, or Advanced tabs.
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. Remove a Subinterface from an EtherChannel

Step 9

Click Save.

Remove a Subinterface from an EtherChannel

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Use the following procedure to remove an existing subinterface from an EtherChannel interface:

Procedure

In the navigation pane, click Inventory.
Click the Devices tab.

Click the FTD tab and select the threat defense associated with the EtherChannel and subinterface you want
to edit. In the Management pane located to the right, select Interfaces.

Locate and expand the Etherchannel interface that the subinterface is a member of.
Select the desired subinterface you want to delete.
In the Actions pane located to the right, click Remove.

Confirm you want to delete the subinterface interface and click OK.

Add Interfaces to a Virtual FDM-Managed Device

When you deploy a virtual FDM-managed device, you assign interfaces to the virtual machine. Then, from
within an FDM-managed device, you configure those interfaces using the same methods you would use for
a hardware device.

However, you cannot add more virtual interfaces to the virtual machine and then have FDM automatically
recognize them. If you need more physical-interface equivalents for a virtual FDM-managed device, you
basically have to start over. You can either deploy a new virtual machine, or you can use the following
procedure.

A

Step 1

Caution Adding interfaces to a virtual machine requires that you completely wipe out the virtual
FDM-managedconfiguration. The only part of the configuration that remains intact is the management address

and gateway settings.

Before You Begin
Do the following in an FDM-managed device:

» Examine the virtual FDM-managed device configuration and make notes on settings that you will want
to replicate in the new virtual machine.

* Select Devices > Smart License > View Configuration and disable all feature licenses.

Procedure

Power off the virtual FDM-managed device.
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Step 2

Step 3
Step 4

Step 5

Switch Port Mode Interfaces for an FDM-Managed Device .

Using the virtual machine software, add the interfaces to the virtual FDM-managed device. For VMware,
virtual appliances use 1000 (1 Gbit/s) interfaces by default. You can also use vmxnet3 or ixgbe (10 Gbit/s)
interfaces

Power on the virtual FDM-managed device.

Open the virtual FDM-managed device console, delete the local manager, then enable the local manager.
Deleting the local manager, then enabling it, resets the device configuration and gets the system to recognize
the new interfaces. The management interface configuration does not get reset. The following SSH session
shows the commands.

> show managers

Managed locally.

> configure manager delete

If you enabled any feature licenses, you must disable them in Firepower Device Manager

before deleting the local manager. Otherwise, those licenses remain assigned to the device
in Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

DCHP Server Disabled

> show managers

No managers configured.

> configure manager local

>

Open a browser session to an FDM-managed device, complete the device setup wizard, and configure the
device. See the "Complete the Initial Configuration" section of the Getting Started chapter of Cisco Firepower
Threat Defense Configuration Guide for Firepower Device Manager, Version x.X.x, guide for more instructions.

Switch Port Mode Interfaces for an FDM-Managed Device

For each physical Firepower 1010 interface, you can set its operation as a firewall interface or as a switch
port. Switch ports forward traffic at Layer 2, using the switching function in hardware. Switch ports on the
same VLAN can communicate with each other using hardware switching, and traffic is not subject to the
FDM-managed device security policy. Access ports accept only untagged traffic, and you can assign them to
a single VLAN. Trunk ports accept untagged and tagged traffic, and can belong to more than one VLAN. For
devices that have been reimaged to Version 6.4, Ethernet 1/2 through 1/8 are configured as access switch
ports on VLAN 1; devices that are manually upgraded to Version 6.4 (and later), the ethernet configuration
maintains the configuration prior ot upgrading. Note that switch ports on the same VLAN can communicate
with each other using hardware switching, and traffic is not subject to the FDM-managed device security
policy.

Access or Trunk
A physical interface configured as a switch port can be assigned as either an access port or a trunk port.

Access ports forward traffic to only one VLAN and accept only untagged traffic. We strongly recommend
this option if you intend to forward traffic to a single host or device. You must also specify the VLAN you
would like to be associated with the interface, otherwise it will default to VLAN 1.

Trunk ports forward traffic to multiple VLANS. You must assign one VLAN interface as the native trunk port
and at least one VLAN as an associated trunk port. You can select up to 20 interfaces to be associated with
the switch port interface, which enables traffic from different VLAN IDs to pass through the switch port
interface. If an untagged traffic is passed through the switch port then the traffic is tagged with the VLAN ID
of the native VLAN interface. Note that the default Fiber Distributed Data Interface (FDDI) & Token RING
ID between 1002 and 1005 cannot be used for VLAN ID.
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Change the Port Mode

If you select an interface that is configured for routed mode as a VLAN member, CDO automatically converts
the interface to switch port mode and configures the interface as an access port by default. As a result the
logical name and the associated static IP addresses are removed from the interface.

Configuration Limitations
Be aware of the following limitations:

* Only physical Firepower 1010 devices support switch port mode configuration. Virtual FDM-managed
devices do not support switch port mode.

* The Firepower 1010 device allows a maximum of 60 VLANSs.

* VLAN interfaces configured for switch port mode must be unnamed. This means the MTU must be
configured to 1500 bytes.

* You cannot delete an interface configured as a switch port mode. You must manually change the interface
mode from switch port mode to routed mode.

* Interfaces configured for switch port mode do not support IP addresses. If the interface is currently
referenced in or configured for VPN, DHCP, or is associated with a static route, you must manually
remove the IP address.

* You cannot use any member of the bridge group interface as a switch port.

* The MTU for a VLAN interface must be 1500 bytes. Unnamed VLAN interfaces do not support any
other configuration.

* Switch port mode does not support the following:
* Diagnostic interface.
* Dynamic, multicast, or Equal-Cost Multi-Path (ECMP) routing.
* Passive interfaces.
* Port etherchannels, or using an interface that is a member of an etherchannel.
* Subinterfaces.

« Failover and state link.

High Availability and Switch Port Mode Interfaces

You should not use the switch port functionality when using High Availability. Because the switch ports
operate in hardware, they continue to pass traffic on both the active and the standby units. High Availability
is designed to prevent traffic from passing through the standby unit, but this feature does not extend to switch
ports. In a normal High Availability network setup, active switch ports on both units will lead to network
loops. We suggest that you use external switches for any switching capability. Note that VLAN interfaces
can be monitored by failover, while switch ports cannot.

)

Note  You can only use a firewall interface as the failover link.
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Switch Port Mode Configurations in Templates

You can create templates of devices with interfaces configured for switch port mode. Beware the following
scenarios when mapping interfaces from the template to a device:

« [f a template interface does not contain any VLAN members prior to applying the template, CDO
automatically maps it to an available device interface that has the same properties.

« If a template interface that does not contain a VLAN member is mapped to a device interface that is

configured as N/A, CDO automatically creates an interface on the device the template is to be applied
to

» If a template interface containing a VLAN member is mapped to a device interface that is not present,
applying a template will fail.

» Templates do not support mapping more than one template interface to the same device interface.

* The template's management interface must be mapped to the device's management interface.

Configure an FDM-Managed Device VLAN

You must first configure a VLAN interface if you intend to configure subinterfaces or switch ports.

\)

Note An FDM-managed device supports a maximum of 60 VLAN interfaces.

Procedure
Step 1 In the navigation pane, click Inventory.
Step 2 Click the Devices tab to locate the device or the Templates tab to locate the model device.
Step 3 Click the FTD tab and select the desired device you want to create a VLAN on.
Step 4 In the Management pane at the right, click Interfaces.
Step 5 On the Interfaces page, click the button.
Step 6 Configure the following:

» Parent Interface - The parent interface is the physical interface to which you want to add the subinterface.
You cannot change the parent interface after you create the subinterface.

* (Optional) Logical Name-Set the name for the VLAN, up to 48 characters. Alphabetic characters must
be lower case. If you do not want to route between the VLAN and other VLANS or firewall interfaces,
then leave the VLAN interface name empty.

Note Ifyou do notenter a name, the MTU in the Advanced Options must be set to 1500. If you change
the MTU to something other than 1500, the VLAN must be unnamed.

* (Optional) Description-The description can be up to 200 characters on a single line, without carriage
returns.
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* (Optional) Security Zone - Assign the subinterface to a security zone. Note that you cannot assign a
subinterface if it does not have a Logical Name. You ca also assign a security zone after creating a
subinterface. See Use of Security Zones in Firepower Interface Settings for more information.

* (Optional) VLAN ID-Enter the VLAN ID between 1 and 4070 that will be used to tag the packets on
this subinterface.

Note VLAN interfaces are routed by default. If you add this VLAN interface to a bridge group at a
later date, Cisco Defense Orchestrator (CDO) automatically changes the mode to
BridgeGroupMember. Similarly, if you change this VLAN interface to switch port mode, CDO
automatically changes the mode to Switch Port.

* (Optional) Subinterface ID - Enter the subinterface ID as an integer between 1 and 4294967295. This
ID is appended to the interface ID; for example Ethernet1/1.100. You can match the VLAN ID for
convenience, but it is not required. You cannot change the ID after you create the subinterface.

Step 7 Click the IPv4 Address tab and select one of the following options from the Type field:

» Static - Choose this option if you want to assign an address that should not change. Type in the interface's
IP address and the subnet mask for the network attached to the interface. For example, if you attach the
10.100.10.0/24 network, you could enter 10.100.10.1/24. Ensure that the address is not already used on
the network.

If you configured high availability, and you are monitoring this interface for HA, also configure a standby
IP address on the same subnet. The standby address is used by this interface on the standby device. If
you do not set the standby IP address, the active unit cannot monitor the standby interface using network
tests; it can only track the link state.

Note Ifthere is a DHCP server configured for the interface, you are shown the configuration. You can
edit or delete the DHCP address pool. If you change the interface IP address to a different subnet,
you must either delete the DHCP server, or configure an address pool on the new subnet, before
you can save the interface changes. See Configure DHCP Servers for more information.

» Dynamic (DHCP)-Choose this option if the address should be obtained from the DHCP server on the
network. You cannot use this option if you configure high availability. Change the following options if
necessary:

* Route Metric-If you obtain the default route from the DHCP server, the administrative distance to
the learned route, between 1 and 255. The default is 1.

 Obtain Default Route-Check this option to get the default route from the DHCP server. You would
normally select this option, which is the default.

» DHCP Address Pool - If there is a DHCP server configured for the interface, you are shown the
configuration. You can edit or delete the DHCP address pool. If you change the interface IP address to
a different subnet, you must either delete the DHCP server, or configure an address pool on the new
subnet, before you can save the interface changes.

Step 8 (Optional) Click the IPv6 Address tab and configure the following:

« State - To enable IPv6 processing and to automatically configure the link-local address when you do not
configure the global address, slide the State slider to blue. The link local address is generated based on
the interface MAC addresses (Modified EUI-64 format).
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Configure an FDM-Managed Device VLAN .

Note Disabling IPv6 does not disable IPv6 processing on an interface that is configured with an explicit
IPv6 address or that is enabled for autoconfiguration.

Address Auto Configuration - Check this option to have the address automatically configured. IPv6
stateless autoconfiguration will generate a global IPv6 address only if the link on which the device resides
has a router configured to provide IPv6 services, including the advertisement of an IPv6 global prefix
for use on the link. If IPv6 routing services are not available on the link, you will get a link-local IPv6
address only, which you cannot access outside of the device's immediate network link. The link local
address is based on the Modified EUI-64 interface ID.

Suppress RA-Whether to suppress router advertisements. Threat Defense can participate in router
advertisements so that neighboring devices can dynamically learn a default router address. By default,
router advertisement messages (ICMPv6 Type 134) are periodically sent out each IPv6 configured
interface.

Router advertisements are also sent in response to router solicitation messages (ICMPv6 Type 133).
Router solicitation messages are sent by hosts at system startup so that the host can immediately
auto-configure without needing to wait for the next scheduled router advertisement message.

We suggest suppressing these messages on any interface for which you do not want the FDM-managed
device to supply the IPv6 prefix (for example, the outside interface).

Static Address/Prefix-If you do not use stateless auto configuration, enter the full static global IPv6
address and network prefix. For example, 2001:0DB8::BA98:0:3210/48. For more information on IPv6
addressing, see IPv6 Addressing for Firepower Interfaces.

Standby IP Address-If you configure high availability, and you are monitoring this interface for HA,
also configure a standby IPv6 address on the same subnet. The standby address is used by this interface
on the standby device. If you do not set the standby IP address, the active unit cannot monitor the standby
interface using network tests; it can only track the link state.

Step 9 (Optional) Click the Advanced tab.

Select Enable for HA Monitoring if you want the health of the interface to be a factor when the system
decides whether to fail over to the peer unit in a high availability configuration.

This option is ignored if you do not configure high availability. It is also ignored if you do not configure
a name for the interface.

Select Management Only to make a data interface management only.

A management only interface does not allow through traffic, so there is very little value in setting a data
interface as management only. You cannot change this setting for the Management/Diagnostic interface,
which is always management only.

Modify the IPv6 Configuration settings.

» Enable DHCP for IPv6 address configuration-Whether to set the Managed Address Configuration
flag in the IPv6 router advertisement packet. This flag informs IPv6 autoconfiguration clients that
they should use DHCPvV6 to obtain addresses, in addition to the derived stateless autoconfiguration
address.

+ Enable DHCP for IPv6 non-address configuration-Whether to set the Other Address Configuration
flag in the IPv6 router advertisement packet. This flag informs [Pv6 autoconfiguration clients that
they should use DHCPv6 to obtain additional information from DHCPv®6, such as the DNS server
address.
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. Configure an FDM-Managed Device VLAN for Switch Port Mode

Step 10
Step 11

Step 12
Step 13

* DAD Attempts-How often the interface performs Duplicate Address Detection (DAD), from O -
600. The default is 1. During the stateless autoconfiguration process, DAD verifies the uniqueness
of new unicast IPv6 addresses before the addresses are assigned to interfaces. If the duplicate address
is the link-local address of the interface, the processing of IPv6 packets is disabled on the interface.
If the duplicate address is a global address, the address is not used. The interface uses neighbor
solicitation messages to perform Duplicate Address Detection. Set the value to 0 to disable duplicate
address detection (DAD) processing.

* Change the MTU (maximum transmission unit) to the desired value.

The default MTU is 1500 bytes. You can specify a value from 64 - 9198 (or 9000 for virtual FDM-managed
devices and 9184 for the Firepower 4100/9300). Set a high value if you typically see jumbo frames on
your network.

Note If you increase MTU above 1500 on ASA 5500-X series devices, ISA 3000 series devices, or
virtual FDM-managed devices, the VLAN must be unnamed and you must reboot the device.
Log into the CLI and use the reboot command. If the device is configured for HA, you must also
reboot the standby device. You do not need to reboot Firepower models, where jumbo frame
support is always enabled.

* (Optional for subinterface and HA pairs) Configure the MAC address.

By default, the system uses the MAC address burned into the network interface card (NIC) for the
interface. Thus, all subinterfaces on an interface use the same MAC address, so you might want to create
unique addresses per subinterface. Manually configured active/standby MAC addresses are also
recommended if you configure high availability. Defining the MAC addresses helps maintain consistency
in the network in the event of failover.

* MAC Address-The Media Access Control in H.H.H format, where H is a 16-bit hexadecimal digit.
For example, you would enter the MAC address 00-0C-F1-42-4C-DE as 000C.F142.4CDE. The
MAC address must not have the multicast bit set, that is, the second hexadecimal digit from the left
cannot be an odd number.)

« Standby MAC Address-For use with HA pairs. If the active unit fails over and the standby unit
becomes active, the new active unit starts using the active MAC addresses to minimize network
disruption, while the old active unit uses the standby address.

If you intend to create another subinterface for this device, check Create another prior to completing the
subinterface configuration.

(Optional) Activate the subinterface upon creation by toggling the State slider in the upper right corner of
the pop-up window from grey to blue.
Click OK.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Configure an FDM-Managed Device VLAN for Switch Port Mode

Be sure to read the limitations for switch port mode prior to configuration; see Switch Port Mode Interfaces
for an FDM-Managed Device for more information.
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Create a VLAN Interface for Switch Port Mode .

\)

Note  You can assign or edit a VLAN member to a physical interface at any time. Be sure to deploy the changes to
the device after you confirm the new configuration.

Create a VLAN Interface for Switch Port Mode

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Step 7
Step 8
Step 9

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and select the device you want to configure interfaces for.

In the Management pane on the right, click Interfaces.

On the Interfaces page, click the button and choose VLAN Interface.
View the VLAN Members tab and select the desired physical interfaces.
Note Ifyouchose to add a member that references a VLAN interface configured for either Access or Native

Trunk, you can only select one VLAN as a member. Physical interfaces that references a VLAN
interface configured for Associated Trunk supports up to 20 interfaces as members.

Configure the rest of the VLAN interface, as described in Configure an FDM-Managed Device VLAN.
Click Save. Confirm that you want to reset the VLAN configuration and reassign an IP address to the interface.

Preview and Deploy Configuration Changes for All Devicesnow the changes you made, or wait and deploy
multiple changes at once.

Configure an Existing Physical Interface for Switch Port Mode

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.

Click the FTD tab and select the device you want to configure interfaces for.

In the Management pane on the right, click Interfaces.

On the Interfaces page, select the physical interface you want to modify. In the Action Pane on the right,

3

click the edit icon #

Interfaces configured for switch port mode do not support logical names. If the interface has a logical name,
delete it.

Locate the Mode and use the drop-down menu to select Switch Port.

Configure the physical interface for switch port mode:

* (Optional) Check the Protected Port check box to set this switch port as protected, so you can prevent
the switch port from communicating with other protected switch ports on the same VLAN. You might
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. Viewing and Monitoring Firepower Interfaces

Step 9
Step 10

want to prevent switch ports from communicating with each other if: the devices on those switch ports
are primarily accessed from other VLANS; you do not need to allow intra-VLAN access; and you want
to isolate the devices from each other in case of infection or other security breach. For example, if you
have a DMZ that hosts three web servers, you can isolate the web servers from each other if you apply
this option to each switch port. The inside and outside networks can both communicate with all three
web servers, and vice versa, but the web servers cannot communicate with each other.

* For the Usage Type, select Access or Trunk. See Switch Port Mode Interfaces for an FDM-Managed
Device to determine which port type you need.

* If you select Trunk, you must select one VLAN interface as the Native Trunk VLAN to forward
untagged traffic and at least one Associated VLAN to forward tagged traffic. Click the icon

to view the existing physical interfaces. You can select up to 20 VLAN interfaces as associated
VLANS.

* You can create a new VLAN interface set to Access mode by clicking C reate new VLAN.

Click Save. Confirm that you want to reset the VLAN configuration and reassign an IP address to the interface.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Viewing and Monitoring Firepower Interfaces

Step 1
Step 2
Step 3
Step 4
Step 5

To view firepower interfaces, follow these steps:

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and the device whose interfaces you want to view.

Select Interfaces © in the Management pane on the right.

In the Interfaces table, select an interface.

* If you expand the interface row, you see subinterface information.

* On the right, you see detailed interface information.

Monitoring Interfaces in the CLI

You can view some basic information, behavior, and statistics about interfaces by connecting to the device
using SSH and running the command below.

For an easy to connect to the device using SSH, onboard the FDM-managed device you want to monitor as
an SSH device and then use the > Command Line Interface in CDO.
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Synchronizing Interfaces Added to a Firepower Device using FX0S .

* show interface displays interface statistics and configuration information. This command has many
keywords you can use to get to the information you need. Use ? as a keyword to see the available options.

* show ipvé interface displays IPv6 configuration information about the interfaces.

* show bridge-group displays information about Bridge Virtual Interfaces (BVI), including member
information and IP addresses.

* show conn displays information about the connections currently established through the interfaces.
* show traffic displays statistics about traffic flowing through each interface.
* show ipvé traffic displays statistics about IPv6 traffic flowing through the device.

* show dhepd displays statistics and other information about DHCP usage on the interfaces, particularly
about the DHCP servers configured on interfaces.

Synchronizing Interfaces Added to a Firepower Device using

FX0S

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

If an interface is added to a Firepower device by using the Firepower eXtensible Operating System (FXOS)
Chassis Manager, on the Firepower 4100 series or 9300 series devices, Cisco Defense Orchestrator does not
recognize that configuration change and report a configuration conflict.

To see the newly added interface in CDO, follow this procedure:
Procedure
Log in to an FDM-managed device.

From the FDM-managed main page, click View All Interfaces in the Interfaces panel.
Click the Scan Interfaces button:

Wait for the interfaces to scan, and then click OK.

Deploy your changes on an FDM-managed device.

Log in to CDO as an Admin or SuperAdmin.

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and select the device with the expected new interface configuration.

Click Check for Changes to immediately compare the copy of the configuration on the device with the copy
of the configuration stored on CDO. CDO will detect the interface change and report a "Conflict Detected"
state on the Inventory page for the device.

Resolve the Conflict Detected by clicking Review Conflict and then accepting the out of band changes.
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. Routing

Routing

Routing is the act of moving information across a network from a source to a destination. Along the way, at
least one intermediate node is typically encountered. Routing involves two basic activities: determining optimal
routing paths and transporting packets through a network.

Using Cisco Defense Orchestrator (CDO), you can define a default route, and other static routes, for your
FDM-managed devices. The following topics explain routing basics and how to use CDO to configure static
routing on your FDM-managed device:

* About Static Routing and Default Routes
* The Routing Table and Route Selection
* Configure Static and Default Routes for FDM-Managed Devices

* Monitoring Routing

About Static Routing and Default Routes

To route traffic to a non-connected host or network, you must define a route to that host or network. That
defined route is a static route. Consider also configuring a default route. A default route is for all traffic that
is not routed by other means to a default network gateway, typically the next hop router.

Related Information:

 Default Route

« Static Routes

Default Route

If you do not know a route to a specific network, the simplest option is to configure a default route that sends
all traffic to an upstream router, relying on that router to route the traffic for you. A default route identifies
the gateway IP address to which the FDM-managed device sends all IP packets for which you did not define
a static route. A default route is simply a static route with 0.0.0.0/0 (IPv4) or ::/0 (IPv6) as the destination IP
address.

Static Routes

A static route is a route from one network to another network that you define and enter manually into the
routing table. You might want to use static routes in the following cases:

* Your network is small and stable and you can easily manage manually adding and changing routes
between devices.

* Your networks use an unsupported router discovery protocol.
* You do not want the traffic or CPU overhead associated with routing protocols.

* In some cases, a default route is not enough. The default gateway might not be able to reach the destination
network, so you must also configure more specific static routes. For example, if the default gateway is
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outside, then the default route cannot direct traffic to any inside networks that are not directly connected
to the FDM-managed device.

* You are using a feature that does not support dynamic routing protocols.

Limitations:

* CDO does not currently support the management, monitoring, or use of Virtual Tunnel Interface (VTI)
tunnels on ASA or FDM-managed devices. Devices with configured VTI tunnels can be onboarded to
CDO but it ignores the VTT interfaces. If a security zone or static route references a VTI, CDO reads the
security zone and static route without the VTI reference. CDO support for VTI tunnels is coming soon.

* FDM-managed device running on software version 7.0 or later allows configuring Equal-Cost Multi-Path
(ECMP) traffic zones. When the FDM-managed device is onboarded to CDO, it can read but cannot
modify the ECMP configuration available in the global VRF routes because it does not allow a route to
the same destination network with an identical metric value. You can create and modify ECMP traffic
zones through FDM and then read it into CDO. For more information on ECMP, see the "Equal-Cost
Multi-Path (ECMP) Routing" section in the "Routing Basics and Static Routes" chapter of Cisco Firepower
Threat Defense Configuration Guide for Firepower Device Manager, Version 7.0 or later.

The Routing Table and Route Selection

When NAT translations (xlates) and rules do not determine the egress interface, the system uses the routing
table to determine the path for a packet.

Routes in the routing table include a metric called "administrative distance" that provides a relative priority
to a given route. If a packet matches more than one route entry, the one with the lowest distance is used.
Directly connected networks (those defined on an interface) have the distance 0, so they are always preferred.
Static routes have a default distance of 1, but you can create them with any distance between 1-254.

Routes that identify a specific destination take precedence over the default route (the route whose destination
is 0.0.0.0/0 or ::/0).

How the Routing Table is Populated

The FDM-managed device routing table can be populated with statically defined routes and directly connected
routes. It is possible that the same route is entered in more than one manner. When two routes to the same
destination are put into the routing table, the one that remains in the routing table is determined as follows:

» If the two routes have different network prefix lengths (network masks), then both routes are considered
unique and are entered into the routing table. The packet forwarding logic then determines which of the
two to use.

For example, assume the following routes are entered in the routing table:

* 192.168.32.0/24
*192.168.32.0/19
Even though the 192.168.32.0/24 route has the longer network prefix, both routes are installed in the routing

table because each of these routes has a different prefix length (subnet mask). They are considered different
destinations and the packet forwarding logic determines which route to use.
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. How Forwarding Decisions are Made

* If multiple paths to the same destination are entered in the routing table, the route with the better metric,
as entered with the static route, is entered into the routing table.

Metrics are values associated with specific routes, ranking them from most preferred to least preferred. The
parameters used to determine the metrics differ for different routing protocols. The path with the lowest metric
is selected as the optimal path and installed in the routing table. If there are multiple paths to the same destination
with equal metrics, load balancing is done on these equal cost paths.

Related Information:

* How Forwarding Decisions are Made

How Forwarding Decisions are Made

Forwarding decisions are made in this order:

» Use NAT translations (xlates) and rules to determine the egress interface. If the NAT rules do not
determine the egress interface, the system uses the routing table to determine the path for a packet.

« Ifthe destination does not match an entry in the routing table, the packet is forwarded through the interface
specified for the default route. If a default route has not been configured, the packet is discarded.

« If the destination matches a single entry in the routing table, the packet is forwarded through the interface
associated with that route.

» If the destination matches more than one entry in the routing table, then the packet is forwarded out of
the interface associated with the route that has the longer network prefix length. For example, a packet
destined for 192.168.32.1 arrives on an interface with the following routes in the routing table:

* 192.168.32.0/24 gateway 10.1.1.2

* 192.168.32.0/19 gateway 10.1.1.3
In this case, a packet destined to 192.168.32.1 is directed toward 10.1.1.2, because 192.168.32.1 falls within
the 192.168.32.0/24 network. It also falls within the other route in the routing table, but 192.168.32.0/24 has

the longer prefix within the routing table (24 bits verses 19 bits). Longer prefixes are always preferred over
shorter ones when forwarding a packet.

\)

Note Existing connections continue to use their established interfaces even if a new similar connection would result

in different behavior due to a change in routes.

Configure Static and Default Routes for FDM-Managed Devices

Define static routes on an FDM-managed device so it knows where to send packets bound for networks not
directly connected to the interfaces on the system.

Consider creating a default route. This is the route for network 0.0.0.0/0. This route defines where to send
packets whose egress interface cannot be determined by existing NAT translations, static NAT rules, or other
static routes.

You might need other static routes if the default gateway cannot be used to get to all networks. For example,
the default route is usually an upstream router on the outside interface. If there are additional inside networks
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Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Procedure .

that are not directly connected to the device, and they cannot be accessed through the default gateway, you
need static routes for each of those inside networks.

You cannot define static routes for the networks that are directly connected to system interfaces. The system
automatically creates these routes.

Procedure

In the navigation pane, click Inventory.
Click the Devices tab to locate the device or the Templates tab to locate the model device.

Click the FTD device and select the device on which you want to define static routes.

In the Management pane at the right, click & Routing.
On the Static Routing page, do one of the following:

. . +
* To add a new static route, click the plus button .

* Click the edit icon for the route you want to edit.

If you no longer need a route, click the trash can icon for the route to delete it.

Configure the route properties

 Protocol-Select whether the route is for an IPv4 or IPv6 address.

* Interface-Select the interface through which you want to send traffic. The gateway address needs to be
accessible through this interface.

» Gateway-Select the network object that identifies the IP address for the gateway to the destination
network. Traffic is sent to this address.

« Metric-The administrative distance for the route, between 1 and 254. The default is for static routes is
1. If there are additional routers between the interface and the gateway, enter the number of hops as the
administrative distance.

Administrative distance is a parameter used to compare routes. The lower the number, the higher
precedence the route is given. Connected routes (networks directly connected to an interface on the
device) always take precedence over static routes.

» Destination Network-Select the network object(s), that identifies the destination network, that contains
the host(s), that uses the gateway in this route.

To define a default route, use the pre-defined any-ipv4 or any-ipv6 network objects, or create an object
for the 0.0.0.0/0 (IPv4) or ::/0 (IPv6) network.

Click OK.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.
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Static Route Example
See the Static Route Network Diagram for the addresses used in this example.

The goal is to create a static route that allows return traffic to the host at 20.30.1.2 in destination network
20.30.1.0/24.

The packet can take any path to reach the destination. When a network receives a packet on an interface, it
determines where to forward the packet for the best route to a destination.

)

Note The DMZ does not have a static route as it is connected directly to the interface.

For example, consider the following two routes for reaching the destination.

Route 1:
Procedure
Step 1 Packets come back to the outside interface, 209.165.201.0/27, looking for 20.30.1.2.
Step 2 We direct the packets to use the inside interface to get to the gateway 192.168.1.2, which is on the same
network as the destination.
Step 3 From there, we identify the destination network by the gateway address for that network, 20.30.1.1.
Step 4 The IP address 20.30.1.2 is on the same subnet as 20.30.1.1. The router forwards the packet to the switch, the
switch forwards the packet to 20.30.1.2.
Interface:Inside Destination N/W:20.30.1.0/24 Gateway: 192.168.1.2 Metric: 1
Route 2:

Procedure

Step 1 Packets come back to the outside interface, 209.165.201.0/27, looking for 20.30.1.2.

Step 2 We direct the packets to use the internal interface to get to the gateway 192.168.50.20, which is multiple
hops away from the destination network.

Step 3 From there, we identify the destination network by the gateway address for that network, 20.30.1.1.

Step 4 The IP address 20.30.1.2 is on the same subnet as 20.30.1.0. The router forwards the packet to the switch, the
switch forwards the packet to 20.30.1.2.

Interface:Inside Destination N/W:20.30.1.0/24 Gateway: 192.168.50.20 Metric: 100

Here is what the completed Add Static Route table would like for these routes.
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Monitoring Routing

To monitor and troubleshoot routing, open Firewall Device Manager for the device and open the CLI console
or log into the device CLI using SSH and use the following commands:

* show route displays the routing table for the data interfaces, including routes for directly-connected
networks.

* show ipvé route displays the [Pv6 routing table for the data interfaces, including routes for
directly-connected networks.

* show network displays the configuration for the virtual management interface, including the management
gateway. Routing through the virtual interface is not handled by the data interface routing table, unless
you specify data-interfaces as the management gateway.

* show network-static-routes displays static routes configured for the virtual management interface
using the configure network static-routes command. Normally, there will not be any static routes,
as the management gateway suffices for management routing in most cases. These routes are not available
to traffic on the data interfaces. This command is not available in the CLI console.

Static Route Network Diagram

We refer to this network diagram when discussing Configure Static and Default Routes for FDM-Managed
Devices:
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. About Virtual Routing and Forwarding
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About Virtual Routing and Forwarding

About VRF

Virtual routing and forwarding (VRF) allow multiple instances of a routing table to exist in a router. Firepower
Version 6.6 introduces the ability to have a default VRF table and user-created VRF tables. A single VRF
table can handle multiple types of varying routing protocols, such as EX, OSPF, BGP, IGRP, etc. Each routing
protocol within a VRF table is listed as an entry. In addition to handling multiple types of common routing
protocols, you can configure a routing protocol to reference an interface from another VRF. This allows you

to segment network paths without using multiple devices.

See About Virtual Routers and Virtual Routing and Forwarding (VRF) for more information.
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VRF in Cisco Defense Orchestrator

This feature is new to Firepower Version 6.6. When the FDM-managed device is onboarded to CDO, the
device routing page reads and supports only the VRFs defined on the global router of the FDM-managed
device. To view the global VRF in CDO, select the device from the Inventory page and select Routing from
the Management pane located to the right of the window. From here, you can view, modify, and delete the
global VRF; note that CDO retains the name of the VRF when reading the configuration from FDM.

CDO firewall device manager doesn't read VRFs configured in the user-defined virtual routers. You must
create and manage VRF tables through firewall device manager.

For information on global and user-defined routes, see the "Managing Virtual Routers" section in the "Virtual
Routers" chapter of Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager,
Version 7.0 or later.

An object is a container of information that you can use in one or more security policies. Objects make it easy
to maintain policy consistency. You can create a single object, use it different policies, modify the object, and
that change is propagated to every policy that uses the object. Without objects, you would need to modify all
the policies, individually, that require the same change.

When you onboard a device, CDO recognizes all the objects used by that device, saves them, and lists them
on the Objects page. From the Objects page, you can edit existing objects and create new ones to use in your
security policies.

CDO calls an object used on multiple devices a shared object and identifies them in the Objects page with
this badge &,

Sometimes a shared object develops some "issue" and is no longer perfectly shared across multiple policies
or devices:

« Duplicate objects are two or more objects on the same device with different names but the same values.
These objects usually serve similar purposes and are used by different policies. Duplicate objects are

identified by this issue icon: &

« Inconsistent objects are objects on two or more devices with the same name but different values.
Sometimes users create objects in different configurations with same name and content but over time
the values of these objects diverge which creates the inconsistency. Inconsistent objects are identified

by this issue icon: ®

« Unused objects are objects that exist in a device configuration but are not referenced by another object,

an access-list, or a NAT rule. Unused objects are identified by this issue icon: '

You can also create objects for immediate use in rules or policies. You can create an object that is unassociated
with any rule or policy. Before 28 June 2024, when you use an unassociated object in a rule or policy, CDO
created a copy of it and used the copy. Because of this behavior, you might have observed that there were
two instances of the same object in the Objects menu. However, CDO does not do that anymore. You can
use an unassociated object in a rule or a policy but there are no duplicate objects that CDO creates.

You can view the objects managed by CDO by navigating to the Objects menu or by viewing them in the
details of a network policy.
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CDO allows you to manage network and service objects across supported devices from one location. With
CDO, you can manage objects in these ways:

)

* Search for and Object Filters based on a variety of criteria.

* Find duplicate, unused, and inconsistent objects on your devices and consolidate, delete, or resolve those
object issues.

* Find unassociated objects and delete them if they are unused.

* Discover shared objects that are common across devices.

+ Evaluate the impact of changes to an object on a set of policies and devices before committing the change.
» Compare a set of objects and their relationships with different policies and devices.

» Capture objects in use by a device after it has been on-boarded to CDO.

Note

Out-of-band changes that are done to objects are detected as overrides to the object. When such a change
happens, the edited value gets added to the object as an override, which can be viewed by selecting the object.
To know more about out-of-band changes on devices, see Out-of-Band Changes on Devices, on page 563.

If you have issues with creating, editing, or reading objects from an onboarded device, see Troubleshoot Cisco
Defense Orchestrator, on page 732 for more information.

An object is a container of information that you can use in one or more security policies. Objects make it easy
to maintain policy consistency. You can create a single object, use it different policies, modify the object, and
that change is propagated to every policy that uses the object. Without objects, you would need to modify all
the policies, individually, that require the same change.

When you onboard a device, CDO recognizes all the objects used by that device, saves them, and lists them
on the Objects page. From the Objects page, you can edit existing objects and create new ones to use in your
security policies.

CDO calls an object used on multiple devices a shared object and identifies them in the Objects page with
this badge ®,

Sometimes a shared object develops some "issue" and is no longer perfectly shared across multiple policies
or devices:

» Duplicate objects are two or more objects on the same device with different names but the same values.
These objects usually serve similar purposes and are used by different policies. Duplicate objects are
identified by this issue icon:

* Inconsistent objects are objects on two or more devices with the same name but different values.
Sometimes users create objects in different configurations with same name and content but over time
the values of these objects diverge which creates the inconsistency. Inconsistent objects are identified

by this issue icon: ®

 Unused objects are objects that exist in a device configuration but are not referenced by another object,

an access-list, or a NAT rule. Unused objects are identified by this issue icon: -
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You can also create objects for immediate use in rules or policies. You can create an object that is unassociated
with any rule or policy. Before 28 June 2024, when you use an unassociated object in a rule or policy, CDO
created a copy of it and used the copy. Because of this behavior, you might have observed that there were
two instances of the same object in the Objects menu. However, CDO does not do that anymore. You can
use an unassociated object in a rule or a policy but there are no duplicate objects that CDO creates.

You can view the objects managed by CDO by navigating to the Objects menu or by viewing them in the
details of a network policy.

CDO allows you to manage network and service objects across supported devices from one location. With
CDO, you can manage objects in these ways:

* Search for and Object Filters based on a variety of criteria.

* Find duplicate, unused, and inconsistent objects on your devices and consolidate, delete, or resolve those
object issues.

* Find unassociated objects and delete them if they are unused.

* Discover shared objects that are common across devices.

+ Evaluate the impact of changes to an object on a set of policies and devices before committing the change.
» Compare a set of objects and their relationships with different policies and devices.

* Capture objects in use by a device after it has been on-boarded to CDO.

)

Note Out-of-band changes that are done to objects are detected as overrides to the object. When such a change
happens, the edited value gets added to the object as an override, which can be viewed by selecting the object.
To know more about out-of-band changes on devices, see Out-of-Band Changes on Devices, on page 563.

If you have issues with creating, editing, or reading objects from an onboarded device, see Troubleshoot Cisco
Defense Orchestrator, on page 732 for more information.

The following table describes the objects that you can create for your devices and manage using CDO.

Table 10: Common Objects

Object Type Description

Network Network groups and network objects (collectively
referred to as network objects) define the addresses
of hosts or networks.

URL Use URL objects and groups (collectively referred to
as URL objects) to define the URL or IP addresses of
web requests. You can use these objects to implement
manual URL filtering in access control policies or
blocking in Security Intelligence policies.
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Object

Description

Application Filter Objects

An application filter object defines the applications
used in an IP connection, or a filter that defines
applications by type, category, tag, risk, or business
relevance. You can use these objects in policies to
control traffic instead of using port specifications.

Upload RA VPN AnyConnect Client Profile

AnyConnect Client Profile objects are file objects and
represent files used in configurations, typically for
remote access VPN policies. They can contain an
AnyConnect Client Profile and AnyConnect Client
Image files.

Certificate Objects

Digital certificates provide digital identification for
authentication. Certificates are used for SSL (Secure
Socket Layer), TLS (Transport Layer Security), and
DTLS (Datagram TLS) connections, such as HTTPS
and LDAPS.

DNS Group Objects

DNS servers are needed to resolve fully-qualified
domain names (FQDN), such as www.example.com,
to IP addresses. You can configure different DNS
group objects for management and data interfaces.

Create and Edit a Firepower Geolocation Filter Object

A geolocation object defines countries and continents
that host the device that is the source or destination
of traffic. You can use these objects in policies to
control traffic instead of using IP addresses.

Create or Edit an IKEv1 Policy

An IKEvI policy object contain the parameters
required for IKEv1 policies when defining VPN
connections.

IKEv2 Policy

An IKEV2 policy objects contain the parameters
required for IKEv2 policies when defining VPN
connections.

IKEv1 IPSEC Proposal

IPsec Proposal objects configure the IPsec proposal
used during IKE Phase 1 negotiations. The IPsec
proposal defines the combination of security protocols
and algorithms that secure traffic in an IPsec tunnel.

IKEv2 IPSEC Proposal IPsec Proposal objects configure the I[Psec proposal
used during IKE Phase 2 negotiations. The IPsec
proposal defines the combination of security protocols
and algorithms that secure traffic in an IPsec tunnel.

Network Objects Network groups and network objects (collectively

referred to as network objects) define the addresses
of hosts or networks.
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Object

Description

Security Zone Object

A security zone is a grouping of interfaces. Zones
divide the network into segments to help you manage
and classify traffic.

Service Objects

Service objects, service groups, and port groups are
reusable components that contain protocols or ports
considered part of the TCP/IP protocol suite.

Create an SGT Group

A SGT dynamic object identifies source or destination
addresses based on an SGT assigned by ISE and can
then be matched against incoming traffic.

Syslog Server Objects

A syslog server object identifies a server that can
receive connection-oriented or diagnostic system log
(syslog) messages.

URL Objects

Use URL objects and groups (collectively referred to
as URL objects) to define the URL or IP addresses of
web requests. You can use these objects to implement
manual URL filtering in access control policies or
blocking in Security Intelligence policies.

Cisco Defense Orchestrator (CDO) calls objects on multiple devices with the same name and same contents,
shared objects. Shared objects are identified by this icon

)

on the Objects page. Shared objects make it easy to maintain policies because you can modify an object in
one place and that change affects all the other policies that use that object. Without shared objects, you would
need to modify all the policies individually that require the same change.

When looking at a shared object, CDO shows you the contents of the object in the object table. Shared objects
have exactly the same contents. CDO shows you a combined or "flattened" view of the elements of the object
in the details pane. Notice that in the details pane, the network elements are flattened into a simple list and

not directly associated with a named object.
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An object override allows you to override the value of a shared network object on specific devices. CDO uses
the corresponding value for the devices that you specify when configuring the override. Although the objects
are on two or more devices with the same name but different values, CDO doesn't identify them as Inconsistent
objects only because these values are added as overrides.

You can create an object whose definition works for most devices, and then use overrides to specify
modifications to the object for the few devices that need different definitions. You can also create an object
that needs to be overridden for all devices, but its use allows you to create a single policy for all devices.
Object overrides allow you to create a smaller set of shared policies for use across devices without giving up
the ability to alter policies when needed for individual devices.

For example, consider a scenario where you have a printer server in each of your offices, and you have created
a printer server object print-server. You have a rule in your ACL to deny printer servers from accessing
the internet. The printer server object has a default value that you want to change from one office to another.
You can do this by using object overrides and maintain rule and "printer-server" object consistent across all
locations, although their values may be different.

Out-of-band changes that are done to objects are detected as overrides to the object. When such a change
happens, the edited value gets added to the object as an override, which can be viewed by selecting the object.
To know more about out-of-band changes, see Out-of-Band Changes on Devices, on page 563.
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Editing Shared Network Object X
Object Name * Devices Usage

print-server &= 2 Devices - @ 0 Rule Sets =
Description

printer server object

Default Value v

eq ~ 126.0.1.0 = ASAV-99-18 = &

QOverride Values v

Enter a value to add it

Value Devices

126.0.2.4 & Pasadena-ftd-730-516-... == P
126.0.1.6 &= BGL_FTD_7.3 P |
126.0.1.9 & connected_fmc P S|

Cancel m
Q‘

Note CDO allows you to override objects associated with the rules in a ruleset. When you add a new object to a
rule, you can override it only after you attach a device to the ruleset and save the changes. See Configure
Rulesets for a Device for more information.

\)

Note If there are inconsistent objects, you can combine them into a single shared object with overrides. For more
information, see Resolve Inconsistent Object Issues, on page 738.

Unassociated Objects

You can create objects for immediate use in rules or policies. You can also create an object that is unassociated
with any rule or policy. When you use that unassociated object in a rule or policy, CDO creates a copy of it
and uses the copy. The original unassociated object remains among the list of available objects until it is either
deleted by a nightly maintenance job, or you delete it.

Unassociated objects remain in CDO as a copy to ensure that not all configurations are lost if the rule or policy
associated with the object is deleted accidentally.

To view unassociated objects click T in the left-hand pane of the Objects tab and check the Unassociated
checkbox.
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Compare Objects

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
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Procedure

In the left pane, click Objects and choose an option.

Filter the objects on the page to find the objects you want to compare.

Click the Compare button -

M Compare

Select up to three objects to compare.

View the objects, side-by-side, at the bottom of the screen.

Configuring FDM-Managed Devices |

¢ Click the up and down arrows in the Object Details title bar to see more or less of the Object Details.

» Expand or collapse the Details and Relationships boxes to see more or less information.

(Optional) The Relationships box shows how an object is used. It may be associated with a device or a policy.
If the object is associated with a device, you can click the device name and then click View Configuration
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Filters .

to see the configuration of the device. CDO shows you the device's configuration file and highlights the entry
for that object.

Filters

You can use many different filters on the Inventory and Objects pages to find the devices and objects you
are looking for.

To filter, click T in the left-hand pane of the Inventory, Policies, and Objects tabs:

The Inventory filter allows you to filter by device type, hardware and software versions, snort version,
configuration status, connection states, conflict detection, and secure device connectors, and labels. You can
apply filters to find devices within a selected device type tab. You can use filters to find devices within the
selected device type tab.

\}

Note When the FTD tab is opened, the filter pane provides filters to show FDM-managed devices based on the
management application through which the devices are accessed from CDO.

* FDM: Devices managed using FTD API or FDM.
* FMC-FTD: Devices managed using Firepower Management Center.

* FTD: Devices managed using FTD Management.

The object filter allows you to filter by device, issue type, shared objects, unassociated objects, and object
type. You can include system objects in your results or not. You can also use the search field to search for
objects in the filter results that contain a certain name, IP address, or port number.

The object type filter allows you to filter objects by type, such as network object, network group, URL object,
URL group, service object, and service group. The shared objects filter allows filtering objects having default
values or override values.

When filtering devices and objects, you can combine your search terms to create several potential search
strategies to find relevant results.

In the following example, filters are applied to search objects that are "Issues (Used OR Inconsistent) AND
Shared Objects with Additional Values.
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Object Filters
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l:l Show System-Defined Objects

! ssues 18661 I8
Unused [ 4754 ]
l:l Duplicate
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(0 Ignored

(W) Shared Objects .
Default Values
() override Values
Additional Values
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l:l MNetwork
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To filter, click T in the left-hand pane of the Objects tab:

« Filter by Device: Lets you pick a specific device so that you can see objects found on the selected device.
* Issues: Lets you pick unused, duplicate, and inconsistent objects to view.
« Ignored Issues: Lets you view all the objects whose inconsistencies you had ignored.

» Shared Objects: Lets you view all the objects that CDO has found to be shared on more than one device.
You can choose to see shared objects with only default values or override values, or both.

« Unassociated Objects: Lets you view all the objects that are not associated with any rule or policy.

+ Object Type: Lets you select an object type to see only those type of objects that you have selected,
such as network objects, network groups, URL objects, URL groups, service objects, and service groups.

Sub filters — Within each main filter, there are sub-filters you can apply to further narrow down your selection.
These sub-filters are based on Object Type — Network, Service, Protocol, etc.

The selected filters in this filter bar would return objects that match the following criteria:
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Configure Object Filters .

* Objects that are on one of two devices. (Click Filter by Device to specify the devices.) AND are
* Inconsistent objects AND are

* Network objects OR Service objects AND

* Have the word "group" in their object naming convention

Because Show System Obijects is checked, the result would include both system objects and user-defined
objects.

Show System-Defined Objects Filter

Some devices come with pre-defined objects for common services. These system objects are convenient
because they are already made for you and you can use them in your rules and policies. There can be many
system objects in the objects table. System objects cannot be edited or deleted.

Show System-Defined Objects is off by default. To display system objects in the object table, check Show
System-Defined Objects in the filter bar. To hide system objects in the object table, leave Show System
Objects unchecked in the filter bar.

If you hide system objects, they will not be included in your search and filtering results. If you show system
objects, they will be included in your object search and filtering results.

Configure Object Filters

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

You can filter on as few or as many criteria as you want. The more categories you filter by, the fewer results
you should expect.

Procedure

In the left pane, click Objects and choose an option.

Open the filter panel by clicking the filter icon T at the top of the page. Uncheck any filters that have been
checked to make sure no objects are inadvertently filtered out. Additionally, look at the search field and delete
any text that may have been entered in the search field.

If you want to restrict your results to those found on particular devices:

a. Click Filter By Device.
b. Search all the devices or click a device tab to search for only devices of a certain kind.

c. Check the device you want to include in your filter criteria.

d. Click OK.

Check Show System Objects to include system objects in your search results. Uncheck Show System Objects
to exclude system objects from your search results.

Check the object Issues you want to filter by. If you check more than one issue, objects in any of the categories
you check are included in your filter results.

Check Ignored issues if you want to see the object that had issues but was ignored by the administrator.
Check the required filter in Shared Objects if you are filtering for objects shared between two or more devices.

« Default Values: Filters objects having only the default values.
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. When to Exclude a Device from Filter Criteria

Step 8
Step 9
Step 10

« Override Values: Filters objects having overridden values.

« Additional Values: Filters objects having additional values.

Check Unassociated if you are filtering for objects that are not part of any rule or policy.
Check the Object Types you want to filter by.

You can also add an object name, IP address, or port number to the Objects search field to find objects with
your search criteria among the filtered results.

When to Exclude a Device from Filter Criteria

When adding a device to filtering criteria, the results show you the objects on a device but not the relationships
of those objects to other devices. For example, assume ObjectA is shared between ASA1 and ASA2. If you
were to filter objects to find shared objects on ASA1, you would find ObjectA but the Relationships pane
would only show you that the object is on ASA1.

To see all the devices to which an object is related, don't specify a device in your search criteria. Filter by the
other criteria and add search criteria if you choose to. Select an object that CDO identifies and then look in
the Relationships pane. You will see all the devices and policies the object is related to.

Unignore Objects

Step 1
Step 2
Step 3
Step 4
Step 5

Deleting Objects

One way to resolve unused, duplicate, or inconsistent objects is to ignore them. You may decide that though
an object is Resolve an Unused Object Issue, a Resolve Duplicate Object Issues, or Resolve Inconsistent
Object Issues, there are valid reasons for that state and you choose to leave the object issue unresolved. At
some point in the future, you may want to resolve those ignored objects. As CDO does not display ignored
objects when you search for object issues, you will need to filter the object list for ignored objects and then
act on the results.

Procedure

In the left pane, click Objects and choose an option.

Object Filters.

In the Object table, select the object you want to unignore. You can unignore one object at a time.
Click Unignore in the details pane.

Confirm your request. Now, when you filter your objects by issue, you should find the object that was previously
ignored.

You can delete a single object or mulitple objects.
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Delete a Single Object

A

Delete a Single Object .

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, choose Objects and choose an option.
Locate the object you want to delete by using object filters and the search field, and select it.

Review the Relationships pane. If the object is used in a policy or in an object group, you cannot delete the
object until you remove it from that policy or group.

In the Actions pane, click the Remove icon & .
Confirm that you want to delete the object by clicking OK.

Preview and Deploy Configuration Changes for All Devices the changes you made, or wait and deploy multiple
changes at once.

Delete a Group of Unused Objects

Step 1

Step 2

Step 3
Step 4

Network Objects

As you onboard devices and start resolving object issues, you find many unused objects. You can delete up
to 50 unused objects at a time.

Procedure

Use the Issues filter to find unused objects. You can also use the Device filter to find objects that are not
associated with a device by selecting No Device. Once you have filtered the object list, the object checkboxes
appear.

Check the Select all checkbox in the object table header to select all the objects found by the filter that appear
in the object table; or, check individual checkboxes for individual objects you want to delete.

In the Actions pane, click the Remove icon &.

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

A network object can contain a host name, a network IP address, a range of IP addresses, a fully qualified
domain name (FQDN), or a subnetwork expressed in CIDR notation. Network groups are collections of
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network objects and other individual addresses or subnetworks you add to the group. Network objects and
network groups are used in access rules, network policies, and NAT rules. You can create, update, and delete
network objects and network groups using CDO.

Note that not all platforms support network objects, such as Cisco Merkai and Multicloud Defense; when you
share dynamic objects, CDO automatically translates the appropriate information from the originating platform
or device into a set of usable information that CDO can use.

Table 12: Pemitted Values of Network Objects

Device type IPv4 / IPv6 Single Address |Range of Fully Qualified |Subnet using
addresses Domain Name | CIDR Notation

FTD IPv4 and IPv6 | Yes Yes Yes Yes

Multicloud IPv4 and IPv6 | Yes Yes Yes Yes

Defense

Table 13: Pemitted Contents of a Network Group

Device type IP Value Network Object Network Groups

FTD No Yes Yes

Multicloud Defense Yes Yes Yes

Reusing Network Objects Across Products

If you have a Cisco Defense Orchestrator tenant with a cloud-delivered Firewall Management Center and one
or more on-prem management centers onboarded to your tenant:

* When you create a Secure Firewall Threat Defense, FDM-managed threat defense, ASA, or Meraki
network object or group, a copy of the object is also added to the objects list on the Objects > Other
FTD Objects page used when configuring cloud-delivered Firewall Management Center, and vice versa.

* When you create a Secure Firewall Threat Defense, FDM-managed threat defense, or ASA network
object or group, an entry is created in the Devices with Pending Changes page for each On-Prem Firewall
Management Center for which Discover & Manage Network Objects is enabled. From this list, you
can choose and deploy the object to the on-prem management center on which you want to use the object
and discard the ones that you do not want. Navigate Tools & Services > Firewall Management Center,
select the on-prem management center, and click Objects to see your objects in the On-Prem Firewall
Management Center user interface and assign them to policies.

Changes you make to network objects or groups on either page apply to the object or group instance on both
pages. Deleting an object from one page also deletes the corresponding copy of the object from the other page.

Exceptions:

* If a network object of the same name already exists for cloud-delivered Firewall Management Center,
the new Secure Firewall Threat Defense, FDM-managed threat defense, ASA, or Meraki network object
will not be replicated on the Objects > Other FTD Objects page of Cisco Defense Orchestrator

* Network objects and groups in onboarded threat defense devices that are managed by on-premises Secure
Firewall Management Center are not replicated on the Objects > Other FTD Objects page and cannot
be used in cloud-delivered Firewall Management Center.
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Note that for on-premises Secure Firewall Management Center instances that have been migrated to
cloud-delivered Firewall Management Center, network objects and groups are replicated to the CDO
objects page if they are used in policies that were deployed to FTD devices.

Sharing Network Objects between CDO and cloud-delivered Firewall Management Center is automatically
enabled on new tenants but must be requested for existing tenants. If your network objects are not being
shared with cloud-delivered Firewall Management Center, How CDO Customers Open a Support Ticket
with TAC to have the features enabled on your tenant.

Sharing network objects between CDO and On-Prem Management Center is not automatically enabled
on CDO for new on-prem management centers onboarded to CDO. If your network objects are not being
shared with On-Prem Management Center, ensure Discover & Manage Network Objects toggle button
is enabled for the on-prem management center in Settings or How CDO Customers Open a Support
Ticket with TAC to have the features enabled on your tenant.

Viewing Network Objects

Network objects you create using CDO and those CDO recognizes in an onboarded device's configuration
are displayed on the Objects page. They are labeled with their object type. This allows you to filter by object
type to quickly find the object you are looking for.

When you select a network object on the Objects page, you see the object's values in the Details pane. The
Relationships pane shows you if the object is used in a policy and on what device the object is stored.

When you click on a network group you see the contents of that group. The network group is a conglomerate
of all the values given to it by the network objects.

Related Information:

* Create or Edit a Firepower Network Object or Network Groups

Create or Edit a Firepower Network Object or Network Groups

A Firepower network object can contain a hostname, an IP address, or a subnet address expressed in CIDR
notation. Network groups are conglomerates of network objects and network groups that are used in access
rules, network policies, and NAT rules. You can create, read, update, and delete network objects and network
groups using Cisco Defense Orchestrator (CDO).

Firepower network objects and groups can be used by ASA, threat defense, FDM-managed, and Meraki
devices. See Reusing Network Objects Across Products, on page 110.

\)

Note If cloud-delivered Firewall Management Center is deployed on your tenant:

When you create a network object or group on the or Objects > FDM Objects page, a copy of the object is

automatically added to the Objects > Other FTD Objects page and vice-versa. In addition, an entry is created
in the Devices with Pending Changes page for each on-prem management center with Discover & Manage
Network Objects enabled, from which you can choose and deploy the objects to the on-prem management

center on which you want these objects.
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. Create a Firepower Network Object

A

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Table 14: IP addresses that can be added to network objects

Device type IPv4 / IPv6 Single Address |Range of Partially Subnet using
addresses Qualified CIDR Notation
Domain Name
(PQDN)
Firepower IPv4 / 1Pv6 Yes Yes Yes Yes

Related Information:

* Create a Firepower Network Object, on page 112

+ Edit a Firepower Network Object, on page 114

» Add Additional Values to a Shared Network Group, on page 117
* Edit Additional Values in a Shared Network Group, on page 119

Create a Firepower Network Object

Step 1

Step 2
Step 3
Step 4
Step 5

)

Note

If cloud-delivered Firewall Management Center is deployed on your tenant:

When you create a network object or group on the or Objects > FDM Objects page, a copy of the object is
automatically added to the Objects > Other FTD Objects page and vice-versa. In addition, an entry is created
in the Devices with Pending Changes page for each on-prem management center with Discover & Manage
Network Obijects enabled, from which you can choose and deploy the objects to the on-prem management

center on which you want these objects.

Procedure

In the left pane, click Objects > FDM Objects.

Click the blue plus button to create an object.
Click FTD > Network.

Enter an Object Name.

Select Create a network object.
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Step 6

Step 7

Create a Firepower Network Group .

In the Value section:

* Select eq and enter a single IP address, a subnet address expressed in CIDR notation, or a Partially
Qualified Domain Name (PQDN).

* Select range and enter an IP address range.

Note Do not set a host bit value. If you enter a host bit value other than 0, CDO unsets it while creating the
object, because the cloud-delivered Firewall Management Center only accepts IPv6 objects with host
bits not set.

Click Add.

Attention: The newly created network objects aren't associated with any FDM-managed device as they aren't
part of any rule or policy. To see these objects, select the Unassociated objects category in object filters. For
more information, see Configure Object Filters. Once you use the unassociated objects in a device's rule or
policy, such objects are associated with that device.

Create a Firepower Network Group

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

A network group can contain network objects and network groups. When you create a new network group,
you can search for existing objects by their name, IP addresses, IP address range, or FQDN and add them to
the network group. If the object isn't present, you can instantly create that object in the same interface and
add it to the network group.

N

Note If cloud-delivered Firewall Management Center is deployed on your tenant:

When you create a network object or group on the or Objects > FDM Objects page, a copy of the object is
automatically added to the Objects > Other FTD Objects page and vice-versa. In addition, an entry is created
in the Devices with Pending Changes page for each on-prem management center with Discover & Manage
Network Objects enabled, from which you can choose and deploy the objects to the on-prem management

center on which you want these objects.

Procedure

In the left pane, click Objects > FDM Objects.

Click the blue plus button to create an object.
Click FTD > Network.

Enter an Object Name.

Select Create a network group.

In the Values field, enter a value or name. When you start typing, CDO provides object names or values that
match your entry.

You can choose one of the existing objects shown or create a new one based on the name or value that you
have entered.
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. Edit a Firepower Network Object

Step 8

Step 9

Step 10
Step 11

If CDO finds a match, to choose an existing object, click Add to add the network object or network group to
the new network group.

If you have entered a value or object that is not present, you can perform one of the following:

* Click Add as New Object With This Name to create a new object with that name. Enter a value and
click the checkmark to save it.

* Click Add as New Obiject to create a new object. The object name and value are the same. Enter a name
and click the checkmark to save it.

It's is possible to create a new object even though the value is already present. You can make changes to those
objects and save them.

Note: You can click the edit icon to modify the details. Clicking the delete button doesn't delete the object
itself; instead, it removes it from the network group.

After adding the required objects, click Save to create a new network group.

Preview and Deploy Configuration Changes for All Devices.

Edit a Firepower Network Object

A

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the object you want to edit by using object filters and search field.

Select the network object and click the edit icon ¥ in the Actions pane.

Edit the values in the dialog box in the same fashion that you created them in "Create a Firepower Network
Group".

Note

Click the delete icon next to remove the object from the network group.

Click Save. CDO displays the devices that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.
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Edit a Firepower Network Group .

Edit a Firepower Network Group

A

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the network group you want to edit by using object filters and search field.

~

Select the network group and click the edit icon ¥ in the Actions pane.

Change the object name and description if needed.

If you want to change the objects or network groups that are already added to the network group, perform the
following steps:

a.

b.

Click the edit icon ¢ appearing beside the object name or network group to modify them.

Click the checkmark to save your changes. Note: You can click the remove icon to delete the value from
a network group.

If you want to add new network objects or network groups to this network group, you have to perform the
following steps:

a.

In the Values field, enter a new value or the name of an existing network object. When you start typing,
CDO provides object names or values that match your entry. You can choose one of the existing objects
shown or create a new one based on the name or value that you have entered.

If CDO finds a match, to choose an existing object, click Add to add the network object or network group
to the new network group.

If you have entered a value or object that is not present, you can perform one of the following:

* Click Add as New Object With This Name to create a new object with that name. Enter a value
and click the checkmark to save it.

* Click Add as New Object to create a new object. The object name and value are the same. Enter a
name and click the checkmark to save it.

It's is possible to create a new object even though the value is already present. You can make changes to those
objects and save them.

Click Save. CDO displays the policies that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.

Managing FDM Devices with Cisco Defense Orchestrator .



. Add an Object Override

Configuring FDM-Managed Devices |

Step 9 Preview and Deploy Configuration Changes for All Devices.

Add an Object Override
Caution  If cloud-delivered Firewall Management Center is deployed on your tenant:
Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.
Deleting a network object or group from either page deletes the object or group from both pages.
Procedure
Step 1 In the CDO navigation bar on the left, click Objects > FDM Objects.
Step 2 Locate the object to which you want to add an override, using object filters and search field.
Step 3 Select the network object and click the edit icon # in the Actions pane.
Step 4 Enter the value in the Override Values dialog box and click + Add Value.
Important The override you are adding must have the same type of value that the object contains. For example,
to a network object, you can configure an override only with a network value and not a host value.
Step 5 Once you see that the value is added, click the cell in the Devices column in Override Values.
Step 6 Click Add Devices, and choose the device to which you want the override to be added. The device you select
must contain the object to which you are adding the override.
Step 7 Click Save. CDO displays the devices that will be affected by the change.
Step 8 Click Confirm to finalize the addition of the override to the object and any devices affected by it.
Note  You can add more than one override to an object. However, you must select a different device, which
contains the object, each time you are adding an override.
Step 9 See Object Overrides, on page 102 to know more about object overrides and Edit Object Overrides , on page
117 to edit an existing override.
Edit Object Overrides
You can modify the value of an existing override as long as the object is present on the device.
Procedure
Step 1 In the CDO navigation bar on the left, click Objects > FDM Objects.
Step 2 Locate the object having override you want to edit by using object filters and search field.
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Step 3 Select the object having override and click the edit icon # in the Actions pane.
Step 4 Modify the override value:

* Click the edit icon to modify the value.

» Click on the cell in the Devices column in Override Values to assign new devices. You can select an
already assigned device and click Remove Overrides to remove overrides on that device.

* Click * arrow in Override Values to push and make it as the default value of the shared object.

* Click the delete icon next to the override you want to remove.

Step 5 Click Save. CDO displays the devices that will be affected by the change.
Step 6 Click Confirm to finalize the change to the object and any devices affected by it.
Step 7 Preview and Deploy Configuration Changes for All Devices.

Add Additional Values to a Shared Network Group

The values in a shared network group that are present on all devices associated with it are called "default

values". CDO allows you to add "additional values" to the shared network group and assign those values to
some devices associated with that shared network group. When CDO deploys the changes to the devices, it
determines the contents and pushes the "default values" to all devices associated with the shared network
group and the "additional values" only to the specified devices.

For example, consider a scenario where you have four AD main servers in your head office that should be
accessible from all your sites. Therefore, you have created an object group named "Active-Directory" to use
in all your sites. Now you want to add two more AD servers to one of your branch offices. You can do this
by adding their details as additional values specific to that branch office on the object group "Active-Directory".
These two servers do not participate in determining whether the object "Active-Directory" is consistent or
shared. Therefore, the four AD main servers are accessible from all your sites, but the branch office (with two

additional servers) can access two AD servers and four AD main servers.

)

Note

A

If there are inconsistent shared network groups, you can combine them into a single shared network group
with additional values. See Resolve Inconsistent Object Issues, on page 738 for more information.

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.
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. Add Additional Values to a Shared Network Group

Step 1
Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Step 8
Step 9
Step 10
Step 11
Step 12

Procedure

In the left pane, click Objects > FDM Objects.

Locate the shared network group you want to edit by using object filters and search field.

Click the editicon ¢ in the Actions pane.

* The Devices field shows the devices the shared network group is present.
* The Usage field shows the rulesets associated with the shared network group.

* The Default Values field specifies the default network objects and their values associated with the shared
network group that was provided during their creation. Next to this field, you can see the number of
devices that contain this default value, and you can click to see their names and device types. You can
also see the rulesets associated with this value.

In the Additional Values field, enter a value or name. When you start typing, CDO provides object names
or values that match your entry.

You can choose one of the existing objects shown or create a new one based on the name or value that you
have entered.

If CDO finds a match, to choose an existing object, click Add to add the network object or network group to
the new network group.

If you have entered a value or object that is not present, you can perform one of the following:

* Click Add as New Object With This Name to create a new object with that name. Enter a value and
click the checkmark to save it.

* Click Add as New Object to create a new object. The object name and value are the same. Enter a name
and click the checkmark to save it.

It's is possible to create a new object even though the value is already present. You can make changes to those
objects and save them.

In the Devices column, click the cell associated with the newly added object and click Add Devices.
Select the devices that you want and click OK.

Click Save. CDO displays the devices that will be affected by the change.

Click Confirm to finalize the change to the object and any devices affected by it.

Preview and Deploy Configuration Changes for All Devices.
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Edit Additional Values in a Shared Network Group .

Edit Additional Values in a Shared Network Group

A

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Caution

If cloud-delivered Firewall Management Center is deployed on your tenant:

Changes you make to network objects and groups on the or Objects > FDM Objects page are reflected in
the corresponding cloud-delivered Firewall Management Center network object or group on the Objects >
Other FTD Objects page. In addition, an entry is created in the Devices with Pending Changes page for
each on-prem management center with Discover & Manage Network Objects enabled, from which you can
choose and deploy the changes to the on-prem management center on which you have these objects.

Deleting a network object or group from either page deletes the object or group from both pages.

Procedure

In the left pane, click Objects > FDM Objects.

Locate the object having the override you want to edit by using object filters and search field.

Click the editicon ¢ in the Actions pane.
Modify the override value:

* Click the edit icon to modify the value.

* Click the cell in the Devices column to assign new devices. You can select an already assigned device
and click Remove Overrides to remove overrides on that device.

* Click ¥ arrow in Default Values to push and make it an additional value of the shared network group.
All devices associated with the shared network group are automatically assigned to it.

* Click * arrow in Override Values to push and make it as default objects of the shared network group.

* Click the delete icon next to remove the object from the network group.

Click Save. CDO displays the devices that will be affected by the change.
Click Confirm to finalize the change to the object and any devices affected by it.

Preview and Deploy Configuration Changes for All Devices.

Deleting Network Objects and Groups in CDO

URL Objects

If Cloud-delivered Firewall Management Center is deployed on your tenant:

Deleting a network object or group from the or Objects > FDM Objects page deletes the replicated network
object or group from the Objects > Other FTD Objects page and vice-versa.

URL objects and URL groups are used by Firepower devices. Use URL objects and groups (collectively

referred to as URL objects) to define the URL or IP addresses of web requests. You can use these objects to
implement manual URL filtering in access control policies or blocking in Security Intelligence policies. A

Managing FDM Devices with Cisco Defense Orchestrator .



Configuring FDM-Managed Devices |

. Create or Edit an FDM-Managed URL Object

URL object defines a single URL or IP address, whereas a URL group defines more than one URL or IP
address.

Before You Begin
When creating URL objects, keep the following points in mind:

* [f you do not include a path (that is, there is no / character in the URL), the match is based on the server's
hostname only. The hostname is considered a match if it comes after the :// separator, or after any dot in
the hostname. For example, ign.com matches ign.com and www.ign.com, but it does not match
verisign.com.

If you include one or more / character, the entire URL string is used for a substring match, including the
server name, path, and any query parameters. However, we recommend that you do not use manual URL
filtering to block or allow individual web pages or parts of sites, as servers can be reorganized and pages
moved to new paths. Substring matching can also lead to unexpected matches, where the string you

include in the URL object also matches paths on unintended servers or strings within query parameters.

The system disregards the encryption protocol (HTTP vs HTTPS). In other words, if you block a website,
both HTTP and HTTPS traffic to that website is blocked, unless you use an application condition to
target a specific protocol. When creating a URL object, you do not need to specify the protocol when
creating an object. For example, use example.com rather than http://example.com.

If you plan to use a URL object to match HTTPS traffic in an access control rule, create the object using
the subject common name in the public key certificate used to encrypt the traffic. Also, the system
disregards subdomains within the subject common name, so do not include subdomain information. For
example, use example.com rather than www.example.com.

However, please understand that the subject common name in the certificate might be completely unrelated
to a web site's domain name. For example, the subject common name in the certificate for youtube.com
is *.google.com (this of course might change at any time). You will get more consistent results if you
use the SSL Decryption policy to decrypt HTTPS traffic so that URL filtering rules work on decrypted
traffic.

N

Note URL objects will not match HTTPS traffic if the browser resumes a TLS session
because the certificate information is no longer available. So even if you carefully
configure the URL object, you might get inconsistent results for HTTPS
connections.

Create or Edit an FDM-Managed URL Object

Step 1
Step 2
Step 3

URL objects are reusable components that specify a URL or IP address.
To create a URL object, follow these steps:

Procedure

In the Cisco Defense Orchestrator navigation bar on the left, click Objects > FDM Objects.
Click Create Object > FTD > URL.

Enter an object name and description.
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Step 4
Step 5
Step 6

Create a Firepower URL Group .

Select Create a URL object.
Enter the specific URL or IP address for your object.
Click Add.

Create a Firepower URL Group

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

A URL group can be made up of one or more URL objects representing one or more URLs or IP addresses.
The Firepower Device Manager and Firepower Management Center also refer to these objects as "URL
Objects."”

Procedure

In the left pane, click Objects > FDM Objects.
Click Create Object > FTD > URL.

Enter an object name and description.

Select Create a URL group.

Add an existing object by clicking Add Object, selecting an object, and clicking Select. Repeat this step to
add more objects.

Click Add when you are done adding URL objects to the URL group.

Edit a Firepower URL Object or URL Group

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Procedure

In the left pane, click Objects > FDM Objects.
Filter the objects to find the object you want to edit and then select the object in the object table.

3

In the details pane, click ¥ o edit.
Edit the values in the dialog box in the same fashion that you created them in the procedures above.
Click Save.

CDO displays the policies that will be affected by the change. Click Confirm to finalize the change to the
object and any policy affected by it.

Application Filter Objects

Application filter objects are used by Firepower devices. An application filter object defines the applications
used in an IP connection, or a filter that defines applications by type, category, tag, risk, or business relevance.
You can use these objects in policies to control traffic instead of using port specifications.

Although you can specify individual applications, application filters simplify policy creation and administration.
For example, you could create an access control rule that identifies and blocks all high risk, low business
relevance applications. If a user attempts to use one of those applications, the session is blocked.
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You can select applications and application filters directly in a policy without using application filter objects.
However, an object is convenient if you want to create several policies for the same group of applications or
filters. The system includes several pre-defined application filters, which you cannot edit or delete.

\)

Note

)

Cisco frequently updates and adds additional application detectors via system and vulnerability database
(VDB) updates. Thus, a rule blocking high risk applications can automatically apply to new applications
without you having to update the rule manually.

Note

When an FDM-managed device is onboarded to CDO, it converts the application filters to application filter
objects without altering the rule defined in Access Rule or SSL Decryption. Because of a configuration change,
the device's configuration status is changed to 'Not Synced' and requires configuration deployment from CDO.
In general, FDM does not convert the application filters to application filter objects until you manually save
the filters.

Related Information:

* Create and Edit a Firepower Application Filter Object

* Deleting Objects

Create and Edit a Firepower Application Filter Object

An application filter object allows you to target hand-picked applications or a group of applications identified
by the filters. This application filter objects can be used in policies.

Create a Firepower Application Filter Object

Step 1
Step 2
Step 3
Step 4

To create an application filter object, follow this procedure:

Procedure

In the left pane, click Objects > FDM Objects.

Click Create Object > FTD > Application Service.

Enter an object name for the object and optionally, a description.

Click Add Filter and select the applications and filters to add to the object.

The initial list shows applications in a continually scrolling list. Click Advanced Filter to see the filter options
and to get an easier view for selecting applications. Click Add when you have made your selections. You can
repeat the process to add additional applications or filters.

Note

Multiple selections within a single filter criteria have an OR relationship. For example, Risk is High
OR Very High. The relationship between filters is AND, so Risk is High OR Very High, AND Business
Relevance is Low OR Very Low. As you select filters, the list of applications in the display updates
to show only those that meet the criteria. You can use these filters to help you find applications that
you want to add individually, or to verify that you are selecting the desired filters to add to the rule.
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Create a Firepower Application Filter Object .

Filter Applications X
Risks Categories
v v
Business Relevance Tags
v s * b4
Types
v

Filter the list of applications

4 matches
Application
Name Description
MyWay Adware and spyware, categorized as an internet browser hijacker.
Olx.pl Platform to connect local people to buy, sell or exchange used goods

-P and services through their mobile phone or on the web.

PopAds Advertising network specialized in popunders on the Internet.
PopCash Advertising platform.

Cancel m

Risks: The likelihood that the application is used for purposes that might be against your organization's security
policy, from very low to very high.

Business Relevance: The likelihood that the application is used within the context of your organization's
business operations, as opposed to recreationally, from very low to very high.

Types: The type of application.

» Application Protocol: Application protocols such as HTTP and SSH, which represent communications
between hosts.

» Client Protocol: Clients such as web browsers and email clients, which represent software running on
the host.

» Web Application: Web applications such as MPEG video and Facebook, which represent the content
or requested URL for HTTP traffic.
Categories: A general classification for the application that describes its most essential function.
Tags: Additional information about the application, similar to category.

For encrypted traffic, the system can identify and filter traffic using only the applications tagged SSL Protocol.
Applications without this tag can only be detected in unencrypted or decrypted traffic. Also, the system assigns
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. Edit a Firepower Application Filter Object

Step 5

the decrypted traffic tag to applications that the system can detect in decrypted traffic only, not encrypted or
unencrypted.

Applications List (bottom of the display): This list updates as you select filters from the options above the
list, so you can see the applications that currently match the filter. Use this list to verify that your filter is
targeting the desired applications when you intend to add filter criteria to the rule. To add a specific application
or applications to your object, select them from the filtered list. Once you select the applications, the filter
will no longer apply. If you want the filter itself to be the object, do not select an application from the list.
Then the object will represent ever application identified by the filter.

Click OK to save your changes.

Edit a Firepower Application Filter Object

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Procedure

In the left pane, click Objects > FDM Objects.
Locate the object you want to edit by using object filters and search field.

Select the object you want to edit.

Click the editicon ¢ in the Actions pane of the details panel.

Edit the values in the dialog box in the same fashion that you created them in the procedures above.
Click Save.

CDO displays the policies that will be affected by the change. Click Confirm to finalize the change to the
object and any policy affected by it.

Related Information:
* Objects
* Object Filters

* Deleting Objects

Geolocation Objects

A geolocation object defines countries and continents that host the device that is the source or destination of
traffic. You can use these objects in policies to control traffic instead of using IP addresses. For example,
using geographical location, you could easily restrict access to a particular country without needing to know
all of the potential IP addresses used there.

You can typically select geographical locations directly in a policy without using geolocation objects. However,
an object is convenient if you want to create several policies for the same group of countries and continents.

Update Geolocation Database

To ensure that you are using up-to-date geographical location data to filter your traffic, Cisco strongly
recommends that you regularly update the geolocation database (GeoDB). At this time, this is not a task that
you can perform using Cisco Defense Orchestrator. See the following sections of the Cisco Firepower Threat
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Create and Edit a Firepower Geolocation Filter Object .

Defense Configuration Guide for Firepower Device Manager for the version your device is running to learn
more about the GeoDB and how to update it.

* Updating System Databases and Feeds

» Updating System Databases

Create and Edit a Firepower Geolocation Filter Object

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

You can create a geolocation object by itself on the object page or when creating a security policy. This
procedure creates a geolocation object from the object page.

To create a geolocation object, follow these steps:

Procedure

In the left pane, click Objects > FDM Objects.
Click Create Object > FTD > Geolocation.
Enter an object name for the object and optionally, a description.

In the filter bar, start typing the name of a country or a region and you are presented with a list of possible
matches.

Check the country, countries, or regions that you want to add to the object.
Click Add.

Edit a Geolocation Object

Procedure

Step 1 In the left pane, choose Objects > FDM Objects.
Step 2 Use the filter panes and search field to locate your object.
Step 3 In the Actions pane, click Edit.
Step 4 You can change the name of the object and add or remove countries and regions to your object.
Step 5 Click Save.
Step 6 You will be notified if any devices are impacted. Click Confirm.
Step 7 If a device or policy was impacted, open the Inventory page and Preview and Deploy the changes to the
device.
DNS Group Objects

Domain Name System (DNS) groups define a list of DNS servers and some associated attributes. DNS servers
are needed to resolve fully-qualified domain names (FQDN), such as www.example.com, to IP addresses.
You can configure different DNS group objects for management and data interfaces.

FDM-managed devices must have a DNS server configured prior to creating a new DNS Group Object. You
can either add a DNS Server to theConfigure DNS Server in Cisco Defense Orchestrator (CDO) or create a
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. Create a DNS Group Object

DNS server in firewall device manager and then sync the FDM-managed configuration to CDO. To create or
modify the DNS server settings in firewall device manager, see Configuring DNS for Data and Management
Interfaces in the Cisco Firepower Device Manager Configuration Guide, Version 6.4. or later.

Create a DNS Group Object

Use the following procedure to create a new DNS group object in CDO:

Procedure

Step 1 In the CDO navigation bar on the left, click Objects > FDM Objects.

Step 2 Click the blue plus button to create an object.

Step 3 Click FTD > DNS Group.

Step 4 Enter an Object Name.

Step 5 (Optional) Add a description.

Step 6 Enter the IP address of a DNS server. You can add up to six DNS servers; click the Add DNS Server. If you
want to remove a server address, click the delete icon.

Note The list is in priority order: the first server in the list is always used, and subsequent servers are used
only if a response is not received from the servers above it. Although you can add up to six servers,
only the first 3 servers listed will be used for the management interface.

Step 7 Enter the Domain Search Name. This domain is added to hostnames that are not fully-qualified, for example,
serverA instead of serverA.example.com.

Step 8 Enter the amount of Retries. The number of times, from 0 to 10, to retry the list of DNS servers when the
system does not receive a response. The default is 2. This setting applies to DNS groups used on the data
interfaces only.

Step 9 Enter the Timeout value. The number of seconds, from 1 to 30, to wait before trying the next DNS server.
The default is 2 seconds. Each time the system retries the list of servers, this timeout doubles. This setting
applies to DNS groups used on the data interfaces only.

Step 10 Click Add.

Edit a DNS Group Object

You can edit a DNS group object that was created in Cisco Defense Orchestrator or in firewall device manager.

Use the following procedure to edit an existing DNS group object:

Procedure

Step 1 In the CDO navigation bar on the left, click Objects > FDM Objects.

Step 2 Locate the DNS Group Object you want to edit by using object filters and search field.
Step 3 Select the object and click the edit icon ¥ in the Actions pane.

Step 4 Edit any of the following entries:
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Step 5
Step 6

Delete a DNS Group Object .

* Object Name.

* Description.

* DNS Server. You can edit, add, or remove DNS servers from this list.
* Domain Search Name.

* Retries.

* Timeout.

Click Save.
Preview and Deploy Configuration Changes for All Devices.

Delete a DNS Group Object

Step 1
Step 2
Step 3
Step 4
Step 5

Use the following procedure to delete a DNS Group Object from CDO:

Procedure

In the left pane, click Objects > FDM Objects.

Locate the DNS Group Object you want to edit by using object filters and search field.
Select the object and click the Remove icon .

Confirm you want to delete the DNS group object and click OK.

Preview and Deploy Configuration Changes for All Devices.

Add a DNS Group Object as an FDM-Managed DNS Server

You can add a DNS group object as the preferred DNS Group for either the Data Interface or the Management
Interface. See FDM-Managed Device Settings for more information.

Certificate Objects

About Certificates

Digital certificates provide digital identification for authentication. Certificates are used for SSL (Secure
Socket Layer), TLS (Transport Layer Security), and DTLS (Datagram TLS) connections, such as HTTPS and
LDAPS.

See the About Certificates and Configuring Certificates following sections of the Resuable Objects chapter
of the Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager for the version
your device is running.

Digital certificates provide digital identification for authentication. A digital certificate includes information
that identifies a device or user, such as the name, serial number, company, department, or IP address. A digital
certificate also includes a copy of the public key for the user or device. Certificates are used for SSL (Secure
Socket Layer), TLS (Transport Layer Security), and DTLS (Datagram TLS) connections, such as HTTPS and
LDAPS.
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You can create the following types of certificate:

« Internal certificates—Internal identity certificates are certificates for specific systems or hosts. You
can generate these yourself using the OpenSSL toolkit or get them from a Certificate Authority. You can
also generate a self-signed certificate.

The system comes with the following pre-defined internal certificates, which you can use as is or replace:
DefaultInternalCertificate and DefaultWebServerCertificate

Internal Certificate Authority (CA) certificates—Internal CA certificates are certificates that the system
can use to sign other certificates. These certificates differ from internal identity certificates with respect
to the basic constraints extension and the CA flag, which are enabled for CA certificates but disabled for
identity certificates. You can generate these yourself using the OpenSSL toolkit or get them from a
Certificate Authority. You can also generate a self-signed internal CA certificate. If you configure
self-signed internal CA certificates, the CA runs on the device itself.

The system comes with the following pre-defined internal CA certificate, which you can use as is or
replace: NGFW-Default-InternalCA

Trusted Certificate Authority (CA) certificates—A trusted CA certificate is used to sign other
certificates. It is self-signed and called a root certificate. A certificate that is issued by another CA
certificate is called a subordinate certificate.

Certificate Authorities (CAs) are trusted authorities that "sign" certificates to verify their authenticity,
thereby guaranteeing the identity of the device or user. CAs issue digital certificates in the context of a
PKI, which uses public-key or private-key encryption to ensure security. A CA can be a trusted third
party, such as VeriSign, or a private (in-house) CA that you establish within your organization. CAs are
responsible for managing certificate requests and issuing digital certificates.

The system includes many trusted CA certificates from third party Certificate Authorities. These are
used by SSL decryption policies for Decrypt Re-Sign actions.

For more information, see the Certificate Types Used by Feature section of the Reusable Objects chapter
of the Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager for the version
your device is running.

Certificate Types Used by Feature
You need to create the right type of certificate for each feature. The following features require certificates.
Identity Policies (Captive Portal)—Internal Certificate

(Optional.) Captive portal is used in identity policies. Users must accept this certificate when authenticating
to the device for purposes of identifying themselves and receiving the IP address associated with their
usernames. If you do not supply a certificate, the device uses an automatically generated certificate.

SSL Decryption Policy—Internal, Internal CA, and Trusted CA Certificates.
(Required.) The SSL decryption policy uses certificates for the following purposes:
* Internal certificates are used for known key decryption rules.

* Internal CA certificates are used for decrypt re-sign rules when creating the session between the client
and FDM-managed device.

* Trusted CA certificates

* They are used indirectly for decrypt re-sign rules when creating the session between the
FDM-managed device and server. Unlike the other certificates, you do not directly configure these
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Configuring Certificates .

certificates in the SSL decryption policy; they simply need to be uploaded to the system. The system
includes a large number of trusted CA certificates, so you might not need to upload any additional
certificates.

* When creating an Active Directory Realm object and configuring the directory server to use
encryption.

Configuring Certificates

Certificates used in identity policies or SSL decryption policies must be an X509 certificate in PEM or DER
format. You can use OpenSSL to generate certificates if needed, obtain them from a trusted Certificate
Authority, or create self-signed certificates.

Use these procedures to configure certificate objects:

* Uploading Internal and Internal CA Certificates

* Uploading Trusted CA Certificates

* Generating Self-Signed Internal and Internal CA Certificates

* To view or edit a certificate, click either the edit icon or the view icon for the certificate.

* To delete an unreferenced certificate, click the trash can icon (delete icon) for the certificate. See Deleting
Objects.

Uploading Internal and Internal CA Certificates

Procedure

Step 1

Internal identity certificates are certificates for specific systems or hosts. You can generate these yourself
using the OpenSSL toolkit or get them from a Certificate Authority. You can also generate a self-signed
certificate.

Internal Certificate Authority (CA) certificates (Internal CA certificates) are certificates that the system
can use to sign other certificates. These certificates differ from internal identity certificates with respect to
the basic constraints extension and the CA flag, which are enabled for CA certificates but disabled for identity
certificates. You can generate these yourself using the OpenSSL toolkit or get them from a Certificate Authority.
You can also generate a self-signed internal CA certificate. If you configure self-signed internal CA certificates,
the CA runs on the device itself.

For information on the features that use these certificates, see Certificate Types Used by Feature.

This procedure creates an internal or internal CA certificate by uploading a certificate file or pasting existing
certificate text into a text box. If you want to generate a self signed certificate, see Generating Self-Signed
Internal and Internal CA Certificates.

To create an internal or internal CA certificate object, or when adding a new certificate object to a policy,
follow this procedure:

Procedure

Do one of the following:

* Create the certificate object in the Objects page:
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. Uploading Trusted CA Certificates

Step 2

Step 3
Step 4
Step 5

a. In the left pane, click Objects > FDM Objects.

b. Click the plus button and select FTD > Certificate

* Click Create New Object when adding a new certificate object to a policy.

Enter a Name for the certificate. The name is used in the configuration as an object name only, it does not
become part of the certificate itself.

In step 1, select Internal Certificate or Internal CA.
In step 2, select Upload to upload the certificate file.

In step 3, in the Server Certificate area, paste the certificate contents in the text box or upload the certificate
file as explained in the wizard. If you paste the certificate into the text box, the certificate must include the
BEGIN CERTIFICATE and END CERTIFICATE lines. For example:

MIICMTCCAZoCCQDJAUV3NGK/cUjANBgkghkiGIwOBAQsSFADBAMQswCQYDVQQGEWJIV
UzETMBEGA1UECAWKU29tZS1TdGFO0ZTEhRMB8GAIUECgWYSW50Z2XJuzXQgVv21kz210
(...5 lines removed...)
shGJDReRYJQQi1hHZrYTWZAYTrD7NQPHUtK+ZiJng67cPgnNDuXEn55UwMOQoHBp
HMUwmhiGZ1zJM8BpX2Js2yQ3ms30pr8rO+gPCPMCAWEAATANBgkghkiGO9wOBAQSF
AAOBgQCB02CebA6YjICGr2CJIZrQSeUwSveRBpmOuoqm9802Z+5gIM5CkggfxwCUn
RV7LRfQGFYd76V/5uo0rdWx2ZCjqy6+zuQEmd ZxWNSZpA9UBIxFXJCsIMBO4gkG5D
v1k3WYJfcgyJ10h4E4bOW2x1ixBU+x0OTLRATNbKY36EWAGScw==

Step 6

Step 7

In step 3, in the Certificate Key area, paste the key contents into the Certificate Key text box or upload the
key file as explained in the wizard. If you paste the key into the text box, the key must include the BEGIN
PRIVATE KEY or BEGIN RSA PRIVATE KEY and END PRIVATE KEY or END PRIVATE KEY lines.

Note The key cannot be encrypted.

Click Add.

Uploading Trusted CA Certificates

Procedure

Step 1

A trusted Certificate Authority (CA) certificate is used to sign other certificates. It is self-signed and called a
root certificate. A certificate that is issued by another CA certificate is called a subordinate certificate.

For information on the features that use these certificates, see Certificate Types Used by Feature.

Obtain a trusted CA certificate from an external certificate authority, or create one using your own internal
CA, for example, with OpenSSL tools. Then, use the following procedure to upload the certificate.

Procedure

Do one of the following:
* Create the certificate object in the Objects page:
a. In the left pane, click Objects > FDM Objects.
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Step 2

Step 3
Step 4

Step 5

Generating Self-Signed Internal and Internal CA Certificates .

b. Click the plus button and select FTD > Certificate.
* Click Create New Object when adding a new certificate object to a policy.

Enter a Name for the certificate. The name is used in the configuration as an object name only, it does not
become part of the certificate itself.

In step 1, select External CA Certificate and click Continue. The wizard advances to step 3.

In step 3, in the Certificate Contents area, paste the certificate contents in the text box or upload the certificate
file as explained in the wizard.

The certificate must follow these guidelines:

* The name of the server in the certificate must match the server Hostname / IP Address. For example, if
you use 10.10.10.250 as the IP address but ad.example.com in the certificate, the connection fails.

* The certificate must be an X509 certificate in PEM or DER format.

* The certificate you paste must include the BEGIN CERTIFICATE and END CERTIFICATE lines. For
example:

MIIFgTCCA2mgAwIBAgIJANvdcLnabFGYMAOGCSgGSIb3DQEBCWUAMFcxCzAJBgNV
BAYTAIVTMQswCQYDVQQIDAJUWDEPMAOGALIUEBWwWGYXVzdGluMRQwWEgYDVQQKDAsSX
OTIuMTY4LjEUMTEUMBIGALIUEAWWLMTkyLjE20C4xLIJEwHhcNMTYxXMDI3MJjIzNDE3
WhcNMTcxMDI3MjIzNDE3WIBXMOswCQYDVQQGEWIVUZELMAKGALUECAWCVEgxDZAN
BgNVBACMBmMF1c3RpbjEUMBIGALIUECGWLMTkyLjE20C4xLjExFDASBGNVBAMMC ZE 5
Mi4xNjguMS4xMIICIjANBgkghkiGOw0OBAQEFAAOCAG8AMIICCGKCAGEASNceYwtP
ES6Ve+S9z 7TWLKGX5J1F58AVH82GPk0Qdrixn3FZeWLQapTpJzt /vgtAI2FZIK31h
(...20 lines removed...)
hbr6HOgK1OwXbRvOdksTzTEzVUgbgxt5Lwupg3b2ebQhiWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0ObG9Iub+udEfHp/NQvIs9IdNSPMEfXKieqpuN200jv
2b1sfOydf4GMUKLBUMkhQnip6+3W

Click Add.

Generating Self-Signed Internal and Internal CA Certificates

Internal identity certificates are certificates for specific systems or hosts. You can generate these yourself
using the OpenSSL toolkit or get them from a Certificate Authority. You can also generate a self-signed
certificate.

Internal Certificate Authority (CA) certificates (Internal CA certificates) are certificates that the system
can use to sign other certificates. These certificates differ from internal identity certificates with respect to
the basic constraints extension and the CA flag, which are enabled for CA certificates but disabled for identity
certificates. You can generate these yourself using the OpenSSL toolkit or get them from a Certificate Authority.
You can also generate a self-signed internal CA certificate. If you configure self-signed internal CA certificates,
the CA runs on the device itself.

You can also create these certificates using OpenSSL, or obtain them from a trusted CA, and upload them.
For more information, see Uploading Internal and Internal CA Certificates.

For information on the features that use these certificates, see Certificate Types Used by Feature.
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Note New self-signed certificates are generated with a 5-year validity term. Be sure to replace certificates before
they expire.

A

Warning  Upgrading devices that have self-signed certificates may experience issues; see New Certificate Detected for
more information.

Procedure

This procedure generates a self-signed certificate by entering the appropriate certificate field values in a
wizard. If you want to create an internal or internal CA certificate by uploading a certificate file, see Uploading
Internal and Internal CA Certificates.

To generate a self-signed certificate, follow this procedure:
Procedure
Step 1 Do one of the following:

* Create the certificate object in the Objects page:
a. In the left pane, click Objects > FDM Objects.

b. Click the plus button and select FTD > Certificate.

* Click Create New Object when adding a new certificate object to a policy.

Step 2 Enter a Name for the certificate. The name is used in the configuration as an object name only, it does not
become part of the certificate itself.
Step 3 In step 1, select Internal Certificate or Internal CA.

Step 4 In step 2, select Self-Signed to create the self-signed certificate in this step.

Step 5 Configure at least one of the following for the certificate subject and issuer information.

* Country (C)— Select the country code from the drop-down list.

» State or Province (ST)— The state or province to include in the certificate.

* Locality or City (L)— The locality to include in the certificate, such as the name of the city.
* Organization (O)— The organization or company name to include in the certificate.

* Organizational Unit (Department) (OU)— The name of the organization unit (for example, a department
name) to include in the certificate.

* Common Name (CN)— The X.500 common name to include in the certificate. This could be the name
ofthe device, web site, or another text string. This element is usually required for successful connections.
For example, you must include a CN in the internal certificate used for remote access VPN.
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Step 6 Click Add.

About IPsec Proposals

IPsec is one of the most secure methods for setting up a VPN. IPsec provides data encryption at the IP packet
level, offering a robust security solution that is standards-based. With IPsec, data is transmitted over a public
network through tunnels. A tunnel is a secure, logical communication path between two peers. Traffic that
enters an IPsec tunnel is secured by a combination of security protocols and algorithms called a transform
set. During the IPsec security association (SA) negotiation, peers search for a transform set that is the same
at both peers.

There are separate IPsec proposal objects based on the IKE version, IKEv1, or IKEv2:

* When you create an IKEv1 IPsec proposal, you select the mode in which IPsec operates, and define the
required encryption and authentication types. You can select single options for the algorithms. If you
want to support multiple combinations in a VPN, create and select multiple IKEv1 IPsec Proposal objects.

» When you create an IKEv2 IPsec proposal, you can select all of the encryption and hash algorithms
allowed in a VPN. The system orders the settings from the most secure to the least secure and negotiates
with the peer until a match is found. This allows you to potentially send a single proposal to convey all
the allowed combinations instead of the need to send each allowed combination individually as with
IKEv1.

The Encapsulating Security Protocol (ESP) is used for both IKEv1 and IKEv2 IPsec proposals. It provides
authentication, encryption, and antireplay services. ESP is IP protocol type 50.

)

Note We recommend using both encryption and authentication on IPsec tunnels.

The following topics explain how to configure IPsec proposals for each IKE version:
» Managing an IKEv1 IPsec Proposal Object

» Managing an IKEv2 IPsec Proposal Object

Managing an IKEv1 IPsec Proposal Object

IPsec Proposal objects configure the IPsec proposal used during IKE Phase 2 negotiations. The IPsec proposal
defines the combination of security protocols and algorithms that secure traffic in an IPsec tunnel. There are
separate objects for IKEv1 and IKEv2. Currently, Cisco Defense Orchestrator supports IKEv1 IPsec proposal
objects.

The Encapsulating Security Protocol (ESP) is used for both IKEv1 and IKEv2 IPsec proposals. It provides
authentication, encryption, and anti-replay services. ESP is IP protocol type 50.

\}

Note We recommend using both encryption and authentication on IPsec tunnels.

Related Topics
Create an IKEvI IPsec Proposal Object, on page 430
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Create or Edit an IKEv1 IPsec Proposal Object

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

There are several pre-defined IKEv1 IPsec proposals. You can also create new proposals to implement other
combinations of security settings. You cannot edit or delete system-defined objects.

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create IKEv1 IPsec Proposals objects while editing the IKEv1 IPsec settings in a Site-to-Site VPN
connection by clicking the Create New IKEv1 Proposal link shown in the object list.

Procedure

In the left pane, click Objects > FDM Objects.
Do one of these things:

* Click the blue plus button and select FTD > IKEv1 IPsec Proposal to create the new object.

» In the object page, select the IPsec proposal you want to edit and click Edit in the Actions pane at the
right.

Enter an object name for the new object.
Select the Mode in which the IKEv1 IPsec Proposal object operates.

« Tunnel mode encapsulates the entire IP packet. The IPSec header is added between the original IP header
and a new IP header. This is the default. Use tunnel mode when the firewall is protecting traffic to and
from hosts positioned behind the firewall. Tunnel mode is the normal way regular IPSec is implemented
between two firewalls (or other security gateways) that are connected over an untrusted network, such
as the Internet.

« Transport mode encapsulates only the upper-layer protocols of an IP packet. The IPSec header is inserted
between the IP header and the upper-layer protocol header (such as TCP). Transport mode requires that
both the source and destination hosts support IPSec, and can only be used when the destination peer of
the tunnel is the final destination of the IP packet. Transport mode is generally used only when protecting
a Layer 2 or Layer 3 tunneling protocol such as GRE, L2TP, and DLSW.

Select the ESP Encryption (Encapsulating Security Protocol encryption) algorithm for this proposal. For an
explanation of the options, see Deciding Which Encryption Algorithm to Use, on page 411.

Select the ESP Hash or integrity algorithm to use for authentication. For an explanation of the options, see
Deciding Which Hash Algorithms to Use, on page 412.

Click Add.

Managing an IKEv2 IPsec Proposal Object

IPsec Proposal objects configure the IPsec proposal used during IKE Phase 2 negotiations. The IPsec proposal
defines the combination of security protocols and algorithms that secure traffic in an IPsec tunnel.

When you create an IKEv2 IPsec proposal, you can select all of the encryption and hash algorithms allowed
in a VPN. The system orders the settings from the most secure to the least secure and negotiates with the peer
until a match is found. This allows you to potentially send a single proposal to convey all the allowed
combinations instead of the need to send each allowed combination individually as with IKEv1.
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Create or Edit an IKEv2 IPsec Proposal Object .

Related Topics
Create or Edit an IKEv2 IPsec Proposal Object, on page 431

Create or Edit an IKEv2 IPsec Proposal Object

Step 1
Step 2

Step 3
Step 4

Step 5

There are several pre-defined IKEv2 IPsec proposals. You can also create new proposals to implement other
combinations of security settings. You cannot edit or delete system-defined objects.

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create IKEv2 IPsec Proposals objects while editing the IKEv2 IPsec settings in a VPN connection
by clicking the Create New IPsec Proposal link shown in the object list.

Procedure

In the left pane, click Objects > FDM Objects.
Do one of these things:

* Click the blue plus button and select FTD > IKEv2 IPsec Proposal to create the new object.

* In the object page, select the IPsec proposal you want to edit and click Edit in the Actions pane at the
right.

Enter an object name for the new object.
Configure the IKE2 IPsec proposal objects:

 Encryption—The Encapsulating Security Protocol (ESP) encryption algorithm for this proposal. Select
all the algorithms that you want to allow. The system negotiates with the peer, starting from the strongest
to the weakest algorithm until a match is agreed upon. For an explanation of the options, see Deciding
Which Encryption Algorithm to Use, on page 411.

« Integrity Hash—The hash or integrity algorithm to use for authentication. Select all the algorithms that
you want to allow. The system negotiates with the peer, starting from the strongest to the weakest algorithm
until a match is agreed upon. For an explanation of the options, see Deciding Which Hash Algorithms
to Use, on page 412.

Click Add.

About Global IKE Policies

Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate
and distribute IPsec encryption keys, and automatically establish IPsec security associations (SAs).

The IKE negotiation comprises two phases. Phase 1 negotiates a security association between two IKE peers,
which enables the peers to communicate securely in Phase 2. During Phase 2 negotiation, IKE establishes
SAs for other applications, such as IPsec. Both phases use proposals when they negotiate a connection. An
IKE proposal is a set of algorithms that two peers use to secure the negotiation between them. IKE negotiation
begins by each peer agreeing on a common (shared) IKE policy. This policy states which security parameters
are used to protect subsequent IKE negotiations.
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. Managing IKEv1 Policies

IKE policy objects define the IKE proposals for these negotiations. The objects that you enable are the ones
used when the peers negotiate a VPN connection: you cannot specify different IKE policies per connection.
The relative priority of each object determines which of these policies are tried first, with the lower number
being a higher priority. The connection is not established if the negotiation fails to find a policy that both
peers can support.

To define the global IKE policy, you select which objects to enable for each IKE version. If the pre-defined
objects do not satisfy your requirements, create new policies to enforce your security policy.

The following procedure explains how to configure the global policy through the Objects page. You can also
enable, disable, and create policies when editing a VPN connection by clicking Edit for the IKE Policy settings.

The following topics explain how to configure IKE policies for each version:
* Managing IKEv1 Policies

* Managing IKEv2 Policies

Managing IKEv1 Policies

About IKEv1 Policy

Internet Key Exchange (IKE) version 1 policy objects contain the parameters required for IKEv1 policies
when defining VPN connections. IKE is a key management protocol that facilitates the management of
[Psec-based communications. It is used to authenticate IPsec peers, negotiate and distribute IPsec encryption
keys, and automatically establish IPsec security associations (SAs).

There are several pre-defined IKEv1 policies. If any suit your needs, simply enable them by clicking the State
toggle. You can also create new policies to implement other combinations of security settings. You cannot
edit or delete system-defined objects.

Related Topics
Create an IKEv1 Policy, on page 426

Create or Edit an IKEv1 Policy

Step 1
Step 2

Step 3
Step 4

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create an IKEv1 policy while editing the IKE settings in a Site-to-Site VPN connection by clicking
the Create New IKEvV1 Policy link shown in the object list.

Procedure

In the left pane, click Objects > FDM Objects.
Do one of these things:

* Click the blue plus button and select FTD > IKEv1 Policy to create a new IKEv1 policy.
* In the object page, select the IKEv1 policy you want to edit and click Edit in the Actions pane at the
right.

Enter an object name, up to 128 characters.
Configure the IKEv1 properties.
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* Priority—The relative priority of the IKE policy, from 1 to 65,535. The priority determines the order
of the IKE policy compared by the two negotiating peers when attempting to find a common security
association (SA). If the remote IPsec peer does not support the parameters selected in your highest priority
policy, it tries to use the parameters defined in the next lowest priority. The lower the number, the higher
the priority.

» Encryption—The encryption algorithm used to establish the Phase 1 security association (SA) for
protecting Phase 2 negotiations. For an explanation of the options, see Deciding Which Encryption
Algorithm to Use.

» Diffie-Hellman Group—The Diffie-Hellman group to use for deriving a shared secret between the two
IPsec peers without transmitting it to each other. A larger modulus provides higher security but requires
more processing time. The two peers must have a matching modulus group. For an explanation of the
options, see Deciding Which Diffie-Hellman Modulus Group to Use.

« Lifetime—The lifetime of the security association (SA), in seconds, from 120 to 2147483647 or blank.
When the lifetime is exceeded, the SA expires and must be renegotiated between the two peers. As a
general rule, the shorter the lifetime (up to a point), the more secure your IKE negotiations will be.
However, with longer lifetimes, future IPsec security associations can be set up more quickly than with
shorter lifetimes. The default is 86400. To specify an unlimited lifetime, enter no value (leave the field
blank).

« Authentication—The method of authentication to use between the two peers. For more information,
see Deciding Which Authentication Method to Use, on page 413.

* Preshared Key—Use the preshared key that is defined on each device. These keys allow for a
secret key to be shared between two peers and to be used by IKE during the authentication phase.
If the peer is not configured with the same preshared key, the IKE SA cannot be established.

« Certificate—Use the device identity certificates for the peers to identify each other. You must
obtain these certificates by enrolling each peer in a Certificate Authority. You must also upload the
trusted CA root and intermediate CA certificates used to sign the identity certificates in each peer.
The peers can be enrolled in the same or a different CA. You cannot use self-signed certificates for
either peer.

» Hash—The hash algorithm for creating a message digest, which is used to ensure message integrity. For
an explanation of the options, see Encryption and Hash Algorithms Used in VPN, on page 411.

Step 5 Click Add.

Managing IKEv2 Policies

About IKEv2 Policy

Internet Key Exchange (IKE) version 2 policy objects contain the parameters required for IKEv2 policies
when defining VPN connections. IKE is a key management protocol that facilitates the management of
[Psec-based communications. It is used to authenticate [Psec peers, negotiate and distribute [Psec encryption
keys, and automatically establish IPsec security associations (SAs).

There are several pre-defined IKEv2 policies. If any suit your needs, simply enable them by clicking the State
toggle. You can also create new policies to implement other combinations of security settings. You cannot
edit or delete system-defined objects.
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Related Topics

Create an IKEv2 Policy, on page 428

Create or Edit an IKEv2 Policy

Step 1
Step 2

Step 3
Step 4

The following procedure explains how you can create and edit objects directly through the Objects page. You
can also create an IKEv2 policy while editing the IKE settings in a Site-to-Site VPN connection by clicking
the Create New IKEV2 Policy link shown in the object list.

Procedure

In the CDO navigation bar on the left, click Objects > FDM Objects.

Do one of these things:

Click the blue plus button and select FTD > IKEv2 Policy to create a new IKEv2 policy.

In the object page, select the IKEv2 policy you want to edit and click Edit in the Actions pane at the
right.

Enter an object name, up to 128 characters.

Configure the IKEv2 properties.

Priority—The relative priority of the IKE policy, from 1 to 65,535. The priority determines the order
of the IKE policy compared by the two negotiating peers when attempting to find a common security
association (SA). If the remote IPsec peer does not support the parameters selected in your highest priority
policy, it tries to use the parameters defined in the next lowest priority. The lower the number, the higher
the priority.

State—Whether the IKE policy is enabled or disabled. Click the toggle to change the state. Only enabled
policies are used during IKE negotiations.

Encryption—The encryption algorithm used to establish the Phase 1 security association (SA) for
protecting Phase 2 negotiations. Select all algorithms that you want to allow, although you cannot include
both mixed-mode (AES-GCM) and normal mode options in the same policy. (Normal mode requires
that you select an integrity hash, whereas mixed-mode prohibits a separate integrity hash selection.) The
system negotiates with the peer, starting from the strongest to the weakest algorithm until a match is
agreed upon. For an explanation of the options, see Deciding Which Encryption Algorithm to Use, on
page 411.

Diffie-Hellman Group—The Diffie-Hellman group to use for deriving a shared secret between the two
IPsec peers without transmitting it to each other. A larger modulus provides higher security but requires
more processing time. The two peers must have a matching modulus group. Select all the algorithms that
you want to allow. The system negotiates with the peer, starting from the strongest to the weakest group
until a match is agreed upon. For an explanation of the options, see Deciding Which Diffie-Hellman
Modulus Group to Use, on page 412.

Integrity Hash—The integrity portion of the hash algorithm for creating a message digest, which is used
to ensure message integrity. Select all the algorithms that you want to allow. The system negotiates with
the peer, starting from the strongest to the weakest algorithm until a match is agreed upon. The integrity
hash is not used with the AES-GCM encryption options. For an explanation of the options, see Encryption
and Hash Algorithms Used in VPN, on page 411.
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* Pseudo-Random Function (PRF) Hash—The pseudo-random function (PRF) portion of the hash
algorithm, which is used as the algorithm to derive keying material and hashing operations required for
the IKEv2 tunnel encryption. In IKEv1, the Integrity and PRF algorithms are not separated, but in IKEv2,
you can specify different algorithms for these elements. Select all the algorithms that you want to allow.
The system negotiates with the peer, starting from the strongest to the weakest algorithm until a match
is agreed upon. For an explanation of the options, see Encryption and Hash Algorithms Used in VPN,
on page 411.

» Lifetime—The lifetime of the security association (SA), in seconds, from 120 to 2147483647 or blank.
When the lifetime is exceeded, the SA expires and must be renegotiated between the two peers. As a
general rule, the shorter the lifetime (up to a point), the more secure your IKE negotiations will be.
However, with longer lifetimes, future IPsec security associations can be set up more quickly than with
shorter lifetimes. The default is 86400. To specify an unlimited lifetime, enter no value (leave the field
blank).

Step5  Click Add.

RA VPN Objects

Security Zone Object

A security zone is a grouping of interfaces. Zones divide the network into segments to help you manage and
classify traffic. You can define multiple zones, but a given interface can be in one zone only.

The Firepower system creates the following zones during initial configuration and they are displayed in Cisco
Defense Orchestrator's object page. You can edit zones to add or remove interfaces, or you can delete the
zones if you no longer use them.

« inside_zone-Includes the inside interface. This zone is intended to represent internal networks.
« outside_zone-Includes the outside interface. This zone is intended to represent networks external to your

control, such as the internet.

Typically, you would group interfaces by the role they play in your network. For example, you would place
the interface that connects to the internet in the outside_zone security zone, and all of the interfaces for your
internal networks in the inside_zone security zone. Then, you could apply access control rules to traffic
coming from the outside zone and going to the inside zone.

Before creating zones, consider the access rules and other policies you want to apply to your networks. For
example, you do not need to put all internal interfaces into the same zone. If you have 4 internal networks,
and you want to treat one differently than the other three, you can create two zones rather than one. If you
have an interface that should allow outside access to a public web server, you might want to use a separate
zone for the interface.

Related Information:
* Create or Edit a Firepower Security Zone Object
* Assign a Firepower Interface to a Security Zone

* Deleting Objects
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Create or Edit a Firepower Security Zone Object

A security zone is a grouping of interfaces. Zones divide the network into segments to help you manage and
classify traffic. You can define multiple zones, but a given interface can be in one zone only. For more
information see,Security Zone Object.

A security zone object is not associated with a device unless it is used in a rule for that device.

Create a Security Zone Object

Step 1

Step 2
Step 3
Step 4
Step 5

To create a security zone object, follow these instructions:

Procedure

In the left pane, click Objects > FDM Objects.

Click the blue plus button and select FTD > Security Zone to create the object.
Give the object a name and, optionally, a description.

Select the interfaces to put in the security zone.
Click Add.

Edit a Security Zone Object

Step 1
Step 2

After onboarding an FDM-managed device, you will find there are already at least two security zones, one is
the inside_zone and the other is the outside zone. These zones can be edited or deleted. To edit any security
zone object, follow these instructions:

Procedure

In the left pane, click Objects > FDM Objects.
Find the object you want to edit:

* If you know the name of the object, you can search for it in the Objects page:

* Filter the list by security zone.
* Enter the name of the object in the search field.

* Select the object.

* If you know the object is associated with a device, you can search for it starting on the Inventory page.

« In the navigation pane, click Inventory.

* Click the Devices tab.

* Click the apporpriate tab.

* Use the device Filters and Page Level Search bar to locate your device.

« Select the device.
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Step 3

Step 4
Step 5
Step 6

Service Objects

Service Objects .

* In the Management pane at the right, click . Objects.

* Use the object filter T and search bar to locate the object you are looking for.

Note If the security zone object you created is not associated with a rule in a policy for your device, it is
considered "unassociated" and you will not see it among the search results for a device.

Select the object.

Click the Editicon ¢ in the Actions pane at the right.
After editing any of the attributes of the object. Click Save.

After clicking Save you receive a message explaining how these changes will affect other devices. Click
Confirm to save the changes or Cancel.

Firepower Service Objects

FTD service objects, service groups, and port groups are reusable components that contain protocols or ports
considered part of the IP protocol suite.

FTD service groups are collections of service objects. A service group may contain objects for one or more
protocols. You can use the objects and groups in security policies for purposes of defining network traffic
matching criteria, for example, to use access rules to allow traffic to specific TCP ports. The system includes
several pre-defined objects for common services. You can use these objects in your policies; however, you
cannot edit or delete system-defined objects.

Firepower Device Manager and Firepower Management Center refer to service objects as port objects and
service groups and port groups.

See Create and Edit Firepower Service Objects for more information.

Protocol Objects

Protocol objects are a type of service object that contain less-commonly used or legacy protocols. Protocol
objects are identified by a name and protocol number. CDO recognizes these objects in ASA and Firepower
(FDM-managed device) configurations and gives them their own filter of "Protocols" so you can find them
casily.

See Create and Edit Firepower Service Objects for more information.

ICMP Objects

An Internet Control Message Protocol (ICMP) object is a service object specifically for [CMP and IPv6-ICMP
messages. CDO recognizes these objects in ASA and Firepower configurations when those devices are
onboarded and CDO gives them their own filter of "ICMP" so you can find the objects easily.

Using CDO, you can rename or remove ICMP objects from an ASA configuration. You can use CDO to
create, update, and delete ICMP and ICMPv6 objects in a Firepower configuration.
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Note For the ICMPv6 protocol, AWS does not support choosing specific arguments. Only rules that allow all
ICMPv6 messages are supported.

See Create and Edit Firepower Service Objects for more information.

Related Information:

* Deleting Objects, on page 108

Create and Edit Firepower Service Objects
To create a firepower service object, follow these steps:

firewall device manager (FDM-managed) service objects are reusable components that specify a TCP/IP
protocol and a port. The firewall device manager, On-Prem Firewall Management Center and Cloud-delivered
Firewall Management Center refer to these objects as "Port Objects."

Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Click the blue button on the right to create an object, and select FTD > Service.

Step 3 Enter an object name and description.
Step 4 Select Create a service object.
Step 5 Click the Service Type button and select the protocol for which you want to create an object.

Step 6 Configure the protocol as follows:
« TCP, UDP

* Select eq and then enter either a port number or a protocol name. For example, you could enter 80
as a port number or HTTP as the protocol name.

* You can also select range and then enter a range of port numbers, for example, 1 65535 (to cover

all ports).

* ICMP, IPv6-ICMP-Select the ICMP Type. Select Any for the type to apply to all ICMP messages. For
information on the types and codes, see the following pages:

* ICMP-http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* [CMPv6-http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml

* Other-Select the desired protocol.
Step 7 Click Add.

Step 8 Preview and Deploy Configuration Changes for All Devices the changes you made now, or wait and deploy
multiple changes at once.
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Create a Firepower Service Group

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

A service group can be made up of one or more service objects representing one or more protocols. The service
objects need to be created before they can be added to the group. The Firepower Device Manager and Firepower
Management Center refer to these objects as "Port Objects."”

Procedure

In the left pane, click Objects > FDM Objects.

Click the blue button on the right to create an object, and select FTD > Service.
Enter an object name and description.

Select Create a service group.

Add an object to the group by clicking Add Object.

* Click Create to create a new object as you did above in Create and Edit Firepower Service Objects above.

* Click Choose to add an existing service object to the group. Repeat this step to add more objects.

Click Add when you are done adding service objects to the service group.

Preview and Deploy Configuration Changes for All Devices the changes you made now, or wait and deploy
multiple changes at once.

Edit a Firepower Service Object or Service Group

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Procedure

In the left pane, click Objects > FDM Objects.
Filter the objects to find the object you want to edit and then select the object in the object table.

In the Actions pane, click Edit 4

Edit the values in the dialog box in the same fashion that you created them in the procedures above.
Click Save.

CDO displays the policies that will be affected by the change. Click Confirm to finalize the change to the
object and any policy affected by it.

Preview and Deploy Configuration Changes for All Devices the changes you made now, or wait and deploy
multiple changes at once.
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Security Group Tag Group

Security Group Tags

About Security Group Tags

If you use Cisco Identity Services Engine (ISE) to define and use security group tag (SGT) for classifying
traffic in a Cisco TrustSec network, you can write access control rules that use SGT as matching criteria.
Thus, you can block or allow access based on security group membership rather than IP addresses.

In ISE, you can create a SGT and assign host or network IP addresses to each tag. If you assign an SGT to a
user's account, the SGT is assigned to the user's traffic. After you configure FDM-managed device to connect
to an ISE server and create the SGT, you can create SGT groups in Cisco Defense Orchestrator and build
access control rules around them. Note that you must configure ISE's SGT Exchange Protocol (SXP) mapping
before you can associate an SGT to an FDM-managed device. See Security Group Tag Exchange Protocol
in the Cisco Identity Services Engine Administrator Guide of the version you are currently running for more
information.

When an FDM-managed device evaluates SGT as a traffic matching criteria for an access control rule, it uses
the following priority:

1. The source SGT defined in the packet, if any. No destination matching is done using this technique. For
the SGT to be in the packet, the switches and routers in the network must be configured to add them. See
the ISE documentation for information on how to implement this method.

2. The SGT assigned to the user session, as downloaded from the ISE session directory. You need to enable
the option to listen to session directory information for this kind of SGT matching, but this option is on
by default when you first create the ISE identity source. The SGT can be matched to source or destination.
Although not required, you would also normally set up a passive authentication identity rule, using the
ISE identity source along with an AD realm, to collect user identity information.

3. The SGT-to-IP address mapping downloaded using SXP. If the IP address is within the range for an SGT,
then the traffic matches the access control rule that uses the SGT. The SGT can be matched to source or
destination.

)

Note  You cannot use the information retrieved from ISE directly in an access control rule. Instead, you need to
create SGT groups, which refer to the downloaded SGT information. Your SGT groups can refer to more than
one SGT, so you can apply policy based on a relevant collections of tags if that is appropriate.

Version Support

CDO currently supports SGT and SGT groups on FDM-managed devices running Version 6.5 and later. an
FDM-managed device allows you to configure and connect to an ISE server in Version 6.5 and later but not
does not support SGT configuration in the UTI until Version 6.7.

From the FDM-managed Ul, this means that an FDM-managed device running Version 6.5 or later can
download SXP mappings of SGTs but cannot be manually added to objects or access control rules. To make
changes to the SGTs for devices running Version 6.5 or Version 6.6, you must use the ISE UL If the device
running Version 6.5 is onboarded to Cisco Defense Orchestrator, however, you can see the current SGTs
associated with the device and create SGT groups.
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Create an SGT Group .

SGTin CDO

Security Group Tags

SGTs are read-only in CDO. You cannot create or edit an SGT in CDO. To create an SGT, see the Cisco
Identity Services Engine Administrator Guide of the version your are currently running.

SGT Groups

\)

Create an SGT Group

Note An FDM-managed device refers to groups of SGTs as SGT dynamic objects. In CDO, these lists of tags are
currently called SGT groups. You can create an SGT group in CDO without referring to the FDM-managed

device or ISE UL

Use SGT groups to identify source or destination addresses based on an SGT assigned by ISE. You can then
use the objects in access control rules for purposes of defining traffic matching criteria. You cannot use the
information retrieved from ISE directly in an access control rule. Instead, you need to create SGT groups,
which refer to the downloaded SGT information.

Your SGT groups can refer to more than one SGT, so you can apply policy based on relevant collections of
tags if that is appropriate.

In order to create an SGT group in CDO, you must have at least one SGT already configured and SGT mappings
from an ISE server configured for the FDM-managed console of the device you want to use. Note that if more
than one FDM-managed device is associated with the same ISE server, an SGT or SGT group can be applied
to more than one device. If a device is not associated with an ISE server, you cannot include SGT objects in
your access control rule, or apply an SGT group to that device configuration.

SGT Groups in Rules

SGT groups can be added to access control rules; they appear as source or destination network objects. For
more information about how networks work in rules, see Source and Destination Criteria in an FDM-Managed
Access Control Rule.

You can create an SGT group from the Objects page. See Create an SGT Group, on page 146 for more
information.

To create an SGT group that can be used for an access control rule, use the following procedure:

Before you begin

You must have the following configurations or environments configured prior to creating a security group
tag (SGT) group:

* FDM-managed device must be running at least Version 6.5.

* You must configure the ISE identity source to subscribe to SXP mappings and enable deploy changes.
To manage SXP mappings, see Configure Security Groups and SXP Publishing in ISE of the Firepower
Device Manager Configuration Guide for the version you're using, Version 6.7 and later.

* All SGTs must be created in ISE. To create an SGT, see the Cisco Identity Services Engine Configuration
Guide of the version your are currently running.
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Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Edit an SGT Group

Step 1
Step 2

Step 3
Step 4
Step 5

Configuring FDM-Managed Devices |

Procedure

On the left pane, click Objects > FDM Objects.

Click the blue plus button to create an object.
Click FTD > Network.

Enter an Object Name.

(Optional) Add a description.

Click SGT and use the drop-down menu to check all the applicable SGTs you want included in the group.
You can sort the list by SGT name.

Click Save.

Note  You cannot create or edit SGTs in CDO, you can only add or remove them from an SGT group. To
create or edit an SGT, see the Cisco Identity Services Engine Configuration Guide of the version you
are currently running.

To edit an SGT group, use the following procedure:

Procedure

In the left pane, click Objects > FDM Objects.
Locate the SGT group you want to edit by using object filters and search field.

Select the SGT group and click the edit icon 4 in the Actions pane.

Modify the SGT group. Edit the name, description, or the SGTs associated with the group.

Click Save.

Note  You cannot create or edit SGTs in CDO, you can only add or remove them from an SGT group. To

create or edit an SGT, see the Cisco Identity Services Engine Configuration Guide of the version you
are currently running.

Add an SGT Group to an Access Control Rule

Step 1
Step 2
Step 3

To add an SGT group to an access control rule, use the following procedure:

Procedure

In the navigation pane, click Inventory.
Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and select the device you want to add the SGT group to.
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Step 4 In theManagement pane, select Policy.

Step 5 Click the blue plus button for either the Source or Destination objects and select SGT Groups.
Step 6 Locate the SGT group(s) you want to edit by using object filters and search field.

Step 7 Click Save.

Step 8 Preview and Deploy Configuration Changes for All Devices.

Note Ifyouneed to create an additional SGT group, click Create New Object. Fill in the required information
mentioned in Create an SGT Group and Add the SGT group to the rule.

Syslog Server Objects

FDM-managed devices have a limited capacity to store events. To maximize storage for events, you can
configure an external server. A system log (syslog) server object identifies a server that can receive
connection-oriented or diagnostic syslog messages. If you have a syslog server set up for log collection and
analysis, you can use the Cisco Defense Orchestrator to create objects to define them and use the objects in
the related policies.

Create and Edit Syslog Server Objects

To create a new syslog server object, follow these steps:

Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Click the Create Object button .
Step 3 Select Syslog Server under FDM-managed device object types
Step 4 Configure the syslog server object properties:

* IP Address—Enter the IP address of the syslog server.

« Protocol Type—Select the protocol that your syslog server uses to receive messages. If you select TCP,
the system can recognize when the syslog server is not available, and stops sending events until the server
is available again.

* Port Number—Enter a valid port number to use for syslog. If your syslog server uses default ports,
enter 514 as the default UDP port or 1470 as the default TCP port. If the server does not use default ports,
enter the correct port number. The port must be in the range 1025 to 65535.

« Select an interface—Select which interface should be used for sending diagnostic syslog messages.
Connection and intrusion events always use the management interface. Your interface selection determines
the IP address associated with syslog messages. Note that you can only select one of the options listed
below. You cannot select both. Select one of the following options:

« Data Interface—Use the data interface you select for diagnostic syslog messages. Select an interface
from the generated list. If the server is accessible through a bridge group member interface, select
the bridge group interface (BVI). If it is accessible through the Diagnostic interface (the physical
management interface), we recommend that you select Management Interface instead of this option.
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You cannot select a passive interface. For connection and intrusion syslog messages, the source IP
address will either be for the management interface, or for the gateway interface if you route through
data interfaces.

» Management Interface—Use the virtual management interface for all types of syslog messages.
The source IP address will either be for the management interface, or for the gateway interface if
you route through data interfaces.

Step5  Click Add.

Step 6 Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Edit Syslog Server Objects

To edit an existing syslog server object, follow these steps:

Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Locate the desired syslog server object and select it. You can filter T the object list by the syslog server object
type.

Step 3 In the Actions pane, click Edit.

Step 4 Make the desired edits and click Save.

Step 5 Confirm the changes you made.

Step 6 Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Related Information:

* Deleting Objects

Create a Syslog Server Object for Secure Logging Analytics (Saa$)

Create a syslog server object with the IP address, TCP port, or UDP port of the Secure Event Connector (SEC)
you want to send events to. You would create one syslog object for every SEC that you have onboarded to
your tenant but you would only send events from one rule to one syslog object representing one SEC.

Prerequisite

This task is part of a larger workflow. See Implementing Secure Logging Analytics (SaaS) for FDM-Managed
Devices, on page 602 before you begin.
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Procedure

Procedure

Step 1 In the left pane, click Objects > FDM Objects.

Step 2 Click the Create Object button .
Step 3 Select Syslog Server under FDM-managed device object types.

Step 4 Configure the syslog server object properties. To find these properties of the SEC, from the navigation pane
on the left, choose Tools & Services > Secure Connectors. Then select the Secure Event Connector you
want to configure the syslog object for and look in the Details pane on the right.

* IP Address—Enter the IP address of the SEC.
* Protocol Type—Select TCP or UDP.
* Port Number—Enter port 10125 if you selected TCP or 10025 if you selected UDP.

» Select an interface—Select the interface configured to reach the SEC.

Note FDM-managed device supports one syslog object per IP address so you will have to choose between
using TCP and UDP.

Step 5 Click Add.

What to do next

Continue with Step 3 of Existing CDO Customer Workflow to Implement Secure Logging Analytics (SaaS)
and Send Events through the Secure Event Connector to the Cisco Cloud.

Manage Security Policies in CDO

Security policies examine network traffic with the ultimate goal of allowing the traffic to its intended destination
or dropping it if a security threat is identified. You can use CDO to configure security policies on many
different types of devices.

* FDM Policy Configuration, on page 317

» Network Address Translation, on page 396

FDM Policy Configuration

Security policies examine network traffic with the ultimate goal of allowing the traffic to its intended destination
or dropping it if a security threat is identified. Use CDO to manage all the components of FDM-managed
device's security policies.
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FDM-Managed Access Control Policy

You can use Cisco Defense Orchestrator to manage the access control policy of an FDM-managed device.
The access control policy controls access to network resources by evaluating network traffic against access
control rules. The FDM-managed device compares the criteria of the access control rules, in the order they
appear in the access control policy, to the network traffic. When all the traffic conditions in an access control
rule are

* Trust—Allow traffic without further inspection of any kind.
* Allow—Allow the traffic subject to the intrusion and other inspection settings in the policy.

* Block—Drop the traffic unconditionally. The traffic is not inspected.

If none of the rules in the access control policy match the network traffic, the FDM-managed device takes the
default action listed below the access control rules.

Read an FDM-Managed Access Control Policy

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and select the device whose policy it is you want to read.

In the Management pane at the right, select @ Policy.

To ensure that you see the whole policy, click Show All in the Filter panel.

Toggle the rule column display to view the rules with more or fewer column. If you are used to viewing access
control rules in an FDM-managed device, toggle the rule column display to show more columns.

Toggle rule column display
& - @ i n

Here is an example of how to read a rule in a policy. All traffic is evaluated against rule 1 first for a match.
If the traffic matches rule 1, the action for that rule is applied to the traffic. Traffic that originates from the
inside zone, AND originates from Africa OR Australia, AND originates from HTTP or HTTPS ports, AND
arrives at the outside zone, AND arrives at the Aland Islands OR Albania, AND arrives at any port, AND
arrives at ABC OR About.com is allowed to flow from the source to the destination. We can also see that an
intrusion policy and a file policy are applied to the rule and that events from the rule are being logged.
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FTD Policies / 10.82.110.210
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Related Information:

* Configure the FDM Access Control Policy

Configure the FDM Access Control Policy

FDM-managed devices have a single policy. A section of that policy has access control rules. For ease of
discussion, we refer to the section of the policy that has access control rules as the access control policy. After
onboarding the FDM-managed device, you add rules to, or edit rules in, the access control policy.

If you are onboarding a new FDM-managed device, it may be that there are no rules in the policy that was
imported. In that case, when you open the FDM Policy page, you will see the message, "No results found."
If you see that message, you can start adding rules to the FDM-Managed Device Policy and then deploy them
to the device from CDO.

Tips Before you Begin
When adding conditions to access control rules, consider the following tips:

* You can create custom objects for some of the conditions at the time you add them to the rule. Look in
the dialog boxes for a link to create custom objects.

* You can configure multiple conditions per rule. Traffic must match all the conditions in the rule for the
rule to apply to traffic. For example, you can use a single rule to perform URL filtering for specific hosts
or networks.

* For each condition in a rule, you can add up to 50 criteria. Traffic that matches any of a condition's criteria
satisfies the condition. For example, you can use a single rule to apply application control for up to 50
applications or application filters. Thus, there is an OR relationship among the items in a single condition,
but an AND relationship between condition types (for example, between source/destination and
application).

» Some features require that you have enabled the appropriate Firepower licenses.

» Some editing tasks may not require you to enter the edit mode. From the policy page, you can modify a
condition in the rule by clicking the + button within that condition column and select the desired object
or element in the popup dialog box. You can also click the X on an object or element to remove it from
the rule.

Create or Edit an FDM-Managed Access Control Policy

Use this procedure to edit an FDM-managed access control policy using Cisco Defense Orchestrator:
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. Create or Edit an FDM-Managed Access Control Policy

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

Procedure

In the navigation pane, click Inventory.
Click the Devices tab to locate the device or the Templates tab to locate the model device.

Click the FTD tab and whose access control whose policy you want to edit.

In the Management pane at the right, select @ Policy.
Do any of the following:

* To create a new rule, click the blue plus button .

* To edit an existing rule, select the rule and click the edit icon ¢ in the Actions pane. (Simple edits may
also be performed inline without entering edit mode.)

* To delete a rule you no longer need, select the rule and click the remove icon & in the Actions pane.
* To move a rule within the policy, select the rule in the access control table and click the up or down

arrow at the end of the rule row to move the rule.

When editing or adding a rule, continue with the remaining steps in this procedure.

In the Order field, select the position for the rule within the policy. Network traffic is evaluated against the
list of rules in numerical order, 1 to "last."

Rules are applied on a first-match basis, so you must ensure that rules with highly specific traffic matching
criteria appear above policies that have more general criteria that would otherwise apply to the matching
traffic.

The default is to add the rule to the end of the list. If you want to change a rule's location later, edit this option.
Enter the rule name. You can use alphanumeric characters, spaces, and these special characters: +. -
Select the action to apply if the network traffic is matched by the rule:

* Trust—Allow traffic without further inspection of any kind.

* Allow—Allow the traffic subject to the intrusion and other inspection settings in the policy.

* Block—Drop the traffic unconditionally. The traffic is not inspected.

Define the traffic matching criteria by using any combination of attributes in the following tabs:

» Source—Click the Source tab and add or remove security zones (interfaces), networks (which include
networks, continents, and custom geolocations), or ports from which the network traffic originated. The
default value is "Any."

« Destination—Click the Destination tab and add or remove the security zones (interfaces), networks
(which include networks, continents and custom geolocations), or ports on which the traffic arrives. The
default value is "Any." See Source and Destination Criteria in an FDM-Managed Access Control Rule.

« Applications—Click the Application tab and add or remove a web application, or a filter that defines
applications by type, category, tag, risk, or business relevance. The default is any application. See
Application Criteria in an FDM-Managed Access Control Rule
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Step 10

Step 11

Step 12

Step 13
Step 14

Step 15
Step 16
Step 17

Step 18

Create or Edit an FDM-Managed Access Control Policy .

* URLs—Click the URL tab and add or remove a URL or URL category of a web request. The default is
any URL. See URL Conditions in an FDM-Managed Access Control Rule to learn how to fine-tune this
condition using URL categories and reputation filters.

» Users—Active Directory realm objects, special identities (failed authentication, guest, no authentication
required, unknown), and user groups added to the rule from firewall device manager are visible in the
rule row but it is not yet editable in CDO.

Caution Individual user-objects are not yet visible in an access control policy rule in CDO. Log in to an
FDM-managed device to see how an individual user-object may affect an access control policy
rule.

(Optional, for rules with the Allow action) Click the Intrusion Policy tab to assign an intrusion inspection
policy to inspect traffic for intrusions and exploits. See Intrusion Policy Settings in an FDM-Managed Access
Control Rule.

a. Tolog Intrusion events generated by intrusion policy rules, see " FDM-Managed Device Settings" for
the device.

(Optional, for rules with the Allow action) Click the File Policy tab to assign a file policy that inspects traffic
for files that contain malware and for files that should be blocked. See File Policy Settings in an FDM-Managed
Access Control Rule.

a. To log file events enerated by file policy rules, see "FDM-Managed Device Settings" for the device.

(Optional) Click the logging tab to enable logging and collect connection events reported by the access control
rule.

See Logging Settings in an FDM-Managed Access Control Rule for more information on logging settings.

If you subscribe to Cisco Security Analytics and Logging, you can configure connection events in CDO and
send them to the Secure Event Connector (SEC) by Create a Syslog Server Object for Secure Logging Analytics
(SaaS). See Secure Logging Analytics for FDM-Managed Devices for more information about this feature.
You would create one syslog object for every SEC that you have onboarded to your tenant, but you would
only send events generated by one rule, to one syslog object, representing one SEC.

Click Save. You are now done configuring a specific rule in the security policy.

You can now configure the Default Action for the security policy as a whole. The Default Action defines
what happens if network traffic does not match any of the rules in the access control policy, intrusion policy,
or file/malware policy.

Click the Default Action for the policy.

Configure an intrusion policy as you did in step 9, above.

Configure logging connection events generated by the Default Action.

If you subscribe to Cisco Security Analytics and Logging, you can send events generated by the default action
to a Secure Event Connector (SEC) by Create a Syslog Server Object for Secure Logging Analytics (SaaS).
See Secure Logging Analytics for FDM-Managed Devices for more information about this feature. You would
create one syslog object for every SEC that you have onboarded to your tenant, but you would only send
events generated by rule to one syslog object, representing one SEC.

(Optional) For any rule that you created, you can select it and add a comment about it in the Add Comments
field. To learn more about rule comments see, Adding Comments to Rules in Policies and Rulesets.
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. Configuring Access Policy Settings

Step 19

Preview and Deploy Configuration Changes for All Devices now the changes you made, or wait and deploy
multiple changes at once.

Configuring Access Policy Settings

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

You can configure settings that apply to the access policy, rather than to specific rules within the policy.

These settings apply to the access policy as a whole, rather than to specific rules within the policy.

Procedure

In the navigation pane, click Inventory.

Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and whose access control whose policy you want to edit.

In the Management pane at the right, select @ Policy.

Click the Settings icon and configure these settings:

* TLS Server Identity Discovery - TLS 1.3 certificates are encrypted. For traffic encrypted with TLS 1.3
to match access rules that use application or URL filtering, the system must decrypt the TLS 1.3 certificate.
We recommend that you enable this option to ensure encrypted connections are matched to the right
access control rule. The setting decrypts the certificate only; the connection remains encrypted. Enabling
this option is sufficient to decrypt TLS 1.3 certificates; you do not need to create a corresponding SSL
decryption rule. Available for FDM-managed devices running software version 6.7 or later.

* Reputation Enforcement on DNS Traffic - Enable this option to apply your URL filtering category
and reputation rules to DNS lookup requests. If the fully-qualified domain name (FQDN) in the lookup
request has a category and reputation that you are blocking, the system blocks the DNS reply. Because
the user does not receive a DNS resolution, the user cannot complete the connection. Use this option to
apply URL category and reputation filtering to non-web traffic. For more information, see DNS Request
Filtering. Available for FDM-managed devices running software version 7.0 and later.

Click Save.

About TLS Server Identity Discovery

Typically, the TLS 1.3 certificates are encrypted. For traffic encrypted with TLS 1.3 to match access rules
that use application or URL filtering, the system must decrypt the TLS 1.3 certificate. We recommend that
you enable early application detection and URL categorization to ensure encrypted connections are matched
to the right access control rule. This setting decrypts the certificate only; the connection remains encrypted.

\)

Note This feature is currently available for FDM-managed devices running on software version 6.7 or later.
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Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

Copy FDM-Managed Access Control Rules .

Procedure

In the navigation pane, click Inventory.
Click the Devices tab to locate the device or the Templates tab to locate the model device.
Click the FTD tab and whose access control whose policy you want to edit.

In the Management pane at the right, select @ Policy.

Click the settings * button.

Click the slider next to TLS Server Identity Discovery to enable early application detection and URL
categorization for encrypted connections.

Click Save.

Copy FDM-Managed Access Control Rules

Use this procedure to copy access control rules by copying it from their current position and pasting them to
a new position in the same policy or by pasting them to the policy of a different FDM-managed device. You
can paste the rule before or after other rules in the policy, so the rule evaluates that network traffic in its pr