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Create Policy Rules

The Al Assistant simplifies policy rule creation process for the Secure Firewall Threat Defense managed by
cloud-delivered Firewall Management Center and minimizes the need for extensive technical knowledge or
manual configuration. By leveraging simple prompts, administrators can quickly establish robust security
measures, enhancing the overall efficiency and security of their network. These rules once created are listed
under the policies section in your tenant.

Example Scenario
Consider a scenario where an administrator receives the following request:

Rick Miles can access Facebook on his work computer only from the office.

This would be the process the administrator would follow to create the rule:

Step 1 The administrator needs to create a new rule to accommodate this request. They put this request to the Al Assistant:
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Cisco Al Assistant

How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations
and won't always get it right, but your feedback will help me improve.

How do | create a basic security policy for FTD? What URL categories are being blocked?

What access control rules are disabled? How do | schedule a recurring backup?

Rick Miles can access Facebook on his work computer only from the office.\

4
View User Guide to learn more.

Step 2

The AI Assistant asks a question to better understand the administrator’s requirement, and then guides them through a
selection of options to create the rule:

Cisco Al Assistant

You

Allow Rick Miles access to Facebook but only from office source zone

O AlAssistant

1105 am PST
We have gone through your query in detail and would need you to answer a few questions ta help us create the appropriate rule you need.

object

Did you mean '

N ‘appiication | [zone | [uRL

‘tobean ?

Cancel

Step 3

The Al Assistant finds multiple results for Facebook, and asks the administrator to clarify if they are referring to Facebook
as an application, URL or a Zone:
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You

Allow Rick Miles access to Facebook but only from office source zone

@ Al Assistant 1105 am PST

We have gone through your query in detail and would need you to answer a few questions to help us create the appropriate rule you need.

object

Did you mean ‘I ‘to be an i il ?
> (o) (o

There are 3 applications by the name 'Facebook’. Please choose the correct one.

Facabook Apps | [ Facobook Gaming | [ Facebook ovent

Step 4 The AI Assistant prompts the administrator to select the policy to which the rule will be added:

Cisco Al Assistant Bl O %

You

Allow Rick Miles access to Facebook but only from office source zone

@ AlAssistant 1105 am PST

We have gone through your query in detail and would need you to answer a few questions to help us create the appropriate rule you need

@ 2]

Object Policy name.
This rule will be created in the following policy. You can select another policy based on your requirement.

Policy Name =

>
Policy_test2 v

Cancel

Step 5 The Al Assistant suggests a “Rule Name”, which the administrator can modify if needed:
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@ [<
You
Allow Rick Miles access to Facebook but anly from office source zone
@ AlAssistant 1105 am PST

We have gone through your query in detail and would need you to answer a few guestions to help us create the appropriate rule you need.

@ © o

Object Policy name Rule name
Here is a recommendation for rule name. You can ehange the rule name based on your requirement.
Rule Name *

Rule_testl

e -

The Al Assistant may dispiay Inaceurate Infonmation. Make sure 1o verify the responses. View our FAQS 1o learn mere

Note Ifthe administrator chooses a “Rule Name” that already exists in a policy, the assistant displays an error prompting
the administrator to enter a new name.

Step 6 The AI Assistant prompts the administrator to select a “User name” and a “Category” for the rule:

Cisco Al Assistant B, 0 X

You

Allow Rick Miles access to Facebook but only from office source zone

@ Al Assistant 11:05 am PST

We have gone through your query in detail and would need you to answer a few questions to help us create the appropriate rule you need.

© © @ © ©

Object Policy name Rule name. User name Category

Please select the appropriate ‘category’ in which you need to place this rule.

> Geo_Controls ~

Step 7 The Al Assistant requests confirmation for rule creation and provides a summary of the administrator's request along
with the inputs for the rule:

. Cisco Al Assistant Skills



| Cisco Al Assistant Skills
Create Policy Rules .

Cisco Al Assistant @ g x
You
Allow Rick Miles access 1o Facebook but only from office source zone
@ AlAssistant 1305 am PST

Here is your rule recommendation, This rule will be added in policy ‘“Test_1"in the category, 'Geo_Controls'.

Rule Name Action Source zone Destination zane

Rule_Test 1 Allow Office guest_zone

Would you like to create this rule?

& B

Note The administrator can edit the rule information by clicking Edit and cancel the process of rule creation by clicking
Cancel.

Step 8 Assuming that the administrator confirms “Yes” for rule creation, the rule is created and will be reflected in the policy
the administrator chose:

Cisco Al Assistant Bls Q0 x

You

Allow Rick Miles access to Facebook but only from office source zone

@ Al Assistant 11:05 am PST

Here is your rule recommendation, This rule will be added in palicy Test_1' in the category, ‘Geo_Controls'.

Rule Name Action Source zone Destination zone
Rule_Test_1 Allow Office quest_zone
D T3

0 Al Assistant @ 'Rule_Test_1'is successfully created in policy Test_1" 11:05 am

Congratulations, your rule named, 'Rule_Test_1'is successfully created in policy ‘Test_1". The rule is created in a disabled state as of now.
You can enable it from your Test_1’ policy detail page.

Go to policy detail page

The Al Assis

Note If you are unable to create a policy rule, refer to Cisco Al Assistant Frequently Asked Questions (FAQ).
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