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     [bookmark: pgfId-505046]Updated: July 12, 2016
 
     [bookmark: pgfId-324360]This document contains release information for Cisco ASA 5500 software Version 8.4(1) through 8.4(7).
 
     [bookmark: pgfId-429428]This document includes the following sections: 
 
     
     	 [bookmark: pgfId-304852]Important Notes
 
     	 [bookmark: pgfId-309766]Limitations and Restrictions
 
     	 [bookmark: pgfId-37750]System Requirements
 
     	 [bookmark: pgfId-421507]New Features
 
     	 [bookmark: pgfId-421511]Upgrading the Software
 
     	 [bookmark: pgfId-421515]Open Caveats
 
     	 [bookmark: pgfId-502146]Resolved Caveats
 
     	 [bookmark: pgfId-366468]End-User License Agreement
 
     	 [bookmark: pgfId-232792]Related Documentation
 
     	 [bookmark: pgfId-409272]Obtaining Documentation and Submitting a Service Request
 
    
 
   
 
    
     [bookmark: pgfId-641304][bookmark: 38045]Important Notes
 
     
     	 [bookmark: pgfId-641316]Cisco ASA Clientless SSL VPN Portal Customization Integrity Vulnerability—Multiple vulnerabilities have been fixed for clientless SSL VPN in ASA software, so you should upgrade your software to a fixed version. See  http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20141008-asa for details about the vulnerability and a list of fixed ASA versions. Also, if you ever ran an earlier ASA version that had a vulnerable configuration, then regardless of the version you are currently running, you should verify that the portal customization was not compromised. If an attacker compromised a customization object in the past, then the compromised object stays persistent after you upgrade the ASA to a fixed version. Upgrading the ASA prevents this vulnerability from being exploited further, but it will not modify any customization objects that were already compromised and are still present on the system.
 
     	 [bookmark: pgfId-641306]Microsoft Kerberos Constrained Delegation support over clientless SSL VPN is limited to the following Web applications:
 
    
 
     [bookmark: pgfId-637449]–[image: ] Microsoft Outlook Web Access
 
     [bookmark: pgfId-637482]–[image: ] Microsoft SharePoint
 
     [bookmark: pgfId-637504]–[image: ] Microsoft Internet Information Services
 
     
     	 [bookmark: pgfId-637221]Increased SSH security; the SSH default username is no longer supported—Starting in 8.4(2), you can no longer connect to the ASA using SSH with the  pix or  asa username and the login password. To use SSH, you must configure AAA authentication using the  aaa authentication ssh console LOCAL command (CLI) or Configuration > Device Management > Users/AAA > AAA Access > Authentication (ASDM); then define a local user by entering the  username command (CLI) or choosing Configuration > Device Management > Users/AAA > User Accounts (ASDM). If you want to use a AAA server for authentication instead of the local database, we recommend also configuring local authentication as a backup method.
 
     	 [bookmark: pgfId-545060]Configuration Migration for Transparent Mode—In 8.4, all transparent mode interfaces now belong to a bridge group. When you upgrade to 8.4, the existing two interfaces are placed in bridge group 1, and the management IP address is assigned to the Bridge Group Virtual Interface (BVI). The functionality remains the same when using one bridge group. You can now take advantage of the bridge group feature to configure up to four interfaces per bridge group and to create up to eight bridge groups in single mode or per context.
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-476581]Note In 8.3 and earlier, as an unsupported configuration, you could configure a management interface without an IP address, and you could access the interface using the device management address. In 8.4, the device management address is assigned to the BVI, and the management interface is no longer accessible using that IP address; the management interface requires its own IP address.

     
    

    
 
     
     	 [bookmark: pgfId-503931]You can upgrade from any previous release directly to 8.4. If you are upgrading from a pre-8.3 release, see the  Cisco ASA 5500 Migration Guide for Version 8.3 and Later  for important information about migrating your configuration to Version 8.3 and later.
 
 Upgrading from some releases may have consequences for downgrading; be sure to back up your configuration file in case you want to downgrade. For example, If you are upgrading from a pre-8.2 release, see the 8.2 release notes for downgrade issues after you upgrade the Phone Proxy and MTA instance, or for downgrade issues if you upgrade the activation key with new 8.2 features.
 
     	 [bookmark: pgfId-535019]When upgrading to 8.4(2) from 8.3(1), 8.3(2), and 8.4(1), all identity NAT configurations will now include the  no-proxy-arp and  route-lookup keywords, to maintain existing functionality. The  unidirectional keyword is removed.
 
     	 [bookmark: pgfId-454054]The Advanced Inspection and Prevention Security Services Card (AIP SSC) can take up to 20 minutes to initialize the first time it boots after a new image is applied. This initialization process must complete before configuration changes can be made to the sensor. Attempts to modify and save configuration changes before the initialization completes will result in an error.
 
     	 [bookmark: pgfId-454063]Connection Profile/Tunnel Group terminology in CLI vs. ASDM—The ASA tunnel groups define the initial connection parameters and attributes (such as AAA, client address assignment, and connection alias/group-url) for a remote access VPN session. In the CLI they are referred to as  tunnel groups , whereas in ASDM they are referred to as  Connection Profiles . A VPN policy is an aggregation of Connection Profile, Group Policy, and Dynamic Access Policy authorization attributes.
 
     	 [bookmark: pgfId-544828]Cosmetic startup message issue on the ASA 5585-X—Cisco manufacturing recently discovered a process error that resulted in loading a test build of BIOS firmware on many early shipments of the ASA 5585-X. On the affected units, more text than usual displays on the console during startup before reaching the “rommon>” prompt. Included in the extra output is the following message banner:
 
    
 
    
     [bookmark: pgfId-544829]CISCO SYSTEMS Spyker Build, TEST build not for Customer Release 
    

    
     [bookmark: pgfId-544830]Embedded BIOS Version 2.0(7)2 19:59:57 01/04/11
    

    
     [bookmark: pgfId-544908]
    

     [bookmark: pgfId-544831]While you may see this additional text, there is no functional impact to the ASA operation; you can ignore the additional text. The test build provides additional information that can be used by engineers to pinpoint hardware problems during the manufacturing process. Unfortunately, there is no field-upgradeable resolution to eliminate this message that does not require replacing the hardware.
 
     [bookmark: pgfId-544832]Hardware with a serial number that falls within the following ranges could be impacted by this cosmetic issue. Note that not all serial numbers within these ranges are impacted.
 
     [bookmark: pgfId-544833]–[image: ] JMX1449xxxx – JMX1520xxxx
 
     [bookmark: pgfId-544834]–[image: ] JAF1450xxxx – JAF1516xxxx (for ASA-SSP-20-K8= only)
 
     [bookmark: pgfId-544835]Hardware with the following Product IDs for the preceding serial numbers could be impacted by this cosmetic issue:
 
     [bookmark: pgfId-544836]–[image: ] ASA5585-S20-K8 
 
     [bookmark: pgfId-544837]–[image: ] ASA5585-S20-K9
 
     [bookmark: pgfId-544838]–[image: ] ASA5585-S20P20-K8
 
     [bookmark: pgfId-544839]–[image: ] ASA5585-S20P20-K9
 
     [bookmark: pgfId-544840]–[image: ] ASA5585-S20P20XK9
 
     [bookmark: pgfId-544841]–[image: ] ASA5585-S20X-K9
 
     [bookmark: pgfId-544842]–[image: ] ASA-SSP-20-K8=
 
   
 
    
     [bookmark: pgfId-533919][bookmark: 54180]Limitations and Restrictions
 
     
     	 [bookmark: pgfId-636584]No SNMP Traps during insertion/removal of power supply (CSCul90037)—The power supplies in the ASA 5585-X are hot swappable field replaceable units. In the event of a power supply failure, an SNMP trap is sent from the ASA to the configured trap receiver. However, when you restore power, the ASA does not send an additional SNMP trap.
 
    
 
     When using Cisco Prime Network to monitor ASA 5585s, the network operator must manually clear a power supply fault condition within the EMS.
 
     
     	 [bookmark: pgfId-636580]Currently in 8.4(2) and later, the PAT pool feature is not available as a fallback method for dynamic NAT or PAT. You can only configure the PAT pool as the primary method for dynamic PAT. For example, if you enter the following twice NAT command that configures a PAT pool (object2) for fallback when the addresses in object1 are used up, you see the following error message:
 
    
 
    
     [bookmark: pgfId-533924]hostname(config)# nat (inside,outside) source dynamic any object1 pat-pool object2 interface round-robin
    

    
     [bookmark: pgfId-533334]ERROR: Same mapped parameter cannot be used to do both NAT and PAT.
    

    
     [bookmark: pgfId-533328]ERROR: NAT pool allocation failed.
    

    
     [bookmark: pgfId-533342]
    

     [bookmark: pgfId-534358]You can alter this command to make it PAT-pool only by removing object1; the PAT pool is used as the primary method, instead of as a fallback method:
 
    
     [bookmark: pgfId-533379]hostname(config)# nat (inside,outside) source dynamic any pat-pool object2 interface round-robin
    

    
     [bookmark: pgfId-533411]
    

     [bookmark: pgfId-534402](CSCtq20634)
 
     
     	 [bookmark: pgfId-457384]Clientless SSL VPN .NET limitation—Clientless SSL sessions might not properly support .NET framework applications. In some cases, you need to enable the application for use with Smart Tunnels; however, there is a chance it could still fail. For example, it might fail when an executable binary (.exe) is created using the .NET framework (CSCsv29942).
 
     	 [bookmark: pgfId-599409]With a heavy load of users (around 150 or more) using a WebVPN plugin, you may experience large delays because of the processing overload. Using Citrix web interface reduces the ASA rewrite overhead. To track the progress of the enhancement request to allow WebVPN plug files to be cached on the ASA, refer to CSCud11756.
 
     	 [bookmark: pgfId-621099](ASA 5510, ASA 5520, ASA 5540, and ASA 5550 only) We strongly recommend that you enable hardware processing using the  crypto engine large-mod-accel command instead of software for large modulus operations such as 2048-bit certificates and DH5 keys. If you continue to use software processing for large keys, you could experience significant performance degradation due to slow session establishment for IPsec and SSL VPN connections. We recommend that you initially enable hardware processing during a low-use or maintenance period to minimize a temporary packet loss that can occur during the transition of processing from software to hardware.
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-621100]Note For the ASA 5540 and ASA 5550 using SSL VPN, in specific load conditions, you may want to continue to use software processing for large keys. If VPN sessions are added very slowly and the ASA runs at capacity, then the negative impact to data throughput is larger than the positive impact for session establishment.

The ASA 5580/5585-X platforms already integrate this capability; therefore, crypto engine commands are not applicable on these platforms.

     
    

    
 
   
 
    
     [bookmark: pgfId-495651][bookmark: 37728][bookmark: 29187]System Requirements
 
      lists information about ASDM, module, and VPN compatibility with the ASA 5500 series.
 
     [bookmark: pgfId-309180]
 
     
      
       
        [bookmark: pgfId-309191]Table 1 [bookmark: 49710]ASDM, SSM, SSC, and VPN Compatibility
 
       
      
        
        	
          
          [bookmark: pgfId-309195]Application
         
  
        	
          
          [bookmark: pgfId-309197]Description
         
  
       
 
        
        	 [bookmark: pgfId-309199]ASDM
  
        	 :
  
  
       
 
        
        	 [bookmark: pgfId-393058]VPN
  
        	 :
  
  
       
 
        
        	 [bookmark: pgfId-309220]Module applications
  
        	 :
  
  
       
 
      
     
 
    
 
   
 
    
     [bookmark: pgfId-432043][bookmark: 28393]New Features
 
     [bookmark: pgfId-517930]This section includes the following topics:
 
     
     	 [bookmark: pgfId-517931]New Features in Version 8.4(7)
 
     	 [bookmark: pgfId-633844]New Features in Version 8.4(6)
 
     	 [bookmark: pgfId-623005]New Features in Version 8.4(5)
 
     	 [bookmark: pgfId-591954]New Features in Version 8.4(4.5)
 
     	 [bookmark: pgfId-590362]New Features in Version 8.4(4.1)
 
     	 [bookmark: pgfId-580803]New Features in Version 8.4(3)
 
     	 [bookmark: pgfId-558747]New Features in Version 8.4(2.8)
 
     	 [bookmark: pgfId-551831]New Features in Version 8.4(2)
 
     	 [bookmark: pgfId-526740]New Features in Version 8.4(1.11)
 
     	 [bookmark: pgfId-517942]New Features in Version 8.4(1)
 
    
 
     
      
    
 
    
 
    [bookmark: pgfId-517934]Note New, changed, and deprecated syslog messages are listed in the syslog message guide.

     
    

    
 
     
      
    
 
    
 
    [bookmark: pgfId-589203]Note Version 8.4(4) and 8.4(4.3) were removed from Cisco.com due to build issues; please upgrade to a later version.

     
    

    
 
     
      [bookmark: pgfId-634155][bookmark: 71397]New Features in Version 8.4(7)
 
      [bookmark: pgfId-634169]Released: September 3, 2013
 
      [bookmark: pgfId-636414]There are no new features in Version 8.4(7).
 
    
 
     
      [bookmark: pgfId-622717][bookmark: 32659]New Features in Version 8.4(6)
 
      [bookmark: pgfId-641357]Released: April 29, 2013
 
       lists the new features for ASA Version 8.4(6).
 
      [bookmark: pgfId-641406]
 
      
       
        
         [bookmark: pgfId-641368]Table 2 [bookmark: 17207]New Features for ASA Version 8.4(6) 
 
        
       
         
         	
           
           [bookmark: pgfId-641372]Feature
          
  
         	
           
           [bookmark: pgfId-641374]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-641376]Monitoring Features
          
  
        
 
         
         	 [bookmark: pgfId-641380]Ability to view top 10 memory users
  
         	 command); the new command provides for quicker analysis of memory issues.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641387]CPU profile enhancements
  
         	 command now supports the following:
 
           
           	 [bookmark: pgfId-641390]Delayed start of the profiler until triggered (global or specific thread CPU %)
 
           	 [bookmark: pgfId-641391]Sampling of a single thread
 
          
  ].
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641396]Remote Access Features
          
  
        
 
         
         	 commands
  
         	 .
  .
  
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-591970][bookmark: 38431]New Features in Version 8.4(5)
 
      [bookmark: pgfId-641479]Released: October 31, 2012
 
       lists the new features for ASA Version 8.4(5).
 
      [bookmark: pgfId-641583]
 
      
       
        
         [bookmark: pgfId-641490]Table 3 [bookmark: 93327]New Features for ASA Version 8.4(5) 
 
        
       
         
         	
           
           [bookmark: pgfId-641494]Feature
          
  
         	
           
           [bookmark: pgfId-641496]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-641498]Firewall Features
          
  
        
 
         
         	 [bookmark: pgfId-641502]EtherType ACL support for IS-IS traffic (transparent firewall mode)
  
         	 [bookmark: pgfId-641507]In transparent firewall mode, the ASA can now pass IS-IS traffic using an EtherType ACL.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641512]ARP cache additions for non-connected subnets
  
         	 [bookmark: pgfId-641517]The ASA ARP cache only contains entries from directly-connected subnets by default. You can now enable the ARP cache to also include non-directly-connected subnets. We do not recommend enabling this feature unless you know the security risks. This feature could facilitate denial of service (DoS) attack against the ASA; a user on any interface could send out many ARP replies and overload the ASA ARP table with false entries.
  [bookmark: pgfId-641524]You may want to use this feature if you use:
 
           
           	 [bookmark: pgfId-641525]Secondary subnets.
 
           	 [bookmark: pgfId-641526]Proxy ARP on adjacent routes for traffic forwarding.
 
          
  .
  
  
        
 
         
         	 [bookmark: pgfId-641531]Increased maximum connection limits for service policy rules
  
         	 [bookmark: pgfId-641533]The maximum number of connections for service policy rules was increased from 65535 to 2000000.
  .
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641538]Remote Access Features
          
  
        
 
         
         	 [bookmark: pgfId-641542]Improved Host Scan and ASA Interoperability
  
         	 [bookmark: pgfId-641544]Host Scan and the ASA use an improved process to transfer posture attributes from the client to the ASA. This gives the ASA more time to establish a VPN connection with the client and apply a dynamic access policy.
  
  
        
 
         
         	 Windows 8 Support
  
         	 [bookmark: pgfId-641549]CSD 3.6.6215 was updated to enable selection of Windows 8 in the Prelogin Policy operating system check.
  [bookmark: pgfId-641550]See the following limitations:
 
           
           	 [bookmark: pgfId-641551]Secure Desktop (Vault) is not supported with Windows 8.
 
          
  
        
 
         
         	 
           
           [bookmark: pgfId-641557]Monitoring Features
          
  
        
 
         
         	 [bookmark: pgfId-641561]NAT-MIB cnatAddrBindNumberOfEntries and cnatAddrBindSessionCount OIDs to allow polling for Xlate count.
  
         	 [bookmark: pgfId-641563]Support was added for the NAT-MIB cnatAddrBindNumberOfEntries and cnatAddrBindSessionCount OIDs to support xlate_count and max_xlate_count for SNMP.
  command.
  
  
        
 
         
         	
           
           [bookmark: pgfId-641567]NSEL
          
  
         	 [bookmark: pgfId-641569]Flow-update events have been introduced to provide periodic byte counters for flow traffic. You can change the time interval at which flow-update events are sent to the NetFlow collector. You can filter to which collectors flow-update records will be sent.
  .
  .
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641575]Hardware Features
          
  
        
 
         
         	 [bookmark: pgfId-641579]ASA 5585-X DC power supply support
  
         	 [bookmark: pgfId-641581]Support was added for the ASA 5585-X DC power supply.
  
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-590663][bookmark: 60592]New Features in Version 8.4(4.5)
 
      [bookmark: pgfId-641669]Released: August 13, 2012
 
       lists the new features forASA interim Version 8.4(4.5).
 
      
       
     
 
     
 
     [bookmark: pgfId-641674]Note Version 8.4(4.3) was removed from Cisco.com due to build issues; please upgrade to Version 8.4(4.5) or later.

      
     

     
 
      
       
     
 
     
 
     [bookmark: pgfId-641675]Note We recommend that you upgrade to a Cisco.com-posted interim release only if you have a specific problem that it resolves. If you decide to run an interim release in a production environment, keep in mind that only targeted testing is performed on interim releases. Interim releases are fully supported by Cisco TAC and will remain on the download site only until the next maintenance release is available. If you choose to run an interim release, we strongly encourage you to upgrade to a fully-tested maintenance or feature release when it becomes available. We will document interim release features at the time of the next maintenance or feature release. For a list of resolved caveats for each interim release, see the interim release notes available on the Cisco.com software download site.

      
     

     
 
      [bookmark: pgfId-641722]
 
      
       
        
         [bookmark: pgfId-641682]Table 4 [bookmark: 91181]New Features for ASA Version 8.4(4.5) 
 
        
       
         
         	
           
           [bookmark: pgfId-641686]Feature
          
  
         	
           
           [bookmark: pgfId-641688]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-641690]Firewall Features
          
  
        
 
         
         	 [bookmark: pgfId-641694]ARP cache additions for non-connected subnets
  
         	 [bookmark: pgfId-641699]The ASA ARP cache only contains entries from directly-connected subnets by default. You can now enable the ARP cache to also include non-directly-connected subnets. We do not recommend enabling this feature unless you know the security risks. This feature could facilitate denial of service (DoS) attack against the ASA; a user on any interface could send out many ARP replies and overload the ASA ARP table with false entries.
  [bookmark: pgfId-641706]You may want to use this feature if you use:
 
           
           	 [bookmark: pgfId-641707]Secondary subnets.
 
           	 [bookmark: pgfId-641708]Proxy ARP on adjacent routes for traffic forwarding.
 
          
  .
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641713]Monitoring Features
          
  
        
 
         
         	 [bookmark: pgfId-641717]NAT-MIB cnatAddrBindNumberOfEntries and cnatAddrBindSessionCount OIDs to allow polling for Xlate count.
  
         	 [bookmark: pgfId-641719]Support was added for the NAT-MIB cnatAddrBindNumberOfEntries and cnatAddrBindSessionCount OIDs to support xlate_count and max_xlate_count for SNMP.
  command.
  
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-580804][bookmark: 23191]New Features in Version 8.4(4.1)
 
      [bookmark: pgfId-641782]Released: June 18, 2012
 
       lists the new features for ASA Version 8.4(4.1).
 
      
       
     
 
     
 
     [bookmark: pgfId-641787]Note Version 8.4(4) was removed from Cisco.com due to build issues; please upgrade to Version 8.4(4.1) or later.

      
     

     
 
      [bookmark: pgfId-641951]
 
      
       
        
         [bookmark: pgfId-641794]Table 5 [bookmark: 91898]New Features for ASA Version 8.4(4.1) 
 
        
       
         
         	
           
           [bookmark: pgfId-641798]Feature
          
  
         	
           
           [bookmark: pgfId-641800]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-641802]Certification Features
          
  
        
 
         
         	 [bookmark: pgfId-641806]FIPS and Common Criteria certifications
  
         	 [bookmark: pgfId-641808]The FIPS 140-2 Non-Proprietary Security Policy was updated as part of the Level 2 FIPS 140-2 validation for the Cisco ASA 5500 series, which includes the Cisco ASA 5505, ASA 5510, ASA 5520, ASA 5540, ASA 5550, ASA 5580, and ASA 5585-X.
  [bookmark: pgfId-641809]The Common Criteria Evaluation Assurance Level 4 (EAL4) was updated, which provides the basis for a specific Target of Evaluation (TOE) of the Cisco ASA and VPN platform solutions.
  
  
        
 
         
         	 [bookmark: pgfId-641812]Support for administrator password policy when using the local database
  
         	 [bookmark: pgfId-641814]When you configure authentication for CLI or ASDM access using the local database, you can configure a password policy that requires a user to change their password after a specified amount of time and also requires password standards such as a minimum length and the minimum number of changed characters.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641819]Support for SSH public key authentication
  
         	 [bookmark: pgfId-641824]You can now enable public key authentication for SSH connections to the ASA on a per-user basis using Base64 key up to 2048 bits.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641829]Support for Diffie-Hellman Group 14 for the SSH Key Exchange
  
         	 [bookmark: pgfId-641831]Support for Diffie-Hellman Group 14 for SSH Key Exchange was added. Formerly, only Group 1 was supported.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641836]Support for a maximum number of management sessions
  
         	 [bookmark: pgfId-641838]You can set the maximum number of simultaneous ASDM, SSH, and Telnet sessions.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641843]Additional ephemeral Diffie-Hellman ciphers for SSL encryption
  
         	 [bookmark: pgfId-641848]The ASA now supports the following ephemeral Diffie-Hellman (DHE) SSL cipher suites:
 
           
           	 [bookmark: pgfId-641849]DHE-AES128-SHA1
 
           	 [bookmark: pgfId-641850]DHE-AES256-SHA1
 
          
  ).
  [bookmark: pgfId-641852]When supported by the client, DHE is the preferred cipher because it provides Perfect Forward Secrecy. See the following limitations:
 
           
           	 [bookmark: pgfId-641853]DHE is not supported on SSL 3.0 connections, so make sure to also enable TLS 1.0 for the SSL server.
 
          
 
           
           [bookmark: pgfId-641854]!! set server version
          
 
           
           [bookmark: pgfId-641858]hostname(config)# 
            ssl server-version tlsv1 sslv3 
          
 
           
           [bookmark: pgfId-641859]!! set client version
          
 
           
           [bookmark: pgfId-641863]hostname(config) # 
            ssl 
            client-version any 
          
 
           
           [bookmark: pgfId-641864]
          
 
           
           	 [bookmark: pgfId-641865]Some popular applications do not support DHE, so include at least one other SSL encryption method to ensure that a cipher suite common to both the SSL client and server can be used.
 
           	 [bookmark: pgfId-641866]Some clients may not support DHE, including AnyConnect 2.5 and 3.0, Cisco Secure Desktop, and Internet Explorer 9.0.
 
          
  .
  
  
        
 
         
         	 [bookmark: pgfId-641871]Image verification
  
         	 [bookmark: pgfId-641873]Support for SHA-512 image integrity checking was added.
  .
  
  
        
 
         
         	 [bookmark: pgfId-641877]Improved pseudo-random number generation
  
         	 [bookmark: pgfId-641879]Hardware-based noise for additional entropy was added to the software-based random number generation process. This change makes pseudo-random number generation (PRNG) more random and more difficult for attackers to get a repeatable pattern or guess the next random number to be used for encryption and decryption operations. Two changes were made to improve PRNG:
 
           
           	 [bookmark: pgfId-641880]Use the current hardware-based RNG for random data to use as one of the parameters for software-based RNG.
 
           	 [bookmark: pgfId-641881]If the hardware-based RNG is not available, use additional hardware noise sources for software-based RNG. Depending on your model, the following hardware sensors are used:
 
          
  [bookmark: pgfId-641882]–[image: ] ASA 5505—Voltage sensors.
  [bookmark: pgfId-641883]–[image: ] ASA 5510 and 5550—Fan speed sensors.
  [bookmark: pgfId-641884]–[image: ] ASA 5520, 5540, and 5580—Temperature sensors.
  [bookmark: pgfId-641885]–[image: ] ASA 5585-X—Fan speed sensors.
  ]
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641889]Remote Access Features
          
  
        
 
         
         	 Enhanced quality for rewriter engines
  
         	 [bookmark: pgfId-641895]The clientless SSL VPN rewriter engines were significantly improved to provide better quality and efficacy. As a result, you can expect a better end-user experience for clientless SSL VPN users.
  [bookmark: pgfId-641896]We did not add or modify any commands for this feature. 
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641900]Failover Features
          
  
        
 
         
         	 [bookmark: pgfId-641904]Configure the connection replication rate during a bulk sync
  
         	 [bookmark: pgfId-641906]You can now configure the rate at which the ASA replicates connections to the standby unit when using Stateful Failover. By default, connections are replicated to the standby unit during a 15 second period. However, when a bulk sync occurs (for example, when you first enable failover), 15 seconds may not be long enough to sync large numbers of connections due to a limit on the maximum connections per second. For example, the maximum connections on the ASA is 8 million; replicating 8 million connections in 15 seconds means creating 533 K connections per second. However, the maximum connections allowed per second is 300 K. You can now specify the rate of replication to be less than or equal to the maximum connections per second, and the sync period will be adjusted until all the connections are synced.
  .
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641910]Application Inspection Features
          
  
        
 
         
         	 [bookmark: pgfId-641914]SunRPC change from dynamic ACL to pin-hole mechanism
  
         	 [bookmark: pgfId-641916]Previously, Sun RPC inspection does not support outbound access lists because the inspection engine uses dynamic access lists instead of secondary connections.
  [bookmark: pgfId-641917]In this release, when you configure dynamic access lists on the ASA, they are supported on the ingress direction only and the ASA drops egress traffic destined to dynamic ports. Therefore, Sun RPC inspection implements a pinhole mechanism to support egress traffic. Sun RPC inspection uses this pinhole mechanism to support outbound dynamic access lists.
  
  
        
 
         
         	 [bookmark: pgfId-641920]Inspection reset action change
  
         	 [bookmark: pgfId-641922]Previously, when the ASA dropped a packet due to an inspection engine rule, the ASA sent only one RST to the source device of the dropped packet. This behavior could cause resource issues. 
  [bookmark: pgfId-641923]In this release, when you configure an inspection engine to use a reset action and a packet triggers a reset, the ASA sends a TCP reset under the following conditions: 
 
           
           	 [bookmark: pgfId-641924]The ASA sends a TCP reset to the inside host when the  service resetoutbound command is enabled. (The  service resetoutbound command is disabled by default.)
 
           	 [bookmark: pgfId-641925]The ASA sends a TCP reset to the outside host when the  service resetinbound command is enabled. (The  service resetinbound command is disabled by default.)
 
          
  .
  [bookmark: pgfId-641930]This behavior ensures that a reset action will reset the connections on the ASA and on inside servers; therefore countering denial of service attacks. For outside hosts, the ASA does not send a reset by default and information is not revealed through a TCP reset.
  
  
        
 
         
         	 
           
           [bookmark: pgfId-641933]Module Features
          
  
        
 
         
         	 [bookmark: pgfId-641937]ASA 5585-X support for the ASA CX SSP-10 and -20
  
         	 [bookmark: pgfId-641939]The ASA CX module lets you enforce security based on the complete context of a situation. This context includes the identity of the user (who), the application or website that the user is trying to access (what), the origin of the access attempt (where), the time of the attempted access (when), and the properties of the device used for the access (how). With the ASA CX module, you can extract the full context of a flow and enforce granular policies such as permitting access to Facebook but denying access to games on Facebook or permitting finance employees access to a sensitive enterprise database but denying the same to other employees.
  .
  
        
 
         
         	 [bookmark: pgfId-641944]ASA 5585-X support for network modules
  
         	 [bookmark: pgfId-641946]The ASA 5585-X now supports additional interfaces on network modules in slot 1. You can install one or two of the following optional network modules:
 
           
           	 [bookmark: pgfId-641947]ASA 4-port 10G Network Module
 
           	 [bookmark: pgfId-641948]ASA 8-port 10G Network Module
 
           	 [bookmark: pgfId-641949]ASA 20-port 1G Network Module
 
          
  
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-557971][bookmark: 85781]New Features in Version 8.4(3)
 
      [bookmark: pgfId-642077]Released: January 9, 2012
 
       lists the new features for ASA Version 8.4(3).
 
      [bookmark: pgfId-642237]
 
      
       
        
         [bookmark: pgfId-642088]Table 6 [bookmark: 75517]New Features for ASA Version 8.4(3) 
 
        
       
         
         	
           
           [bookmark: pgfId-642092]Feature
          
  
         	
           
           [bookmark: pgfId-642094]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-642096]NAT Features
          
  
        
 
         
         	 [bookmark: pgfId-642100]Round robin PAT pool allocation uses the same IP address for existing hosts
  
         	 [bookmark: pgfId-642102]When using a PAT pool with round robin allocation, if a host has an existing connection, then subsequent connections from that host will use the same PAT IP address if ports are available.
  [bookmark: pgfId-642103]We did not modify any commands.
  
  
        
 
         
         	 [bookmark: pgfId-642107]Flat range of PAT ports for a PAT pool
  
         	 available, by default the mapped ports are chosen from the same range of ports as the real port number: 0 to 511, 512 to 1023, and 1024 to 65535. Therefore, ports below 1024 have only a small PAT pool.
  [bookmark: pgfId-642110]If you have a lot of traffic that uses the lower port ranges, when using a PAT pool, you can now specify a flat range of ports to be used instead of the three unequal-sized tiers: either 1024 to 65535, or 1 to 65535.
  ]]] (global configuration mode).
  
  
        
 
         
         	 [bookmark: pgfId-642116]Extended PAT for a PAT pool
  
         	 , as opposed to per IP address, by including the destination address and port in the translation information.
  ]] (global configuration mode).
  
  
        
 
         
         	 [bookmark: pgfId-642124]Configurable timeout for PAT xlate
  
         	 [bookmark: pgfId-642129]When a PAT xlate times out (by default after 30 seconds), and the ASA reuses the port for a new translation, some upstream routers might reject the new connection because the previous connection might still be open on the upstream device. The PAT xlate timeout is now configurable, to a value between 30 seconds and 5 minutes.
  .
  
  
        
 
         
         	 [bookmark: pgfId-642134]Automatic NAT rules to translate a VPN peer’s local IP address back to the peer’s real IP address
  
         	 [bookmark: pgfId-642136]In rare situations, you might want to use a VPN peer’s real IP address on the inside network instead of an assigned local IP address. Normally with VPN, the peer is given an assigned local IP address to access the inside network. However, you might want to translate the local IP address back to the peer’s real public IP address if, for example, your inside servers and network security is based on the peer’s real IP address.
  command.
 [bookmark: pgfId-642138]Note Because of routing issues, we do not recommend using this feature unless you know you need this feature; contact Cisco TAC to confirm feature compatibility with your network. See the following limitations:
 
           
           	 [bookmark: pgfId-642139]Only supports Cisco IPsec and AnyConnect Client.
 
           	 [bookmark: pgfId-642143]Return traffic to the public IP addresses must be routed back to the ASA so the NAT policy and VPN policy can be applied.
 
           	 [bookmark: pgfId-642144]Does not support load-balancing (because of routing issues).
 
           	 [bookmark: pgfId-642145]Does not support roaming (public IP changing).
 
          
  (tunnel-group general-attributes configuration mode).
  
        
 
         
         	 
           
           [bookmark: pgfId-642149]Remote Access Features
          
  
        
 
         
         	 [bookmark: pgfId-642153]Clientless SSL VPN browser support
  
         	 [bookmark: pgfId-642158]The ASA now supports clientless SSL VPN with Microsoft Internet Explorer 9 and Firefox 4.
  
        
 
         
         	 [bookmark: pgfId-642160]Compression for DTLS and TLS
  
         	 [bookmark: pgfId-642162]To improve throughput, Cisco now supports compression for DTLS and TLS on AnyConnect 3.0 or later. Each tunneling method configures compression separately, and the preferred configuration is to have both SSL and DTLS compression as LZS. This feature enhances migration from legacy VPN clients. 
 [bookmark: pgfId-642163]Note Using data compression on high speed remote access connections passing highly compressible data requires significant processing power on the ASA. With other activity and traffic on the ASA, the number of sessions that can be supported on the platform is reduced.
  ].
  
        
 
         
         	 [bookmark: pgfId-642173]Clientless SSL VPN Session Timeout Alerts
  
         	 [bookmark: pgfId-642175]Allows you to create custom messages to alert users that their VPN session is about to end because of inactivity or a session timeout.
  .
  
        
 
         
         	 
           
           [bookmark: pgfId-642180]AAA Features
          
  
        
 
         
         	 [bookmark: pgfId-642184]Increased maximum LDAP values per attribute
  
         	 [bookmark: pgfId-642189]The maximum number of values that the ASA can receive for a single attribute was increased from 1000 (the default) to 5000, with an allowed range of 500 to 5000. If a response message is received that exceeds the configured limit, the ASA rejects the authentication. If the ASA detects that a single attribute has more than 1000 values, then the ASA generates informational syslog 109036. For more than 5000 attributes, the ASA generates error level syslog 109037.
  (Enter this command in aaa-server host configuration mode).
  
        
 
         
         	 [bookmark: pgfId-642205]Support for sub-range of LDAP search results
  
         	 [bookmark: pgfId-642207]When an LDAP search results in an attribute with a large number of values, depending on the server configuration, it might return a sub-range of the values and expect the ASA to initiate additional queries for the remaining value ranges. The ASA now makes multiple queries for the remaining ranges, and combines the responses into a complete array of attribute values.
  
        
 
         
         	 [bookmark: pgfId-642215]Key vendor-specific attributes (VSAs) sent in RADIUS access request and accounting request packets from the ASA
  
         	 [bookmark: pgfId-642220]Four New VSAs—Tunnel Group Name (146) and Client Type (150) are sent in RADIUS access request packets from the ASA. Session Type (151) and Session Subtype (152) are sent in RADIUS accounting request packets from the ASA. All four attributes are sent for all accounting request packet types: Start, Interim-Update, and Stop. The RADIUS server (for example, ACS and ISE) can then enforce authorization and policy attributes or use them for accounting and billing purposes.
  
        
 
         
         	 
           
           [bookmark: pgfId-642228]Troubleshooting Features
          
  
        
 
         
         	 commands
  
         	 commands with a regular expression to filter output. 
  .
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-551832][bookmark: 22424]New Features in Version 8.4(2.8)
 
      [bookmark: pgfId-642443]Released: August 31, 2011
 
       lists the new features for ASA interim Version 8.4(2.8).
 
      
       
     
 
     
 
     [bookmark: pgfId-642448]Note We recommend that you upgrade to a Cisco.com-posted ASA interim release only if you have a specific problem that it resolves. If you decide to run an interim release in a production environment, keep in mind that only targeted testing is performed on interim releases. Interim releases are fully supported by Cisco TAC and will usually remain on the download site only until the next maintenance release is available. If you choose to run an interim release, we strongly encourage you to upgrade to a fully-tested maintenance or feature release when it becomes available.

We will document interim release features at the time of the next maintenance or feature release. For a list of resolved caveats for each ASA interim release, see the interim release notes available on the Cisco.com software download site.

      
     

     
 
      [bookmark: pgfId-642541]
 
      
       
        
         [bookmark: pgfId-642455]Table 7 [bookmark: 16510]New Features for ASA Interim Version 8.4(2.8) 
 
        
       
         
         	
           
           [bookmark: pgfId-642459]Feature
          
  
         	
           
           [bookmark: pgfId-642461]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-642463]Remote Access Features
          
  
        
 
         
         	 [bookmark: pgfId-642467]Clientless SSL VPN browser support
  
         	 [bookmark: pgfId-642472]The ASA now supports clientless SSL VPN with Microsoft Internet Explorer 9 and Firefox 4.
  
  
        
 
         
         	 [bookmark: pgfId-642475]Compression for DTLS and TLS
  
         	 [bookmark: pgfId-642477]To improve throughput, Cisco now supports compression for DTLS and TLS on AnyConnect 3.0 or later. Each tunneling method configures compression separately, and the preferred configuration is to have both SSL and DTLS compression as LZS. This feature enhances migration from legacy VPN clients. 
 [bookmark: pgfId-642478]Note Using data compression on high speed remote access connections passing highly compressible data requires significant processing power on the ASA. With other activity and traffic on the ASA, the number of sessions that can be supported on the platform is reduced.
  ].
  
  
        
 
         
         	 [bookmark: pgfId-642489]Clientless SSL VPN Session Timeout Alerts
  
         	 [bookmark: pgfId-642491]Allows you to create custom messages to alert users that their VPN session is about to end because of inactivity or a session timeout.
  .
  
        
 
         
         	 
           
           [bookmark: pgfId-642496]AAA Features
          
  
        
 
         
         	 [bookmark: pgfId-642500]Increased maximum LDAP values per attribute
  
         	 [bookmark: pgfId-642505]The maximum number of values that the ASA can receive for a single attribute was increased from 1000 (the default) to 5000, with an allowed range of 500 to 5000. If a response message is received that exceeds the configured limit, the ASA rejects the authentication. If the ASA detects that a single attribute has more than 1000 values, then the ASA generates informational syslog 109036. For more than 5000 attributes, the ASA generates error level syslog 109037.
  (Enter this command in aaa-server host configuration mode).
  
        
 
         
         	 [bookmark: pgfId-642521]Support for sub-range of LDAP search results
  
         	 [bookmark: pgfId-642523]When an LDAP search results in an attribute with a large number of values, depending on the server configuration, it might return a sub-range of the values and expect the ASA to initiate additional queries for the remaining value ranges. The ASA now makes multiple queries for the remaining ranges, and combines the responses into a complete array of attribute values.
  
        
 
         
         	 
           
           [bookmark: pgfId-642531]Troubleshooting Features
          
  
        
 
         
         	 commands
  
         	 commands with a regular expression to filter output. 
  .
  
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-535067][bookmark: 42141]New Features in Version 8.4(2)
 
      [bookmark: pgfId-642628]Released: June 20, 2011
 
       lists the new features for ASA Version 8.4(2).
 
      [bookmark: pgfId-642885]
 
      
       
        
         [bookmark: pgfId-642639]Table 8 [bookmark: 48166]New Features for ASA Version 8.4(2) 
 
        
       
         
         	
           
           [bookmark: pgfId-642643]Feature
          
  
         	
           
           [bookmark: pgfId-642645]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-642647]Firewall Features
          
  
        
 
         
         	 [bookmark: pgfId-642651]Identity Firewall
  
         	 [bookmark: pgfId-642653]Typically, a firewall is not aware of the user identities and, therefore, cannot apply security policies based on identity. 
  [bookmark: pgfId-642657]The Identity Firewall in the ASA provides more granular access control based on users’ identities. You can configure access rules and security policies based on usernames and user groups name rather than through source IP addresses. The ASA applies the security policies based on an association of IP addresses to Windows Active Directory login information and reports events based on the mapped usernames instead of network IP addresses. 
  [bookmark: pgfId-642661]The Identity Firewall integrates with Window Active Directory in conjunction with an external Active Directory (AD) Agent that provides the actual identity mapping. The ASA uses Windows Active Directory as the source to retrieve the current user identity information for specific IP addresses.
  [bookmark: pgfId-642665]In an enterprise, some users log onto the network by using other authentication mechanisms, such as authenticating with a web portal (cut-through proxy) or by using a VPN. You can configure the Identity Firewall to allow these types of authentication in connection with identity-based access policies.
  .
  
        
 
         
         	 [bookmark: pgfId-642671]Identity NAT configurable proxy ARP and route lookup
  
         	 [bookmark: pgfId-642673]In earlier releases for identity NAT, proxy ARP was disabled, and a route lookup was always used to determine the egress interface. You could not configure these settings. In 8.4(2) and later, the default behavior for identity NAT was changed to match the behavior of other static NAT configurations: proxy ARP is enabled, and the NAT configuration determines the egress interface (if specified) by default. You can leave these settings as is, or you can enable or disable them discretely. Note that you can now also disable proxy ARP for regular static NAT.
  keyword is removed.
  ] (global).
  
        
 
         
         	 [bookmark: pgfId-642679]PAT pool and round robin address assignment
  
         	 [bookmark: pgfId-642681]You can now specify a pool of PAT addresses instead of a single address. You can also optionally enable round-robin assignment of PAT addresses instead of first using all ports on a PAT address before using the next address in the pool. These features help prevent a large number of connections from a single PAT address from appearing to be part of a DoS attack and makes configuration of large numbers of PAT addresses easy.
 [bookmark: pgfId-642682]Note Currently in 8.4(2), the PAT pool feature is not available as a fallback method for dynamic NAT or PAT. You can only configure the PAT pool as the primary method for dynamic PAT (CSCtq20634).
  ]] (global).
  
        
 
         
         	 [bookmark: pgfId-642687]IPv6 Inspection
  
         	 [bookmark: pgfId-642689]You can configure IPv6 inspection by configuring a service policy to selectively block IPv6 traffic based on the extension header. IPv6 packets are subjected to an early security check. The ASA always passes hop-by-hop and destination option types of extension headers while blocking router header and no next header. 
  [bookmark: pgfId-642693]You can enable default IPv6 inspection or customize IPv6 inspection. By defining a policy map for IPv6 inspection you can configure the ASA to selectively drop IPv6 packets based on following types of extension headers found anywhere in the IPv6 packet: 
 
           
           	 [bookmark: pgfId-642697]Hop-by-Hop Options
 
           	 [bookmark: pgfId-642698]Routing (Type 0)
 
           	 [bookmark: pgfId-642699]Fragment
 
           	 [bookmark: pgfId-642700]Destination Options
 
           	 [bookmark: pgfId-642701]Authentication
 
           	 [bookmark: pgfId-642702]Encapsulating Security Payload
 
          
  .
  
        
 
         
         	 
           
           [bookmark: pgfId-642706]Remote Access Features
          
  
        
 
         
         	 [bookmark: pgfId-642710]Portal Access Rules
  
         	 [bookmark: pgfId-642712]This enhancement allows customers to configure a global clientless SSL VPN access policy to permit or deny clientless SSL VPN sessions based on the data present in the HTTP header. If denied, an error code is returned to the clients. This denial is performed before user authentication and thus minimizes the use of processing resources.
  .
  
  
        
 
         
         	 [bookmark: pgfId-642717]Clientless support for Microsoft Outlook Web App 2010
  
         	 [bookmark: pgfId-642719]The ASA 8.4(2) clientless SSL VPN core rewriter now supports Microsoft Outlook Web App 2010.
  
        
 
         
         	 [bookmark: pgfId-642721]Secure Hash Algorithm SHA-2 Support for IPsec IKEv2 Integrity and PRF
  
         	 [bookmark: pgfId-642723]This release supports the Secure Hash Algorithm SHA-2 for increased cryptographic hashing security for IPsec/IKEv2 AnyConnect Secure Mobility Client connections to the ASA. SHA-2 includes hash functions with digests of 256, 384, or 512 bits, to meet U.S. government requirements.
  .
  
        
 
         
         	 [bookmark: pgfId-642727]Secure Hash Algorithm SHA-2 Support for Digital Signature over IPsec IKEv2
  
         	 [bookmark: pgfId-642729]This release supports the use of SHA-2 compliant signature algorithms to authenticate IPsec IKEv2 VPN connections that use digital certificates, with the hash sizes SHA-256, SHA-384, and SHA-512. 
  [bookmark: pgfId-642730]SHA-2 digital signature for IPsec IKEv2 connections is supported with the AnyConnect Secure Mobility Client, Version 3.0.1 or later.
  
        
 
         
         	 [bookmark: pgfId-642732]Split Tunnel DNS policy for AnyConnect
  
         	 [bookmark: pgfId-642734]This release includes a new policy pushed down to the AnyConnect Secure Mobility Client for resolving DNS addresses over split tunnels. This policy applies to VPN connections using the SSL or IPsec/IKEv2 protocol and instructs the AnyConnect client to resolve all DNS addresses through the VPN tunnel. If DNS resolution fails, the address remains unresolved and the AnyConnect client does not try to resolve the address through public DNS servers.
  [bookmark: pgfId-642735]By default, this feature is disabled. The client sends DNS queries over the tunnel according to the split tunnel policy: tunnel all networks, tunnel networks specified in a network list, or exclude networks specified in a network list.
  [bookmark: pgfId-642736]We introduced the following command: split-tunnel-all-dns.
  
  
        
 
         
         	 [bookmark: pgfId-642740]Mobile Posture
  [bookmark: pgfId-642741](formerly referred to as AnyConnect Identification Extensions for Mobile Device Detection)
  
         	 [bookmark: pgfId-642743]You can now configure the ASA to permit or deny VPN connections to mobile devices, enable or disable mobile device access on a per group bases, and gather information about connected mobile devices based on a mobile device’s posture data. The following mobile platforms support this capability: AnyConnect for iPhone/iPad/iPod Versions 2.5.x and AnyConnect for Android Version 2.4.x. 
  [bookmark: pgfId-642744]Licensing Requirements 
  [bookmark: pgfId-642745]Enforcing remote access controls and gathering posture data from mobile devices requires an AnyConnect Mobile license and either an AnyConnect Essentials or AnyConnect Premium license to be installed on the ASA. You receive the following functionality based on the license you install:
 
           
           	 [bookmark: pgfId-642746] AnyConnect Premium License Functionality  
 
          
  [bookmark: pgfId-642747]Enterprises that install the AnyConnect Premium license will be able to enforce DAP policies, on supported mobile devices, based on these DAP attributes and any other existing endpoint attributes. This includes allowing or denying remote access from a mobile device.
 
           
           	 [bookmark: pgfId-642748] AnyConnect Essentials License Functionality  
 
          
  [bookmark: pgfId-642749]Enterprises that install the AnyConnect Essentials license will be able to do the following: 
  [bookmark: pgfId-642750]–[image: ] Enable or disable mobile device access on a per group basis and to configure that feature using ASDM.
  [bookmark: pgfId-642751]–[image: ] Display information about connected mobile devices via CLI or ASDM without having the ability to enforce DAP policies or deny or allow remote access to those mobile devices. 
  
  
        
 
         
         	 [bookmark: pgfId-642755]SSL SHA-2 digital signature
  
         	 [bookmark: pgfId-642757]You can now use of SHA-2 compliant signature algorithms to authenticate SSL VPN connections that use digital certificates. Our support for SHA-2 includes all three hash sizes: SHA-256, SHA-384, and SHA-512. SHA-2 requires AnyConnect 2.5(1) or later (2.5(2) or later recommended). This release does not support SHA-2 for other uses or products.
  [bookmark: pgfId-642761]Caution: To support failover of SHA-2 connections, the standby ASA must be running the same image. 
  (the Signature Algorithm field identifies the digest algorithm used when generating the signature). 
  
  
        
 
         
         	 [bookmark: pgfId-642766]SHA2 certificate signature support for Microsoft Windows 7 and Android-native VPN clients
  
         	 [bookmark: pgfId-642768]ASA supports SHA2 certificate signature support for Microsoft Windows 7 and Android-native VPN clients when using the L2TP/IPsec protocol.
  [bookmark: pgfId-642769]We did not modify any commands.
  
  
        
 
         
         	 [bookmark: pgfId-642773]Enable/disable certificate mapping to override the group-url attribute
  
         	 [bookmark: pgfId-642775]This feature changes the preference of a connection profile during the connection profile selection process. By default, if the ASA matches a certificate field value specified in a connection profile to the field value of the certificate used by the endpoint, the ASA assigns that profile to the VPN connection. This optional feature changes the preference to a connection profile that specifies the group URL requested by the endpoint. The new option lets administrators rely on the group URL preference used by many older ASA software releases. 
  . 
  
  
        
 
         
         	 
           
           [bookmark: pgfId-642781]ASA 5585-X Features
          
  
        
 
         
         	 [bookmark: pgfId-642785]Support for Dual SSPs for SSP-40 and SSP-60
  
         	 [bookmark: pgfId-642787]For SSP-40 and SSP-60, you can use two SSPs of the same level in the same chassis. Mixed-level SSPs are not supported (for example, an SSP-40 with an SSP-60 is not supported). Each SSP acts as an independent device, with separate configurations and management. You can use the two SSPs as a failover pair if desired.
 [bookmark: pgfId-642788]Note When using two SSPs in the chassis, VPN is not supported; note, however, that VPN has not been disabled.
  .
  
        
 
         
         	 [bookmark: pgfId-642792]Support for the IPS SSP-10, -20, -40, and -60
  
         	 [bookmark: pgfId-642794]We introduced support for the IPS SSP-10, -20, -40, and -60 for the ASA 5585-X. You can only install the IPS SSP with a matching-level SSP; for example, SSP-10 and IPS SSP-10.
  
  
        
 
         
         	 
           
           [bookmark: pgfId-642797]CSC SSM Features
          
  
        
 
         
         	 [bookmark: pgfId-642801]CSC SSM Support
  
         	 [bookmark: pgfId-642803]For the CSC SSM, support for the following features has been added:
 
           
           	 [bookmark: pgfId-642804]HTTPS traffic redirection: URL filtering and WRS queries for incoming HTTPS connections.
 
           	 [bookmark: pgfId-642805]Configuring global approved whitelists for incoming and outgoing SMTP and POP3 e-mail. 
 
           	 [bookmark: pgfId-642806]E-mail notification for product license renewals.
 
          
  [bookmark: pgfId-642809]We did not modify any commands.
  
        
 
         
         	 
           
           [bookmark: pgfId-642811]Monitoring Features
          
  
        
 
         
         	 [bookmark: pgfId-642815]Smart Call-Home Anonymous Reporting
  
         	 [bookmark: pgfId-642817]Customers can now help to improve the ASA platform by enabling Anonymous Reporting, which allows Cisco to securely receive minimal error and health information from the device.
  .
  
  
        
 
         
         	 [bookmark: pgfId-642822]IF-MIB ifAlias OID support
  
         	 [bookmark: pgfId-642827]The ASA now supports the ifAlias OID. When you browse the IF-MIB, the ifAlias OID will be set to the value that has been set for the interface description.
  
  
        
 
         
         	 
           
           [bookmark: pgfId-642830]Interface Features
          
  
        
 
         
         	 [bookmark: pgfId-642834]Support for Pause Frames for Flow Control on 1-Gigabit Ethernet Interface
  
         	 [bookmark: pgfId-642836]You can now enable pause (XOFF) frames for flow control on 1-Gigabit Ethernet interfaces; support was previously added for 10-Gigabit Ethernet interfaces in 8.2(2). 
  .
  
  
        
 
         
         	 
           
           [bookmark: pgfId-642842]Management Features
          
  
        
 
         
         	 [bookmark: pgfId-642846]Increased SSH security; the SSH default username is no longer supported
  
         	 command (CLI) or choosing Configuration > Device Management > Users/AAA > User Accounts (ASDM). If you want to use a AAA server for authentication instead of the local database, we recommend also configuring local authentication as a backup method.
  
        
 
         
         	 
           
           [bookmark: pgfId-642850]Unified Communications Features
          
  
        
 
         
         	 [bookmark: pgfId-642854]ASA-Tandberg Interoperability with H.323 Inspection
  
         	 [bookmark: pgfId-642856]H.323 Inspection now supports uni-directional signaling for two-way video sessions. This enhancement allows H.323 Inspection of one-way video conferences supported by Tandberg video phones. Supporting uni-directional signaling allows Tandberg phones to switch video modes (close their side of an H.263 video session and reopen the session using H.264, the compression standard for high-definition video). 
  [bookmark: pgfId-642857]We did not modify any commands.
  
  
        
 
         
         	 
           
           [bookmark: pgfId-642861]Routing Features
          
  
        
 
         
         	 [bookmark: pgfId-642865]Timeout for connections using a backup static route
  
         	 [bookmark: pgfId-642870]When multiple static routes exist to a network with different metrics, the ASA uses the one with the best metric at the time of connection creation. If a better route becomes available, then this timeout lets connections be closed so a connection can be reestablished to use the better route. The default is 0 (the connection never times out). To take advantage of this feature, change the timeout to a new value.
  .
  
  
        
 
       
      
 
     
 
      [bookmark: pgfId-526470]
 
    
 
     
      [bookmark: pgfId-517722][bookmark: 78841]New Features in Version 8.4(1.11)
 
      [bookmark: pgfId-643160]Released: May 20, 2011
 
       lists the new features forASA interim Version 8.4(1.11).
 
      
       
     
 
     
 
     [bookmark: pgfId-643165]Note We recommend that you upgrade to a Cisco.com-posted interim release only if you have a specific problem that it resolves. If you decide to run an interim release in a production environment, keep in mind that only targeted testing is performed on interim releases. Interim releases are fully supported by Cisco TAC and will remain on the download site only until the next maintenance release is available. If you choose to run an interim release, we strongly encourage you to upgrade to a fully-tested maintenance or feature release when it becomes available. We will document interim release features at the time of the next maintenance or feature release. For a list of resolved caveats for each interim release, see the interim release notes available on the Cisco.com software download site.

      
     

     
 
      [bookmark: pgfId-643191]
 
      
       
        
         [bookmark: pgfId-643172]Table 9 [bookmark: 72533]New Features for ASA Version 8.4(1.11) 
 
        
       
         
         	
           
           [bookmark: pgfId-643176]Feature
          
  
         	
           
           [bookmark: pgfId-643178]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-643180]Firewall Features
          
  
        
 
         
         	 [bookmark: pgfId-643184]PAT pool and round robin address assignment
  
         	 [bookmark: pgfId-643186]You can now specify a pool of PAT addresses instead of a single address. You can also optionally enable round-robin assignment of PAT addresses instead of first using all ports on a PAT address before using the next address in the pool. These features help prevent a large number of connections from a single PAT address from appearing to be part of a DoS attack and makes configuration of large numbers of PAT addresses easy.
 [bookmark: pgfId-643187]Note Currently in 8.4(1.11), the PAT pool feature is not available as a fallback method for dynamic NAT or PAT. You can only configure the PAT pool as the primary method for dynamic PAT (CSCtq20634).
  ]] (global).
  
        
 
       
      
 
     
 
    
 
     
      [bookmark: pgfId-522232][bookmark: 93017]New Features in Version 8.4(1)
 
      [bookmark: pgfId-643252]Released: January 31, 2011
 
       lists the new features for ASA Version 8.4(1).
 
      [bookmark: pgfId-643525]
 
      
       
        
         [bookmark: pgfId-643263]Table 10 [bookmark: 27682]New Features for ASA Version 8.4(1) 
 
        
       
         
         	
           
           [bookmark: pgfId-643267]Feature
          
  
         	
           
           [bookmark: pgfId-643269]Description
          
  
        
 
         
         	 
           
           [bookmark: pgfId-643271]Hardware Features
          
  
        
 
         
         	 [bookmark: pgfId-643275]Support for the ASA 5585-X
  
         	 [bookmark: pgfId-643277]We introduced support for the ASA 5585-X with Security Services Processor (SSP)-10, -20, -40, and -60.
 [bookmark: pgfId-643278]Note Support was previously added in 8.2(3) and 8.2(4); the ASA 5585-X is not supported in 8.3(x).
  
        
 
         
         	 [bookmark: pgfId-643280]No Payload Encryption hardware for export
  
         	 [bookmark: pgfId-643282]You can purchase the ASA 5585-X with No Payload Encryption. For export to some countries, payload encryption cannot be enabled on the Cisco ASA 5500 series. The ASA software senses a No Payload Encryption model, and disables the following features:
 
           
           	 [bookmark: pgfId-643286]Unified Communications
 
           	 [bookmark: pgfId-643287]VPN
 
          
  [bookmark: pgfId-643288]You can still install the Strong Encryption (3DES/AES) license for use with management connections. For example, you can use ASDM HTTPS/SSL, SSHv2, Telnet and SNMPv3. You can also download the dynamic database for the Botnet Traffic Filer (which uses SSL).
  
        
 
         
         	 
           
           [bookmark: pgfId-643290]Remote Access Features
          
  
        
 
         
         	 [bookmark: pgfId-643294]L2TP/IPsec Support on Android Platforms
  
         	 [bookmark: pgfId-643296]We now support VPN connections between Android mobile devices and ASA 5500 series devices, when using the L2TP/IPsec protocol and the native Android VPN client. Mobile devices must be using the Android 2.1, or later, operating system.
  
  
        
 
         
         	 [bookmark: pgfId-643299]UTF-8 Character Support for AnyConnect Passwords 
  
         	 [bookmark: pgfId-643301]AnyConnect 3.0 used with ASA 8.4(1), supports UTF-8 characters in passwords sent using RADIUS/MSCHAP and LDAP protocols. 
  
        
 
         
         	 [bookmark: pgfId-643303]IPsec VPN Connections with IKEv2
  
         	 [bookmark: pgfId-643305]Internet Key Exchange Version 2 (IKEv2) is the latest key exchange protocol used to establish and control Internet Protocol Security (IPsec) tunnels. The ASA now supports IPsec with IKEv2 for the AnyConnect Secure Mobility Client, Version 3.0(1), for all client operating systems.
  [bookmark: pgfId-643306]On the ASA, you enable IPsec connections for users in the group policy. For the AnyConnect client, you specify the primary protocol (IPsec or SSL) for each ASA in the server list of the client profile.
  [bookmark: pgfId-643307]IPsec remote access VPN using IKEv2 was added to the AnyConnect Essentials and AnyConnect Premium licenses.
  [bookmark: pgfId-643308]Site-to-site sessions were added to the Other VPN license (formerly IPsec VPN). The Other VPN license is included in the Base license.
  .
  
        
 
         
         	 [bookmark: pgfId-643312]SSL SHA-2 digital signature
  
         	 [bookmark: pgfId-643314]This release supports the use of SHA-2 compliant signature algorithms to authenticate SSL VPN connections that use digital certificates. Our support for SHA-2 includes all three hash sizes: SHA-256, SHA-384, and SHA-512. SHA-2 requires AnyConnect 2.5.1 or later (2.5.2 or later recommended). This release does not support SHA-2 for other uses or products. This feature does not involve configuration changes. 
  to identify the digest algorithm used when generating the signature.
  
        
 
         
         	 [bookmark: pgfId-643317]SCEP Proxy
  
         	 [bookmark: pgfId-643319]SCEP Proxy provides the AnyConnect Secure Mobility Client with support for automated third-party certificate enrollment. Use this feature to support AnyConnect with zero-touch, secure deployment of device certificates to authorize endpoint connections, enforce policies that prevent access by non-corporate assets, and track corporate assets. This feature requires an AnyConnect Premium license and will not work with an Essentials license.
  .
  
        
 
         
         	 [bookmark: pgfId-643322]Host Scan Package Support
  
         	 [bookmark: pgfId-643324]This feature provides the necessary support for the ASA to install or upgrade a Host Scan package and enable or disable Host Scan. This package may either be a standalone Host Scan package or one that ASA extracts from an AnyConnect Next Generation package.
  [bookmark: pgfId-643325]In previous releases of AnyConnect, an endpoint’s posture was determined by Cisco Secure Desktop (CSD). Host Scan was one of many features bundled in CSD. Unbundling Host Scan from CSD gives AnyConnect administrators greater freedom to update and install Host Scan separately from the other features of CSD. 
  .
  
        
 
         
         	 [bookmark: pgfId-643328]Kerberos Constrained Delegation (KCD)
  
         	 [bookmark: pgfId-643330]This release implements the KCD protocol transition and constrained delegation extensions on the ASA. KCD provides Clientless SSL VPN (also known as WebVPN) users with SSO access to any web services protected by Kerberos. Examples of such services or applications include Outlook Web Access (OWA), Sharepoint, and Internet Information Server (IIS).
  [bookmark: pgfId-643334]Implementing protocol transition allows the ASA to obtain Kerberos service tickets on behalf of remote access users without requiring them to authenticate to the KDC (through Kerberos). Instead, a user authenticates to ASA using any of the supported authentication mechanisms, including digital certificates and Smartcards, for Clientless SSL VPN (also known as WebVPN). When user authentication is complete, the ASA requests and obtains an impersonate ticket, which is a service ticket for ASA on behalf of the user. The ASA may then use the impersonate ticket to obtain other service tickets for the remote access user.
  [bookmark: pgfId-643335]Constrained delegation provides a way for domain administrators to limit the network resources that a service trusted for delegation (for example, the ASA) can access. This task is accomplished by configuring the account under which the service is running to be trusted for delegation to a specific instance of a service running on a specific computer.
  .
  
        
 
         
         	 [bookmark: pgfId-643339]Clientless SSL VPN browser support
  
         	 [bookmark: pgfId-643344]The ASA now supports clientless SSL VPN with Apple Safari 5.
  
        
 
         
         	 [bookmark: pgfId-643346]Clientless VPN Auto Sign-on Enhancement
  
         	 [bookmark: pgfId-643348]Smart tunnel now supports HTTP-based auto sign-on on Firefox as well as Internet Explorer. Similar to when Internet Explorer is used, the administrator decides to which hosts a Firefox browser will automatically send credentials. For some authentication methods, if may be necessary for the administrator to specify a realm string on the ASA to match that on the web application (in the Add Smart Tunnel Auto Sign-on Server window). You can now use bookmarks with macro substitutions for auto sign-on with Smart tunnel as well.
  [bookmark: pgfId-643349]The POST plug-in is now obsolete. The former POST plug-in was created so that administrators could specify a bookmark with sign-on macros and receive a kick-off page to load prior to posting the the POST request. The POST plug-in approach allows requests that required the presence of cookies, and other header items, fetched ahead of time to go through. The administrator can now specify pre-load pages when creating bookmarks to achieve the same functionality. Same as the POST plug-in, the administrator specifies the pre-load page URL and the URL to send the POST request to.
  [bookmark: pgfId-643350]You can now replace the default preconfigured SSL VPN portal with your own portal. The administrators do this by specifying a URL as an External Portal. Unlike the group-policy home page, the External Portal supports POST requests with macro substitution (for auto sign-on) as well as pre-load pages.
  .
  
        
 
         
         	 [bookmark: pgfId-643354]Expanded Smart Tunnel application support
  
         	 [bookmark: pgfId-643356]Smart Tunnel adds support for the following applications:
 
           
           	 [bookmark: pgfId-643357] Microsoft Outlook Exchange Server 2010 (native support).  
 
          
  [bookmark: pgfId-643358]Users can now use Smart Tunnel to connect Microsoft Office Outlook to a Microsoft Exchange Server. 
 
           
           	 [bookmark: pgfId-643359]Microsoft Sharepoint/Office 2010.
 
          
  [bookmark: pgfId-643360]Users can now perform remote file editing using Microsoft Office 2010 Applications and Microsoft Sharepoint by using Smart Tunnel.
  
        
 
         
         	 
           
           [bookmark: pgfId-643362]Interface Features
          
  
        
 
         
         	 [bookmark: pgfId-643366]EtherChannel support (ASA 5510 and higher)
  
         	 [bookmark: pgfId-643368]You can configure up to 48 802.3ad EtherChannels of eight active interfaces each.
 [bookmark: pgfId-643369]Note You cannot use interfaces on the 4GE SSM, including the integrated 4GE SSM in slot 1 on the ASA 5550, as part of an EtherChannel.
  .
  
        
 
         
         	 [bookmark: pgfId-643373]Bridge groups for transparent mode
  
         	 [bookmark: pgfId-643375]If you do not want the overhead of security contexts, or want to maximize your use of security contexts, you can group interfaces together in a bridge group, and then configure multiple bridge groups, one for each network. Bridge group traffic is isolated from other bridge groups. You can configure up to 8 bridge groups in single mode or per context in multiple mode, with 4 interfaces maximum per bridge group.
 [bookmark: pgfId-643376]Note Although you can configure multiple bridge groups on the ASA 5505, the restriction of 2 data interfaces in transparent mode on the ASA 5505 means you can only effectively use 1 bridge group.
  .
  
        
 
         
         	 
           
           [bookmark: pgfId-643393]Scalability Features
          
  
        
 
         
         	 [bookmark: pgfId-643397]Increased contexts for the ASA 5550, 5580, and 5585-X
  
         	 [bookmark: pgfId-643399]For the ASA 5550 and ASA 5585-X with SSP-10, the maximum contexts was increased from 50 to 100. For the ASA 5580 and 5585-X with SSP-20 and higher, the maximum was increased from 50 to 250.
  
        
 
         
         	 [bookmark: pgfId-643401]Increased VLANs for the ASA 5580 and 5585-X
  
         	 [bookmark: pgfId-643403]For the ASA 5580 and 5585-X, the maximum VLANs was increased from 250 to 1024.
  
        
 
         
         	 [bookmark: pgfId-643405]Additional platform support
  
         	 [bookmark: pgfId-643407]Google Chrome has been added as a supported platform for ASA Version 8.4. Both 32-bit and 64-bit platforms are supported on Windows XP, Vista, and 7 and Mac OS X Version 6.0.
  
        
 
         
         	 [bookmark: pgfId-643409]Increased connections for the ASA 5580 and 5585-X
  
         	 [bookmark: pgfId-643411]We increased the firewall connection limits:
 
           
           	 [bookmark: pgfId-643412]ASA 5580-20—1,000,000 to 2,000,000. 
 
           	 [bookmark: pgfId-643413]ASA 5580-40—2,000,000 to 4,000,000. 
 
           	 [bookmark: pgfId-643414]ASA 5585-X with SSP-10: 750,000 to 1,000,000.
 
           	 [bookmark: pgfId-643415]ASA 5585-X with SSP-20: 1,000,000 to 2,000,000.
 
           	 [bookmark: pgfId-643416]ASA 5585-X with SSP-40: 2,000,000 to 4,000,000.
 
           	 [bookmark: pgfId-643417]ASA 5585-X with SSP-60: 2,000,000 to 10,000,000.
 
          
  
        
 
         
         	 [bookmark: pgfId-643419]Increased AnyConnect VPN sessions for the ASA 5580
  
         	 [bookmark: pgfId-643421]The AnyConnect VPN session limit was increased from 5,000 to 10,000.
  
        
 
         
         	 [bookmark: pgfId-643423]Increased Other VPN sessions for the ASA 5580
  
         	 [bookmark: pgfId-643425]The other VPN session limit was increased from 5,000 to 10,000.
  
        
 
         
         	 
           
           [bookmark: pgfId-643427]High Availability Features
          
  
        
 
         
         	 [bookmark: pgfId-643431]Stateful Failover with Dynamic Routing Protocols
  
         	 [bookmark: pgfId-643433]Routes that are learned through dynamic routing protocols (such as OSPF and EIGRP) on the active unit are now maintained in a Routing Information Base (RIB) table on the standby unit. Upon a failover event, traffic on the secondary active unit now passes with minimal disruption because routes are known. Routes are synchronized only for link-up or link-down events on an active unit. If the link goes up or down on the standby unit, dynamic routes sent from the active unit may be lost. This is normal, expected behavior.
  .
  
        
 
         
         	 
           
           [bookmark: pgfId-643437]Unified Communication Features
          
  
        
 
         
         	 [bookmark: pgfId-643446]UC Protocol Inspection Enhancements
  
         	 [bookmark: pgfId-643448]SIP Inspection and SCCP Inspection are enhanced to support new features in the Unified Communications Solutions; such as, SCCP v2.0 support, support for GETPORT messages in SCCP Inspection, SDP field support in INVITE messages with SIP Inspection, and QSIG tunneling over SIP. Additionally, the Cisco Intercompany Media Engine supports Cisco RT Lite phones and third-party video endpoints (such as, Tandberg).
  [bookmark: pgfId-643449]We did not modify any commands.
  
        
 
         
         	 
           
           [bookmark: pgfId-643452]Inspection Features
          
  
        
 
         
         	 [bookmark: pgfId-643456]DCERPC Enhancement
  
         	 [bookmark: pgfId-643458]DCERPC Inspection was enhanced to support inspection of RemoteCreateInstance RPC messages.
  [bookmark: pgfId-643459]We did not modify an commands.
  
        
 
         
         	 
           
           [bookmark: pgfId-643462]Troubleshooting and Monitoring Features
          
  
        
 
         
         	 [bookmark: pgfId-643466]SNMP traps and MIBs
  
         	 .
  [bookmark: pgfId-643469]The entPhysicalTable reports entries for sensors, fans, power supplies, and related components.
  [bookmark: pgfId-643470]Supports the following additional MIBs: ENTITY-SENSOR-MIB, CISCO-ENTITY-SENSOR-EXT-MIB, CISCO-ENTITY-FRU-CONTROL-MIB, CISCO-PROCESS-MIB, CISCO-ENHANCED-MEMPOOL-MIB, CISCO-L4L7MODULE-RESOURCE-LIMIT-MIB, NAT-MIB, EVENT-MIB, EXPRESSION-MIB
  [bookmark: pgfId-643471]Supports the following additional traps: warmstart, cpmCPURisingThreshold, mteTriggerFired, cirResourceLimitReached, natPacketDiscard, ciscoEntSensorExtThresholdNotification.
  .
  
        
 
         
         	 [bookmark: pgfId-643475]TCP Ping Enhancement
  
         	 [bookmark: pgfId-643477]TCP ping allows users whose ICMP echo requests are blocked to check connectivity over TCP. With the TCP ping enhancement you can specify a source IP address and a port and source interface to send pings to a hostname or an IPv4 address.
  .
  
        
 
         
         	 [bookmark: pgfId-643481]Show Top CPU Processes
  
         	 [bookmark: pgfId-643483]You can now monitor the processes that run on the CPU to obtain information related to the percentage of the CPU used by any given process. You can also see information about the load on the CPU, broken down per process, at 5 minutes, 1 minute, and 5 seconds prior to the log time. Information is updated automatically every 5 seconds to provide real-time statistics, and a refresh button in the pane allows a manual data refresh at any time.
  . 
  
        
 
         
         	 
           
           [bookmark: pgfId-643487]General Features
          
  
        
 
         
         	 [bookmark: pgfId-643491]Password Encryption Visibility
  
         	 [bookmark: pgfId-643493]You can show password encryption in a security context.
  .
  
        
 
       
      
 
     
 
    
 
   
 
    
     [bookmark: pgfId-640289][bookmark: 95275]Upgrading the Software
 
     [bookmark: pgfId-640523]See the following table for the upgrade path for your version.
 
     
      
    
 
    
 
    [bookmark: pgfId-640524]Note There are no special requirements for Zero Downtime Upgrades for failover other than to upgrade to 8.4(5) or 8.4(7) instead of 8.4(6). Due to CSCug88962, you cannot perform a hitless upgrade to 8.4(6).

     
    

    
 
     [bookmark: pgfId-640556]
 
     
      
      
        
        	
          
          [bookmark: pgfId-640527]Current ASA Version
         
  
        	
          
          [bookmark: pgfId-640529]First Upgrade to:
         
  
        	
          
          [bookmark: pgfId-640531]Then Upgrade to:
         
  
       
 
        
        	 [bookmark: pgfId-640533]8.2(x) and earlier
  
        	 [bookmark: pgfId-640535]8.4(5)
  
        	 [bookmark: pgfId-640537]8.4(7) or later
  
       
 
        
        	 [bookmark: pgfId-640539]8.3(x)
  
        	 [bookmark: pgfId-640541]8.4(5)
  
        	 [bookmark: pgfId-640543]8.4(7) or later
  
       
 
        
        	 [bookmark: pgfId-640545]8.4(1) through 8.4(4)
  
        	 [bookmark: pgfId-640547]8.4(5)
  
        	 [bookmark: pgfId-640549]8.4(7) or later
  
       
 
        
        	 [bookmark: pgfId-640551]8.4(5) or later
  
        	 [bookmark: pgfId-640553]—
  
        	 [bookmark: pgfId-640555]8.4(7) or later
  
       
 
      
     
 
    
 
     .
 
   
 
    
     [bookmark: pgfId-404945][bookmark: 63514][bookmark: 85193]Open Caveats
 
      contains open caveats in the latest maintenance release.
 
     [bookmark: pgfId-536527]If you are running an older release, and you need to determine the open caveats for your release, then add the caveats in these sections to the resolved caveats from later releases. For example, if you are running Version 8.4(1), then you need to add the caveats in this section to the resolved caveats from 8.4(2) and later to determine the complete list of open caveats. 
 
     [bookmark: pgfId-536528]If you are a registered Cisco.com user, view more information about each caveat using the Bug Search at the following website:
 
     
 
     [bookmark: pgfId-498482]
 
     
      
       
        [bookmark: pgfId-536580]Table 11 [bookmark: 17320]Open Caveats in ASA Version 8.4 
 
       
      
        
        	
          
          [bookmark: pgfId-536584]Caveat
         
  
        	
          
          [bookmark: pgfId-536586]Description
         
  
       
 
        
        	 [bookmark: pgfId-635731]CSCtk60416
  
        	 [bookmark: pgfId-635733]Config load time of 500k ACLs in Routed is 3 times faster than Transp
  
       
 
        
        	 [bookmark: pgfId-635727]CSCtl44287
  
        	 [bookmark: pgfId-635729]Routing:Traceback observed on standby unit when exec clear conf all
  
       
 
        
        	 [bookmark: pgfId-635723]CSCtq94990
  
        	 [bookmark: pgfId-635725]Stale context present on active unit after vpn system test against 5585
  
       
 
        
        	 [bookmark: pgfId-635719]CSCtr67875
  
        	 [bookmark: pgfId-635721]HW accelerator error PKCS1 v1.5 RSA - cert auth fails with certain certs
  
       
 
        
        	 [bookmark: pgfId-635715]CSCtu30620
  
        	 [bookmark: pgfId-635717]Missing input validation for specific code functions
  
       
 
        
        	 [bookmark: pgfId-635711]CSCtw31001
  
        	 [bookmark: pgfId-635713]Unexpected overrun during connection high load test
  
       
 
        
        	 [bookmark: pgfId-635707]CSCtw82904
  
        	 [bookmark: pgfId-635709]ESP packet drop due to failed anti-replay checking after HA failovered
  
       
 
        
        	 [bookmark: pgfId-635703]CSCtx43526
  
        	 [bookmark: pgfId-635705]ASA 8.4.2.8 fill_cpu_hog_entry
  
       
 
        
        	 [bookmark: pgfId-635699]CSCty22380
  
        	 [bookmark: pgfId-635701]USG-IPv6 / ReadyLogo P2 Conformance Bug NA changes Running Config
  
       
 
        
        	 [bookmark: pgfId-635695]CSCty79405
  
        	 [bookmark: pgfId-635697]If 1st rule is dynamic source and dest any,no correct for exit inetrface
  
       
 
        
        	 [bookmark: pgfId-635691]CSCty80078
  
        	 [bookmark: pgfId-635693]ASASM shows duplicate link local address on failover
  
       
 
        
        	 [bookmark: pgfId-635687]CSCua36964
  
        	 [bookmark: pgfId-635689]ASA active unit crash, Thread Name: vpnfol_sync/Bulk Sync - Import Data
  
       
 
        
        	 [bookmark: pgfId-635683]CSCua68278
  
        	 [bookmark: pgfId-635685]SYSRET 64-bit operating system privilege escalation
  
       
 
        
        	 [bookmark: pgfId-635679]CSCua92694
  
        	 [bookmark: pgfId-635681]Traceback on Configuration Manipulation over Telnet/SSH Sessions
  
       
 
        
        	 [bookmark: pgfId-635675]CSCub43580
  
        	 [bookmark: pgfId-635677]Traceback when changing ipsec lifetime when IKEv2 tunnel is passing traf
  
       
 
        
        	 [bookmark: pgfId-635671]CSCuc51614
  
        	 [bookmark: pgfId-635673]Weblaunch of AC IKEv2 connection should re-DAP if NAC is not configured
  
       
 
        
        	 [bookmark: pgfId-635667]CSCud16208
  
        	 [bookmark: pgfId-635669]ASA 8.4.4.5 - Traceback in Thread Name: Dispatch Unit
  
       
 
        
        	 [bookmark: pgfId-635663]CSCue51351
  
        	 [bookmark: pgfId-635665]ASA: Huge NAT config causes traceback due to unbalanced p3 tree
  
       
 
        
        	 [bookmark: pgfId-635659]CSCug48732
  
        	 [bookmark: pgfId-635661]Crash when loading configuration from TFTP multiple contexts
  
       
 
        
        	 [bookmark: pgfId-635655]CSCug66471
  
        	 [bookmark: pgfId-635657]ASA: Form on sharepoint 2010 does not open when accessing through webvpn
  
       
 
        
        	 [bookmark: pgfId-635735]CSCug89590
  
        	 [bookmark: pgfId-635737]Hostscan 3.1.03104 does not detect Kaspersky AV 6.0
  
       
 
        
        	 [bookmark: pgfId-635755]CSCuh03193
  
        	 [bookmark: pgfId-635757]ASA - Not all GRE connections are replicated to the standby unit
  
       
 
        
        	 [bookmark: pgfId-635751]CSCuh09400
  
        	 [bookmark: pgfId-635753]ASA OSPF route stuck in database and routing table
  
       
 
        
        	 [bookmark: pgfId-635747]CSCuh12279
  
        	 [bookmark: pgfId-635749]ASA: Data packets with urgent pointer dropped with IPS as bad-tcp-cksum
  
       
 
        
        	 [bookmark: pgfId-635743]CSCuh17787
  
        	 [bookmark: pgfId-635745]ASA traceback in Thread Name : DATAPATH-6-1849
  
       
 
        
        	 [bookmark: pgfId-635739]CSCuh40465
  
        	 [bookmark: pgfId-635741]Observed slow phone registration traffic with tftp inspect
  
       
 
        
        	 [bookmark: pgfId-635763]CSCuh49686
  
        	 [bookmark: pgfId-635765]slow memory leak due to webvpn cache
  
       
 
        
        	 [bookmark: pgfId-635759]CSCuh59097
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