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Read Me First
A

Note To achieve simplification and consistency, the Cisco SD-WAN solution has been rebranded as Cisco Catalyst
SD-WAN. In addition, from Cisco IOS XE SD-WAN Release 17.12.1a and Cisco Catalyst SD-WAN Release

20.12.1, the following component changes are applicable: Cisco vM anage to Cisco Catalyst SD-WAN
Manager, Cisco vAnalyticsto Cisco Catalyst SD-WAN Analytics, CiscovBond to Cisco Catalyst SD-WAN

Validator, Cisco vSmart to Cisco Catalyst SD-WAN Controller, and Cisco Controllersto Cisco Catalyst
SD-WAN Control Components. See the latest Release Notes for a comprehensive list of all the component

brand name changes. While we transition to the new names, some inconsistencies might be present in the
documentation set because of a phased approach to the user interface updates of the software product.

Related References

* Cisco Catalyst SD-WAN Control Components Compatibility Matrix and Server Recommendations

* Cisco Catalyst SD-WAN Device Compatibility

User Documentation

* User Documentation for Cisco IOS XE Catalyst SD-WAN Release 17

» User Documentation for Cisco SD-WAN Release 20

Communications, Services, and Additional Information

* Sign up for Cisco email newsletters and other communications at: Cisco Profile Manager.

* For information on the latest technical, advanced, and remote services to increase the operational reliability
of your network visit Cisco Services.

» To browse and discover secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco Devnet.

* To obtain general networking, training, and certification titles from Cisco Press Publishers, visit Cisco
Press.

* To find warranty information for a specific product or product family, visit Cisco Warranty Finder.
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* To view open and resolved bugs for a release, access the Cisco Bug Search Tool.

* To submit a service request, visit Cisco Support.

Documentation Feedback

To provide feedback about Cisco technical documentation use the feedback form available in the right pane
of every online document.

Release Notes for Cisco SD-WAN Control Components, Cisco Catalyst SD-WAN Manager
Release 20.15.1

These release notes accompany the Cisco Catalyst SD-WAN Control Components, Release 20.15.x, which
provides Cisco Catalyst SD-WAN capabilities. They include release-specific information for Cisco Catalyst
SD-WAN Controllers, Cisco Catalyst SD-WAN Validators, Cisco SD-WAN Manager as applicable to Cisco
Catalyst SD-WAN.

Related Releases

For release information about Cisco IOS XE Catalyst SD-WAN devices, refer to Release Notes for Cisco IOS
XE Catalyst SD-WAN device, Cisco IOS XE Release 17.15.x.

What's New for Cisco Catalyst SD-WAN Manager Release 20.15.1

Cisco is constantly enhancing the Cisco Catalyst SD-WAN solution with every release and we try and keep
the content in line with the latest enhancements. The following table lists new and modified features we
documented in the Configuration, Command Reference, and Hardware Installation guides.

Table 1: Cisco Catalyst SD-WAN Manager Release 20.15.1

Feature Description

Cisco Catalyst SD-WAN Monitor and Maintain

Converged Cisco This feature introduces a converged dashboard in Cisco SD-WAN Manager that merges
SD-WAN Manager |the monitoring and analytics capabilities from both Cisco SD-WAN Manager and
and Cisco SD-WAN | Cisco SD-WAN Analytics. This converged dashboard displays management data from
Analytics Dashboard | the Cisco SD-WAN Manager alongside analytical insights from Cisco SD-WAN
Analytics, all within a single interface.

To view a converged dashboard in Cisco SD-WAN Manager, Cisco SD-WAN Analytics
must be onboarded into Cisco SD-WAN Manager.

Additional Report | This feature introduces several new report types, including Security reports, which
Types and Formats |are available in CSV or PDF format.

Additional Report | Generate new report types and download them in both PDF and CSV formats. The
Filters and My Reports and the Generate report forms are updated to include additional report
Download Options | filters.

Cisco Catalyst SD-WAN Security
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Feature Description

Share Traffic Cisco SD-WAN Manager shares VPN and security group tag (SGT) information with
Information with Cisco Security Service Edge (SSE). This is called context information. SSE applies
Cisco Security different policies to traffic based on the context information of the traffic.

Service Edge

Cisco Catalyst SD-WAN Systems and I nterfaces

Configure With this feature you can configure EtherChannels on service and transport side using
EtherChannels using | configuration groups.

Configuration

Groups

Load Balancing for | With this feature you can load balance EtherChannels for individual port channels on
EtherChannels on  |service and transport side using CLI templates.

Individual Port
Channels

Software and Hardware Behavior Changes in Cisco Catalyst SD-WAN Control Components
Release 20.15.x

Software and Hardware Behavior Changes in Cisco Catalyst SD-WAN Manager Release 20.15.1

Behavior Change Description

When configuring a configuration group for Cisco | See the Cellular Profile section.
I0S XE Catalyst SD-WAN devices, to configure
cellular connectivity, you can add a Cellular Profile.
To add a Cellular Profile, open the Transport &
Management Profile, add a Cellular Controller feature,
then add a Cellular Profile as a child feature of
Cellular Controller.

The Cellular Profile includes fields for the
authentication credentials to connect to a cellular
network. When you enter a password in the Profile
Password field, Cisco SD-WAN Manager encrypts
the password. When you display the CLI commands
that make up a device configuration in the
configuration preview, Cisco SD-WAN Manager
displays the password in its encrypted form, not as
plain text.
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Behavior Change

Description

There is a default RBAC role called

security operations. In Cisco Catalyst SD-WAN
Manager Release 20.13.x and 20.14.x, this role
included permission to enable or disable Cloud SaaS
feeds.

In Cisco Catalyst SD-WAN Manager Release 20.15.x,
the security operations role no longer has this
permission.

See the Restrictions for Role Based Access Control
section.

Updated the aaa netconf-accounting command with
supported options.

See the aaa netconf-accounting command.

Software and Hardware Behavior Changes in Cisco 10S XE Catalyst SD-WAN Release 17.15.1a

Behavior Change

Description

Updated the show platfor m softwareipsec fp active
flow command output.

The output of the show platform software ipsec fp
active flow has been modified. The flow ID now
supports a range between 0 - 4294967295. See the
show platform software ipsec fp active flow command.

Updated the SLA class threshold values.

See the SLA Classes section, which describes the new
SLA class threshold values.

Updated the request platform software
sdwanadmin-tech command with supported options.

See the request platform software sdwan admin-tech
command.

Updated the Policy Object Profile section with the
new behavior on pagination when there are more than
50 profiles.

See the Policy Object Profile section.

Updated the size limit of the organization name to the
range 1 to 128 for the organization-name command
and the size limit of the interface name to the range
1 to 31 for the interface command.

See the sp-organization-name (system) and interface
sections.

Updated the Configure Device Values section with
the change in configuration groups for rollback timer.
Only the Cellular Gateway solution in the
configuration groups supports the rollback timer.

See the Configure Device Values section.

Updated the View Cflowd Information section for the
show sdwan app-fwd cflowd commands to include
support for up to 4000 flow records for each monitor
(IPv4 and IPv6) from the cflowd database.

See the View Cflowd Information section.

Updated the Configure BFD for Routing Protocols
section to include that the BFDs on the tunnel
interface are inactive if sdwan mode is not configured
for the tunnel interface.

See the Configure BFD for Routing Protocols section.
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Behavior Change

Description

Information about provider and tenant remote servers
and images on Cisco SD-WAN Manager.

See the Provider and Tenant Remote Servers and
Images section.

Configuration of devices in SDCI cloud gateway
extension using configuration groups is not supported.

See the Information About Configuring Devices for
AWS Integration Using Configuration Groups section.

The policer increases the burst value when the
user-configured value is lower than the calculated
value, to prevent congestion and ensure optimal
performance.

See the Policer Burst Tolerance section.

A static IP address is assigned by default if you assign
a private color to a WAN interface while configuring
a site using the configuration group workflow.

See the Overview of Configuration Group Workflows
section.

Updated the Response Code End field in the Hunt
Stop Rules table for consistency.

See the Server Group section.

In Cisco IOS XE Catalyst SD-WAN Release 17.14.1a
and earlier, click the Send to Validator button to send
only the controller's serial number once to the Cisco
Catalyst SD-WAN Validator.

See the Send the Controller Serial Numbers to Cisco
Catalyst SD-WAN Validator section.

Important Notes, Known Behaviors, and Workarounds

Multi-Region Fabric

From Cisco I0S XE Catalyst SD-WAN Release 17.15.1a and Cisco Catalyst SD-WAN Control Components
Release 20.15.1, configuration of Multi-Region Fabric secondary regions and subregions is supported only

through API.

Cisco Catalyst SD-WAN Manager Upgrade Paths

For compeatibility information and server recommendations, see Cisco Catalyst SD-WAN Controller

Compatibility Matrix and Server Recommendations.

For information about Cisco SD-WAN Manager upgrade procedure, see Upgrade Cisco SD-WAN Manager

Cluster.

Release Notes for Cisco Catalyst SD-WAN Control Components Release 20.15.x [Jj


https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-multitenancy.html#provider-and-tenant-remote-servers-and-images
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-multitenancy.html#provider-and-tenant-remote-servers-and-images
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-aws.html#information-about-configuring-devices-for-aws-integration-using-configuration-groups
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-aws.html#information-about-configuring-devices-for-aws-integration-using-configuration-groups
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/ios-xe-17/qos-book-xe/forwarding-qos.html#c_Forwarding_and_QoS_Overview_12257.xml
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/config-groups/configuration-group-guide/introduction.html#configuration-group-workflow-overview
https://www-author3.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/config-groups/configuration-group-guide/m-uc-voice-profile-config-group.html#config-group-server-group
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/certificates.html#c-send-controller-serial-numbers-to-vbond
https://www.cisco.com/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/certificates.html#c-send-controller-serial-numbers-to-vbond
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#Cisco_Concept.dita_4cf68ab9-b750-45df-b65d-f8bba8c9d1b5
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#Cisco_Concept.dita_4cf68ab9-b750-45df-b65d-f8bba8c9d1b5

. Cisco Catalyst SD-WAN Manager Upgrade Paths

Table 2: Upgrade Paths For Cisco Catalyst SD-WAN Control Components Releases 20.6.x and Later Releases

Starting | Destination Version

g;:)s WAN 206.x |20.7.x |208.x [209x |20.10.x |20.11.x [20.12.x |20.13.x |20.14.x |20.15.x
Manager
Version
20.6.x |Not Direct |Direct |Direct
Supported | Upgrade | Upgrade | upgrade
from
20.9.5.2
and later
releases.
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Cisco Catalyst SD-WAN Manager Upgrade Paths .

Starting | Destination Version

g;; ::I\(;AN 206.x |20.7x |20.8x |209.x |20.10.x |20.11.x |20.12.x |20.13.x |20.14.x |20.15.x
Manager

Version

Step Step Step Step Step Step
upgrade |upgrade |upgrade | upgrade | upgrade | upgrade
from from from from from from
20.6.1, |20.6.1, |20.6.1, [20.6.1, |20.6.1, |20.6.1,
20.6.2, |20.6.2, |20.6.2, [20.6.2, |20.6.2, |20.6.2,
and and and and and and
20.6.3 |20.6.3 |20.6.3 [20.6.3 |20.6.3 |20.6.3
either to | either to | either to | either to | either to | either to
20.6.4 |20.64 |20.64 (2064 |20.64 [20.6.4
or or or or or or
20.9.5.2120.9.5.220.9.5.2 {20.9.5.220.9.5.2 {20.9.5.2
and later | and later | and later | and later | and later | and later
releases. | releases. | releases. | releases. | releases. | releases.

or or or or or or

Direct |Direct |Direct |Direct |Direct |Direct
upgrade |upgrade |upgrade | upgrade | upgrade | upgrade
from from from from from from
20.9.5.2120.9.5.220.9.5.2 {20.9.5.220.9.5.2 {20.9.5.2
and later | and later | and later | and later | and later | and later
releases. | releases. | releases. | releases. | releases. | releases.

For For For For For For
cluster |cluster |cluster |cluster |cluster |cluster
upgrade |upgrade |upgrade | upgrade | upgrade | upgrade
procedure | procedure | procedure | procedure | procedure | procedure
using |using |using |using |using |using
CLI: CLI: CLI: CLI: CLIL: CLI:
request |request |request |request |request |request
nms nms nms nms nms nms

ofyrdeb| ofyrdnh| ofyrdnd| ofyrdd| aofydnd| oty
upgrade | upgrade| upgrade| upgrade | upgrade | upgrade

Note We richlotenie e Wie e Wemdcommet
the data bilse diita btlse deta bake dita bilse dita bélse dita base
in the disknsthesdiskinsthesdisknsthesdiskinsthesdiskinsthesdisk is |

re eqf

than |or eqtientor eqtietor eqtiedrnt thertor eqtietor equal
5GB. Use3t:B| UsedtdB| UsedadB. UsettadB. UseduB|. Use the
request mmegUest mesyest mmsuest mmguest mmsuest nms
con fli guratairdfifi-gilir adoirofi-aiinr adairoffi-gilir adairoffi-gdir adairoffi-giirat i o

diagnostddagnostiddagnostiddagnostddagnostddagnostic

commanddomimekd¢omimekddomimekdtomimakdtormimakd to ¢
the data bilse dita. btlse deta. bike dita. bilse dirta. bélse dirta. base
This|is apfilcsidapihesiideapilhcabideapihcabdapihdsidapplic

only|for upghafes upghyudes upalndes upatades upghudes upgr:

of dgvice INGES rur
Ciscp SD-CHEEN SD-(AREN SD-(EEN SD-(IEEN SD- s SD-WA
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Starting | Destination Version
gIle ::I\(;AN 206.x |20.7.x |208.x [209x |20.10.x |20.11.x [20.12.x |20.13.x |20.14.x |20.15.x
Manager
Version
Manpger Rédenger Rédoager Rédoager Rédoager Rédeager Release
20.1|1 an@ntgl an@afiel an®@higd an@ihigl an®@aded and later.
20.7.x |Not Not Direct |Direct |Step Step Step Step Step Step
Supported | Supported | Upgrade | upgrade | upgrade | upgrade | upgrade | upgrade | upgrade |upgrade
from from from from from from from
20.9.5.2{20.9.5.2|20.9.5.220.9.5.2 {20.9.5.2|20.9.5.2|20.9.5.2
and later | and later | and later | and later | and later | and later | and later
releases. | releases. | releases. | releases. | releases. | releases. | releases.
For For For For For For
cluster |cluster |cluster |cluster |cluster |cluster
upgrade |upgrade |upgrade | upgrade | upgrade |upgrade
using |using |using |using |using |using
CLIL CLIL CLI: CLIL: CLL CLI:
request |request |request |request |request |request
nms nms nms nms nms nms
ofyrdne| oty otydrd oty ofydb) oy
upgrade | upgrade| upgrade| upgrade | upgrade | upgrade
Note We richlateniie e e Ve Wenmdcommend
the data bilse deta btlse dmta bake dita bikse dta belse dita base size
in the diskinsthesdiskinsthesdisknstiesdiskinstbesdiskinsthesdisk is less
than|or eqtieitor eqtieitor eqtimtpr eqtistor eqtdtor equal to
5GB| UsedtB. Use3txB. UsedtB| Use3txB. Use3tiB|. Use the
request mesuest mesuest mesuest mesuest mmsuest nms
con i guratirdfii-aiir adoiroffi-giir atairofii-eilir sdairoffi-giir addirdfji-gdirat i on—-d
diagnostddagnostiddagnostiddagnostidagnostidagnostic
commanddominakd¢omimekddo akdco akd¢omimekd to chec
the data b;‘;e% bah:é%a bahe bah::% bah%a base size
This|is apfilics{ideapilicaibdcap pplhcsideapplicsiideapplicable
only|for upglyudes upniudes upgi'yl fesr upglades upglyudes upgrades
of dev1cemﬁxﬂ1mng:m ANTIE ms:;g@s runnin
Ciscp SD-OWeEN SD-Mkk ‘ SD-MEENSD-WAN
Manpger Rédeager Rédemge T T Release
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Cisco Catalyst SD-WAN Manager Upgrade Paths .

Starting | Destination Version
gIle ::I\‘;AN 206.x |20.7.x |208.x [209x |20.10.x |20.11.x [20.12.x |20.13.x |20.14.x |20.15.x
Manager
Version
20.8.x |Not Not Not Direct | Step Step Step Step Step Step
Supported | Supported | Supported | upgrade | upgrade | upgrade | upgrade | upgrade | upgrade |upgrade
from from from from from from from
20.9.5.220.9.5.2|20.9.5.220.9.5.2 {20.9.5.2|20.9.5.2|20.9.5.2
and later | and later | and later | and later | and later | and later | and later
releases. | releases. | releases. | releases. | releases. | releases. | releases.
For For For For For For
cluster |cluster |cluster |cluster |cluster |cluster
upgrade |upgrade |upgrade | upgrade | upgrade |upgrade
using |using |using using  |using |using
CLIL: CLIL CLI: CLIL CLIL CLI:
request |request |request |request |request |request
nms nms nms nms nms nms
otydb| afydrh| afirdnd| atydb| ofyrdd| ofyrdnd
upgrade| upgrade| upgrade | upgrade upgrade upgrade
Note We rchiatenyie e We Wemdcommer
the data bilse deta belse deta bakse bﬂhe ma balse duta base
in the disknsthesdiskinstesdisknsthesdiskinsthesdiskinsthesdisk is |
than|or eqtiertor eqtietor eqtimtor eqtidtor eqtidtor equal
5GB| UsedtB. Use3txB. UsedtB| UsedtxB. Use3tiB|. Use the
request mmeuest mmgUest mmsuest mmgUest mmsuest nms
con fli gur atoirefii-giir atoirofi-giir il adoroff-eiir atomfjigirat io
diagnostddagnostddagnostiddagnostiddagnostiddagnostic
commandd¢omimakdd¢omimeakddo akdco akdd¢omwimeakd to ¢
the data bg?iij'tim bﬁhem%a bahe bﬂhe'% bah%a base
This|is apfilics{ideapilicsibdeap pplcsiideapplicsiideapplic
only|for upgtyutes upgb{ cfesr upgi’y fesr upgludes uppludes upgr:
of dgvicesafiuanie safidgnig NI e ANIEES TUT
Ciscp SD-OWEN SD-Wekt N SD-WA
Manpger Rédoager Rtdomger Rédopge emster Rédemgeer Rele
20.1|1 an@nfad an(ﬂhﬂeﬂ an(ﬂhﬂeﬂ and?lhﬂeﬂ an@htgl and lat
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. Cisco Catalyst SD-WAN Manager Upgrade Paths

Starting | Destination Version
gIle ::I\(;AN 206.x |20.7.x |208.x [209x |20.10.x |20.11.x [20.12.x |20.13.x |20.14.x |20.15.x
Manager
Version
20.9.x |Not Not Not Not Direct |Direct |Direct
Supported | Supported | Supported | Supported | upgrade | upgrade | upgrade
from from from
20.9.5.2120.9.5.220.9.5.2
and later | and later | and later
releases. | releases. | releases.
For For For
cluster |cluster |cluster
upgrade |upgrade |upgrade
using |using |using
CLIL: CLIL CLI:
request |request |request
nms nms nms
otydb| afydrh| ofyrdnb
upgrade | upgrade| upgrade
Note We richlateniie Wenmdcommend
the data bilse deta btlse deta base size
in the disknstiesdiskinsthesdisk is 1¢ss
than |or eqtlertr eqtieitor equal tp
5GB| UsedhB|. Use3txB. Use the
request mmesuest mesuyest nms
con ffi guratoirofi-gilr adoiroffi-gdlrat i on—db
diagnostddagnostddagnostic
commanddomincakdd¢omimekd to check
the data b;‘;e;l'tim bﬁhe“%a base sjize.
This|is apfilics{ideapilicsideapplicable
only|for upgntudes upgludes upgrades
of devicesofldenigesafidaniges running
Ciscp SD-OWENSD-MWHNSD-WAN
Manpger Rédoager Rtdemger Release
20.1|1 an@infied an@iatdd and latar.
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Cisco Catalyst SD-WAN Manager Upgrade Paths .
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. Cisco Catalyst SD-WAN Manager Upgrade Paths
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Cisco Catalyst SD-WAN Manager Upgrade Paths .

Starting | Destination Version

g;; ::I\(;AN 206.x |20.7x |20.8x |209.x |20.10.x |20.11.x |20.12.x |20.13.x |20.14.x |20.15.x
Manager

Version

20.10.x |Not Not Not Not Not Direct |Direct |Direct |Direct |Direct
Supported | Supported | Supported | Supported | Supported | Upgrade | Upgrade | Upgrade | Upgrade | Upgrade

20.11.x |Not Not Not Not Not Not Direct |Direct |Direct |Direct
Supported | Supported | Supported | Supported | Supported | Supported | Upgrade | Upgrade | Upgrade | Upgrade

20.12.x |Not Not Not Not Not Not Not Direct |Direct |Direct
Supported | Supported | Supported | Supported | Supported | Supported | Supported | Upgrade | Upgrade | Upgrade

20.13.x |Not Not Not Not Not Not Not Not Direct |Direct
Supported | Supported | Supported | Supported | Supported | Supported | Supported | Supported | Upgrade | Upgrade

20.14  |Not Not Not Not Not Not Not Not Not Direct
Supported | Supported | Supported | Supported | Supported | Supported | Supported | Supported | Supported | Upgrade

\)

Note To check the free disk space using the CLI,
1. Use the vshell command to switch to vshell.

2. In vshell, use the df -kh | grep boot command.
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. Bugs for Cisco Catalyst SD-WAN Control Components Release 20.15.x

\)

Note The cluster upgrade must be performed using CLI,

* The request nms configuration-db upgrade upgrade procedure must be performed only on one node
in the cluster.

* Enter login credentials, if prompted. Login credentials are prompted if all Cisco SD-WAN Manager
server establish control connection with each other. After a successful upgrade, all configuration-db
services are UP across the cluster and the application-server is started.Enter login credentials, if prompted.
Login credentials are prompted if all Cisco SD-WAN Manager server establish control connection with
each other. After a successful upgrade, all configuration-db services are UP across the cluster and the
application-server is started.

* To upgrade the configration database and to determine the node that needs an upgrade, enter request
nms configration-db status command on each of the nodes. In the output look for the following:

Enabled: true
Status: not running

\)

Note  After activating a new image on a Cisco SD-WAN Manager host server, the
server reboots. After the reboot, for approximately 30 minutes, the output of the
request nms configuration-db status command shows Enabled: false even on
anode that has the configuration database enabled, while NMS services are being
migrated to a containerized form. On the node to upgrade, as determined in the
previous step, enter the following: request nms configration-db upgrade

Bugs for Cisco Catalyst SD-WAN Control Components Release 20.15.x

This section details all fixed and open bugs for this release. These are available in the Cisco Bug Search Tool
through the Resolved Bug Search.

Bugs for Cisco Catalyst SD-WAN Control Components Release 20.15.x

Resolved Bugs for Cisco Catalyst SD-WAN Control Components Release 20.15.1

Identifier Headline

CSCwjl0872 Unable to upload the file by drag and drop function.

CSCwk32515 Delayed notification (webhook) when one of the Webhook server is unreachable.

CSCw;j85252 Cisco VPN Interface IPsec template does not send selected parameters to device.

CSCwk37436 Region ID assignment from Network Hierarchy is not mapped to the CLI configuration.

CSCwk14972 Cisco SD-WAN Manager : Serviceproxy hitting
UpstreamOverflow-503/RateLimited-429 causing GUI down issues.

CSCwk27179 OMP: Advertiser IPv4 EIGRP cannot configured by Configuration Group.
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Bugs for Cisco Catalyst SD-WAN Control Components Release 20.15.x .

Identifier Headline

CSCwk74660 On-prem CSSM server with IPv6 address gives Error while fetching sa/va list
RESTEASY004655.

CSCw;j37051 Cisco SD-WAN Manager CLI template fails to attach to CG418-E/CG522-E with
error "access-denied".

CSCwj87791 POST /template/device/cli Example is not accurate - apidocs.

CSCwi90351 Uuid in certificate CN checks are case-sensitive, request for uuid checks to be
case-insensitive.

CSCwj06854 Cisco IOS XE Catalyst SD-WAN Release 17.14.x UX1.0 Config preview show partial
output for Static NAT configuration (interface missing).

CSCwj38614 Cisco Catalyst SD-WAN Manager Release 20.13.x: Enforce software version (ZTP)
selected version is not reflected after save.

CSCwk35796 Cisco SD-WAN Manager RealTime show commands display incorrect time when
devices are configured with IST timezone.

CSCwi31443 Cisco vEdge device cannot resolve Cisco SD-WAN Validator after reboot for software
activation.

CSCw;j77440 Cisco SD-WAN Manager apidocs missing schema for some parcels.

CSCw;j81863 The rest API uniqueAggregation and cellularAggregation need enahnce example and
schema.

CSCwi52276 System crash rebooted with "Software initiated - zebra-1 (pid: 4221)"

CSCwk30596 Cisco SD-WAN Manager: Smart account sync API timeout increase.

CSCwj58673 Cisco Catalyst SD-WAN Manager Release 20.14.x : 206 to 231 build. DR : Standby
cluster. services One of the node do not start.

CSCwk39051 Validation Error when using public-internet or red color in custom topology policy.

CSCwk61142 Cisco SD-WAN Manager email alarms failing with SSL and TLS connecting to
incorrect port 465.

CSCwk88478 VRRP default timer shows 1000ms in GUI but it show 100ms in preview and pushed
100ms to device.

CSCwi69833 Cisco SD-WAN Manager GUI SSH frontend sends too many requests to backend
leading to timeouts, session closed.

CSCwk50045 Cisco SD-WAN Manager - ZTP doesn't permit to select a software.

CSCwj99812 Creating a new branch site on Cisco SD-WAN Manager network design using an old
name is failing.

CSCwi87770 Custom rollback timer does not take effect.
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Identifier Headline

CSCw;j84723 Harden Cisco SD-WAN Manager certificate process.

CSCw;j53683 Cisco SD-WAN Manager variables inconsistent for CSV export of device template.

CSCwk23323 Cisco SD-WAN Manager Cluster: When device is deleted from UI, the NCS entry
does not get cleared on all nodes

CSCw;j76609 Cisco SD-WAN Manager: Unexpected Reload when Modifying DNS Server
Configuration

CSCwj57249 For event based alarms-missing event from device breaks Alarm
logic-ReferCSCwj21640 Cisco SD-WAN Manager side fix.

CSCwk37757 Interface API Fails to Fetch Duplex State for Cisco IOS XE Catalyst SD-WAN device
interfaces.

CSCwk22840 In 20.9.5.1, deleting the Disaster Recovery is not cleaning the database and the files.

CSCwj69758 On-Demand Tunnel is reported as down on Cisco SD-WAN Manager GUI for several
hours.

CSCwk31416 Integration Management page in UI can't populate device list intermittently : rendering
issue.

CSCwk27624 Control Policy is Programmed Incorrectly on Cisco SD-WAN Controller.

CSCw;j89979 FIS - GUI UX Slowness - CSCwh28301.

CSCwk24904 CG522 - Data connection fails after a sim switchover.

CSCwk19371 Cisco SD-WAN Manager: Netconf errors and slow login.

CSCwc67155 Cisco SD-WAN Manager : HTTP proxy not using ICMP echo requests.

CSCwk00758 Feature name description does not match feature name auto generated from color
selected.

CSCw;j89565 Template pushes are taking a lot of time for scale setup.

CSCw;j87100 Cisco SD-WAN Manager : Looses the entity-ownership after upgrade.

CSCwi59683 MT Controllers - show control connection history doesn't list org name.

CSCwk70854 Evaluation of Cisco SD-WAN Validator for BlastRADIUS vulnerability.

CSCwk70903 BlastRADIUS - RADIUS Protocol impact - CVE-2024-3596.

Open Bugs for Cisco Catalyst SD-WAN Control Components Release 20.15.1

Identifier

Headline

CSCwm09317

Incorrect site deleted from sorted list Configuration &gt; Policies &gt; Edit Policy
&gt; Policy Application.
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Cisco Catalyst SD-WAN Control Components Compatibility Matrix and Server Recommendations .

Identifier Headline

CSCwk09812 Cisco SD-WAN Manager upgrade to version 20.12.3 with 32vCPU on-prem High
CPU alarms.

CSCwm08353 WANI App lists are shown in policy compliance check.

CSCwm09265 Server names - Asterisk is not required for custom applications.

CSCwk41441 Cisco SD-WAN Manager template push failed config pull with "Failed to finish the
task".

CSCwk85198 Cisco SD-WAN Manager 20.15.1: MC MRF: Audit Out-of-sync and Unmapping
failed.

CSCwk23821 Cisco SD-WAN Manager 20.13.1 last-resort circuit button is not doing effect in
configuration group.

CSCwk66060 OMP extranet policy not exporting all the routes for the prefixes.

CSCwk79499 Variable field is missing for second UCS-E blade while pushing the template.

CSCwm09327 Wasted space in Policy Application page.

CSCwk66113 "Change Device Values" option removed in Cisco SD-WAN Manager 20.15.

CSCwk37657 The devices brought up with PNP when pre deployed to a config group do not receive
the full configuration.

CSCwk74774 Local User not able to login on Cisco SD-WAN Manager 20.12.3.

CSCwk87125 Bfd events are not getting published to messaging server in cluster setup.

CSCwk60384 Controller establishes multiple viptela-device session and affects performance.

CSCwj71739 Viptela Platforms are not following RFC standard for command accounting.

CSCwm01262 Fail to deploy same NFV CG with Switch parcel to different NFVIS devices. Validation
Error on Switch.

CSCwm01992 Save option greyed out when trying to edit snmp parcel.

CSCwk89814 Cisco SD-WAN Manager 20.15 - Cisco SD-WAN Manager generates UTD container
profile as low though profile is configured as high/medium !

CSCwm59794 Default values for variables name in configuration group aren't accepting more than

60 characters.

CiscoCatalystSD-WAN Control Components CompatibilityMatrixand ServerRecommendations

For compatibility information and server recommendations, see Cisco Catalyst SD-WAN Control Components
Compatibility Matrix and Server Recommendations.
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. Cisco Catalyst SD-WAN Manager API

Cisco Catalyst SD-WAN Manager API

For information on Cisco SD-WAN Manager Release 20.15.x APIs, see Cisco SD-WAN Manager API.

Cisco Catalyst SD-WAN Manager GUI Changes

This section presents a summary of the significant GUI changes between Cisco Catalyst SD-WAN Manager
Release 20.14.1 and Cisco Catalyst SD-WAN Manager Release 20.15.1.

» Administration menu, Users and Access

In the Administration menu, the Manage User s menu is renamed to Users and Access.

Figure 1: Administration Menu

bl Catalyst SD-WAN

= Administration X

Monitor >
| S Settings

%, Configuration > Users and Access

License Management

Il Analytics >
Tag Management
33 Workflows > Cluster Management
Disaster Recovery
"\ Tools > .
Integration Management
@ Reports > Root CA Management
VPN Groups
©  Maintenance >

VPN Segments

2o Administration

g) Explore >

» Network Hierarchy page, Multi Region Fabric (MRF) tab

On the Configuration > Network Hierarchy page, the Network Settingstab is renamed to Multi
Region Fabric (MRF).
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Cisco Catalyst SD-WAN Manager GUI Changes .

Figure 2: Network Hierarchy Page, Multi Region Fabric (MRF) Tab
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Configuration () Core Region
Type: GLOBAL
@ SITE1 YP!
nl Pools Collectors Multi Region Fabric ( MRF) External Services
Analytics @@ SITE_100 e i
: « Use Multi-Region Fabric (MRF) to divide your SD-WAN network into smaller, logically distinct, and easier to manage WA
own WAN transports, configurations and policies.
Workflows
« Optionally, interconnect these WAN regions via a shared inter-region network — the core region. Configure your regiona
X enable connectivity between WAN regions, via the core region.
Tools « Update your SD-WAN Controllers’ configurations to ensure that they are assigned to serve all the WAN regions and cor
@ To enable inter-region routing, via SD-WAN Border Routers and core region.
Report: q q q q
eports Multi-Region Fabric Routing
o

A Multi Region Fabric cannot be disabled but all the configuration related to that can be removed manually.
Maintenance

o
Administration

)

Explore

* Secondary regions and subregions

On the Configuration > Network Hierarchy page, it is no longer possible to create secondary regions
or subregions. From this release, these are supported only through API.
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. Al Assistant on Cisco SD-WAN Manager

Figure 3: Network Hierarchy Page
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On Cisco SD-WAN Manager, click Cisco Al Assistant. The Al assistant is available only to cloud customers.
You can use this feature for the following use cases:

* Product and Features: Provides information about Cisco Catalyst SD-WAN and the features introduced

in this release.

* Monitor Network: Provides information about the network and application health.

To enable the Al assistant feature:

1. Enable cloud services in Administration > Settings.

2. Enter the Smart Account Credentials and click Save.

Related Documentation

* Release Notes for Previous Releases

* Software Installation and Upgrade for vEdge Routers

* Field Notices
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* Security Advisories
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