Event Notifications

Cisco Enterprise NFVIS generates event notifications for key events. A NETCONF client can subscribe to
these notifications for monitoring the progress of configuration activation and the status change of the system
and VMs.

There are two types of event notifications: nfvisEvent and vmlcEvent (VM life cycle event)

To receive event notifications automatically, you can run the NETCONF client, and subscribe to these
notifications using the following NETCONF operations:

* —-create-subscription=nfvisEvent

* —-create-subscription=vmlcEvent

You can view NFVIS and VM life cycle event notifications using the show notification stream nfvisEvent
and show notification stream vmlcEvent commands respectively.

* nfvisEvent, on page 2
» vmlcEvent, on page 11
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. nfvisEvent

nfvisEvent

Event Notifications |

Event Type

Notification Trigger

Notification Output Example

WAN_DHCP_RENEW

DHCP renew operation is
performed.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs? i igfymassal rsretaofrai fiction:1.0%

<aat Tl HO4-28118:06:46. 142089H00:00</aart Tire>,
<nfvisEvent

xlns="http: / /. cisco. aan/nfvis/notifier'™|
<user id>NA</user id>

<config change>false</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_ code>0</status_code>|

<status_message>Wan DHCP IP
address is being
renewed</status message>

<details>NA</details>

<event type>WAN DHCP RENEW</event type>|

</nfvisEvent>
</notification>
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| Event Notifications

nfvisEvent .

Event Type

Notification Trigger

Notification Output Example

INTF_STATUS_CHANGE

Interface status is changed.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<t el HO4-28118: 12:00. 963586H0: 0 /avart Tie>
<nfvisEvent

xrilns="http: //www. cisco.can/nfvis/notifier™|

<event type>INIF SIRIUS CHANGEK/event type>|
<intf name>eth7</intf name>

<intf prv op>up</intf prv op>
<intf op>down</intf op>

<intf prv link>down</intf prv link>|
<intf link>down</intf link>

</nfvisEvent>
</notification>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

NETWORK CREATE

A network is created.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

<catTreall6-09-2112:41 :04.542%840:00</aat Tie>
<nfvisEvent

xrilns="http: //ww. cisco.can/nfvis/notifier™|
<user_id>admin</user_id>

<config change>true</config change>|

<transaction id>0</transaction id>|
<status>SUCCESS</status>
<status_message>Network

created
succesfully</status message>

<event type>NEIWORK CREATE</event type>|

<network name>testnl</network name>|

<retwork bridge>test-net-or</network bridge>

<network sriov>false</network sriov>|

<network_vlan/>
<network_trunk/>
</nfvisEvent>
</notification>
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nfvisEvent .

Event Type

Notification Trigger

Notification Output Example

NETWORK_UPDATE

A network is updated.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

et Treall6-09-2112:42:(8. 39 Bot00:00/aat Tie>
<nfvisEvent

xrilns="http: //www. cisco.can/nfvis/notifier™|
<user_id>admin</user_ id>

<config change>true</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_message>Network
updated
succesfully</status message>

<event type>NEIWORK UPDATE</event type>|

<network name>testnl</network name>|

<network bridge/>
<network_sriov/>
<network_vlan/>
<network_trunk/>
</nfvisEvent>
</notification>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

NETWORK DELETE

A network is deleted.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

et Treall6-09-2112:42:(8. 39 Bo00:00</aat Tie>
<nfvisEvent

xrilns="http: //ww. cisco.can/nfvis/notifier™|
<user_id>admin</user_id>

<config change>true</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_message>Network
deleted
succesfully</status message>

<event type>NEIWORK DELETE</event type>|

<network name>testnl</network name>|

<network bridge/>
<network_sriov/>
<network_vlan/>
<network_trunk/>
</nfvisEvent>
</notification>
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| Event Notifications

nfvisEvent .

Event Type

Notification Trigger

Notification Output Example

UPGRADE REGISTER

System upgrade is registered.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<aatTie0l FO4-28115:57:50.43636100:00</art Tie>
<nfvisEvent

xrilns="http: //www. cisco.can/nfvis/notifier™|
<user id>NA</user id>

<config change>true</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_code>0</status_code>|

<status_message>Upgrade
package registration
successful:

ClsmNVSoyane 3.6 HEBAL B MBI riigiorAa snessm>
<event type>URGRALTE REGISTER</event type>|

</nfvisEvent>
</notification>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

UPGRADE_APPLY

System upgrade is applied.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

<aatTied0l FO4-28116:(2:43.855516H0:00</aart Tire>,
<nfvisEvent

xrilns="http: //ww. cisco.can/nfvis/notifier™|
<user id>NA</user id>

<config change>true</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_code>0</status_code>|

<status_message>Upgrade
Process: In
Progress</status_message>

<event type>UPGRADE APPLY</event type>|

</nfvisEvent>
</notification>
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| Event Notifications

nfvisEvent .

Event Type

Notification Trigger

Notification Output Example

ROTATED _LOGS_DELETE

Rotated logs older than 30 days are
deleted by the system.

<?xml version="1.0"
encoding="UTF-8"?>

<rpc-reply
xrilns=um: et arars sl ins:retanf tdoase: 1.0"
message-id="1">

<ok/>

</rpc-reply>

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfyaassal rsretaofrai fictio:1.0

<aatTied0l FO4-26117:38:10. 21152K00:00</armt Tie>
<nfvisEvent

xrilns="http: //www. cisco.can/nfvis/notifier™|
<user id>NA</user id>

<config change>true</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_ code>0</status_code>|

<status_message>Deleted
rotated logs from archive
older than 30
days</status_message>

<details>NA</details>

<event: type>ROIMIED 10GS DEIFTES/cvertt. type>

</nfvisEvent>
</notification>

Event Notifications .



. nfvisEvent

Event Notifications |

Event Type

Notification Trigger

Notification Output Example

ROTATED _LOGS_DELETE

Older logs deleted by the system
when the total file size of rotated
logs exceeds 2GB.

<?xml version="1.0"
encoding="UTF-8"?>

<rpc-reply
rilns=um: et parars sl ins:retanf toase: 1.0"
message-id="1">

<ok/>

</rpc-reply>

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs? i idfymassal rsretaofrad fictio:1.0

<aatTiedll FOA-28117:42:10. 21132K00:00</armt Tie>

<nfvisEvent

xrilns="http: //ww. cisco.can/nfvis/notifier™|
<user id>NA</user id>

<config change>true</config change>|

<transaction id>0</transaction id>|

<status>SUCCESS</status>
<status_ code>0</status_code>|

<status_message>Rotated logs
had exceeded 2G, older logs
have been deleted to make
space</status_message>

<details>NA</details>

<event: type>ROIMIED 10GS DEIFTES/evertt. type>

</nfvisEvent>
</notification>
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| Event Notifications

vimlicEvent

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

CREATE IMAGE

The VM image is registered.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs? i idFymassal rsretaofrai fiction:1.0%

<At TiesA016-11-17T17:12:30. 76+00:00</avant Tire>|
<vmlcEvent

sarilns=""hitp: /A, clsco.cawnfivis/Am 1ifecycle™
<status>SUCCESS</status>

<status_code>200</status_code>|

<status_message>Image
creation completed
successfully.</status_message>|

<imege>isrvniversalk9.16.03.01. tar.gz</iree>

<vm_source></vm_source>
<vm_target></vm target>
<event>
<type>CREATE IMAGE</type>
</event>
</vmlcEvent>
</notification>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

DELETE IMAGE

The VM image is unregistered.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

<At Tines016-11-17117:14:51. 16300:00</aatTine>,
<vmlcEvent

sailns="hittp: /. clsco.ca/nfivis/Am 1ifecycle™|
<status>SUCCESS</status>

<status_code>200</status_code>|

<status_message>Image
deletion completed
successfully.</status_message>|

<imege>isrniversalk9.16.03.01. tar.gz</drege>

<vm_source></vm_source>
<vm_target></vm target>
<event>
<type>DELETE IMAGE</type>
</event>
</vmlcEvent>
</notification>
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

CREATE FLAVOR

A flavor is created.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<At Tines016-11-17117:12:29.685400: 00</a et Tine>,
<vmlcEvent

sailns="hittp: /. clsco.aa/nfvis/Am 1ifecycle™|
<status>SUCCESS</status>

<status_code>200</status_code>|

<status_message>Flavor
creation completed
successfully.</status_message>|

<flavor>ISRv-small</flavor>
<vm_source></vm_source>
<vm_target></vm target>
<event>
<type>CREATE_ FLAVOR</type>

</event>

</vmlcEvent>

</notification>

DELETE FLAVOR

A flavor is deleted.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsigfymassal rsretaofrai fiction:1.0

<At Tines016-11-17117:14:51.425400:00</aatTine>,
<vmlcEvent

sailns="hittp: /. clsco.aa/nfivis/Am 1ifecycle!™|
<status>SUCCESS</status>

<status_code>200</status code>|

<status_message>Flavor
deletion completed
successfully.</status_message>|

<flavor>ISRv-small</flavor>
<vm_source></vm_source>
<vm_target></vm target>
<event>
<type>DELETE_FLAVOR</type>
</event>

</vmlcEvent>

</notification>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

VM_DEPLOYED

The VM is deployed.
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

<?xml version="1.0"
encoding="UTF-8"?>
<notification

sadrs?timsietfmassul rsretenfrdbfiction:1.0

<eEtTine016-11-17117:19:16. 2 #00:00</evat Tire>|
<vmlcEvent
sarilns="hitp: /A, cisco.cay/nfvis/Am 1ifecycle™
<status>SUCCESS</status>
<status_code>200</status_code>|
<status_message>VIM Driver:

VM successfully created, VM
Name:

<depname>1479341445</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|

, TRl i
<vm_group>ROUTER</vm_ group>
<vm_source>

<micbdll 8aRE2-B0B-442-ao66-cUAB1 79035 79</Armich|

<hostid>NFVIS</hostid>

<hostname>NFVIS</hostname>

<interfaces>

<interface>
<nicid>0</nicid>
<port_id>vnetO</port_ id>

<network>int-mgmt-net</network>|
<subnet>N/A</subnet>

<ip address>10.20.0.2</ip address>|

<trec acdress>52:54:00:31:c5: 7f</mec acdress>|

<netmask>255.255.255.0</netmask>|

<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port id>vnetl</port id>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

<network>wan-net</network>
<subnet>N/A</subnet>

<trec acdress>52:54:00:59:52:41</mec acdress>|

<netmask>255.255.255.0</netmask>|

<gateway>172.19.181.152</gateway>|

</interface>
</interfaces>
</vm_source>
<vm_target></vm_ target>
<event>
<type>VM DEPLOYED</type>
</event>
</vmlcEvent>
</notification>
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

VM_ALIVE

The state of a monitored VM
becomes ACTIVE.

Event Notifications .



. vmlcEvent

Event Notifications |

Event Type

Notification Trigger

Notification Output Example

<?xml version="1.0"
encoding="UTF-8"?>
<notification

sadrs?timsietfmassul rsretenfrdbfictian:1.0

<catTie2016-11-17T17:22:47.306+00:00</aart Tire>|
<vmlcEvent
salns="http: /. clsco.aa/nfivis/Am 1ifecycle!™,
<status>SUCCESS</status>
<status_code>200</status_code>|

<status_message>VM Alive
event received, VM ID:

<depname>1479341445</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|

, T35 i
<vm_group>ROUTER</vm_ group>
<vm_source>

<micbdll 8aRE2-B0B-442-a66-cUAB1 79035 79</Armicb|

<hostid>NFVIS</hostid>

<hostname>NFVIS</hostname>

<interfaces>

<interface>
<nicid>0</nicid>
<port_id>vnetO</port_ id>

<network>int-mgmt-net</network>|
<subnet>N/A</subnet>

<ip address>10.20.0.2</ip address>|

<trec acdress>52:54:00:31:¢5: 7f</mec address>|

<netmask>255.255.255.0</netmask>|

<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port id>vnetl</port id>
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

<network>wan-net</network>
<subnet>N/A</subnet>

<trec acdress>52:54:00:59:52:41</mec acdress>|

<netmask>255.255.255.0</netmask>|

<gateway>172.19.181.152</gateway>|

</interface>
</interfaces>
</vm_source>
<vm_target></vm_ target>
<event>
<type>VM ALIVE</type>
</event>
</vmlcEvent>
</notification>
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. vmlcEvent

Event Type Notification Trigger Notification Output Example

VM _UNDEPLOYED The VM is undeployed.
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

<?xml version="1.0"
encoding="UTF-8"?>
<notification

sadrs?timsietfmassul rsretenfrdbfiction:1.0

<erntTine>2016-11-17117:31:40.6+00:00</evartTime>|
<vmlcEvent

sarilns="hitp: /A, cisco.cay/nfvis/Am 1ifecycle™
<status>SUCCESS</status>

<status_code>204</status_code>|
<status_message>VIM Driver:
VM successfully

deleted</status_message>

<depname>1479341445</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|

, TRl i
<vm_group>ROUTER</vm_ group>
<vm_source>

<micbdll 8aRE2-B0B-442-a066-cUAB1 79035 79</Armich|

<hostid>NFVIS</hostid>

<hostname>NFVIS</hostname>

<interfaces>

<interface>
<nicid>0</nicid>
<port_id>vnetO</port_ id>

<network>int-mgmt-net</network>|
<subnet>N/A</subnet>

<ip address>10.20.0.2</ip address>|

<trec acdress>52:54:00:31:¢5: 7f</mec address>|

<netmask>255.255.255.0</netmask>|

<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port id>vnetl</port id>

<network>wan-net</network>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

<subnet>N/A</subnet>

<trec address>52:54:00:59:52:41</mec address>|

<netmask>255.255.255.0</netmask>|

<gateway>172.19.181.152</gateway>|

</interface>

</interfaces>
</vm_source>
<vm_target></vm_target>
<event>
<type>VM UNDEPLOYED</type>
</event>

</vmlcEvent>

</notification>

SERVICE UPDATED

The VM is updated.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

sadrs? Yimsietfmassul rsretenfrdbfictian:1.0 |

<eEtTines2016-11-17117:51 :45.5H00:00</evertTire>|

<vmlcEvent

sanlns="http: /. clisco.ca/nfivis/Am 1ifecycle!™,
<status>SUCCESS</status>

<status_code>200</status_code>
<status message>Service

group update completed

successfully</status message>

<depname>1479342258</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|

<O R 8T 30b-4f5E-a05a- 2635 les3a T34</deaich|

<vm_source></vm_source>
<vm_target></vm target>
<event>

<type>SERVICE UPDATED</type>
</event>

</vmlcEvent>

</notification>
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

VM_STOPPED

The VM is stopped per VM action
requrest.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<At Tines016-11-17117:26:06. 762400:00</aatTine>,
<vmlcEvent

sailns="hittp: /. clsco.aa/nfvis/Am 1ifecycle™|
<status>SUCCESS</status>

<status_code>200</status_code>|

<status message>Successfully]|
stopped VM

<depname>1479341445</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<eaicbetAd S d-3529-418-8114-c30042 73] a80</deich|

<vm_group>ROUTER</vm_group>
<vm_source>

<micbAll 8080844 2-ao66-AUAB1 79035 79</Armch|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>
<type>VM STOPPED</type>
</event>
</vmlcEvent>
</notification>
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. vmlcEvent

Event Type Notification Trigger Notification Output Example

VM_STARTED The VM is started per VM action

) . —_n "
request <?xml version="1.0

encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

<At Tines016-11-17117:26:40.3%8+00:00</aatTine>,
<vmlcEvent

sarilns=""hitp: /A, cisco.cawnfivis/Am 1ifecycle™
<status>SUCCESS</status>

<status_code>200</status_code>|

<depname>1479341445</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<eaicbeAAd S d-3529-418-8114-c300A2 73] a80</deich|

<vm_group>ROUTER</vm_group>
<vm_source>

<micbAll 8080844 2-ao66-AUAB1 79035 79</Armch|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>
<type>VM STARTED</type>
</event>
</vmlcEvent>
</notification>
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

VM_REBOOTED

The VM is rebooted per VM action
request.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<aatTine2016-11-17117:36:56.5+00: 00</evatTine>,
<vmlcEvent
sarilns=""hitp: /A, cisco.cawnfivis/Am 1ifecycle™
<status>SUCCESS</status>

<status_code>200</status_code>|

<status_message>Rebooted VM

<depname>1479342258</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<Al bR e T1a-30b-45f-aPe- 2635 les3aT34</daich|

<vm_group>ROUTER</vm_group>
<vm_source>

<smicbad18a30]~2a9-4065-98e-21 33063 T8 /< /Armich|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>
<type>VM REBOOTED</type>
</event>
</vmlcEvent>
</notification>
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. vmlcEvent

Event Notifications |

Event Type

Notification Trigger

Notification Output Example

VM_RECOVERY _INIT

A monitored VM is not reachable.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

<catTines16-11-17116:27:51. 62 H00:00</aatTine>,
<vmlcEvent
sailns="hittp: /. clsco.ca/nfivis/Am 1ifecycle™|
<status>SUCCESS</status>
<status_code>200</status_code>|

<status_message>Recovery
event for VM
8 greicinir Tra RTFR 0 4 G- S04 B ik i)
trigge
red. Processing Auto healing.
Proceeding with
Recovery.</status_message>

<depname>1479328919</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<Al b THeAfB-abfA-dackaad-1214080edeeA</depich|

<vm_group>ROUTER</vm_group>
<vm_source>

<micb000833fe-77£3-40e-aaf6-0f310B3aB3 6 /</Armch|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>

<type>VM RECOVERY INIT</type>
</event>
</vmlcEvent>
</notification>
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| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

VM_RECOVERY REBOOT

Recovery reboot starts for the
monitored VM, which is not
reachable.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<GcaEtTie2016-11-17116:27:53.97940:00</aa t Tie>|
<vmlcEvent

sarilns=""hitp: /A, cisco.cawnfivis/Am 1ifecycle™
<status>SUCCESS</status>

<status_code>200</status_code>|
<status_message>VM

8 greicinir Tra RITFR 0 4 G- SR04 B Ok i)
is being rebooted.
</statu

s_message>

<depname>1479328919</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<Al cbOSTeAfB-abfA-dackaad-1214080edeeA</depich|

<vm_group>ROUTER</vm_group>
<vm_source>

<micb000833fe-77£3-40e-aaf6-0f 3108386 /</Armch|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>

<type>VM RECOVERY REBOOT</type>
</event>

</vmlcEvent>
</notification>
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. vmlcEvent

Event Type Notification Trigger Notification Output Example

VM_RECOVERY_COMPLETE |Recovery reboot completes for the
monitored VM, which is not
reachable.

. Event Notifications



| Event Notifications

vmicEvent .

Event Type

Notification Trigger

Notification Output Example

<?xml version="1.0"
encoding="UTF-8"?>
<notification

sadrs?timsietfmassul rsretenfrdbfiction:1.0

<catTie2016-11-17T16:31:26. B3400:00</aart Tie>|
<vmlcEvent

smlns="hitp: /. cisco.cam/nfvis/Am 1ifecycle™|
<status>SUCCESS</status>

<status_code>200</status_code>|
<status message>Successfully]
recovered VM

Saeidnrra IR0 Lel8e P4 HER T -

status message>

<depname>1479328919</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>

<Gl TfedfB-ebf4-4atctead/-1214000eded</denic
<vm_group>ROUTER</vm_group>|
<vm_source>

<urmc000833fe-77£3-4Pe-eaf6-0f31cB38f6 /</Anich,

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>

</vm_source>
<vm_target>

<micb0008R3 -7 H3-4e-eaf6-0f 3108386 /< Armich|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>

<interfaces>
<interface>
<nicid>0</nicid>
<port id>vnet0</port id>
<network>int-mgmt-net</network>

<subnet>N/A</subnet>

<ip address>10.20.0.2</ip address>|
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Event Type

Notification Trigger

Notification Output Example

<tec address>52:54:00: 7o: 3f:de</mec adtiress>

<netmask>255.255.255.0</netmask>|

<gateway>10.20.0.1</gateway>
</interface>
<interface>
<nicid>1</nicid>
<port_id>vnetl</port_ id>

<network>wan-net</network>
<subnet>N/A</subnet>

<tec address>52:54:00: 96:8a:4d/mec adtiress>

<netmask>255.255.255.0</netmask>|

<gateway>172.19.181.152</gateway>|

</interface>
</interfaces>
</vm_target>
<event>

<type>VM RECOVERY COMPLETE</type>|
</event>

</vmlcEvent>
</notification>
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vmicEvent .

Event Type

Notification Trigger

Notification Output Example

VM_MONITOR_UNSET

Monitoring is disabled per VM
action request.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfymassal rsretaofrai fiction:1.0

<eatTire2016-11-18T13: 36:43.61300: 00</avert Tine>|
<vmlcEvent
sanlns="http: /. cisco.can/nfvis/Am 1ifecycle!™
<status>SUCCESS</status>
<status_code>200</status_code>|
<status_message>Unset
monitor completed

successfully</status message>

<depname>1479413090</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<l 74233353300 4of0-al - aAA0BorASCES/daich|

<vm_group>ROUTER</vm_group>
<vm_source>

<Smicb23a03793-3Tao-4ac2-a978-al 008585tk Armich|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>

<type>VM MONITOR UNSET</type>
</event>
</vmlcEvent>
</notification>
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Event Notifications |

Event Type

Notification Trigger

Notification Output Example

VM_MONITOR_SET

Monitoring is enabled per VM
action request.

<?xml version="1.0"
encoding="UTF-8"?>
<notification

stilrs?imsidfFyamassal rsretaofrai fiction:1.0

et Tine016-11-18T13:40:15.276+00: 00</avert Tine>|
<vmlcEvent

sanlns="http: /. cisco.can/nfvis/Am 1ifecycle!™
<status>SUCCESS</status>

<status_code>200</status_code>|
<status_message>Set monitor
completed

successfully</status message>

<depname>1479413090</depname>
<tenant>admin</tenant>

<tenant id>AdminTenantId</tenant id>|
<svcid>NULL</svcid>
<Cal 74233353300 4of0-al - aAA00BoAACSS/daich|

<vm_group>ROUTER</vm_group>
<vm_source>

<Smicb23a03793-3Tao-4ac2-a978-al 008585tk Armich|

<hostid>NFVIS</hostid>
<hostname>NFVIS</hostname>
</vm_source>
<vm_target></vm target>
<event>
<type>VM MONITOR SET</type>

</event>
</vmlcEvent>
</notification>
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