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Cisco loT FND Deployment on an Open Virtual Appliance

This chapter provides an overview of the steps required to install Cisco IoT Field Network Director (Cisco IoT FND) Release 4.10
or later within Open Virtual Appliance (OVA) software, VMware ESXi versions 6.5 and above.

N

Note For an overview of the features and functionality of the IoT FND application and details on how to configure features and
manage the Cisco IoT Field Network Director after its installation, refer to Cisco IoT Field Network Director User Guide,
Release 4.9.x.

Installing VMware ESXi 6.5 and above on a Server

To deploy the FND 4.10.0-x OVA into ESXi server running version 6.5 and above:
BEFORE YOU BEGIN

* Log in to the IP address of VMware ESXi server running 6.5 and above via a web browser with your user credentials (username
and password).

* Ensure that you meet the VMware server machine (VM CPU and memory) requirements as listed below.
* 24 GB memory
* 4 vCPUs
* Hard disk : 450 GB

To import the [oT FND open virtual appliances (OVA) into ESXi 6.5 and above:

Procedure
Step 1 Enter the ESXi IP address in the URL.
Step 2 Provide the ESXi root login credentials and click Log In.


https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot_fnd/guide/4_9/b-iot-fnd-user-guide-49.html
https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot_fnd/guide/4_9/b-iot-fnd-user-guide-49.html

Step 3

Step 4
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vimware Esxi

In the Host page, select Create/ Register VM.
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In the New virtual machine window, select Deploy a virtual machine from an OVF or OVA file in Select creation

type tab and click Next.
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Step 5 In the Select OVF and VMDK files tab, provide a name for the virtual machine and browse to an OVF package from
the internet or a file accessible from your computer (for example, iot-fnd-4.10.0-40.ova). Click Next.

T R rtusl maschiss - PO pgOAA4, 10,040

+ 1 Salect creation tyes Select OVF and VMDK files
Select e OVF and WMDK Bles or 0% for B VI you woukd B G deploy
3 Salect siorage
4 Ligenis agivameaty
5 Derproywrsen | oplion s
B Additnal sTings
7 Ry o conmgiin ‘Wirtual machine names Gan contan wp e B0 characlers and They mas| B¢ unigus within each ESX) instance

[Endar & nama fod i virual machisg

FHID-P0VA-S, 10.0-40

= B hol-ind-4. 10.0-40.0va

Back | Hget Finish Cance

Step 6 Select a storage location for the virtual machines from the listed options (example - Datastore-2).
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Step 7 After selecting the data store, select the provisioning type and enable the Power on automatically option. This ensures
to power on the virtual machine once the deployment process is complete. Click Next.
Note Thin Provisioning allows the VM disk to grow as needed.
Note If the selected storage location does not have sufficient storage for the largest file installation option, a

message displays noting insufficient storage. If the warning message appears, select another storage resource
with greater capacity and click Next.
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Step 8 Do a final review of the Ready to Complete window. If you do not want to change any settings, click Finish.



Note If you see the following warning message while deployment, then cancel the upload, disconnect the Esxi
from vCenter Server (Actions> Disconnect from vCenter Server) and then re-upload OVA. The upload
will be successful.

"Failed: Access to resource settings on the host is restricted to the server that is managing it 'vCenter Server
IP'"
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The virtual machine deployment is initiated. After completion of the install, the "Completed successfully" message
appears in the Recent tasks pane at the bottom of the install window.

Step 9
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Click Virtual Machines in the left pane and select the newly deployed VM. The deployed VM gets listed in the left

pane. Select the [oT FND machine name.
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Step 10 Click Consolein the page that opens. The console opens the RHEL server where you will be prompted for your username
and password.

« User Name: root

* Default Password: ciscol23

Once you enter the default password, you are prompted to reset your password.



Step 11 Reset the default root password. After you complete the password reset, [oT FND 4.10.0 is fully deployed.

Step 12 Enter the new password and click Sign in.
Note Ignore the 'System Not Registered' pop-up as it is optional. You can register the system later when software
update is required from Red Hat.
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Step 13

Click the panel on the top right corner near the power button to view the menu options and click the Settings icon in
the menu.
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Step 14 In the Settings window, select Network in left pane and click the cog icon under Wired.
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Step 15 The following settings are enabled by default under Details tab.



Hardware Address 00:0C:29:EC:E0:0D
Last Used 5 days ago

(v Connect automatically

(& Make available to other users

@) Restrict background data usage

Appropriate for connections that have data charges or limits.
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Step 16 Under IPv4 tab, select the method as Manual and provide the IPv4 address as below and click Apply.
& Applications  Places  Settings May30 00:41 #) O

() Automatic (DHCP) () Link-Local Only
(=) Manual () Disable

Addresses
Address Netmask Gateway

ilﬂ.?ﬂ.!].lﬁ | 255.255.255.0 ‘ 10.78.81.1

DNS

72.163.128.140

Separate IP addresses with commas

Routes Automatic

Address Netmask Gateway Metric
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Step 17 Toggle the Wired Network between OFF and ON for the network to restart and for the new IP address to take effect.
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