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Preface

From Release 6.1.2 onwards, Cisco introduces support for the 64-bit Linux-based IOS XR operating system.
Extensive feature parity is maintained between the 32-bit and 64-bit environments. Unless explicitly marked
otherwise, the contents of this document are applicable for both the environments. For more details on Cisco
10S XR 64 bit, refer to the Release Notes for Cisco ASR 9000 Series Routers, Release 6.1.2 document.

This preface contains these sections:

* Changes to This Document, on page xv
» Communications, Services, and Additional Information, on page xv

Changes to This Document

Date Summary

September 2024 Republished for Release 24.3.1.
June 2024 Republished for Release 24.2.1.
March 2024 Initial release of this document

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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. Preface

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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CHAPTER 1

New and Changed BNG Features

This table summarizes the new and changed feature information for the Cisco ASR 9000 Series Aggregation
Services Router Broadband Networ k Gateway Configuration Guide, and tells you where they are documented.

* BNG Features Added or Modified in IOS XR Release 24.x.x , on page |

BNG Features Added or Modified in 10S XR Release 24.x.x

Feature Description Changed in Release Where Documented
None No New features Not applicable Not applicable
introduced
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CHAPTER 2

YANG Data Models for BNG Features

This chapter provides information about the YANG data models for BNG features.
* Using YANG Data Models, on page 3

Using YANG Data Models

Cisco I0S XR supports a programmatic way of configuring and collecting operational data of a network
device using YANG data models. Although configurations using CLIs are easier and human-readable,
automating the configuration using model-driven programmability results in scalability.

The data models are available in the release image, and are also published in the Github repository. Navigate
to the release folder of interest to view the list of supported data models and their definitions. Each data model
defines a complete and cohesive model, or augments an existing data model with additional XPaths. To view
a comprehensive list of the data models supported in a release, navigate to the Available-Content.md file in
the repository.

You can also view the data model definitions using the YANG Data Models Navigator tool. This GUI-based
and easy-to-use tool helps you explore the nuances of the data model and view the dependencies between
various containers in the model. You can view the list of models supported across Cisco IOS XR releases and
platforms, locate a specific model, view the containers and their respective lists, leaves, and leaf lists presented
visually in a tree structure. This visual tree form helps you get insights into nodes that can help you automate
your network.

To get started with using the data models, see the Programmability Configuration Guide.
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CHAPTER 3

Broadband Network Gateway Overview

This chapter provides an overview of the Broadband Network Gateway (BNG) functionality implemented on

the Cisco ASR 9000 Series Router.

For details on Cisco IOS XR 64-bit BNG, see BNG on Cisco IOS XR 64-bit ASR 9000 Series Routers, on

page 19

Table 1: Feature History for Broadband Network Gateway Overview

Release

Modification

Release 4.2.0

Initial release of BNG.

Release 5.3.3

RSP-880 support was added.

Release 6.1.2

Added BNG support for these hardware:
» A9K-8X100G-LB-SE

* A9K-8X100GE-SE
* A9K-4X100GE-SE
+ A9K-MOD200-SE
* A9K-MOD400-SE
* A9K-MPA-1x100GE
* A9K-MPA-2x100GE
* A9K-MPA-20x10GE

Release 6.1.2

Added BNG support for the use of Cisco NCS 5000 Series Router as
a satellite.

Release 6.1.2

Added BNG smart licensing feature.

Release 6.2.2

Added the support for BNG Geo Redundancy over Cisco NCS 5000
Series Router satellite.
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Broadband Network Gateway Overview |

Release

Modification

Release 6.2.2

Added BNG support for the following hardware:
» A9K-48X10GE-1G-SE

* A9K-24X10GE-1G-SE

Release 6.3.1

Added the support for Cisco IOS XR 64-bit BNG functionality.

Release 6.6.3

Added Cisco IOS XR 64-bit BNG support on RSP5 route switch
processor.

Release 7.3.1

Addded BNG support on Cisco ASR 9000 5th Generation line cards.

Release 7.3.2

Addded BNG support on Cisco ASR 9000 5th Generation line cards
for the following features:

* BNG over PWHE access
* PPPoE LAC subscribers
* PPPoE keepalive oftload

* nV Satellite support

Release 7.3.2

Addded BNG support on Cisco ASR 9903 Router.

* Understanding BNG, on page 6
* BNG Architecture, on page 7

* BNG Role in ISP Network Models, on page 9

* BNG Packaging, on page 10

* BNG Configuration Process, on page 11
» Hardware Requirements for BNG, on page 12

* BNG Interoperability, on page 14

* BNG Smart Licensing, on page 16
* BNG on Cisco I0S XR 64-bit ASR 9000 Series Routers, on page 19

Understanding BNG

Broadband Network Gateway (BNG) is the access point for subscribers, through which they connect to the
broadband network. When a connection is established between BNG and Customer Premise Equipment (CPE),
the subscriber can access the broadband services provided by the Network Service Provide (NSP) or Internet

Service Provider (ISP).

BNG establishes and manages subscriber sessions. When a session is active, BNG aggregates traffic from
various subscriber sessions from an access network, and routes it to the network of the service provider.

BNG is deployed by the service provider and is present at the first aggregation point in the network, such as
the edge router. An edge router, like the Cisco ASR 9000 Series Router, needs to be configured to act as the
BNG. Because the subscriber directly connects to the edge router, BNG effectively manages subscriber access,
and subscriber management functions such as:
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* Authentication, authorization and accounting of subscriber sessions
* Address assignment

* Security

* Policy management

* Quality of Service (QoS)

Some benefits of using BNG are:

» The BNG router not only performs the routing function but also communicates with authentication,
authorization, and accounting (AAA) server to perform session management and billing functions. This
makes the BNG solution more comprehensive.

» Different subscribers can be provided different network services. This enables the service provider to
customize the broadband package for each customer based on their needs.

BNG Architecture

The goal of the BNG architecture is to enable the BNG router to interact with peripheral devices (like CPE)
and servers (like AAA and DHCP), in order to provide broadband connectivity to subscribers and manage
subscriber sessions. The basic BNG architecture is shown in this figure.

Figure 1: BNG Architecture
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The BNG architecture is designed to perform these tasks:

* Connecting with the Customer Premise Equipment (CPE) that needs to be served broadband services.
* Establishing subscriber sessions using IPoE or PPPoE protocols.

* Interacting with the AAA server that authenticates subscribers, and keeps an account of subscriber
sessions.

* Interacting with the DHCP server to provide IP address to clients.

* Advertising the subscriber routes.
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The five BNG tasks are briefly explained in the following sections.

Connecting with the CPE

BNG connects to the CPE through a multiplexer and Home Gateway (HG). The CPE represents the triple
play service in telecommunications, namely, voice (phone), video (set top box), and data (PC). The individual
subscriber devices connect to the HG. In this example, the subscriber connects to the network over a Digital
Subscriber Line (DSL) connection. Therefore, the HG connects into a DSL Access Multiplexer (DSLAM).

Multiple HGs can connect to a single DSLAM that sends the aggregated traffic to the BNG router. The BNG
router routes traffic between the broadband remote access devices (like DSLAM or Ethernet Aggregation
Switch) and the service provider network.

Establishing Subscriber Sessions

Each subscriber (or more specifically, an application running on the CPE) connects to the network by a logical
session. Based on the protocol used, subscriber sessions are classified into two types:

* PPPoE subscriber session—The PPP over Ethernet (PPPoE) subscriber session is established using the
point-to-point (PPP) protocol that runs between the CPE and BNG.

* [PoE subscriber session—The IP over Ethernet (IPoE) subscriber session is established using IP protocol
that runs between the CPE and BNG; IP addressing is done using the DHCP protocol.

Interacting with the RADIUS Server

BNG relies on an external Remote Authentication Dial-In User Service (RADIUS) server to provide subscriber
Authentication, Authorization, and Accounting (AAA) functions. During the AAA process, BNG uses RADIUS
to:

* authenticate a subscriber before establishing a subscriber session
* authorize the subscriber to access specific network services or resources

» track usage of broadband services for accounting or billing

The RADIUS server contains a complete database of all subscribers of a service provider, and provides
subscriber data updates to the BNG in the form of attributes within RADIUS messages. BNG, on the other
hand, provides session usage (accounting) information to the RADIUS server. For more information about
RADIUS attributes, see RADIUS Attributes, on page 523.

BNG supports connections with more than one RADIUS server to have fail over redundancy in the AAA
process. For example, if RADIUS server A is active, then BNG directs all messages to the RADIUS server
A. If the communication with RADIUS server A is lost, BNG redirects all messages to RADIUS server B.

During interactions between the BNG and RADIUS servers, BNG performs load balancing in a round-robin
manner. During the load balancing process, BNG sends AAA processing requests to RADIUS server A only
if it has the bandwidth to do the processing. Else, the request is send to RADIUS server B.

Interacting with the DHCP Server

BNG relies on an external Dynamic Host Configuration Protocol (DHCP) server for address allocation and
client configuration functions. BNG can connect to more than one DHCP server to have fail over redundancy
in the addressing process. The DHCP server contains an IP address pool, from which it allocates addresses
to the CPE.
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During the interaction between BNG and the DHCP server, BNG acts as a DHCP relay or DHCP proxy.

As the DHCP relay, BNG receives DHCP broadcasts from the client CPE, and forwards the request to the
DHCEP server.

As the DHCP proxy, BNG itself maintains the address pool by acquiring it from DHCP server, and also
manages the IP address lease. BNG communicates on Layer 2 with the client Home Gateway, and on Layer
3 with the DHCP server.

The DSLAM modifies the DHCP packets by inserting subscriber identification information. BNG uses the
identification information inserted by the DSLAM, as well as the address assigned by the DHCP server, to
identify the subscriber on the network, and monitor the IP address lease.

Advertising Subscriber Routes

For optimal performance in design solutions where the Border Gateway Protocol (BGP) advertises the
subscriber routes, the BNG advertises the entire subnet designated to the subscribers using the network
command in the BGP configuration.

The BNG redistributes the individual subscriber routes only in scenarios where the Radius server assigns the
IP address to a subscriber and there is no way to know to which BNG that particular subscriber will connect.

BNG Role in ISP Network Models

The role of BNG is to pass traffic from the subscriber to the ISP. The manner in which BNG connects to the
ISP depends on the model of the network in which it is present. There are two types of network models:

» Network Service Provider, on page 9

* Access Network Provider, on page 10

Network Service Provider

The following figure shows the topology of a Network Service Provider model.

Figure 2: Network Service Provider Model
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In the Network Service Provider model, the ISP (also called the retailer) directly provides the broadband
connection to the subscriber. As shown in the above figure, BNG is at the edge router, and its role is to connect
to the core network through uplinks.
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Access Network Provider
The following figure shows the topology of a Access Network Provider model.

Figure 3: Access Network Provider Model
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In the Access Network Provider model, a network carrier (also called the wholesaler) owns the edge network
infrastructure, and provides the broadband connection to the subscriber. However, the network carrier does
not own the broadband network. Instead, the network carrier connects to one of the ISPs that manage the
broadband network.

BNG is implemented by the network carrier and its role is to hand the subscriber traffic off to one of several
ISPs. The hand-off task, from the carrier to the ISP, is implemented by Layer 2 Tunneling Protocol (L2TP)
or Layer 3 Virtual Private Networking (VPN). L2TP requires two distinct network components:

* L2TP Access Concentrator (LAC)—The LAC is provided by the BNG.
* L2TP Network Server (LNS)—The LNS is provided by the ISP.

BNG Packaging

The BNG pie, asr 9k-bng-px.piecan be installed and activated on the Cisco ASR 9000 Series Router to access
the BNG features. The install, uninstall, activate and deactivate operations can be performed without rebooting
the router.

It is recommended that the relevant BNG configurations be removed from the running configuration of the
router, before uninstalling or deactivating the BNG pie.

Installing and Activating the BNG Pie on Cisco ASR 9000 Series Router

Perform this task to install and activate the BNG pie on the Cisco ASR 9000 Series Router:
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SUMMARY STEPS
1. admin
2. ingtall add {pie location | source | tar}
3. ingtall activate {pie name | id}
DETAILED STEPS
Command or Action Purpose
Step 1 admin Enters the administration mode.
Example:

RP/0/RSP0O/CPUO: router# admin

Step 2 install add {pie location | source | tar} Installs the pie from the tftp location, on to the Cisco ASR

9000 Series Router.
Example:

RP/0/RSP0O/CPUO: router (admin) # install add
tftp://223.255.254.254/softdir/asr9k-bng-px.pie

Step 3 install activate {pie name | id} Activates the installed pie on the Cisco ASR 9000 Series

Router.
Example: outer

RP/0/RSP0O/CPUO: router (admin) # install activate
asr9k-bng-px.pie

What to do next

)

Note During upgrade from Release 4.2.1 to Release 4.3.0, it is recommended that the Cisco ASR 9000 base image
pie (asr9k-mini-px.pie) is installed prior to installing the BNG pie (asr9k-bng-px.pie).

After BNG pie is installed, you must copy BNG related configurations from the flash or tftp location to the
router. [f BNG pie is deactivated and activated again, then load the removed BNG configurations by executing
the load configuration removed command from the configuration terminal.

\ )

Note Most of the BNG feature configurations are moved to a new namespace partition, and hence BNG features
are not available by default now. To avoid inconsistent BNG configurations before, or after installing the
BNG pie, run the clear configuration inconsistency command, in EXEC mode.

BNG Configuration Process

Configuring BNG on the Cisco ASR 9000 Series Router involves these stages:
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* Configuring RADIUS Server—BNG is configured to interact with the RADIUS server for authentication,
authorization, and accounting functions. For details, see Configuring Authentication, Authorization, and
Accounting Functions, on page 33.

* Activating Control Policy—Control policies are activated to determine the action that BNG takes when
specific events occur. The instructions for the action are provided in a policy map. For details, see
Activating Control Policy, on page 91.

* Establishing Subscriber Sessions—Configurations are done to set up one or more logical sessions, from
the subscriber to the network, for accessing broadband services. Each session is uniquely tracked and
managed. For details, see Establishing Subscriber Sessions, on page 103.

* Deploying QoS—~Quality of Service (QoS) is deployed to provide control over a variety of network
applications and traffic types. For example, the service provider can have control over resources (example
bandwidth) allocated to each subscriber, provide customized services, and give priority to traffic belonging
to mission-critical applications. For details, see Deploying the Quality of Service (QoS), on page 257.

* Configuring Subscriber Features—Configurations are done to activate certain subscriber features that
provide additional capabilities like policy based routing, access control using access list and access
groups, and multicast services. For details, see Configuring Subscriber Features, on page 311.

* Verifying Session Establishment—Established sessions are verified and monitored to ensure that
connections are always available for use. The verification is primarily done using "show" commands.
Refer to the Cisco ASR 9000 Series Aggregation Services Router Broadband Network Gateway Command
Reference guide for the list of various "show" commands.

To use a BNG command, you must be in a user group associated with a task group that includes the proper
task IDs. The Cisco ASR 9000 Series Aggregation Services Router Broadband Network Gateway Command
Reference guide includes the task IDs required for each command. If you suspect that the user group assignment
is preventing you from using a command, contact your AAA administrator for assistance.

Important

The Select VRF Download (SVD) must be disabled, when BNG is configured. For more information about
SVD, see the Cisco |OS XR Routing Configuration Guide for the Cisco XR 12000 Series Router.

Hardware Requirements for BNG

For specific hardware requirements for Cisco IOS XR 64-bit BNG, see Hardware Support for Cisco IOS XR
64-bit BNG, on page 20.

These hardwares support BNG:
* The Satellite Network Virtualization (nV) system.
* The route switch processors, RSP-440, RSP-880 and RSP-880-LT-SE.
* The route processor, A99-RP-SE, A99-RP2-SE, on the Cisco ASR 9912 and the Cisco ASR 9922 chassis.
* The route switch processor, A99-RSP-SE, on the Cisco ASR 9910 and the Cisco ASR 9906 chassis.
* The below table lists the Line Cards and Modular Port Adapters that support BNG.
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Table 2: Line Cards and Modular Port Adapters Supported on BNG

Product Description

Part Number

24-Port 10-Gigabit Ethernet Line Card, Service
Edge Optimized

A9K-24X10GE-SE

36-Port 10-Gigabit Ethernet Line Card, Service
Edge Optimized

A9K-36X10GE-SE

40-Port Gigabit Ethernet Line Card, Service Edge
Optimized

A9K-40GE-SE

4-Port 10-Gigabit Ethernet, 16-Port Gigabit
Ethernet Line Card, 40G Service Edge Optimized

A9K-4T16GE-SE

Cisco ASR 9000 High Density 100GE Ethernet
line cards:

* Cisco ASR 9000 8-port 100GE "LAN-only"
Service Edge Optimized Line Card, Requires
CPAK optics

* Cisco ASR 9000 8-port 100GE
“LAN/WAN/OTN” Service Edge Optimized
Line Card, Requires CPAK optics

* Cisco ASR 9000 4-port 100GE
“LAN/WAN/OTN” Service Edge Optimized
Line Card, Requires CPAK optics

A9K-8X100G-LB-SE
A9K-8x100GE-SE
A9K-4x100GE-SE

Cisco ASR 9000 Series 24-port dual-rate
10GE/1GE service edge—optimized line cards

A9K-24X10-1GE-SE

Cisco ASR 9000 Series 48-port dual-rate
10GE/1GE service edge—optimized line cards

A9K-48X10-1GE-SE

80 Gigabyte Modular Line Card, Service Edge
Optimized

A9K-MODS80-SE

160 Gigabyte Modular Line Card, Service Edge
Optimized

A9K-MOD160-SE

20-Port Gigabit Ethernet Modular Port Adapter
(MPA)

A9K-MPA-20GE

ASR 9000 200G Modular Line Card, Service Edge
Optimized, requires modular port adapters

A9K-MOD200-SE

ASR 9000 400G Modular Line Card, Service Edge
Optimized, requires modular port adapters

A9K-MOD400-SE

2-port 10-Gigabit Ethernet Modular Port Adapter
(MPA)

A9K-MPA-2X10GE
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Product Description Part Number
4-Port 10-Gigabit Ethernet Modular Port Adapter | A9K-MPA-4X10GE
(MPA)

ASR 9000 20-port 10-Gigabit Ethernet Modular | A9K-MPA-20x10GE
Port Adapter, requires SFP+ optics

2-port 40-Gigabit Ethernet Modular Port Adapter | A9K-MPA-2X40GE
(MPA)

1-Port 40-Gigabit Ethernet Modular Port Adapter | AYK-MPA-1X40GE
(MPA)

ASR 9000 1-port 100-Gigabit Ethernet Modular | A9K-MPA-1x100GE
Port Adapter, requires CFP2-ER4 or CPAK optics

ASR 9000 2-port 100-Gigabit Ethernet Modular | A9K-MPA-2x100GE
Port Adapter, requires CFP2-ER4 or CPAK optics

BNG Interoperability

Table 3: Feature History Table

Feature Name Release Information Feature Description

BNG support on satellite interfaces | Release 7.3.2 This release enables you to

hosted on Cisco ASR 9000 Series configure BNG services on satellite

routers and line cards interfaces hosted on the following
hardware:

* Cisco ASR 9000 5th
Generation High Density
Ethernet line cards with the
following PIDs:

* A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE
» A9K-8HG-FLEX-SE

* Cisco ASR 9903 Routers

This feature provides you with
extended port scalability and
density as each port of the line
card/router can host a satellite
device.

The BNG interoperability allows BNG to exchange and use information with other larger heterogeneous
networks. These are the key features:
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* BNG Coexists with ASR9001:

ASRI9001 is a standalone high processing capability router that comprises of a route switch processor
(RSP), linecards (LC), and ethernet plugs (EPs). All BNG features are fully supported on the ASR9001
chassis.

* BNG Supports nV Satellite:

* The only topology that BNG supports with nV Satellite is bundle access on the CPE side with
non-bundle ICL links, as shown below:

CPE --- Bundle --- [Satellite] --- Non Bundle ICL --- ASR9K

For details on nV Satellite configuration, see nV System Configuration Guide for Cisco ASR 9000
Series Routerslocated here.

* BNG does not support nV Satellite with bundle ICL and bundle access links, as shown below:
CPE --- Bundle --- [Satellite] --- Bundle ICL --- ASR9K

* From Cisco IOS XR Software Release 6.1.2 and later, BNG supports the use of Cisco NCS 5000
Series satellite.

* From Cisco IOS XR Software Release 6.2.2 and later, Cisco IOS XR 32 bit operating system supports
BNG geo redundancy with Cisco NCS 5000 Series satellite. Whereas, it does not support BNG geo
redundancy with Cisco ASR 9000v satellite. For details, see BNG Geo Redundancy chapter in this
guide..

e From Cisco IOS XR Software Release 7.3.2, satellite interfaces hosted on Cisco ASR 9000 5th
Generation High Density Ethernet line cards support BNG with Cisco IOS XR 64-bit operating
system.

* When the Cisco ASR 9903 Router hosts satellite, subscriber sessions over satellite interfaces do
not support Port Expansion Card (PEC) OIR.

* BNG over satellite interfaces do not support PWHE.

* BNG interoperates with Carrier Grade NAT (CGN):

To address the impending threat from IPv4 address space depletion, it is recommended that the remaining
or available IPv4 addresses be shared among larger numbers of customers. This is done by using CGN,
which primarily pulls the address allocation to a more centralized NAT in the service provider network.
NAT44 is a technology that uses CGN and helps manage depletion issues of the IPv4 address space.
BNG supports the ability to perform NAT44 translation on IPoE and PPPoE-based BNG subscriber
sessions.

\}

Note For BNG and CGN interoperability, configure the BNG interface and the
application service virtual interface (SVI) on the same VRF instance.
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BNG Smart Licensing

BNG supports Cisco Smart Software Licensing that provides a simplified way for the customers to purchase
licenses and to manage them across their network. Smart licensing provides a customizable consumption-based
model that aligns to the network growth of the customer. It also provides the flexibility to quickly modify or
upgrade software feature configurations to deploy new services over time.

BNG Smart Licensing supports Geo redundancy and non-Geo redundancy subscriber sessions. One license
supports of 8000 subscribers or a fraction of it. For example, 9000 subscribers need two licenses.

The software license PIDs for BNG in the Cisco Smart Software Manager (CSSM) portal are as follows:

Table 4: BNG License PIDs in the CSSM portal

Product ID Product Description

S-A9K-BNG-LIC-8K BNG license unit for 8000 non geo- redundancy
sessions.

S-A9K-BNG-ADV-8K BNG license unit for advanced features i.e.
geo-redundancy sessions.

For more information about configuring and managing Smart Licensing, see the chapter Smart Licensing in
the System Management Configuration Guide for Cisco ASR 9000 Series Routers.

You can use the show sessionmon license statistics command to display the highest number of subscriber
sessions that are up in a 24-hour time period. In the event of an RP/LC reload or powercycle, the session count
for the corresponding RP/LC resets to 0. As and when the BNG sessions come up, this counter changes and
shows the highest number of sessions since the reload.

Router# show sessionmon license statistics

Active Standby

Peak (24 hours) 32000 1

BNG A la carte Licenses

Table 5: Feature History Table

Feature Name Release Information Feature Description

BNG A la carte Licenses Release 7.3.1 This feature allows
service-providers to track
subscribers and determine license
consumption. The ASR 9000
Flexible Consumption Model
effectively monetizes a BNG
network by providing it as an A la
carte license in addition to the
Essential and Advanced
Right-To-Use per port license.
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The ASR 9000 Flexible Consumption Model (FCM) comprises of the following license types:
* The Essential software license for basic transport applications
» The Advanced software license for enhanced applications and network resiliency

« An optional A la carte software license for specialized platform-specific features
The ASR 9000 FCM provides BNG subscriber licenses as an A la carte license where one unit of license
supports a maximum of 8000 subscribers.

FCM ofters a “pay-as-you-grow” structure that lowers initial set-up costs for the service-providers and provides
them the flexibility to add more capacity when needed. Also, the service-providers can use the available
capacity across different routers in the FCM network.

Table 6: FCM License PIDs for BNG in the CSSM portal

Product ID Product Description
S-A9K-BNG-8K-FC BNG FCM license unit for 8000 subscribers.
S-A9K-BNG-ADV-FC ASR 9000 FCM BNG license for advanced features.

For more information about managing ASR 9000 Flexible Consumption Model, see the topic What isFlexible
Consumption Model ? in the Smart Licensing chapter of System Management Configuration Guide for Cisco
ASR 9000 Series Routers.

Configuring Flexible Consumption Model

You can enable FCM using the configuration command license smart flexible-consumption enableas shown:
Router#conf t

Router (config) #license smart flexible-consumption enable

Router (config) #commit

Verification

You can verify the status of the licenses using the show license all command. The BNG license is highlighted
in the following command output:

\}

Note On the ASR 9000 router, the FCM license with Product ID S-A9K-BNG-8K-FC is displayed as
A9K-BNG-LIC-FC and the FCM license with Product ID SA9K-BNG-ADV-FC is displayed as
A9K-BNG-ADV-FC.

Router#show license all
Smart Licensing Status
Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: BU Production Test 1

Virtual Account: NCS550 Testing

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Feb 09 2021 15:13:22 UTC
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Last Renewal Attempt: None
Next Renewal Attempt: Aug 08 2021 15:13:19 UTC
Registration Expires: Feb 09 2022 15:08:18 UTC

License Authorization:

Status: AUTHORIZED on Feb 09 2021 17:31:09 UTC

Last Communication Attempt: SUCCEEDED on Feb 09 2021 17:31:09 UTC
Next Communication Attempt: Mar 11 2021 17:31:08 UTC
Communication Deadline: May 10 2021 17:26:07 UTC

Export Authorization Key:

Features Authorized:

<none>

Utility:

Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED

Version privacy: DISABLED

Transport:

Type: Smart

URL: https://smartreceiver.cisco.com/licservice/license

Proxy:

Not Configured

Miscellaneous:

Custom Id: <empty>

License Usage

ASR 9000 3rd Generation MOD400 Hardware Tracking PID (A9K-MOD400-TRK) :
Description: ASR 9000 3rd Generation MOD400 Hardware Tracking PID
Count: 2

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

Essentials Software RTU License (per 100G) for Edge (ESS-SE-100G-RTU-1):
Description: Essentials Software RTU License (per 100G) for Edge
Count: 1

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

Essential Edge SIA per 100G Subscription (ESS-ED-100G-SIA3):
Description: Essential Edge SIA per 100G Subscription

Count: 1

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

ASR 9K Flexible Consumption Model License for BNG 8000 Sessions (A9K-BNG-LIC-FC):
Description: ASR 9K Flexible Consumption Model License for BNG 8000 Sessions
Count: 2

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

Product Information

UDI: PID:ASR-9904,SN:FOX2051GFGZ

HA UDI List:

0/RSPO/CPUO: Active:PID:ASR-9904,SN:FOX2051GFGZ
0/RSP1/CPUO: Standby:PID:ASR-9904, SN:FOX2051GFGZ
Agent Version

Smart Agent for Licensing: 5.1.8 rel/25
Reservation Info

License reservation: DISABLED
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BNG on Cisco 10S XR 64-bit ASR 9000 Series Routers

The Broadband Network Gateway (BNG) functionality is supported on Cisco IOS XR 64-bit ASR 9000 Series
Routers, in addition to the Cisco IOS XR 32-bit ASR 9000 Series Routers. This functionality is available on
Cisco ASR 9000 Series Routers with RSP880, RSP 880-LT and Cisco ASR 9000 High Density 100GE Ethernet
line cards (LCs) having more CPU cycles and per-process virtual memory, which in turn increases the scale
and performance of the Cisco ASR 9000 Series Router as a BNG.

Pre-requisites for Using Cisco 10S XR 64-bit BNG
* Verify the supported hardware:
See Hardware Support for Cisco IOS XR 64-bit BNG, on page 20.

« Install and activate the BNG RPM:

You must install the BNG route processor module (RPM) on the Cisco IOS XR 64-bit ASR 9000 Series
Router, in order to use the BNG service package. For details, see Packaging of Cisco IOS XR 64-bit
BNG, on page 28.

* Fine tune physical memory resources of each line card:

The configuration procedures for the support of subscriber sessions on Cisco IOS XR 64-bit BNG remain
the same as that of Cisco IOS XR 32-bit BNG. However, the following command must be used to fine
tune the physical memory resources of each Cisco ASR 9000 High Density 100GE Ethernet line card in
order to achieve full scale with Cisco IOS XR 64-bit BNG. The recommended value of memory is 20GB.
This configuration reserves 20 GB of physical memory for each line card XR virtual machine (XR VM),
out of which, 5.5 GB (approximately) is consumed by the kernel and only the remaining of 14.5GB
(approximately) is available for applications.

sdr sdr-name resources card-type card-type vm-memory memory-value
or by disabling ISSU:
sdr  default-sdr issu disable

N

Note * To enable ISSU, use the nosdr default-sdr issu disable command.

* After you disable or re-enable ISSU, ensure to reload the SDR manually on
all LCs using the hw-module location all reload command.

For example:

sysadmin-vm:0_RSPO# hw-module location all reload

You must configure these commands from System Admin Config (sysadmin-vm:0 RP0) mode. To enter
System Admin Config mode, use the admin command in EXEC mode of the Cisco IOS XR 64-bit ASR
9000 Series Router, followed by the config command.

\)

Note The sdr resources command enforces to reboot the LC XR VMs to adjust the
requested resources (say, VM memory).
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Use these commands to verify the memory utilization on each RSP880 and LC:
* run show_memory _ng-a-S

» show memory summary detail location location

Hardware Support for Cisco 10S XR 64-bit BNG

Supported Hardware for Cisco 10S XR 64-bit BNG

* The Satellite Network Virtualization (nV) system.

* Cisco IOS XR 64-bit BNG is supported only on the following Route Switch Processors (RSPs) and
families of Cisco ASR 9000 High Density 100GE Ethernet line cards.

Supported RSPs for Cisco IOS XR 64-bit BNG are:
* A9K-RSP880-SE

* A9K-RSP880-LT-SE

* A99-RP-SE and A99-RP2-SE on the Cisco ASR 9912 and the Cisco ASR 9922 chassis.
* A99-RSP-SE on the Cisco ASR 9910 and the Cisco ASR 9906 chassis.

* A9K-RSP5-SE

Table 7: Supported Line Cards and Chassis for Cisco 10S XR 64-bit BNG

Line Cards / Chassis Description

A9K-8X100G-LB-SE Cisco ASR 9000 8-port 100GE “LAN-only” Service
Edge Optimized Line Card

A9K-8X100GE-SE Cisco ASR 9000 8-port 100GE “LAN/WAN/OTN”
Service Edge Optimized Line Card

A9K-4X100GE-SE Cisco ASR 9000 4-port 100GE “LAN/WAN/OTN”
Service Edge Optimized Line Card

A9K-MOD200-SE ASR 9000 200G Modular Line Card, Service Edge
Optimized, requires modular port adapters

A9K-MOD400-SE ASR 9000 400G Modular Line Card, Service Edge
Optimized, requires modular port adapters

A99-8X100GE-SE Cisco ASR 9900 8-port 100GE “LAN/WAN/OTN”
Service Edge Optimized Line Card

A9K-8X100GE-CM Cisco ASR 9000 8-Port 100GE Consumption Model
Line Card

A9K-MOD400-CM Cisco ASR 9000 Modular 400G Consumption Model
Line Card
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Line Cards / Chassis Description

A9K-MOD200-CM Cisco ASR 9000 Modular 200G Consumption Model
Line Card

A9K-24X10-1GE-SE Cisco ASR 9000 Series 24-port dual-rate 10GE/1GE
service edge—optimized line cards

A9K-48X10-1GE-SE Cisco ASR 9000 Series 48-port dual-rate 10GE/1GE
service edge—optimized line cards

A99-48X10GE-1G-SE Cisco ASR 9000 48-port dual-rate 10G/1G service
edge line card

A99-32X100GE-X-SE Cisco ASR 9900 3.2T Service Edge 5th Generation
line card

A9K-20HG-FLEX-SE Cisco ASR 9000 2T Service Edge Combo 5th

Generation line card

A9K-8HG-FLEX-SE Cisco ASR 9000 800G Service Edge Combo 5th
Generation line card

A9K-4HG-FLEX-SE Cisco ASR 9000 400GE Combo Service Edge Line
Card 5th Generation line card

ASR-9903 Cisco ASR 9903 Chassis. BNG supports both
A9903-20HG-PEC and A9903-8HG-PEC cards in
the ASR-9903 chassis.

Table 8: Supported Modular Port Adapters for Cisco 10S XR 64-bit BNG

Modular Port Adapters (MPA) Part Number

MOD400 * A9K-MPA-1X100GE
* A9K-MPA-2X100GE
* A9K-MPA-4X10GE
* A9K-MPA-8X10GE
* A9K-MPA-20X10GE
* A9K-MPA-20X1GE
* A9K-MPA-1X40GE
* A9K-MPA-2X40GE

MOD200 The support list is same as that for MOD400.

Unsupported Hardware for Cisco 10S XR 64-bit BNG
Cisco IOS XR 64-bit BNG is not supported on these hardwares:
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* Packet Transport Optimised (TR) families of Cisco ASR 9000 High Density 100GE Ethernet line cards.
» A9K-RSP880-TR
* A9K-MPA-2X10GE

Feature Support on Cisco 10S XR 64-bhit BNG

Table 9: Feature History Table

Feature Name Release Information Feature Description
Subscriber Redundancy Group for | Release 7.11.1 You can now enable fast
IPoE-LC based Subscribers switchover using subscriber

redundancy group (SRG) for the
IPoE-LC based subscribers on the
following:

* A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE

* A9K-8HG-FLEX-SE

* A9K-4HG-FLEX-SE

* Cisco ASR 9902 Router
* Cisco ASR 9903 Router

* Cisco ASR 9000 Series Route
Switch Processor 5 (RSP5)

Line Card based IPoE Subscriber |Release 7.9.1 We now support Line card based
Sessions on Cisco ASR 9000 5th Internet over Ethernet (IPoE)
Generation High Density Ethernet subscriber sessions on the following
Line Cards :

* Cisco ASR 9902 Router
* Cisco ASR 9903 Router

* Cisco ASR 9000 Series Route
Switch Processor 5 (RSP5)

Also on the following Cisco ASR
9000 5th Generation High Density
Ethernet line cards:

* A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE
* A9K-8HG-FLEX-SE
* A9K-4HG-FLEX-SE
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Feature Name

Release Information

Feature Description

Subscriber Redundancy Group on
Cisco ASR 9903 Router, ASR 9902
Router, and Cisco ASR 9006 Route
Switch Processor

Release 7.9.1

You can now configure subscriber
redundancy group (SRG) for the
IPoE subscribers over bundle and
PWHE access interfaces on the
following:

* Cisco ASR 9902 Router
* Cisco ASR 9903 Router

 Cisco ASR 9000 Series Route
Switch Processor 5 (RSP5)

Also on the following Cisco ASR
9000 5th Generation High Density
Ethernet line cards:

» A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE
* A9K-8HG-FLEX-SE
* A9K-4HG-FLEX-SE

SRG offers the advantage of
enabling planned switch over or
failover for all subscriber groups in
case of a failure, proving especially
advantageous for subscribers
requiring high availability and
geo-redundancy as part of their
service level agreement (SLA).

BNG on ASR 9903 800G Multirate
Port Expansion Card

Release 7.8.1

BNG, the access point for
subscribers connecting to the
broadband network, is now
supported on the Cisco ASR 9903
800G Multirate Port Expansion
Card (A9903-8HG-PEC) line card,
which offers 48 physical ports with
maximum 800G data bandwidth
capacity.
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Feature Name Release Information Feature Description

BNG on Cisco ASR 9902 Routers | Release 7.6.2 BNG, the access point for
subscribers connecting to the
broadband network, is now
supported on the Cisco ASR 9902
Router.

All BNG features supported on the
Cisco ASR 9000 5th Generation

High Density Ethernet Line Cards
are supported on Cisco ASR 9902
Routers from this release. See BNG
Support on Cisco ASR 9000 5th

Generation High Density Ethernet
Line Cards, on page 27 for details.

Subscriber Redundancy Group on |Release 7.6.1 Configuring redundancy for a
Cisco ASR 9903 Router and subscriber group makes it a
specific Cisco ASR 9000 subscriber redundancy group
High-Density Ethernet line cards (SRG). SRG offers the advantage

of enabling planned switch over or
failover for all subscriber groups in
case of a failure, proving especially
advantageous for subscribers
requiring high availability and
geo-redundancy as part of their
service level agreement (SLA).

SRG is now supported on PPPoE
subscribers over bundle and PWHE
access interfaces on Cisco ASR
9903 Router and on the following
Cisco ASR 9000 5th generation
High Density Ethernet line cards:

» A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE
* A9K-8HG-FLEX-SE
* A9K-4HG-FLEX-SE
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Feature Name

Release Information

Feature Description

BNG feature support extension

Release 7.3.2

This release extends the support of
certain BNG functionalities on
these Cisco ASR 9000 5th
generation High Density Ethernet
line cards:

* A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE
» A9K-8HG-FLEX-SE
* A9K-4HG-FLEX-SE

Features now available on these
line cards are:

* Provisioning PPP LAC
Session, on page 127

* PPPoE keep alive offload. See
Provisioning PPP PTA
Session, on page 120.

* BNG over Pseudowire
Headend , on page 249

This enhancement enables BNG
features to leverage the higher
throughput that the 5th generation
of line cards provide.

BNG on Cisco ASR 9903 Router

Release 7.3.2

BNG, which is the access point for
subscribers through which they
connect to the broadband network,
is now supported on the Cisco ASR
9903 Router. This is a compact,
high-performance router that
delivers up to 3.6 Tbps of
nonblocking, full-duplex capacity
in a Three-Rack-Unit (3RU) form
factor.

All features supported on the Cisco
ASR 9000 5th Generation High
Density Ethernet Line Cards are
supported on Cisco ASR 9903
Router from this release. See BNG
Support on Cisco ASR 9000 5th
Generation High Density Ethernet
Line Cards for details.
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Feature Name Release Information Feature Description

BNG support on the Cisco ASR | Release 7.3.1 The support of BNG functionality
9000 Series 5th Generation Line is extended on the following ASR
Cards 9000 5th generation High Density

Ethernet line cards:

* A99-32X100GE-X-SE
* A9K-20HG-FLEX-SE
» A9K-4HG-FLEX-SE

The following section describes the folllowing :

* Supported Features on Cisco IOS XR 64-bit BNG
* Unsupported Features on Cisco IOS XR 64-bit BNG

Supported Features on Cisco 10S XR 64-bit BNG

The Cisco IOS XR 64-bit BNG functionality maintains parity with Cisco IOS XR 32-bit BNG. This section
lists the BNG functionality and features supported on Cisco IOS XR 64-bit ASR 9000 Series Routers.

* RADIUS server interface - RADIUS server interaction to authorize the subscriber session and to download
RADIUS attributes from the AAA server

* Access control lists (ACLs) or access control elements (ACEs)
* Routed subscriber sessions

* QoS features:

* Shared policy instance (SPI)
* Shared policy database (SPD)
* Parameterized QoS (pQoS)

* Policy-map merge

* Hierarchical QoS (HQoS)

* Session accounting

* Services and service accounting — The limitations on the number of services enabled on subscriber
sessions remain the same as that on Cisco IOS XR 32-bit BNG.

* Session timeout and static timeout in control policy
* SNMP, NetConf or Yang, XML

* RADIUS dynamic authorization

* RADIUS change-of-authorization (CoA) for service-activation (SA), service-deactivation (SD),
service-update (SU), accounting-query, session-query, and so on.

* RADIUS packet of disconnect (PoD) feature for disconnecting subscriber session
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» Stateful switchover (SSO) - Process restart and RP failover (RPFO)

* Subscriber redundancy group (SRG)

* Licensing

» Static sessions

* HTTP redirect (HTTPR) using policy-based routing (PBR)

* Pseudowire headend (PWHE)

* Ingress Lawful Intercept (LI) for all interface types (bundle and PWHE interfaces)
* Egress Lawful Intercept for all interface types (bundle and PWHE interfaces)

* DIAMETER-based Gx and Gy interfaces

Unsupported Features on Cisco 10S XR 64-bit BNG

This section lists the BNG functionality and features that are currently not supported on Cisco IOS XR 64-bit
ASR 9000 Series Routers.

* PPPoE LAC SSO
* In-service software upgrade (ISSU)
* Multicast passive, QoS correlation

* Port Expansion Card is not supported with ASR 9903 800G card when BNG subscribers are up.

BNG Support on Cisco ASR 9000 5th Generation High Density Ethernet Line Cards

Starting from Release 7.3.1 onwards, BNG features are supported on Cisco ASR 9000 5th generation High
Density Ethernet line cards.

The following features are not supported on Cisco ASR 9000 5th generation High Density Ethernet line cards:

Table 10: Unsupported Features for Cisco ASR 9000 5th generation High Density Ethernet line cards

Release Unsupported Features
Release 7.6.1 * Subscriber redundancy group (SRG) for IPoE
sessions

* Static sessions

* HTTP Header Enrichment

* LC subscribers

* DIAMETER-based Gx and Gy interfaces

* Group-based Grandparent Shaping is not
supported
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Release

Unsupported Features

Release 7.3.2

* Subscriber redundancy group (SRG)

* Static sessions

* HTTP Header Enrichment

* LC subscribers

* DIAMETER-based Gx and Gy interfaces

* Group-based Grandparent Shaping is not
supported

Release 7.3.1

* Subscriber redundancy group (SRG)

+ Static sessions

* HTTP Header Enrichment

* LC subscribers

* Pseudowire headend (PWHE)

* LAC over bundle and PWHE

* BNG over satellite interfaces

* Support for Keep Alive

* DIAMETER-based Gx and Gy interfaces

* Group-based Grandparent Shaping is not
supported

Packaging of Cisco 10S XR 64-bit BNG

Unlike the Cisco IOS XR 32-bit BNG, the Cisco IOS XR 64-bit BNG does not use the BNG pie,
asr 9k-bng-px.pie. Instead, it uses the mini.iso or the full.iso image that combines all service packages
including the BNG service package for the Cisco IOS XR 64-bit ASR9000 Series Router. Also, a.rpm package

is available separately for the BNG services.
You should install the following packages for BNG:
* asr9k-bng-supp-x64-1.0.0.0-r781.x86_64.rpm

* asr9k-bng-x64-1.0.0.0-r781.x86_64.rpm
* asr9k-bng-pppoe-x64-1.0.0.0-r781.x86_64.rpm
* asr9k-bng-ipoe-x64-1.0.0.0-r781.x86_64.rpm
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\)

Note In order to operate BNG services, it is mandatory to install the respective .r pm package for BNG, irrespective
of having the mini.iso or the full.iso image installed on the router.

Install BNG RPM on Cisco ASR 9000 Series Routers
Installing BNG RPM on Cisco ASR 9000 Series Routers involves these steps:

» Download the .rpm package for BNG services from the source location to the router
* Activate the service package
» Commit the activated package

* Verify the activated package

Configuration Example

/* Download the .rpm file from the source location */

Router# install add source tftp://192.0.2.254
/userl/asr9k-bng-supp-x64-1.0.0.0-r781.x86_64.rpm

Router# install add source tftp://192.0.2.254 /userl/asr9k-bng-x64-1.0.0.0-r781.x86_ 64.rpm
Router# install add source tftp://192.0.2.254
/userl/asr9k-bng-pppoe-x64-1.0.0.0-r781.x86_ 64.rpm

Router# install add source tftp://192.0.2.254
/userl/asr9k-bng-ipoe-x64-1.0.0.0-r781.x86_64.rpm

/* Verify if the package is successfully added */
Router# show install inactive summary

/* Activate the inactive package listed in the above command output */
Router# install activate asr9k-bng-supp-x64-1.0.0.0-r781.x86_64.rpm
Router# install activate asr9k-bng-x64-1.0.0.0-r781.x86_64.rpm
Router# install add source tftp://192.0.2.254
/userl/asr9k-bng-pppoe-x64-1.0.0.0-r781.x86 64.rpm

Router# install add source tftp://192.0.2.254
/userl/asr9k-bng-ipoe-x64-1.0.0.0-r781.x86_64.rpm

/* Verify the status of the install operation that proceeds in the background */
Router# show install log

/* Commit the activated package after the install operation is successfully completed */
Router# install commit

Verify the Installation of BNG RPM

Use this command to verify if the .rpm for BNG services is successfully installed:

Router# show install active summary

Thu Aug 10 21:28:46.484 UTC
Active Packages: 7
asr9k-xr-7.9.2 version=7.9.2 [Boot image]
asr9k-mgbl-x64-1.0.0.0-r781
asr9k-bng-supp-x64-1.0.0.0-r781
asr9k-bng-x64-1.0.0.0-r781
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asr9k-bng-ipoe-x64-1.0.0.0-r781
asr9k-bng-pppoe-x64-1.0.0.0-r781
asr9k-mcast-x64-1.0.0.0-r781

Related Topics
* BNG on Cisco IOS XR 64-bit ASR 9000 Series Routers, on page 19

Associated Commands

« install add
« install activate
« install commit

* show install {active | inactive} summary

Call-model Support on Cisco 10S XR 64-bit BNG

Supported Call-models on Cisco 10S XR 64-bit BNG
This table lists the call-models supported on Cisco IOS XR 64-bit BNG.

Call-model Description

RP-based PPPoE PTA IPv4 sessions Route Processor (RP)-based PPPoE PTA subscriber
sessions by allocating IPv4 address for end user, with
or without user authentication with the AAA server.

RP-based PPPoE PTA IPv6 or dual-stack sessions | RP-based PPPoE PTA subscriber sessions by
allocating IPv6 or dual subscriber address for end-user
with or without user authentication with the AAA
server.

The IPv6 address allocation can be done using any of
these:

* DHCPvV6 procedures (using DHCPv6 server or
proxy for address allocation)

* [Pv6 neighbor discovery (ND) procedures

RP-based PPPoE LAC sessions RP-based PPPoE LAC subscriber sessions with LNS
server interaction for authenticating the user and by
providing IPv4, IPv6 or dual-stack address allocation
to the user.

Note PPPoE LAC stateful switchover (SSO) is not
supported.
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Call-model

Description

RP-based IPoE sessions

RP-based IPoE subscriber sessions by providing IPv4,
IPv6 or dual-stack address allocation for end-user
with or without user authentication with the AAA
server.

The IPv4, IPv6 or dual-stack address allocation can
be done using any of these:

* DHCPv4 procedures (using DHCPv4 server or
proxy)

* DHCPv6 procedures (using DHCPv6 server or
proxy)

LC-based PPPoE PTA IPv4 sessions

Line Card (LC)-based PPPoE PTA subscriber sessions
by allocating IPv4 address for end-user with or
without user authentication with the AAA server.

LC-based PPPoE PTA IPv6 or dual-stack sessions

LC-based PPPoE PTA Subscriber sessions by
allocating IPv6 or dual-stack address for end-user
with or without user authentication with the AAA
server.

The IPv6 address allocation can be done using any of
these:

* DHCPv6 procedures (using DHCPv6 server or
proxy for address allocation)

* [Pv6 ND procedures

LC-based IPoE sessions

LC-based IPoE subscriber sessions by providing IPv4,
IPv6 or dual-stack address allocation for end-user
with or without user authentication with the AAA
server.

The IPv4, IPv6 or dual-stack address allocation can
be done using any of these:

* DHCPv4 procedures (using DHCPv4 server or
proxy)

* DHCPv6 procedures (using DHCPv6 server or
proxy)

RP PWHE-based PPPoE PTA IPv4 sessions

RP Pseudowire Headend (PWHE)-based PPPoE PTA
subscriber sessions by allocating IPv4 address for
end-user with or without user authentication with the
AAA server.
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Call-model

Description

RP PWHE-based PPPoE PTA IPv6 or dual-stack
sessions

RP PWHE-based PPPoE PTA subscriber sessions by
allocating IPv6 or dual-stack address for end-user
with or without user authentication with the AAA
server.

The IPv6 address allocation can be done using any of
these:

* DHCPv6 procedures (using DHCPv6 server or
proxy for address allocation)

* [Pv6 neighbor discovery (ND) procedures

RP PWHE-based IPoE sessions

RP PWHE-based IPoE subscriber session by providing
IPv4, IPv6 or dual-stack address allocation for
end-user with or without user authentication with the
AAA server.

The IPv4, IPv6 or dual-stack address allocation can
be done using any of these:

* DHCPv4 procedures (using DHCPv4 server or
proxy)

* DHCPv6 procedures (using DHCPv6 server or
proxy)
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CHAPTER 4

Configuring Authentication, Authorization, and
Accounting Functions

This chapter provides information about configuring authentication, authorization, and accounting (AAA)
functions on the BNG router. BNG interacts with the RADIUS server to perform AAA functions. A group of
RADIUS servers form a server group that is assigned specific AAA tasks. A method list defined on a server
or server group lists methods by which authorization is performed. Some of the RADIUS features include
creating specific AAA attribute formats, load balancing of RADIUS servers, throttling of RADIUS records,
Change of Authorization (CoA), and Service Accounting for QoS.

Table 11: Feature History for Configuring Authentication, Authorization, and Accounting Functions

Release Modification

Release 4.2.0 Initial release

Release 5.3.1 RADIUS over IPv6 was introduced.

Release 5.3.2 Service accounting support was added for line card subscribers.

Release 6.2.1 A new MAC address format was introduced for RADIUS User-name
Attribute.

Release 6.6.3 Dynamic Policy Download over RADIUS Interface for BNG
Subscriber was introduced.

Release 7.3.1 Addded BNG support on Cisco ASR 9000 5th Generation line cards.

Release 7.3.2 Store Accounting Stop Records was introduced.

This chapter covers these topics:

 Configuring Authentication, Authorization, and Accounting Functions, on page 34
* AAA Overview, on page 34

* Using RADIUS Server Group, on page 36

* Specifying Method List, on page 38

* Defining AAA Attributes, on page 40

» Making RADIUS Server Settings, on page 53

* Balancing Transaction Load on the RADIUS Server, on page 60
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* Throttling of RADIUS Records, on page 62

* RADIUS Change of Authorization (CoA) Overview, on page 66

* User Authentication and Authorization in the Local Network, on page 74
* Service Accounting, on page 79

* Understanding Per-VRF AAA Function, on page 84

* RADIUS over IPv6, on page 85

* Dynamic Policy Download over RADIUS Interface, on page 85

* Additional References, on page 88

Configuring Authentication, Authorization, and Accounting
Functions

This chapter provides information about configuring authentication, authorization, and accounting (AAA)
functions on the BNG router. BNG interacts with the RADIUS server to perform AAA functions. A group of
RADIUS servers form a server group that is assigned specific AAA tasks. A method list defined on a server
or server group lists methods by which authorization is performed. Some of the RADIUS features include
creating specific AAA attribute formats, load balancing of RADIUS servers, throttling of RADIUS records,
Change of Authorization (CoA), and Service Accounting for QoS.

Table 12: Feature History for Configuring Authentication, Authorization, and Accounting Functions

Release Modification

Release 4.2.0 Initial release

Release 5.3.1 RADIUS over IPv6 was introduced.

Release 5.3.2 Service accounting support was added for line card subscribers.

Release 6.2.1 A new MAC address format was introduced for RADIUS User-name
Attribute.

Release 6.6.3 Dynamic Policy Download over RADIUS Interface for BNG
Subscriber was introduced.

Release 7.3.1 Addded BNG support on Cisco ASR 9000 5th Generation line cards.

Release 7.3.2 Store Accounting Stop Records was introduced.

This chapter covers these topics:

AAA Overview

AAA acts as a framework for effective network management and security. It helps in managing network
resources, enforcing policies, auditing network usage, and providing bill-related information. BNG connects
to an external RADIUS server that provides the AAA functions.

The RADIUS server performs the three independent security functions (authentication, authorization, and
accounting) to secure networks against unauthorized access. The RADIUS server runs the Remote
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Authentication Dial-In User Service (RADIUS) protocol. (For details about RADIUS protocol, refer to RFC
2865). The RADIUS server manages the AAA process by interacting with BNG, and databases and directories
containing user information.

The RADIUS protocol runs on a distributed client-server system. The RADIUS client runs on BNG (Cisco
ASR 9000 Series Router) that sends authentication requests to a central RADIUS server. The RADIUS server
contains all user authentication and network service access information.

The AAA processes, the role of RADIUS server during these processes, and some BNG restrictions, are
explained in these sections:

Authentication

The authentication process identifies a subscriber on the network, before granting access to the network and
network services. The process of authentication works on a unique set of criteria that each subscriber has for
gaining access to the network. Typically, the RADIUS server performs authentication by matching the
credentials (user name and password) the subscriber enters with those present in the database for that subscriber.
If the credentials match, the subscriber is granted access to the network. Otherwise, the authentication process
fails, and network access is denied.

Authorization

After the authentication process, the subscriber is authorized for performing certain activity. Authorization is
the process that determines what type of activities, resources, or services a subscriber is permitted to use. For
example, after logging into the network, the subscriber may try to access a database, or a restricted website.

The authorization process determines whether the subscriber has the authority to access these network resources.

AAA authorization works by assembling a set of attributes based on the authentication credentials provided
by the subscriber. The RADIUS server compares these attributes, for a given username, with information
contained in a database. The result is returned to BNG to determine the actual capabilities and restrictions
that are to be applied for that subscriber.

Accounting

The accounting keeps track of resources used by the subscriber during network access. Accounting is used
for billing, trend analysis, tracking resource utilization, and capacity planning activities. During the accounting
process, a log is maintained for network usage statistics. The information monitored include, but are not
limited to - subscriber identities, applied configurations on the subscriber, the start and stop times of network
connections, and the number of packets and bytes transferred to, and from, the network.

BNG reports subscriber activity to the RADIUS server in the form of accounting records. Each accounting
record comprises of an accounting attribute value. This value is analyzed and used by the RADIUS server for
network management, client billing, auditing, etc.

The accounting records of the subscriber sessions may timeout if the BNG does not receive acknowledgments
from the RADIUS server. This timeout can be due to RADIUS server being unreachable or due to network
connectivity issues leading to slow performance of the RADIUS server. If the sessions on the BNG are not
acknowledged for their Account-Start request, loss of sessions on route processor fail over (RPFO) and other
critical failures are reported. It is therefore recommended that a RADIUS server deadtime be configured on
the BNG, to avoid loss of sessions. Once this value is configured, and if a particular session is not receiving
an accounting response even after retries, then that particular RADIUS server is considered to be non-working
and further requests are not sent to that server.

The radius-server deadtime limit command can be used to configure the deadtime for RADIUS server. For
details, see Configuring RADIUS Server Settings, on page 53.
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Note

* On session disconnect, transmission of the Accounting-Stop request to RADIUS may be delayed for a
few seconds while the system waits for the "final" session statistics to be collected from the hardware.
The Event-Timestamp attribute in that Accounting-Stop request should, however, reflect the time the
client disconnects, and not the transmission time.

Using RADIUS Server Group

A RADIUS server group is a named group of one or more RADIUS servers. Each server group is used for a
particular service. For example, in an AAA network configuration having two RADIUS server groups, the
first server group can be assigned the authentication and authorization task, while the second group can be
assigned the accounting task.

Server groups can include multiple host entries for the same server. Each entry, however, must have a unique
identifier. This unique identifier is created by combining an IP address and a UDP port number. Different
ports of the server, therefore, can be separately defined as individual RADIUS hosts providing a specific AAA
service. In other words, this unique identifier enables RADIUS requests to be sent to different UDP ports on
the same server. Further, if two different host entries on the same RADIUS server are configured for the same
service (like the authentication process), then the second host entry acts as a fail-over backup for the first one.
That is, if the first host entry fails to provide authentication services, BNG tries with the second host entry.
(The RADIUS host entries are tried in the order in which they are created.)

For assigning specific actions to the server group, see Configuring RADIUS Server Group, on page 36.

Configuring RADIUS Server Group

Perform this task to define a named server group as the server host.

SUMMARY STEPS
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configure

aaa group server radius name

accounting accept radius attribute list name

authorization reply accept radius attribute list_name

deadtime limit

load-balance method least-outstanding batch-size size ignore-preferred-server

server host_name acct-port accounting port_number auth-port authentication_port_number
source-interface name value

vrf name

Use the commit or end command.
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DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSP0O/CPUO:router# configure
Step 2 aaa group server radius name Configures the RADIUS server group named rl.
Example:
RP/0/RSP0O/CPUO:router (config) # aaa group server
radius rl
Step 3 accounting accept radius_attribute_list_name Configures the radius attribute filter for the accounting
rocess to accept only the attributes specified in the list.
Example: P prony P
RP/0/RSP0O/CPUO:router (config-sg-radius) # accounting
accept att list
Step 4 authorization reply accept radius_attribute list_ name| Configures the radius attribute filter for the authorization
rocess to accept only the attributes specified in the list.
Example: P ptonty P
RP/0/RSPO/CPUO: router (config-sg-radius) # authorization|
reply accept att listl
Step 5 deadtime [limit Configures the RADIUS server-group deadtime. The
Example: deadtime limit is configured in minutes. The range is from
ple: 1 to 1440, and the default is 0.
RP/0/RSP0/CPUO:router (config-sg-radius) # deadtime|
40
Step 6 load-balance method least-outstanding batch-size Configures load balancing batch size after which the next
size ignore-preferred-server host is picked.
Example:
RP/0/RSP0/CPUO: router (config-sg-radius) # load-balance]
method least-outstanding batch-size 50
ignore-preferred-server
Step 7 server host_name acct-port accounting _port_number | Specifies the radius server, and its IP address or host name.

auth-port authentication_port_number

Example:

RP/0/RSP0O/CPUO: router (config-sg-radius) # server
1.2.3.4 acct-port 455 auth-port 567

Configures the UDP port for RADIUS accounting and
authentication requests. The accounting and authentication
port number ranges from 0 to 65535. If no value is
specified, then the default is 1645 for auth-port, and 1646
for acct-port.

From Cisco IOS XR Software Release 5.3.1 and later, IPv6
address can also be configured for the RADIUS server.
But, the host name option is supported only for IPv4
domain, and not for IPv6.
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Command or Action

Purpose

Step 8 source-interface name value Configures the RADIUS server-group source-interface
name and value for Bundle-Ether.
Example:
RP/0/RSP0O/CPUO: router (config-sg-radius) # source-interface
Bundle-Ether 455
Step 9 vrf name Configures the vrf to which the server radius group
belongs.
Example: &
RP/0/RSPO/CPUO:router (config-sg-radius) # vrf vrf 1
Step 10 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Radius Server-Group: An example

configure

aaa group server radius rl
accounting accept rl r2
authorization reply accept al a2
deadtime 8

load-balance method least-outstanding batch-size 45 ignore-preferred-server
server host name acct-port 355 auth-port 544

source-interface Bundle-Ether100.10
vrf vrf 1
|

end

Specifying Method List

Method lists for AAA define the methods using which authorization is performed, and the sequence in which
these methods are executed. Before any defined authentication method is performed, the method list must be
applied to the configuration mechanism responsible for validating user-access credentials. The only exception
to this requirement is the default method list (named "default"). The default method list is automatically
applied if no other method list is defined. A defined method list overrides the default method list.
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On BNG, you have to specify the method list and the server group that will be used for AAA services. For
specifying method lists, see Configuring Method Lists for AAA, on page 39.

Configuring Method Lists for AAA

Perform this task to assign the method list to be used by the server group for subscriber authentication,
authorization, and accounting.

SUMMARY STEPS
1. configure
2. aaaauthentication subscriber default method-list-name group server-group-name
3. aaaauthorization subscriber default method-list-name group server-group-name |radius
4. aaaaccounting subscriber default method-list-name group server-group-name
5. Use the commit or end command.
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 aaaauthentication subscriber default method-list-name | Configures the method-list which will be applied by default
group server-group-name for subscriber authentication. You can either enter 'default'
or a user-defined name for the AAA method-list. Also, enter
the name of the server group, on which the method list is
applied.

Example:

RP/0/RSPO/CPUO: router (config)# aaa authentication
subscriber default methodl group groupl radius
group group2 group group3 ...

Step 3 aaaauthorization subscriber default method-list-name| Configures the method-list which will be applied by default
group server-group-name |radius for subscriber authorization. You can either enter 'default’
or a user-defined name for the AAA method-list. Also, enter
the name of the server group, on which the method list is
applied.

Example:

RP/0/RSPO/CPUO:router (config)# aaa authorization
subscriber default methodl group groupl radius
group group2 group group3 ...

Step 4 aaa accounting subscriber default method-list-name | Configures the method-list which will be applied by default
group server-group-name for subscriber accounting. You can either enter 'default' or
a user-defined name for the AAA method-list. Also, enter

Example: . o
P the name of the server group, on which the method list is
applied.
RP/0/RSPO/CPUO:router (config)# aaa accounting
subscriber default methodl group groupl radius
group group2 group group3 ...
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
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Command or Action Purpose

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring Method-list for AAA: An example

configure

aaa authentication subscriber default group radius group rad2 group rad3..

aaa authorization subscriber default group radius group radl group rad2 group rad3..
aaa accounting subscriber default group radius group radl group rad2 group rad3..

|

|

end

Defining AAA Attributes

The AAA attribute is an element of RADIUS packet. A RADIUS packet transfers data between a RADIUS
server and a RADIUS client. The AAA attribute parameter, and its value - form a Attribute Value Pair (AVP).
The AVP carries data for both requests and responses for the AAA transaction.

The AAA attributes either can be predefined as in Internet Engineering Task Force (IETF) attributes or vendor
defined as in vendor-specific attributes (VSAs). For more information about the list of BNG supported
attributes, see RADIUS Attributes, on page 523.

The RADIUS server provides configuration updates to BNG in the form of attributes in RADIUS messages.
The configuration updates can be applied on a subscriber during session setup through two typical methods—
per-user attributes, which applies configuration on a subscriber as part of the subscriber's authentication Access
Accept, or through explicit domain, port, or service authorization Access Accepts. This is all controlled by
the Policy Rule Engine's configuration on the subscriber.

When BNG sends an authentication or an authorization request to an external RADIUS server as an Access
Request, the server sends back configuration updates to BNG as part of the Access Accept. In addition to
RADIUS configuring a subscriber during setup, the server can send a change of authorization (CoA) message
autonomously to the BNG during the subscriber's active session life cycle, even when the BNG did not send
arequest. These RADIUS CoA updates act as dynamic updates, referencing configured elements in the BNG
and instructing the BNG to update a particular control policy or service policy.

BNG supports the concept of a "service", which is a group of configured features acting together to represent
that service. Services can be represented as either features configured on dynamic-templates through CLI, or
as features configured as RADIUS attributes inside Radius Servers. Services are activated either directly from
CLI or RADIUS through configured "activate" actions on the Policy Rule Engine, or through CoA

"activate-service" requests. Services can also be deactivated directly (removing all the involved features within
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the named service) through configured "deactivate" action on the Policy Rule Engine or through CoA
"deactivate-service" requests.

The attribute values received from RADIUS interact with the subscriber session in this way:

* BNG merges the values received in the RADIUS update with the existing values that were provisioned
statically by means of CLI commands, or from prior RADIUS updates.

* In all cases, values received in a RADIUS update take precedence over any corresponding CLI provisioned
values or prior RADIUS updates. Even if you reconfigured the CLI provisioned values, the system does
not override session attributes or features that were received in a RADIUS update.

* Changes made to CLI provision values on the dynamic template take effect immediately on all sessions
using that template, assuming the template features have not already been overridden by RADIUS. Same
applies to service updates made through CoA "service-update" requests.

AAA Attribute List

An attribute list is named list that contains a set of attributes. You can configure the RADIUS server to use a
particular attribute list to perform the AAA function.

To create an attribute list, see Configuring RADIUS Attribute List, on page 47.

AAA Attribute Format

It is possible to define a customized format for some attributes. The configuration syntax for creating a new
format is:

aaa attribute format <format-name> format-string [length] <string> *[<Identity-Attribute>]

where:

» format-name — Specifies the name given to the attribute format. This name is referred when the format
is applied on an attribute.

* length — (Optional) Specifies the maximum length of the formatted attribute string. If the final length
of the attribute string is greater than the value specified in LENGTH, it is truncated to LENGTH bytes.
The maximum value allowed for LENGTH is 255. If the argument is not configured, the default is also
255.

» string — Contains regular ASCII characters that includes conversion specifiers. Only the % symbol is
allowed as a conversion specifier in the STRING. The STRING value is enclosed in double quotes.

* Identity-Attribute — Identifies a session, and includes user-name, ip-address, and mac-address. A list
of currently-defined identity attributes is displayed on the CLI.

Once the format is defined, the FORMAT-NAME can be applied to various AAA attributes such as username,
nas-port-ID, calling-station-ID, and called-station-ID. The configurable AAA attributes that use the format
capability are explained in the section Creating Attributes of Specific Format, on page 42.

To create a customized nas-port attribute and apply a predefined format to nas-port-1D attribute , see Configuring
RADIUS Attribute Format, on page 48.

Specific functions can be defined for an attribute format for specific purposes. For example, if the input
username is "text@abc.com", and only the portion after "@" is required as the username, a function can be
defined to retain only the portion after "@" as the username. Then, "text" is dropped from the input, and the
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new username is "abc.com". To apply username truncation function to a named-attribute format, see Configuring
AAA Attribute Format Function, on page 51.

Creating Attributes of Specific Format

BNG supports the use of configurable AAA attributes. The configurable AAA attributes have specific
user-defined formats. The following sections list some of the configurable AAA attributes used by BNG.

Username

BNG has the ability to construct AAA username and other format-supported attributes for subscribers using
MAC address, circuit-ID, remote-ID, and DHCP Option-60 (and a larger set of values available in CLI). The
DHCP option-60 is one of the newer options that is communicated by the DHCP client to the DHCP server

in its requests; it carries Vendor Class Identifier (VCI) of the DHCP client's hardware.

The MAC address attribute is specified in the CLI format in either of these forms:
» mac-address: for example, 0000.4096.3e4a

» mac-address-ietf: for example, 00-00-40-96-3E-4A
» mac-address-raw: for example, 000040963e4a

» mac-address-custom1: for example, 01.23.45.67.89.AB

(This particular MAC address format is available only from Cisco IOS XR Software Release 6.2.1 and
later).

An example of constructing a username in the form "mac-address@vendor-class-ID" is:

aaa attribute format USERNAME-FORMAT format-string “$s@%s” mac-address dhcp-vendor-class

NAS-Port-1D

The NAS-Port-ID is constructed by combining BNG port information and access-node information. The BNG
port information consists of a string in this form:

"eth phy slot/phy subslot/phy port:XPI.XCI"
For 802.1Q tunneling (QinQ), XPI is the outer VLAN tag and XCI is the inner VLAN tag.

If the interface is QinQ, the default format of nas-port-ID includes both the VLAN tags; if the interface is
single tag, it includes a single VLAN tag.

In the case of a single VLAN, only the outer VLAN is configured, using this syntax:
<slot>/<subslot>/<port>/<outer vlan>

In the case of QinQ, the VLAN is configured using this syntax:
<slot>/<subslot>/<port>/<inner vlan>.<outer vlan>

In the case of a bundle-interface, the phy_slot and the phy_subslot are set to zero (0); whereas the phy port
number is the bundle number. For example, 0/0/10/30 is the NAS-Port-ID for a Bundle-Ether10.41 with an
outer VLAN value 30.

The nas-port-ID command is extended to use the 'nas-port-type' option so that the customized format (configured
with the command shown above) can be used on a specific interface type (nas-port-type). The extended
nas-port-ID command is:
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aaa radius attribute nas-port-id format <FORMAT NAME> [type <NAS PORT_ TYPE>]

If 'type' option is not specified, then the nas-port-ID for all interface types is constructed according to the
format name specified in the command. An example of constructing a maximum 128 byte NAS-Port-ID, by
combining the BNG port information and Circuit-ID is:

aaa attribute format NAS-PORT-ID-FORMAT1 format-string length 128 “eth $%$s/%s/%s:%s.%s %s”
physical-slot physical-subslot physical-port outer-vlan-Id inner-vlan-id circuit-id-tag

An example of constructing the NAS-Port-ID from just the BNG port information, and with "0/0/0/0/0/0"
appended at the end for circuit-1D, is:

aaa attribute format NAS-PORT-ID-FORMAT2 format-string “eth %s/%s/%s:%s.%s 0/0/0/0/0/0”
physical-slot physical-subslot physical-port outer-vlan-Id inner-vlan-id

An example of constructing the NAS-Port-ID from just the Circuit-ID is:
aaa attribute format NAS-PORT-ID-FORMAT3 format-string “%$s” circuit-id-tag

The NAS-Port-ID formats configured in the above examples, can be specified in the nas-port-ID command,
thus:

For IPoEoQINQ interface:-
aaa radius attribute nas-port-id format NAS-PORT-ID-FORMAT1 type 41

For Virtual IPoEoQINQ interface:-
aaa radius attribute nas-port-id format NAS-PORT-ID-FORMAT2 type 44

For IPOEoE interface:-
aaa radius attribute nas-port-id format NAS-PORT-ID-FORMAT3 type 39

NAS-Port-Type on Interface or VLAN Sub-interface

In order to have different production models for subscribers on the same BNG router, but different physical
interfaces of same type, the NAS-Port-Type is made configurable for each physical interface, or VLAN
sub-interface. With a different NAS-Port-Type value configured on the interface, the NAS-Port and
NAS-Port-ID gets formatted according to the formats defined globally for the new NAS-Port-Type configured
on the interface, instead of the actual value of NAS-Port-Type that the interface has. This in turn sends different
formats of NAS-Port, NAS-Port-ID and NAS-Port-Type to the RADIUS server for the subscribers under
different production models.

In the case of sub-interfaces, the hierarchy to be followed in deciding the format of NAS-Port-Type to be sent
to the RADIUS server is:

1. Verify whether the NAS-Port-Type is configured on the sub-interface in which the subscriber session
arrives.

2. If NAS-Port-Type is not configured on the sub-interface, verify whether it is configured on the main
physical interface.

The format of NAS-Port or NAS-Port-ID is based on the NAS-Port-Type retrieved in Step 1 or Step 2.

3. IfNAS-Port-Type is configured on neither the sub-interface nor the main physical interface, the format
of NAS-Port or NAS-Port-ID is based on the format of the default NAS-Port-Type of the sub-interface.

4. If a NAS-Port or NAS-Port-ID format is not configured for the NAS-Port-Type retrieved in steps 1, 2 or
3, the format of NAS-Port or NAS-Port-ID is based on the default formats of NAS-Port or NAS-Port-ID.

Use this command to configure NAS-Port-Type per interface or VLAN sub-interface:
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aaa radius attribute nas-port-type <nas-port-type>
where:
<nas-port-type> is either a number ranging from 0 to 44, or a string specifying the nas-port-type.

Refer Configuring RADIUS Attribute Nas-port-type, on page 49.

Calling-Station-ID and Called-Station-1D

BNG supports the use of configurable calling-station-ID and called-station-ID. The calling-station-ID is a
RADIUS attribute that uses Automatic Number Identification (ANI), or similar technology. It allows the
network access server (NAS) to send to the Access-Request packet, the phone number from which the call
came from. The called-station-ID is a RADIUS attribute that uses Dialed Number Identification (DNIS), or
similar technology. It allows the NAS to send to the Access-Request packet, the phone number that the user
called from.

The command used to configure the calling-station-ID and called-station-ID attributes is:

aaa radius attribute calling-station-id format <FORMAT NAME>

aaa radius attribute called-station-id format <FORMAT NAME>

Examples of constructing calling-station-ID from mac-address, remote-ID, and circuit-ID are:

aaa radius attribute calling-station-id format CLID-FORMAT

”

aaa attribute format CLID-FORMAT format-string “$s:%s:%s” client-mac-address-ietf

remote-id-tag circuit-id-tag

Examples of constructing called-station-ID from mac-address, remote-ID, and circuit-ID are:

aaa radius attribute called-station-id format CLDID-FORMAT

aaa attribute format CLDID-FORMAT format-string “%$s:%s” client-mac-address-raw circuit-id-tag

NAS-Port Format

NAS-Port is a 4-byte value that has the physical port information of the Broadband Remote Access Server
(BRAS), which connects the Access Aggregation network to BNG. It is used both by Access-Request packets
and Accounting-Request packets. To uniquely identify a physical port on BRAS, multiple pieces of information
such as shelf, slot, adapter, and so on is used along with the port number. A configurable format called format-e
is defined to allow individual bits or group of bits in 32 bits of NAS-Port to represent or encode various pieces
that constitute port information.

Individual bits in NAS-Port can be encoded with these characters:
» Zero: 0
* One: 1
* PPPoX slot: S
* PPPoX adapter: A

* PPPoX port: P
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* PPPoX VLAN Id: V

* PPPoX VPI: 1

* PPPoX VCI: C

* Session-Id: U

* PPPoX Inner VLAN ID: Q

aaa radius attribute nas-port format e [string] [type {nas-port-type}]

The above command is used to configure a format-e encode string for a particular interface of NAS-Port type
(RADIUS attribute 61). The permissible nas-port type values are:

Nas-port-types Values Whether value can be| Whether value can be
derived from configured on the
associated interface |interface configuration

mode

ASYNC 0 No Yes

SYNC 1 No Yes

ISDN 2 No Yes

ISDN V120 3 No Yes

ISDN V110 4 No Yes

VIRTUAL 5 No Yes

ISDN_PIAFS 6 No Yes

X75 9 No Yes

ETHERNET 15 No Yes

PPPATM 30 No Yes

PPPOEOA 31 No Yes

PPPOEOE 32 Yes Yes

PPPOEOVLAN 33 Yes Yes

PPPOEOQINQ 34 Yes Yes

VIRTUAL PPPOEOE 35 Yes Yes

VIRTUAL PPPOEOVLAN 36 Yes Yes

VIRTUAL PPPOEOQINQ 37 Yes Yes

IPSEC 38 No Yes

IPOEOE 39 Yes Yes
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Nas-port-types Values Whether value can be| Whether value can be
derived from configured on the
associated interface |interface configuration

mode

IPOEOVLAN 40 Yes Yes

IPOEOQINQ 41 Yes Yes

VIRTUAL IPOEOE 42 Yes Yes

VIRTUAL TPOEOVLAN 43 Yes Yes

VIRTUAL TPOEOQINQ 44 Yes Yes

Examples:

For non-bundle: GigabitEthernet0/1/2/3.11.pppoe5

where:

PPPoE0QinQ (assuming 2 vlan tags): interface-type

1: slot

2: adapter

3: port

vlan-ids: whatever the outer and inner vlan-ids received in the PADR were
5: session-id

aaa radius attribute nas-port format e SSAAPPPPQQOQOQQQQQQQVVVVVVVVVVUUUU type 34
Generated NAS-Port: 01100011000Q0000QQQVVVVVVVVVV0101

For bundle: Bundle-Etherl7.23.pppoe8

where:

Virtual-PPPoEoQinQ (assuming 2 vlan tags): interface-type

0: slot

0: adapter

17 (bundle-id): port

Vlan-Ids: whatever the outer and inner vlan-ids received in the PADR were.
8: session-id

aaa radius attribute nas-port format e PPPPPPQQOQQQQQQQQVVVVVVVVVVUUUUUU type 37
Generated NAS-Port: 0100010Q000Q00QQVVVVVVVVVV000101

NAS-port format for IP/DHCP sessions are represented in these examples:

For IPoEOVLAN interface type:
aaa radius attribute nas-port format e SSAAAPPPPPVVVVVVVVVVVVVVVVVVVVVV type 40

For IPoEoQinQ:
aaa radius attribute nas-port format e SSAAAPPPPPQQOQOOQQQQQQQVVVVVVVVVVV type 41

For virtual IPoEoOVLAN:
aaa radius attribute nas-port format e PPPPPPPPVVVVVVVVVVVVVVVVUUUUUUUU type 43

NAS-port format for PPPoE sessions are represented in these examples:

For PPPoEOVLAN interface type:
aaa radius attribute nas-port format e SSAAAPPPPPVVVVVVVVVVVVVVVVVVUUUU type 33
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For Virtual PPPoEOVLAN:.

Configuring RADIUS Attribute List .

aaa radius attribute nas-port format e PPPPPPPPVVVVVVVVVVVVVVVVUUUUUUUU type 36

\)

Note

If a NAS-Port format is not configured for a NAS-Port-Type, the system looks for a default CLI configuration

for the NAS-Port format. In the absence of both these configurations, for sessions with that particular
NAS-Port-Type, the NAS-Port attribute is not sent to the RADIUS server.

Configuring RADIUS Attribute List

Perform this task to create a RADIUS attribute list that is used for filtering authorization and accounting

attributes.

SUMMARY STEPS

configure

radius-server attributelist listname
attribute list_of radius attributes
attribute vendor-id vendor-type number
vendor-type vendor-type-value

Use the commit or end command.

o0k wN-=

DETAILED STEPS

Command or Action

Purpose

Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 radius-server attributelist listhame Defines the name of the attribute list.
Example:
RP/0/RSPO/CPUO:router (config) # radius-server
attribute list 11
Step 3 attribute list_of radius attributes Populates the list with radius attributes.
Example: Note For more information about supported attributes,
see RADIUS Attributes, on page 523 .
RP/0/RSPO/CPUO: router (config-attribute-filter) # attribute
al, a2
Step 4 attribute vendor-id vendor-type number Configures the attribute filtering to be applied to vendor

Example:

RP/0/RSP0O/CPUO:router (config) # attribute vendor-id
6456

specific attributes (VSAs) by allowing vendor specific
information for VSAs to be specified in radius attribute list
CLI. Vendor specific information comprises of vendor-id,
vendor-type, and optional attribute name in case of Cisco
generic VSA. The vendor-id ranges from 0 to 4294967295.
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Command or Action

Purpose

Step 5 vendor-type vendor-type-value Configures the vendor specific information such as the
vendor-type to be specified in radius attribute list. The range
Example: )
of the vendor-type value is from 1 to 254.
RP/0/RSPO/CPUO: router (config-attribute-filter-vsa) #
vendor-type 54
Step 6 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

» Cancel —Remains in the configuration session,
without committing the configuration changes.

Configuring RADIUS Attribute List: An example

configure

radius-server attribute list list ! attribute B C

attribute vendor-id vendor-type 10
vendor-type 30
|

end

Configuring RADIUS Attribute Format

Perform this task to the define RADIUS attribute format for the nas-port attribute, and apply a predefined

format on nas-port-1D attribute.

SUMMARY STEPS
1. configure
2. aaaradiusattribute
3. nas-port format estring type nas-port-type value
4. nas-port-id format format name
5. Use the commit or end command.
DETAILED STEPS

Command or Action

Purpose

Step 1

configure

Example:

Enters global configuration mode.
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Command or Action

Purpose

RP/0/RSPO/CPUO: router# configure

Step 2 aaaradius attribute Configures the AAA radius attribute.
Example:
RP/0/RSPO/CPUO:router (config) # aaa radius attribute
Step 3 nas-port format estring type nas-port-type value Configures the format for nas-port attribute. The string
Example: represents a 32 character string representing the format to
ple: be used. The nas-port-value ranges from 0 to 44.
RP/0/RSP0O/CPUO:router (config) # nas-port format e
formatl type 30
Step 4 nas-port-id format format name Applies a predefined format to the nas-port-ID attribute.
Example:
RP/0/RSPO/CPUO:router (config) # nas-port-id format]
format2
Step 5 Use the commit or end command. commit —Saves the configuration changes and remains

within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

» No —Exits the configuration session withou