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Introduction to the Web User Interface

The Web User Interface (WebUI) provides network administrators with a single solution for provisioning,
monitoring, and optimizing devices. After you complete the hardware installation, you need to setup the device
with a configuration required to enable traffic to pass through the network. On your first day with your new
device, you can perform a number of tasks to ensure that your device is online, reachable and easily configured.
This is referred to as the Day 0 interface.

A\

Note A Day 0 configuration is defined as a device that is fresh out of the box with no startup-configuration.

After the initial Day 0 configuration, the WebUI can be used for day to day configuration.

Once the router boots up in Day 0, the PC can connect to the 192.168.1.x network and can access WebUI
using the IP address of 192.168.1.1 with any browser. After the configuration is applied through the WebUI,
the router will display the message "Day 0 config done. Stopping autoinstall".
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Day 0 Cellular Mode

Cisco IOS XE release 17.9.1 provides new functionality allowing the router to be configured on Day 0 through
the cellular pluggable module. This assumes a cellular pluggable module is already installed.

This mode helps configuring the Cellular APN, assuming the customer gets a private APN (or private LTE/SG)
as WAN backhaul. By doing so, the APN value is stored in the modem. Once the router reboots, it is reset to
factory-default, enabling the router to perform PnP over Cellular when private APN is used.

\)

Note Advanced Mode is needed in order to set up Cellular WAN, including public or private APN. This should be
provided by your SIM's service provider.

)

Note The pluggable interface is not hot swappable. If you wish to change a SIM, power off the router.

The steps to configure through the cellular pluggable module follow:

1. Select the Cellular interface in the WAN type.
2. Enter the APN name.

3. There is no need to select a backup WAN.

4

Reboot the router.

PnP will now be able to run with private APN to connect to IOS OD, vManage, or DNA-C.

Day 0 Web User Interface

Effective with IOS-XE Release 17.1.1, the Day 0 Web User Interface (WebUI) will be supported on the
IR1101. Day 0 WebUTI is supported only on LAN ports. These are FastEthernet ports 0/0/1 — 0/0/4 on the
IR1101. Connect either a Windows, Linux or Mac PC/Laptop to one of the LAN ports of the IR1101 and boot
the router on Day 0. The PC/Laptop should be configured to obtain an IP address through DHCP.

Additional Modem Support for CAT 6 and CAT 7 Cellular
Pluggable Modules

This release offers support for additional modems on the IR1101 and the IR1800.

The LTE Cat6 Pluggable Interface Modules (PIMs) will be updated with Cat7 modems. The following table
shows the product transition:
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Table 1: Cat6 to Cat7 Transition

Cat6 (Current) Cat7 (Refreshed)
Sierra Wireless EM7455/7430 Sierra Wireless EM7411/7421/7431
Cat6 LTE Advanced Cat7 LTE Advanced

The following are the new PIDs that will be available:
* P-LTEA7-NA
* P-LTEA7-EAL
* P-LTEA7-JP
* P-5GS6-R16SA

| A

Important  For the new PIDs mentioned above, the following cellular functions have not been tested, and are not supported
with IOS XE release 17.13.1 although the CLI commands may permit:

* GNSS/NMEA
¢ Cellular Dying-Gasp
* ¢SIM/eUICC support

)

Note There is no new or changed command line interface with these new modems.

Additional Modem Support for Cellular Pluggable Modules

Cisco IOS-XE Release 17.14.1 enhances connectivity options and throughput on the IR1101 and IR1800
platforms by supporting additional cellular modems:

* CAT 7 Modems:
* P-LTEA7-NA
* P-LTEA7-EAL
* P-LTEAT7-JP

* 5G Modem:
* P-5GS6-R16SA-GL
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\)

Note

CAT 7 modems support GNSS and NMEA streaming, while currently P-5GS6-R16SA-GL module does not
support GPS and NMEA streaming.

Galileo Support on the LTE Pluggable Modules

With Cisco IOS XE 17.11.1a and earlier, the only GNSS constellation supported was GPS. This release
introduces support for Galileo.

\)

Note

Only ONE constellation can be enabled at a time.

There are new CLI options available to support the new constellation:

Configuration Commands

config# controller cellular <slot/port>
(config-controller)# <no> lte gps constellation <gps | galileo | gnss >

Example:

(config-controller) #l1te gps constellation ?

\}

galileo select Galileo as active constellation
gps select GPS as active constellation
gnss select multiple GNSS as active constellation

Note

The default setting is gps mode.

The new galileo and gnss options in the above CLI are used to configure Galileo and Multiple/Simultaneous
GNSS (GPS + Galileo etc) respectively.

If you disable the GPS configuration, ensure there is no constellation configured, consistent with GPS mode
configuration. For example:

config# controller Cellular 0/1/0
(config-controller)# no lte gps constellation gps

Show Commands

The following example shows the current GNSS constellation as Galileo:

#show cellular 0/1/0 gps detail

GPS Feature = enabled

GPS Mode Configured = standalone

Current Constellation Configured = galileo | gps | gnss
GPS Port Selected = Dedicated GPS port

GPS Status = GPS acquiring

Any changes made to the configuration will require the router to be rebooted.

More information is available in the Cellular Pluggable Interface Module Configuration Guide.
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GPS Mode Enabled By Default

In IOS XE versions prior to 17.9.1, GPS was enabled by defaut, however, GPS Mode was disabled by default.
This required that the user perform an additional modem power-cycle after the router came up in order to use
GPS.

Starting with IOS XE 17.9.1, GPS Mode will be enabled by default, and will be set to standalone mode. This
will help reduce the cellular link up time.

\)

Note This only applies to the cellular based GPS. This does not apply to the GPS/GNSS module in IR1800 (DR
module), IR8140 (native GPS) and IR8340 (Timing module).

Use the following command to check cellular GPS status:

Router# show cellular <slot> gps
auto-reset Enable reset modem automatically after configuring GPS enable or mode

Guidelines and Limitations

The following are Guidelines and Limitations for the IR1101 and the IR1800:

IR1101

Effective with IOS-XE Release 17.3.1, the Day 0 Web User Interface (WebUTI) will be supported on the
IR1101. Day 0 WebUTI is supported only on LAN ports. These are FastEthernet ports 0/0/1 — 0/0/4 on the
IR1101. Connect a PC to one of the LAN ports of the IR1101 and boot the router on Day 0. The PC can be
configured to use DHCP or with a static IP address of 192.168.1.2/255.255.255.0.

The following are limitations to the Day 0 feature:

» The WebUI is not supported on the 1G port because this interface is dedicated to PnP. It is only supported
on the 100M ports 1-4.

* Plug and Play (PNP) cannot be used if router is being used to configure using Day 0 WebUI as PNP will
be aborted once the configuration is applied through Day 0 WebUI.

» Starting from release 17.1.2, an explicit write memory is not needed once the configuration is applied
through the WebUI.

IR1800

The Day 0 Web User Interface (WebUI) is supported on the IR1800. Day 0 WebUI is supported only on LAN
ports. These are GigabitEthernet ports 0/1/0 — 0/1/3 on the IR1800. Connect a PC to one of the LAN ports of
the IR1800 and boot the router on Day 0. The PC can be configured to use DHCP or with a static IP address
0f 192.168.1.2/255.255.255.0.

The following are limitations to the Day 0 feature:

» The WebUI is not supported on the GigabitEthernet 0/0/0 port. It is only supported on the LAN ports
GigabitEthernet0/1/0 through GigabitEthernet0/1/3.
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* Plug and Play (PNP) cannot be used if router is being used to configure using Day 0 WebUI as PNP will
be aborted once the configuration is applied through Day 0 WebUI.

Configuring Your Computer to Connect to the Router

The following section provides guidance for configuring your computer to properly interface with the IR1101.

You can access the application from a client web browser. Ensure that the following web client requirements
are met:

» Hardware—A Mac (OS version 10.9.5) or Windows (OS version 10) laptop or desktop compatible with
one of the following tested and supported browsers:

* Google Chrome 59 or later
* Mozilla Firefox 54 or later
* Apple Safari 10 or later

* Microsoft Edge browser

* Display resolution—We recommend that you set the screen resolution to 1280 x 800 or higher.

Connecting to the Router Using DHCP

Set up the DHCP Client Identifier on the client to get the IP address from the router, and to be able to
authenticate with Day 0 login credentials.

Setting up the DHCP Client Identifier on the client for Windows

1. Type regedit in the Windows search box on the taskbar and press enter.
2. If prompted by User Account Control, click Yesto open the Registry Editor.

3. Navigate to

Computer\HKEY _L OCAL_MACHINE\SY STEM\CurrentControl Set\Ser vices\ T cpip\Par ameter s nter faces\
and locate the Ethernet Interface Global Unique | dentifier (GUID).

4. Add anew REG_BINARY DhcpClientldentifier with Data 77 65 62 75 69 for webui. You need to
manually type in the value.
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Figure 1: Setting up DHCP Client Identifier on Windows

Connecting to the Router Using DHCP .

5. Restart the PC for the configuration to take effect.

Setting up the DHCP Client Identifier on the client for MAC
1. Go to System Preferences >Network >Advanced >TCP >DHCP Client I D: and enter webuli.

]
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Figure 2: Setting up DHCP Client Identifier on MAC
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Cancel OK

2. Click OK to save the changes.

Continuing with the Configuration Wizard

The bootup script runs the configuration wizard, which prompts you for basic configuration input: (Would
you liketo enter theinitial configuration dialog? [yes/no]: ). To configure Day 0 settings using the web
UI, do not enter a response. Perform the following tasks instead:

1. Make sure that no devices are connected to the router.

2. Connect one end of an ethernet cable to one of the downlink (non-management) ports on the active
supervisor and the other end of the ethernet cable to the host (PC/MAC).

3. Set up your PC/MAC as a DHCP client, to obtain the IP address of the router automatically. You should
get an IP address within the 192.168.1.x/24 range.
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Figure 3: Obtaining the IP Address

ems > Network Connections

his connection

:

:

View status of this connection

Rename this connection
Cisco AnyConnect Secure ." iy
Mobility Client Connection

n 2
Lisabled “-

Ethernet
Unidentified network

Intel(R) Ethernet Connectio...

Configuring Basic Mode WebUI through the Browser .

v O

Change settings of this connection =
." Npcap Loopback Adapter

- E ed
cap Loopback Adapter

VMware Network Adaj Network Connection Details
VMnet8

Enabled : =
T Network Connection Details:

Lease Obtained
Lease Expires
IPv4 Default Gateway

IPv4 DHCP Server 192.168.1.1
IPv4 DNS Server 192.168.1.1
IPv4 WINS Server

NetBIOS over Tcpip Enabl.. Yes

Property Value

Connection-specific DNS S...

Description Intel(R) Ethernet Connection (4) 1219-LM
Physical Address 54-EE-75-DC-9F-06

DHCP Enabled Yes

IPv4 Address 192.168.1.3

IPv4 Subnet Mask 2552552550

Tuesday. June 11,2019 8:25:33 AM
Wednesday, June 12, 2019 12:40:20 PM

It may take up to three mins. You must complete the Day 0 setup through the web Ul before using the
router terminal.

4. Launch a web browser on the PC and enter the router IP address (https://192.168.1.1) in the
address bar.

5. Enter the Day 0 username webui and password Cisco.

Configuring Basic Mode WebUI through the Browser

The following steps guide you through the process of using the browser on your PC/laptop to configure the
WebUL

Procedure

Step 1

the Password cisco. Then click Log In.

Open your browser and enter 192.168.1.1in the address bar. The Login Screen appears. Enter the Username webui and
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Figure 4: Login Screen

afr]n
CISCcO

Usemname

Password

Language: English | B#:E

©2005-2019 - Cisco Systems, Inc. Al rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the
United States and certain other countries. All third party trademarks are the property of their respective owners. Best viewed with Edge 40, Firefox 60*, Safari 7*, Chrome 59*.

Step 2 The Welcome Screen appears. Select Advanced Mode or Basic Mode. Basic Mode allows for configuring Basic settings,
LAN, and a Primary WAN. Advanced Mode allows you to configure an additional Backup WAN, AVC, as well as
additional settings. For the purposes of this section, Basic Mode is used. Select Basic Mode.

Figure 5: Welcome Screen

Clzco WELCOME !

This device is detected as a factory-fresh device. To begin, create a new user account and launch the setup wizard
to bring up the device quickly.

@ Basic Mode

Basic Settings,LAN,Primary WAN

READ THE INSTRUCTIONS BELOW BEFORE YOU BEGIN
e Ensure that you have all the required information from your service provider to complete the configuration.
@ If you are configuring a non-3G/4G WAN connection, ensure that the physical WAN cable connection with the service provider
is installed correctly.
e |f 3G/4G is configured as WAN, ensure that the Subscriber Information Module (SIM) is inserted properly in the router slot.
® By default, the wizard enables some recommended configurations. We recommend that you keep these defaults unless you
have a reason to change them.
@ This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure
advanced features after the wizard completes successfully.

@ As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging

into the device. Changing the configuration method could lead to errors. Go To Account Creation Page >

Step 3 Click Go To Account Creation Page. The Create New Account Screen appears. Create a new Login Name and
Password to access the WebUI.
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Figure 6: Create New Account Screen

Device hardware and software details.
Create New Account®
Platform Type:

An admin user will be created with the
IR1101-K9

details below. Remember your user name
10S Installed: and password for the next time you log in
17.1.1prd8, RELEASE SOFTWARE (fc2)

Modules: Login Name
NA -
License Installed: cisco
network-essentials

Password

<Back to Welcome Screen
CREATE & LAUNCH WIZARD

Step 4 Click CREATE & LAUNCH WIZARD. The Basic Settings Screen appears. Provide a Router Name (hostname),
Domain Name, Time Zone and Date & Time Mode.

Figure 7: BASIC SETTINGS Screen

(]
o

BASIC
BASIC SETTINGS
© HELP AND TIPS
Router Name * ‘ Webui_router
Domain Name * clsco.com Router name is an identification that is given to the
. physical hardware device.
Time Zone * ‘ (GMT-07:00) Mou . With domain name set device can be uniquely
e identified as <hostname>.<domainname>
Date & Time Mode [ NTP Time . Sets the time to Coordinated Universal Time (UTC)

Mon Jul 01 2019 13:06:58 Synchronize time with NTP server

If manual time is set then the difference in time will
be adjusted at the time of configuring the device.

< Go To Account Creation Page LAN SETTINGS >

Step 5 Click LAN SETTINGS. The LAN Configuration Screen appears. Enter the webui_dhcp Pool Name, VLAN interface
IP address, and select the interface that is connected to your laptop from the list of available interfaces.
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Figure 8: LAN Configuration Screen

O——0
ol &

BASIC LAN

LAN Configuration

Pool Name* webui_dhcp l

Network * l 10.1.1.0 ‘ 255.255.255.0

© HELP AND TIPS

If you want to increase the DHCP Pool size or are
planning to create a new DHCP pool with a
different IP network for LAN, you can change it

Create and Associate Access
VLAN enasleo ([l here

Access VLAN * 20
IP Address * 10.1.1.9]
Available (3) Selected (1)
@ FastEthernet0/0/2 > @ FastEthernet0/0/1 €

@ FastEthernet0/0/3 >

m FastEthernet0/0/4 >

Step 6 Click PRIMARY WAN SETTINGS. The PRIMARY WAN SETTINGS Screen appears. Configure the WAN interface
by selecting the WAN Type and Interface from the available options. Next enter your DNS IP address information and
select Enable/Disable NAT.

Figure 9: Primary WAN Interface Screen

PRIMARY WAN

@ @
= =

BASIC
WAN Type * | Ethernet(Direct/PP. v | © HELP AND TIPS

Interface * | GigabitEthernet0/0/0 v
Select the type of WAN Connection.

Connection and Authentication
Select the Ethernet interface for configuring

Ethernet WAN.
PPPoE @ oisasLep
Select the appropriate IP address configuration

DNS / IP Address information based on whether you are configuring
an IPv4 or IPv6 address. Specify the details for the
IP address depending on whether the IP address is

Get IP automatically from ISP dynamically or statically assigned
| It is recommended to enable NAT for WAN
IP Address* | 192.168.2.1 | el

‘ Username and password are to be obtanined from

*
Subnet Mask ‘ 255.255.255.0 service provider if PPPOE option is enabled and
PAP or CHAP is prefered as authentication
Get DNS Server info directly b
from 15

<LAN SETTINGS Day 0 Config Summary >

Step 7 Click Day 0 Config Summary. The Review Summary Screen appears. Verify your entries before applying the
configuration.
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Figure 10: Summary Screen

© ©
i
BASIC LAN

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Submit to configure the device.

PRIMARY WAN SUMMARY

 Router Name: Webui_router, v Domain Name: cisco.com, v Time Zone: -7.00, + Date & Time Mode: NTP Time
v Pool Name: webui_dhcp, v Network: 10.1.1.0 (255.255.255.0), > Management Interface Configured: No

Primary WAN v WAN Interface: GigabitEthernet0/0/0, v IP Address: 192.168.2.1 (255.255.255.0), v DNS: NTP Time, v NAT: Enabled, > PPPoE: Disabled

< PRIMARY WAN SETTINGS

Step 8 (Optional) You can click on CL| Preview to see the Configuration that is being applied to the router. Close the CLI
Preview and if you are ready, Click Submit.

Figure 11: CLI Preview Screen

I Close

Step 9 After clicking on Submit, a dialog box will appear which informs you that the configuration has been applied successfully.
The new WebUI ip address is also presented.

ip domain name cisco.com
clock timezone GMT -7 00

username webui privilege 15 secret @ Y21zY28xMjNA

hostname "Webui_router"

interface vlan 20

ip address 10.1.1.1 255.255.255.0
no shutdown

vlan 20

interface FastEthernet0/@/1
switchport access vlan 20
switchport trunk native vlan 20
switchport mode access

no shutdown

ip dhcp pool webui_dhcp
dns-server 10.1.1.1

network 10.1.1.@ 255.255.255.0
import all

default-router 10.1.1.1

lease @ 2

ip dhcp excluded-address 10.1.1.1

ip dns server
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Figure 12: Submit Dialog Box

Success

Configuration successful. Please access WebUI using
the configured IP Address - 10.1.1.1.

Step 10 If you have web connectivity, the device will try to connect. It is recommended that you close the browser session and

move to the newly configured WebUI ip address.

Figure 13: Test VLAN Connection Screen

1ESL VAN LOINECuon

DNS Server

PC/Laptop ISR Router ISP / Internet
£\ GigabitEthemet0/0/0
fo—) =
© [E_=] =

10.10.10.4

#:Checking IP Address .
> Checking DNS Information
> Pinging DNS Servers

Testing WAN Connection
> Pinging a Public Domain from your router

Go to Dashboard

Configuring Advanced Mode WebUI through the Browser

The following steps guide you through the process of using the browser on your PC to configure the WebUI.

Make sure your laptop is configured to obtain an IP address through DHCP, or assign an IP address n.n.n.n
matching the default subnet.

N

Note

Advanced Mode is needed in order to set up Cellular WAN, including public or private APN.
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Procedure

Step 1 Open your browser and enter 192.168.1.1 in the address bar. The Login Screen appears. Enter the Username webui and
the Password cisco. Then click Log In.

Figure 14: Login Screen

Username

Password

Language: English | B4

©2005-2019 - Cisco Systems, Inc. Al rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the
United States and certain other countries. All third party trademarks are the property of their respective owners. Best viewed with Edge 40", Firefox 60*, Safari 7*, Chrome 59*.

Step 2 The WELCOME screen appears. Select Advanced Mode or Basic Mode. Basic Mode allows for configuring Basic
settings, LAN, and a Primary WAN. Advanced Mode allows you to configure an additional Backup WAN, AVC, as well
as additional settings. For the purposes of this section, Advanced Mode is used.

Figure 15: WELCOME Screen

il s
cisco WELCOME !

This device is detected as a factory-fresh device. To begin, create a new user

account and launch the setup wizard to bring up the device quickly

@ Advanced Mode
Backup WANAVG Addion! Setngs

READ THE INSTRUCTIONS BELOW BEFORE

« Ensure that you have all the required information from your service provider to complete the configuration
o If you are configuring a non-3G/4G WAN connection, ensure that the physical WAN cable connection with the service provider s installed correctly.

o If 3G/4G is configured as WAN, ensure that the Subscriber Information Module (SIM) is inserted properly in the router siot.

« By default, the wizard enables some We that you keep these defaults unless you have a reason to change them.

o This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure advanced features after the wizard completes
successfully.

o As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging into the device. Changing the configuration
method could lead to errors.

Go To Account Creation Page >

Step 3 Select Advanced Mode, then click Go To Account Creation Page. The Create New Account screen appears. Create a
new Login Name and Password to access the WebUI.
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Figure 16: Create New Account Screen

alialn
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e Configuration Setup Wizard
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Device hardware and software details.
Platform Type:
IRT101-K9

105 Installed:
17.5.1, RELEASE SOFTWARE (fc3)

Modules:

NA
et rEiatetvreiess we7610]
Smart Smart

<Back to Welcome Screen

Create New Account

Login Name
Password

Confirm password

-

CREATE & LAUNCH WIZARD

Step 4 Click CREATE & LAUNCH WIZARD The LAN Configuration screen appears. Provide a Pool Name, Network IP
Address, Subnet, Access VLAN, and Device IP Address. A list of available interfaces is shown to select from.

Figure 17: LAN Configuration Screen

aliali ation Setup Wizz
il Configuration Setup Wizard

o—0
BASIC ﬁ
LAN Configuration

Pool Name* 10Net-Pool
Network * 10.1.1.0
Create and Assoclate Access VLAN evao @)
Access VLAN * 1
1P Address * 0.1 o

Available (1)

(B soevicencirs N

255.255.255.0

Selected (4)

@

(@) resictnemeniorz
(@) Festethemencrors

© HELP AND TIPS

PRIMARY WAN SETTINGS >

Step 5 Click PRIMARY WAN SETTINGS. The WAN Configuration screen appears. Select the WAN Type and Interface
from the pull-downs. Provide an APN (Access Point Name) from your LTE Service Provider, and then select the DNS
and IP Address settings for your network.
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Figure 18: WAN Configuration Screen

alialn Configuration Setup Wizard

cisco
O 4

BASIC LAN PRIMARY WAN
WAN Configuration
@ HELP AND TIPS
WAN Type * 3G/4G Celulor -
Interface * Coluar0/1/0 B
Profile
Access Point Name (APN) * Ciscokineti (Djiabonss poled riama

(APN) is roquired

) conpgure usermame and pasewers it prvided by servie provicar
o rom servic provider #

DNS / IP Address

v Get ® autematically from ISP = @

Get DNS Server info directly from ISP [ves []
T (oo W

<LAN SETTINGS. BACKUR WAN SETTINGS »

Step 6 Click BACKUP WAN SETTINGS. The BACKUP WAN Configuration screen appears. Select the button to Enable or
Disable a backup WAN.

Figure 19: BACKUP WAN Configuration

alialie oonaguration Setup Wizard

cisco
O

BASIC

& )

PRIMARY WAN BACKUP WAN

50

BACKUP WAN Configuration
o @ HELP AND TIPS

Backup WAN (W osesie

type of WAN Connction.

CPRIMARY WAN SETTINGS Day 0 Config Summary >

Step 7 Click Day 0 Config Summary. The SUMMARY screen appears. Verify your entries before applying the configuration.

Figure 20: Summary Screen

alialn >
cisco Configuration Setup Wizard

(4 4 4 L]

BASIC LAN PRIMARY WAN BACKUP WAN SUMMARY

This screen provides the summary of al the steps configured as a part of the day zero configuratian. Please ciick Submit 1o configure the device.

+ Router Name: IR1101, v Domain Name: cisco.com, v Time Zone: =6, v Date & Time Mode: NTP Time, v NTP Server: pool.ntp.org, < Act as NTP Primary: No

LAN  Pool Name: 10Net-Pool, v Network: 10.1.1.0 (255.255.255.0), > Management Interface Configured: No
Primary WAN & WAN Interface: Cellular0/1/0, [P Address: NTP Time,  DNS: NTP Time,  NAT. Enabled,  APN Name: CiscoKinetic.com.attz, > Service Provider Credentials: Not Configured

Not Configured

T ==
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Step 8

Step 9

(Optional) You can click on CL| Preview to see the Configuration that is being applied to the router. Close the CLI

Preview, and if you are ready, click Submit.

Note A CLI Preview example is found at the end of this section.

After clicking on Submit, a dialog box will appear which informs you that the configuration has been applied successfully.

The new WebUI ip address is also presented.
Figure 21: Submit Dialog Box

Success

‘Configuration successful. Please access WebUI using
the configured IP Address - 10.1.1.1.

Example

The following is an example of a CLI Preview:

ip domain name cisco.com
clock timezone GMT -6 00
ntp server pool.ntp.org

username admin privilege 15 secret 0 MjclNOdsb2NrIQ==

hostname "IR1101"

interface vlan 1

ip address 10.1.1.1 255.255.255.0
no shutdown

vlan 1

interface FastEthernet0/0/1
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/2
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/3
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/4
switchport access vlan 1

. Web User Interface
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WebUI Dashboard [

switchport trunk native vlan 1
switchport mode access

no shutdown

ip dhcp pool 10Net-Pool
dns-server 10.1.1.1

network 10.1.1.0 255.255.255.0
import all

default-router 10.1.1.1

lease 0 2

ip dhcp excluded-address 10.1.1.1

ip dns server

ip dns view default
default dns forwarder
default dns forwarding
default domain lookup
default domain name-server
interface Cellular0/1/0
description primary wan

ip address negotiated
dialer in-band
dialer-group 1

pulse-time 1

shutdown

no shutdown

ip nat outside

exit

dialer-list 1 protocol ip permit

controller Cellular 0/1/0
lte sim data-profile 2 attach-profile 2 slot O

ip route 0.0.0.0 0.0.0.0 Cellular0/1/0

ip nat inside source list 197 interface Cellular0/1/0 overload
access-list 197 permit ip any any

WehbUI Dashboard

After completing the Day 0 setup, the WebUI can now be used for day to day administration. The WebUI
opens up to an easy to use dashboard.

\)

Note WebUI feature support may vary based on the license and platform type of your device.

The following figure shows the dashboard:

Web User Interface .
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Figure 22: Dashbhoard

The following table provides an overview of the dashboard.

Dashboard View dashlets that give you a snapshot of CPU and
memory utilization and system information.

Monitoring Monitor your network on a daily basis and perform
other ad hoc operations related to network device
inventory and configuration management.

Configuration Configure your device.

Administration Specify system configuration settings and user
administration settings.

Troubleshooting Troubleshoot connectivity problems and packet loss
using Ping and Traceroute, and monitor device health
and performance using web server logs and syslogs.

Cisco WebUI Access Point Name (APN)

I0S XE 17.9.1 added the ability to add, edit, or delete the APN from the Cisco WebUI Interface. The following
provides an overview of how to perform this function.

\)

Note This section only describes new functionality and is not a complete overview of the WebUI.

Adding the APN

From the WebUI, navigate to Configuration > Interface > Cellular. Double click on the cellular interface
based upon your platform.
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[ primary wan:

Not Configured

Name Y Admin Status
Cellular0/4/0 (4]
Collroar ©
Celular0/5/0 )
Celuiar0/5/1 ©

Configuration - > Interface~ > Cellular

Backup WAN
Not Configured

Y Operational Status

[N

Cisco WebUI Access Point Name (APN) .

Cellular x

Interface  Profiles  Details
Celluar Interface ~ Cellular0/d/0

Y 1P Address

unassigned <

I1Pv4 Type Easy IP (IP Negotiated)
prma

Deseription

WAN None v

NAT W oseio

Profile 1 v

cacel |

On the Cellular window, click on the Profiles tab.

Cellular x

Interface

* - Data Profile

In Y Profil
Use No.

2
* |a 1

1

> Cancel

Profiles

Details

** - LTE attach profile

e Y
APN YT

test3
nutag3

[10

Authentication Y User Y PDN
Type Name Password Y Type
None IPva
None IPv4

Y

»& Update & Apply to Device

@® Basic O Advanced

4 Update & Apply to Device

® Basic O Advanced
Actions
7 i}
7
- 2 of 2 items

From the Profiles tab, you can Add, Delete, or Edit the APN. Once the profile is modified, click on Update
& Apply to Device at the bottom of the window.
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Changing the SIM Slot
By default, the APN is attached to SIM slot 0. You can change the APN to SIM slot 1 by using the WebUI.

From the WebUI, navigate to Configuration > Interface > Cellular. Click on the Advanced radio button
on the top of the window.

Cellular .

O Basic (® Advanced

Interface Controller Profiles Details

Cellular Interface Cellular0/4/0 Data Profile 1 v

IPv4 Type Easy IP (IP Negotiated) Attach Profile 1 v

Admin Status up Dialer;In-Band

Description Dialer Idle o ©
Timeout

WAN None Y. Dialer Group 1 o

NAT Pulse Time il o
Load Interval 30 e

=& Update & Apply to Device

Click on the Controller tab at the top of the window.
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Cisco WebUI Access Point Name (APN) .

Cellular x

Primary SIM Slot

Link Recovery

% Cancel

Interface Controller Profiles

[¢]

1

W USRDLCD

Details

v

Changing the link recove _ led

O Basic (® Advanced

»& Update & Apply to Device

Click on the Primary SIM Slot pull-down and select slot 1. Click on Update & Apply to Device on the bottom

of the window.

Web User Interface .
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