Sample End-to-end Configuration

This appendix describes an end-to-end provisioning example for a Routed Optical Networking topology.

» Sample Configuration, on page 1

Sample Configuration

This section details the step-by-step approach to build a new Routed Optical Networking based, 75 km fiber
span to replace an existing legacy span in a two-node DCI topology.

* Network Sizing Requirements, on page 1
* Planning and Design Phase, on page 4
 Implement Phase, on page 5

* Operate Phase, on page 70

* Optimization Phase, on page 82

Network Sizing Requirements

This section details the sizing requirements for a network. For a small lab installation, three servers with 256
GB of RAM is enough to run the Crosswork, Crosswork Network Controller, Cisco Optical Network Controller,
NSO, Crosswork Hierarchical Controller, and EPNM in a non-HA deployment. For a production setup,
calculate the total resources required using information in the following tables.

Network Profiles

Network profiles are defined based on network size, services, and application features.

Network Entity/Feature Lab |Production
(20%) |(100%)

Devices 2000 |10000
Total number of interfaces 100000 | 650000
IGP interfaces 20000 | 100000
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Network Entity/Feature Lab |Production
(20%) |(100%)

VPN Services (L2, L3) 40000 | 200000

Endpoints per VPN service 2to 10|50

Total LSPs (SR policies and RSVP tunnels) | 12000 | 60000

Number of PCEP sessions 2000 |10000

\)

Note Each SR-PCE pair can only support 2000 PCEP sessions which means only 2000 headends for lab networks
and 10000 headends for production networks. While counting headends, LCM nodes must be included.

Deployment Size per Network Profile

The following table is the recommended deployment sizing requirement for solution using Cisco Crosswork
Network Controller.

Package Contents Crosswork Data Gateway Recommended number
Deployment of cluster VMs
Cisco Cisco Crosswork On-Premise Standard (default): | When Essentials
Crosswork Optimization Engine Collectors only. package is installed
k - ITHOUT El
Networ Cisco Crosswork Active On-Premise Standard (default): WITHOUT Element
Controller Tovol Collect | Management
Essentials opology oriectors oniy. Functions:
Eleme.:nt Management On-Premise Standard (default): - 3Hybrid nodes
Functions Collectors only.
When Essentials
package is installed
WITH Element
Management
Functions:
* 3Hybrid nodes
+ 1 Worker
node
Cisco Cisco Crosswork Service On-Premise Extended: Collectors |3 Hybrid nodes+ 2
Crosswork Health and offload services. Worker nodes
Network
Controller
Advantage
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Package Contents Crosswork Data Gateway Recommended number
Deployment of cluster VMs

Add-on Cisco Crosswork Change On-Premise Extended: Collectors |3 Hybrid nodes + 2

Package Automation and offload services. Worker nodes

Cisco Crosswork Health On-Premise Extended: Collectors
Insights and offload services.

Cisco Crosswork Zero Touch | On-Premise Standard (default):
Provisioning Collectors only.

)

Note For non-production lab installations without HA, you can use 1 Hybrid node.

VM Resources

The following table provide the details on CPU, memory, and disk requirements needed for each Crosswork
VM and the other VMs in the deployment.

Crosswork | Crosswork NSO SR-PCE Crosswork EPNM
VM Data Gateway Hierarchical
Controller
* CPU: 12 * CPU: 20 * Small Network * CPU: * CPU: 10 * Professional
vCPU vCPU Profile 8 cores (Small)
« RAM: « RAM: « CPU: 8 VEPU | RAM: 96 « CPU: 16
96 GB 112 GB vCPU « RAM: GB vCPU
24 GB
« DISK: 1 * DISK: * RAM: 64 * DISK: 400G * RAM: 64
TB 0.5TB GB « DISK: SSD (lab) , GB
(SSD) * DISK: 250 45 GB ?rl;](?dics:‘:ijon) * DISK: 2.8
GB p TB
* Large Network  Extended
Profile (Medium/Large)
*« CPU: 24 « CPU: 24
vCPU vCPU
* RAM: 132 * RAM: 128
GB GB
» DISK: « DISK: 4
1TB TB
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Note In Routed Optical Networking 2.1, Cisco Optical Network Controller and Crosswork Network Controller
require different Crosswork Infrastructure versions. The Crosswork Infrastructure Cluster for Cisco Optical
Network Controller must have:

*3 VM

* CPU: 12 vCPU
* RAM: 96 GB

» DISK: 1TB SSD

Cisco Optical Network Controller Scale Support

Cisco Optical Network Controller supports a maximum of 500 nodes and 600 services. Cisco Optical Network
Controller can run on the same cluster. Cisco Optical Network Controller adds more resources incrementally
at the maximum supported scale. It is captured in Crosswork VM resources in the table above.

Planning and Design Phase

The planning and design phase involves:
1. Network Planning and Design

Inputsneeded: Packet layer traffic demands, optical fiber topology, resiliency criteria, and other network
constraints.

a. WAE can be used to determine a new network build or augmentations to an existing network.

b. After the IP network circuits have been determined, Cisco ONP is used to determine the optical layer
feasibility and components that are used to support the network.

Output for a sample configuration:

This topology uses two Cisco 8201 routers, two NCS 2006 terminal nodes with NCS1K-MD-64 add/drop
multiplexers, and EDFA-35 bi-directional amplifiers. The span length is 75 kms. Longer spans may require
additional ILA nodes for amplification.

2. Automation Software Resource Planning

Server requirementsfor the Routed Optical Networking softwar e elements

Determine the servers required for the full solution. See Network Sizing Requirements, on page 1 and
Installation Requirements for Routed Optical Networking Components, on page 4.

a. Foralab or EFT setup, it is recommended to use three servers each with 384 G of RAM, 32 cores,
and two TB SSD.

b. The solution requires the use of VMware ESX 6.7 or higher.

Installation Requirements for Routed Optical Networking Components
The following list points to the installation requirements for different Routed Optical Networking components.

* Cisco Optical Network Planner 5.2
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* Cisco WAN Automation Engine 7.6.x

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications

* Cisco Optical Network Controller 3.1

* Cisco Evolved Programmable Network Manager 7.1.2

* Cisco Network Services Orchestrator 6.1.9

* Cisco NSO Routed Optical Networking Core Function Pack 3.0.0
* Cisco NSO Transport-SDN Function Pack Bundle 6.0

 Cisco Network Services Orchestrator DLM Service Pack 6.0

* Cisco Crosswork Hierarchical Controller 8.0

* Cisco Crosswork Network Controller 6.0

Implement Phase

The implement phase involves:

1. Installation of hardware components

a.
b.

C.

d.

Hardware staging or installation and initial base configuration required for management connectivity.
All onboard software updates must be completed to the required revision.

All associated base wiring must be completed to support the network. This includes connections
between the optical elements and connections between routers and optical add/drop end-points to
support Routed Optical Networking circuits using ZR/ZR+ optics. See Deployment Topologies.

Install Cisco Optical Site Manager to support NCS 1010 nodes. See Install Cisco Optical Site Manager

2. Installation of the Automation Software Components

a.

Complete all server hardware installation and base configuration to support the solution, including
VMWare ESX if not already installed.

Install the following software components to support the Routed Optical Networking solution.

* Cisco Optical Network Planner 5.2 (for optical planning)
* Cisco WAN Automation Engine 7.6.x (for IP planning)

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications (for supporting
Crosswork Network Controller)

* Cisco Optical Network Controller 3.1 (for supporting optical network)

* Cisco Evolved Programmable Network Manager 7.1.4 (for managing the physical router and the
optical network nodes)

* Cisco Network Services Orchestrator 6.1.9 (base installation to support RON FP)
* Cisco NSO Routed Optical Networking Core Function Pack 3.0 (for RON ML provisioning)
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* Cisco NSO Transport-SDN Function Pack Bundle 6.0 (for Crosswork Network Controller
SR and xVPN provisioning)

* Cisco Network Services Orchestrator DLM Service Pack 6.0 (for device synchronization
between Crosswork Network Controller and NSO)

* Cisco Crosswork Hierarchical Controller 8.0 (for provisioning the Routed Optical Networking
ML service using the Crosswork Hierarchical Controller)

Note

This is required only if the Routed Optical Networking ML service is provisioned
via the Crosswork Hierarchical Controller GUIL

3. Onboarding of Devices

a.

Add devices to Cisco Optical Network Controller. See Onboard Devices to Cisco Optical Network
Controller.

Add NSO, SR-PCE, and devices to Crosswork Network Controller. See Add SR-PCE, NSO, and
Routers to Crosswork Network Controller, on page 7.

Add routers to NSO using the IOS-XR CLI NED. See Step 3 in Provision ML Service Using NSO
Routed Optical Networking CFP , on page 30.

Add and configure the following Crosswork Hierarchical Controller adapters. See Configure Adapters
for Crosswork Hierarchical Controller, on page 13.

Note

This step is required only if the Routed Optical Networking ML service is provisioned via the Crosswork
Hierarchical Controller GUI.

* Add and configure the Crosswork Network Controller adapter.

* Create or import sites in Crosswork Hierarchical Controller. See the sections, "Add Sites" and
"Export and Import Sites" in the Cisco Crosswork Hierarchical Controller Administration Guide
8.0.

* Add and configure the IOS-XR adapter. Create router devices in Crosswork Hierarchical Controller
using the IOS-XR adapter type. After the routers are created, add the Crosswork Network
Controller adapter to the router device.

* Add and configure the Cisco Optical Network Controller adapter.

4. Provisioning of Services

a.

b.

Ensure all device interconnections are complete.
To provision the Routed Optical Networking ML service, use either one of the procedures:
1. Usingthe NSO GUI:

a. Utilize the Routed Optical Networking FP ML services to provision and end-to-end service.
See Provision ML Service Using NSO Routed Optical Networking CFP , on page 30.
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b. Verify that the end-to-end service has been deployed by checking the NSO service deployment
status using the check-sync status.

C. Verify the router optics controller state using the CLI or in EPNM. See Troubleshoot
Provisioning Issues.
2. Usingthe Crosswork Hierarchical Controller GUI:

a. Utilize the Crosswork Hierarchical Controller GUI to provision and end-to-end Routed Optical
Networking ML service. See Provision Routed Optical Networking ML Service Using
Crosswork Hierarchical Controller, on page 44.

b. Verify the router optics controller state using the Link Assurance tool in Crosswork Hierarchical
Controller. See Step 4 in Provision Routed Optical Networking ML Service Using Crosswork
Hierarchical Controller, on page 44.

Add SR-PCE, NSO, and Routers to Crosswork Network Controller

Perform these steps to add SR-PCE providers, NSO providers, and routers to Crosswork Network Controller.

)

Note When you add or import devices, or create providers, you need to specify the credential profile.

1. Log in to the Crosswork user interface.

2. To create a credential profile, choose Device Management > Credential Profiles from the main menu.
See Manage Credential Profiles.

a. Forthe NSO credential profile, the connectivity type must be set to NETCONF and HTTPS. Optionally,
HTTP can also be defined if HTTPS is not used in NSO.
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Edit Profile nso

Profile Name *

Add Credential Protocols

Connectivity Type User Name * Password * Confirm Password *
NETCONF nso aseses ©  sssses o i
Connectivity Type User Name * Password* Confirm Password*
HTTPS nso esenee o . ° -
+ Add Another
e oy

b. The SR-PCE credential profile requires HTTP credentials to communicate with the SR-PCE Northbound
APIL
Edit Profile SR-PCE

Profile Name * SR-PCE

Add Credential Protocols

Connectivity Type User Name * Password*

HTTP admin

Confirm Password *

+ Add Another

(o)
. )

C. The router credential profile requires at a minimum, the SNMPv2 or SNMPv3 and SSH connectivity

types. NETCONF is optional. GNMi is used when utilizing GNMi to configure streaming telemetry
sensors on the node.
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Edit Profile routers

Profile Name *
Add Credential Protocols
Connectivity Type

SNMPv2

Connectivity Type
SSH

Enable Password

Connectivity Type
NETCONF

Connectivity Type
GNMI

+ Add Another

3. Add the providers. See About Adding Providers.

Read Community *

------

User Name *

admin

User Name *

admin

User Name *

admin

Sample End-to-end Configuration .

Write Community

------

------

o =
mw
Confirm Password *
©  sesses o
m
Confirm Password *
©  seeses o =
Confirm Password *
©  vesees o e
m

a. To add the SR-PCE or NSO provider, choose Administration > Manage Provider Access from the
main menu. See Manage Providers.

b. Add the NSO provider. See Add Cisco NSO Providers.

Select the credential profile created for NSO. Select the family as NSO. The Device Key may be set
to either the HOST NAME or INVENTORY _ID depending on the specific deployment.

The following image demonstrates the connectivity to NSO’s RESTCONF API over SSL using port
8888 and NETCONF using the default port of 2022. Since the Routed Optical Networking NSO CFP
utilizes the XR CLI NED, the Cisco-IOS-XR model is not applicable and may be set to any version.
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Edit Provider
Provider Name *
Credential Profile* nso
Family* NSO
Device Key* HOST_NAME

Connection Type(s)

Protocol * IP Address | Subnet Mask * Port* Timeout
HTTPS 172.29.11.58 ,f 25 8888 60 @
NETCONF 172.29.11.58 | 25 2022 60 |

+ Add Another

Provider Properties

Property Key Property Value
forward true

+ Add Another

Model Prefix Info

Model * Version*

Cisco-105-XR 7.3.1

[ B
Y Cancel y;

C. Add the SR-PCE provider. See Add Cisco SR-PCE Providers.

Select the credential profile created for SR-PCE. Select the family type as SR_PCE. The connectivity
type for SR-PCE must be the HTTP. In the following image, the default API port of 8080 is specified.
When the Property Key, "auto-onboard" is set to a Property value, "off", Crosswork Network Controller
does not automatically add nodes that are discovered via the SR-PCE IGP topology to the device
inventory. Devices must be added through the Crosswork Network Controller UI or inventory API.
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Edit Provider

Provider Name *

Credential Profile* SR-PCE
Family* SR_PCE

Connection Type(s)

Protocol * IP Address [ Subnet Mask * Port* Timeout
HTTP 172.29.11.54 f 25 8080 60
+ Add Another
Provider Properties
Property Key (7) Property Value (7)
auto-onboard off m

+ Add Another

Save Cancel

4. Validate communications with one or more providers. Check on the provider's reachability using the steps
in Get Provider Details.

5. Onboard devices. See Add Devices Through the UL

a. The Administration State, Reachability Check, and Credential Profile are mandatory elements. The
Host Name must be used if the NSO provider device key is set to the Host Name value. If the NSO
provider device key is set to Inventory ID that field must be populated. The Software Type, Software
Version, UUID, Serial Number, MAC address, and Product Type are filled by device discovery.
Optionally, tags can be applied to the device. The GNMI encoding type can be set to JSON or PROTO.
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Add New Device

“ General

Administration State* UP uuiD
Reachability Check* ENABLE Serial Number
Credential Profile* routers Mac Address

Host Name ron-8201-1 Capability* YANG_MDT, SNMP, GNMI|
Inventory ID Tags
Software Type Product Type
Software Version Syslog Format

v Connectivity Details

Protocol * IP Address | Subnet Mask * Port* Timeout Encoding Type

SSH 172.29.11.20 | 25 22 60 il
SNMP 172.29.11.20 / 25 161 60 ]
GNMI 172.29.11.20 [ 25 57333 60 PROTO ]
NETCONF 172.29.11.20 [ 25 830 60 i

+ Add Another

> Routing Info

( Cancel \‘
\ S

Optionally, location information can be entered. Latitude and Longitude information place the node
at a specific location on a geographic map.

Add the previously configured NSO provider as a provider for the device.

Jl Sample End-to-end Configuration

521910



Sample End-to-end Configuration

Configure Adapters for Crosswork Hierarchical Controller .

Add New Device

SNMP 172.29.11.20 {25 161 60 ]
GNMI 172.29.11.20 | 25 57333 60 PROTO i
NETCONF 172.29.11.20 [ 25 830 60 )]

+ Add Another

> Roauting Info

> Streaming Telemetry config

~ Location
Building Region
Street Zip
City Latitude
State Longitude
Country Altitude

v Providers and Access
Provider Family Provider Name Credential Device Key
NSO nso-58 ron-8201-1
o

+ Add Another

& C

Attach the devices to an active Cisco Crosswork Data Gateway pool to manage them (device discovery).

~
Cancel )
.

Review the Data Gateways pane (see Overview of Cisco Crosswork Data Gateway). The operational
state of the Cisco Crosswork Data Gateway pool to which you want to attach devices must be Up.

Follow the steps in Attach Devices to Cisco Crosswork Data Gateway.

Pools Virual Machines

~ Data Gateway Metrics Summary

@ Anached (13
-

Name Opecationl State Adnistration State High Availabibty Status Poct Name Outage Hstory Averoge Avadabikty win Attached Device Court Actions

Configure Adapters for Crosswork Hierarchical Controller

Prerequisite

When you work with Crosswork Hierarchical Controller adapters you are required to use credentials. These
credentials are used for authentication when a device is assigned to an adapter. The same credentials may be
shared by multiple adapters. The credentials are added under the Services > Device Manager > Credentials
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tab in the Crosswork Hierarchical Controller GUI. The adapters needed for the Routed Optical Networking
solution are:

Table 1: Routed Optical Networking Adapters

Adapter Credential Type

Crosswork Network Controller HTTP (username/password)
Crosswork Network Controller Crosswork Data HTTP (username/password)
Gateway

Cisco Optical Network Controller HTTP (username/password)
IOS-XR SSH - User and password

)

Note If Cisco Optical Network Controller and Crosswork Network Controller are on the same Crosswork cluster,
they can use the same credential profile.

To add the adapters, perform the following steps:

1. Inthe applications bar in Crosswork Hierarchical Controller, select Services> Device M anager >
Adapters.

2. Click Add new adapter.
3. Enter the adapter details:

» Adapter Type: Select an adapter type from the list of available adapter types currently installed in
Crosswork Hierarchical Controller.

» Adapter Name: Unique user defined name of this adapter type instance (there can be several instances
of the same adapter type).

4. To configure the adapter, select the adapter in the Adapters pane. Configure the parameters as displayed
in the following images.

» Crosswork Network Controller Adapter:
S

Note  API version for Crosswork Network Controller must be V2.
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Figure 1: Crosswork Network Controller Adapter Configuration - General Tab
General
Enabled Info

240 600 Enable provisioning support*

Should the DM reports be only for IGP discovered devices?

172.29.11.75 30603 30

v2 cnc-6-75

Note The Full Data Fetch Interval must be set to 300s or higher in a production network.

The following parameters must be configured for Crosswork Network Controller notifications and
collection.

Figure 2: Crosswork Network Controller Notifications

Enabled Log_notifications. INFO

25 30 Vpn_service

Figure 3: Crosswork Network Controller Collection and Provisioning

Enable Inventory and Topology Collection cnc-default-domain Enable L1 IGP IS-15 Collection

Enable L2 IGP I5-1S Collection 1 Enable Sr-Policy Collection

Enable Rsvp-Te Collection Enable L3VPN Collection Enable L2VPN Collection (multipoint and elines)
300 CLI_NED

Enabled 120

* |OS-XR Adapter
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Figure 4: 10S-XR Adapter - General Tab

General
Enabled Info

300

Enable Tunnel

Note The Polling Cycle should not be less than 300s in a production network.

Concurrency can be increased. The Logging Level must be set to Info if everything
is working correctly.

The following collection parameters must be configured. These parameters collect optical power
values for the link assurance application.

Figure 5: 10S-XR Adapter - General Tab

Enable Topology Collection Enable IGP IS-IS Collection Enable IGP OSPF Collection

Enable Interface stats Collction Enable VRF Callection Enable LLOP Collection

Enable MPLS Tunnels Collection Enable LSP Stats Collection Enable SNMP Collection

Collectonly IGP I5-15 seed routers Allow to use loopback IP as management IP

Enable RSVP Collection Enable collection of optics and coherent DSP Enable Segment Routing Collection

Enable collection of optics and coherent DSP Statistics Use host_name.domain_name device ID format

)

Note

Check the Enable collection of optics and coherent DSP Statistics parameter
only when using Automation Starter Solution.

Figure 6: 10S-XR Adapter - General Tab

Enable Topology Collction EnableIGP 515 Cllecton Enable IGP OSPF Collction

Enable nteface stts Clletion Enable VRF Colection Enable LLDP Collection

Enable MPLS Tunnels Colection Enable LsP Stats Collection Enable SNMP Collection

Callectonly GP 1515 seed routers

Alowto use loopbck P as management 2

Enable RSVP Collection Enable coll

Enable Segment Routing Collection

The status of the devices must be ok in the Devices tab after the addition and completion of a
successful collection cycle.
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Figure 7: 10S-XR Adapter - Devices Tab

Device Manager Adapters  Managed Devices  Credentils e

=] Devices

v ok
v Ok
v ok
v 0k
- 0k
- ok
v ok
v 0k

v ok

v ok

v ok

v 0k

v 0k

v 0k

v ok o Los Angeles

522156

v ok ° Flagstaff ciscoxr, cnct0 masns n

To add routers to Crosswork Hierarchical Controller, click the Managed Devicestab and then +
Add Device.

Figure 8: 10S-XR Adapter -Add New Device - General Tab

172.29.11.40

General Adapters

172.29.11.40 Monterey x

522157

It is recommended to use the hostname+hco (ron-8201-1-hco) or the device IP address. The device
must be assigned a site for it to be displayed in the Explorer Ul

Assign both the IOS-XR and Crosswork Network Controller adapter type to the device. Do not enable
discovery for the Crosswork Network Controller adapter.

Figure 9: 10S-XR Adapter -Add New Device - Adapters Tab

co-x m Hhis a
2.29 40 a2

gt Connect (avesd nanned if confl gured cison-XR

B crabios

cnc 30 B Unastign devios from this adapter

522158
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+ Cisco Optical Network Controller Adapter

Figure 10: Cisco Optical Network Controller Adapter - General Tab

The Polling cycle must be set to 300s or higher in a production network. Polling retrieves TAPI SIPs,
topology, and connectivity services.

The URL in the following figure is for the Cisco Optical Network Controller 3.1.

General

hitps://172.29.11.81:8443/onc-nbi-service/ onc31

Enabled CONC_NETCONF

The optical nodes are discovered automatically from Cisco Optical Network Controller. Nodes must
be assigned a site for it to be displayed in the Explorer UI.

Figure 11: Cisco Optical Network Controller Adapter - Devices Tab

Device Manager adapters  Managed Devices  Credentials

@ Devices

Name ~ Status * Status v Site ~  Adapter(s
Changes(Last 24 hr)

siEMs

ron-ols-5-roadm Monterey one-T6

ron-ols-4-roadm San Luis Obispo one-76
ron-ols-2-roadm Las Vegas one76

ron-ols-1-roadm o5 Angeles onc-T6

A N S

ron-ols-3 Barstow one-76

522160

» Crosswork Network Controller Crosswork Data Gateway Adapter

Crosswork Network Controller Crosswork Data Gateway adapter is used to collect telemetry data
via gNMI to the router. In Crosswork Network Controller, the routers must be configured with the
gNMI protocol with the encoding type set to “PROTO” and the GNMI capability enabled. In IOS
XR, the routers must be configured for gRPC so that Crosswork Data Gateway can create gNMI
telemetry subscriptions.
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Figure 12: Crosswork Network Controller Crosswork Data Gateway Adapter

Protocel * IP Address [ Subnet Mask * Port® Timeout{sec) Encoding Type
S5H 172.29.11.40 25 22 60 i
SNMP 172.29.11.40 25 161 B0 i

NETCONF 172.29.11.40 25 830 60 ii
GNM 172.29.11.40 25 57333 60 PROTO m
+ Add Another
Capability*
YAMG MDT L1 YANG CLI YANG EPNM SNMP GNMI

> Providers and Access
> Routing Info
> Streaming Telemetry config

> Location

The Crosswork Data Gateway adapter is configured to connect to Crosswork Network Controller
controlling Crosswork Data Gateway instance. It can be the same as the Crosswork Network Controller
used for the topology or a different Crosswork Network Controller. The collection parameters describe
the supported telemetry collection jobs. The statistics show up in the physical interface statistics and
in the Link Assurance application.

Figure 13: Crosswork Network Controller Crosswork Data Gateway Adapter - General Tab

General

Enabled Info
300 300
172.29.11.75 30603 30
cnc-6-75
172.27.227.32 netfusion_cdg_32 GRPC Messages Debug Logging

Enable Optics Counters: 30 Seconds

Enable OTU Counters: nstant

Enable Interface Counters

Enable Opics Counters: 15 Minutes

Enable OTU Counters: 30 Seconds

Enable Optics Counters: Instant

Enable Optics Counters: 24 Hours

Enable OTU Counters: 15 Minutes

Enable OTU Counters: 24 Hours

* The device name in Cisco Crosswork Hierarchical Controller must match the device name in
Crosswork Network Controller for successful deployment. If successful, you will see Cisco Crosswork
Hierarchical Controller as a new destination in Crosswork Network Controller. This is setup by Cisco
Crosswork Hierarchical Controller and user interaction is not required. As Crosswork Data Gateway
is enabled on devices, new collection jobs are populated. A single collection job is available for each
router collecting multiple KPIs.
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Figure 14: Crosswork Network Controller Crosswork Data Gateway Adapter - Data Destinations

' Data Destinations (&

Destination Name Server Type Eompression Type Encoding (TT]

Figure 15: Crosswork Network Controller Crosswork Data Gateway Adapter - Collection Johs

A A

=

a0 0000O0O0CO06OQ
000000

]

* NSO Adapter In Hierarchical Controller

In Hierarchical Controller 8.0 there is an embedded NSO installed when Hierarchical Controller 8.0
is installed. The NSO adapter can use the internal NSO or point to an external NSO instance.
Provisioning using the NSO adapter requires adding the NSO adapter to the devices you want to
provision.

Use the NSO adapter when you use the Automation Starter Solution.

N

Note * Ifusing the internal NSO, the Routed Optical Networking 3.0 Core Function
Pack must be installed on the NSO instance.

* [f using the internal NSO, devices must be added to that NSO, adding them
to Hierarchical Controller does not automatically onboard them into the
internal NSO.

Jl Sample End-to-end Configuration
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Figure 16: NSO Adapter - General Tab

device-manager-srv Adapters  Managed Devices  Credentials c
Adapters e Devices Events General

ane

cdg

ciscoxr Enabled Debug

Use internal nso

600

Start configuration with NSO and XR adapters.
cloud-ncs540-1 X

General Adapters Events

cisco-xr T Unassign device from this adapter

172.29.11.120 22
Direct Connect (avoid tunnel if configured) Ccisco-xr

Enabled*

nso @ Unassign device from this adapter ]

+ Assign device to a new adapter

T Delete device

Configure SSO in Crosswork Hierarchical Controller

This section describes how to configure SSO in Crosswork Hierarchical Controller with Crosswork Network
Controller as Identity Provider. You can use the same SSO configuration to set up SSO for Cisco Optical
Network Controller Release 3.1.

1. Configure Crosswork Hierarchical Controller
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a. ClickSettings> Security > SAML Configuration
Enter the necessary information:

» Login URL: https://<CNC_IP>:<port>/crosswork/sso/idp/profile/SAML2/Redirect/SSO
« Entity ID: https://<CNC_IP>/idp

* Certificate: Copy from Crosswork Network Controller metadata frm
https://<CNC_IP>:<port>crosswork/sso/idp/metadata

* Use Groups Attribute Name authenticationMethod

Figure 17: Crosswork Hierarchical Controller Provider Configuration Sample

@ SYSTEM INFO SA,\/IL SSO

Versions
SECURITY Enabled ()

@ Local Users Login URL

@ LDAP https://172.29.11.75:30603/crosswork/sso/idp/profile/SAML2/Redirect/SSO
SAML SSO Entity ID

)

J
0

https://172.29.11.75/idp

\\

X
g

[

Permission Mapping

(

Base URL
https://172.29.11.83:8443

Signing Certificate

@

{

-
5

MIIDEjCCAfqgAwIBAgIVAMMMGZNUyo 1rFyvLoSkqGlZxhdADMAOGCSqGSIb3DQEB
CwUAMBCcxFTATBgNVBAMMDDE3Mi4yOS4xMS43NTAeFwOyNDAXMDgxMTATNTFaFw00
NDAXMDgxMTA1TNTFaMBcxFTATBgNVBAMMDDE3Mi4dyOS4xMS43NTCCASIwDQYJKoZI
hveNAQEBBQADggEPADCCAQoCggEBANcwgYRWr1ukFeC2HswKuo+Ixwm2ZJc3Vrfb
qpiwesEGOwW83DbJcPZEdgR58HpeiQGwTCoCwFiCOUcLWii/0/j8eAqvU3/4PDabF
7LXgb9¥Y1/mp9ly+hBISGv1R+0ZXunkFenfSwiD3+RV64Yk/Ol4u7vounzzQp4rhN
gFjZ0YSuUrOka7rcUcedX3U33HYRNXR7Ad7Wyg/OTx7z34ntbEWVnwAHIKPRO8Ha
POsUMNGViVI7LX46CirrVvgUoiEBStZNv8+BbQ9wPIe841b9919LIhgMq97SgtU
cpDIBWDzRixS/Tp4NpOazZ2rSs+MIoGbLQIUUGQdmsw 1xMIrVg1cCAWEAAaNVMFMw
HQYDVROOBBYEFGYglp+LtWLZmLQC/tf4CDB3qns8MDIGATUdEQQrMCmCDDE3Midy

NQAVNCA2NIVV ZMT Al GIIELEV] in1] 21 AMN0+7VDh 7ZRENVTARNRAL AL LR 0WNR ANAD Z

) @ @

9

Groups Attribute Name

authenticationMethod

® 6 (

Crao ) @D

0]

b. Click Settings> Security > Permission Mapping
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Figure 18: Crosswork Hierarchical Controller Permission Mapping Sample

I‘:::’ SYSTEM INFO . . .
- Permission Mapping
Versions
SECURITY

No permission mappings defined

Local Users Reload Add

LDAP

SAML SSO

Permission Mapping

©
(0]

c. Adda Match condition for SAML Group of QueryDatabaseAuthenticationHandler with a
permission of permission/admin

Figure 19: Crosswork Hierarchical Controller Permission Mapping Sample

)
(XX svsTem INFO . . .
1 (© Add Permission Mapping
Versions
SECURITY Mapping Type*
SAML Group v
Local Users
LDAP Match*
QueryDatabaseAuthenticationHandler
SAML SSO

o . Access Permissions*
Permission Mapping

permission/admin
permission/hco/device-manager-srv:ro
permission/hco/link-assurance-app:rw
permission/hco/logs:ro

permission/hco/static
permission/hco/service-manager-app:rw
permission/hco/cisco-onc-adpt:rw
permission/hco/dashboard-app:rw
permission/hco/service-manager-internal-api
nermission/hco/hunerlinker-rnw

Q0006606

Save

)

2. Copy Crosswork Hierarchical Controller SAML metadata to a file, metadata is located at
https://<HCO_IP>:<port>/sso/metadata. The following is a sample.

<EntityDescriptor entityID="https://172.29.11.83:8443"
xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:assertion="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<NameIDFormat>urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress</NameIDFormat>

<SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://172.29.11.83:8443/sso/logout">

</SingleLogoutService>

<AssertionConsumerService index="0"
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Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://172.29.11.83:8443/sso/acs">
</AssertionConsumerService>
</SPSSODescriptor>
</EntityDescriptor>

3. Configure Crosswork Network Controller

a. Login to Crosswork Network Controller, click Administration > AAA > SSO
Figure 20: Crosswork Network Controller AAA

('3 AAA
Dashboard
ES Servers Identity Provider )
s $SO | Entity ID*
: o Selected 0/Total 0 ) & =
Network
e o Service Name Evaluation Order
= : ) ( ]
Performance
Alerts
b. Click +

* Add a name
* Add a unique evaluation order number

* Upload HCO’s Metadata file in XML format

Figure 21: Crosswork Network Controller Add new Service Provider

Service Provider

Name* ®

Evaluation Order* ©

Metadata ©

Cancel

c. Click Save
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Figure 22: Crosswork Network Controller AAA

Service Provider

Name* ©

Evaluation Order * ©

Metadata ©

Cancel

4. Loginto
Figure 23: Crosswork Network Controller AAA

. .
-~ —" ; [
. .
. .
) Gy .
. *
. » .
2 Hm I8
. cisco ¢
Ll
. ~ »
¢ m x
. or
.
.
° Username 1
. admin ° b
. .
Password
o .
..... .
o
\J .
C [

Troubleshooting Cisco Crosswork Hierarchical Controller SSO

* Use the sedo logs security audit in the Crosswork Hierarchical Controller to get the logs.

* Ensure time is syncronised between Cisco Crosswork Hierarchical Controller and Cisco Crosswork
Network Controller

« [f there is an error related to QueryDatabaseAuthenticationdandler add the SAML group mapping in
Crosswork Hierarchical Controller configuration, map to group Admin
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Examples of Cross Launch

Sample End-to-end Configuration |

SSO is supported across Hierarchical Controller 8.0, Crosswork Network Controller 6.0, and Cisco Optical
Network Controller/Cisco Optical Site Manager.

* Cross Launch from IGP Link SRC/DST Router in Hierarchical Controller to Crosswork Network Controller

1
2.

Click on Links> IGP

Hover over either Source Device or Destination Device, click the ellipsis and click | GP device at

Crosswor k Network Controller

Figure 24: Network Inventory

-
@

Network Inventory

Filter inventory by:

Devices Sites Links
FIBER oTs OMs ZRMEDIA ZR CHANNEL
Name
221TEMS

ron-8201-1100.1.1.14 to ron-asr9903-1 100.1.1.15
ron-8201-1100.1.1.20 to ron-ncs55a2-1 100.1.1.21
ron-ncs540-1 100.1.4.1 to ron-poc-8201-1 100.1.4.0
ron-8201-2 100.1.2.2 to ron-8201-4 100.1.2.3
ron-8201-1 67.67.67.0 to ron-ncs5504-1 67.67.67.1

ron-ncs57b1-1139.1.1.2 to ron-ncs57¢3-1139.1.1.1

00000666

ron-8201-1100.1.1.16 to ron-ncs540-1 100.1.1.17

)

Connections Services Power Supplies
More Information:
L3 PHYSICAL L3 AGGREGATE 4
& 16P device at cNC
~  SourcePort ~  Source De} at > Operatic ¥
State
100.1.{ron-8201-1 % & ¥ - |4 up
100.1.1.20/31 ron-8201 up
100.1.4.1/31 ron-ness: up
100.12.2/31 ron-8201 up
67.67.67.0/31 ron-8201] uP
139.1.1.2/30 ron-ncs5 up
100.1.1.16/31 ron-8201-1 10 100.1.1.17/31 ron-ncs540-1 10 3

B Apply Invent

Protect

SINGL

SINGL

SINGL

SINGL

SINGL!

SINGL

SINGL

This operation launches the router traffic engineering information in Crosswork Network Controller.

Figure 25: Traffic Engineering

‘el Crosswork Network Controller

Traffic Engineering

Dashboard

| o
‘o | Show: Traffic Engineering
Ed

Topology Location

Network

Automation
Jnited States

a fonncs540-2d-2

Performance
Alerts

2
Services &
Traffic

Engineering o
ron-ncs55a2-

Device
Management xvokpe-1
a
Alerts
ron-ncss7c3-1

Administration

Device Groups: Locati

Q

r0n-asr9903-1

cloud-ncs540-1

«

<> Device Details

ron-8201-1

+

ronp

ron-n

oo

® K

© Last Update: 30-Mar-2024 10:11:51 AM CDT | 1)

[ Saved Views

Details Links Alarms Traffic Engineering
Summary -~
Host Name ron-8201-1
Reachability @ Reachable
1P Address 172.20.11.20

Geo Location
Device Type
Device Group

Product Type

Connect To Device

Last Update

Latitude 35.335000, Longitude -90.043000
@ Router

Location > All Locations > Unassigned Devices
Cisco 8201 Router

B ssH IPva

08-Jan-2024 09:39:57 AM CST

Routing

TE Router ID

100.0.01

1SIS System ID 1000.0100.0001 Level-2

ASN

100

* Hierarchical Controller SR Policy to Crosswork Network Controller

1. Click on Connections> SR Palicy

2. Hover over policy and click on ellipses to open cross launch.
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Figure 26: Network Inventory

™)
ZXY Network Inventory ® cC
@ Filter inventory by:
Devices Sites Links Connections Services Cards Ports Transceivers Power Supplies Fans Shelves
NMC  OCH  ETHERNET Me = Apply Inventory Filter On Connections | & Export Table
Name ~  Source Device ~  DestinationDevice ~ ~ Operatioi~ Protectec» IGPHops~  Tags ~ Color ~ Preferenc~
@ State. Count
391TEMS
@ 100.0.0.20 to 100.0.0.3, color 1000 ron-ncs57b1-1 ron-8201-32FH-3 upP SINGLE... -] 1000 200
100.0.0.50 to 100.0.0.52, color 101 . 1 up SINGLE... 3 101 100
More Information:
@ 100.0.0.50 to 100.0.0.52, color 100 1 up SINGLE... 3 1000 200
& <po
1000050t 100.0.0.52,color 705 | — SRPelicy atCNC 1 up SINGLE.. 3 705 200
’ 1000050 t0 100.0.0.52, color 103 1 up SINGLE... 3 103 200
100.0.0.50 to 100.0.0.27, color 705 -1 up SINGLE... 3 705 200
@ 0.0.0.52, color 10000 % & ¥ - 4 1 uP SINGLE... 3 10000 200
@ 100.0.0.50 to 100.0.0.52, color 102 1 up SINGLE... 3 102 100
&
> 100.0.1.1 to 100.0.1.3, color 9010 b1-1 up SINGLE... 1 9010 100
100.0.1.1 t0 100.0.0.27, color 9009 1 w SINGLE... 3 9009 100
100.0.0.52 to 100.0.1.3, color 1000 bl-1 upP SINGLE... 3 1000 100
100.0.0.52 t0 100.0.0.27, color 522 -1 u SINGLE... 3 5227 100
Pl 100.00.5210 100,050, color 4000 ron-ncs540-1 cloud-ncs540-1 up SINGLE... 3 4000 200
Figure 27: Traffic Engineering
Crosswork Network Controller 206 ]
I Traffic Engineering © Last Update: 30-Mar-2024 08:34:51 AM CDT | 1)
Dashboard
B [ Show: Traffic Engineering ] E [De\'me Groups: Locati ] [# Saved Views
Ed
Topology Location O show roups . ]
Oshonorows . @ 'da <> gR policy Details x
show: [ Participating Only | (] IGP Path o
o a Current History
Automation —_—
Headend @ cloud-ncs540-1 Source IP: 100,0.0.50
a TE RID: 100.0.0.50
== P: 1000
Performance
Alerts Endpoint @ ron-ncs540-1| Dest IP: 100.0.0.52
A TERID: 100.0.0.52
5 Color 10000
Services & N
Trattic cloud-ncs540-1 Summary -
Engineering
- Admin State @ Up
D— Oper State Q) Up
Management Binding SID 24010
ron-poc-8201-2 Policy Type Reqular
a ProfileID -
Alerts z Description
Traffic Rate 0 Mbp:
Unused True (i
Administration
fon-ncs540-1 See more V'
1
= Candidate Path -
+ Expand All
— Path Name Preference  Path Type State
@ suto-Focus | < [ | cfg_srte_c_10000_ep_100... 200 Unknown @ @ ¥

* Hierarchical Controller Optical Node to Cisco Optical Site Manager
1. Click on Devices> ONS

2. Hover over a device, click ellipsis and click Optical Node at COSM.
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Figure 28: Network Inventory

—
(S50 Network |

Devi

Name

141TEMS
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OLT6-road
1LA2
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Filter inventory by:
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More Information:
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00000666
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08 Version

* Hierarchical Controller Optical Port to Cisco Optical Site Manager
1. Click on Ports>OTS

2. Hover over a port, click ellipsis and click Optical Port at COSM.

Figure 29: Network Inventory
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Ports

Serial Number

Ports

Site

Geneva

Transceivers

- Ssite

Transceivers

~  Operationa~
Status
up
up
up
up
up
up
up

up

* Hierarchical Controller Link Assurance Node to Cisco Optical Site Manager or SVO

1. Click Link Assurance> Inspect links

2. Hover over a node, click ellipsis and click Optical Node at COSM.

Jl Sample End-to-end Configuration
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Figure 30: Link Assurance

=) .
[0 Link Assurance Inspect Links ~ Settings ®
@ ST RGN D 10.28.29.20 t0 10.28.29.21 L3 Logical Link
Specific link(s) / underlay link(s) 106
® e
Device(s) in 1 of the endpoints Le
@ Device(s) in both endpoints oHY
®
Q AddTag ron-poc-8201-1 ron-poc8201-2
ZRe
@ Links LinkType is "RON with Optical® o 2R
< oc
® NMC [ S—Y
MC -—t
®
&t MC 70N-pOC-0ls-1... —————————ron-poc-ols-2...
Name -+ Type v Stas < OMs
@ 171TEMS. ots More Information:
‘ 102829201010282921  L3Log © optical Node 2t COSM
@ . Suramary
100.28.30.23t0100.283...  L3Logi...
@ Name SWVersion Serial Number
2221102220 L3 Logi... ron-poc-ols-1-roadm % 4 ¥ - |4
4554230t04554231  L3Llogi...

123.2002004t0123.200...  L3Logi...

123200200610 123.200...  L3Logi...

This operation launches the node functional view in Cisco Optical Site Manager (for NCS 1000
series devices) or SVO (for NCS 2000 series devices).

= . O O
= wie 8 ron-poc-ols-1 © 4
+
(0[]
LY
Aarms | Condiions  History  Profies
o] a o
Critical Major Minor Warning  Indeterminate
Alarm Summary Auto Delete Cleared Alarms
Show Transient Alarms In None v
Eﬂ Fetched at :03/27/2024, 18:49:41 Displaying: 150f 15
Rack uip Device Name Severity Service Affe... Condition Timestamp ¢
Y A e Y A A e
n 1 ron-poc-ols-1 © Warning NSA SSM-ST3 08/12/2001, 05:11:32
n 1 ron-poc-ols-1 © Warning NSA FRNGSYNC 08/12/2001, 05:11:37
n 1 ron-poc-ols-1 Minor NSA EQPT-MISS 08/12/2001, 05:12:04

* Hierarchical Controller Link Assurance Port to Cisco Optical Site Manager

1. Click Link Assurance> Inspect links

2. Hover over a port, click ellipsis and click Optical Port at COSM.
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Figure 31: Link Assurance
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S
Name <+ Type v Staws ~ ots p AL
A 171TEMS
. 102829201010282921  L3Logi
I More Information:
100.28.30.23 to0 100.28.3... L3 Logi... @
14 port at Component View (COSM)
C)
2221102220 L3 Logi... Summary
45.54.23.01045.54.23.1 L3 Log.

ron_ncs1010_olts-r-c/L/O/LINE % & ¥ - |4

123.2002004t0123.200...  L3Logi...

123200200610 123.200...  L3Logi... TxPower [dbm)

Min: 2114

Provision ML Service Using NSO Routed Optical Networking CFP
Perform the following steps to provision the Routed Optical Networking ML service using the NSO Web UL
1. To add a new device, perform these steps:

a. Inthe Device manager, click the + to add a new device. Specify a name for the new device. Click
Confirm.

Jl Sample End-to-end Configuration
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Add device

name

190:p0g-8202:1/

b. After creating the new device, click the device name to fill required and optional parameters. In this
screen, the required parameters are the authgroup and IP address of the device.

aluali Configuration editor . .
cisco’ i (XD viewoptens = rao
A T incs:devicesidevice{ron-poc-8202-1) | Dus 1o the size of this canfiguratic

See 'ron-poc-£202-1'In Device manager

Lo read-timeout
ron-poc-8202-1 Valid range: 1 .. 4294967
[ =0 e A ]
local-user write-timeout
Valid range: 1 .. 4294087
RS RN
description connect-timeout

Cisco 8202 router in PoC lab 4204067

Valid range: 1

172.29.11.31

Valid range: 0 .. 65535

remate-node

C* izt [ A St B owes Dim. St

Sample End-to-end Configuration .
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c. Scroll down in the device configuration screen. Click the “device-type” to bring up the device type
selection screen. The device-type that is supported in the Routed Optical Networking ML FP is IOS-XR

alvali - Configuration editor
cisco  wndy (D) viewoptons v msa v
AL pac: i el Dup 1o the size of this configuration model, subfciders are not Inchded

See 'ran-poc-£202-1' in Device manager

ne-type

C* mnt [l A =% B o= DS SiS v

d. Click the blue NETCONF text to select the proper NED. The Routed Optical Networking ML FP
requires the use of the cisco-iosxr-nc-7.3 NED.

. Sample End-to-end Configuration
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abali - Configuration editor
cisco NSDVERSIONSS. £ 2

- [ ( n Viewoptions v nso v
AL pac- I Dun 1 the size of this configuration modol, subfoders are not Included

3
(=2}
-
o
wn
e. Click the Commit manager to view the NSO CLI configuration being applied. Click Commit to save
the device configuration to NSO.
Rt Somelmeneces D e
arerassonn o (o) (i)
e L i)
changes  emors  wamings  config  nabveconfy  commitqueve
1 devices | deviees |
H §OLRIERET L,
; : Mﬂpllb:u“‘%:l 8202 router in PoC lab";
€ * device-type |
1 * ‘netconf
5 . )
\I‘J : )
i - mﬁ;:g;_u-nmlmz reject;
a
-
(R F oo Adn. Bosess D oEm e o
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A\

Note Next we add the multilayer end-to-end service to configure and provision both the optical line system and
routers. We recommend you to click check-syncin the Device manager to ensure that the device configuration
is properly in sync with NSO before provisioning. If the device is out of sync, initial provisioning fails.

ahialn Service manager
CISCO NSO VERSION:5.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
Jcisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L 3vpn
[cisco-ron-cfp:ronfinter-layer-link

Jcisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-tefcisco-sr-te-cfp-sr-odn:odn/odn-template
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-policies: policies/policy
[cisco-tsdn-core-fp-commoen:rfs-monitor-path
fcore-fp-plan-notif-generator:plan-path-for-notification
fdim:cisco-dlm/cisco-dim-session-clean

fdim:cisco-dim/crosswork-vm

N12vpn-ntw:12vpn-ntw/12vpn-ntw-augmentations:y-1731-profile

12vpn-ntw:l2vpn-ntw/vpn-services/vpn-service
f13vpn-ntw:|3vpn-ntw/vpn-services/vpn-service

fte:teftunnelsftunnel

2. To create Routed Optical Networking ML service, perform these steps:

a. Inthe Service manager, select the Routed Optical Networking ML service point from the drop-down
list. When we create the new Routed Optical Networking ML service, the required components are
the service name, mode of the service (transponder or muxponder), and the bandwidth. The bandwidth
corresponds to the line rate of the ZR/ZR+ optics. Click Confirm.

. Sample End-to-end Configuration
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Create service

name
poc_8201_1_to_poc_8201_2 20

mode
transponder v

bandwidth
400

b. Inthe Configuration editor, click the newly created service name for editing the additional parameters
that are required for the service. In this example, we set the circuit-id name in the global parameters.
The frequency is set by the optical controller based on the specified optical add/drop port. The dac-rate

Sample End-to-end Configuration .
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. Sample End-to-end Configuration

is set to the default value.

slinln i i
disco’  Configuration edtor QD vewspienss o

A 1 /eisco-ron-clp:roniron-milpoc_circuie_195200K )

Sew 'poc_sircuit_195200' in Service manager
nare i ]

poc_circuit_195200

clreuit-id
This is a deme circuit

T

end-point () This list is empty Add listitem > @) }
[

(UNLOCKED)

custom-template. o This list is empty Add list itemn + e

521926

Note « User configuration global options are frequency and dac-rate

* Dac-rate controls the TX shaping parameters: 1x1.25 = enabled, 1x1 = disabled. Leaving it blank uses
system default of enabled, and can be used in most circumstances

* Modulation of 16 QAM is available for 2x100G muxponder mode.

C. After the ols-domain is added, you must add end-points to the circuit. Two end-points are always
required. The end-points are the routers with ZR/ZR+ optics.

. Sample End-to-end Configuration
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i il it
disco’ Sonfguration edior QD vovosson: 1o
A 1 /eisco-ron-clp:roniron-milpoc_circuie_195200K )

See 'poc_circuit_195200" in Service manager

name circuit-id
poc_circuit_195200 This is a demo circuit

service-state
(UNLOCKED)

This list is empty Add list itemn + e

521927

d. Add the end-point-device to the service. Click Confirm.

iguration editor

Add new list item

end-point-device
ron-poc-8201-1 -

521928

Sample End-to-end Configuration .
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After the end-point is created, click the end-point to edit the end-point parameters. The line-port is a
required parameter and refers to the optics port on the router. In this example, this is the same as the
line-port specified in the inter-layer-link service for the end-point router.

Add new list item

end-point-device

ron-poc-8201-2 -

I.. Ca r-l CE | . m i

end-poir
ron-pos

ron-pos

The transmit-power is an optional parameter for end-to-end provisioning. If it is omitted the optical
controller (Cisco Optical Network Controller) will provide the transmit power. Transmit power sets
the transmit power, the value is in 100*value in 0.1dBm increments. For example, —100 is -10dBm.
If no value is specified the default of -10dBM is used for QDD-400G-ZR-S or QDD-400G-ZRP-S,
or 0dBm for DP04QSDD-HEOQ (Bright ZR+). The transceiver-capability field specifies the optic type
and is only required if no packet layer configuration is being performed. In this example, you are
performing packet layer provisioning so specifying the transceiver capability is not required.

Add the line-port of 0/0/0/20 to the Routed Optical Networking ML service.

Jl Sample End-to-end Configuration
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slinln i i
disco’  Configuration edtor QD vewspienss o

AL 1 pac_circuit_195 pointon-poc-8201-1___ )

See 'poc_circuit_195200" in Service manager

transmit-power
valid range: -150 ., 0

end-point-state

UMNLOCKED

© © terminal-device-packet/

This list is empty Add list item » e }

This list Is empty Add listitem + () }

custom-template. o This list is empty Add list item + e

521930

marager v

e. Click end-point to go back to the top-level endpoint configuration, click terminal-device-packet to
configure Ethernet/IP parameters

"Hstlr Configuration editor D (D vewason+ 1o~

A T fesco-ron-chpcroairon-mifpoc_§201_1_to_pee_8207_2_20}end-poletiron-poc-8201 - Tjheeminal-device -packatf |

Ses ‘poc_B201_1_te_poc_B201_2_20" in Service manager

N

Note * Ethernet/IP configuration is optional.

* Bundle configuration adds an interface to an existing bundle or creates a new bundle and adds the newly
created IP interface to it.

Interface configuration is used for configuring IP address parameters on newly created Ethernet interfaces.

In this example we add a new Bundle and assign an IP address to the Bundle.

f.  Click the plus sign next to bundle to add a bundle, in this case with an identifier of 500. This creates
a bundle interface Bundle-Ether 500 on the endpoint router

Sample End-to-end Configuration .
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g.

The interface index for a bundle use case is always 0. In case of a non-bundle configuration in
muxponder mode, the index can be 0-3 representing the number of interfaces created as part of the
muxponder configuration.

“Hstr Configuration editor D (D vewson+ 1o~

A 1 jeisco-ron-ctpronjran-mifpos_8201_1_to_pe_§201_2_ 1- wckatf

See ‘poc_B201_1_te_poc_B201_2_20" in Service manager

Click the bundle number and ip-address to configure an IP address on the bundle.

alialie - Configuration editor

cisco NSO VERSION:5.7.6.2
A T cisco-ron-cfp:ronjron-mi{poc_8201_1_to_poc_8201_2_20}/end-pointiron-poc-8201- 1)/terminal-device-packet/bundie{500)/ip-address )

See 'poc_8201_1_to_poc_8201_2_20" in Service manager

vé4
102.20.20.20/31

h. Return to the top-level endpoint configuration, select the index 0 previously created and click

member ship to add the interface to the bundle

. Sample End-to-end Configuration
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alialie Configuration editor
Cisco NSO VERSION:5.7.6.2

A 1 /cisco-ron-cfp:ron/ron-mi{poc_8201_1_to_poc_8201_2_20}/end-point{ron-poc-8201-1)/terminal-device-packevinterface{0}imembership |

See ‘poc_8201_1_to_poc_8201_2_20" in Service manager

bundle-id*

Note *» Bundle-id selects the previously created bundle.

* Mode sets the bundle LAG signaling mode. Active=LACP, passive=LACP listener only, on=No active
signaling, inherit=Inherit signaling from Bundle interface configuration. Default is active.

i.  Return to the top level of the service configuration and similarly configure the second endpoint.

atlialn i i
tisce  Configuetion sdior

D (ED vemim 0

A 1 feisco-ron-chp:mniron-mifpos_8701_1_to_pec_8201_2_20){

See ‘poc_8201_1_to_poc_8201_2_20"in Service manager

j. Click SRLG to perform SRLG configuration

Sample End-to-end Configuration .
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. Sample End-to-end Configuration

ity  Confgumtion ediice I (ED vemootors+ o

A 1 feisco-ron-efproniron-mifeo_8201_1_to_poe_8201.2_20Msrigf |

See 'poc_8201_1_to_poc_8301_2_20"in Service manager

Note * Configuration options are to specify a preconfigured group, a list of numeric SRLG values, or a list of
SRLG names associated with preconfigured name:value pairs.

* Each type can be populated in the same configuration.

* In this example we specify a list of explicit numeric values. An index is used along with the numeric
value.

3. In the Commit manager, click the config tab. The NSO CLI configuration for the end-to-end service is
displayed. If the ols-domain component is not specified in the global configuration, no optical line system
provisioning is performed, only router provisioning. You can preview and then commit the configuration.

alviln Commit manager
CISCO wowmmmesas 9 [ O
Current transaction is VALID Revert k Load/Save

changes errors ‘Warnings config native config oMMt queve

ron ron
ron-nl poc_circuit 195200 [
mode transponder;
bandwidth 400;
circuit=id "This is a demo circuit";
a-domain (

end-paint ron-poc-8201-1 |
terminal-device-optical
line-port 0/0/0/20;

ols-domain {
end-point-state UNLOCKED;

terminal-device-packet (
interface 0 {
ip=address [
w4 51.63.12.1/30;

)
end-point ron-pec-8201-2 |

terminal-device-optical |
line-port 0/0/0/20;
tarminal-device-packet |

interface 0

ip=address [
w4 51.63.12.2/30;

&
e

521934
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4. Verify status in NSO Ul

You can verify the status by inspecting the plan associated with the service. You can find the plan under
the main ron-ml configuration which you can access by clicking the top portion of the service configuration.
An example is highlighted in the following image.

alialn - Configuration editor
Cisco NSO VERSION'S.7.6.2

A T feisco-ron-cipiron/ron-mifpoc_B201_1_to_poc_8201.2 204 |

See 'poc_B201_1_to_poc_8201_2_20" in Service manager

name bandwidth* frequency

poc_8201_1_to_poc_8201_2_20 400 1952000

plan-location circuit-id dac-rate

Foi o Tei —E 1
leisco-ron-cfp ron-cfp:ron-ml

ron-cfp:name='poc_8201_1_to_poc_8201_2_20']

poc_circuit

mode* grid-type

(100mhz-grid)

clear-rollback
transponder k4

a. Inspect the plan by clicking on the newly created service

ronemi-pian
name.
682b3df2_3002_4af2_9438_6dfo? 7 26d0ef
62254907_bOBb_4338_B3I04_s412903b3311
7a00076_d3dh_4bd0_Sdid_673ddcedBlet

poc_B201_1_to_poc_8201_2_20

If all steps are green and complete, the service has been properly deployed to the network

A T feisci-ron-elpioniron-mi-plsaipoc_B201_1_to_poc_B201_2_20)iplsn]

== nexinit e rmady
T nesinit cisca-ron—cip-rana- rexready
pian
senvices cont-
ettt nexnit cinca-ron-cip-nana- rexready
pan
serices comtg-
e nea cisca-ran-cip-mana- rexroady
pan

serices comg-

b. Inspect router configuration.

The show configuration commit changeslast 1 command shows the CLI config applied to the device
during the NSO provisioning.

The show optics controller 0/0/0/20 command verifies the operational status.

Sample End-to-end Configuration .
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RP/@/RP8/CPU:ron-poc-8281-1#show configuration commit changes last 1
Mon Oct 17 89:51:11.625 POT
Building configuration...
11 105 XR Configuration 7.7.1
srlg
interface Bundle-EtherSee
1e value 1800
2@ value 2808
1
-
interface Bundle-EtherSee
ipv4 address 192.28.28.28 255.255,255.254
1

controller opticse/e/e/2e

description poc_circuit

transmit-power -188

fec OFEC

dwdm-carrier leeMHz-grid frequency 1952886
DAC-Rate 1x1.25

1

interface FourHundredGigee/e/e/20
bundle id 5@ mode active

End

RP/8/RPE/CPUR:ron-poc-8201-1#show controllers optics a/e/e/28
Mon Oct 17 @9:57:25.475 POT

controller State: wp

Transport Admin State: In Service
Laser State: On

LED state: Green

FEC State: FEC EMABLED

optics status

Optics Type: QSFPDD 488G ZRP

DWDM carrier Info: C BAND, MSA ITU Channel=19, Frequency=195.28THz,

Wavelength=1535.822nm

Alarm Status:

Detected Alarms: Mone

Provision Routed Optical Networking ML Service Using Crosswork Hierarchical Controller

1. Ifyou are performing both router and optical line system provisioning, you must create NMC Cross Links
between router optics port and optical line system add/drop port.

Crosswork Hierarchical Controller 8.0 in Routed Optical Networking 3.0 also supports “router only”
provisioning which provisions optical parameters on router optics port and IP layer parameters but does
not provision OLS.

a. Select Link Manager application.

Figure 32: Crosswork Hierarchical Controller

Link Manager

D

|

\\ l/"
&
U1

[$X

Jl Sample End-to-end Configuration

You get the following initial view that shows the list of Cross Links.
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i

Link Manager Cross Links

unkome
2mems

Manual Cross Link on-poc-§201-1 Optics0/0/010to ron-...
Manual Cross Link on-poc-6201-2 Optics0/0/010 o ron-...

20000 O®O B¢

Click Add CrossLink.
Figure 33:

Link Manager Cross Links
Link Name v
2ITEMS

Manual Cross Link ron-poc-8201-1...

Manual Cross Link ron-poc-8201-2 ...

Description +

Sample End-to-end Configuration .

®c 8
< Valdate Al Manual Links
Type Created By ~  DeviceA/PortA ~  Device/Port® ~ Status. ~ Method -
s Manual on-pocls-Lroadm  ron-pocols-/CHAN 6 (192.735)  ron-poc 2011/ Optcs0//00 Unknawn A
e Manuat Unknown A
+ Validate All Manual Links
Type ~  Created By ~  DeviceA/PortA ~  DeviceB/PortB ~  Status ~  Method -
NMC Manual poc-ols-1-roadm / ron-poc-ols.... p / Optics0/0/0/10 Unknown N/A
NMC Manual ron-poc-ols-2-roadm / ron-poc-ols...  ron-poc-8201-2/ Optics0/0/0/10 Unknown N/A

C. Select the NMC cross link type. Cross Link Manager supports ETH and NMC cross links.

Add Cross Link

Link Type

Description

Add Cross Link

Sample End-to-end Configuration .
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d. The Link Manager application allows you to select either router DCO port or optical add/drop first.
In the following image we filter the ports by the router device that we use for our NMC cross link.

Advanced 3D Explorer
PORTS

Name - Device < Type ~ Capacity ~ Description ~ Admin Status -
8151TEMS

1/CHAN 63 (181.450) Ton @ NMC Port: 1/CHAN 63 (191.450), Physical Dev... UP
1/CHAN 45 (152.800) ron e Port: 1/CHAN 45 (192.800), Physical Dev... UP
1/CHAN 61 (191.600) ron e Port: 1/CHAN 61 (191.600), Physical Dev... UP
1/CHAN 46 (192.725) ron-poc-ols-1-roadm Nmc Port: 1/CHAN 46 (192.125), Physical Dev... UP
1/CHAN 30 (193.925) ron-poc-ols-2-roadm e Port: 1/CHAN 30 193.925), Physical Dev... UP
1/CHAN 1 (196.100) ron-poc-ols-2-roadm Nmc Port: 1/CHAN 1 (196.100), PhysicalDevic... UP
1/CHAN 64 (191.375) ron-poc-ols-L-roadm Nmc Port: 1/CHAN 64 (191375), Physical Dev... UP
1/CHAN 30 (183.925) ron-poc-ols-L-roadm Nmc Port: 1/CHAN 30 193.925), Physical Dev... UP
1/CHAN 64 (191.375) ron-poc-ols-2-roadm Nmc Port: 1/CHAN 64 (191375), Physical Dev... UP
1/CHAN 48 (192.575) ron-poc-ols-2-roadm Nmc Port: 1/CHAN 48 (192575), Physical Dev... UP

e. The following image shows the filtered list. Our router, ron-poc-8201-1 has a single ZR+ optics port,
select the port and click OK

Advanced 3D Explorer
PORTS
Name ~ Device © Type ~ Capacity ~ Description ~ Admin Status -
11TEM MATCHING FILTERS
Optics0/0/0/22 ron-poc-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRPPL...  UP

ot [

f. Like in the previous step, select the second port which is the optical add/drop port. Filter by device
as ron-poc-ols-1 and the Name as 194.000 to filter to the add/drop port

. Sample End-to-end Configuration
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Advanced 3D Explorer

PORTS

+ Name © Device o Type v Capacity ~  Description > Admin Status -
1ITEM MATCHING FILTERS
1/CHAN 29 (194.000) x ron-poc-ols-1-roadm NMC Port: 1/CHAN 29 (194.000), Physical De...  UP.

. -

g. Select the two ports (Ethernet and OCH) in your NMC Cross Link. Click Add CrossLink.

(Optional) Add a description

Add Cross Link

Link Type
NMC -

PortA
ron-poc-8201-1 / Optics0/0/0/22 x

PortB
ron-poc-ols-1-roadm / 1/CHAN 29 (194.000) x

Description

29

Add Cross Link &

h. Click the added cross link to see its attributes.

Sample End-to-end Configuration .
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Link Manager Cross Links ®c %

+ Add Cross Link + Validate All Manual Links

LinkName ~ Description - Tpe v Createdby ~ DeviceA/Porth ~ DeviceB/PortB ~ saws ~ Method
1M

ron-poc-ols-1/1/CHAN 46 (192.725) / Optics0/0/0/10  Bright ZR+ poc-82...  NMC Manual HAN 46 (... Unknown NA
Frequency: 192.72

Summary
ron-poc-ols-1/1/CHAN 46 (192.725) / Optics0/0/0/10 ron-poc-ols-1-roadm/ron-poc-ols-1/1/CHAN 46 (192.725) fon-poc-8201-1/Optics0/0/0/10
2024-03-27 03:15:26 EDT Manual Unknown

N/A NA Bright ZR+ poc-8201-1 to ron-poc-ols-1

OPO0CONODOPOOHOO

Frequency: 192.725

Q ‘ Search...

= Jacksonville - Jacksonville

arR

=  Filter

Manual Cross Link ron-poc-8201-1 Optics0/0/0/10 to ron-poc-ols-1-roadm ron-poc-ols-1/1/CHAN 46 (192.725)

Charlotte CAROLINA

Chattanooga
Huntsville

s Wilmington
SOUTH

Atlanta
£ Augusta cEharleston

Myrtle‘Beach

>

GEORGIA

-

Jacksonville

Tallahassee Jacksonville

®
(@)
®
o
®

Ji]
I

Gainesville

Daytona Beach

b Oflaﬁdo

@ ¢

j. Similar to the previous steps, create the second NMC cross link.

Jl Sample End-to-end Configuration
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Link Manager Cross Links ® c
+ Add Cross Link  Validate All Manua
LinkName - bescrpton Ty * Provider - DeviceA/Porth  DeviceB/Porth - seus - Method - LastChange

20UT OF 21 ITEMS MATCHING FILTERS

Manual Cross Link Optics0/o... p . NMC Manual P / Is-1-roadm / 1/CHAN 29 (194.000)  Unknown N/A 2023-04-24 10:2334 EOT

Manual Cross Link ron-poc-57b1-1 Optics0/0...  NCS-57810/0/0...  NMC Manual P P JUCHAN29 (194000 Unknown /A 2023-04-24 10:29:55 EDT
Summary Evidence History

LINKNAME DEVICE A/ PORT A DEVICE B/ PORT B

Manual Cross Link b | dm 1/CHAN 29 ron-poc-57b1-1/0ptics0/0/0/24 ron-poc-ols-2-roadm/1/CHAN 29 (194.000)

(194.000)

TIME ADDED SOURCE STATUS

N/A Manual Unknown

METHOD LAST CHANGE DESCRIPTION

N/A NjA NCS-57B10/0/0/24 to NCS 2000 MD-64 channel 29

k. View the end-to-end network with both crosslinks in the Explorer app.

Q | Search... OO

Brandon

9 Jacksonville » @ ron-poc-8201-1 » ¢>Bundle-Ether500 »

= 10.28.29.20 to 10.28.29.21
MINNESOTA Duluth

Info Used By , Minnéapolis

PHY ETH ZRC ZRM

WISCONSIN

ron-poc-8201-1

Milwaukee

Peoria

ILLINOIS
St.Eouis INDIANA

ron-poc-8201-1

ron-poc-8201-1
Evansville Cincinnati
Louisville

KENTUCKY
ron-poc-8201-1 i
ille:

TENNESSEE

Huntsville Knoxville
fi Chattanooga

Atanta Charlotte
ron-poc-8201-1 I

Augusta fSouUTH
ron-poc-8201-1 GEORGIA ChakieStonN A

—5
(Alk:.lon
Savannah
lle: _—

Myrtl

ron-poc-ols-1-roadm

ron-poc-als-1-roadm

[_] ron-poc-ols-1-roadm
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2. (Optional) Cross-Link Connectivity Verification

* Cross-Link Connectivity Verification is supported on all router platforms and NCS 1010 with MD-32
and BRK-24 modules.

* Connectivity Verification uses NSO CLI NED to modify router port state and TX power, is service
affecting.
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. Sample End-to-end Configuration

* When validation starts, Hierarchical Controller continuously checks the RX power on the optical
add/drop port. Connectivity Verification is performed in the background.

a. Configure NMC Validation Settings. Settings are used to control validation, Wait period to receive
samples while on must be set to 180 seconds, Wait period to receive samples while off must be set
to 50.

Settings

ETH validation NMC Validation

Power on [dbm]: 17

Power off [dbm]: _g5q

Timestamp precision [sec]: 5

Number of cycles: 3

Wait period to receive samples while on [sec]: 200
Wait period to receive samples while off [sec]: 5g
Sampleinterval [sec]: 2

Buffer for power offfon [dbm]: 1g

—

b. Select a link and click Validate Link. Alternatively, you can click Validate All Manual Linksto
perform connectivity verification for all links.
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C.

Sample End-to-end Configuration .

Link Manager Cross Links ®c B
+ Add Cross Link [ validate All Manual Links |
Link Name Description Type  ~  Provider - DeviceA/PortA - DeviceB/PortB - s -+ Method - LastChange -

10UT OF 24 ITEMS MATCHING FILTERS

Manual Cross Link ron-ncs5504-1 Optic...  ron-ncs5504-...  NMC Manual ron2_olt2-roadm /0/3/0/6 ron-ncs5504-1/ Optics0/0/0/0 Validated By ShutNoShut  Shutnoshut  2023-03-3004:39:03 EDT

Summary Evidence History
LINK NAME

Manual Cross Link ron-ncs5504-1 Optics0/0/0/0 to ron2_olt2-roadm 0/3/0/6

DEVICE A/ PORT A
ron2_olt2-roadm/0/3/0/6

DEVICE B/ PORT B
ron-ncs5504-1/0ptics0/0/0/0

TIME ADDED
2023-03-30 03:16:34 EDT

SOURCE
Manual

STATUS
Validated By Shut No Shut

METHOD
Shut no shut

LAST CHANGE
2023-03-30 04:39:03 EDT

DESCRIPTION
ron-ncs5504-1 to ron2_olt2-roadm

After validation completes, inspect the evidence of either successful or unsuccessful verification. The
following image shows a successful verification. Status changes from Unknown to Validated By
Shut No Shut. The time it takes for the ZR/ZR+ to start transmitting after no shut is set is typically
60-80 seconds.

Link Manager Cross Links @ cCc %
+ Add Cross Link [ valigate AltManual Links
Link Name. Description  ~  Type ~  Provider ~ DeviceA/PortA ~ DeviceB/Port8 - Status ~ Method ~  LastChange -

10UT OF 24 ITEMS MATCHING FILTERS

Manual Cross Link ron-ncs504-1 Optic...  ron-nesss0d-...  NMC Manual ron2_olt2-roadm / 0/3/0/6 ron-ncs5504-1/ Optics0/0/0/0 Validated By ShutNoShut  Shutnoshut  2023-03-30 04:39:03 EDT
Summary Evidence History
Validation Time Validation Result - o
@zrron
3iTEms y
Qs
2023.03-30 04:39:03 EDT Validated By Shut No Shut
2023-03-2103:25:50 EDT Validated By Shut No Shut 20

2023-03-09 14:08:00 EST Validated By Shut No Shut Failed

Time (Seconds)

The following image shows a failed verification. There is no change in the optical device port power
levels after the no shut operation
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‘‘‘‘‘‘‘‘‘ ron2_oltLoadm //3/0f6 Shut no shut

20230420 10:44:25 EDT

3. To provision the Routed Optical Networking IP link, perform these steps:
a. In the applications bar in the Crosswork Hierarchical Controller, click the Services Manager icon.

Sacrame
San Francisco

-

The Service Manager Application shows you a list of services.
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service-manager-app Tunnels ~ Pointto Point NSO Provisioning Operations £ Settings

Create New P2P u

Name ~ PPType ~ Configuratio ¢ Creation Date ~  EndpointA ~  Endpoints ~ Speed v Opentional ~ Last2ah ~ LastOperation -
state tate Operations

80UT OF 25 ITEMS MATCHING FILTERS

RK_2K_OLS_2x100G_16QAM_1x1.2... IPLink INSTALLED  27-03-2024 13:59:44 EDT - Optics0/0/2... ... 200GB up 1 Create IP Link: ¥ Done
RK_8_2K_Router_Only 1P Link INSTALLED :02:42 EDT Pptics0/o... ~Optics0/0/1/...  400GB Up 1 Create P Link: ¥ Done
RK_OLS OCH-NCLink  INSTALLED :45: ls-2-roadh Is-2)... ls-4-roadh Is-4/... 400GB up 1 Create OCH-NC: ¥ Done
RK_Test OCH-NCLink  INSTALLED  27-03-2024 06:39:30 EOT OLT1-r0adm -ron_ncs1010_...  OLT4-roadm - ron_ncs1010_... 400 GB Down 1 Create OCH-NC: ¥ Done
RK_12_1006 1P Link INSTALLED  26-03-2024 04:34:55 EDT 10n-8201-32FH-3- Optics0/0...  ron-ncss7b1-1-Optics0/0/0... 100 GB up 1 Create P Link: ¥ Done
RK_11 1P Link INSTALLED :05:14 EDT - Optics0/0/3... Ptics0/0...  200GB Up 1 Create P Link: ¥ Done
RK_4x1006 1P Link INSTALLED P 5 Ptics/0...  400GB up 1 Create P Link: ¥ Done
RK_9_3x1006 1P Link INSTALLED  26-03-2024 00:59:59 EDT 10n-8201-1- Optics0/0/0/18 ... ron-ncs5504-1- Optics0/0/0... 300 GB up 1 Create IP Link: ¥ Done

o
©
®
0]
€]
®
]
®

cXXC

b. Select the Point to Point tab and click | P Link from the Create New P2P drop-down list to create
end to end service between router DCO ports.

service-manager-app Tunnels  Pointto Point NSO Provisioning Operations &8 Settings.

Create New P2P n

-
0%
@
e
1P Link ~ PPType - Configuratio= ¢ Creation Date ~ Endpointa ~  EndpointB « Speed - Operational = Last2eh ~ LastOperation -
State State Operations
OCH-NC Link 6QAM_1x1.2... IPLink INSTALLED  27-03-2024 13:50:44 EOT - Optics0/0/2... i ... 20068 up 1 Create IP Link: ¥ Done
(0] o b Utk Wi 2rosescrozezor - wea u : CrattpLin ¢ bone
@ SDHLine OCH-NCLink  INSTALLED ls-2-road; I52)... ls-4-roadh Is-4/... 400GB up 1 Create OCH-NC: ¥ Done
Creuiteine OCHNCLink  INSTALLED  27-03-2024 06:39:30 EDT OLT1-roadm -ron_ncs1010_...  OLT4-roadm - ron_ncs1010_... 400 GB Down 1 Create OCH-NC: ¥ Done
1P Link INSTALLED :34: Ptics)o... -Optics0/0/0...  100GB up 1 Create IP Link: ¥ Done
Packet E-Line
. 1PLink INSTALLED  26-03-2024 04:05:14 EOT - Optics0/0/3... Ptics0/0... 20068 Up 1 Create P Link: ¥ Done
RK_9_3x1006 1P Link INSTALLED  26-03-2024 00:59:59 EDT r0n-8201-1- Optics0/0/0/18 ... ron-ncs5504-1- Optics0/0/0...  300GB up 1 Create P Link: ¥ Done
Y

o

¢

The IP Link Creation wizard appears.

C. Enter the Cisco Crosswork Hierarchical Controller service name, description of the router optical
controller, and the Link Rate Mode in the General tab.

* Here, we are creating a 1x400G link. In 2x100G, 3x100G, and 4x100G modes, you can choose
to create separate IP links or create a Bundle with each channel link added as a member.
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. Sample End-to-end Configuration

Alternatively

IP Link Creation

2 3 4

GENERAL ENDPOINTS ADVANCED SUMMARY

Name*

ron-poc-8201-1_ron-poc-57b1-1_1940000

Description

ron-poc-8201-1 0/0/0/20 to ron-poc-57b1-1 over NCS2K

Link Rate Mode*

{4006 - 1x400G

Router Configuration Only

X Cancel

* To create a 200G 16-QAM link, Select the 200G — 2x100G link rate mode.

200G 16-QAM allows the use of 200G signals on 50Ghz optical line systems. Default for 200G
is QPSK at 60.1Ghz.
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Sample End-to-end Configuration .

IP Link Creation

GEMERAL

Name*

200G legacy mode support

Description

Configure link as 200G 16QAM @ 30.1Ghz

Link Rate Mode*
200G - 2x100G w

Router Configuration Only

Alternatively

* To create a Bundle interface, Select a bundle option from the link rate mode drop down list.
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You can create a 400G bundle interface (400G Member). Alternatively, 300G-bundle (3X100G
Members) and 200G-Bundle (2x100G Members) can be created

Jl Sample End-to-end Configuration
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Sample End-to-end Configuration .

IP Link Creation

GEMERAL

Mame*

400G-Bundle-Cisco8000-ASR9903

Description

Link Rate Mode*

400G - Bundle -

Router Configuration Only

X Cancel

Sample End-to-end Configuration .
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. Sample End-to-end Configuration

(Optional) Check the Router Configuration Only check box to configure only the router optical
controller and IP information and not the optical line system. This configuration is used when the
OCHNC is created outside Cisco Crosswork Hierarchical Controller.

d. Select the two router ports in the service. This is done by selecting the Site and Port. The transmit
power for each endpoint is an optional parameter. The default TX power is used if no value is provided.

IP Link Creation
S

GENERAL ENDPOINTS ~ ADVANCED. SUMMARY

ENDPOINT A

Site A
Port A*

Transmit Power [dBm]
ENDPOINT B

Site B
Port B*

Transmit Power [dBm]

e. Click the magnifying glass icon to select the first router port.
The ports are displayed based on the following criteria:
* Is a ZR/ZR+ interface
* Has no existing optics configuration

* Has a proper NMC cross-connect configured

This page lists all available ZR/ZR+ ports currently unused on all devices. Select the ron-poc-8201-1
Optics0/0/0/22 port.
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Sample End-to-end Configuration .

OCH PORTS
Name ~ Device - Type ~ Capacity ~ Description ~ Admin Status -
17 TEms
Optics0/0/0/24 ron-poc-57b1-1 ocH OCH portof Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/24 ron-ncs57b1-1 ocH OCH portof Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/14 ron-8201-32FH-3 ocH OCH port of Cisco QDD 400G BRT ZRP Plug... UP
Optics0/0/0/16 ron-8201-32FH-3 OcH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/0/0 ron-ncss40-2dd-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP.
Optics0/0/0/18 ron-8201-1 ocH OCH portof Cisco QSFPDD 400G ZRP Plug...  UP.
Optics0/0/0/8 ron-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  DOWN
Optics0/0/0/20 ron-8201-1 ocH OCH port of Cisco QSFPDD 400G ZR Plugg...  UP
Optics0/0/0/22 ron-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP
Optics0/0/1/4 ron-asr9903-1 ocH OCH port of 400G ZRP-5 QSFPDD Module  UP
Optics0/0/1/8 ron-asr9903-1 ocH OCH port of 400G ZRS QSFPDD Module up
Optics0/0/0/10 ron-8201-2 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP.
Optics0/0/0/20 ron-8201-2 ocH OCH port of Cisco QSFPDD 400G ZR Plugg...  UP
Optics0/0/0/22 ron-poc-8201-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plu...  UP
Optics0/0/0/20 ron-8201-4 OcH OCH port of Cisco QSFPDD 400G ZR Plugg. up
Optics0/0/3/0 ron-ncss7c3-1 ocH OCH port of Cisco QDD 400G BRT ZRP Plug... UP
Optics0/0/2/2 ron-ncss7c3-1 ocH OCH port of Cisco QSFPDD 400G ZRP Plug...  UP.
-

Similar to the previous step, choose ron-poc-57b1-1 Optics 0/0/0/24 as the second router port.

(Optional) Set the transmit power in dBm on each port. If OLS provisioning is being performed, the
OLS controller returns the optical power. If the OLS controller does not return the optical power or
router only provisioning is being used, the router default power is used.

(Optional) Enter the IP address information for interfaces. If IP addresses are not entered, ZR/ZR+
router optical configuration happens; however, IP addresses are not configured.

Click Next to move to Advanced configuration.
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. Sample End-to-end Configuration

IP Link Creation
1 @ 3 4
GEMERAL ENDPOINTS ADVAMCED SUMMARY

| ransmit Fower [dBm)|

-10
ENDPOINT B

Site B

Port B*
ron-poc-57b1l-1- Optics0/0/0/24

Transmit Power [dBm)]

-10

LINK #1 IP ADDRESSES

IP Address A (CIDR)
10[*.28.30.221'31

IP Address B (CIDR)
[ 100.28.30.23/31|
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Sample End-to-end Configuration .

(Optional) Set the Frequency. If optical provisioning is being performed, the OLS controller can return
the frequency to be used, and it may be omitted. If router only provisioning is being performed, the
Frequency must be specified.

(Optional) Set the DAC rate. A DAC rate setting can be used to enable OpenZR+ compatibility mode,
disabling TX shaping and enhanced modem mode. See OpenZR+ Compatibility Mode for more
information on mode support.
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IP Link Creation

()

ADVANCED

FREQUENCY

L Band

@ C Band

Frequency THz
194.00

Digital-to-Analog Converter (DAC) rate

Set Path Preferences

¥ Include Nodes or Links

Select Node or Link

I.  (Optional) Set links or nodes to include/exclude in the optical path. This setting is not available in
router only provisioning.
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Sample End-to-end Configuration .

m. (Optional) To add the new link or set of links to an existing Bundle LAG interface configured on the
routers, choose the bundle from the Add to existing LAG drop-down.

IP Link Creation

()

ADVANCED

Add to existing LAG

v
Bundle-Ether1 to Bundle-Ether1

Frequency THz"

195.200

Digital-to-Analog Converter (DAC) rate

Set Path Preferences

¥ Include Nodes or Links

Select Node or Link
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Sample End-to-end Configuration |
. Sample End-to-end Configuration

n. (Optional) If you are configuring a 200G 16-QAM link, set the DAC rate to 1x1.25.

200G link rate mode enables the M odulation selection drop-down. Modulation selection is not
available in any other mode. Select thel16 QAM (30Ghz) modulation.
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Sample End-to-end Configuration .

IP Link Creation

()

ADVANCED

FREQUENCY

L Band

(@) CBand

Frequency THz
195.2

Digital-to-Analog Converter (DAC) rate
1X1.25 b

Modulation

¥ Include Nodes or Links

Select Node or Link

0. Click Next to review the final configuration. Verify the router endpoint and optical line system
parameters. Click Finish to start provisioning, or click Save to save for later provisioning.
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IP Link Creation

(+)

SUMMARY

Name: ron-poc-8201-1_ron-poc-57b1-1_1940000
Description: ron-poc-8201-1 0/0/0/20 to ron-poc-57b1-1 over NCS2K

v EndpointA

Port: ron-poc-8201-1 - Optics0/0/0/22
Transmit Power: -10.0 dBm

¥ EndpointB

Port: ron-poc-57b1-1 - Optics0/0/0/24
Transmit Power: -10.0 dBm

Link Rate Mode: 400G - 1x400G
Frequency: 194.0 THz

DAC rate: -

Modulation: -

Path Criteria: Latency
Optical Excluded List: -
Included List: -
Disjoint From Links: -

The following image shows a sample summary for a 200G 16-QAM link.
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Sample End-to-end Configuration .

IP Link Creation

(4)

SUMMARY

Name: 200G legacy mode support
Description: Configure link as 200G 16QAM @ 30.1Ghz

¥ EndpointA

Port: ron-ncs540-2dd-1 - Optics0/0/0/0
Transmit Power: -

¥ EndpointB

Port: ron-ncs57b1-1 - Optics0/0/0/24
Transmit Power: -

Link Rate Mode: 200G - 2x100G
Frequency: 195.2 THz

DAC rate: 1 X1.25

Modulation: MT_16QAM

Path Criteria: Latency
Optical Excluded List: -
Included List: -
Disjoint From Links: -

p. Go to Services Manager to view provisioning progress.
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Click the Operations> L ogs tab to view the provisioning API calls used and responses. The logs
show API calls and responses for both optical line system provisioning via Cisco Optical Network

Controller and router provisioning via Crosswork Network Controller.

Services Manager Tunnels  Pointto Point  IP Services
CreateNew2e | > |
Name - ePType - Configuration ©  CreationDate - Endpointa - Endpointe - speed
st
10UT OF 3 ITEMS MATCHING FILTERS
ron-poc-8201-1_ron-poc-57b1-1_1940...  IP Link INPROGRESS  24-04-2023 14:44:21 UTC b: P 40068
ron-poc-8201-1_ron-poc-57b1-1_1940000
Summary Endpoints Underlay Path Operations Events Actions.
action ~ Uifeycle state - Creaton ate - Lastupdate - SuMMARY
mem

¥ Normal Flow
Create IP Link Discovery 20.04202314:4420UTC  24-04-2023 14:44:27 UTC

v Adapter #1: onc-poc-90 ¥/
create service

create service response

-~ Operational ~

[E] Operations ¢ Settings

Last24h
Operations

- LastOperation

1 Create IP Link: Discovery

ERRORS.

If the provisioning is successful, the Configuration State field changes to INSTALLED state and

the Operational State field changes to UP state.

@ Services Manager

Tunnels  Pointto Point  IP Services

Name - PPType v Configuration © ¢ Creation Date ~ Endpointa ~ Endpoints ~ speed
State

10UT OF 3 ITEMS MATCHING FILTERS

ron-poc-8201-1_ron-poc-S7b1-1_1940...  IPLink g INSTALLED 24-04-2023 14:44:21 UTC. b 40068

00N 0660

ron-poc-8201-1_ron-poc-57b1-1_1940000

Summary Endpoints Underlay Path Operations Events Actions
‘GUID: 5I/7d4cd30b6e6ddebTad44a41269d2d45b

Name: ron-poc-8201-1_ron-poc-57b1-1_1940000

Creation Time: 24-04-2023 14:44:21 UTC

Last Changed: 24-04-2023 14:44:21 UTC

Template Name: defaulttemplate

v Service Links:

100283023t010028.3022
1P Address Assignment Policy: User Allocated
15 Bundle? No

Channel Config: 1X 400G

Path Criteria: Latency

The Summary tab displays the new service link.

Operations %8 Settings

~ Operational *  Last24h

Operations.

~ LastOperation

vp 1 Create P Link: v Done

g. Verify the end to end link across both IP and optical layers in the Explorer view.
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)

5,
)2

Q | Search...
Paducah

@ Charleston » @ ron-poc-57b1-1 » «>Bundle-Etherl »

= 100.28.30.23 to 100.28.30.22

N:

TENNESSEE
Used By

LOG | ZRC ZRM  OCH NMClOMS oTs
Chattanooga

ron-poc-57b1-1
ron-poc-57b1-1 Atlanta”=
ron-poc-57b1-1
Matcon

ron-poc-57b1-1 GEORGIA

) 000000006

ron-poc-ols-2-roadm

&

=Y
CJ
@

ron-poc-als-2-roadm

ron-poc-ols-2-roadm

ron-poc-ols-1-roadm
Daytona Beach

ron-poc-ols-1-roadm

ron-poc-ols-1-roadm

-y
v

)\"

i’

"
[

ron-poc-8201-1

(

ron-poc-8201-1

ron-poc-8201-1
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Indianapolis

Dayton
Cincinnati
Louisville
Frankfort

KENTUCKY

Knoxville
Asheville
Greenville

Athens

Algusta Columbia

SOUTH
CAROLINA

Savannah

4. Use the Link Assurance application to verify the end to end path and relevant PM data. Select a link or

port to see data on the ZRM, OCH, and OTS layers.
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)

(3} Link Assurance InspectLinks  Settings ®
SRR 100.28.30.23 to 100.28.30.22 L3 Logical Link
Charleston Jacksonville
(® specific link(s) / underlay link(s) 106 —

Tags
Device(s) in 1 of the endpoints ~
Devicels) in both endpoints

Q_ Add Link i ron-poc-57b1-1 ron-poc-8201-1
4 ZRC
Optics0/0/0/24 to Optics0/0/0/22 o 2w
ocH
NMC
M
M n-poc-ols-2.
oms.
ots
Name v Type v Staws
21mems
Summary Performance Events
1002830.2310100.283...  L3Log... up
Name Layer Admin Status Operational Status Endpoint A
Fiber-1 oTs up uP ron-poc-ols-1-roadm
Optics0/0/0/24 to Optics...  OCH e

EndpointZ Port ATx Power [dbm] Port Z Tx Power [dbm] Port ARx Power [dbm] Port ZRx Power [dbm]

©
(0]
®
L
®
e
©

ron-poc-ols-2-roadm win -0.50 win 2.60 win -4.00 win -1.30
- Average: -0.50 Average: 2.60 Average -4.00 Average -7.30
1) Wiax -0.40 Wiax 2.60 Miax -4.00 Miax .20

(

Operate Phase

To monitor the ZR/Z+ optics:

1. Use either CLI commands or EPNM to monitor router ZR/ZR+ optics for proper operation. See Monitor
ZR or ZR+ Optics Using EPNM, on page 70.

2. (Optional) Setup router ZR/ZR+ optics data collection in CW Health Insights. See Monitor Performance
of ZR/ZR+ Optics Using KPIs, on page 79.

To monitor NCS 1010, use Cisco Optical Network Controller and Cisco Optical Site Manager:

* Monitoring using Cisco Optical Network Controller
* Network and Circuit Monitoring using Workspaces in Cisco Optical Network Controller
* Monitoring Alarms in Cisco Optical Network Controller

* Fault Monitoring using Cisco Optical Site Manager

Monitor ZR or ZR+ Optics Using EPNM

This section adds the 8201 router to EPNM for monitoring the PM parameters on the ZR or ZR+ optics.

1. To add a new device to EPNM choose | nventory > Device Management > Networ k Devices. Click
Routers or a subgroup if it is already defined in the left panel.
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A Inventory / Device Management / Network Devices ecwn
R Deven Croups: Deon Ty Hosers
Cisco 8000 Series Routers swackan/Tnls (@B £+
=+ 5 e O ahow, [ kPR -2
Reschabiity  Admin Status Devics Name PRry— NS Name Dovies Typo Last inventory Cotieetion status Last Successtul Collecti
Manages wmazmnz mann Gisco a201 Router Compiena 2100024 123707 Exs
Managed w22 mann "
Managed wmzmnzz manz Gisco 8201 Router Completod 02124 12029 Ew
Managed 2z 23 1m2man Cisco 8201 Router Synchronizing
N
—
o
w0

A Inventory / Device Management / Network Devices eocen
Devica Groups ! Devica Typa | Routers
Cisco 8000 Series Routers

Dovice Groups

Reminsite Groupa s sies v
o, Ada Devcn
oo |17 i ta Device Name o 1P address ONS Mama Davica Type Last invantory Coflection Status Last Suscossful Collath
» Device Typo
> Gptical Nesweorking @ Managed 82011 w229.20 2Nz Cisco 6201 Router Compietea 202140024 123707 Eas
- Routers () Managed ron8201.2 N2 D rzmaz Gisca 8201 Router Compieted wih Waming
o 8000 Saes Rsters @ Manoged weanz mann Cino 8201 owtne Comyinied 207124 123828 Een
" Managed w222 D imnzs Cisca 8201 Router Synchronizing
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3. Configure the General, SNMP, and SSH parameters as seen in that following figures. Click Verify
Credentials to validate that Cisco EPN Manager can reach the device. Click Add to add the device to
EPNM.

Add Device X

* General Parameters

* Genaeral '
&) P Address 172.29.11.28
() DMS Hame
“ SNMP
[Dptional i TL1 & configunsd) - .
e i . License Level FuU ¥ 8
. 3
Talnat/SSH s Device Role | —Select- ¥ 8
L]
] Add to Group | --Select-- L ﬂ
»
HTTRHTTPS
Credential Profile | —Selact-—- | B
™
Civic Location
Audd WVerify Credentials Cancel
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. Sample End-to-end Configuration

Add Device X

Telnet/SSH Parameters

* Ganeral e Protocol SsSHZ v
*Port | 22
* SNMP o
(Opiaral if TLY s condgurnd) * Timeout | &0 [secs)
[ ]
-
Usermame | . ...
Telnet/SSH /| ® ki
. Passwerd | |.......
-
HTTRIHTTES - Confirm Password | ........
Enable Password [
1 Confirm Enable Passwond
Civic Location * MotecMNot providing Telnet'S5H credentials may result in partial collection of invendory data
Verity Credentials Cancel g
&
Add Device X

* SNMP Parameters

* eneral ' Version wic L

* SNMP Retries 2

* SHMP v,
(Optianal i TL1 is configuned) * SNMP Timeaut 10 [sees)
-
. * SNMP Port 161
Telnet/SSH o L
- * Read Community ... (7]
-
. * Confirm Read Community ...
HTTRHTTPS
Write Community — ﬂ
T Confirm Write Community
Civic Lecation

m Verify Credentials Cancel

4. To open the chassis view from the Network devices table, click the device name link. The following figure
displays the chassis view of the 8201 router.
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1. Device Type  Routers | Gisco 8600 Series Routers / ron-8201-1

Chassis View

Chassis View

Logical View

Device Detais

1 ... I Device Type / Routers / Cisco 8000 Series Routers / ron

Logical View

Device Details

FourHundredGigEO/0/0/8-IDPROM

Hardware Version

GLEI Code

Mo Data Awvallable

Equipment Type

Module

State

No Data Avallable

Location
FourHundredGiEQ/0/0/B-IDPROM
Product ID

QDD-400G-ZRP-S

Show Details

. ron-8201-1 (G @ ()
ron-8201-1

Mams  Configuration  Invantory

Saveriy

400444

g ~sns0

ron-8201-1
Aorms  Confgwation lwestory  Intodaces  Circuts  Image
8 - n ®
M il Major  Mior
Export
Severty Condion Timestarmp v
v isandoconcyChangeDomns 2021324 123744 EST
v ROUTINGISIS SADICHA...  2021-n24 123744 EST
v ROUTNGASISGADIGHA. . 202124 123744 EST
] L 0o 20214024 129700 EST
L] UNK_DOWN 202140024 123708 EST
v colPowerSiatusChange 2021423 000547 EST

Sample End-to-end Configuration .

s | [1EH I o0 KN N

I Crven Majer Minar
Condition Firmastamp v
isAdiacancyChangeBown  2021-Jun24 123744 EST

ROUTINGISIS-SADICHA . 2021.Jun.24 123744 EST

ROUTINGISIS-S-ADICHA . 2021-Jin-24 123744 EST
uras_oowm 2021-4un-24 12:37.09 EST
UK _DOWN 201dun 24 123700 EST

2021423 09 0547 EST

coicPowerStanGhange

imerfaces  Circults  Image

Gonfiguration Archive

Wamng  fermation
Sow [ Quick Fner

Affected Objects Al 10

FouundredGRERDIE0

FourHundrodGIgERDZ0

FouHURIIGREDDIE

FOuHUnUMIGREDDIR0-Mps ., 11509935

FourHundredGigE B 020
oM

Configuration Archive

Last Updaied: 2021-Jun-24 160738 EST (3

Warning  Information
Show | Quick Fiter
Affocied bjects Alarm 1D
FourHumoreaGHENNI20
FourHundredGEQNZ0
FourHunareaGHENDs

FourHundredGGEQZ0-mps ...
FourHumareaGHEODIZ0
apm

Here you can view the port and specific optical channel and CoherentDSP entities.
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@ Nl

f /.. [ Device Type / Routers | Gisco 8000 Series Routers / ron-8201-1 eowmQ
Chassis View | Logical View  Davice Details
. Front:8: FourHundredGigE/8-DPROM amm
10082011 /Rack_D/ Fiont1: ORPUCPUD | FrontB: FourHundies GE/8-IDPROM
= +
Aarms  Configuration  Inventory _fintedaces  Circuits
o
Type | Alimetscss v | Propefty | aipiopemes v Selcted 0/ Tz (3 (3
Show [ a1 vl [Ty
Alarm Name Type Admin Status Oporstions! Status  Transport Adem
L]
o Cheared CoherenDSPOIDE oTNoTU Quw Qw 3
o — Optics0rOE OPTICALCHANNEL @ Up @ w s
(]
—
o
wy

6. Clicking the additional information icon for the optical channel and then the Optical Physical measurement
tab displays the relevant optical PM values such as RX/TX signal power and OSNR values.

iterace 360°

Last Updatest 08242021 061074 [ A X D
A /.. /Device Type

Auto-Refresh Off View Actions
- P
Chassis View | Logical] // \ Optics0/0/0/8 © @
|
q Interface Type. 0PT
) N4 Tl e M . ared GigE/a-1DPROM Lo
& Adjacent Interface(s) N/A g
5 Circuits
k) Mams | Opiical Physical | FEC | Inierface  CircuitsVCs )
v Seecwa0/Towz (3 4
“ Taiz 3 & Show | A vy
S i rer = e AminSuws  Opsratiooal Stas  Transport Aami
Timestamp ~  OsNR RX-POWER TXPOWER Lec 06D PCR ey o w @ uw "
i) OPTICALCHANNEL @ up D @ up Is
16:02:55, 24-Jun-2021 EST 31,50 -13.36 dBm 1053 oBm o 200 0
16:02:36, 24-Jun2021 EST  31.70 1326 dBm 10.55 oBm o 200 0

521951

7. Clicking the additional information icon for the coherent DSP and then the FEC measurement tab displays

the relevant coherent DSP FEC statistics such as PreFEC Bit Error Rate, Bit Error Rate Count (BIEC),
and Uncorrected Words (UCW). The UCW value must remain 0.
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A /... /Device Type /

Chassis View | Logical Vil /8

I3

Auto-Refresh Off

MNams | FEC | OTU

Set Basaling

Timestamp

16:04:14, 24-Jun-2021 EST
16:04:34, 24-Jun-2021 EST
16:04:54, 24-Jun-2021 EST

16:08:14, 24-Jun-2021 EST

Speed
Interface Type
Transport Admin State

CoherentDSPO/0/0/E & @

Device Name 10782011 (7
Adjacent Interface(s) N/A

Intefface | CircuitsVCs

BIEC

403733842753
507114399500
520413161689

533501190474

ProFEC_BER-MIN

13603
13603

13603
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Last Updated: 06242021 04:12PM ] 3 X

View Actions
JiredGigE/8-DPROM
5 Circuis

T (3 0
Show | Quick Fitler v B2 Tvpe
ProFEC_BER-AVG oTHeTY
OPTICALCHANNEL

14803

14803

14E03

14£.03

Admin Status

S w
D w

amm

seecteso/Tomz (3 @
Show [ 2 ¥
Operational Status  Transport Admi
@ w s
@ w [
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The following figures display the current and historical performance monitoring data in EPNM that is specific
to the ZR or ZR+ optics.

Figure 34: Optical Physical Parameters

Interface 3607

Auto-Refresh Of

Descripticn

Device Name 10

Adjacent Interface(s)

Alarms | Optical Physical | F

Timestamgp

21:13:88, 14-Apr-2021 IST
21:04:15, 14-Ape-2021 IST
21:14:35, 14-Ape-2021 IST

Z1:14:55, 14-Ape-2021 IST

C Interface

OSNR RX-POWER

3560 «13.99 dBm
3560 -13.98 d8m
3560 -13.98 dBm
3560 -13.94 dBm

Circuits’VCs

TX-POWER

10,53 dBm
-10.53 dBm
10,54 gBm

-10.53 dBm

LBC

DGD

1.00
1.00

PCR POL co FREQ-OFF RX-SIG A
o 1.70 459 57 «13.37
0 170 459 57 -13.37
Ul 170 -489 57 -13.37
o 170 -490 57 -13.37

Last Updated: 04/14/2021 09:13PM 5] »

e

Teestd (5 L3

Show | Cuick Filler w
Q-FACTOR Q-MARGIN
9.80 3.5008
980 35008
a7 3.5008
8.70 3.5008
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Figure 35: Historical Optical Physical Parameters

Circuit Optical Physical oTu oDuU Ethemet SONET SOH ‘m

Interface Details /@ 0= X  Optical Power 0o -X

Transmitted{OPT)  Recer

Property Value
Zoom: b | Gh | 14| Tw | 2w | 4w | 3m | Bm | Ty

Imerace Name OptesOoag

Intertace Type OPTICALCHANNEL Time Miniemum Average Maximum

Lane WA 202145015, 194500 1ST 1054 1053 1052

Speed NA 2021-Apr-15, 20000:00 IST -10.85 -10.53 1052

10.55 10.53 1052

Intertace Incex 39

Aamin Status up
Operational 5t up

Device Name ron-8201-1

Device Ip 120

Devios Description Cisco I0S XR Solware (3000). Version 7.3.15.191CVT_151_dSpms Copyright i) 2013

o v | 2021-Apr-15, 20:32:50 15T

~B 4 A w

215, 20:33:00 IST

Optical Signal to Moise Ratio (OSNR) 00 —-X
D SHEO1 MO LI ) Second Order Polarized Mode Dispersion (SOPMD) 00 -X
Time Minimum Average Maximum Zoom: Th | Bh | 10 | 1w | 2w | 4w &m | 1y
2021-Ape-15, 19:45:00 IST B6 356 356 Time Slinkmam Average Meximen
2021-Apr-15, 20:00:00 IST 386 56 358
2021-Apr-15, 19:45:00 IST r arar .
2021-Ape-15, 2011500 IST 386 6 356
2021-Apr-15, 20:00:00 IST 5 4757 148

2021-Apr-15, 20:15:00 IST 10 4804 252

Figure 36: Historical Optical Physical Parameters

iE o~ A v | 2021-Ape15, 20:33:00 1ST

Polarization Dependent Loss (PDL) Q0 —X
. o aw i 3m | &m |1y . . .
SPoome A 1 60 | 3o ST Sl Sun i, E4y Chromatic Dispersion (CD) [ Xl
Time Minimum Average Maximum Zoom: h | 6h [ 1d | 1w | 2w | dw | Im | Gm | Ty
2021-Agr-15, 1904500 15T bl 1.6 i Time Minimum Average Maximum
2021-Apr-15, 20:00:00 IST 15 158 17
2021-Apr-15, 19:45:00 IST 490 489 487
2021-Apr-15, 20:15:00 IST 15 162 17
2021-Ape-15, 20:00:00 IST -490 -489 487
2021-Apr-15, 20:15:00 IST 490 -489 487

=B M~ A oz st

dE v A | 2021-ap15, 20:33:00 ST

Phase Noise 90 —-X
Zocen: th | Bh | 1d | tw | 2w | 4w | 3m | Bm | 1y Differential Group Delay (DGD) 00 —X
Data is unavadable. Possible reasons: Zaom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m ¥
+The ng Policy is disabled
 Tha dvices ara not being managed in the systsm andior are not raachabia
+ The technology is not supported on the device Time Minimum Average Mazimum
* The server time is inaccurate andior is not synchronized with the devices
2021-Ape15, 194500 15T 1 19 2
2021-Ape:15, 20:00:00 IST 1 19 2
2021-Ape-15, 20:15:00 IST 1 184 2
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Figure 37: Historical Optical Physical Parameters

ﬂE M (v 2021-Apr-15. 20:33:00 1ST

Optical Power Signal Received (RX_SIG) 00 —-X
Zoom: 1h | Bh | 14| tw | 2w | 4w | 3m | Bm | Ty
Tima Minimum Average Maximum Frequency Difference (FREQ_OFF) o —-X
2021-Apr-15, 194500 IST -1339 -13.35 1333 Zoom: b | 6N | 10| 1w | 2w | 4w | 3m | Bm | Ty
2021:Ape-15, 20.00.00 1ST 1343 1335 1333 =3 R P —
2021-Ap-15, 2015001ST 1343 337
202140015, 194500 1ST 36 55 7
2021-Apr-15, 20000:00 IST » 56 T4
2021-Ape-15, 200:15:00 IST k-3 57 7’

ﬂE v | A 7| 2021-Apr-15, 20:33:0015T

£E v 7| 20210615, 20:33.00 18T

Figure 38: FEC Parameters

Interface 360° Last Updatid: 41142021 0801 M [5] x
Refrash Off P

CoherentDSPO0/020 @ @

! 1f Speed 4
Intertace Type
Transpost Admsin State
Device Name 1one8201-1 (7
Adjacent Interface(s) WA

Alarms FEC oTu Interface CircuitsVCs

Set Baseling Show | Cuick Fiter w

Timestamp Vooucw BIEC PreFEC_BER-MIN  ProeFEC_BER-AVG PreFEC_BER-MAX PostFEC_BER-MIN PostFEC_BER-ANG  PostFEC_BER-MAX Interface Name
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2106:20, 14-Apr-20211ST 0 171915528470 9.7E04 1.06-03 1.06-03 ] 0 0
21:08:01, 14-Apr-2021 15T ] 162585187635 9TED4 1.08-03 1.0603 L] 0 o
21:05:41, 14-Ape-2021 15T 0 153200151905 STE4 1.06-03 1.06-03 L] o o
21:0521. 14-Ape-2021 15T 0 143088313725 A.TEM 1.0€-03 1.0€-03 L o o
21:0501. 14-Ape-2021 15T a 134689474400 9.7E-D4 1.0€-03 10603 L o o
21:04:80, 14-Apr-2021 15T © 125254604470 9.TED4 1.06-03 1.0603 L] o o
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104N T I IST 0 INRRGRITATAS Q7R 1 0800 1 o n o
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Figure 39: Historical FEC Parameters

Forward Error Correction (FEC) 00— X

Bit Errors Corrected | Uncorrectable Words = Pre-FEC BER | Post-FEC BER
Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y

Time Minimum Average Maximum
2021-Apr-14, 21:30:00 IST 0.00092 0.00099 0.001
2021-Apr-14, 21:45:00 IST 0.00091 0.00097 0.001
2021-Apr-14, 22:00:00 IST 0.00077 0.00099 0.001
2021-Apr-14, 22:15:00 IST 0.00077 0.001 0.001
2021-Apr-14, 22:30:00 IST 0.00094 0.001 0.001
2021-Apr-14, 22:45:00 IST 0.00093 0.001 0.001
2021-Apr-14, 23:00:00 IST 0.00095 0.001 0.001
2021-Apr-14, 23:15:00 IST 0.00093 0.00099 0.001
2021-Apr-14, 23:30:00 IST 0.00091 0.00098 0.001
N1 Anr 14 D2 AR-AN ICT [aWaTalalsle] [aWatalalsl-] nnn4

Figure 40: Historical FEC Parameters

Quality Factor (Q) 0 —-X
Zoom: 1h | 6N | 18| T | 2w | 4w | 3m | 6m | Ty
Quality Factor Margin (Q-Margin) @0 —-X
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R e e dmme - ~ ~e ) _ i | e R -
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Figure 41: Historical OTN Parameters

Background Block Errors (BBE) Section @0 -X iE v A 2021-Apr15, 25258 IST
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FEND NEND
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zoom: 11 101 w1 2w | dw T Unavailable Seconds (UAS) Section L] r=X
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231500 ST
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Figure 42: Historical OTN Parameters

"—/E My A o021
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Monitor Performance of ZR/ZR+ Optics Using KPIs

Perform the following steps to create KPI Profiles in Health Insights and enable them on the devices to monitor
network health.
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Note

Jl Sample End-to-end Configuration

Plan which Cisco-supplied KPIs you want to begin using, based on each device's function and the device
performance characteristics you want to monitor. Review the Cisco-supplied KPIs documented in List of
Health Insights KPIs. In the following image, you see the available default L1 optics KPIs.

Performance Alerts | Key Performance Indicators (KPI)

KPI Categaries (17) Key Performance Indicators (

KPls)

E

KPI Name

Category

Description Linked Playbook

Monitors per-port optical alan

- Monitors
e-Counters

521913

Group the relevant KPIs to form a KPI Profile. A KPI profile can have many different KPIs assigned. In
this case, the focus is only on some specific optics KPIs to add to the optics_profile KPI profile.

A / Performance Alerts / KPI Profiles / Create Profile

Create New Profile

Profile Name®  optics_profile Description Measure aptics parameters

External Destination Details ()

Server Type Name

Add KPIs to Profile
@ Aukeis

Recommended KPis

Category ¥

Summary

a

<<

521914

See Create a New KPI Profile.
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2. Enable the appropriate KPI Profiles on the devices you want to monitor. From the main menu, choose
Performance Alerts> Enable/Disable KPI Profiles. Check the checkboxes of all the nodes to which
the profile must be applied to, and click Enable KPI Profiles.

Multiple nodes may be selected. In the following figure, we are applying the KPI profile to a single node.

rts / Enable/Disable KPI Profiles

Reachability Name T Device Type Operational State Enabled Profiles

521915

3. Select the optics_profile KPI profile that was created in the previous step and click next to finalize enabling
the KPI for the selected device.

A | Performance Alerts / Enable/Disable KP1 Profiles

Select Device Select KP| Profiles

Name ¥ Devices Enabled Description

521916

4. The following image displays the final page before enabling the KPI profile for the router. After you click
Enable, the appropriate configuration is applied to the router to begin streaming the telemetry sensors
data for the selected optical KPIs.
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A / Performance Alerts | Enable/Disable KPi Profiles

Sample End-to-end Configuration |

Select Devices

R optics_profile
® optics_profile Description : Measure op ——
Destination Server Type
KPI On Profile

Layer 1 optical power

Rlerts OFF
Cadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Detalls

See Enable KPI Profiles on Devices.

Select KP| Profiles

Topic

Layer 1 optical temperature

Mlerts OFF
Cadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Detalls

Verify Details

3
KPIs on
Protle

Layer 1 optical voltage

RAlerts OFF
Cadence(sec) 300
Alert Frequency 1
Alert Type alarm_stat

View More Details

5. To view alerts from network devices, see View Alerts for Network Devices.

The following figure displays the RX and TX power of the QDD-400G-ZR-S transceiver.

Telemetry Data for 23 - 00

Detailed Raw

nss 2300 2305

288 2300 2108

Router ron82011+  Port Opties0/0/0/20+  Lane O+  CAMcal @D  wawwe @D
~ Optics Rx Power ron-8201-1
Optics Rx Power ron-8201-1 +
5 aascn
g
&
3,550 dbm 20210623 2241:05.481
Opics0/0/0/20 Lane0:  -9.53.dBm
5.575 cbm
215 22 225 230 23 20 zas 250
~ Optics Tx Power ron-8201-1
Optics Tx Power ron-8201-1
7305 b
7310 bm
2021-06-23 22:41.05.481
Opties0/0/0/20 Lane 0:  -7.32 dBm
7.5 b
21 2 2228 230 2235 20 245 2%

Optimization Phase

The optimization phase involves:

1. Return to planning stage.

- 24:15 (0 hrs ago)

(__Reset Zoom )

min max wg  cument
— Opics0/0/0/20 Lare O 9548m  d5dEm  951cGm  54cEm

210
Optics0//0720 Lane & 733d8m  7aem  732cem 731 dem

2. Continue to add or change circuits on the network to match packet demands.

Jl Sample End-to-end Configuration
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