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Preface

This preface contains the following sections:
- Objective, page xxxi
» Audience, page xxxi
» Organization, page xxxii
» Related Documentation, page xxxii
« Obtaining Documentation and Submitting a Service Request, page xxxiii

Objective

The Cisco Prime Provisioning 7.2 User Guide contains detailed explanations of Prime Provisioning
services and components across all applications.

N

Note  Prime Provisioning can be used as a standal one product or as part of the Prime for Carrier Management
Suite. When installed as part of the suite, you can launch Prime Provisioning from the Prime Central
portal. For more information about Prime Central, see the documentation for Cisco Prime Central 2.1.

Audience

This guide is designed for service provider network managers and operators who are responsible for
provisioning Prime Provisioning services for their customers.

Network managers and operators should be familiar with the following topics, as required for the
services being configured:

» Basic concepts and terminology used in internetworking.
« Network topologies and protocols.

« Layer 2 Virtual Private Network (L2VPN), Virtual Private LAN Service (VPLS), VPN,
Multiprotocol Label Switching (MPLS), and terms and technology.

« MPLS VPN terms and technology.

= A general understanding of Multiprotocol Label Switching Traffic Engineering (MPLS TE)
concepts and traffic engineering is also required.

Cisco Prime Provisioning 7.2 User Guide
| g o


http://www.cisco.com/c/en/us/support/cloud-systems-management/prime-central-1-5-1/model.html

Organization

This guide is organized as follows:;

- Chapter 1, “Prime Provisioning GUI Overview,” describes how to get started with the
Prime Provisioning graphical user interface (GUI).

» Chapter 2, “Before Setting Up Prime Provisioning,” describes how to set up the Cisco
Prime Provisioning services

» Chapter 3, “Managing Ethernet Virtual Circuit (EVC) Services,” describes how to manage Ethernet
Virtual Circuit (EVC) services.

» Chapter 4, “Managing TDM-CEM Services (RAN Backhaul),” describes how to manage CEM
classes, work with TDM-CEM policies, and manage TDM-CEM service requests.

« Chapter 5, “Managing ATM Services (RAN Backhaul),” describes how to work with pseudwire
classes, create ATM policies and ATM/IMA interfaces using templates, and manage ATM service
requests.

« Chapter 6, “Managing MPLS VPN Services,” describes how to manage MPLS VPN services using
policies and service requests.

» Chapter 7, “Managing MPLS Transport Profile Services,” describes how to manage MPLS
Transport Profile services.

» Chapter 8, “Customizing EVC, MPLS and MPLS-TP Policies,” describes how to add custom data
fields to the Ul for a specific policy and how to embed customized CLI| templates to EVC, MPLS
and MPLS-TP policies.

» Chapter 9, “Managing MPL S Traffic Engineering Services,” describes how to manage MPL S Traffic
Engineering services, including primary and backup tunnels.

« Chapter 10, “Managing Service Requests,” describes how to manage service requests using the
Service Request Manager.

« Chapter 11, “Managing Templates and Data Files,” describes how to manage template and datafiles.

» Chapter 12, “Monitoring: Task Manager,” describes how to perform various tasks using Task
Manager and produce reports using Prime Provisioning.

» Chapter 13, “Using Inventory Manager,”, describes how to use the inventory manager in
Prime Provisioning.

- Appendices provide supplementary information.

Related Documentation

See the Cisco Prime Provisioning 7.2 Documentation Overview for alist of all Prime Provisioning
guides.

We sometimes update the documentation after original publication. Therefore, you should also review
the documentation on Cisco.com for any updates.

Other Cisco Prime Product Documentation

If you are deploying Prime Provisioning as part of the Prime Carrier Management suite, then see also
the documentation for the other suite components:

» Cisco Prime Central 2.1
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- Cisco Prime Network 5.1
» Cisco Prime Optical 10.7

» Cisco Prime Performance Manager 1.7

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information, see What’s New in Cisco Product Documentation.

To receive new and revised Cisco technical content directly to your desktop, you can subscribe to
the What’s New in Cisco Product Documentation RSS feed. The RSS feeds are a free service.
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CHAPTER 1

Prime Provisioning GUI Overview

This chapter provides information about how to get started to use Cisco Prime Provisioning and gives a
structural overview of this guide. It contains the following sections:

- System Recommendations, page 1-1
« Introduction, page 1-1

» Structural Overview, page 1-2

» Operate, page 1-8

< Inventory, page 1-9

« Service Design, page 1-10

- Traffic Engineering, page 1-10

- Administration, page 1-11

System Recommendations

The system recommendations and requirements are listed in Chapter 1, “ System Recommendations” of
the Cisco Prime Provisioning 7.2 Installation Guide and the Cisco Prime Provisioning 7.2 Release
Notes. The recommendation is to thoroughly review thislist before even planning your installation, to
be sure that you have all the hardware and software you must successfully install.

Introduction

Prime Provisioning 7.2 is an evolution of Cisco IP Solution Center (1SC) that includes the powerful
capabilities of that offering combined with significant enhancements to the user interface, to adding and
updating devices and technol ogies, and to extending the powerful diagnostic workflows. The changesin
Prime Provisioning are listed in the Cisco Prime Provisioning 7.2 Release Notes.

Thisguidelists many featuresthat are common among multiple applications, which are sold and licensed
separately. The applications and their respective User Guides reference this document for setup steps
necessary before creating a policy and then a service request specific to the application and for other
common features.

Before explaining the tabsin the Graphical User Interface (GUI), see the “ Structural Overview” section
on page 1-2. It explains elements common to many windows in Prime Provisioning.

The GUI is separated into the following large sections (tabs):

Cisco Prime Provisioning 7.2 User Guide
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» “Operate” section on page 1-8

« “Inventory” section on page 1-9

- “Service Design” section on page 1-10

- “Traffic Engineering” section on page 1-10
« “Administration” section on page 1-11

The remaining sectionsin this chapter explain the sections and subsections of this guide that explain the
functionality available from these tabs.

Note  Theterminology used in thisguide and this product can be used interchangeably or preferably with other
terms.

Structural Overview

After you log into Prime Provisioning, the first window to appear is the Home window, as shown in
Figure 1-1, “Home Window.”

Figure 1-1 Home Window

u
285734

Note  The tabs and the choices navigating within the tabs that appear depend on the user permission, refer to
the Cisco Prime Provisioning 7.2 Administration Guide.

There are two new charts available in the home screen, which provides a count of SR'sin different states
and list the SR's deployed for the past seven days:

» Piechart—The pie chart provides an overall view of Service Requestsin Prime Provisioning with
various states. If you click on any state in the pie chart it would redirect to the service manager
screen with alist of all Service Requests on the selected state.

- Bar chart—The bar chart displays the last seven days Service requests added, modified, or deleted
in Prime Provisioning. If you click of the Bar, it would redirect to the service manager screen with
alist of all Service Requests on the selected day.

This overview includes the following sections:
e Links, page 1-3

Cisco Prime Provisioning 7.2 User Guide
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Links

User

v

Note

« Common GUI Components, page 1-5

Structural Overview

In the upper right-hand corner of the Home window (Figure 1-1), additional links appear that function

asfollows:
e User, page 1-3
» Customer, page 1-4
- TE Provider, page 1-4
- Logout, page 1-4
« About, page 1-4
e Help, page 1-4

The User in the Home page is User : followed by admin (default) or a username. When you click User:

admin the following window appears:
Figure 1-2 User: admin window

User Account

UserID: admin

Parmissions for Others: Wi ey Edit [] Delete
Group Membership:

Assigned Roles; SysAdminRole

Personal Information

Full Mame: System Administrator
Work Phone:

Mohile Phone:

Fager:

Ermail:

Location:

Supervisor Information:

User Preferences

Rows per page: 10
Logging Level: Warning

You can change your password without the SysAdmin or UserAdmin privileges when you click the Edit

button. This allows you to edit the user profile, including changing the password.

Policy or SR creator has to provide Delete permission along with View and Edit permissions to other

users to edit the policy.
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Customer

TE Provider

Step 1

The Customer inthe Home page is Customer: followed by None (default) or a customer name. Thisis
referred to as Customer Context. The advantage of Customer Context isto focus only on information for
aspecified customer. Thislink becomes active when a default customer is set. The default customer can
edit or view customer context.

TheTE Provider intheHome pageis TE Provider: followed by None (default) or a TE provider name.
Thisisreferred to as TE Provider Context. The advantage of TE Provider Context is to focus only on
information for a specified provider. To set the Provider Context, follow these steps:

Click on the name after TE Provider: None and the following window appears.

Figure 1-3 TE Provider Context

TE Provider

TE Provider Selection

Step 2
Step 3

Step 4

Logout

About

Help

Maote: * - Reguired Field

TE Provider*: |._SE|ECt

[ Create |[ save

285736

Click the Select button and you receive alist of all the currently created provider.
Click the radio button for the customer for which you want information and click Select.

Figure 1-3, reappears with the name of the selected TE provider. Click Save or highlight the TE provider
name and click Clear to reset the TE provider for which you want information.

The TE provider you chose how appears after TE Provider: on the Home window and it istheonly TE
Provider for which information appears.

You can reset the TE Provider Context by clearing and reselecting.

When you click L ogout, you log out of the product.

When you click About, you receive the product name and version.

When you click Help, you receive a pointer to the Prime Provisioning documentation:
http://www.cisco.com/en/US/products/ps12199/tsd_products support_series_home.html

From that location, you can choose the type of Prime Provisioning document you want to see.
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Structural Overview

Common GUI Components

GUI components that are common on many windows are as follows:
- Filters, page 1-5
» Header Row Check Box, page 1-6
< Rows per Page, page 1-6
e Go To Page, page 1-6
» Auto Refresh, page 1-7
» Color Coding, page 1-7
« lcons, page 1-8

Filters

As shown in Figure 1-4, you can filter information in the different windows of the software using the
below instructions.

Figure 1-4 Example of Filtering, Header Row Check Box, Rows per Page, and Changing Pages

285744

Note  Not all fields mentioned below are present in every window and the order of the fields might vary.

Stepl  Select an option from the Show Category with drop-down list.
Step2  Enter the search criteriain the matching field, using * in any of the following ways:
a. Enter only * for searching.
b. Place* at the beginning, in between or at the end of characters.
Step3  In some screens, an extrafield is present where you can select or enter more specifics.
Step4  Click Find.

Asshown in Figure 1-5, in some windows of the software such as Policy Manager, Customer and Toggle
Picker of the Service Request Editor window, quick filtering option is present.

Cisco Prime Provisioning 7.2 User Guide
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Figure 1-5 Example of Quick Filter

Policy Manages

Ermate Ehow | Gk Fitee - ';
Policy Name Tyog Folicy Crwrr

1]

EVC Glokal

320147

EVC Global

When you select Quick Filter from the Show drop-down list and start typing in any of the text fields,
the list is automatically filtered. The count of the filtered records is shown in the top right corner. From
the available records, if you want to keep certain rows visible as you scroll to others, you need to fix the
rows.

To fix arow, do the following:

Stepl  Select arow that you want to keep visible when you scroll.
Step2  Click the Settingsicon in the top right corner.
Step3  Choose Fix Row.
Step4  Choose Fix to Top or Fix to Bottom.
The selected row remains fixed at the top or bottom as selected while also appearing greyed out in the
scroll list. You can detach arow by selecting it and choosing Detach Row from the Settingsicon.
Header Row Check Box

Rows per Page

Go To Page

Many windows have a check box in the header row, where the column names exist, as shown in
Figure 1-4. If you check this check box, then all check boxes in the window are chosen.

In the bottom left corner of many windows, as shown in Figure 1-4, you can change the number of rows
shown on thiswindow in Rows per page. Click the drop-down list and you can select 5, 10, 20, 30, 40,
50, 100, 500, 1000, or 2500.

Near the bottom in the right corner of many windows, as shown in Figure 1-4, there is Go to page field
of y. In the field, you can enter the page you want to choose and then click the Go button to get there.
They indicates the last page for this topic. Another way to choose a specific page is to use the arrows.
You can click the > arrow to choose the next page or the furthest arrow to the right >| to choose the last
page. You can click the < arrow to choose the previous page or the furthest arrow to the | eft |< to choose
the first page.
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Auto Refresh

Color Coding

Structural Overview

At the bottom left corner of several windows, there is a check box used to enable or disable the Auto
Refresh feature, as shown in Figure 1-6. Checking this check box causes the window and its data to
refresh every n milliseconds. The amount of time between refresh cycles can be set in the DCPL
property: GUI.srRefreshRate. By default, the Auto Refresh feature is enabled to 30000 milliseconds.

In the Service Request table, the Task table, and the Device table, the colors you see indicate the state
of the items, as shown in Figure 1-6.In the Service Request table, the states have the following colors:

BROKEN is bright yellow
CLOSED isno color
DEPLOYED is bright green
FAILED AUDIT isbright yellow
FAILED DEPLOY is bright red
FUNCTIONAL is bright green
INVALID is bright red

LOST isbright yellow
PENDING is bright green
IN-PROGRESS is bright yellow
REQUESTED is cream

In the Task table, the states have the following colors:

ABORTED is orange
RUNNING is bright green
WAITING_TO_RUN iscream
errorsis bright red
successfully is bright green
warningsis cyan

In the devices table, the states have the following colors:

device returns anything other than success or no result, then the color is bright red
device returns success, then the color is bright green

no result from device, then the color is dark blue
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Figure 1-6 Colors as Identifiers
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In some windows with tables of information, icons appear to show the type of device, as shown in
Figure 1-7.
Figure 1-7 Devices—Icons
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Oper ate contains tools to create and manage Service Requests and the various tasks of

Prime Provisioning.

From the Home window you receive upon logging in, click the Oper ate tab and you receive a window

as shown in Figure 1-8.

Figure 1-8 Operate Selections
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» Service Requests—Create, deploy, and manage service requests (SRs). Thisis explained in detail
in Chapter 10, “Managing Service Requests”.
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Inventory M

- Tasks—Create and manage the tasks associated with Prime Provisioning. Thisisexplained in detail
in This chapter containsthe following sections:, page 12-1 section of Chapter 12, “Monitoring: Task
Manager”.

Inventory

I nventory containstoolsto manage physical and logical inventory elements, resources, devicetools, and
reports.

From the Home window you receive upon logging in, click the I nventory tab and you receive a window
as shown in Figure 1-9.

Figure 1-9 Inventory Selections
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The selections are as follows:

» Physical Inventory—Create and manage Devices, Device Groups, | nventory Manager, and
Discovery.

— Devices—Create and manage devices (explained in detail in Devices, page 2-1 section of
Chapter 2, “Before Setting Up Prime Provisioning”).

— Device Groups—Create and manage device groups (explained in detail in Device Groups,
page 2-27 section of Chapter 2, “Before Setting Up Prime Provisioning”).

— Inventory Manager—Bulk-manage inventory elements (explained in detail in Chapter 13,
“Using Inventory Manager”).

« Logical Inventory—Create and manage VRFs, VPNs, Named Physical Circuits, Physical Rings,
and Pseudowire Class. Thisisexplained in detail in Setting Up Logical Inventory, page 2-55 section
of Chapter 2, “Before Setting Up Prime Provisioning”.

» Resources—Create and manage Customer Sites and Devices, Provider Regions and Devices, and
Access Domains. Thisis explained in detail in Setting Up Resources, page 2-39 section of
Chapter 2, “Before Setting Up Prime Provisioning”:

- Device Tools—Contains the following choice:

— Device Console—Download commands and configlets to devices and view device
configuration (explained in detail in Inventory - Device Console, page 13-1 section of
Chapter 13, “Using Inventory Manager”).

- Reports—Create and manage various reports of Prime Provisioning. Thisis explained on page 88
in the section Appendix E, “Deprecated Features: Layer 2 Legacy Services and Other Services.”

Cisco Prime Provisioning 7.2 User Guide
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Service Design

Service Design contains management tools for creating and managing resources, policies, and
templates.

From the Home window you receive upon logging in, click the Service Design tab and you receive a
window as shown in Figure 1-10.

Figure 1-10 Service Design Selections
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The selections are as follows:

» Resources—Create and manage Customers, Providers, Resource Pools, and Route Targets. The
following choices are explained in detail in Setting Up Resources, page 2-39 section of Chapter 2,
“Before Setting Up Prime Provisioning”:

— Customer s—Create and manage customers.
— Provider s—Create and manage Providers.

— Resour ce Pools—Create and manage pools for | P address, multicast address, route
distinguisher, route target, site of origin, VC ID, and VLAN.

— CE Routing Communities—Create and manage CE Routing Communities.
» Policies—Create and manage policies for licensed services.

- Templates—Create and manage templates and associated data (explained in detail in Chapter 11,
“Managing Templates and Data Files").

Traffic Engineering

Traffic Engineering contains tools to create, deploy, and manage elements of Traffic Engineering
Management. Thisis explained in detail in Chapter 9, “Managing MPL S Traffic Engineering Services.”

From the Home window you receive upon logging in, click the Traffic Engineering tab and you receive
awindow as shown in Figure 1-11.
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Figure 1-11 Traffic Engineering Selections
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Administration

Administration contains tools to manage users, Prime Provisioning configuration, servers, and
licensing, to view users and the user access log, and to specify attributes for some messages.

From the Home window you receive upon logging in, click the Administration tab and you receive a
window as shown in Figure 1-12.

Figure 1-12 Administration Selections

S P
.. DI Cpmm b by ¥ Beewiteme ¢ THE Dumeewy ¢ D 8 s §
e O Seriby o Limatis »

d Lo s L

e

I

E
2BET43

The selections are as follows:

» Security—Create and manage Users, User Groups, User Roles, and Object Groups. The following
choices are explained in detail in Cisco Prime Provisioning 7.2 Administration Guide.

— Users—Create and manage Usersto also access Inventory Manager, Topology, and Northbound
API.

— User Groups—Create and manage User Groups. A Group is used to combine the privileges of
all the roles contained within it.

— User Roles—Create and manage User Roles, which define a set of permissions.

— Object Groups—Create and manage a group of objects, such as devices, interfaces, and named
physical circuits.

Cisco Prime Provisioning 7.2 User Guide
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Control Center—Manage Prime Provisioning configuration, servers, and licensing. The following
choices are explained in detail in Cisco Prime Provisioning 7.2 Administration Guide.

— Hosts

S

Note

If you want to do a custom install, thisis only available through the Installation procedure explained in
the Cisco Prime Provisioning 7.2 Installation Guide.

— Collection Zones

— Licensing

Active User s—View users currently connected to Prime Provisioning. Disconnect users (explained
in detail in Cisco Prime Provisioning 7.2 Administration Guide.

User Access L og—View the user access log (explained in detail in Cisco Prime Provisioning 7.2
Administration Guide.
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CHAPTER 2

Before Setting Up Prime Provisioning

This chapter explains how to set up the services. It contains the following sections:
» Setting Up Devices and Device Groups, page 2-1
» Setting Up Resources, page 2-39
» Setting Up Logical Inventory, page 2-55

Setting Up Devices and Device Groups

This section explains how to set up the physical services. It contains the following sections:
» Devices, page 2-1
» Device Configuration Collection, page 2-13
« Providers, page 2-14
» Provider Regions, page 2-16
« Provider Devices, page 2-17
- Using the Inventory Manager Window, page 2-19
» Device Groups, page 2-27
- Ethernet Access Topology Information, page 2-29
» Managing Customer Premise Devices, page 2-34

Devices

Every network element that Cisco Prime Provisioning (Prime Provisioning) manages must be defined as
adeviceinthe system. An element isany device from which Prime Provisioning can collect information.
Devices can be Cisco 10S XR and |OS XE routers that function as Provider Edge Routers (PEs) or
Customer Edge Routers (CEs) in the MPLS VPN or they can be a variety of non-Cisco devices.

Note  To provision services with Prime Provisioning, you must have IPv4 connectivity.

This section describes how to configure SSHv1 or SSHv2, set up SNMP, manually enable an RTR
responder, and create, edit, delete, and configure various types of supported devices. This section
includes the following topics:

Cisco Prime Provisioning 7.2 User Guide
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Note

» Configuring SSHv1 or SSHv2, page 2-2

» Creating a Device, page 2-5

- Copying a Device, page 2-11

- Editing a Device, page 2-12

» Deleting Devices, page 2-12

» Editing a Device Configuration, page 2-12
- E-mailing a Device's Owner, page 2-13

To add non-Cisco devices in Prime Provisioning, please contact your Cisco representative and request
information about activating and licensing this feature.

Configuring SSHv1 or SSHv2

Note

Prime Provisioning needs a mechanism to securely access and deploy configuration files on devices,
which include routers and switches. And, to securely download a configlet and upload a configuration
file from a device, SSH version 1 (SSHv1) or SSH version 2 (SSHv2) must be enabled.

SSHv1 isonly supported for Cisco |OS devices.

The following sections describe:
» Configuring SSHv1 on Cisco 10S Routers Using a Domain Name, page 2-2
» Configuring SSHv1 or SSHv2 on Cisco 10S Routers Using RSA Key Pairs, page 2-3
» Configuring SSHv1 or SSHv2 on Cisco |0S XR Routers, page 2-3

Configuring SSHv1 on Cisco 10S Routers Using a Domain Name

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

The procedure for configuring SSHv1 on a Cisco 10S router is as follows:

Command Description

Router# configure terminal Enters global configuration mode.

Router (config) # ip domain-name Specifies the IP domain name.

<domain_name>

Router (config) # username <username> Configures the user 1D and password. Enter your

password <password> Prime Provisioning username and password. For
example:
username admin password iscpwd

Router (config)# crypto key generate rsa Generates keysfor the SSH session.

You will see the following prompt: Sets the number of bits.

Choose the size of the key modulus in the
range of 360 to 2048 for your general
purpose keys. How many bits in the modulus
(nnn) :

Press Enter to accept the default number of bits.

Router (config)# line vty 0 4 Enables SSH as part of the vty login transport.

Cisco Prime Provisioning 7.2 User Guide
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Step 7

Step 8

Step 9
Step 10

Configuring SSHv1 or SSHv2 on Cisco 10S Routers Using RSA Key Pairs

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Setting Up Devices and Device Groups W

Command

Description

Router (config-line)# login local

The login local command indicates that the router
stores the authentication information locally.

Router (config-line)# transport input
telnet ssh

Enables SSH transport.

Router (config-line)# Ctrl+Zz

Returns to Privileged Exec mode.

Router# copy running startup

Saves the configuration changes to nonvolatile
random-access memory (NVRAM).

The procedure for configuring SSHv1 or SSHv2 on a Cisco |OS router is as follows.

Command

Description

Router# enable

Enables privileged EXEC mode.
Enter your password, if prompted.

Router# configure terminal

Enters global configuration mode.

Router (config)# ip ssh rsa keypair-name
<keypair-name>

Specifieswhich RSA keypair to use for SSH usage.
Note: A Cisco |0S router can have many RSA key
pairs.

Router (config)# crypto key generate rsa
usage-keys label <key-label> modulus
<modulus-size>

Enables the SSH server for local and remote
authentication on the router.

For SSH version 2, the modulus size must be at | east
768 bits.

Note: To delete the Rivest, Shamir, and Adelman
(RSA) key-pair, use the crypto key zeroizersa
command. After you have deleted the RSA
command, you automatically disable the SSH
server.

Router (config)# ip ssh [timeout <seconds>|

authentication-retries <integer>]

Configures SSH control variables on your router.

Router (config)# ip ssh version [1 | 2]

Specifies the version of SSH to be run on a router.

Configuring SSHv1 or SSHv2 on Cisco 10S XR Routers

Step 1
Step 2

Step 3

Step 4

The procedure for configuring SSHv2 on a Cisco 10S XR router is as follows.

Command

Description

RP/0/RP0O/CPUO:router# configure

Enters global configuration mode.

RP/0/RP0/CPUO:router (config)# hostname
<hostname>

Configures a hostname for your router.

RP/0/RP0O/CPUO:router (config) #
domain name <domain-name>

Defines a default domain name that the
software uses to complete unqualified host
names .

RP/0/RPO/CPUO:router (config) # exit

Exits global configuration mode, and returns the
router to EXEC mode.
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Command Description

Step5  RP/0/RP0O/CPUO:router (config)# crypto key Generates an RSA key pair.
generate rsa [usage keys | general-keys]
[<keypair-label>]

Step6  RP/0/RPO/CPUO:router# crypto key gemerate |Enablesthe SSH server for local and remote
dsa authentication on the router.

The recommended minimum modulus size is 1024
bits.

Generates a DSA key pair. To delete the DSA key
pair, usethe crypto key zer oize dsa command. This
command is used only for SSHv2.

Step7  RP/0/RPO/CPUO:router# configure Enters global configuration mode.
Step8  RP/0/RPO/CPUO:router# ssh timeout (Optional) Configures the timeout value for user
<seconds> authentication to authentication, authorization, and

accounting (AAA).

If the user failsto authenticate itself to AAA within
the configured time, the connection is aborted.

If no value is configured, the default value of 30 is
used for 30 seconds. The range is from 5 to 120.

Step9  RP/0/RP0O/CPUO:router (config)# ssh server Brings up an SSH server.
or

RP/0/RP0O/CPUO:router (config)# ssh server To bring down an SSH server, use the no ssh ser ver
v2 command.

(Optional) Forces the SSH server to accept only
SSHv2 clientsif you configure the SSHv2 option by
using the ssh server v2 command. If you choose the
ssh server v2 command, only the SSH v2 client
connections are accepted.

Step10 RP/0/RP0O/CPUO:router (config)# end Saves configuration changes.
or
RP/0/RP0/CPUO : router (config)# commit When you issue the end command, the system

prompts you to commit changes: Uncommitted
changes found, commit them before exiting
(yes/no/cancel)? [cancel]

Entering yes saves configuration changes to the
running configuration file, exits the configuration
session, and returns the router to EXEC mode.

Entering no exits the configuration session and
returns the router to EXEC mode without
committing the configuration changes.

Entering cancel leaves the router in the current
configuration session without exiting or committing
the configuration changes.

Use the commit command to save the configuration
changesto the running configuration fileand remain
within the configuration session.
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Command Description
Step1l RP/0/RP0O/CPUO:router# show ssh (Optional) Displays all of the incoming and
outgoing SSHv1 and SSHv2 connections to the
router.
Step12 RP/0/RP0O/CPUO:router# show ssh session (Optional) Displays a detailed report of the SSHv2
details connections to and from the router.

Creating a Device

From the Create window, you can define different types of devices.
To create a device, follow these steps:

Step1  Choose Inventory > Physical Inventory > Devices.
The Device List window appears.
Step2  Click the Create button.
The Create options window appears.
The Create options include the following:
» Catalyst Switch—A Catalyst device running the Catalyst Operating System.

» Cisco Device—Any device that runs the Cisco 10S. This includes Catalyst devices running Cisco
10S.

» Non Cisco Device—Any device that does not run Cisco 10S.

- Terminal Server—A device that represents the workstation that can be used to provision edge
routers.

Step3  The following sections include examples with instructions for creating each type of device.
» Creating a Catalyst Switch, page 2-5
» Creating a Cisco or Non-Cisco Device, page 2-6
» Creating a Terminal Server, page 2-7

Creating a Catalyst Switch

To create a Catalyst switch, follow these steps:

Stepl  Choose Inventory > Physical I nventory > Devices.
The Device List window appears.
Step2  Click the Create button.
The Create options window appears.
Step3  Select Catalyst Switch.
The Create Catalyst Device window appears.
See the following sections for descriptions of these attribute fields:
- General Attributes, page 2-7
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» Login and Password Attributes, page 2-9
» Device and Configuration Access Information Attributes, page 2-9
« SNMP vl/v2c Attributes, page 2-10
Step4  Enter the desired information for the Catalyst device you are creating.
Step5  To access the Additional Properties section of the Create Catalyst Device, click Show.
The Additional Properties window appears.
See the following sections for descriptions of the Additional Properties attribute fields:
« SNMP v3 Attributes, page 2-10
- Terminal Server Options Attributes, page 2-11
« Device Platform Information Attributes, page 2-11
Step6  Enter any desired Additional Propertiesinformation for the Catalyst device you are creating.
Step7  Click Save.
The Devices window reappears with the new Catalyst device listed.

Creating a Cisco or Non-Cisco Device

To create a Cisco or Non-Cisco device, follow these steps:

Step1  Choose Inventory > Physical Inventory > Devices.
The Device List window appears.
Step2  Click the Create button.
The Create options window appears.
Step3  Select adevice.
The Create Device window appears.
See the following sections for descriptions of the fields:
» General Attributes, page 2-7
» Login and Password Attributes, page 2-9
» Device and Configuration Access Information Attributes, page 2-9
« SNMP v1l/v2c Attributes, page 2-10
Step4  Perform the following steps, if you are creating a Cisco 10S device:
a. Enter the desired information for the Cisco |OS device you are creating.
b. To access the Additional Properties section of the Create Cisco Device, click Show.
The Additional Properties window appears.
See the following sections for descriptions of the Additional Properties fields:
« SNMP v3 Attributes, page 2-10
» Terminal Server Options Attributes, page 2-11
» Device Platform Information Attributes, page 2-11

c. Enter any desired Additional Properties information for the Cisco |OS device you are creating.

Cisco Prime Provisioning 7.2 User Guide
[ 26 | |




| Chapter2 Before Setting Up Prime Provisioning

Step 5

Setting Up Devices and Device Groups W

Click Save.

The Devices window reappears with the new device listed.

Creating a Terminal Server

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

General Attributes

To create a Terminal Server device, follow these steps:

Choose I nventory > Physical Inventory > Devices.
The Device List window appears.
Click the Create button.
The Create options window appears.
Select Terminal Server.
The Create Terminal Server window appears.
See the following sections for descriptions of the fields:
- General Attributes, page 2-7
» Login and Password Attributes, page 2-9
« Device and Configuration Access Information Attributes, page 2-9
« SNMP vl/v2c Attributes, page 2-10
Enter the desired information for the Terminal Server you are creating.
To access the Additional Properties section of the Create Terminal Server, click Show.
The Additional Properties window appears.
See the following sections for descriptions of the Additional Properties fields:
« SNMP v3 Attributes, page 2-10
« Terminal Server Options Attributes, page 2-11
« Device Platform Information Attributes, page 2-11
Enter any desired Additional Properties information for the Terminal Server device you are creating.
Click Save.

The Devices window reappears with the new Terminal Server device listed.

The General Attributes sections contains the following fields:

- Device Host Name (required)—Must begin with aletter, digit, or underscore followed by letters,
digits, underscores, spaces, hyphens, or dots ending with a letter, digit, or underscore. Thisfield
must match the name configured on the target router device. Limited to 256 characters.

- Device Domain Name (optional)—Must begin with aletter, digit, or underscore followed by letters,
digits, underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. The name
must match the domain name on the target router device.
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- Description (optional)—Limited to 80 characters. Can contain any pertinent information about the
device such as the type of device, itslocation, or other information that might be helpful to service
provider operators.

» Collection Zone (optional)—Drop-down list of all collection zones within the Prime Provisioning.
Choices include: None and all collection zones within the Prime Provisioning. Default: None.

- Management |P Address —Valid IP address of the device that Prime Provisioning uses to
configure the target router device.

- Element Management Key —Valid IP address of the device that Prime Provisioning.

« Interfaces (optional)—Click the Edit button to view, add, edit, and delete all interfaces associated
with the device. See Table 2-1 for a description of the Interfaces fields.

Table 2-1 Create Catalyst Device Interfaces Fields

Field Description Additional

Interface Name Name of this interface. List can be sorted by this field.
Limited to 80 characters.

IPV4 Address IPv4 address associated with this
interface.

IPV6 Address I Pv6 address associated with this
interface.

Encapsulation The Layer 2 Encapsulation for  |DEFAULT
this device. DOT1Q
ETHERNET
ISL
FRAME_RELAY
FRAME_RELAY_IETF
HDLC

PPP

ATM
AALS5SNAP
AALO

AALS
AALSMUX
AALSNLPID
AAL2
ENCAP_QinQ
GRE

Port Type NONE
ACCESS
TRUNK
ROUTED
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Table 2-1 Create Catalyst Device Interfaces Fields (continued)

Field Description Additional

Description Description of the device Description of the device
interface. interface.

IP Address Type I P address type. I P address type.

Associated Groups (optional)—Click the Edit button to view, add, and remove all Device Group
associations.

Login and Password Attributes

The Login and Password Information section contains the following fields:

Login User (optional)—Not required by Prime Provisioning. However, collection and
upload/download will not function without the Login User and Login Password as

Prime Provisioning will not be able to access the device. Should match what is configured on the
target router device. Limited to 80 characters.

L ogin Password (optional)—Not required by Prime Provisioning. However, collection and
upload/download will not function without the Login User and Login Password, because

Prime Provisioning will not be able to access the device. Should match what is configured on the
target router device. Limited to 80 characters.

Verify Login Password (optional)—Must match the Login Password field. Limited to 80
characters.

Enable User (optional)—Not required by Prime Provisioning. However, collection and
upload/download only function if the Login User has sufficient privileges to configure the router in
EXEC mode. Should match what is configured on the target router device. Limited to 80 characters.

Enable Password (optional)—Not required by Prime Provisioning. However, collection and
upload/download only function if the Login User has sufficient privileges to configure the router in
EXEC mode. Should match what is configured on the target router device. Limited to 80 characters.

Verify Enable Password (optional)—Must match the Enable Password field. Limited to 80
characters.

Device and Configuration Access Information Attributes

The Device and Configuration Access Information section contains the following fields:

Terminal Session Protocol (optional)—Configures the method of communication between
Prime Provisioning and the device. Choicesinclude: Telnet, SSH version 1 (SSHv1), RSH, and SSH
version 2 (SSHv2). In previous versions of Prime Provisioning, this field was called the Transport
field. Default: The default set in the DCPL properties.

Config Access Protocol (optional)—Administers the access protocol for config upload and
download. Choices include: Terminal, TFTP, FTP, and RCP. Default: The default set in the DCPL
properties.

SOCK S5 Proxy I P (optional)—The device with SOCK S5 Proxy I P acts as an End-point Network
Element (ENE) device and is used for both Telnet and SSH type of Terminal Session Protocol. This
attribute configures the | P address of Gateway Network Element (GNE) asthe proxy IP for the ENE
device. ENE device cannot directly connect to any network or to any another ENE device. The
connection is possible only using SOCK S5 proxy IP.
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Note

SNMP v1/v2c Attributes

SNMP v3 Attributes

You can also configure this attribute for other Cisco devices which needs proxy connection.

PORT (optional)—Connects to the Cisco devices via the specified port number while connecting
using the Terminal Session Protocol either as Telnet or SSH.

OS (optional)—The choices are: 10S, 10S_XR, and ME1200. Applicable for Creating a Cisco
Device and for Creating a Terminal Server.

SNMP Version (optional)—Configures the version of SNMP to use when communicating with the
device. Choices include: SNMP v1/v2c and SNMP v3. Default: The default set in the DCPL
properties.

The SNMP v1/v2c section contains the following fields:

Community String RO (optional)—SNMP Read-Only Community String. Many tasks use SNMP
to access the device. This field must match what is configured on the target router device. Limited
to 80 characters.

Community String RW (optional)—SNM P Read-Write Community String. Many tasks use SNMP
to access the device. Thisfield must match what is configured on the target router device. Limited
to 80 characters.

The SNMP v3 section contains the following fields:

SNMP Security L evel (optional)—Choices include: Default (<default_set in DCPL>),
Authentication/No Encryption, Authentication/Encryption, and No Authentication/No Encryption.
Default: Default (<default_set_in_DCPL>). Note: When you change the DCPL property, the
<default_set_in_DCPL> variable changes.

Authentication User Name (optional)—User name configured on the specified device router. User
must have permission to the object identification numbers (OIDs) specified in the security request
(that is, write permission for aset request, and read permission for aget request). Should match what
is configured on the target router device. Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Limited to 80 characters.

Authentication Password (optional)—Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Should match what is configured on
the target router device. Limited to 80 characters.

Verify Authentication Password (optional)—Must match the Encryption Password field. Limited
to 80 characters.

Authentication Algorithm (optional)—Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Choices include: None, MD5, and
SHA. Default: None.

Encryption Password (optional)—In previous versions of Prime Provisioning, thisfield was called
Privacy Password. Should match what is configured on the target router device. Should be
provisioned if the SNMP Security Level is Authentication/Encryption. Limited to 80 characters.

Verify Encryption Password (optional)—Must match the Encryption Password field. Limited to
80 characters.
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- Encryption Algorithm (optional)—In previous versions of Prime Provisioning, this field was
called Privacy Protocol. Should be provisioned if the SNMP Security Level is
Authentication/Encryption. Choices include: None, DES 56 and AES 128. Default: None.

Terminal Server Options Attributes

The Terminal Server Options section contains the following fields:

« Terminal Server (optional)—Choicesinclude: None and the list of existing Terminal Server names.
Default: None.

« Port (optional)—Disabled until a Terminal Server is selected. Range: 0-65535. Default: 0.
The following fields are also available when you are creating a Cisco Device:

— Fully Managed (optional)—If the Fully Managed check box is checked, the device becomes a
fully managed device. Prime Provisioning performs additional management actions only for
fully managed devices. These actions include e-mail notifications upon receipt of device
configuration changes originated outside Prime Provisioning and the scheduling of enforcement
audit tasks upon detection of possible intrusion. Default: Not selected and therefore not
selected.

— |E2100 (optional)—Disabled unless the Device State field is INACTIVE. Choices include:
None and the list of existing IE2100 names. Default: None.

Device Platform Information Attributes

The Device Platform Information section contains the following fields:

- Platform (optional)—Should match what is configured on the target router device. Limited to 80
characters.

- Software Version (optional)—Should match what is configured on the target router device. Limited
to 80 characters.

« Image Name (optional)—Should match what is configured on the target router device. Limited to
80 characters.

e Serial Number (optional)—Should match what is configured on the target router device. Limited
to 80 characters.

» DeviceOwner’'sEmail Address (optional)—Used in the To: field when the Email button is selected
from the device list. Limited to 80 characters and must be valid Email format.

N

Note  Email feature has been deprecated and will be removed in a subsequent rel ease.

Copying a Device

From the Copy window, you receive a copy of the chosen device and can name it and change values.
To access the Copy window, follow these steps:

Stepl1  Choose Inventory > Physical Inventory > Device.

The Device List window appears.
Step2  Select asingle device to copy by checking the check box to the left of the Device Name.
Step3  Click the Copy button. This button is only enabled if a device is selected.
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Editing a Device

Step 1

Step 2

Step 3

Step 4
Step 5

Deleting Devices

Step 1

Step 2
Step 3

Step 4

A window appropriate to the type of device selected to copy appears. You receive an exact copy of the
selected device but the Name, Management | P Address, all Interfaces, and VPNSM bladesfor a Catalyst
Switch running Cisco |OS are blanked out and you must fill in the required information and save this
new device. See the “Creating a Device” section on page 2-5 for specifics.

From the Edit window, you can modify the fields that have been specified for a particular device.
To access the Edit window, follow these steps:

Choose Inventory > Physical I nventory > Devices.
The Device List window appears.

Select a single device to edit by checking the box to the left of the Device Name. You can also select a
device to edit by clicking on the hyperlink of the device name.

Click the Edit button. This button is only enabled if a device is selected.

The Edit window appropriate to the type of device selected appears. For example, if you selected a Cisco
IOS device the Edit Cisco |OS Device window appears.

Enter the changes you want to make to the selected device.
Click Save.
The changes are saved and the Devices window reappears.

From the Delete window, you can remove selected devices from the database.
To access the Delete window, follow these steps:

Choose I nventory > Physical I nventory > Devices.

The Device List window appears.

Select one or more devices to delete by checking the check box(es) to the left of the Device Name(s).
Click the Delete button. This button is enabled only if one or more devices are selected.

The Confirm Delete window appears.

Click the Delete button to confirm that you want to delete the device(s) listed.

The Devices window reappears with the specified device(s) deleted.

Editing a Device Configuration

From the Config window, you can edit the configuration for a specified device.

To access the Config window, follow these steps:
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Choose Inventory > Physical Inventory > Devices.

The Device List window appears.

Select a single device to modify by checking the check box to the left of the Device Name.
Click the Config button.

The Device Configurations window for the selected device appears.

Check the box to the left of the Date for the configuration that you want to modify and click the Edit
button. This button is only enabled if a device is selected.

The Device Configuration window for the selected device appears.

Enter the changes you want to make to the selected device configuration.
Click Save.

The changes are saved and the Device Configurations window reappears.

Click OK to return to the Devices window.

E-mailing a Device’s Owner

Step 1

Step 2

Step 3

Step 4
Step 5

From the E-mail window, you can send a device report via e-mail to the owners of specified devices.

To access the E-mail window, follow these steps:

Choose I nventory > Physical Inventory > Devices.
The Device List window appears.

Select the devices for which you want to send a device report by checking the check box(es) to the left
of the Device Name(s).

Click the E-mail button. This button is only enabled if one or more devices are selected.
The Send Mail to Device Owners window appears.

Compose the e-mail that you want to send to the selected device owners.

Click Send.

The e-mail is sent and the Devices window reappears.

Device Configuration Collection

We recommend that a Task Manager Collect Configuration task is used to add interface configuration to
Devices in the Prime Provisioning Repository. A Task Manager Collect Configuration task connects to
the physical device in the network, collects the device information from the router (including interface
configuration), and populates the Prime Provisioning Repository with this information.

For details of how to add Device interface configuration using a Task Manager Collect Configuration
task, see This chapter contains the following sections:, page 12-1.
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Synchronizing the Prime Provisioning Repository with Device Configuration

N

Note

Providers

We recommend that the device configuration is resynchronized with the physical devices after any
configuration changes and at periodic intervals. This ensures that the device configuration held in the
Prime Provisioning inventory is consistent with the physical devicesin the network.

We recommend that device configuration is kept up-to-date using a scheduled Task Manager task. Either
Collect Configuration or Collect Configuration from File can be used. For details of how to create a
scheduled Task Manager Collect Configuration task, see This chapter contains the following sections:,
page 12-1. All PE and P routersin the MPLS network should have their configuration collected using a
scheduled Task Manager Collect Configuration task. The Task Manager Collect Configuration task
collects details of interface configuration and other device attributes. The interval at which Task
Manager Collect Configuration tasks should be scheduled to run depends on the frequency of
configuration changes to the network. We recommend running the Task Manager Collect Configuration
task daily on each P and PE router.

This section describes how to create and manage providers. This section includes the following topics:
- Creating a Provider, page 2-14
- Editing a Provider, page 2-15
- Deleting Providers, page 2-15

Creating a Provider

Step 1

Step 2

From the Create Provider window, you can create different providers.

To create a provider, follow these steps:

Choose Service Design > Resources > Providers.

The Providers window appears.

Click the Create button.

The Create Provider window appears.

The Create Provider window contains the following fields:

- Name (required)—Must begin with a letter. Can contain letters, numbers, and these punctuation
characters: period, underscore, and dash. Limited to 80 characters.

» BGP AS (required)—Each BGP autonomous system is assigned a unique 16-bit number (1 to
65535) or a 32-bit number (1 to 4294967295) by the same central authority that assigns | P network
numbers. This has an impact on the RD and RT values associated with the BGP AS number.

ASNumber :VPN ID/index (hex or decimal format)

When BGP ASis a 16 bit number, you need to enter a 32 bit value as the VPN ID/index and vice
versa. If these values are not entered correctly, the service request moves to failed deploy state.
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- Contact Information (optional)—Any pertinent information about the provider that could be
helpful to service provider operators. Limited to 256 characters.

Step3  Enter the name, BGP AS, and any contact information for the Provider that you are creating.
Step4  Click Save.
The Providers window reappears with the new provider listed.

Editing a Provider
From the Edit Provider window, you can modify the fields that have been specified for a particular
provider.

To access the Edit Provider window, follow these steps:

Stepl  Choose Service Design > Resources > Providers.
The Providers window appears.
Step2  Select asingle provider to modify by checking the check box to the left of the Provider Name.
Step3  Click the Edit button. This button is only enabled if a customer is selected.
The Edit Provider window appears.
Step4  Enter the changes you want to make to the selected provider.
Step5  Click Save.
The changes are saved and the Providers window reappears.

Deleting Providers

From the Delete window, you can remove selected providers from the database.

To access the Delete window, follow these steps:

Stepl  Choose Service Design > Resources > Providers.
The Providers window appears.
Step2  Select provider(s) to delete by checking the check box to the left of the Provider Name.
Step3  Click the Delete button. This button is enabled only if one or more Providers are selected.
The Confirm Delete window appears.
Step4  Click the Delete button to confirm that you want to delete the provider(s) listed.
The Providers window reappears with the specified provider(s) deleted.
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Provider Regions

A Provider Region is considered to be a group of provider edge routers (PES) within a single BGP
autonomous system. The primary objective for defining Provider Regionsisto allow a provider to
employ unique | P address pools in large Regions, such as Europe, Asia Pacific, and so forth.

This sections covers the following topics:
» Creating a Provider Region, page 2-16
» Editing a Provider Regions, page 2-16
- Deleting Provider Regions, page 2-17

Creating a Provider Region

Step 1

Step 2

Step 3

Step 4

From the Create Provider Region window, you can create different PE regions.
To create a provider region, follow these steps:

Choose | nventory > Resour ces > Provider Regions.
The Provider Regions window appears.

Click the Create button.

The Create Provider Regions window appears.

Enter the name and information for the Provider that you are creating. To enter the provider name follow
these steps:

a. Click the Select button next to the Provider field.
A list of provider names appears.
b. Click the radio button next to provider name and then Select.
Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Save. The changes are then saved and the Customer Site window reappears.

Editing a Provider Regions

Step 1

Step 2
Step 3

Step 4
Step 5

From the Edit Provider Regions window, you can modify the fields that have been specified for a
particular provider region.

To access the Edit Provider Regions window, follow these steps:

Choose | nventory > Resour ces > Provider Regions.

The Provider Regions window appears.

Select a single site name to modify by checking the check box to the left of the PE Region Name.
Click the Edit button. This button is only enabled if a PE region name is selected.

The Edit Provider Region window appears.

Enter the changes you want to make to the selected provider region.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
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Otherwise, click Save. The changes are then saved and the Provider Region window reappears.

Deleting Provider Regions

From the Delete window, you can remove selected provider regions from the database.
To access the Delete window, follow these steps:

Stepl1  Choose Inventory > Resources > Provider Regions.
The Provider Regions window appears.
Step2  Select one or more region to delete by checking the check box to the left of the PE Region Name.
Step3  Click the Delete button. This button is enabled only if one or more PE region name are selected.
The Confirm Delete window appears.
Step4  Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwisg, click Delete to confirm that you want to delete the region name(s) listed. The Provider
Regions window reappears with the specified PE region name(s) deleted.

Provider Devices

The PE Devices feature provides alist of provider edge routers (PESs) that have been associated with the
region, either through the PE editor or Inventory Manager.

This section covers the following topics:
» Creating a Provider Devices, page 2-17
- Editing a Provider Devices, page 2-18
» Deleting Provider Devices, page 2-18

Creating a Provider Devices

From the Create Provider Device window, you can create different PE regions.
To create a provider region, follow these steps:

Stepl  Choose I nventory > Resources > Provider Devices.
The PE Devices window appears.
Step2  Click the Create button.
The Create New Provider Devices window appears.
Step3  To enter the Device Name follow these steps:
a. Click the Select button next to the Device Name field.
A list of Device Name window appears.
b. Click the radio button next to device name and then Select.
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Step 4

Step 5
Step 6
Step 7

To enter the PE Region Name follow these steps:
a. Click the Select button next to the PE Region Name field.
A list of Region Name window appears.
b. Click the radio button next to device name and then Select.
Select the PE Role Type from drop-down list. The options are N-PE, U-PE, P, and PE-AGG.
Check the check box next to the 6V PE.
Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Save. The changes are then saved and the Provider Device window reappears.

Editing a Provider Devices

Step 1

Step 2
Step 3

Step 4
Step 5

From the Edit Provider Devices window, you can modify the fields that have been specified for a
particular provider region.

To access the Edit Provider Devices window, follow these steps:

Choose I nventory > Resources > Provider Devices.

The PE Devices window appears.

Select a single site name to modify by checking the check box to the left of the Device Name.

Click the Edit button. This button is only enabled if a PE Device name is selected.

The Edit Provider Region window appears.

Enter the changes you want to make to the selected PE device name.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwise, click Save. The changes are then saved and the Provider Device window reappears.

Deleting Provider Devices

Step 1

Step 2
Step 3

Step 4

From the Delete window, you can remove selected provider device from the database.
To access the Delete window, follow these steps:

Choose I nventory > Resources > Provider Devices.

The PE Devices window appears.

Select one or more region to delete by checking the check box to the left of the Device Name.

Click the Delete button. This button is enabled only if one or more PE Device name are selected.

The Confirm Delete window appears.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwisg, click Delete to confirm that you want to delete the provider device(s) listed. The Provider
Devices window reappears with the specified provider device(s) deleted.
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Using the Inventory Manager Window

To access the Inventory Manager, choose | nventory > Physical I nventory > Inventory Manager.

From the Inventory Manager window you can import devices or open alist of devices, providers, or
customers.

This section covers the following topics:
- Importing Devices, page 2-19
» Opening and Editing Devices, page 2-19
= Opening and Editing PEs, page 2-20
» Opening and Editing CEs, page 2-21
» Assigning Devices, page 2-26

Importing Devices

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

To import adevice, it must be in an existing directory on the same server that is running
Prime Provisioning. After adevice isimported into the Prime Provisioning repository, you can assign it
to a customer or provider, if desired.

To import devices with configuration files, follow these steps:

Choose Inventory > Physical I nventory > Inventory Manager.
Click the Import Devices button.

The Import Devices from Configuration Files window appears.
Click the Select button.

The Select Device Configuration File window appears.

At the Select Device Configuration File window, enter the directory on the Prime Provisioning server
where the configuration files reside, and the Import Devices from Configuration Files window

appears.

Select as many of the configuration files as you want to import by checking the box to the left of the
Configuration File name.

If you want to import devices from more than one directory, you can repeat Steps 3 through 6.
Click Import.

The General Attributes window appears with the added information.

Click Save.

Opening and Editing Devices

Step 1
Step 2

To open device configuration files to bulk edit, follow these steps:

Choose Inventory > Physical I nventory > Inventory Manager.
Click the Open button.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

The Open drop-down list appears. The Open options include the following:
- Devices—Every network element that Prime Provisioning manages.

N

Note  To edit a PE, Open Provider, not Open Devices.

» Provider—PEs belonging to a specific provider.

» Customer—CEs belonging to a specific customer.
Select Devices.
The Device Select Picker appears.

Select a device to open by checking the check box to the left of the Device Name. You can select more
than one device to open.

Click the Select button.
The General Attributes window appears containing information on the selected devices.
To view specific attributes click the Attributes button.
The Attributes options window appears.
Select the type of attribute to display.
See the following sections for descriptions of these attribute fields.
» General Attributes, page 2-22
» Password Attributes, page 2-23
« SNMP Attributes, page 2-23
« Platform Attributes, page 2-24
- Interfaces, page 2-24
To bulk edit an attribute, do the following:
a. Check the one or more boxes to the left of the Device Name.
b. Check the check box above the attribute name column.
c. Click the Edit button.
Enter the changes you want to make.
Click Save.

The changes are saved.

Opening and Editing PEs

Step 1
Step 2

To open PE files to bulk edit, follow these steps:

Choose Inventory > Physical Inventory > Inventory Manager.
Click the Open button.
The Open drop-down list appears. The Open options include the following:

- Devices—Every network element that Prime Provisioning manages.
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Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Setting Up Devices and Device Groups

- Provider—PEs belonging to a specific provider.
» Customer—CEs belonging to a specific customer.
Select Provider.
The Select Provider window appears.
Select a provider by clicking the radio button to the left of the Provider Name.
Click the Select button.

The General Attributes Provider window appears showing the PEs assigned to the selected provider.

To view specific attributes click the Attributes button.
The Attributes options window appears.
Select the type of attribute to display.
See the following sections for descriptions of these attribute fields.
- General Attributes, page 2-22
» Password Attributes, page 2-23
- SNMP Attributes, page 2-23
- Platform Attributes, page 2-24
- Platform Attributes, page 2-24
» PE Attributes, page 2-25
- Interfaces, page 2-24
To bulk edit an attribute, do the following:
a. Check the one or more boxes to the left of the Host or Device Name.
b. Check the check box above the attribute name column.
c. Click the Edit button.
Enter the changes you want to make.
Click Save.
The changes are saved.

Opening and Editing CEs

Step 1
Step 2

Step 3

To open CE files to bulk edit, follow these steps:

Choose Inventory > Physical I nventory > Inventory Manager.

Click the Open button.

The Open drop-down list appears. The Open options include the following:
» Devices—Every network element that Prime Provisioning manages.
» Provider—PEs belonging to a specific provider.
» Customer—CEs belonging to a specific customer.

Select Customer.
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Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

General Attributes

The Select Customer window appears.
Select a customer by clicking the radio button to the left of the Customer Name.
Click the Select button.
The General Attributes Customer window appears showing the CEs assigned to the selected customer.
To view specific attributes click the Attributes button.
The Attributes Options window appears.
Select the type of attribute to display.
See the following sections for descriptions of these attribute fields.
» General Attributes, page 2-22
» Password Attributes, page 2-23
« SNMP Attributes, page 2-23
» Platform Attributes, page 2-24
- CPE Attributes, page 2-25
» Interfaces, page 2-24
To bulk edit an attribute, do the following:
a. Check the one or more boxes to the left of the Host or Device Name.
b. Check the check box above the attribute name column.
c. Click the Edit button.
Enter the changes you want to make.
Click Save.

The changes are saved.

The General Attributes Devices window contains the following:

» Host —Must begin with aletter, digit, or underscore followed by letters, digits, underscores, spaces,
hyphens, or dots ending with aletter, digit, or underscore. Thisfield isrequired and must match the
name configured on the target router device. Limited to 256 characters.

- Device Type—The device type includes the following devices:
— Cisco Router
— Catalyst OS device

Terminal server

IE2100 (Cisco Configuration Engine server)

- Description—Can contain any pertinent information about the device, such as the type of device,
its location, or other information that might be helpful to service provider operators. Limited to 80
characters.

- Management | P Address—Valid | P address of the device that Prime Provisioning usesto configure
the target router device. This IP address must be reachable from the Prime Provisioning host.
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Device Domain Name—Must begin with a letter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. The name must
match the domain name on the target router device.

Terminal Session Protocol—Configures the method of communication between
Prime Provisioning and the device. Choices include: Telnet, SSH version 1 (SSHv1), SSH version
2 (SSHv2), and RSH. Default: Telnet.

Config Access Protocol—Administers the access protocol for config upload and download.
Choices include: Terminal, TFTP, FTP, and RCP. Default: Terminal

Device Groups—L.ists the names of the Device Groups. You can add and modify Device Groupsin
this column.

The Password Attributes Devices window contains the following:

Device Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. Thisfield isrequired
and must match the name configured on the target router device. Limited to 256 characters.

L ogin User—Not required by Prime Provisioning. However, collection and upload/download will
not function without the Login User and L ogin Password, as Prime Provisioning will not be able to
access the device. Should match what is configured on the target router device. Limited to 80
characters.

L ogin Passwor d—Displayed as stars (*). Not required by Prime Provisioning. However, collection
and upload/download will not function without the Login User and Login Password, as

Prime Provisioning will not be able to access the device. Should match what is configured on the
target router device. Limited to 80 characters.

Enable User—Not required by Prime Provisioning. However, collection and upload/download only
function if the Login User has sufficient privileges to configure the router in EXEC mode. Should
match what is configured on the target router device. Limited to 80 characters.

Enable Passwor d—Displayed as stars (*). Not required by Prime Provisioning. However,
collection and upload/download only function if the Login User has sufficient privileges to
configure the router in EXEC mode. Should match what is configured on the target router device.
Limited to 80 characters.

Community String RO —Many tasks use SNMP to access the device. This field must match what
is configured on the target router device. Limited to 80 characters.

Community String RW— Many tasks use SNMP to access the device. Thisfield must match what
is configured on the target router device. Limited to 80 characters.

The SNMP Attributes Devices window contains the following:

Device Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. Thisfield isrequired
and must match the name configured on the target router device. Limited to 256 characters.

SNM P Ver sion—Choices include: SNMP v1/v2c, and SNMP v3. The default value is determined
by the setting inthe DCPL property SnmpService\defaultSNM PVersion. See Appendix G, “Property
Settings” for more details. (DCPL properties can be set in the software Ul, see Cisco

Prime Provisioning 7.2 Administration Guide.)
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Platform Attributes

Security L evel—Choices include: No Authentication/No Encryption, Authentication/No
Encryption, and Authentication/Encryption. Default: No Authentication/No Encryption.

Authentication User Name—User name configured on the specified device router. User must have
permission to the object identification numbers (OIDs) specified in the security request (that is,
write permission for a set request, and read permission for a get request). Should match what is
configured on the target router device. Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Limited to 80 characters.

Authentication Password—Displayed as stars (*). Should be provisioned if the SNMP Security
Level is Authentication/No Encryption or Authentication/Encryption. Should match what is
configured on the target router device. Limited to 80 characters.

Authentication Algorithm—Should be provisioned if the SNMP Security Level is
Authentication/No Encryption or Authentication/Encryption. Choices include: None, MD5, and
SHA.. Default: None.

Encryption Passwor d—Displayed as stars (*). In previous versions, this field was called Privacy
Password. Should match what is configured on the target router device. Should be provisioned if the
SNMP Security Level is Authentication/Encryption. Limited to 80 characters.

Encryption Algorithm—In previous versions, this field was called Privacy Protocol. Should be
provisioned if the SNMP Security Level is Authentication/Encryption. Choices include: None,
DES 56 and AES 128. Default: None.

The Platform Attributes Devices window contains the following:

Interfaces

Device Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. Thisfield isrequired
and must match the name configured on the target router device. Limited to 256 characters.

Platfor m—Should match what is configured on the target router device. Limited to 80 characters.

Softwar e Ver sion—Should match what is configured on the target router device. Limited to 80
characters.

I mage Name—Should match what is configured on the target router device. Limited to 80
characters.

Serial Number—Should match what is configured on the target router device. Limited to 80
characters.

The Interfaces Devices window contains the following:

Host —Must begin with aletter, digit, or underscore followed by letters, digits, underscores, spaces,
hyphens, or dots ending with aletter, digit, or underscore. Thisfield is required and must match the
name configured on the target router device. Limited to 256 characters.

Interface Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. Thisfieldisrequired.
Limited to 256 characters.

Inter face Type—Specifies the type of interface. It is a display-only field.

Interface Description—Description of the interface. Thisfield is display-only. Field is popul ated
by importing a configuration file.

Interface | P Address—IPv4 address associated with this interface.
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Interface | Pv6 Address—IPv6 address associated with this interface.

Encapsulation—The Layer 2 Encapsulation for this device. It is a display-only field. Possible
values are:

— DEFAULT
— DOTIQ

— ETHERNET

~ IsL

— FRAME_RELAY

— FRAME_RELAY_IETF
— HDLC

- PPP

- ATM

— AALS5SNAP

— AALO

— AALS

— AALS5MUX

— AALSNLPID

~ AAL2

~ ENCAP_QinQ

- GRE

Port Type—Choices include: Access, Trunk, Routed, and None.

The PE Attributes Provider window contains the following:

Device Name—Must begin with a letter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. Thisfield isrequired
and must match the name configured on the target router device. Limited to 256 characters.

Provider—L iststhe names of providers. Must begin with aletter. Can contain letters, numbers, and
these punctuation characters; period, underscore, and dash. Limited to 80 characters. You can sort
the list by provider name.

Region—Lists the names of regions. Must begin with a letter. Can contain letters, numbers, and
these punctuation characters: period, underscore, and dash. Limited to 80 characters. You can sort
the list by region name.

Role—Choices include: N-PE, U-PE, P, PE_AGG.

L oopback Interface—L oopback addressis the | P address of any loopback interface on the device.
You can select one of the loopback interfaces for thisfield and use the | P address on that loopback
interface.

M anaged—Provisioned by Prime Provisioning. Check the check box for yes. Default is no.

The CPE Attributes Customer window contains the following:
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- Device Name—Must begin with aletter, digit, or underscore followed by letters, digits,
underscores, spaces, hyphens, or dots ending with aletter, digit, or underscore. Thisfield isrequired
and must match the name configured on the target router device. Limited to 256 characters.

» Customer—Lists the names of customers. Must begin with aletter. Can contain letters, numbers,
and these punctuation characters: period, underscore, and dash. Limited to 80 characters. You can
sort the list by customer name.

- Site—Liststhe names of sites. Must begin with a letter. Can contain letters, numbers, and these
punctuation characters: period, underscore, and dash. Limited to 80 characters. You can sort the list
by site name.

- Management Type—Choices include: Managed, Unmanaged, Managed - Management LAN,
Unmanaged - Management LAN, Directly Connected, Directly Connected Management Host,
Multi-VRF, and Unmanaged Multi-VRF.

Assigning Devices

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

Step 9

Step 10

To assign a device to a provider or customer, follow these steps:

Choose Inventory > Physical Inventory > Inventory Manager.
Click the Open button.

The Open drop-down list appears.

Select Devices.

The Device Select Picker appears.

Select a device to open by checking the box to the left of the Device Name. You can select more than
one device to open.

Click the Select button.

The General Attributes Devices window appears containing information on the selected devices.
Click the Assign CE/PE button.

Select Customer or Provider.

The corresponding Select Customer or Select Provider window appears.

Select the customer or provider to which you want to assign the device by checking the box to the left
of the Customer or Provider Name.

Click the Select button.

If you assigned the device to a provider, the PE Attributes window appears. If you assigned the device
to a customer, the CPE Attributes window appears.

To save the assigned devices to the Prime Provisioning repository, you must specify the Site in the CPE
Attributes window or the Region in the PE Attributes window. Do the following:

a. Check the one or more boxes to the left of the Device Name.
b. Check the check box above the Site or Region column.
Click the Edit button. The Edit Attributes window appears.

o

d. Click Select. The Select Site or Select Region window appears.
e. Select asite or region by checking the box to the left of the Site Name or Region Name.
f. Click Save.
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Step 12
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You can choose to edit attributes as desired. Enter any changes you want to make.
Click Save.
The PE or CPE is saved to the Prime Provisioning repository.

Device Groups

Every network element that Cisco Prime Provisioning manages must be defined as a device in the
system. After you have defined your network elements as devices, you can organize the devices into
groups for collection and management purposes.

This section describes how to create, edit, and delete device groups and e-mail device group owners. This
section includes the following topics:

- Creating a Device Group, page 2-27
» Editing a Device Group, page 2-27

- Deleting Device Groups, page 2-28

- E-mailing a Device Group, page 2-28

Creating a Device Group

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

From the Create Device Group window, you can create different device groups.

To create a device group, follow these steps:

Choose I nventory > Physical I nventory > Device Groups.

The Device Groups window appears.

Click the Create button.

The Create Device Group window appears.

Enter the name and the description of the Device Group that you are creating.
Click Edit.

The Select Group Members window appears.

Select the devices that you want to be group members by checking the check box to the left of the device
name.

Click OK.
The Create Device Group window appears listing the selected devices.
Click Save.

The Device Groups window reappears with the new device group listed.

Editing a Device Group

From the Edit Device Group window, you can modify the fields that have been specified for a particular
device group.
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Step 1
Step 2
Step 3

Step 4
Step 5

To access the Edit Device Group window, follow these steps:

Choose I nventory > Physical Inventory > Device Groups.

Select a single device group to modify by checking the check box to the left of the Device Group Name.
Click the Edit button. This button is only enabled if a device group is selected.

The Edit Device Group window appears.

Enter the changes you want to make to the selected device group.

Click Save.

The changes are saved and the Device Groups window reappears.

Deleting Device Groups

Step 1

Step 2

Step 3

Step 4

From the Delete window, you can remove selected device groups from the database.
To access the Delete window, follow these steps:

Choose I nventory > Physical Inventory > Device Groups.
The Device Groups window appears.

Select one or more device groups to delete by checking the check box(es) to the left of the Device Group
Names.

Click the Delete button. This button is enabled only if one or more device groups are selected.
The Confirm Delete window appears.

Click the Delete button to confirm that you want to delete the device group(s) listed.

The Device Groups window reappears with the specified device group(s) deleted.

E-mailing a Device Group

Step 1

Step 2

Step 3

Step 4
Step 5

From the E-mail window, you can send a device report via e-mail to the owners of specified device
groups.

To access the E-mail window, follow these steps:

Choose I nventory > Physical Inventory > Device Groups.
The Device Groups window appears.

Select the device groups for which you want to send a device report by checking the check box to the
left of the Device Group Name.

Click the E-mail button. This button is only enabled if one or more device groups are selected.
The Send Mail to Device owners of selected groups window appears.

Compose the e-mail that you want to send to the selected device group owners.

Click Send.
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The e-mail is sent and the Device Groups window reappears.

Ethernet Access Topology Information

Physical Rings

This section covers the following topics:
» Physical Rings, page 2-29
« Named Physical Circuits, page 2-31

The Physical Rings displays the capability to create atwo-node ring. You can create an NPC Ring with
a minimum of two devices.

This section describes how you can create, edit, and delete Physical Rings. This section includes the
following topics:

« Creating Physical Rings, page 2-29
- Editing Physical Rings, page 2-31
- Deleting Physical Rings, page 2-31

Creating Physical Rings

Step 1

Step 2

Note

Step 3
Step 4

Note

Step 5

Rings with two devices has the option to add more devices to the same ring through add or edit option.

To create physical rings, follow these steps:

Choose Inventory > L ogical | nventory > Physical Rings.
The Physical Circuits window appears.
Click the Create button.

The Create Ring window appears. A ring has a minimum of two physical links that form aring.

At any time, if you click Cancel, everything you have chosen disappears.

Start with the first line, which represents the first physical link.

In the Sour ce Device column, click Select sour ce device and a Select Source Device - CPE/PE window
appears.

The CPE you choose must be a Multi-VRF CE.

Click aradio button next to the device to be the source device for this physical link and then click Select.
The Create Ring window reappears with the chosen Source Device.
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N

Note

Step 6
Step 7
Step 8

Step 9

Note

Step 10

Step 11

Step 12
Step 13

Step 14

Step 15

Step 16

When choosing the Source Device for a physical link, this same choice is made for the Destination
Device for the previous physical link (or the last physical link if you are choosing for the first physical
link). For a selected device, do not select the same interface for the source and destination interface.

In the Sour ce I nterface column in this new version of the new Create Ring window, click Select source
inter face and a Select Source Interface window appears with alist of interfaces.

Click aradio button next to the interface to be the source interface for this physical link and then click
Select. The Create Ring window reappears with the chosen Sour ce I nterface.

In the Destination Device column in this new version of the Create Rind window, click Select
destination device and a Select Source Device — CPE/PE window appears.

Click aradio button next to the device to be the destination device for this physical link and then click
Select.

The Create Ring window reappears with the chosen Destination Device.

When choosing the Destination Device for the a physical link, this same choice is made for the next
Source Device. Do not choose the same Interface for these devices. The minimum number of devices
that can participatein aring istwo.

In the Destination I nterface column in this new version of the Create Rind window, click Select
destination interface and the Select Source Interface window appears with alist of interfaces.

Click aradio button next to the interface to be the destination interface for thisNPC and then click Select
The Create Ring window reappears with the chosen Destination I nterface.
Repeat Step 4 for the middle physical links and Step 4 to Step 7 for the last physical link.

If you want to insert an extra physical link in the ring, check the check box for the line that represents
the physical link you want the new physical link to follow and click Insert. Implement Step 4 to fill in
the remaining entries in this new physical link.

If you want to delete a physical link in the ring but a minimum of three physical linkswill remain, check
the check box for the line that represents the physical link you want to delete and click Delete.

If you want to establish additional cross links between non-adjacent devices in thisring, you can click
Edit Cross Linksin the Create Ring window, and you then view a nhew Create Ring window with no
entry. Click the Add button and you can choose from the devices already in your ring. Theresult isa
new entry in the Create Ring window with this device as the Sour ce Device. Establish the Destination
Device and Source and Destination I nterfaces as you did when creating the ring. The choices of devices
and interfaces is limited to those already established in your ring.

N

Note  To Edit Cross Links, a minimum of four devicesis needed to form this ring.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, when you have completed setting up your ring click Save. The new ring is added in Physical
Rings window, and a green check for Succeeded appears. The new ring is identified by the source
device-source interface.
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Step 17

Editing Physical Rings

S

Note

Step 1
Step 2

Step 3
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To create aring with more than three physical links, check the check box for the link in the Create Ring
window to which you want to insert and the I nsert button is then enabled. Proceed in adding links as
explained in this section.

To edit physical rings, follow these steps:

If the specified Physical Ring is participating in any of the Named Physical Circuits, then you can not
edit the ring. An error message appears containing 1Ds of the NPCs that contain the NPC Ring.

Choose Inventory > Logical I nventory > Physical Rings and a window appears.
Check the check box next to the line that represents an NPC ring and then click Edit.

The Create Ring window appears with all the data for this ring. Proceed as in the “ Creating Physical
Rings” section on page 2-29 to make any changes you want.

When you have the ring as you want it, click Save. The Physical Rings window appears with the
appropriate name (source device-source interface) and a green check for Succeeded appears.

Deleting Physical Rings

Note

Step 1
Step 2

Step 3

Rings with more than two nodes has the option to transition to atwo devicering by removal of the device
from the ring topology through edit or delete option.

To delete physical rings, follow these steps:

If the specified NPC Ring is participating in any of the Named Physical Circuits, then you can not delete
the ring. An error message appears containing IDs of the NPCs that contain the NPC Ring.

Choose Inventory > Logical Inventory > Physical Rings and a window appears.

Check the check box(es) next to the line(s) that represent(s) NPC ring(s) that you want to delete and then
click Delete.

Click Cancel if you change your mind about del eting the chosen ring(s) or click Deleteto actually delete
the ring.

The Physical Rings window appears with the remaining ring names and a green check for Succeeded
appears.

Named Physical Circuits

Named physical circuits (NPCs) are named circuits that describe a physical connection between a CPE
or U-PE and an N-PE. The intermediate nodes of the NPCs can either be CPE or PE. They can be
connected in a circular fashion forming aring of devices, which is represented by an entity known as
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NPC Rings. NPC Rings represent the circular topology between devices (CPE or PE) to the Named
Physical Circuits. To create an NPC, you must specify how the source CPE/U-PE and the destination
N-PE are connected and specify the intermediate nodes.

The connectivity of the NPCs is defined by specifying a set of devices serving as physical links; each
device has two interfaces that are part of the NPC connections. The Incoming Interface defines the
interface from the CE direction. The Outgoing I nterface defines the interface toward the PE direction.

You can also add (meaning after the chosen device) or insert (meaning before the chosen device) an NPC
Ring in the link.

Keep in mind the following when you are creating an NPC:

« Inthe Prime Provisioning software, the device you select can be any node in the link. The
Prime Provisioning software only shows the appropriate devices. The first device must be a CPE or
U-PE and the last device must be an N-PE.

» NPCsshould be created before the MPL S multi-device, VPLS, or L2V PN servicerequest is created
with cpel and pel. So when you create the SR, you would select the policy, cpel, pel, and the NPC
that defines the link between cpel and pel.

This section describes how you can create and delete NPCs and create, edit, and delete NPC Rings. This
section includes the following topics:

- Creating a Named Physical Circuit, page 2-32
- Deleting Named Physical Circuits, page 2-33

Creating a Named Physical Circuit

Step 1

Step 2

Step 3

To add an NPC physical link, follow these steps:

Choose Inventory > Logical Inventory > Named Physical Circuit.
The Named Physical Circuit window appears.
Click the Create button.
The Create a Named Physical Circuits window appears.
Each line represents a physical link and each physical link contains the following attributes:
- Device
« Incoming Interface
« OQutgoing Interface
« Ring (optional)

Note  Before adding aring in an NPC, create aring and save it in the repository, as explained in the
“Creating Physical Rings” section on page 2-29.

Note  An NPC must have at least one link defined. The link must have two devices, an Incoming
Interface, and an Outgoing Interface.

Click Add Device or Insert Device.

The Device Select Picker appears.
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Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Note

Step 12

Step 13

Step 14

Setting Up Devices and Device Groups W

Be sure that the drop-down list in Show is CPE or PE.

Click aradio button next to adevice and then click Select. The Create aNamed Physical Circuitswindow
reappears with the chosen Device.

If you want to add a device to your NPC asthe last item or after the item checked in the check box, click
the Add Device button in the Create aNamed Physical Circuit window and then add device and interface
information as explained in the previous steps. If you want to insert a device to your NPC as the first
item or before the item checked in the check box, click the Insert Device button in the Create a Named
Physical Circuit window and then add device and interface information as explained in the previous
steps.

In the Outgoing I nterface column in this new version of the Create a Named Physical Circuit window,
click Select outgoing interface and a window appears with alist of interfaces.

Click aradio button next to the interface to be the source interface for this NPC and then click Select.
The Create a Named Physical Circuit window reappears with the chosen I nter face.

In the Incoming I nterface column in this new version of the Create a Named Physical Circuit window,
click Select incoming inter face and a window appears with a list of interfaces.

Click aradio button next to the interface to be the incoming interface for this NPC and then click Select.
The Create a Named Physical Circuit window reappears with the chosen Incoming | nterface.

If you created an NPC ring that you want to insert or add into this NPC, as explained in the “Creating

Physical Rings” section on page 2-29, you can click Insert Ring or Add Ring and the ring appears at

the beginning or before the item checked in the check box for Insert Ring or the ring appears at the end
or after the item checked in the check box for Add Ring.

When inserting aring, select the source device of the ring that connects to a source device or an NPC
and the destination device of the ring that connects to the destination device of the NPC.

If you have not created an NPC ring that you want to insert into this NPC, proceed to Step 14.

Click aradio button next to the ring you choose and then click Select. The Create a Named Physical
Circuit window reappears with the chosen Ring.

Select the missing devices and interfaces as explained in the “ Creating Physical Rings” section on
page 2-29.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwise, click Save. The Create aNamed Physical Circuit window reappears with the new NPC listed.

Deleting Named Physical Circuits

Step 1

Step 2
Step 3

To delete NPC(s), follow these steps:

Choose Inventory > Logical I nventory > Named Physical Circuits.

The Named Physical Circuits window appears.

Select one or more NPCs to delete by checking the check box(es) on the left.
Click the Delete button.

The Delete NPC window appears.
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Note

Step 4

If the specified NPC is being used by any of the Service Requests, you will not be allowed to delete it.
An error message appears explaining this.

Click the Delete button to confirm that you want to delete the NPCs listed.
The Named Physical Circuits window reappears with the specified NPCs del eted.

Managing Customer Premise Devices

Customers

Creating a Customer

Step 1

Step 2

Step 3

Step 4

This section includes the following topics:
e Customers, page 2-34
« Customer Sites, page 2-35
- Customer Devices, page 2-37

A customer siteis a set of IP systems with mutual |P connectivity between them without the use of a
VPN. Each customer site belongs to exactly one customer. A customer site can contain one or more (for
load balancing) edge device routers. This section describes how to create, edit, and delete customers.

This section covers the following topics:
» Creating a Customer, page 2-34
« Editing a Customer, page 2-35
» Deleting Customers, page 2-35

From the Create Customer window, you can create different customers.
To create a customer, follow these steps:

Choose Service Design > Resources > Customers.
The Customers window appears.

Click the Create button.

The Create Customer window appears.

Enter the name and information for the Customer that you are creating. Check the Enable Site Of Origin
check box if you want this enabled.

S
Note If Enable Site Of Origin check box is checked, the BGP extended community Site-of-Origin
(SOO0) provisioning in fulfillment MPLS service will be enabled.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
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Editing a Customer

Step 1

Step 2
Step 3

Step 4
Step 5

Deleting Customers

Step 1

Step 2
Step 3

Step 4

Customer Sites

Setting Up Devices and Device Groups W

Otherwisg, click Save. The changes are then saved and the Customers window reappears.

From the Edit Customer window, you can modify the fields that have been specified for a particular
customer.

To access the Edit Customer window, follow these steps:

Choose Service Design > Resources > Customers.

The Customers window appears.

Select a single customer to modify by checking the check box to the left of the Customer Name.

Click the Edit button. This button is only enabled if a customer is selected.

The Edit Customer window appears.

Enter the changes you want to make to the selected customer.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwisg, click Save. The changes are then saved and the Customers window reappears.

From the Delete window, you can remove selected customers from the database.
To access the Delete window, follow these steps:

Choose Service Design > Resources > Customers.

The Customers window appears.

Select one or more customers to delete by checking the check box to the left of the Customer Name.
Click the Delete button. This button is enabled only if one or more customers are selected.

The Confirm Delete window appears.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwisg, click Deleteto confirm that you want to delete the customer(s) listed. The Customerswindow
reappears with the specified customer(s) del eted.

The Customer Sites window feature is used to create, edit, and delete customer sites.
This section covers the following topics:

» Creating a Customer Site, page 2-36

- Editing a Customer Site, page 2-36

» Deleting Customer Sites, page 2-37

Cisco Prime Provisioning 7.2 User Guide g



Chapter 2 Before Setting Up Prime Provisioning |

M Setting Up Devices and Device Groups

Creating a Customer Site

Step 1

Step 2

Step 3

Step 4
Step 5

From the Create Customer Sites window, you can create different customer sites.

To create customer sites, follow these steps:

Choose I nventory > Resources > Customer Sites.
The Customer Sites window appears.

Click the Create button.

The Create New Customer Sites window appears.

Enter the name and information for the Customer that you are creating. To enter the customer name
follow these steps:

a. Click the Select button next to the Customer field.
A list of customer names appears.
b. Click the radio button next to customer name and then Select.

c. IntheSite Of Origin Pool field, either use the Select button to select the existing site of origin pool
name or enter a specific site of origin value in the form of X:Y. For example 2:214, where X isthe
Provider’'s BGP AS number in the range of 1-65535 and Y is the site of origin value in the range of
(0-2147483646). The Site Of Origin Pool field isavailable only if the Enable Site of Origin check
box is enabled in the Customer Details tab at the time of creating a customer.

Enter the Site Information.
Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Save. The changes are then saved and the Customer Site window reappears.

Editing a Customer Site

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6

From the Edit Customer Sites window, you can modify the fields that have been specified for a particular
customer sites.

To access the Edit Customer Sites window, follow these steps:

Choose I nventory > Resour ces > Customer Sites.

The Customer Sites window appears.

Select a single site name to modify by checking the check box to the left of the Site Name.

Click the Edit button. This button is only enabled if a customer is selected.

The Edit Customer window appears.

Enter the changes you want to make to the selected customer site.

Modify the Site Of Origin Pool with available pool values or with other than pool value, if required.
Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwise, click Save. The changes are then saved and the Customer Site window reappears.
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Deleting Customer Sites

Step 1

Step 2
Step 3

Step 4

From the Delete window, you can remove selected customer sites from the database.

To access the Delete window, follow these steps:

Choose I nventory > Resources > Customer Sites.

The Customer Sites window appears.

Select one or more customer sites to delete by checking the check box to the left of the Site Name.
Click the Delete button. This button is enabled only if one or more customer sites are selected.

The Confirm Delete window appears.

Click Cancel if you do not want to delete thisinformation, and you will proceed to the previous window.

Otherwiseg, click Deleteto confirm that you want to del ete the customer site(s) listed. The Customer Sites
window reappears with the specified customer site(s) deleted.

Customer Devices

The CPE feature provides alist of CPEs that have been associated with a site through the CPE editor or
Inventory Manager.

This section covers the following topics:

« Create CPE Device, page 2-38

» Edit CPE Device, page 2-39

» Delete CPE Device, page 2-39
Choose I nventory > Resources > Customer Devices, the CPE Devices window appears.
The CPE Devices window contains the following:

- Device Name—Lists the names of devices. The first character must be a letter. Can contain letters,
numbers, and these punctuation characters: period, underscore, and dash. Limit: 80 characters. You
can sort the list by device name.

- Customer Name—Lists the names of customer. The first character must be a letter. Can contain
letters, numbers, and these punctuation characters: period, underscore, and dash. Limit: 80
characters. You can sort the list by customer name.

» Site Name—L.ists the names of sites. The first character must be a letter. Can contain letters,
numbers, and these punctuation characters: period, underscore, and dash. Limit: 80 characters. You
can sort the list by site name.

« Management Type—When associating a CE with a customer site, you can select Managed or
Unmanaged. Other choices are available (see below), but they should not be confused with this
primary choice.

— Managed—A managed CE can be provisioned directly by the provider using
Prime Provisioning. The CE must be reachable from an Prime Provisioning server.

— Unmanaged —An unmanaged CE cannot be provisioned directly by the provider. If Unmanaged
is selected, the provider can use Prime Provisioning to generate a configuration, and then send
the configuration to the customer for placement on the CE.
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Create CPE Device

Step 1

Step 2

Step 3

Step 4

Step 5

— Managed - Management LAN —A managed Management LAN or Management CE (MCE) is
configured like a managed CE router, but it resides in the provider space. Normally, an MCE
acts as the network operations center (NOC) gateway router.

— Unmanaged - Management LAN —An unmanaged Management LAN or MCE is configured
like an unmanaged CE router, but it resides in the provider space. Normally, an MCE acts asthe
network operations center (NOC) gateway router.

— Directly Connected —In most cases, the CE is connected to a PE router. In this case, the CE is
connected to a workstation or other device.

— Directly Connected Management Host —In most cases, the CE is connected to a PE router. In
this case, the CE is connected to a workstation or other device, on which Prime Provisioning
resides.

— Multi-VRF —A multi-VRF CE (MVRFCE) is owned by the customer, but resides in the
provider space. It is used to offload traffic from the PE.

— Unmanaged Multi-VRF—AnN unmanaged multi-VRF CE is provisioned like an unmanaged CE
(configurations are not uploaded or downloaded to the device by the provider). It is owned by
the customer and resides in the provider space.

Note  Unmanaged devices are subject to read-only based operations, but will not be interacted with for
ready-write based operations.

From the Create Customer Devices window, you can create different CPE devices.
To create a CPE device, follow these steps:

Choose I nventory > Resources > Customer Devices.

The Customer Devices window appears.

Click Create to create new CPE devices. Enabled only if no customer site is selected.
The Create New CPE Device window appears.

Click Select for the required Device Name and Site Name.

For each, you receive alist of the devices and sites, respectively, from which you can choose onein each
window and then click Select. Click Cancel if you do not want to save this information, and you will
proceed to the previous window.

N

Note  The Customer Name is displayed only if the customer site is created.

The drop-down window for M anagement Type allows you choose the management type of the CPE
device you are creating.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwisg, click Save. The changes are saved and the CPE Device window reappears.
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Edit CPE Device

Step 1

Step 2
Step 3

Step 4
Step 5

Delete CPE Device

Step 1

Step 2
Step 3

Step 4

Setting Up Resources

From the Edit Customer Device window, you can modify the fields that have specified for a particular
CPE device.

To edit a CPE device, follow these steps:

Choose I nventory > Resour ces > Customer Devices.

The Customer Devices window appears.

Select a single device name to modify by checking the check box to the left of the Device Name.

Click the Edit button. This button is only enabled if a device name is selected.

The Edit Customer window appears.

Enter the changes you want to make to the selected CPE device.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwisg, click Save. The changes are then saved and the Customer Device window reappears.

From the Delete window, you can remove selected customer device from the database.

To access the Delete window, follow these steps:

Choose I nventory > Resources > Customer Devices.

The Customer Devices window appears.

Select one or more device name to delete by checking the check box to the left of the Device Name.
Click the Delete button. This button is enabled only if one or more device names are selected.

The Confirm Delete window appears.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Delete to confirm that you want to delete the device name(s) listed. The Customer
Devices window reappears with the specified device name(s) deleted.

Setting Up Resources

This section explains how to set up the resources. It contains the following sections:
» Access Domains, page 2-40
» Interface Access Domains, page 2-41

» Resource Pools, page 2-43

Route Targets, page 2-52
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Access Domains

To access the Access Domains window: Choose | nventory > Resour ces > Access Domains.
From the Access Domains window, you can create, edit, or delete access domains.
This sections covers the following topics:

» Creating Access Domains, page 2-40

» Editing Access Domains, page 2-40

» Deleting Access Domains, page 2-41

Creating Access Domains

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

From the Create Access Domains window, you can create different access domain.
To create a access domain, follow these steps:

Choose I nventory > Resour ces > Access Domains.
The Access Domains window appears.
Click the Create button.
The Create New Access Domains window appears.
Enter the access domain name. Thisis arequired field.
To enter the Provider follow these steps (thisis arequired field):
a. Click the Select button next to the Provider field.
A list of Provider Name window appears.
b. Click the radio button next to provider name and then Select.

Enter the PEs information (required field). Thisinformation about the PE will be helpful to the access
domain operators. Limited to 256 characters.

Enter the Reserved VLAN information (thisis optional).
Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwisg, click Save. The changes are then saved and the Access Domains window reappears.

Editing Access Domains

Step 1

Step 2

Step 3

From the Edit Access Domains window, you can modify the fields that have been specified for a
particular provider region.

To access the Edit Access Domains window, follow these steps:

Choose I nventory > Resour ces > Access Domains.
The Access Domains window appears

Select a single access domain to modify by checking the check box to the left of the Access Domains
Name.

Click the Edit button. This button is only enabled if a access domain name is selected.
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Step 4
Step 5

Setting Up Resources

The Edit Access Domains window appears.
Enter the changes you want to make to the selected access domain.
Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Save. The changes are then saved and the Access Domains window reappears.

Deleting Access Domains

Step 1

Step 2

Step 3

Step 4

From the Delete window, you can remove selected access domain from the database.

To access the Delete window, follow these steps:

Choose I nventory > Resour ces > Access Domains.
The Access Domains window appears

Select one or more access domain to delete by checking the check box to the left of the Access domain
Names.

Click the Delete button. This button is enabled only if one or more access domains are selected.
The Confirm Delete window appears.
Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Delete to confirm that you want to del ete the access domain(s) listed. The Access
Domains window reappears with the specified access domain(s) deleted.

Interface Access Domains

N

Note

To access the Interface Access Domains window: Choose I nventory > Resour ces > I nterface Access
Domains.

From the Access Domains window, you can create, edit, or delete access domains.
This sections covers the following topics:

- Creating Interface Access Domains, page 2-41

» Editing Interface Access Domains, page 2-42

- Deleting Interface Access Domains, page 2-42

Outer VLAN ID resource pools can be created once the Interface Access Domains s created.

Creating Interface Access Domains

Step 1

From the Create I nterface Access Domains window, you can create different interface access domains.

To create an interface access domain, follow these steps:

Choose I nventory > Resources > | nterface Access Domains.
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Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

The Interface Access Domains window appears.
Click the Create button.
The Create New Interface Access Domains window appears.
Enter the interface access domain name. Thisisarequired field.
To enter the Provider follow these steps (thisis a required field):
a. Click the Select button next to the Provider field.
A list of Provider Name window appears.
b. Click the radio button next to provider name and then Select.
Select the PE device (required field) from thelist of Provider devices available for the selected Provider.

Select the Interfaces (required field) from the interface pop-up window. Interface pop-up window
displays all available EV C supported physical ports from the selected NPE device.

~

Note  Single interface or group multiple interfaces can be selected based on the requirements.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwise, click Save. The changes are then saved and the Interface Access Domains window reappears.

Editing Interface Access Domains

Step 1

Step 2

Step 3

Step 4
Step 5

From the Edit Interface Access Domains window, you can modify the fields that have been specified for
a particular provider region.

To access the Edit Interface Access Domains window, follow these steps:

Choose I nventory > Resources > | nterface Access Domains.
The Interface Access Domains window appears

Select a single interface access domain to modify by checking the check box to the | eft of the Interface
Access Domains Name.

Click the Edit button. This button is only enabled if an interface access domain name is selected.

The Edit Access Domains window appears.

Enter the changes you want to make to the selected interface access domain.

Click Cancel if you do not want to save this information, and you will proceed to the previous window.
Otherwisg, click Save. The changes are then saved and the I nterface Access Domains window reappears.

Deleting Interface Access Domains

Step 1

From the Delete window, you can remove selected access domain from the database.
To access the Delete window, follow these steps:

Choose I nventory > Resour ces > I nterface Access Domains.
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The Interface Access Domains window appears.

Step2  Select one or more access domain to delete by checking the check box to the left of the Interface Access
Domain Names.

Step3  Click the Delete button. This button is enabled only if one or more access domains are selected.

The Confirm Delete window appears.

Step4  Click Cancel if you do not want to save this information, and you will proceed to the previous window.

Otherwise, click Delete to confirm that you want to del ete the access domain(s) listed. The Interface
Access Domains window reappears with the specified access domain(s) deleted.

Resource Pools

Prime Provisioning enables multiple pools to be defined and used during operations. The following
resource pools are available:

IP address pool: The IP address pool can be defined and assigned to Region, VPN, and Customer
pools. This feature gives the service operator the flexibility to manage the allocation of all IP
addresses in the network.

Multicast pool: The Multicast pool is used for Multicast MPLS VPNs.

Route Target (RT) pool: A route target is the MPLS mechanism that informs PEs as to which routes
should be inserted into the appropriate VRFs. Every VPN route is tagged with one or more route
targetswhen it isexported from aV RF and offered to other VRFs. The routetarget can be considered
aVPN identifier in MPLS VPN architecture. RTs are a 64-bit number.

Route Distinguisher (RD) pool: The IP subnets advertised by the CE routers to the PE routers are
augmented with a 64-bit prefix called aroute distinguisher (RD) to make them unique. The resulting
96-bit addresses are then exchanged between the PEs, using a special address family of
Multiprotocol BGP (referred to as MP-BGP). The RD pool is a pool of 64-bit RD values that
Prime Provisioning uses to make sure the |P addresses in the network are unique.

Site of origin pool: The pool of values for the site-of-origin (SOO) attribute. The site-of-origin
attribute prevents routing loops when a site is multihomed to the MPLS VPN backbone. Thisis
achieved by identifying the site from which the route was learned, based on its SOO value, so that
it is not readvertised back to that site from a PE in the MPLS VPN network.

VC ID pool: VC ID pools are defined with a starting value and a size of the VC ID pool. (VCID is
a 32-bit unique identifier that identifies a circuit/port.) A given VC ID pool is not attached to any
Inventory object. During the deployment of an Ethernet Service (EWS, ERS for example), VCID is
auto-allocated from the VC ID pool.

VLAN ID pool: VLAN ID pools are defined with a starting value and a size of the VLAN pool. A
given VLAN ID pool can be attached to an Access Domain. During the deployment of an Ethernet
Service (EWS, ERS for example), VLAN ID can be auto-allocated from the Access Domain’s
VLAN pools. This gives the Service Provider atighter control of VLAN ID allocation.

BVI pool: BVI pools are defined with a starting value and a size of the BV pool. A given BVI ID
pool can be attached to an interface access domain. During the deployment of an Ethernet Service
(EWS, ERS for example), BVI ID can be auto-allocated from the interface access domain’s BV
pools. This gives the Service Provider atighter control of BVI ID allocation.

All these resources, that are made available to the service provider, enable the automation of service
deployment.

Cisco Prime Provisioning 7.2 User Guide g



Chapter 2 Before Setting Up Prime Provisioning |

M Setting Up Resources

This section describes how you can create and manage pools for various types of resources. This section
includes the following topics:

» Creating an IP Address Pool, page 2-44

» Creating an IPv6 Address Pool, page 2-45

» Creating a Multicast Pool, page 2-45

» Creating a Route Distinguisher and Route Target Pool, page 2-46
» Creating a Site of Origin Pool, page 2-48

» Creating aVC ID Pool, page 2-49

» Creating a VLAN Pool, page 2-49

» Creating an EVC Outer VLAN Pool, page 2-50

« Creating an EVC Inner VLAN Pool, page 2-50

» Deleting Resource Pools, page 2-51

Creating an IP Address Pool

Step 1

Step 2
Step 3

Prime Provisioning uses | P address pools to automatically assign IP addresses to PEs and CEs. Each
Region, VPN, and Customer has an |P address pool to use for P numbered addresses (/30 and /31 pools)
and a separate | P address pool for |P unnumbered addresses (/32 loopback address pools).

Within aVPN or extranet, all IP addresses must be unique. Customer | P addresses must not overlap with
the provider's I P addresses. Overlapping | P addresses are only possible when two devices cannot see
each other—that is, when they arein isolated VPNs.

From the Create |P Address Pool window, you can create | P address pools.

To create an | P address pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Select IPV4 Address from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.
The Create New IP Address Resource Pool window appears.
The Create New IP Address Resource Pool window contains the following fields:
- |P Address Pool (required)—Text field in the format a.b.c.d/mask, for example 172.0.0.0/8.
» Pool Mask (bits) (required)—Choices include: 30, 31 and 32
where:
30 and 31 are used for IP humbered address pools (/30 and /31)
32 isused for IP unnumbered loopback address pools (/32).

» Pool Association (required)—Choices include: Region, VPN, and Customer from the drop-down
list. Then you can click the Select button to receive all selections for the choice you made in the
drop-down list. From this new window, make your selection and click Select.
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N

Note  If you choose VPN, an additional optional field appears, Pool Name Suffix. This field allows
the creation of multiple address poolswithin the same VPN. If you are creating this address pool
for DMVPN usage, the recommendation is to use this field to specify a suffix.

» Pool Name Suffix (optional)—Suffixes are used to make a pool name unique. You can append this
IP Address Pool to an existing pool by selecting a previously defined suffix, or click New to create
anew pool.

Step4  Enter the required information for the | P address pool you are creating.
Step5  Click Save.
The Resource Pools window reappears with the new 1P address pool listed.

Creating an IPv6 Address Pool
Prime Provisioning uses | Pv6 address pool to automatically assign | Pv6 addresses to PEs and CEs. Each
Region has an IPv6 address pool to use for |Pv6 numbered addresses (/64, /126 and /127 pools).
From the Create New |Pv6 Address Resource Pool window, you can create | Pv6 address pool.
To create an | Pv6 address pool, follow these steps:

Stepl  Choose Service Design > Resour ces > Resour ce Pools.

The Resource Pools window appears.
Step2  Select IPV6 Address from the Pool Type in the upper left of the Resource Pools window.
Step3  Click the Create button.

The Create New IPv6 Address Resource Pool window appears.

The Create New |Pv6 Address Resource Pool window contains the following fields:

« |Pv6 Address Pool (required)—IPv6 Address/Mask, text field in the format a:b:c:d:e:f:g:h/i, for
example 2003:adbc:99ff:5623:9023::/120.

» Pool Mask (bits) (required)—Choices include: 64, 126, and127.
- Pool Association (reguired)—Choice: only Region from the drop-down list.

Provides option to select a Region and associate | Pv6 Pool to a particular Region. Select Region
from the drop-down list, then click the Select button. From this new window, select the particular
Region, and then click Select.

Step4  Enter the required information for the IPv6 address pool you are creating.
Step5  Click Save.
The Resource Pools window reappears with the new 1Pv6 address pool listed.

Creating a Multicast Pool

From the Create Multicast Pool window, you can create multicast pools. These pools are global and are
not associated with any provider or customer.

To create a multicast pool, follow these steps:
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Step 1

Step 2
Step 3

Step 4
Step 5

Choose Service Design > Resour ces > Resource Pools.

The Resource Pools window appears.

Select Multicast from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.

The Create New Multicast Resource Pool window appears.

The Create New Multicast Resource Pool window contains the following fields:

« Multicast Address (required)—Text field in the format a.b.c.d/mask, for example 239.0.0.0/8.
Range: 224.0.1.0/8 to 239.255.255.255/32.

» Usefor default MDT (optional)—This is a check box. Default: selected.

» Usefor Data MDT (optional)—Thisis a check box. The data MDT contains a range of multicast
group addresses and a bandwidth threshold. Thus, whenever a CE behind a multicast-V RF exceeds
that bandwidth threshold while sending multicast traffic, the PE sets up a new data MDT for the
multicast traffic from that source. The PE informs the other PEs about this data MDT and, if they
have receivers for the corresponding group, the other PEs join this data MDT. Default: selected.

Enter the required information for the multicast pool you are creating.
Click Save.

The Resource Pools window reappears with the new multicast pool listed.

Creating a Route Distinguisher and Route Target Pool

MPL S-based VPNs employ Border Gateway Protocol (BGP) to communicate between PEs to facilitate
customer routes. This is made possible through extensions to BGP that carry addresses other than |Pv4
addresses. A notable extension is called the route distinguisher (RD).

The purpose of the route distinguisher (RD) is to make the prefix value unique across the network
backbone. Prefixes should use the same RD if they are associated with the same set of route targets (RTS)
and anything else that is used to select routing policy. The community of interest association is based on
the route target (RT) extended community attributes distributed with the Network Layer Reachability
Information (NLRI). The RD value must be aglobally unique value to avoid conflict with other prefixes.

The MPLS label is part of a BGP routing update. The routing update also carries the addressing and
reachability information. When the RD is unique acrossthe MPLS VPN network, proper connectivity is
established even if different customers use non-unique IP addresses.

For the RD, every CE that has the same overall role should use a V RF with the same name, same RD,
and same RT values. The RDs and RTs are only for route exchange between the PEs running BGP. That
is, for the PEsto do MPLS VPN work, they have to exchange routing information with more fields than
usual for I1Pv4 routes; that extra information includes (but is not limited to) the RDs and RTs.

From the Create Route Distinguisher Pool window, you can create route distinguisher pools.

Create a Route Distinguisher Pool

Step 1

To create a route distinguisher pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
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Step 3

Note

Step 4
Step 5

Step 6
Step 7
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Select Route Distinguisher from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.
The Create New Route Distinguisher Resource Pool window appears.
The Create New Route Distinguisher Resource Pool window contains the following fields:
« RD Pool Start (required)—Range: 0 to 2147483646.
» RD Pool Size (required)—Range: 1 to 2147483647.
» Provider (required)

When anew VRF object is created using Autopick RD option or when a service request is created using
VPN, Prime Provisioning picks the RD start value of the provider and reduces RD pool size value by
one. The current limitation isthat thisvalue never returns back to the pool even if the corresponding VRF
or service request gets del eted.

Enter the RD Pool Start and Size information for the route distinguisher pool you are creating.
Click the Select button.

The Provider for new Resource Pool window appears.

Select one of the providers listed and click Select.

Click Save.

The Resource Pools window reappears with the new route distinguisher pool listed.

Create a Route Target Pool

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

To create a Route Target Pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Select Route Target from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.
The Create New Route Target Resource Pool window appears.
The Create New Route Target Resource Pool window contains the following fields:
« RT Pool Start (required)—Range: 0 to 2147483646.
- RT Pool Size (required)—Range: 1 to 2147483647.
« Provider (required)
Enter the RT Pool Start and Size information for the route target pool you are creating.
Click the Select button.
The Provider for new Resource Pool window appears.
Select one of the providers listed and click Select.
Click Save.
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The Resource Pools window reappears with the new route target pool listed.

Creating a Site of Origin Pool

Note

Step 1

Step 2
Step 3

Step 4

In MPLS VPN, CE sites use private/public AS numbers and when one AS number is used for each VPN,
all sites belonging to the same VPN share the same private/public AS number. The default BGP behavior
isto drop any prefix if itsown AS number is already in the AS path. As aresult, a customer site does
not learn prefixes of aremote site in this situation. AS-OVERRIDE must be configured (if there are hub
sites involved, ALLOWAS-IN must be configured) to allow those prefixes to be sent by PE routers but
arouting loop can occur.

For example, CE1 and CE2 belong to the same customer VPN and have the same AS number 65001. The
AS path between two customer sitesis 65001 - 1234 - 65001 and prefixes cannot be exchanged between
customer sites because AS 65001 is already in the path. To solve this problem, AS-OVERRIDE options
are configured on PE routers; but it introduces a routing loop into the network without using extended

community site of origin attributes.

Site of originisaconcept in MPLS VPN architecture that prevents routing loops in sites that are
multi-homed to the MPLS VPN backbone and in sites using AS-OVERRIDE in conjunction. Site of
originisatype of BGP extended community attribute used to identify a prefix that originated from asite
so that the re-advertisement of that prefix back to the site can be prevented. This attribute uniquely
identifies the site from which the PE router learned the route. Site of origin istagged at PE in peering
with BGP neighbors using an inbound route-map and works in conjunction with BGP CE-PE routing
protocol.

Site of origin must be unique per customer site per VPN/customer (when these sites are multi-homed).
Therefore, the same value of site of origin must be used on PE routers connected to the same CE router
or to the same customer site.

Each time a customer siteis created, Prime Provisioning generates a unique site of origin value from the
selected site of origin provider pool if Site of Originisenabled. Thissite of origin value must be unique
per customer site per customer/V PN,

From the Create Site of Origin Pool window, you can create site of origin pools.
To create a site of origin pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Select Site of Origin from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.
The Create New Site of Origin Resource Pool window appears.
The Create New Site of Origin Resource Pool window contains the following fields:
» SOO Pool Start (required)—Range: 0 to 2147483646.
» SOO Poal Size (required)—Range: 1 to 2147483647.
« Provider (required)
Enter the SOO Pool Start and Size information for the site of origin pool you are creating.
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Step 6
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Setting Up Resources

Click the Select button.

The Provider for new Resource Pool window appears.

Select one of the providers listed and click Select.

Click Save.

The Site of Origin pools window reappears with the new route target pool listed.

Creating a VC ID Pool

From the Create VC ID Pool window, you can create VC ID pools. These pools are global and are not
associated with any provider or customer

To create aVC ID pool, follow these steps:

Stepl  Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Step2  Select VC ID from the Pool Type in the upper left of the Resource Pools window.
Step3  Click the Create button.
The Create New VC ID Resource Pool window appears.
The Create New VC ID Resource Pool window contains the following fields:
» VC Pool Start (required)—Range: 1 to 2147483646.
« VC Pool Size (required)—Range: 1 to 2147483647.
Step4  Enter the required information for the site of origin pool you are creating.
Step5  Click Save.
The VC ID Pools window reappears with the new VC ID pool listed.
Creating a VLAN Pool
From the Create VLAN Pool window, you can create VLAN pools.
To create a VLAN pool, follow these steps:
Stepl1  Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Step2  Select VLAN from the Pool Type in the upper left of the Resource Pools window.
Step3  Click the Create button.

The Create New VLAN Resource Pool window appears.

The Create New VLAN Resource Pool window contains the following fields:
« VLAN Pool Start (required)— Range: 1 to 4094.
« VLAN Pool Size (required)—Range: 1 to 4094.
» Access Domain (required)
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Step 4
Step 5

Step 6
Step 7

Enter the VL AN Pool Start and Size information for the VLAN pool you are creating.
Click the Select button.

The Access Domain for new VLAN Pool window appears.

Select one of the access domains listed and click Select.

Click Save.

The VLAN Pools window reappears with the new VLAN pool listed.

Creating an EVC Outer VLAN Pool

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

From the Create EVC OUTER VLAN Pool window, you can create EVC OUTER VLAN pools.
To create an OUTER VLAN pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Select EVC OUTER VLAN from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.
The Create New OUTER VLAN Resource Pool window appears.
The Create New OUTER VLAN Resource Pool window contains the following fields:
« OUTER VLAN Pool Start (required)— Range: 1 to 4094.
- OUTER VLAN Pool Size (required)—Range: 1 to 4094.
» Interface Access Domain (required)
Enter the OUTER VL AN Pool Start and Size information for the OUTER VLAN pool you are creating.
Click the Select button.
The Select Interface Access Domain for new OUTER VLAN Pool window appears.
Select one of the interface access domains listed and click Select.
Click Save.
The OUTER VLAN Pools window reappears with the new OUTER VLAN pool listed.

Creating an EVC Inner VLAN Pool

Step 1

Step 2
Step 3

From the Create EVC Inner VLAN Pool window, you can create EVC INNER VLAN pools.
To create an INNER VLAN pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.

The Resource Pools window appears.

Select EVC INNER VLAN from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.

The Create New INNER VLAN Resource Pool window appears.
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The Create New INNER VLAN Resource Pool window contains the following fields:
« INNER VLAN Pool Start (required)— Range: 1 to 4094.
« INNER VLAN Pool Size (required)—Range: 1 to 4094.
« Interface Access Domain (required)
Enter the INNER VLAN Pool Start and Size information for the INNER VL AN pool you are creating.
Click the Select button.
The Select Interface Access Domain for new INNER VL AN Pool window appears.
Select one of the interface access domains listed and click Select.
Click Save.
The INNER VLAN Pools window reappears with the new INNER VLAN pool listed.

Creating a BVI Pool

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

From the Create New BV| Resource Pool window, you can create BV1 resource pools.

To create a BV pool, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
The Resource Pools window appears.
Select BVI from the Pool Type in the upper left of the Resource Pools window.
Click the Create button.
The Create New BV Resource Pool window appears.
The Create New BV Resource Pool window contains the following fields:
« BVI Pool Start (required)— Range: 1 to 65535.
« BVI Pool Size (required)—Range: 1 to 65535.
« Interface Access Domain (required)
Enter the BVI Pool Start and Size information for the BVI pool you are creating.
Click the Select button.
The Select Interface Access Domain for new BVI Pool window appears.
Select one of the interface access domains listed and click Select.
Click Save.
The BVI Pools window reappears with the new BV I pool listed.

Deleting Resource Pools

Step 1

From the Resource Pool window, you can del ete specific resource pools.
To delete resource pools, follow these steps:

Choose Service Design > Resour ces > Resour ce Pools.
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Step 2
Step 3

Step 4

Step 5

The Resource Pools window appears.
Select a pool type from the Pool Type in the upper left of the Resource Pools window.

Select one or more resource pools to delete by checking the check box(es) to the left of the resource
pool(s).

Click the Delete button.
A Confirm Delete window appears.
Click the new Delete button to confirm that you want to delete the resource pool (s) listed.

The Resource Pools window reappears with the specified pool(s) deleted.

Supporting Manual Allocation of IPv6 Address from IPv6 Address Pool

Note

Route Targets

From this release, you can enter an |Pv6 address manually in the IP Address Scheme window of Cisco
Prime Provisioning (CPP) while creating an MPLS service request. The IPv6 address entered must be
available in the IPv6 address pools. If the IPv6 address belongs to a valid IPv6 block, then the | Pv6
addressis blocked as allocated and is updated in the respective |Pv6 pool. The | Pv6 address pool isthen
split as valid IPv6 address blocks or pools.

The IPv6 value is validated against the allocated pool and an error is displayed if the specified address
belongs to allocated block.

The IPv6 value is validated against the available pool for a matching 1Pv6 subnet mask and an error is
displayed must be reported if not matched.

The IPv6 value is validated against the available pool and if it belongs to avalid IPv6 block, the block
is updated with specified |Pv6 address block as allocated

While entering the IPv6 address, ensure that you remember the following conditions:
1. The subnet mask that you enter should be same as that of the IPv6 pool mask.

2. TheIPv6 address mask of the Provider Edge (PE) interface and the Customer Edge (CE) interface
must be under the same subnet mask as that of the IPv6 address pool.

Oncetheallocation is successful, you can view the valid | Pv6 address pools with Allocated statusin the
Resource Pools window of CPP.

To remove the MPLS service request, you need to release the IPv6 address back to the available pool.
The pools that are split as blocks are combined again into a single pool. For this, you can either
decommission the service or perform force delete of the IPv6 allocated block or pool.

A VPN can be organized into subsets called Route Targets. A Route Target describes how the CEsin a
VPN communicate with each other. Thus, Route Targets describe the logical topology of the VPN.
Prime Provisioning can be employed to form avariety of VPN topologies between CEs by building hub
and spoke or full mesh CE routing communities. Route Targets are building blocksthat allow you toform
complex VPN topologies and CE connectivity.

The most common types of VPNs are hub-and-spoke and full mesh.
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= A hub-and-spoke Route Target is onein which one or afew CEs act as hubs, and all spoke CEstalk
only to or through the hubs, never directly to each other.

« A full mesh Route Target is one in which every CE connects to every other CE.

These two basic types of VPNs—full mesh and hub and spoke—can be represented with a single Route
Target. Whenever you create a VPN, the Prime Provisioning software creates one default Route Target
for you. This means that until you need advanced customer layout methods, you will not need to define
new Route Targets. Up to that point, you can think of a Route Target as standing for the VPN itself—they
are one and the same. If, for any reason, you must override the software’s choice of route target values,
you can do so only at the time you create a Route Target in the Prime Provisioning software.

To build very complex topologies, it is necessary to break down the required connectivity between CEs
into groups, where each group is either fully meshed, or has a hub and spoke pattern. (Note that a CE
can bein more than one group at atime, if each group has one of the two basic patterns.) Each subgroup
in the VPN wants its own Route Target. Any CE that is only in one group just joins the corresponding
Route Target (as aspoke if necessary). If a CE isin more than one group, then you can use the Advanced
Setup choice during provisioning to add the CE to all the relevant groups in one service request. Given
this information, the provisioning software does the rest, assigning route target values and VRF tables
to arrange exactly the connectivity the customer requires. You can use the Topology tool to double-check
the Route Target memberships and resultant VPN connectedness.

Prime Provisioning supports multiple CEs per site and multiple sites connected to the same PE. Each
Route Target has unique route targets (RT), route distinguisher (RD), and VPN Routing and Forwarding
instance (VRF) naming. After provisioning a Route Target, it is a good idea to run the audit reports to
verify the Route Target deployment and view the topol ogies created by the service requests. The product
supports linking two or more CE routing communities in the same VPN,

This section describes how you can create and manage CE routing communities. This section includes
the following topics:

» Creating Route Targets, page 2-53
- Deleting Route Targets, page 2-54

Creating Route Targets

Tip

Step 1

When you create a VPN, the Prime Provisioning software creates one default Route Target for you. But
if your network topology and configuration require customized Route Target definitions, you can define
Route Targets customized for your network.

Customized Route Targets should be defined only in consultation with the VPN network administrator.
To build complex topologies, it is necessary to break down the required connectivity between CEsinto
groups, where each group is either fully meshed or has a hub-and-spoke pattern. A CE can be in more
than one group at atime, as long as each group has one of the two basic configuration patterns.

Each subgroup in the VPN wants its own Route Target. Any CE that is only in one group just joins the
corresponding Route Target (as a spoke if necessary). If a CE isin more than one group, then you can
use the Advanced Setup choice during provisioning to add the CE to all the relevant groupsin one service
reguest. Given thisinformation, Prime Provisioning does the rest, assigning route target values and VRF
tables to arrange the precise connectivity the customer requires.

To create a CE routing community, follow these steps:

Choose Service Design > Resources > Route Targets.
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Step 2

Step 3

A

The Route Targets window appears.

Click Create.

The Create CE Routing Community window appears.

Complete the Route Target fields as required for the CE Routing Community:

a. Provider Name (required)—To specify the service provider associated with this Route Target, click
Select.

The Select Provider window appears.
b. From this new window, choose the name of the service provider, then click Select.
c. Name (required)—Enter the name of the Route Target.
d. Route Target Type—Specify the Route Target type: Hub and Spoke or Fully Meshed.

e. Auto-Pick Route Target Values—Choose to either let Prime Provisioning automatically set the
route target (RT) values or set the RT values manually.

By default, the Auto-pick route target values check box is checked. If you uncheck the check box,
you can enter the Route Target values manually.

Caution

Step 4

If you choose to bypass the Auto-pick route target values option and set the route target (RT) values
manually, note that the RT values cannot be edited after they have been defined in the Prime Provisioning
software.

When you have finished entering the information in the Create CE Routing Community window, click
Save.

After creating the Route Target, you can add it to the VPN.

Deleting Route Targets

Step 1

Step 2
Step 3

Step 4

From the CE Routing Community window, you can delete specific Route Targets.

To delete Route Target(s), follow these steps:

Choose Service Design > Resources > Route Targets.

The Route Targets window appears.

Select Route Target(s) to delete by checking the check box(es) to the left of the Route Target name.
Click the Delete button.

The Confirm Delete window appears.

Click OK to confirm that you want to delete the Route Target(s) listed.

The Route Targets window reappears with the specified Route Target(s) deleted.
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VPNs

Creating a VPN

Step 1
Step 2

Step 3

At itssimplest, avirtual private network (VPN) isacollection of sites that share the same routing table.
A VPN is also aframework that provides private | P networking over a public infrastructure such as the
Internet. In Prime Provisioning MPLS VPN Management, a VPN is a set of customer sites that are

configured to communicate through a VPN service. A VPN isdefined by a set of administrative policies.

A VPN isanetwork in which two sites can communicate over the provider’s network in aprivate manner;
that is, no site outside the VPN can intercept their packets or inject new packets. The provider network
is configured such that only one VPN’s packets can be transmitted through that VPN—that is, no data
can come in or out of the VPN unlessit is specifically configured to allow it. Thereis a physical
connection from the provider edge network to the customer edge network, so authentication in the
conventional sense is not required.

This section describes how you can create and manage pools for various types of resources. This section
includes the following topics:

» Creating a VPN, page 2-55
» Deleting VPNs, page 2-57

To create a VPN, follow these steps:

Choose Inventory > L ogical I nventory > VPN.

The VPNs window appears.

Click Create.

The Create VPN window appears.

Complete the fields as required for the VPN:

a. Name (required)—Enter the name of the VPN, any name of your choice.

b. Customer (required)—To select the customer associated with this VPN, choose Select.
c. From thelist of customers, select the appropriate customer, then click Select.

d. If youwant MPLS attributes, complete the fieldsin the MPL S Attributes section of the window. For
VPLS, skip to step aa.

e. Create Default Route Tar gets (optional)—To create a default Route Targets, check the Create
Default Route Targets check box and select a provider.

f. EnableUnique Route Distinguisher—The BGP Multipath Load Sharing for Both eBGP and iBGP
inan MPLS VPN feature is enabled only under the IPv4 VRF address family configuration mode.
When enabled, this feature can perform load balancing on eBGP and/or iBGP paths that are
imported into the VRF.

g. EnablelPv4 Multicast —To enable multicast IPv4 VPN routing, check the Enable | Pv4 Multicast
check box.
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An |Paddressthat startswith the binary prefix 1110 isidentified asamulticast group address. There
can be more than one sender and receiver at any time for a given multicast group address. The
senders send their data by setting the group address as the destination |P address. It is the
responsibility of the network to deliver thisdatato all the receiversin the network who are listening
to that group address.

A

Note  Beforeyou can create aVPN with multicast enabled, you must define one or more multicast
resource pools.

Enable IPv6 Multicast —To enable multicast IPv6 VPN routing, check the Enable | Pv6 Multicast
check box.

An P addressthat startswith the binary prefix 1110 isidentified asamulticast group address. There
can be more than one sender and receiver at any time for a given multicast group address. The
senders send their data by setting the group address as the destination | P address. It is the
responsibility of the network to deliver this datato all the receiversin the network who are listening
to that group address.

N

Note  Beforeyou can create a VPN with multicast enabled, you must define one or more multicast
resource pools.

Enable Auto Pick MDT Addresses (optional)—Check this check box to use Default MDT
Address and Default MDT Subnet values from a multicast resource pool.

Default MDT Address—If Enable Auto Pick MDT Addressesis set on, Default MDT Address
isrequired.

Data MDT Subnet (optional)—If Enable Auto Pick MDT Addressesis not checked (set on), you
can provide the Default MDT Subnet.

Data MDT Size (optional)—If Enable Multicast is set on, Data MDT Sizeisrequired. From the
drop-down list, select the data MDT size.

MDT refersto a multicast distribution tree (MDT). The MDT defined here carries multicast traffic
from customer sites associated with the multicast domain.

Data MDT Threshold (optional)—If Enable Multicast is set on, Data MDT Threshold is
required. Enter the bandwidth threshold for the data multicast distribution tree.

The data MDT contains a range of multicast group addresses and a bandwidth threshold. Thus,
whenever a CE behind a multicast-V RF exceeds that bandwidth threshold while sending multicast
traffic, the PE setsup anew dataMDT for the multicast traffic from that source. The PE informsthe
other PEs about this data MDT and, if they have receivers for the corresponding group, the other
PEs join this dataMDT.

Default PIM M ode (optional)—For Default Protocol Independent Multicast (PIM) mode, click the
drop-down list and choose SPARSE_M ODE or SPARSE_DENSE_MODE. For |0S XR devices,
no configlet is generated for either mode.

Enable PIM SSM (optional)—Check this check box for PIM Source Specific Multicast (SSM).

SSM List Name (optional)—Choose DEFAULT from the drop-down list and you create the
following CLI: ip pim vpn <vpnName> ssm default. No configlet isgenerated for |OS XR devices,
because they are using the standard SSM range 232.0.0.0/8. Choose RANGE from the drop-down
list to associate an access-list number or a named access-list with the SSM configuration. This
creates the following CLI: ip pim vpn <vpnName> ssm range {ACL #!named-ACL -name}.

[l Cisco Prime Provisioning 7.2 User Guide



| Chapter2 Before Setting Up Prime Provisioning

Step 4

Deleting VPNs

N

Note

Step 1

aa.
ab.
ac.

ad.

ae.

Setting Up Logical Inventory

Multicast Route Limit (optional)—Enter avalid value of 1 to 2147483647. For 10S XR devices,
no configlet is generated.

Enable Auto RP Listener (optional)—Check this check box to enable the Rendezvous Point (RP)
listener function. By default, thisfeatureisrunning on |OS XR devices and no configlet isgenerated
for this attribute.

Configure Static-RP (optional)—To configure Static RPs, check the associated check box. The Edit
option for PIM Static-RPs then goes active.

PIM Static-RPs—To edit or add PIM Static-RPs, click Edit. The Edit PIM Static RPs window
appears. Then click OK.

Route Tar gets (optional)—If Enable Multicast is set on, Route Targetsisrequired. If you do not
choose to enable the default Route Target, you can select a customized Route Target that you have
already created in Prime Provisioning. From the Route Targets pane, click Select.

The Select Route Targets window appears.
Check the check box for the Route Target you want used for this service policy, then click Select.

You return to the Create VPN window, where the new Route Target selection isdisplayed, along with
its hub route target (HRT) and spoke route target (SRT) values.

Import RT List— Enter one or more Route Targets (RTs) to be imported in the VPN.

For multiple RTs, use a comma (,) separated list. An example RT list is 100:120,100:130,100:140.
Export RT List— Enter one or more Route Targets (RTs) to be exported from the VPN.

For multiple RTs, use acomma (,) separated list.

If you want VPLS attributes, the optional fields for that arein ab. to ae.

Enable VPL S (optional)—Check this check box to enable VPLS.

VPLS VPN ID (optional)—Enter an integer in the range of 1 to 2147483646.

Service Type (optional)—Click the drop-down list and choose from ERS (Ethernet Relay Service)
or EWS (Ethernet Wire Service).

Topology (optional)—Choose the VPL S topology from the drop-down list: Full M esh (each CE has
direct connections to every other CE) or Hub and Spoke (only the Hub CE has connection to each
Spoke CE and the Spoke CEs do not have direct connection to each other).

When you are satisfied with the settings for this VPN, click Save.

You have successfully created aV PN, as shown in the Status display in the lower left corner of the VPNs
window.

From the VPNs window, you can delete specific VPNs.

Only VPNSs not associated with MPL S service requests can be del eted.

To delete VPN(s), follow these steps:

Choose Inventory > Logical Inventory > VPN.
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The VPNs window appears.
Step2  Select VPN(s) to delete by checking the check box(es) to the left of the VPN name.
Step3  Click the Delete button.

The Confirm Delete window appears.
Step4  Click OK to confirm that you want to delete the VPN(s) listed.

The VPNs window reappears with the specified VPN(s) deleted.
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CHAPTER 3

Managing Ethernet Virtual Circuit (EVC) Services

This chapter describes how to use Prime Provisioning policies and service requests to manage various
Ethernet Virtual Circuit services. It contains the following sections:

Setting Up the Prime Provisioning Services, page 3-7

Creating an EV C Ethernet Policy, page 3-19

Managing an EV C Ethernet Service Request, page 3-22

Creating an EVC ATM-Ethernet Interworking Policy, page 3-32

Customizing EVC and MPLS Palicies, page 3-35

Managing an EVC ATM-Ethernet Interworking Service Request, page 3-35
Deploying, Monitoring, and Auditing Service Requests, page 3-52

Provisioning VPL S Autodiscovery on Devices using EVC Service Requests, page 3-53
Policy and Service Request Attributes Reference Tables, page 3-57

Sample Configlets, page 3-122
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Getting Started

Overview

This section provides a road map to help you get started using the EVC component in Cisco
Prime Provisioning 7.2. It contains the following sections;

» Overview, page 3-2

- Prepopulating a Service by Selecting Endpoints in Prime Network, page 3-2
- Installing Prime Provisioning and Configuring the Network, page 3-3

» Configuring the Network to Support Layer 2 Services, page 3-3

» Setting Up Basic Prime Provisioning Services, page 3-3

« Working with EVC Policies and Service Requests, page 3-5

» A Note on Terminology Conventions, page 3-6

Before you can use the EVC component to provision Layer 2 services, you must complete several
installation and configuration steps, as outlined in this section. In addition, you should be familiar with
basic concepts for Prime Provisioning. The following subsections provide a summary of the key tasks
you must accomplish to be able to provision EVC services using Prime Provisioning. You can use the
information in this section as a checklist. Where appropriate, references to other sections in this guide
or to other guides in the Prime Provisioning documentation set are provided. See the referenced
documentation for more detailed information. After the basic installation and configuration steps are
completed for Prime Provisioning, see the subsequent sections to create and provision EV C services.

Prepopulating a Service by Selecting Endpoints in Prime Network

Step 1
Step 2
Step 3
Step 4

Step 5

It is possible to create service by picking endpoints on a map in Prime Network Vision, when
Prime Provisioning and Prime Network are integrated with Prime Central.

On any map, select one or more endpoint devices by using CTRL click.

In the right click menu, select Fulfill/Create Service.

You will be taken to the same first screen as you see when creating a service in Prime Provisioning.
Pick apolicy.

Depending on the number of endpoints selected, not all policies will work.

Onceyou have selected the policy, the service request main page will appear as usual, prepopulated with
links and with the selected devices.

[l Cisco Prime Provisioning 7.2 User Guide



| Chapter3 Managing Ethernet Virtual Circuit (EVC) Services

Getting Started

Installing Prime Provisioning and Configuring the Network

Before you can use the EVC module in Prime Provisioning to provision EVC services, you must first
install Prime Provisioning and do the basic network configuration required to support

Prime Provisioning. Details on these steps are provided in Chapter 2, “Before Setting Up

Prime Provisioning.” Seethat chapter for information about Prime Provisioning installation and general
network configuration requirements.

Configuring the Network to Support Layer 2 Services

In addition to basic network configuration required for Prime Provisioning, you must perform the
following network configuration steps to support Layer 2 services. Information on doing these stepsis
not provided in the Prime Provisioning documentation. See the documentation for your devices for
information on how to perform these steps.

1. Enable MPLS on the core-facing interfaces of the N-PE devices attached to the provider core.

2. Setup/32loopback addresses on N-PE devices. Theseloopback addresses should be the termination
of the LDP connection(s).

3. Setall Layer 2 devices (switches) to VTP transparent mode. This ensures that none of the switches
will operate as VLAN servers and will prevent VLAN information from automatically propagating
through the network.

Setting Up Basic Prime Provisioning Services

After the basic network configuration tasks are completed to support Prime Provisioning and L2
services, you use Prime Provisioning to define elements in the Prime Provisioning repository, such as
providers and regions, customers and sites, devices, VLAN and V C pools, NPCs, and other resources
that are necessary to provision L2 services. Detailed steps to perform general Prime Provisioning tasks
are covered in Chapter 2, “Before Setting Up Prime Provisioning.” You can also find a summary of some
important Prime Provisioning set up tasks in Setting Up the Prime Provisioning Services, page 3-7. The
information below is a checklist of basic Prime Provisioning services you must set up before
provisioning L2 services.

Setting Up Providers, Customers, and Devices

Perform the following steps to set up providers, customers, and devices in the Prime Provisioning
repository. These are global resources that can be used by all Prime Provisioning services.

1. Set up serviceprovidersand regions. Theregionisimportant because asingle provider could have
multiple networks. The region is used as a further level of differentiation to allow for such
circumstances. To create a provider and aregion, see Setting Up Resources, page 2-39. See also
Defining a Service Provider and Its Regions, page 3-9.

2. Set up customers and customer sites. A customer is a requestor of a VPN service from an ISP.
Each customer can own many customer sites. Each customer site belongs to one and only one
Customer and can own many CEs. For detailed steps to create customers and sites, see Setting Up
Resources, page 2-39. See also Defining Customers and Their Sites, page 3-9.
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3. Import or add raw devices. Every network element that Prime Provisioning manages must be
defined as a device in the Prime Provisioning repository. An element is any device from which
Prime Provisioning can collect information. In most cases, devices are Cisco |OS routers and
switches. It isrecommended that you discover and import devices via Prime Network. However, you
can also set up devicesin Prime Provisioning manually or by importing device configuration files.

4. Assign devicesrolesasPE or CE. After devicesare created in Prime Provisioning, you must define
them as customer (CE) or provider (PE) devices. You do this by editing the device attributes on
individual devices or in batch editing through the Prime Provisioning inventory manager. To set
device attributes, see Setting Up Devices and Device Groups, page 2-1.

Setting Up the N-PE Loopback Address

Within Prime Provisioning, you must set the loopback address on the N-PE device(s). For details about
this procedure, see Setting Up the N-PE Loopback Address, page 3-4.

Setting Up Prime Provisioning Resources for EVC Services

Some Prime Provisioning resources, such as access domains, VLAN pools, and VC pools are set up to
support Prime Provisioning EV C services only. To set up these resources, perform the following steps.

1. Create access domain(s). For EVC services, you create an access domain if you provision an
Ethernet-based service and want Prime Provisioning to automatically assign a VVLAN for the link
from the VLAN pool. For each Layer 2 access domain, you need a corresponding access domain
object in Prime Provisioning. During creation, you select all the N-PE devices that are associated
with this domain. Later, one VLAN pool can be created for an access domain. For detailed steps to
create access domains, see Setting Up Resources, page 2-39. See also Creating Access Domains,
page 3-10.

N
Note  Creating the access domain is not mandatory. The Access Domain needs to be created in Prime
Provisioning only when VLAN resources are managed through Prime Provisioning.

2. Create VLAN pool(s). A VLAN pooal is created for each access domain. For EV C services, you
createaVLAN pool so that Prime Provisioning can assignaVLAN tothelinks. VLAN ID poolsare
defined with a starting value and a size. For detailed steps to create VLAN pools, see Setting Up
Resources, page 2-39. See also Creating VLAN Pools, page 3-10.

3. Create VC pool(s). VC ID pools are defined with a starting value and a size of the VC ID pool. A
given VC ID pooal is not attached to any inventory object (a provider or customer). Create one VC
ID pool per network. For detailed steps to create VC pools, see Setting Up Resources, page 2-39.
See also Creating aVC ID Pool, page 3-11.

4, Createinterface access domain: For EVC services, you create an Interface Access Domain if you
provision an Ethernet-based service and want Prime Provisioning to automatically assign an EVC
Outer VLAN for the link from the Outer VLAN resource pool. For each Layer 2 Interface Access
Domain, you need a corresponding Interface Access Domain object in Prime Provisioning. During
creation, select all the interfaces of a N-PE device that are associated with this interface access
domain. At alater time, one EVC Outer VLAN pool can be created for this domain.
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Before creating an EV C service service request, you must predefine the physical links between U-PEs
and N-PEs. The Named Physical Circuit (NPC) representsalink going through agroup of physical ports.
Thus, more than one logical link can be provisioned on the same NPC. Therefore, the NPC is defined
once but used by several EV C service requests. For detailed stepsto create NPCs, see Setting Up Logical
Inventory, page 2-55. See also Creating Named Physical Circuits, page 3-12.

You must define VPNs before provisioning EV C services. Normally for EVC services, one VPN can be
shared by different service types but for EVC-VPLS, one VPN is required for each VPLS instance. To
define VPN, see Setting Up Logical Inventory, page 2-55. See also Defining VPNs, page 3-9.

Working with EVC Policies and Service Requests

Note

After you have set up providers, customers, devices, and resourcesin Prime Provisioning, you are ready
to create EVC policies, provision service requests (SRs), and deploy the services. After the service
requests are deployed you can monitor, audit and run reports on them. All of these tasks are covered in
this guide. To accomplish these tasks, perform the following steps.

For Ethernet (E-Line and E-LAN) services, use of the EVC policy and service request is recommended.
If you are provisioning servicesusing the EV C syntax, or planto do sointhefuture, usethe EVC service.
Existing services that have been provisioned using the L2VPN and VPLS service policy types are still
supported and can be maintained with those service types.

1. Review overview information about L 2 services concepts. See the chapter “Prime Provisioning
Layer 2 VPN Concepts” in the Cisco Prime Provisioning 7.2 Administration Guide.

2. Set up an EVC policy. See the appropriate section, depending on the type of policy you want to
create:

— Creating an EVC Ethernet Policy, page 3-19
— Creating an EVC ATM-Ethernet Interworking Policy, page 3-32

3. Provision the EVC service request. See the appropriate section, depending on the type service
request you want to provision:

— Managing an EV C Ethernet Service Request, page 3-22

— Managing an EVC ATM-Ethernet Interworking Service Request, page 3-35
4, Deploy the servicerequest. See Deploying, Monitoring, and Auditing Service Requests, page 3-52.
5. Check the status of deployed services. You can use one or more of the following methods:

— Monitor service requests. See Deploying, Monitoring, and Auditing Service Requests,
page 3-52.

— Audit service requests. See Deploying, Monitoring, and Auditing Service Requests, page 3-52.
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A Note on Terminology Conventions

The Prime Provisioning GUI and this chapter of the user guide use specific naming conventions for
Ethernet services. These align closely with the early MEF conventions. This is expected to be updated
in future releases of to conform with current MEF conventions. For reference, the equivalent terms used
by the MEF forum are summarized in Table 3-1.

See the chapter “Prime Provisioning Layer 2 VPN Concepts,” in the Cisco Prime Provisioning 7.2
Administration Guide, for more information on terminology conventions and how these align with
underlying network technologies.

Table 3-1 Ethernet Service Terminology Mappings
Term Used in GUI and This User Guide Current MEF Equivalent Term
L2VPN over MPLS Core
Ethernet Wire Service (EWS) Ethernet Private Line (EPL)
Ethernet Relay Service (ERS) Ethernet Virtual Private Line (EVPL)
ATM over MPLS (ATMoMPLYS) —
Frame Relay over MPLS (FROMPLS) —
VPLS Over MPLS Core
Ethernet Wire Service (EWS) or Ethernet Private LAN (EP-LAN)
Ethernet Multipoint Service (EMS)
Ethernet Relay Service (ERS) or Ethernet Virtual Private LAN (EVP-LAN)
Ethernet Relay Multipoint Service (ERMS)
VPLS over Ethernet Core
Ethernet Wire Service (EWS) Ethernet Private LAN (EP-LAN)
Ethernet Relay Service (ERS) Ethernet Virtual Private LAN (EVP-LAN)
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Setting Up the Prime Provisioning Services

To create EV C policies and service requests, you must first define the service-related elements, such as
target devices, VPNs, and network links. Normally, you create these elements once.

This section contains the basic steps to set up the Cisco Prime Provisioning 7.2 resources. It containsthe
following sections:

» Creating Target Devices and Assigning Roles (N-PE or U-PE), page 3-7
» Configuring Device Settings to Support Prime Provisioning, page 3-7
« Defining a Service Provider and Its Regions, page 3-9

» Defining Customers and Their Sites, page 3-9

« Defining VPNs, page 3-9

» Creating Access Domains, page 3-10

» Creating VLAN Pools, page 3-10

» Creating Inner and Outer VLAN Pools, page 3-11

e CreatingaVC ID Pool, page 3-11

» Creating Named Physical Circuits, page 3-12

» Creating and Modifying Pseudowire Classes, page 3-15

Creating Target Devices and Assigning Roles (N-PE or U-PE)

Every network element that Prime Provisioning manages must be defined as a device in the system. An
element is any device from which Prime Provisioning can collect information. In most cases, devicesare
Cisco 10S routers that function as N-PE, U-PE, or P. For detailed steps to create devices, see Setting Up
Devices and Device Groups, page 2-1.

Configuring Device Settings to Support Prime Provisioning

Note

Two device settings must be configured to support the use of Prime Provisioning in the network:
- Switches in the network must be operating in VTP transparent mode.
» Loopback addresses must be set on N-PE devices.

These are the two minimum device settings required for Prime Provisioning to function properly in the
network. You must, of course, perform other device configuration steps for the proper functioning of the
devices in the network.

Configuring Switches in VTP Transparent Mode

For security reasons, Prime Provisioning requires VTPs to be configured in transparent mode on all the
switchesinvolved in ERS or EWS services before provisioning L2V PN service requests. To set the VTP
mode, enter the following Cisco 10S commands:

Switch# configure terminal
Switch(config)# vtp mode transparent
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Enter the following Cisco |OS command to verify that the VTP mode has changed to transparent:

Switch# Show vtp status

Setting the Loopback Addresses on N-PE Devices

Step 1

Step 2

Step 3

Step 4

Step 5

The loopback address for the N-PE has to be properly configured for an Any Transport over MPLS
(AToMPLS) connection. The | P address specified in the loopback interface must be reachable from the
remote pairing PE. The label distribution protocol (LDP) tunnels are established between the two
loopback interfaces of the PE pair. To set the PE loopback address, perform the following steps.

Choose Inventory > Provider Devices.

The Provider Devices window appears.

Choose a specific PE device and click the Edit button.
The Edit Provider Device window appears.

To prevent awrong loopback address being entered into the system, the Loopback IP Addressfield on
the GUI isread-only.

Choose the loopback address by clicking the Select button (in the Loopback IP Address attribute).
The Select Device Interface window appears.

Choose one of the loopback addresses listed in the Interface Name column.

This step ensures that you choose only avalid loopback address defined on the device.

To further narrow the search, you can check the L DPTer mination Only check box and click the Select
button.

This limits the list to the LDP-terminating loopback interface(s).

Setting Up Devices for 10S XR Support

L2VPN in Cisco Prime Provisioning 7.2, supports devicesrunning Cisco’s|OS XR software. InL2VPN,
IOS XRis only supported on Cisco XR12000 and CRS-1 series routers functioning as network provider
edge (N-PE) devices.

In L2VPN, the following E-line services are supported for |OS XR:
» Point-to-point ERS with or without a CE.
» Point-to-point EWS with or without a CE.

The following L2V PN features are not supported for 10S XR:

» Standard UNI port on an N-PE running 10S XR. (The attribute Standard UNI Port in the Link
Attributes window is disabled when the UNI is on an N-PE device running 10S XR.)

- SVl interfaces on N-PEs running 10S XR. (The attribute N-PE Pseudo-wire On SVI in the Link
Attributes window is disabled for |OS XR devices.)

» Pseudowire tunnel selection. (The attribute PW Tunnel Selection inthe Link Attributes window is
disabled for I0S XR devices.)

- EWSUNI (dotlq tunnel or Q-in-Q) on an N-PE running 10S XR.
» Frame Relay/ATM and VPLS services.
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To enable IOS XR support in L2V PN, perform the following steps.

Stepl  Set the DCPL property Provisioning\Service\l2vpn\platform\CISCO_ROUTER\IosX RConfigType to
XML.

Possible values are CLI, CLI_XML, and XML (the default).
Step2  Create the device in Prime Provisioning as an |OS XR device, as follows:
a. Create the Cisco device by choosing Inventory > Devices > Create Cisco Device.
b. Choose Cisco Device in the drop-down list.
The Create Cisco Router window appears.
c. Setthe OS attribute, located under Device and Configuration Access Information, to IOS_XR.
N

Note For additional information on setting DCPL properties and creating Cisco devices, see

Appendix G, “Property Settings”or see instructions in the Cisco Prime Provisioning 7.2
Administration Guide.

Step3  Create and deploy L2V PN service requests, following the procedures in this guide.

Sample configlets for IOS XR devices are provided in Sample Configlets, page 3-122.

Defining a Service Provider and Its Regions

You must define the service provider administrative domain before provisioning L2VPN. The provider
administrative domain is the administrative domain of an ISP with one BGP autonomous system (AS)

number. The network owned by the provider administrative domain is called the backbone network. If

an ISP has two AS numbers, you must define it as two provider administrative domains. Each provider
administrative domain can own many region objects.

For detailed steps to define the provider administrative domain, see Setting Up Resources, page 2-39.

Defining Customers and Their Sites

You must define customers and their sites before provisioning L2VPN. A customer is a requestor of a
VPN service from an ISP. Each customer can own many customer sites. Each customer site belongs to
one and only one Customer and can own many CPEs. For detailed steps to create customers, see Setting
Up Resources, page 2-39.

Defining VPNs

You must define VPNs before provisioning L2VPN or VPLS services. In L2VPN, one VPN can be
shared by different service types. In VPLS, one VPN is required for each VPLS instance. For detailed
steps to create VPNS, see Setting Up Logical Inventory, page 2-55.
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N

Note

The VPN in L2VPN isonly aname used to group all the L2V PN links. It has no intrinsic meaning as it
doesfor MPLS VPN.

Creating Access Domains

For L2VPN and VPLS, you create an Access Domain if you provision an Ethernet-based service and
want Prime Provisioning to automatically assign a VLAN for the link from the VLAN pool.

For each Layer 2 access domain, you need a corresponding A ccess Domain object in Prime Provisioning.
During creation, you select all the N-PE devices that are associated with this domain. Later, one VLAN
pool can be created for an Access Domain. Thisis how N-PEs are automatically assigned a VLAN.

Before you begin, be sure that you:
« Know the name of the access domain that you want to create.
» Have created a service provider to associate with the new access domain.
- Have created a provider region associated with your provider and PE devices.
- Have created PE devices to associate with the new access domain.
« Know the starting value and size of each VLAN to associate with the new access domain.
« Know which VLAN will serve as the management VLAN.
For detailed steps on creating Access Domains, see Setting Up Resources, page 2-39.

Creating VLAN Pools

Note

For L2VPN and VPLS, you create a VLAN pool so that Prime Provisioning can assign a VLAN to the
links. VLAN ID pools are defined with a starting value and a size of the VLAN pool. A VLAN pool can
be attached to an access domain. During the deployment of an Ethernet service, VLAN IDs can be
autoallocated from the access domain’s pre-existing VLAN pools. When you deploy a new service,
Prime Provisioning changes the status of the VLAN pool from Available to Allocated. Autoallocation
gives the service provider tighter control of VLAN ID allocation.

You can also allocate VLAN IDs manually.

When you are setting a manual VLAN ID on a Prime Provisioning service, Prime Provisioning warns
youif the VLAN ID isoutside the valid range of the defined VLAN pool. If so, Prime Provisioning does
not include the manually defined VLAN ID inthe VLAN pool. We recommend that you preset the range
of the VLAN pool to include the range of any VLAN IDs that you manually assign.

Create one VLAN pool per access domain. Within that VLAN pool, you can define multiple ranges.
Before you begin, be sure that you:

» Know each VLAN pool start number.

» Know each VLAN pool size.

- Have created an access domain for the VLAN pool.

« Know the name of the access domain to which each VLAN pool will be allocated.
To have Prime Provisioning automatically assign a VLAN to the links, perform the following steps.
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Step1  Choose Service Design > Resour ce Pools.

The Resource Pools window appears.
Step2  Choose VLAN from the Pool Type drop-down list.
Step3  Click Create.

The Create New VLAN Resource Pool window appears.
Step4  Enter aVLAN Pool Start number.
Step5  Enter aVLAN Pool Size number.

Step6 I the correct access domain is not showing in the Access Domain field, click Select to the right of
Access Domain field.

The Select Access Domain dialog box appears.
If the correct access domain is showing, continue with Step 9.

a. Choose an Access Domain Name by clicking the button in the Select column to the left of that
Access Domain.

b. Click Select. The updated Create New VLAN Resource Pool window appears.
Step7  Click Save.
The updated VLAN Resource Pool window appears.

N

Note  Thepool nameis created automatically, using acombination of the provider name and the access domain
name.

N

Note  The Statusfield reads “Allocated” if you already filled in the Reserved VLANSs information when you
created the access domain. If you did not fill in the Reserved VLANSs information when you created the
access domain, the Status field reads “Available.” To allocate a VLAN pool, you must fill in the
corresponding VLAN information by editing the access domain. (See Creating Access Domains,
page 3-10.) The VLAN pool status automatically setsto “Allocated” on the Resource Pools window
when you save your work.

Step8  Repeat this procedure for each range you want to define within the VLAN.

Creating Inner and Outer VLAN Pools

Aninner and outer VLAN pools are used in conjunction with the AutoPick Inner VLAN and AutoPick
Outer VLAN attributesin EV C Ethernet and EVC ATM-Ethernet policies and services. For instructions
on how to set up inner and outer VLAN pools, see the section Resource Pools, page 2-43.

Creating a VC ID Pool

VC ID pools are defined with a starting value and a size of the VC ID pool. A given VC ID pool is not
attached to any inventory object (aprovider or customer). During deployment of an EV C service, theVC
ID can be autoallocated from the same VC ID pool or you can set it manually.
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N

Note

Note

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

When you are setting a manual VC ID on a Prime Provisioning service, Prime Provisioning warns you
if the VC ID is outside the valid range of the defined VC ID pool. If so, Prime Provisioning does not
include the manually defined VC ID in the VC ID pool. We recommend that you preset the range of the
VC ID pool to include the range of any VC IDs that you manually assign.

Create one VC ID pool per network.

InaVPLS instance, all N-PE routers use the same VC ID for establishing emulated Virtual Circuits
(VCs). The VC-ID is aso called the VPN ID in the context of the VPLS VPN. (Multiple attachment
circuits must be joined by the provider core in a VPLS instance. The provider core must simulate a
virtual bridge that connects the multiple attachment circuits. To simulate this virtual bridge, all N-PE
routers participating in a VPLS instance form emulated V Cs among them.)

VC ID isa 32-bit unique identifier that identifies a circuit/port.

Before you begin, be sure that you have the following information for each VC ID pool you must create:
- The VC Pool start number
» TheVC Pool size

For EV C services, perform the following steps.

Choose Service Design > Resour ce Pools.

The Resource Pools window appears.

Choose VC 1D from the Pool Type drop-down list.

Because this pool is aglobal pool, it is not associated with any other object.
Click Create.

The Create New VC ID Resource Pool window appears.

Enter a VC pool start number.

Enter a VC pool size number.

Click Save.

The updated Resource Pools window appears.

Creating Named Physical Circuits

Before creating an EV C service request, you must predefine the physical links between CEs and PEs.
The Named Physical Circuit (NPC) representsalink going through agroup of physical ports. Thus, more
than one logical link can be provisioned on the same NPC; therefore, the NPC is defined once but used
during several EV C service request creations.

There are two ways to create the NPC links:

» Through an NPC GUI editor. For details on how to do this, see Creating NPCs Through the NPC
GUI Editor, page 3-13.
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» Through the autodiscovery process. For details on how to do this, see Creating NPC Links Through
the Autodiscovery Process, page 3-15.

An NPC definition must observe the following creation rules:
« An NPC must begin with a CE or an up-link of the device where UNI resides or a Ring.
« An NPC must end with an N-PE or aring that endsin an N-PE.
If you are inserting NPC information for a link between a CE and UNI, you enter the information as:
« Source Device isthe CE device.
- Source Interface is the CE port connecting to UNI.
» Destination Device is the UNI box.
- Destination interface is the UNI port.
If you are inserting NPC information for a CE not present case, you enter the information as:
» Source Deviceisthe UNI box.

« Source Interface isthe UP-LINK port, not the UNI port, on the UNI box connecting to the N-PE or
another U-PE or PE-AGG.

« Destination Device is the U-PE, PE-AGG, or N-PE.
» Destination Interfaceisthe DOWN-LINK port connecting to the N-PE or another U-PE or PE-AGG.

If you have asingle N-PE and no CE (no U-PE and no CE), you do not have to create an NPC since there
is no physical link that needs to be presented.

If an NPC involves two or more links (three or more devices), for example, it connects encell, enpel,
and enpel2, you can construct this NPC as follows:;

« Build the link that connects two ends: micel and mlpe4.
» Insert adevice (enpel2) to the link you just made.

Creating NPCs Through the NPC GUI Editor

Step 1

Note

To create NPCs through the NPC GUI editor, perform the following steps.

Choose Inventory > Named Physical Circuits.
The Named Physical Circuits window appears.

To create anew NPC, you choose a CE as the beginning of the link and a N-PE as the end. If more than
two devices arein alink, you can add or insert more devices (or aring) to the NPC.

The new device or ring added is always placed after the device selected, while a new device or ring
inserted is placed before the device selected.

Each line on the Point-to-Point Editor represents a physical link. Each physical link has five attributes:
« Source Device
- SourceInterface
» Destination Device (must be an N-PE)
- Destination Interface
- Ring
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Y
Note
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7
Step 8

Step 9

Step 10
Step 11

Before adding or inserting aring in an NPC, you must create aring and saveit intherepository. To obtain
information on creating NPC rings, see Setting Up Logical Inventory, page 2-55.

Sour ce Device is the beginning of the link and Destination Device is the end of the link.
Click Create.

The Create Named Physical Circuits window appears.

Click Add Device.

The Select a Device window appears.

Choose a CE as the beginning of the link.

Click Select.

The device appears in the Create a Named Physical Circuits window.

To insert another device or aring, click Insert Device or Insert Ring.

To add another device or ring to the NPC, click Add Device or Add Ring. For this example, click Add
Device to add the N-PE.

Choose a PE as the destination device.

Click Select.

The device appears.

In the Outgoing Interface column, click Select outgoing interface.

A list of interfaces defined for the device appears.

Choose an interface from the list and click Select.

Click Save.

The Create Named Physical Circuits window now displays the NPC that you created.

Creating a Ring-Only NPC

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

To create an NPC that contains only aring without specifying a CE, perform the following steps.

Choose I nventory > Named Physical Circuits.

Click Create.

The Create Named Physical Circuits window appears.

Click Add Ring.

The Select NPC Ring window appears.

Choose aring and click Select. The ring appears.

Click the Select device link to select the beginning of the ring.

A window appears showing alist of devices.

Choose the device that is the beginning of the ring and click Select.
Click the Select device link to choose the end of the ring.
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Step 9
Step 10
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Choose the device that is the end of the ring and click Select.

N

Note  The device that isthe end of the ring in aring-only NPC must be an N-PE.

The Named Physical Circuits window appears showing the Ring-Only NPC.
Click Save to save the NPC to the repository.

Terminating an Access Ring on Two N-PEs

Prime Provisioning supports device-level redundancy in the service topology to provide afailover in
case one access link should drop. Thisis accomplished through a special use of an NPC ring that allows
an access link to terminate at two different N-PE devices. The N-PEs in the ring are connected by a
logical link using loopback interfaces on the N-PEs. The redundant link starts from a U-PE device and
may, optionally, include PE-AGG devices.

For details on how to implement thisin Prime Provisioning, see Appendix B, “ Terminating an Access
Ring on Two N-PEs.”

Creating NPC Links Through the Autodiscovery Process

With autodiscovery, the existing connectivity of network devices can be automatically retrieved and
stored in the Prime Provisioning database. NPCs are further abstracted from the discovered connectivity.

For detailed steps to create NPCs using autodiscovery, see Setting Up Logical Inventory, page 2-55.

Creating and Modifying Pseudowire Classes

N

Note

The pseudowire class feature provides you with the capability to configure various attributes associated
with a pseudowire that is deployed as part of an L2V PN service request.

The pseudowire class feature is supported on both 10OS and 10S XR devices. For |OS XR devices, the
pseudowire class feature is supported on |OS XR version 3.6.1 and higher.

The pseudowire class feature supports configuration of the encapsulation, transport mode, fallback
options, and selection of atraffic engineering tunnel down which the pseudowire can be directed. For
tunnel selection, you can select the tunnel using the Prime Provisioning Traffic Engineering
Management (TEM) application, if it is being used. Otherwise, you can specify the identifier of atunnel
that is already provisioned within the network. The pseudowire classis a separately defined object in the
Prime Provisioning repository that can be attached to an L2V PN service policy or service request.

This section describes how to create and modify pseudowire classes. For information on how the
pseudowire class is used in policies and service requests, see later sections of this guide on setting
attributes for specific services.

Creating a Pseudowire Class

To create a pseudowire class, perform the following steps.
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Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Choose I nventory > Pseudowire Class.

The Pseudowire Class window appears.

Click the Create button.

The Create Pseudowire Class window appears.

In the Name field, enter avalid PseudoWireClass name.

» The pseudowire class name is used for provisioning pw-class commands on the IOS or I0OS XR
device.

» Follow the below naming conventions while entering the PseudoWireClass name;
— The name should not exceed 32 characters.
— It should not contain spaces.
— It should not contain any special characters except underscore.
In the Description field, enter a meaningful description of less than 128 characters.
Thisfield is optional.
Check the Control Word check box to enable dynamic pseudowire connection.

Choose the MPL S encapsulation type from the Encapsulation drop-down list.

N

Note  Currently, the only encapsulation type supported is MPLS.

Choose the transport mode from the TransportM ode drop-down list. The choices are:
- NONE (default)
e Vlan
- Ethernet

~

Note  If youwant to set the TransportM odeto Vlan, we recommend you do thisvia a pseudowire class,
if supported by the version of 10S or |OS XR being used. If pseudowire class is hot supported
inaparticular version of 10S or |OS XR, then you must set the TransportM ode using a Dynamic
Component Properties Library (DCPL) property, as explained in the section Configuring the
Transport Mode When Pseudowire Classes are Not Supported, page 3-18.

Choose the protocol from the Protocol drop-down list. The choices are:
- NONE (default)
- LDP—Configures LDP as the signaling protocol for this pseudowire class.

To configures sequencing on receive or transmit, choose a sel ection from the Sequencing drop-down list.
The choices are:

« NONE (default)

« BOTH—Configures sequencing on receive and transmit.
« TRANSMIT—Configures sequencing on transmit.

- RECEIVE—Configures sequencing on receive.

To determine the MPLS-TP or MPLS-TE tunnel path used by the pseudowire, click the Tunnel Type
radio button.
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Step 12

Step 13
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- NONE (default)—User need not provide the Tunnel ID value.
e TE—User need to provide the Tunnel 1D value.
» TP—User need to provide the Tunnel ID value.

Enter aTunnel 1D of aTE tunnel that has already been provisioned by Prime Provisioning or that has
been manually provisioned on the device.

Thisvalue is optional. You can also select a TE tunnel that has already been provisioned by
Prime Provisioning, as covered in the next step.

Click Select TE Tunnel if you want to select a TE tunnel that has been previously provisioned by
Prime Provisioning.

The Select TE Tunnel pop-up window appears. Choose a TE tunnel and click Select. This populates the
TE Tunnel field with the ID of the selected TE tunnel.

N

Note  After aTE tunnel isassociated to a pseudowire class or provisioned in aservice request, you will
receive an error message if you try to delete the TE tunnel using the Traffic Engineering
Management (TEM) application. TE tunnels associated with a pseudowire class or service
request cannot be del eted.

Check the Disable Fallback check box to disable the fallback option for the pseudowire tunnel.

Choose this option based on your version of I0OS or IOS XR. Itisrequired for |IOS XR 3.6.1 and optional
for 10S XR 3.7 and above.

Modifying a Pseudowire Class

Step 1

Step 2

Step 3

Step 4

To modify (edit) a pseudowire class, perform the following steps.

Choose | nventory > Pseudowire Class.

The Pseudowire Class window appears.

Select the pseudowire class object you want to modify, and click Edit.
The Pseudowire Class Edit window appears.

Make the desired changes and click Save.

N

Note  The Name field is not editable if the pseudowire class is associated with any service requests.

If the pseudowire class being modified i s associated with any service requests, the Affected Jobs window
appears, which displays alist of affected service requests

N

Note A list of affected service requests only appears if the Transport Mode, Tunnel ID, or Disable
Fallback values are changed in the pseudowire class being modified.

Click Save to update service requests associated with the modified pseudowire class.
The impacted service requests are moved to the Requested state.

Cisco Prime Provisioning 7.2 User Guide g



Chapter 3 Managing Ethernet Virtual Circuit (EVC) Services |

M Setting Up the Prime Provisioning Services

Step 5

Step 6

Click Save and Deploy to update and deploy service requests associated with the modified pseudowire
class.

Deployment tasks are created for the impacted service requests that were previously in the Deployed
state.

Click Cancel to discard changes made to the modified pseudowire class.

In this case, no change of state occurs for any service requests associated with the pseudowire class.

Deleting a Pseudowire Class

Step 1

Step 2
Step 3
Step 4
Step 5

To delete a Pseudowire class, perform the following steps.

N

Note A Pseudowire Class that isin use with a service request or policy cannot be deleted.

Choose I nventory > Pseudowire Class.

The Pseudowire Classes window appears.

Check the check box(es) next to the pseudowire class(es) you want to delete.

Click the Delete button and a window appears with the selected pseudowire class name.
Click the Delete button to confirm that you want to delete the specified pseudowire class(es).

Click Cancel if you want to return without deleting the selected pseudowire class(es).

Configuring the Transport Mode When Pseudowire Classes are Not Supported

Step 1
Step 2
Step 3
Step 4
Step 5

This section describes how to configure the pseudowire transport mode to be of type Vlan for versions
of IOS or 10S XR that do not support pseudowire classes. This is done through setting a Dynamic
Component Properties Library (DCPL) property. See the usage notes following the steps for additional
information.

Perform the following steps.

In Prime Provisioning, navigate to Administration > Hosts.

Check a check box for a specific host and click the Config button.

Navigate to the DCPL property Services\Common\pseudoWireVlanM ode.

Set the property to true.

Click Set Property.

Prime Provisioning then generates VLAN transport mode configuration for the pseudowire.

Usage notes:
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» To set the transport mode to Vlan, it is recommended that you do this via a pseudowire class, if
supported by the version of 10S or 10S XR being used. If the pseudowire class feature is not
supported, then the transport mode must be set using a DCPL property, as explained in the steps of
this section

- The DCPL property pseudoWireVIanMode only sets the default value for PseudoWireClass
TransportMode as Vlan if the DCPL property is set to true. Users can always over ride it.

» The DCPL property pseudoWireVIanMode acts in a dual way:
— It sets a default value for PseudoWireClass TransportMode to Vlan.

— Inthe absence of apseudowire class, it generates adeprecated command tr ansport-modevlan.
The transport-mode vian command is a deprecated command in |OS XR 3.6 and later. Thus,
when a pseudowire class is selected for an |OS XR device and the DCPL property is also set to
true, the transport-mode vlan command is not generated. Pseudowire class and the
transport-mode vian command do not co-exist. If a pseudowire classis present, it takes
precedence over the deprecated transport-mode vian command.

« The value of the DCPL property pseudoWireVlanMode should not be changed during the life of a
service request.

Defining L2VPN Group Names for 10S XR Devices

Step 1
Step 2
Step 3
Step 4
Step 5

This section describes how to specify the available L2V PN group namesfor policies and service requests
for 10S XR devices. The choices appear in a drop-down list of the L2V PN Group Name attribute in

policies and service requests. The name chosen is used for provisioning the L2VPN group name on 10S
XR devices. The choices are defined through setting a Dynamic Component Properties Library (DCPL)

property.
Perform the following steps.

In Prime Provisioning, navigate to Administration > Hosts.

Check a check box for a specific host and click the Config button.

Navigate to the DCPL property Services\Common\I2vpnGroupNameOptions.
Enter a comma-separated list of L2VPN group names in the New Value field.
Click Set Property.

Creating an EVC Ethernet Policy

This section contains an overview of EV C support in Cisco Prime Provisioning 7.2, as well as the basic
steps to create an EV C Ethernet policy. It contains the following subsections:

« Overview, page 3-20
« Defining the EVC Ethernet Policy, page 3-20

Cisco Prime Provisioning 7.2 User Guide g



Chapter 3 Managing Ethernet Virtual Circuit (EVC) Services |

M Creating an EVC Ethernet Policy

N

Note

Overview

Note

For Ethernet (E-Line and E-LAN) services, use of the EV C policy and service request is recommended.
If you are provisioning services using the EV C syntax, or plan to do so in the future, usethe EV C service.
Existing services that have been provisioned using the L2VPN and VPLS service policy types are still
supported and can be maintained with those service types. For ATM and FROMPL S services, use the
L2VPN service policy, as before.

You must define an EV C Ethernet policy before you can provision a service. A policy can be shared by
one or more service requests that have similar service requirements. A policy is a template of most of
the parameters needed to define an EV C service request. After you defineit, an EV C policy can be used
by all the EV C service requests that share acommon set of characteristics. You create anew EV C policy
whenever you create a new type of service or a service with different parameters. EVC policy creation
is normally performed by experienced network engineers.

An Editable check box in for an attribute in the policy gives the network operator the option of making
afield editable. If the value is set to editable, the service request creator can change the value(s) of the
particular policy attribute. If the value is not set to editable, the service request creator cannot change
the attribute.

You can also associate Prime Provisioning templates and data files with a policy. See Chapter 11,
“Managing Templates and Data Files” for more about using templates and data files in policies.

It is also possible to create user-defined attributes within a policy (and service requests based on the
policy). For background information on how to use the additional information feature, see Appendix D,
“Adding Additional Information to Services.”

For information on creating EV C Ethernet service requests, see Managing an EV C Ethernet Service
Request, page 3-22.

For ageneral overview of EV C support in Prime Provisioning, see the chapter “Layer 2 Concepts’ inthe
Cisco Prime Provisioning 7.2 Administration Guide.

Defining the EVC Ethernet Policy

Step 1

Step 2

Step 3
Step 4

To define an EV C Ethernet policy, perform the following steps.

Choose Service Design > Create Policy.
The Policy Editor window appears.
Choose EV C from the Policy Type drop-down list.
The Policy Editor window appears.
Enter a Policy Name for the EVC policy.
Choose the Policy Owner for the EVC policy.
There are three types of EV C policy ownership:
e Customer ownership
« Provider ownership
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Step 5

Step 6

Step 7

Step 8
Step 9

Step 10
Step 11

Step 12

Step 13

Step 14

Step 15

Creating an EVC Ethernet Policy W

» Global ownership—Any service operator can make use of this policy.

This ownership has relevance when the Prime Provisioning Role-Based Access Control (RBAC) comes
into play. For example, an EVC policy that is customer-owned can only be seen by operators who are
allowed to work on this customer-owned policy. Similarly, operators who are allowed to work on a
provider’s network can view, use, and deploy a particular provider-owned policy.

Click Select to choose the owner of the EVC policy.

The policy owner was established when you created customers or providers during Prime Provisioning
setup. If the ownership is global, the Select function does not appear.

Choose the Policy Type.
The choices are:
- ETHERNET—This section.
 ATM—See Creating an ATM Policy, page 5-4.

« ATM Ethernet I nterworking—See Creating an EVC ATM-Ethernet Interworking Policy,
page 3-32.

e« TDM Circuit Emulation—See Creating a TDM-CEM Policy, page 4-7.
- EVC—
Click Next.
The Service Options window appears.
Set the attributes in the Service Options window as described in Service Options Window, page 3-57.
When you have set the attributes, click Next.
The EV C Attributes window appears.
Set the attributes in the EV C Attributes window as described in EV C Attributes Window, page 3-62.
When you have set the attributes, click Next.
The Interface Attributes window appears.

Set the attributes in the Interface Attributes window as described in Interface Attributes Window,
page 3-68.

When you have set the attributes, click Next to proceed to the next window (or else click Finish to save
the policy).

If you would like to use user-defined attributes within this policy, click Next (before clicking Finish).

An additional window appears the policy workflow. This window allows you to create user-defined
attributes within the policy (and service requests based on the policy). For background information on
how to use the additional information feature, see Appendix D, “Adding Additional Information to
Services.” If you are not using this feature, click Next to proceed to the Template Association window,
or else click Finish to save the policy.

If you would like to enable template association for this policy, click Next (before clicking Finish).

The Template Association window appears. In this window, you can enable template support and,
optionally, associate templates and data files with the policy. For instructions about associating
templates with policies and how to use the features in this window, See Chapter 11, “Managing
Templates and Data Files” for more information about using templates and data files. When you have
completed setting up templates and data files for the policy, click Finish in the Template Association
window to close it and return to the Policy Editor window.
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Step 16  To save the EVC policy, click Finish.

To create a service request based on an EV C policy, see Managing an EVC Ethernet Service Request,
page 3-22.

Managing an EVC Ethernet Service Request

This section provides information on how to provision an EV C Ethernet service request. It contains the
following subsections:

« Overview, page 3-22

» Creating an EVC Service Request, page 3-23

» Using Templates and Data Files with an EV C Ethernet Service Request, page 3-31
» Saving the EVC Ethernet Service Request, page 3-31

« Modifying the EV C Ethernet Service Request, page 3-31

« Deploying the EVC Ethernet Service Request, page 3-32

Overview

An EVC Ethernet service request allows you to configure interfaces on an N-PE to support the EVC
features described in Creating an EV C Ethernet Policy, page 3-19. To create an EV C service request, an
EV C service policy must already be defined. Based on the predefined EV C policy, an operator creates
an EV C service reguest and deploys the service. One or more templates can also be associated to the
N-PE as part of the service request.

Creating an EV C Ethernet service request involves the following steps:

1. Choose an existing EV C Ethernet policy.

2. Choose a VPN.

A

Note  When working with VPN objects in the context of EV C Ethernet policies and service requests,

only the VPN name and customer attributes are relevant. Other VPN attributes related to MPLS
and VPLS are ignored.

Specify a bridge domain configuration (if applicable).

Specify a service request description.

Specify automatic or manual allocation of the VC ID or VPLS VPN ID.
Add direct connect links (if applicable).

Add links with L2 access nodes (if applicable).

Choose the N-PE and UNI interface for links.

For linkswith L2 access nodes, choose aNamed Physical Circuit (NPC) if morethan one NPC exists
from the N-PE or the UNI interface.

10. Edit the link attributes.

© © N o g >~ w
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11. Modify the service request.

12. Savethe service request. After Save, select the SR id from the SR Manager page and perform
Preview Deploy. Verify the configlets for its correctness, deploy it by choosing Deploy > Deploy
now option. The SR state will be displayed as Deployed state

For sample configlets for EVC Ethernet scenarios, see Sample Configlets, page 3-122.

Creating an EVC Service Request

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

To create an EV C Ethernet service request, perform the following steps.

Choose Oper ate > Service Request Manager.
The Service Request Manager window appears.
Click Create.

The Service Request Editor window appears.

From the policy picker, choose an EV C policy from the policies previously created (see Creatingan EVC
Ethernet Policy, page 3-19).

The EV S Service Request editor window appears. This window enables you to specify options for the
service request, as well as configure links. The options displayed in first section of the window change,
depending on the MPL S Core Connectivity Type that was specified in the policy (pseudowire, VPLS, or
local).

Set link attributes based on the MPL S Core Connectivity Type for the policy:

- Table 3-7, “Pseudowire Core Connectivity Attributes,” on page 75

- Table 3-8, “VPLS Core Connectivity Attributes,” on page 77

- Table 3-9, “Local Core Connectivity Attributes,” on page 80
Set up links to the N-PE as described in section Setting up Links to the N-PE, page 3-24.
The following link types are covered:

« Setting Direct Connect Links, page 3-24

» Setting Links with L2 Access Nodes, page 3-26

- Using Templates and Data Files with an EV C Ethernet Service Request, page 3-31

After you have set up links, return to this section and perform the following steps to finishing creating
the service request.

If you are using templates and data files with the service request, follow the guidelinesin section Using
Templates and Data Files with an EV C Ethernet Service Request, page 3-31.

When you have completed setting the attributes in the EV C Service Request Editor window, click the
Save button to save the settings and create the EV C service request.

If any attributes are missing or incorrectly set, Prime Provisioning displays awarning in the lower |eft
of the window. Make any corrections or updates needed (based on the information provided by
Prime Provisioning), and click the Save button.

If you are ready to deploy the EV C Ethernet service request, see Deploying Service Requests, page 10-9.

For additional information on working with EV C service requests, see the following sections:
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- Using Templates and Data Files with an EV C Ethernet Service Request, page 3-31.
» Saving the EV C Ethernet Service Request, page 3-31.

» Modifying the EV C Ethernet Service Request, page 3-31

» Deploying the EVC Ethernet Service Request, page 3-32.

Setting up Links to the N-PE

Note

The lower two sections of the EVC Service Request Editor window allow you to set up and configure
links to the N-PE(S). See the appropriate section, depending on which type of link you are setting up:

» Setting Direct Connect Links, page 3-24

» Setting Links with L2 Access Nodes, page 3-26

» Configuring Multi-segment Pseudowires, page 3-27

» Setting Up Pseudowire Redundancy and a Backup Peers, page 3-29
» Setting VPLS Neighbor Links (VPLS only), page 3-30

Many of the steps for setting up the link types are the same. The basic workflow for setting up links, as
well asthe attributesto be set, are presented in the section Setting Direct Connect Links, page 3-24. Even
if you are setting up links with L2 access nodes, it will be helpful to refer to the information presented
in that section, as the section on L2 access nodes only covers the unique steps for such links.

Setting Direct Connect Links

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

For direct connect links, the CE isdirectly connected to the N-PE, with no intermediate L 2 access nodes.
No NPC are involved.

To set up the direct connect links, perform the following steps.

Click Add to add alink.
A new numbered row for the link attributes appears.
To select the PE device for the link, click the toggle button in the Select Device field in N-PE column.

The Device Selection window appears. Thiswindow displaysthelist of currently defined PEs, including
Device Name, Provider Name, and PE Region Name for each device. The Quick Filter option allowsyou
to typein stringsin filter fields to narrow the list of devices.

Choose the PE device for the link by clicking the radio button next to the device name.

The EV C Service Request Editor window reappears displaying the name of the selected PE in the N-PE
column.

To choose the UNI interface, click on the toggle button in the Select One field of the UNI column.

The Direct Link Interface Selection window appears. This window displays the available interfaces for
the service based on the configuration of the underlying interfaces, existing service requests that might
be using the interface, and the customer associated with the service request.

When the UNI is configured on an N-PE device running |OS XR, the Standard UNI Port attribute is not
supported. All the CLIsrelated to Standard UNI Port and UNI Port Security are ignored in this case.

Choose the UNI interface by clicking the radio button next to the interface name.
Check the EV C check box to mark the link for configuring service instance for the links.
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Step 8

Note

Step 9

Step 10

Step 11

Step 12
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» The EVC check box is mentioned at this stage because the setting of the check box alters the
behavior of thelink editing function available in the Link Attributes column. Thisis covered in the
next steps.

» The EVC check box is unchecked by default. The default value for the check box can be changed
by setting the value of the DCPL property Provisioning\ProvDrv\CheckFlexUniCheckBox.

Click Edit in the Link Attributes column to specify the UNI attributes.

The next steps document the use of the Edit link in the Link Attributes column. (In the case where the
link attributes have already been set, thislink changes from Edit to Change.) The link editing workflow
changes depending on the status of the EV C check box for the link. If the EV C check box is checked,
the editing workflow involves setting attributes in two windows, for two sets of link attributes. Service
Instance Details and Standard UNI Details. If the EV C check box for the link is not checked, only the
Standard UNI Details window is presented.

If applicable, set the attributes in the Service Instance Details window as described in Table 3-10.

All of the fields in the Service Instance Details screen are enabled based on the policy settings.

Click Next to save the settings in the Service Instance Details window.
The Standard UNI Details window appears.
If applicable, set the standard UNI link attributes as described in Table 3-11.

« Inthecaseof alink whichisnot set asan EV C link (by not checking the EV C check box inthe EVC
Service Request Editor window), editing the link attributes begins with this window.

» The attributes that appear in the Standard UNI Details window are dynamically configured by
Prime Provisioning. Some of the attributes might not appear in the window, depending on the policy
and service request settings or the link type. For example, if the MPLS core connectivity type of the
EVCpolicy isVPLSor local, the pseudowire-related attributes will not appear. Also, setting the link
as EV C or non-EV C will change the attributes that appear in the window. In addition, attributes are
filtered based on device type (10S or IOS XR). These and other cases are noted in Table 3-11.

Click OK to save the Standard UNI settings and return to the EVC SR window.

The value in the Link Attributes column now displays as “ Changed,” signifying that the link settings
have been updated. You can edit the link attributes now or at a future time by clicking on the Changed
link and modifying the settings in the Standard UNI Details window.

To add another link click the Add button and set the attributes for the new link as in the previous steps
in this section.

If are creating an EV C service request for either HVPLS or Etree policies and if you want to select
devices:

— Inthe Direct Connect Links area, Click Add to Select Device and UNI.

— Check the Edit check box, and then choose the SPOKE option. The Hub and Backup Hub
drop-down list boxes appears. You can use toggl e picker and choose the Hub device namesusing
the quick filtersin the Device Selection window as shown in the Figure 3-1.
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Step 14

Figure 3-1 Device picker with filter option for Hub and Backup Hub
EVC Sarvice Request Editor
Policy, | EU
Senvice Request Delils
Jab1D: Hew
SRID Hew Devige Salection X
Policy Name Erree selsaes |bendn | uin §
N ({select vpi Show | Quck Fte k]
AtaPick VPLS VEN I O | if:em:n Name | |P|u\.!t:a| Nzme ‘PF Region Name Fﬂ
Spoke VCID: | : ‘ L
D # iscasd0ds m baglr HLF
AutaPick VFI Name 0 | O # iseasrsoin m bigr N
Distovers Mode ®hianual Ohuto Discovery D el am bagir hef
StatcPsudowite (AutoPick WPLS Labels): @ A Dynamic () AN Saic () Defau 0 menie " e it
C Fseugowre (AUCFICK W Labels). (@ ymamic () All 3fatic () Defaults =
! s : O & scotstRaEtiet bigi NF
Conligure Bridge Domain. | 0 # iscl-derasrd00s- m bagh N
~ Direct Connect Links (2 Links| :
# [ Dence un %
1 O [iscasmon | [sigevEnemans @ |{ pai $ . |
Hup | SelectDavice 7] |
2 |sc-asrB20a GigabiEthametdins3 De@ll | Edr Jl sp v T T
| | ] | 0 4] ‘\ 2 Ed M |5 OKE i:nﬂwp SandDencs &l

Add |[ Delete

To delete alink, check the check box in the first column of the row for that link and click the Delete
button.

To complete the EV C Ethernet service request, see steps presented in Creating an EV C Service Request,
page 3-23.

Setting Links with L2 Access Nodes

Step 1

Step 2

The Links with L2 Access Nodes section of the EVC Service Request Editor window allows you to set
up linkswith L2 (Ethernet) access nodes. These are similar to direct connect links, except that they have
L 2/Ethernet access nodes beyond the N-PE (towards the CE). Therefore, NPCs are involved. The steps
for setting up links with L2 access nodes are similar to those covered in the section Setting Direct
Connect Links, page 3-24. The main difference in setting up links with L2 access does is specifying the
NPC details.

To set the NPC details for links with L2 access nodes, perform the following steps.

The first step in the process of adding a link using NPCs is selecting the U-PE/PE-AGG device, rather
than the N-PE.

If only one NPC exists for the chosen interface, that NPC is autopopul ated in the Circuit Details column,
and you need not choose it explicitly.

If more then one NPC is available, click Select one circuit in the Circuit Selection column. The NPC
window appears, enabling you to choose the appropriate NPC.

Click OK.

Each time you choose a PE and its interface, the NPC that was set up from this PE and interfaceis
automatically displayed under Circuit Selection. This means that you do not have to further specify the
PE to complete the link.

If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC.
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Step 3

Step 4

Managing an EVC Ethernet Service Request Il

For details about editing link attributes, adding or deleting links, or using the EV C check box, see the
corresponding steps in the section Setting Direct Connect Links, page 3-24.

The following points cover the use of the EVC (UNI) check box:

- The EVC (UNI) attribute is equivalent to the All L2 Access Links Default to EVC UNI attributein
the policy. When you enable the attribute in the policy, it is enabled in the service request.

« The EVC (UNI) attribute only appears in the Links with L2 Access Nodes section of the EVC
Service Request Editor window, in which you may have “n” number of U-PE and PE-AGG devices
using the link. The Direct Connect Links section does not have this check box because EV C syntax
is supported by default on N-PE devices of direct connect links.

« An NPC link must be available on a U-PE or PE-AGG device/interface in order to use this feature.

« Thisfeatureis only supported with 1OS running on the U-PE or PE-AGG device. IOS XR is hot
supported.

- When the EVC (UNI) check box isenabled and you click the Edit link, the Service Instance Details
window appears. The EV C syntax-related attributes appear for the U-PE device aswell asthe N-PE
device. The optimum number of attributes appear within the U-PE section. Attributes set in the U-PE
section are not repeated in the N-PE section. Note that any VLAN matching criteria for the U-PE
side are matched on the N-PE side also.

- For descriptions of attributes that appear in GUI when the EVC (UNI) check box is enabled, see
Table 3-10.

To complete the EV C Ethernet service request, see steps presented in Creating an EV C Service Request,
page 3-23.

Configuring Multi-segment Pseudowires

Note

Step 1
Step 2

This section describes how pseudowire classes may used to configure multi-segment pseudowiresin
Prime Provisioning. This enables you to create and independently assign pseudowire classes at the
endpoints of a multi-segment pseudowires. You can perform all of the configuration stepsin EVC
Service Request Editor window, as described in the steps below. Alternatively, you can create
pseudowire classes independently of the EV C service request, and then as they are deployed on the
device you can reuse them. This feature is available with EV C Ethernet service requests using MPLS
core connectivity types of PSEUDOWIRE and VPLS. It isalso available for EVC ATM and EVC TDM
Circuit Emulation service requests.

To use thisfeature, the attribute Configure Pseudowire Segment(s) must be enabled in the policy for the
service request. For more information about this attribute, see the appropriate tablesin the section EVC
Ethernet Policy Attributes, page 3-57.

The following steps provide an example showing the basic steps of how to configure multi-segment
pseudowires.

Navigate to the EV C Service Request Editor window.

In the Direct Connect Links section of the window, add the N-PE devices between which you want to
configure the pseudowire.

In the EV C Pseudowires section of the window an EV C pseudowire appears in the Pseudowire column.
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Step 3

Note

Step 4

Step 5

Step 6

Step 7

Step 8

To configure the pseudowire, click the Configure Pseudowire link in the Pseudowire Configuration
column.

A dialog window appears in which you can view and configure the pseudowire. The window has four
tabs:

» Calculated Path

e Path Summary

» Segment Configuration

« Create Pseudowire Class

It al so provides adrop-down menu (in the lower left of the window) in which you can choose a(required)
tunnel for the link.

Internet Explorer 8 (IE8) will not show the calculated path graphically (as described in Creating an
MPLS-TP Service Request) as |E8 offers no support for SVG display. However, atextual summary of
the path can be used to review the path in 1E8. IE9 (and other Prime Provisioning supported browsers)
shows the calculated path graphically.

In the drop-down menu, choose one tunnel to be the required tunnel for the link.
Note that you can add (or remove) path constraints by clicking the plus (or minus) icons to the right:
« Required NE/Link—Specify network elements or links that traffic must pass through for the path.
» Excluded NE/Link—Specify network elements or links that traffic must pass through for the path.
Click the Calculate button to re-calculate the path.

To do this, enter the path constraints then click Calculate to re-calculate the path. Once the path is
decided, you can use the other tabs to configure it.

Click on the Calculated Path tab to view a diagram of the link.
This displays a path diagram using the shortest path between the previously selected N-PEs.
Click on the Path Summary tab for a textual representation of the path.
This can be used if the browser does not support the technology required to show the graphical path.
Click on the Segment Configuration tab to set configuration options on a per-segment basis.
Perform the following steps:

a. Check the radio button of the segment you want to configure.

b. Usethe Pseudowire Class drop-down menus to associate pseudowire classes to each end of the
segment. The pseudowire classes must already exist. In order for the pseudowire classes to be
valid, they must match up with the same core type and same tunnel number. Otherwise, you will
not be able to choose the pseudowire class. In that case, you can leave the Pseudowire Class
drop-down menu blank and if needed Prime Provisioning will autogenerate a pseudowire class
with an autogenerated name on the device.

If the pseudowire class does not exist and you would like to create one, you can createit in-line
using the Create Pseudowire Class tab as covered below.

c. The Segment Typefield is not selectable, but is autogenerated. Depending on the type of
segment, this field displays one of the following: TP Tunnel, TE Tunnel, or LDP.

d. Usethe MPLS L abels drop-down to configure static or dynamic labels. This setting overrides
the global settings, that isthe value of the Static Pseudowire (AutoPick MPLS Labels) attribute
previously set in the policy or service request.
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Step 10

Step 11
Step 12

Step 13
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e. Once the configuration is set up on a segment, click the Save button below the segment
information to save the settings for the segment.

A

Note  Note that you cannot delete a TE tunnel if itisin use by an EVC service. Therefore, if you
configure a multi-segment pseudowire to use a TE tunnel anywhere in the path of the
multi-segment pseudowire, it will prevent that TE tunnel from being removed by
Prime Provisioning.

If needed, click on the Create Pseudowire Class tab to create a pseudowire class in line during the
configuration.

A Create Pseudowire Class window appears. The options in the window are similar to the top-level
pseudowire creation operation available at | nventory > L ogical Inventory > Pseudowire Class.

a. Set the options for the pseudoewire class per your requirements.
b. Click the Create button to create the pseudowire class.

Then you will be able to see and choose the new pseudowire class in the Pseudowire Class drop-down
menu in the Segment Configuration tab.

Click the Revert button to revert the calculated path.

For example, in the case of a single segment, clicking the Revert button reverts the calculated path to
reflect the pseudowire classes that are defined on the individual links. If you never open the Configure
Pseudowire dialog, then you can still define pseudowire classes using each of the link attribute editors.

Click the Save button to save the configuration settings.
Click the Close button to close the dialog.
The dialog closes and you return to the EV C Service Request Editor window.

To complete the EV C Ethernet service request, see steps presented in Creating an EV C Service Request,
page 3-23.

Setting Up Pseudowire Redundancy and a Backup Peers

Note

Step 1

Step 2

This section describes how to configure pseudowire redundancy and backup peers for EVC Ethernet
services with a PSEUDOWIRE core type. Thisis done by designating links as A, Z, and Z-backup [Z'
(prime)] links.

You can add two direct connect links and one NPC circuit (derived from a Single Homed Ring) as the
L2 access node. In this scenario, the L2 access node acts as the source node for the pseudowire and the
direct links are the two distribution nodes (Z and Z’ link). The Z' link associated with the direct connect
link acts as the backup for the source device present in the L2 access node.

This feature is activated when the Pseudowire Redundancy check box is enabled in the EVC Service
Request Editor window.

To configure pseudowire redundancy or set up a backup peer, perform the following steps.

In the EV C Service Request Editor window, check the Pseudo Wire Redundancy check box to enable
pseudowire redundancy.

Add two N-PE devices in the Direct Connect Links section of the window.
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Note that the first N-PE is designated as “A” in the Terminal column, while the second N-PE is marked
as“Z".

You may also configure athird link as a backup peer, as follows.

Add athird N-PE into the list of devicesin the Direct Connect Links section.

The third N-PE is designated as “Z - Backup” in the Terminal column.

In the EVC Pseudowires section of the window, two pseudowires are listed. One is designated as the
backup. Note the pseudowires are now between:

- First and second N-PE (“A” and “Z”), and
» First and third N-PE (“A” and “Z - Backup”)

You can configure the pseudowires by clicking the Configure Pseudowire link to the right of the
pseudowire hame. The steps to do this are similar to those provided in the section Configuring
Multi-segment Pseudowires, page 3-27 (preceding section, above).

~

Note  Note that you cannot delete a TE tunnel if it isin use by an EV C service. Therefore, if you
configure a multi-segment pseudowire to use a TE tunnel anywhere in the path of the
multi-segment pseudowire, this prevents that TE tunnel from being removed by
Prime Provisioning.

Setting VPLS Neighbor Links (VPLS only)

Step 1

Step 2

Step 3

Step 4

If aVPLS policy has been selected, the bottom window will show VPLS Neighbor Links. If you select
two or more N-PEs under Direct Connect Links, you will be able to discover any VPLS enabled
neighbors.

To choose the desired path in a Multisegment Pseudowire topology, do the following:

Configure the pseudowire by clicking the Configure Pseudowire link under VPL S Neighbor Links.

N
Note  Pseudowirs are configured not just for the links in this service request but for all linksin the
VPLS.

In the pop-up window, click the Calculate Path button.

This displays a path diagram using the shortest path between the previously selected N-PEs. Any
existing MPLS-TP tunnels between them will be given priority.

Add (or remove) path constraints by clicking the plus (or minus) icons to the right:
« Required NE/Link—Specify network elements or links that traffic must pass through for the path.

» Excluded NE/Link—Specify network elements or links that traffic must not pass through for the
path.

For addtional details on using features in the pop-up window, see the previous section Configuring
Multi-segment Pseudowires, page 3-27.
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To complete the EV C Ethernet service request, see steps presented in Creating an EV C Service Request,
page 3-23.

Using Templates and Data Files with an EVC Ethernet Service Request

The template mechanism in Prime Provisioning provides a way to add additional configuration
information to a device configuration generated by a service request. To use the template mechanism,
the policy on which the service request is based must have been set to enable templates. Optionally,
templates and data files to be used by the service request can be specified in the policy. During service
request creation, templates/data files can be added to a device configuration if the operator has the
appropriate RBAC permission to do so.

See Chapter 11, “Managing Templates and Data Files” for more information about using templates and
datafiles.

Saving the EVC Ethernet Service Request

Step 1

Step 2

To save an EV C Ethernet service request, perform the following steps.

When you have finished setting the attributes for the EV C Ethernet service request, click Save to create
the service request.

If the EVC service request is successfully created, you will see the Service Request Manager window.
The newly created EV C Ethernet service request is added with the state of REQUESTED.

If, however, the EV C Ethernet service request creation failed for some reason (for example, avalue
chosen is out of bounds), you are warned with an error message.

In such a case, you should correct the error and save the service request again.

Modifying the EVC Ethernet Service Request

Step 1

Step 2
Step 3

Step 4

You can modify an EV C service request if you must change or modify the links or other settings of the
service request.

To modify an EVC service request, perform the following steps.

Choose Oper ate > Service Request Manager.

The Service Request Manager window appears, showing service requests available in
Prime Provisioning.

Check a check box for a service request.
Click Edit.

EV C Service Request Editor window appears.
Modify any of the attributes, as desired.
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Step 5

Step 6

See the sections starting with “ Creating an EV C Service Request” section on page 3-23 for detailed
coverage of setting attributes in this window.

N
Note  OncetheVCID, VPLSVPN ID, and VLAN ID have been set in a service request they cannot
be modified.

To add a template/data file to an attachment circuit, see the section Saving the EV C Ethernet Service
Request, page 3-31.

When you are finished editing the EV C service request, click Save.

For additional information about saving an EV C service request, see Saving the EV C Ethernet Service
Request, page 3-31.

Deploying the EVC Ethernet Service Request

You can deploy an EVC Ethernet service in two different ways:

- If aservicerequest has been saved, you may deploy it through the Service Request Manager window
(choose Operate > Service Request M anager). For steps on how to do this, see Chapter 10,
“Managing Service Requests.”

- Alternatively, you can deploy an EV C Ethernet service request from within the Service Request
Editor window (while creating the service request). The Deploy button at the bottom of the window
allows you to save and deploy the service request in one step.

Creating an EVC ATM-Ethernet Interworking Policy

Note

Overview

This section contains an overview of EVC ATM-Ethernet Interworking support in Prime Provisioning,
aswell asthe basic stepsto create an EV C ATM-Ethernet Interworking policy. It contains the following
subsections:

» Overview, page 3-20
- Defining the EV C Ethernet Policy, page 3-20

For Ethernet (E-Line and E-LAN) services, use of the EVC policy and service request is recommended.
If you are provisioning services using the EV C syntax, or plan to do soin thefuture, usethe EV C service.
Existing services that have been provisioned using the L2VPN and VPLS service policy types are still
supported and can be maintained with those service types. For ATM and FROMPLS services, use the
L2VPN service policy, as before.

You must define an EV C ATM-Ethernet Interworking policy beforeyou can provision aservice. A policy
can be shared by one or more service requests that have similar service requirements.
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A policy is atemplate of most of the parameters needed to define an EV C service request. After you
define it, an EVC policy can be used by all the EV C service requests that share a common set of
characteristics. You create anew EV C policy whenever you create anew type of service or aservice with
different parameters. EV C policy creation is normally performed by experienced network engineers.

An Editable check box in for an attribute in the policy gives the network operator the option of making
afield editable. If the value is set to editable, the service request creator can change the value(s) of the
particular policy attribute. If the value is not set to editable, the service request creator cannot change
the attribute.

You can also associate Prime Provisioning templates and data files with a policy. See Chapter 11,
“Managing Templates and Data Files” for more about using templates and data files in policies.

It is also possible to create user-defined attributes within a policy (and service requests based on the
policy). For background information on how to use the additional information feature, see Appendix D,
“Adding Additional Information to Services.”

For information on creating EV C ATM-Ethernet service requests, see Managing an EVC ATM-Ethernet
Interworking Service Request, page 3-35.
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Defining the EVC ATM-Ethernet Interworking Policy

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7

Step 8
Step 9

Step 10

Step 11

To define an EVC ATM-Ethernet Interworking policy, perform the following steps.

Choose Service Design > Create Policy.
The Policy Editor window appears.
Choose EV C from the Policy Type drop-down list.
The Policy Editor window appears.
Enter a Policy Name for the EVC ATM-Ethernet Interworking policy.
Choose the Policy Owner for the EVC policy.
There are three types of EVC policy ownership:
» Customer ownership
« Provider ownership
» Global ownership—Any service operator can make use of this policy.

This ownership has relevance when the Prime Provisioning Role-Based Access Control (RBAC) comes
into play. For example, an EV C policy that is customer-owned can only be seen by operators who are
allowed to work on this customer-owned policy. Similarly, operators who are allowed to work on a
provider’s network can view, use, and deploy a particular provider-owned policy.

Click Select to choose the owner of the EVC policy.

The policy owner was established when you created customers or providers during Prime Provisioning
setup. If the ownership is global, the Select function does not appear.

Choose the Policy Type.

The choices are:
« ETHERNET—See Creating an EV C Ethernet Policy, page 3-19.
e« ATM—See Creating an ATM Policy, page 5-4.

- ATM Ethernet Interworking—See Creating an EVC ATM-Ethernet Interworking Policy,
page 3-32.

« TDM Circuit Emulation—See Creating a TDM-CEM Policy, page 4-7.

N

Note  This section describes creating the ATM-Ethernet Interworking policy type. For information on
using the EV C Ethernet policy type, see Creating an EV C Ethernet Policy, page 3-19.

Click Next.

The Service Options window appears.

Set the attributes in the Service Options window as described in Service Options Window, page 3-93.
When you have set the attributes, click Next.

The ATM Interface Attribute window appears.

Set the attributes in the ATM Interface Attribute window as described in ATM Interface Attributes
Window, page 3-96.

When you have set the attributes, click Next.
The EV C Attributes window appears.
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Step 12
Step 13

Step 14

Step 15

Step 16

Step 17

Step 18

Customizing EVC and MPLS Policies

Set the attributes in the EV C Attributes window as described in EV C Attributes Window, page 3-96.
When you have set the attributes, click Next.
The Interface Attribute window appears.

Set the attributes in the Interface Attributes window as described in Interface Attributes Window,
page 3-101.

When you have set the attributes, click Next to proceed to the next window (or else click Finish to save
the policy).

If you would like to use user-defined attributes within this policy, click Next (before clicking Finish).

An additional window appears the policy workflow. This window allows you to create user-defined
attributes within the policy (and service requests based on the policy). For background information on
how to use the additional information feature, see Appendix D, “Adding Additional Information to
Services.” If you are not using this feature, click Next to proceed to the Template Association window,
or else click Finish to save the policy.

If you would like to enable template association for this policy, click Next (before clicking Finish).

The Template Association window appears. In this window, you can enable template support and,
optionally, associate templates and data files with the policy. For instructions about associating
templates with policies and how to use the features in this window, See Chapter 11, “Managing
Templates and Data Files” for more information about using templates and data files. When you have
completed setting up templates and data files for the policy, click Finish in the Template Association
window to close it and return to the Policy Editor window.

To save the EVC ATM-Ethernet Interworking policy, click Finish.

To create a service request based on an EVC policy, see Managing an EV C Ethernet Service Request,
page 3-22.

Customizing EVC and MPLS Policies

For instructions in how to use this feature, see Chapter 8, “Customizing EVC, MPLS and MPLS-TP
Policies’.

Managing an EVC ATM-Ethernet Interworking Service Request

This section provides information on how to provision an EVC ATM-Ethernet Interworking service
request. It contains the following subsections:

» Overview, page 3-36

» Creating an EVC ATM-Ethernet Interworking Service Request, page 3-36

» Using Templates and Data Files with an EVC ATM-Interworking Service Request, page 3-41
« Saving the EVC ATM-Interworking Service Request, page 3-42

« Modifying the EVC ATM-Interworking Service Request, page 3-42

- Deploying the EVC ATM-Ethernet Service Request, page 3-43
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Overview

An EVC ATM-Ethernet Interworking service request allows you to configure interfaces on an N-PE to
support the EV C features described in Creating an EVC ATM-Ethernet Interworking Policy, page 3-32.
To create an EVC ATM-Ethernet Interworking service request, an EVC ATM-Ethernet Interworking
service policy must already be defined. Based on the predefined EV C policy, an operator createsan EVC
service request, with or without modifications to the policy, and deploys the service. One or more
templates can also be associated to the N-PE as part of the service request.

ATM-Ethernet interworking is supported through the following configurations:
e ATM Transport Mode (VC)
— ATM-Ethernet Pseudowire
— ATM-ATM Local connect
— ATM-Ethernet Local connect
» ATM Transport Mode (VP)
— ATM-ATM Local connect
The following steps are involved in creating an EVC ATM-Ethernet Interworking service request:
1. Choose an existing EVC ATM-Ethernet Interworking policy.
2. Choose a VPN.

N

Note  When working with VPN objects in the context of EV C policies and service requests, only the
VPN name and customer attributes are relevant. Other VPN attributes related to MPL S and
VPLS are ignored.

Specify a bridge domain configuration (if applicable).

Specify a service request description.

Specify automatic or manual allocation of the VC ID or VPLS VPN ID.
Add direct connect links (if applicable).

Add links with L2 access nodes (if applicable).

Choose the N-PE and UNI interface for links.

© © N o g &~ w

For linkswith L2 access nodes, choose aNamed Physical Circuit (NPC) if morethan one NPC exists
from the N-PE or the UNI interface.

10. Edit the link attributes.
11. Modify the service request.
12. Save the service request.

For sample configlets for EVC ATM-Ethernet Interworking scenarios, see Sample Configlets,
page 3-122.

Creating an EVC ATM-Ethernet Interworking Service Request

To create an EVC ATM-Ethernet Interworking service request, perform the following steps.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Managing an EVC ATM-Ethernet Interworking Service Request

Choose Oper ate > Service Request Manager.
The Service Request Manager window appears.
Click Create.

The Service Request Editor window appears.

From the policy picker, choose an EVC ATM-Ethernet Interworking policy from the policies previously
created (see Creating an EVC ATM-Ethernet Interworking Policy, page 3-32).

The EV C Service Request Editor window appears. The new service request inherits all the properties of
the chosen EV C ATM-Ethernet Interworking policy, such as all the editable and non-editable features
and pre-set parameters.

Set link attributes based on the MPL S Core Connectivity Type for the policy as described in the
following tables:

» Table 3-18, “Pseudowire Core Connectivity Attributes,” on page 107.

- Table 3-19, “Local Core Connectivity Attributes,” on page 109.
Set up links to the N-PE as described in section Setting up Links to the N-PE, page 3-37.
The following link types are covered:

» Setting Direct Connect Links, page 3-38

» Setting the ATM Link Attributes, page 3-39

« Setting Links with L2 Access Nodes, page 3-40

After you have set up links, return to this section and perform the following steps to finishing creating
the service request.

If you are using templates and data files with the service request, follow the guidelinesin section Using
Templates and Data Files with an EVC ATM-Interworking Service Request, page 3-41.

When you have completed setting the attributes in the EV C Service Request Editor window, click the
Save button to save the settings and create the EV C service request.

If any attributes are missing or incorrectly set, Prime Provisioning displays a warning in the lower left
of the window. Make any corrections or updates needed (based on the information provided by
Prime Provisioning), and click the Save button.

If you are ready to deploy the EV C Ethernet service request, see Managing Service Requests, page 10-1.

For additional information on working with EV C service requests, see the following sections:
« Using Templates and Data Files with an EVC ATM-Interworking Service Request, page 3-41.
» Saving the EVC ATM-Interworking Service Request, page 3-42.
- Modifying the EVC ATM-Interworking Service Request, page 3-42
» Deploying the EVC ATM-Ethernet Service Request, page 3-43.

Setting up Links to the N-PE

The lower two sections of the EV C Service Request Editor window allow you to set up linksto the N-PE.
See the appropriate section, depending on which type of link you are setting up:
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Note

» Setting Direct Connect Links, page 3-38. The Direct Connect Links section of the window iswhere
you set up links that directly connect to the N-PE. No NPCs are involved. ATM links are supported
for direct connect links. For details on ATM links, see Setting the ATM Link Attributes, page 3-39.

» Setting Links with L2 Access Nodes, page 3-40. The Links with L2 Access Nodes section iswhere
you set up links with L2 (Ethernet) access nodes. NPCs are involved. ATM interfaces cannot be in
L 2 access nodes.

Many of steps for setting up the two link types are the same. The basic workflow for setting up links, as
well as the attributes to be set, are presented in the following section Setting Direct Connect Links,
page 3-38. Even if you are setting up links with L2 access nodes, it will be helpful to refer to the
information presented in that section, as the section on L2 access nodes only covers the unique steps for
such links.

Setting Direct Connect Links

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

For direct connect links, the CE isdirectly connected to the N-PE, with no intermediate L 2 access nodes.
The Direct Connect Links section of the window is where you set up links that directly connect to the
N-PE. No NPCs are involved. ATM links are supported for direct connect links.

To set up the direct connect links, perform the following steps.

Click Add to add alink.
A new numbered row for the link attributes appears.
To select the PE device for the link, click the toggle button in the Select Device field in N-PE column.

The Device Selection window appears. Thiswindow displaysthelist of currently defined PEs, including
Device Name, Provider Name, and PE Region Name for each device. The Quick Filter option allowsyou
to typein stringsin filter fields to narrow the list of devices.

Choose the PE device for the link by clicking the radio button next to the device name.

The EV C Service Request Editor window reappears displaying the name of the selected PE in the N-PE
column.

To choose the UNI interface, click on the toggle button in the Select One field of the UNI column.

The Direct Link Interface Selection window appears. This window displays the available interfaces for
the service based on the configuration of the underlying interfaces, existing service requests that might
be using the interface, and the customer associated with the service request.

When the UNI is configured on an N-PE device running |OS XR, the Standard UNI Port attribute is not
supported. All the CLIsrelated to Standard UNI Port and UNI Port Security are ignored in this case.

Choose the UNI interface by clicking the radio button next to the interface name.
Check the EVC check box to mark the link for configuring service instance for the links.

- The EVC check box is mentioned at this stage because the setting of the check box alters the
behavior of the link editing function available in the Link Attributes column. Thisis covered in the
next steps.

» The EVC check box is unchecked by default. The default value for the check box can be changed
by setting the value of the DCPL property Pr ovisioning\ProvDrv\CheckFlexUniCheckBox.

Click Edit in the Link Attributes column to specify UNI attributes.
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Note

Step 8
Step 9
Step 10

Step 11

Step 12

Step 13
Step 14

Step 15

Managing an EVC ATM-Ethernet Interworking Service Request

The next steps document the use of the Edit link in the Link Attributes column. (In the case where the
link attributes have already been set, thislink changes from Edit to Change.) Thelink editing workflow
changes depending on the status of the EV C check box for the link. If the EV C check box is checked,
the editing workflow involves setting attributes in two windows, for two sets of link attributes: Service
Instance Details and Standard UNI Details. If the EVC check box for the link is not checked, only the
Standard UNI Details window is presented.

If you are setting up an ATM link (by choosing an ATM interface as the UNI on the N-PE device), there
isadifferent workflow. The check box in the EV C column dynamically disappears, and clicking the Edit
link in the link attributes column brings up the ATM-Ethernet Attributes window. For information on
using this window to set up an ATM link, see Setting the ATM Link Attributes, page 3-39.

Click Edit in the Link Attributes column to specify the UNI attributes.

If applicable, set the attributes in the Service Instance Details window as described in Table 3-20.
Click Next to save the settings in the Service Instance Details window.

The Standard UNI Details window appears.

If applicable, set the standard UNI link attributes as described in Table 3-21.

« Inthe case of alink which is not set as an EVC link (by not checking the EV C check box in the
Service Request Details window), editing the link attributes begins with this window.

» The attributes that appear in the Standard UNI Details window are dynamically configured by
Prime Provisioning. Some of the attributes covered in the steps below might not appear in the
window, depending on the policy and service request settings or the link type. For example, if the
MPLS core connectivity type of the EVC policy islocal, the pseudowire-related attributes will not
appear. Also, setting the link as EVC or non-EV C will change the attributes that appear in the
window. In addition, attributes are filtered based on device type (10S or IOS XR). These cases are
noted in the steps, for reference.

Click OK to save the Standard UNI settings and return to the EV C Service Request window.

The value in the Link Attributes column now displays as “ Changed,” signifying that the link settings
have been updated. You can edit the link attributes now or at a future time by clicking on the Changed
link and modifying the settings in the Standard UNI Details window.

To add another link click the Add button and set the attributes for the new link as in the previous steps
in this section.

To delete alink, check the check box in the first column of the row for that link and click the Delete
button.

To complete the EVC ATM-Ethernet Interworking service request, see steps presented in Creating an
EVC ATM-Ethernet Interworking Service Request, page 3-36.

Setting the ATM Link Attributes

Step 1

This section describes how to set up a direct connect link as an ATM link.
To set up the ATM link, perform the following steps.

In the Direct Connect Links section of the EV C Service Request Editor window, specify the device for
which you would like to set up an ATM link.
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Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Choose an ATM interface for the UNI.

a

Note  ATM interfaces are displayed in the interface picker in the UNI column only if the EV C service
request is based on an ATM-Ethernet Interworking policy type.

When you choose an ATM interface, the check box in the EV C column dynamically disappears from the
GUI.

In the Link Attributes column, click the Edit link of the device on which you want to add an ATM link.

The ATM UNI Details window appears. All of the fieldsin the ATM UNI Details window are enabled
based on the policy settings.

Set attributes in the ATM UNI Details window as described in Table 3-22.
Click OK to save the ATM UNI Details settings and return to the EV C Service Request Editor window.

The value in the Link Attributes column now displays as “ Changed,” signifying that the link settings
have been updated. You can edit the link attributes now or at a future time by clicking on the Changed
link and modifying the settings in the Standard UNI Details window.

See Using Templates and Data Files with an EVC ATM-Interworking Service Request, page 3-41, for
details on editing the link attributes.

To add another link click the Add button and set the attributes for the new link as in the previous steps
in this section.

To delete alink, check the check box in the first column of the row for that link and click the Delete
button.

To complete the EVC ATM-Ethernet Interworking service request, see steps presented in Creating an
EVC ATM-Ethernet Interworking Service Request, page 3-36.

Setting Links with L2 Access Nodes

Note

The Links with L2 Access Nodes section of the EVC Service Request Editor window allows you to set
up links with L2 (Ethernet) access nodes. These are similar to direct connect links, except that they have
L 2/Ethernet access nodes beyond the N-PE (towards the CE). Therefore, NPCs are involved.

ATM links are not supported in L2 access nodes. ATM links must be set up as direct connect links. For
more information, see Setting the ATM Link Attributes, page 3-39.

The steps for setting up links with L2 access nodes are similar to those covered in the section Setting
Direct Connect Links, page 3-38. See that section for detailed steps on the following common
operations:

- Adding and deleting links.

» Selecting the N-PE.

» Choosing the UNI interface.

» Setting the link as an EVC link.

» Editing the standard and EV C link attributes.
The main difference in setting up links with L2 access does is specifying the NPC details.
To set the NPC details for links with L2 access nodes, perform the following steps.
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Step 1

Step 2

Step 3

Step 4

Managing an EVC ATM-Ethernet Interworking Service Request

Thefirst step in the process of adding alink using NPCs is selecting the U-PE/PE-AGG device, rather
than the N-PE.

If only one NPC exists for the chosen interface, that NPC is autopopul ated in the Circuit Details column,
and you need not choose it explicitly.

If more then one NPC is available, click Select one circuit in the Circuit Selection column. The NPC
window appears, enabling you to choose the appropriate NPC.

Click OK.

Each time you choose a PE and its interface, the NPC that was set up from this PE and interface is
automatically displayed under Circuit Selection. This means that you do not have to further specify the
PE to complete the link.

If you want to review the details of this NPC, click Circuit Details in the Circuit Details column. The
NPC Details window appears and lists the circuit details for this NPC.

For details about editing link attributes, adding or deleting links, or using the EV C check box, see the
corresponding steps in the section Setting Direct Connect Links, page 3-38.

The following points cover the use of the EVC (UNI) check box:

« The EVC (UNI) attribute is equivalent to the All L2 Access Links Default to EVC UNI attributein
the policy. When you enable the attribute in the policy, it is enabled in the service request.

- The EVC (UNI) attribute only appearsin the Links with L2 Access Nodes section of the EVC
Service Request Editor window, in which you may have “n” number of U-PE and PE-AGG devices
using the link. The Direct Connect Links section does not have this check box because EV C syntax
is supported by default on N-PE devices of direct connect links.

« An NPC link must be available on a U-PE or PE-AGG device/interface in order to use this feature.

« Thisfeatureisonly supported with 10S running on the U-PE or PE-AGG device. IOS XR is not
supported.

« When the EVC (UNI) check box is enabled and you click the Edit link, the Service Instance Details
window appears. The EV C syntax-related attributes appear for the U-PE device as well asthe N-PE
device. The optimum number of attributes appear within the U-PE section. Attributes set in the U-PE
section are not repeated in the N-PE section. Note that any VLAN matching criteria for the U-PE
side are matched on the N-PE side also.

» For descriptions of attributes that appear in GUI when the EVC (UNI) check box is enabled, see
Table 3-20.

To complete the EVC ATM-Ethernet Interworking service request, see steps presented in Creating an
EVC ATM-Ethernet Interworking Service Request, page 3-36.

Using Templates and Data Files with an EVC ATM-Interworking Service

Request

The template mechanism in Prime Provisioning provides a way to add additional configuration
information to a device configuration generated by a service request. To use the template mechanism,
the policy on which the service request is based must have been set to enable templates. Optionally,
templates and data files to be used by the service request can be specified in the policy. During service
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request creation, templates/data files can be added to a device configuration if the operator has the
appropriate RBAC permission to do so. See Chapter 11, “Managing Templates and Data Files” for more
information about using templates and data files.

Saving the EVC ATM-Interworking Service Request

Step 1

Step 2

To save an EVC ATM-Interworking service request, perform the following steps.

When you have finished setting the attributes for the EV C ATM-Interworking service request, click Save
to create the service request.

If the EVC ATM-Interworking service request is successfully created, you will see the Service Request
Manager window.

The newly created EV C service request is added with the state of REQUESTED.

If, however, the EV C service request creation failed for some reason (for example, avalue chosen is out
of bounds), you are warned with an error message.

In such a case, you should correct the error and save the service request again.

Modifying the EVC ATM-Interworking Service Request

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

You can modify an EVC ATM-Interworking service request if you must change or modify the links or
other settings of the service request.

To modify an EVC ATM-Interworking service request, perform the following steps.

Choose Operate > Service Request M anager.

The Service Request Manager window appears, showing service request available in
Prime Provisioning.

Check a check box for a service request.
Click Edit.

EV C Service Request Editor window appears.
Modify any of the attributes, as desired.

Seethe sections start with Creating an EV C ATM-Ethernet Interworking Service Request, page 3-36, for
detailed coverage of setting attributes in this window.

N
Note  OncetheVCID, VPLSVPN ID, and VLAN ID have been set in a service request they cannot
be modified.

To add atemplate/datafile to an attachment circuit, see the section Using Templates and Data Files with
an EVC ATM-Interworking Service Request, page 3-41.

When you are finished editing the EV C service request, click Save.
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For additional information about saving an EV C service request, see Saving the EVC ATM-Interworking
Service Request, page 3-42.

Deploying the EVC ATM-Ethernet Service Request

You can deploy an EVC ATM-Ethernet service in two different ways:

- If aservicerequest has been saved, you may deploy it through the Service Request M anager window
(choose Operate > Service Request M anager). For steps on how to do this, see Chapter 10,
“Managing Service Requests.”

- Alternatively, you can deploy an EVC ATM-Ethernet service request from within the Service
Request Editor window (while creating the service request). The Deploy button at the bottom of the
window allows you to save and deploy the service request in one step.

Defining Frame Relay Policies

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Step 9

To define a Frame Relay policy (with or without a CE present), perform the following steps.

Choose Service Design > Create Policy.
The Policy Editor window appears.
Choose L 2VPN from the Policy Type drop-down list.
The Policy Editor window appears.
Enter a Policy Name for the policy.
Choose the Policy Owner for the policy.
There are three types of policy ownership:
» Customer ownership
» Provider ownership
« Global ownership—Any service operator can make use of this L2VPN policy.

This ownership has relevance when the Prime Provisioning Role-Based Access Control (RBAC) comes
into play. For example, an policy that is customer-owned can only be seen by operators who are allowed
to work on this customer-owned policy. Similarly, operators who are allowed to work on a provider’s
network can view, use, and deploy a particular provider-owned policy.

Click Select to choose the owner of the L2V PN.

(If you choose Global ownership, the Select function is not available.) The Select Customer window or
the Select Provider window appears and you can choose an owner of the policy and click Select.

Choose the Service Type of the L2VPN policy (in this case, Frame Relay).
Check or uncheck the CE Present check box as required.

Click Next.

The Interface Type window appears.

Set the attributes in the Interface Type window as described in Table E-2.
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N

Note

Step 10

Step 11

Step 12

Step 13

Attributes that appear in the GUI are determined by the type of policy being defined and whether or not
a CE has been specified.

When you have set the attributes, click Next to proceed to the next window (or else click Finish to save
the policy).

If you would like to use user-defined attributes within this policy, click Next (before clicking Finish).

An additional window appears the policy workflow. This window allows you to create user-defined
attributes within the policy (and service requests based on the policy). For background information on
how to use the additional information feature, see Appendix D, “Adding Additional Information to
Services.” If you are not using this feature, click Next to proceed to the Template Association window,
or else click Finish to save the policy.

If you would like to enable template association for this policy, click Next (before clicking Finish).

The Template Association window appears. In this window, you can enable template support and,
optionally, associate templates and data files with the policy. For instructions about associating
templates with policies and how to use the features in this window, See Chapter 11, “Managing
Templates and Data Files” for more information about using templates and data files. When you have
completed setting up templates and data files for the policy, click Finish in the Template Association
window to close it and return to the Policy Editor window.

To save the Frame Relay policy, click Finish.

To create a service request based on a Frame Relay policy, see Managing Service Reguests, page 10-1.

Defining ATM Policies

Step 1

Step 2

Step 3
Step 4

Step 5

To define an ATM policy (with or without a CE present), perform the following steps.

Choose Service Design > Create Policy.
The Policy Editor window appears.
Choose L 2VPN from the Policy Type drop-down list.
The Policy Editor window appears.
Enter a Policy Name for the policy.
Choose the Policy Owner for the policy.
There are three types of policy ownership:
» Customer ownership
« Provider ownership
» Global ownership—Any service operator can make use of this L2VPN policy.

This ownership has relevance when the Prime Provisioning Role-Based Access Control (RBAC) comes
into play. For example, an policy that is customer-owned can only be seen by operators who are allowed
to work on this customer-owned policy. Similarly, operators who are allowed to work on a provider's
network can view, use, and deploy a particular provider-owned policy.

Click Select to choose the owner of the L2V PN.
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Step 6
Step 7
Step 8

Step 9

Note

Step 10

Step 11

Step 12

Step 13
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(If you choose Global ownership, the Select function is not available.) The Select Customer window or
the Select Provider window appears and you can choose an owner of the policy and click Select.

Choose the Service Type of the L2VPN policy (in this case, ATM).
Check or uncheck the CE Present check box as required.

Click Next.

The Interface Type window appears.

Set the attributes in the Interface Type window as described in Table E-2.

Attributes that appear in the GUI are determined by the type of policy being defined and whether or not
a CE has been specified.

When you have set the attributes, click Next to proceed to the next window (or else click Finish to save
the policy).

If you would like to use user-defined attributes within this policy, click Next (before clicking Finish).

An additional window appears the policy workflow. This window allows you to create user-defined
attributes within the policy (and service requests based on the policy). For background information on
how to use the additional information feature, see Appendix D, “Adding Additional Information to
Services.” If you are not using this feature, click Next to proceed to the Template Association window,
or else click Finish to save the policy.

If you would like to enable template association for this policy, click Next (before clicking Finish).

The Template Association window appears. In this window, you can enable template support and,
optionally, associate templates and data files with the policy. For instructions about associating
templates with policies and how to use the features in this window, See Chapter 11, “Managing
Templates and Data Files” for more information about using templates and data files. When you have
completed setting up templates and data files for the policy, click Finish in the Template Association
window to close it and return to the Policy Editor window.

To save the ATM policy, click Finish.

Managing a VPLS Service Request

This section contains the basic stepsto provision aVPLS service. It contains the following subsections:
« Overview, page 3-46
« Creating a VPLS Service Request, page 3-46
« Using Templates and Data Files with a VPLS Service Request, page 3-51
- Saving the VPLS Service Request, page 3-52
» Modifying the VPLS Service Request, page 3-52
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Overview

A VPLS service request consists of one or more attachment circuits, connecting various sitesin a
multipoint topology. When you create a service request, you enter several parameters, including the
specific interfaces on the CE and PE routers and UNI parameters.

To create a service request, a service policy must already be defined, as described in Creating a VPLS
Policy, page E-35. Based on the predefined VPLS policy, an operator creates a VPL S service request,
with or without modifications to the VPLS policy, and deploys the service. The service request must be
the same service type (ERMS/EVP-LAN or EMS/EP-LAN) asthe policy selected. Service creation and
deployment are normally performed by regular network technicians for daily operation of network
provisioning.

You can also associate Prime Provisioning templates and data files with a service request. See

Chapter 11, “Managing Templates and Data Files” for more about using templates and data filesin
service requests.

It is also possible to create user-defined attributes within a policy (and service requests based on the
policy). For background information on how to use the additional information feature, see Appendix D,
“Adding Additional Information to Services.”

Thefollowing stepsareinvolved in creating aservice request for Layer 2 connectivity between customer
sites:

1. Choose a VPLS policy.

Choose a VPN. For more information, see Defining VPNs, page 3-9.
Add alink.

Choose a CE or UNI interface.

Choose a Named Physical Circuit (NPC) if more than one NPC exists from the CE or the UNI
interface.

6. Edit the link attributes.

o b~ w DN

For sample configlets for VPLS scenarios, see Sample Configlets, page 3-122.

Creating a VPLS Service Request

For information on creating specific types of VPLS service requests, see the following sections:
» Creating a VPLS Service Request with a CE, page 3-46
» Creating a VPLS Service Request without a CE, page 3-48

Creating a VPLS Service Request with a CE

~

Note

Step 1

To create a VPLS service request with a CE present, perform the following steps.

In this example, the service request isfor an VPLS policy over an MPLS core with an ERMS
(EVP-LAN) service type and CE present.

Choose Operate > Create Service Request.
The Service Request Editor window appears.
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Step 2

Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

Note

Step 12

Managing a VPLS Service Request

From the policy picker, chooseaVPLS policy from the policies previously created (see CreatingaVPLS
Policy, page E-35).

The new service request inherits all the properties of that VPLS policy, such as all the editable and
noneditable features and preset attributes.

The Edit VPLS Link window appears.

Click Select VPN to choose a VPN for use with this CE.

The Select VPN window appears with the VPNs defined in the system. Only VPNswith the same service
type (ERMS/EVP-LAN or EMS/EP-LAN) as the policy you chose appear.

N

Note  TheVC ID is mapped from the VPN ID. By default, Prime Provisioning will “auto pick” this
value. However, you can set thismanually, if desired. Thisisdone by editing the associated VPN
configuration. The Edit VPN window has an Enable VPL S check box. When you check this
check box, you can manually enter aVPN ID in afield provided. For more information on
creating and modifying VPNSs, see Setting Up Logical Inventory, page 2-55.

Choose a VPN Name in the Select column.

Click Select.

The Edit VPLS Link window appears with the VPN name displayed.

Click Add Link.

The window updates, allowing you specify the CE endpoints.

You can enter a description for the service request in the Description field.

The description will show up in this window and also in the Description column of the VPLS Service
Requests window. The maximum length for this field is 256 characters.

Click Select CE in the CE column.
The Select CPE Device window appears.
Thiswindow displays the list of currently defined CEs.

a. From the Show CPEswith drop-down list, you can display CEs by Customer Name, by Site, or by
Device Name.

b. You can use the Find button to either search for a specific CE, or to refresh the display.

¢. You can set the Rows per pageto 5, 10, 20, 30, 40, or All.

In the Select column, choose a CE for the VPLS link.

Click Select.

The Edit VPLS Link window appears displaying the name of the selected CE in the CE column.

Choose the CE interface from the interface picker.

When you provision an ERM S (EVP-LAN) service (and when you choose a UNI for aparticular device),
Prime Provisioning determines if there are other services using the same UNI. If so, a warning message
isdisplayed. If you ignore the message and save the servicerequest, all of the underlying service requests
lying on the same UNI are synchronized with the modified shared attributes of the latest service request.
In addition, the state of the existing service requests is changed to the Requested state.

Click Select one circuit in the Circuit Selection column.
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Step 13
Step 14

Step 15

Step 16
Step 17

Step 18

Note

Step 19
Step 20
Step 21

The Select NPC window appears. If only one NPC exists for the chosen CE and CE interface, that NPC
is automatically populated in the Circuit Selection column and you need not choose it explicitly.

Choose the name of the NPC from the Select column.
Click OK..

Each time you choose a CE and itsinterface, the NPC that was precreated from this CE and interfaceis
automatically displayed under Circuit Selection. This means that you do not have to further specify the
PE to complete the link.

If you want to review the details of this NPC, click Circuit Detailsin the Circuit Details column.
The NPC Details window appears and lists the circuit details for this NPC.
The Circuit ID is created automatically, based on the VLAN data for the circuit.

To edit values that were set by the VPLS policy, that is, the values that were marked “editable” during
the VPLS policy creation, click the Edit link in the Link Attributes column for alink.

The Edit VPLS window appears.
Set attributes in this window per your requirements.

For more information on setting attributes in this window, see the corresponding attributes for the VPLS
policy as described in Table E-5.

Continue to specify additional CEs, asin previous steps, if desired.
Click OK.
Click Save.

The service request is created and saved into Prime Provisioning.

For additional information on working with VPLS service requests, see the following sections:
« Using Templates and Data Files with a VPLS Service Request, page 3-51
» Saving the VPLS Service Request, page 3-52
« Modifying the VPLS Service Request, page 3-52.
- Deploying, Monitoring, and Auditing Service Requests, page 3-52

Creating a VPLS Service Request without a CE

N

Note

Step 1

Step 2

To create a VPLS service request without a CE present, perform the following steps.

In this example, the service request is for an VPLS policy over an MPLS core with an EMS (EP-LAN)
service type and no CE present.

Choose Operate > Create Service Request.
The Service Request Editor window appears.

From the policy picker, choose aVPLS policy from the policies previously created (see CreatingaVPLS
Policy, page E-35).
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Step 3

Step 4
Step 5

Step 6

Step 7

Step 8

Step 9
Step 10

Step 11

Step 12
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The new service request inherits all the properties of that VPLS policy, such as all the editable and
non-editable features and preset attributes.

The Edit VPLS Link window appears.
Click Select VPN to choose a VPN for use with this PE.

The Select VPN window appears with the VPNs defined in the system. Only VPNswith the same service
type (ERMS/EVP-LAN or EMS/EP-LAN) as the policy you chose appear.

N

Note  TheVC ID is mapped from the VPN ID. By default, Prime Provisioning will “auto pick” this
value. However, you can set thismanually, if desired. Thisisdone by editing the associated VPN
configuration. The Edit VPN window has an Enable VPL S check box. When you check this
check box, you can manually enter aVPN ID in afield provided. For more information on
creating and modifying VPNSs, see Setting Up Logical Inventory, page 2-55.

Choose a VPN Name in the Select column.

Click Select.

The Edit VPLS Link window appears with the VPN name displayed.
Click Add Link.

The Edit VPLSLink window updates, allowing you specify the U-PE/PE-AGG/U-PE endpoints. You can
add one or more links in the window.

You can enter a description for the service request in the first Description field.

The description will show up in this window and also in the Description column of the VPLS Service
Requests window. The maximum length for thisfield is 256 characters.

Click Select N-PE/PE-AGG/U-PE in the N-PE/PE-AGG/U-PE column.

The Select PE Device window appears.

This window displays the list of currently defined PEs.

a. The Show PEswith drop-down list shows PEs by customer name, by site, or by device name.
b. The Find button allows a search for a specific PE or arefresh of the window.

c. The Rows per page drop-down list allows the page to be set to 5, 10, 20, 30, 40, or All.

In the Select column, choose the PE device name for the VPLS link.

Click Select.

The Edit VPLS Link window appears displaying the name of the selected N-PE/PE-AGG/U-PE in the
N-PE/PE-AGG/U-PE column

To choose the UNI interface, click on the toggle button in the Select One field of the UNI Interface
column.

The Interface Selection window appears. This window displays the available interfaces for the service
based on the configuration of the underlying interfaces, existing service requests that might be using the
interface, and the customer associated with the service request.

Choose the UNI interface by clicking the radio button next to the interface name.
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Step 13

Step 14
Step 15

Step 16

Step 17

Step 18
Step 19

N

Note  When you provision an ERMS service (and when you choose a UNI for a particular device),
Prime Provisioning determines if there are other services using the same UNI. If so, a warning
message is displayed. If you ignore the message and save the service request, all of the
underlying service requests lying on the same UNI are synchronized with the modified shared
attributes of the latest service request. In addition, the state of the existing service requestsis
changed to the Requested state.

If the PE role type is U-PE, click Select one circuit in the Circuit Selection column.

The Select NPC window appears. If only one NPC exists for the chosen PE and PE interface, that NPC
is automatically populated in the Circuit Selection column and you need not choose it explicitly.

~

Note If the PE role type is N-PE, the columns Circuit Selection and Circuit Details are disabled.

Choose the name of the NPC from the Select column.
Click OK.

Each time you choose a PE and its interface, the NPC that was precreated from this PE and interface is
automatically displayed under Circuit Selection. This means that you do not have to further specify the
PE to complete the link.

If you want to review the details of this NPC, click Circuit Detailsin the Circuit Details column.
The NPC Details window appears and lists the circuit details for this NPC.
The Circuit ID is created automatically, based on the VLAN data for the circuit.

To edit values that were set by the VPLS policy, that is, the values that were marked “editable” during
the VPLS policy creation, click the Edit link in the Link Attributes column for alink.

N
Note  For more information on setting attributes in this window, see the corresponding attributes for
the VPLS policy as described in Table E-5.

Continue to specify additional PEs, asin previous steps, if desired.
Click Save.

The service request is created and saved into Prime Provisioning.

For additional information on working with VPLS service requests, see the following sections:
« Using Templates and Data Files with a VPLS Service Request, page 3-51
» Saving the VPLS Service Request, page 3-52
« Modifying the VPLS Service Request, page 3-52.
- Deploying, Monitoring, and Auditing Service Requests, page 3-52

[l Cisco Prime Provisioning 7.2 User Guide



| Chapter3 Managing Ethernet Virtual Circuit (EVC) Services

Managing a VPLS Service Request

Using Templates and Data Files with a VPLS Service Request

The template mechanism in Prime Provisioning provides a way to add additional configuration
information to a device configuration generated by a service request. To use the template mechanism,
the policy on which the service request is based must have been set to enable templates. Optionally,
templates and data files to be used by the service request can be specified in the policy. During service
request creation, templates/data files can be added to a device configuration if the operator has the

appropriate RBAC permission to do so. See Chapter 11, “Managing Templates and Data Files’” for more
information about using templates and data files.
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Saving the VPLS Service Request

Step 1

Step 2

Step 3

To save a VPLS service request, perform the following steps.

When you are finished setting all the attributes for the attachment circuits, click Saveto finishthe VPLS
service request creation.

If the VPLS service request is successfully created, you will see alist of service request sin the Service
Request Manager window. The newly created VPLS service request is added with the state of
REQUESTED.

If, however, the VPLS service request creation failed for some reason (for example, avalue chosen is
out of bounds), you are warned with an error message.

In such a case, you should correct the error and save the service request again.

If you are ready to deploy the service request, see Deploying, Monitoring, and Auditing Service
Requests, page 3-52.

Modifying the VPLS Service Request

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Deploying,

To modify a VPLS service request, perform the following steps.

Choose Operate > Service Request M anager.

Check a check box for a service request.

Click Edit.

The Edit VPLS Link window appears.

Specify items in the window as necessary for your configuration.
To modify the link attributes, click Edit in the Link Attributes column as shown in the VPLS link editor.
The Edit VPLS window appears.

Edit the link attributes as desired.

Click OK.

The Edit VPLS Link window appears.

When you are finished editing the VPLS links, click Save.

Monitoring, and Auditing Service Requests

To apply EVC policies to network devices, you must deploy the service request. When you deploy a
service request, Prime Provisioning compares the device information in the Repository (the

Prime Provisioning database) with the current device configuration and generates a configlet.
Additionally, you can perform various monitoring and auditing tasks on service requests. Information
about common tasks that apply to all types of Prime Provisioning service requestsis provided in
Chapter 10, “Managing Service Requests.”
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This section covers specific issues related to managing service request tasks for EVC services.

Pre-Deployment Changes

Step 1
Step 2
Step 3

Step 4

Step 5

Step 6

You can change the Dynamic Component Properties Library (DCPL) parameter
actionTakenOnUNIVIanList before you deploy an EV C service request. Thiswill be necessary if the
trunk allowed vlan list is not present on the User Network Interface (UNI).

To make this change, perform the following steps.

Choose Administration > Hosts.
Choose the host that you want to change.
Click Config.

The Host Configuration window appears.

In the DCPL properties panel, choose Provisioning > Service > shared >
actionTakenOnUNIVlanList.

The Attribute details appear.
In the New Value drop-down list, choose one of the following:
« pruneto have Prime Provisioning create the minimum VLAN list. Thisis the default.

- abort to have Prime Provisioning stop the L2VPN or VPLS service regquest provisioning with the
error message: trunk allowed vlan list is absent on ERS UNI.

» nochange to have Prime Provisioning allow all VLANS.
Click Set Property.

Provisioning VPLS Autodiscovery on Devices using EVC Service

Requests

This section describes how enable the VPLS autodiscovery in Prime Provisioning. It contains the
following sections:

» Overview, page 3-54

» Limitations and Restrictions for VPLS Autodiscovery, page 3-54

» Preconfiguring PE Devices to Support VPLS Autodiscovery, page 3-55
« Enabling VPLS Autodiscovery in the EVC Workflow, page 3-55

« Sample Configlets, page 3-56
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Overview

Earlier implementations of VPLS in 10S and |OS XR required manual configuration of each VPLS PE
neighbor when devices were added or removed from the VPL S domain. VPL S auto discovery eliminates
the need to manually configure the VPL S neighbors. It discovers PEs within the same VPLS domain and
automatically detects when PEs are added or removed from the domain.

Figure 3-2 shows an example VPL Stopology that will be referenced in this section. Thethree PE devices
constitute the neighbors in the VPLS domain. As PEs are added or removed from the domain, VPLS
autodiscovery keeps the PE configurations updated.

Figure 3-2 VPLS Autodiscovery Topology Example
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To provision VPLS autodiscovery on PE devicesin the VPLS domain, you must perform two basic tasks:

» You must preconfigure some configlets on the devices before they are provisioned by
Prime Provisioning. You must do this manually or through the use of templates. See Preconfiguring
PE Devices to Support VPLS Autodiscovery, page 3-55.

» You must enable VVPL S autodiscovery within the EV C service request(s) used to provision the PE(S)
in the VPLS domain.

The rest of this section documents limitations and restrictions of VPL S autodiscovery, describes the
steps you must perform in the workflow to enable it, and provides sample configlets generated on 10S
and |OS XR devices.

Limitations and Restrictions for VPLS Autodiscovery

Keep in mind the following limitations and restrictions when using VPL S autodiscovery
Prime Provisioning.

» Touse VPLS autodiscovery, all PE devicesin the VPLS domain must be have VPL S autodiscovery
enabled. Mixed topologies (that is, some PEs configured with VPLS autodiscovery enabled and
some without) are not supported. The VPLS discovery mode should be enabled for all service
reguests under the same virtual forwarding interface (VFI).
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» Some preconfiguration on the PEs in the VPLS domain is required. See Preconfiguring PE Devices
to Support VPLS Autodiscovery, page 3-55.

» Split horizon should be enabled for when using VPLS autodiscovery.

» VPLS autodiscovery can only be configured in Prime Provisioning using EV C Ethernet service
requests for which the MPL S Core Connectivity Typeis set as VPLS. The feature is not supported
for other Prime Provisioning service requests and/or connectivity types.

» The same discovery mechanism must be used to build a pseudowire between two PE peers. It is not
valid for both auto discovered and manually configured pseudowires in the same VFI to go to the
same peer PE. For example, it is hot valid for PEL to be manually configured for PE2 and PE2 be
dynamically configured to discover PE1.

« Oncethe VPLSdiscovery modeis provisioned (as manual or autodiscovery) in the servicerequired,
it cannot be modified.

« VPLS autodiscovery is only supported for full-mesh topologies, not hub and spoke topologies like
hierarchical VPLS (H-VPLS).

» VPLS autodiscovery is not supported with inter-autonomous system configurations.

Preconfiguring PE Devices to Support VPLS Autodiscovery

The following configlets must be preconfigured on IOS and |OS XR devices before provisioning VPLS
autodiscovery on them. The configlets are required to set up MP-iBGP peering with other PEs and to
enable VPLS L2VPN community information exchange with other PEs in the same VPLS domain.

! Setup MP-iBGP peering with other PEs !
router bgp 100

no bgp default ipv4-unicast

bgp log-neighbor-changes

neighbor 193.193.20.3 remote-as 100

neighbor 193.193.20.3 update-source Loopback0
neighbor 193.193.20.5 remote-as 100

neighbor 193.193.20.5 update-source Loopback0

! Enable VPLS 12vpn community info exchange with other PEs in the same VPLS domain !
address-family 12vpn vpls

neighbor 193.193.20.3 activate

neighbor 193.193.20.3 send-community extended

neighbor 193.193.20.5 activate

neighbor 193.193.20.5 send-community extended

exit-address-family
|

Enabling VPLS Autodiscovery in the EVC Workflow

Step 1

To enable VPLS discovery in the EVC Ethernet workflow, perform the following steps.

In the EVC Ethernet policy or service request workflow, set the MPL S Core Connectivity Typeto
VPLS.

When the core connectivity is VPLS, the Discovery Mode attribute dynamically appearsin the Service
Request Details section of the EVC Service Request Editor window. This window describes the VPLS
connectivity between the attachment circuits. VPLS connectivity allows the creation of a multipoint
connection between two customer sites, using direct connect links or L2 access links.
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Step2  Choose the Discovery Mode type in the EVC Service Request Editor window.
The choices are:

» Manual— When the Manual option is selected, the vfi command will be configured as in legacy
with the manual option. Thisisthe same for both |OS and |OS XR devices. The signaling protocol
implemented is LDP.

« Auto Discovery— When the Auto Discovery option is selected, the vfi command will be configured
with the autodiscovery option, and the neighbor command is not required.

For examples of the resulting configlets generated by these choices, see Sample Configlets, page 3-56.
Step3  Savethe service request and deploy it on the device(s) in the VPLS domain.

Sample Configlets

This section provides sample configlets generated by Prime Provisioning for both |OS and 10S XR
devices for VPLS autodiscovery.

Sample Configlet for I0S Device

! Setup VPLS intstance, !
12 vfi customerl autodiscovery
vpn id 100

! Set attachment circuit interface in VLAN mode !
interface FastEthernet4d/1

description VPN for CE9-3640-ts22

switchport

switchport access vlan 100

switchport mode access

no cdp enable

! Bind VLAN100 (AC) to the customerl pseudowire !
interface V1anl00

no ip address

xconnect vfi customerl

Sample Configlet for 10S XR Device

12vpn
bridge group abc
bridge-domain east
vii viiname
vpn-id 678
autodiscovery bgp
rd auto
route-target 456:567

N

Note  For IOSXR devices, the Route Target value must be saved while creating the VPN.

Cisco Prime Provisioning 7.2 User Guide
[ 356 | |



| Chapter3 Managing Ethernet Virtual Circuit (EVC) Services

Policy and Service Request Attributes Reference Tables W

Policy and Service Request Attributes Reference Tables

This section provides reference information for attributes appearing in windowsin EV C Ethernet, EVC
ATM-Ethernet Interworking, EV C policies and service requests. To find attributes and descriptions refer
to the appropriate section for the service:

» EVC Ethernet Service Attributes, page 3-57
- EVC ATM-Ethernet Interworking Service Attributes, page 3-92
- Sample Configlets, page 3-122

EVC Ethernet Service Attributes

This section describes policy and service request attributes for EV C Ethernet services:
» EVC Ethernet Policy Attributes, page 3-57
« EVC Ethernet Service Request Attributes, page 3-74

EVC Ethernet Policy Attributes

- Service Options Window, page 3-57
- EVC Attributes Window, page 3-62
« Interface Attributes Window, page 3-68

N

Note  Some attributes are supported only on 10S or |0S XR platforms. Attributes apply to both platforms,
unless otherwise noted. All platform-specific attributes are visible in the policy workflow windows.
Later, when aservicerequest is created based on the policy (and specific devices are associated with the
servicerequest), platform-specific attributes arefiltered from service request windows, depending on the
device type (I0S or IOS XR).

Service Options Window
Table 3-2 describes the attributes in the Service Options window of the EVC Ethernet policy workflow.

Table 3-2 Service Options

Attribute Description

CE Directly Connected |Check the box if the CEs are directly connected to the N-PE. Usage notes:

o EVC « If the check box is checked, a service request created using this policy can have only directly

connected links. No Ethernet access nodes will be involved.

- If the check box is unchecked, a service request created using this policy might or might not
have Ethernet access nodes in the links.

« When a CE isdirectly connected to the N-PE, NPCs are not applicable to the link while
creating service requests.

« When a CE is not directly connected to the N-PE, NPCs are used during service request
creation, as per standard Prime Provisioning behavior. There is no change in NPC
implementation to support EVC functionality.
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Table 3-2 Service Options (continued)

Attribute

Description

All Links Terminate on
EVC

Check the box if links need to be configured with EV C features. Usage notes:

» If the check box is checked, a service request created using such policy will have all links
using the EV C feature.

 |If the check box is unchecked, zero or more links can use the EVC feature. This ensures that
existing platforms can still be used in one or more links while delivering the services. This
allows the possibility of alink with EV C support being added in the future.

« If the check box is unchecked, in the service request creation process the user must indicate
whether or not the created link is EVC or non-EVC.

« If nolinksare expected to use the EV C feature even in the future (for example, if the provider
is not planning to upgrade to the EV C infrastructure for the service that is being created),
existing Prime Provisioning policy types (L2VPN or VPLS) can be used instead of EVC.

All L2 Access Links
default to EVC UNI

Check the box to enable EV C syntax configuration on all access devices (U-PE and PE-AGG)
throughout the circuit. This shows up in service request as EV C-related attributes for all of these
devicetypes. If this attribute is not enabled in the service request, EV C service-related syntax will
only be available for N-PE devices.

MPLS Core
Connectivity Type

From the drop-down list, choose the MPL S core connectivity type. The core option supportsMPLS
only. Thereis no L2TPv3 support for this service. The choices are:

« PSEUDOWIRE—Choose this option to allow connectivity between two N-PEs across the
MPLS core. This option does not limit the service to point-to-point (E-Line). Thisis because
even with the PSEUDOWIRE option selected, there can still be multiple CEs connected to a
bridge domain on one or both sides of the pseudowire.

« LOCAL—Choose this option for local connect cases in which there is no connectivity
required across the MPLS core. Local connect supports the following scenarios:

— All interfaces on the N-PE are EV C-capable and using the EV C infrastructure. Thisis
configured by associating all of the customer traffic on these interfaces to a bridge
domain. This consumes aVLAN ID on the N-PE (egual to the bridge domain ID).

— Some interfaces on the N-PE are EV C-capable, while others are switch-port-based. In
such cases, all of the customer traffic on the interfaces that are configured with the EVC
infrastructure are associated to a bridge domain. The traffic on the non-EV C interfaces
(and all the access nodes/interfaces beyond this N-PE) are configured with the Service
Provider VLAN ID, where the Service Provider VLAN ID is the same as the bridge
domain ID for the EV C-based services.

— Only two interfaces on the N-PE are involved, and both are based on EV C-capable line
cards. In thefirst case, the operator might choose not to configure the bridge domain
option. Inthis case, the connect command that isused for thelocal connects are used, and
the global VLAN isconserved on the device. If the operator chooses to configure with the
bridge domain option, both interfaces are associated to a bridge domain ID, so that
additional local links can be added to the service in future. This consumesaVLAN ID
(bridge domain 1D) on the N-PE.
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Table 3-2 Service Options (continued)

Attribute Description

» VPL S—Choose this option to allow connectivity between multiple N-PEs across the MPLS
core.

— Thisincludes support for multi-segment pseudowire over an MPL S-TP enabled network.
Someor all of the LSPsinterconnecting the VPL S instances can be admitted onto existing
MPLS-TP tunnels (which may have been provisioned using Prime Provisioning). The
L SPs may be configured as multi-segment pseudowires, where each hop can be admitted
onto an MPLS-TP tunnel. Prime Provisioning will automatically route the multi-segment
pseudowire along the shortest path, taking into consideration any included and/or
excluded nodes and/or tunnels.

— The LSP/pseudowire labels may be statically allocated by Prime Provisioning. This
eliminatesthe need for adirected protocol to be runwithin the VPLSto do label exchange
and therefore further eliminates the need for |P connectivity between the endpointsin the
VPLS.

— The pool of MPLS labelsis shared across VPLS and MPLS-TP services (if they come
from the same MPL S static |abel range on the device). Otherwise Prime Provisioning uses
the separate tunnel and service label ranges that are configured on the device. Labels
already in use are discovered and removed from the label pool to ensure unique allocation
of MPLS labels.

Thereis no limit on the number of N-PEs across the MPL S core within a service request.
However, many service requests can refer to the same customer-associated VPN.

Configure With Bridge |Check the box to determine bridge domain characteristics. The behavior of the Configure With
Domain Bridge-Domain option works in tandem with the choice you selected in the MPL S Core
Connectivity Type option, as follows.

- PSEUDOWIRE asthe MPLS Core Connectivity Type. There are two cases:
A. With EVC:

— If Configure With Bridge Domain is checked, the policy configures pseudowires under
SVls associated to the bridge domain.

— If Configure With Bridge Domain is unchecked, the policy will configure pseudowires
directly under the service instance. This conserves the global VLAN.

B. Without EVC:

— If Configure With Bridge Domain is checked, the policy configures pseudowires asin
L2VPN services (with SVIs).

— If Configure With Bridge Domain is unchecked, the policy configures pseudowires
directly under subinterfaces.
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Table 3-2 Service Options (continued)

Attribute Description

Only pseudowires can be either configured directly under service instance of the
corresponding EV C-capable interface or under SV s associated to the bridge domain.

e LOCAL asthe MPLS Core Connectivity Type:

— If Configure With Bridge Domain is checked, the policy allows either point-to-point or
multipoint local connect services.

— If Configure With Bridge Domain is unchecked, Prime Provisioning allows only
point-to-point local connects without bridge domain.

- VPLS—Configure With Bridge Domain is checked by default and non-editable.
When the VPLS service option is selected, VPL S-specific service options appear.

— Check the Static VPL S (AutoPick MPL S Labels) check box to automatically allocate
static labels.
The static labels are allocated when the service request is saved.

— Check the Configure Pseudowire Segment(s) check box to allow the VPLS serviceto be
admitted onto MPLS-TP tunnels and “stitch” together tunnels to form a simulated
end-to-end path.

Allow Spoke nodes This attribute is used to enable H-VPLS on EVC VPLS services. It allows the selection of spoke
(leaf) nodes in the access of H-VPL S topology. If this check box is enabled, in the service request
workflow, the user will be able to set the N-PE as hub or spoke nodes alone. (A spoke node can
also be called a“leaf node,” which is connected to a hub node).

This attribute only appears if the MPLS Core Connectivity Typeisset as VPLS.

Allow Spoke with Spoke | This attribute can also be used to enable H-VPLS on EVC VPLS services. It allows the selection
nodes of interior nodes in the access of H-VPL S topology, which can again be connected with other | eaf
nodes. Enabling this check box will enable “Allow spokes nodes” (see previous attribute) by
default. Because of this, in the service request workflow, the user will be able to set the N-PE as a
hub or spoke with additional spoke nodes.

When you provision an H-VPLS service with the node as HUB, you can save the SR without
selecting an UNI. But when the H-VPL S node is a SPOKE or SPOKE WITH SPOKE you need to
select an interface.

This attribute only appears if the MPLS Core Connectivity Typeis set asVPLS.

E Tree Check the box to choose one of the E Tree role options. When you choose E Tree, the split horizon
attribute is hidden from the policy and SR level, and it is controlled internally using E Tree Role.

This attribute only appears if the MPLS Core Connectivity Typeisset as VPLS.

E Tree Role Choose an option. The choices are:

* Root - Allows communication with all the end points.

« Leaf - Allows communication only with the root nodes.

To change the E Tree role option while creating a Service Request, check the Editable box of this
attribute.
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Table 3-2 Service Options (continued)
Attribute Description
Split Horizon Check the box to enable split horizon with bridge domain. Usage notes:

« The Use Split Horizon attribute is disabled by default.

« The Use Split Horizon attribute can be used only when the Configure With Bridge Domain
check box is checked (enabled).

= When Split Horizon is enabled, the bridge domain command in the CLI will be generated
with split horizon. When it is disabled, the bridge domain command will be generated
without split horizon.

Static Pseudowire Choose a type. The choices are:
(Autopick MPLS

L abels) « All Dynamic—L abelswill be allocated dynamically during provisioning. No static labelswill

be added into the configlet.

« All Static—Labelswill be allocated statically during provisioning. Every segment in a
multi-segment pseudowire will have static labels assigned to it on per-segment basis.

» Defaults—Prime Provisioning will automatically determine whether or not to apply static
labels based on the core type of the segment. It will do this on a per segment basis. A
multi-segment pseudowire over LDP defaults to dynamic pseudowire. Multi-segment
pseudowire over MPLS-TP defaults to static pseudowire.

This attribute only supported for MPLS Core Connectivity Types of PSEUDOWIRE or VPLS.

Configure Pseudowire  |Check the box to enable ability to configure pseudowire classes on a per segment basis in the
Segment(s) service request based on this policy. Usage notes:

« The Configure Pseudowire Segment(s) attributeisonly applicablefor MPL S core connectivity
types of PSEUDOWIRE and VPLS. With a VPLS core type, the attribute shows up in the
Service Options window of the Policy Editor. With a PSEUDOWIRE core type, the attribute
shows up in the Interface Attributes window in the block of other pseudowire-related
attributes.

« The Configure Pseudowire Segment(s) attribute is used in conjunction with the Static
Pseudowire (Autopick MPLS Labels) attribute to configure the individual segments within a
multi-segment pseudowire to be either dynamic or static. This allows you to override the
default behavior of Prime Provisioning.

« A segment can be a TP tunnel, a TE tunnel, or an LDP (dynamic) core.

« The configuration is done subsequently in the service request based on the policy. When
setting up the linksin the service request, you can independently assign Pseudowire classes to
ends of the segments of multi-segment pseudowires. For information on attaching pseudowire
classes to links see Configuring Multi-segment Pseudowires, page 3-27.

« The Configure Pseudowire Segment(s) attribute is not currently supported in EVC
ATM-Ethernet Interworking policies and service requests.
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Table 3-2 Service Options (continued)

Attribute

Description

UNI Multiplexing

This attribute helpsin creating EPL and EVPL policy. Usage notes;
» To create an EVPL policy, check the UNI Multiplexing check box.

N,

Note By default, the check box is always checked

- To create an EPL policy, uncheck the UNI Multiplexing check box.

When you create an SR using EPL policy with an interface, then that interface is not available for
further provisioning of any EPL or EVPL services. When you create an SR using EVPL policy
with an interface, then that interface will be available for provisioning EVPL services but not for
EPL services.

Reserved Bandwidth

Pseudowire bandwidth for EV C services can be managed by specifying this attribute value. Prime
Provisioning compares the reserved bandwidth value with the bandwidth unallocated on the
MPLS-TPtunnel. If thisvalue is more than the tunnel bandwidth, provisioning throws an error and
moves the SR to invalid state.

This attribute only appears if the MPLS Core Connectivity Typeis set as PSEUDOWIRE.

Configure Pseudowire
Headend

When this check box is checked the interface acts as a pseudowire-ether interface and the special
attributes related to pseudowire headend appears during the SR creation. When this check box is
unchecked the interface of pseudowire-ether acts asanormal gigabit interface where sub interfaces
can be configured.

This attribute only appears if the MPLS Core Connectivity Typeis set as PSEUDOWIRE.

EVC Attributes Window

Table 3-3 describes the attributes available in the EV C Attributes window of EV C Ethernet policy
workflow.

EV C attributes are organized under the following categories..

Service Attributes. The EVC service attributes are the same no matter which MPLS Core
Connectivity Type has been selected.

VLAN Match Criteria. Prior to the introduction of the EV C capability, service providers could
either deploy service-multiplexed services (ERS/ERMS or EVPL/EVCS) or service-bundled
services on a single port. Both could not be supported simultaneously due to the limitations in the
infrastructure, which only allowed matching the outer-most VLAN tag.

One of the key benefits of EV C support in Prime Provisioning is to provide a flexible means to
examinethe VLAN tags (up to two levels) of theincoming frames and associate them to appropriate
Ethernet Flow Points (EFPs). This allows service providers to deploy simultaneously both the
service-multiplexed and service-bundled services on a single port.

VLAN Rewrite Criteria. Together with VLAN matching criteria, VLAN rewrite makes the EVC
infrastructure very powerful and flexible. The following VLAN rewrite options are supported:

— Pop one or two tags.
— Push one or two tags.
— Trangdlation (1:1, 2:1, 1:2, 2:2).

Be aware of the following considerations when setting the VLAN rewrite criteria attributes:
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— Only one kind of rewrite can be done on every CE-facing EVC link.

— AIll VLAN rewrites are done using the symmetric keyword on the ingress traffic (for example,
rewriteingresstag pop 2 symmetric).

— For any serviceinstance, only onetype of rewrite option (pop, push, or translate) is allowed per
instance. For example, if pop out isenabled, push inner, push outer, translateinner, and translate
outer are not available.

Table 3-3 EVC Attributes

Attribute Description
Service Attributes

AutoPick Service Instance ID Check the box to specify that the service instance ID will be autogenerated and allocated
to thelink during service request creation. If the check box is unchecked, while setting the
Prime Provisioning link attributes during service request creation, Prime Provisioning will
prompt the operator to specify the service instance ID. Usage notes:

- Theserviceinstance ID represents an Ethernet Flow Point (EFP) on an interfacein the
EV Cinfrastructure. The serviceinstance ID islocally significant to the interface. This
ID hasto be unique only at theinterface level. The ID must be a value from 1 to 8000.

- Thereare no resource poolsavailablein Prime Provisioning from which to allocate the
service instance IDs.

« Itisthe responsibility of the operator creating the service request to maintain the
uniqueness of the ID at the interface level.

AutoPick ServicelnstanceName |Check the box to have Prime Provisioning autogenerate a service instance name when you
create a service request based on the policy. The autogenerated value is in the following
pattern: Customer Name_ServiceRequestJoblD. If the check box is unchecked, then you
can enter a value during service request creation.

Enable PseudoWire Redundancy |Check the box to enable pseudowire redundancy (alternative termination device) under
certain conditions. Usage notes:

- Enable Pseudo Wire Redundancy is only available if the MPLS Core Connectivity
Typewas set as PSEUDOWIRE in the Service Optionswindow (see Defining the EVC
Ethernet Policy, page 3-20).

- Enabling this feature allows the user to do the following:
— Configure two pseudowires between two direct links, or:

— Add abackup peer such that pseudowires are configured between A—Z and A-Z'.
Inthiscase, theterminating links A, Z, and Z' must all be directly connected links.
L2 access links are not supported as backup peers.

» See Setting Up Pseudowire Redundancy and a Backup Peers, page 3-29, for more
information on using this feature in service requests.

- See Appendix B, “Terminating an Access Ring on Two N-PES’ and, specifically, the
section Using N-PE Redundancy in FlexUNI/EV C Service Requests, page B-3, for
notes on how this option can be used.
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Table 3-3 EVC Attributes (continued)

Attribute

Description

Enable Trunk EFP

Check the box to provide flexibility to make many Layer 2 flow pointswithin oneinterface.
This attribute appears only when the EV C check box is checked in Direct Connect Links
section. Trunk EFP supports only ASR920, ASR902 and ASR903 | OS device.Usage notes.

« If the check box is checked, user will get “service instance trunk <id> ethernet”
command.

 |If the check box is checked, the Match Inner and Outer Tags are disabled.

» |If the check box is checked, Autopick Outer VLAN and single value Outer VLAN are
not allowed.

» |If the check box is checked, Outer VLAN ID only with ranges is allowed.

AutoPick VC ID

Check the box to have Prime Provisioning autopick the VC ID during service request
creation. If this check box is unchecked, the operator will be prompted to specify aVC ID
during service request creation. Usage notes:

« Thisattribute is available only if MPLS Core Connectivity of Type was set as
PSEUDOWIRE or VPLS in the Service Options window (see Defining the EVC
Ethernet Policy, page 3-20).

» When AutoPick VC ID is checked, Prime Provisioning allocatesaVC ID for
pseudowires from the Prime Provisioning-managed V C ID resource pool.

» |f MPLS Core Connectivity of Typeis VPLS, Prime Provisioning allocatesthe VPLS
VPN ID from the Prime Provisioning-managed VC ID resource pool.

AutoPick VFI Name

Check the box to have Prime Provisioning autopick the virtual forwarding instance (VFI)
name during service request creation. If this check box is unchecked, the operator will be
prompted to specify a VFI name during service request creation.

The AutoPick VFI Name attribute is only applicable if the MPLS Core Connectivity Type
is set as VPLS. For other core types (PSEUDOWIRE and LOCAL), this attribute will not
be displayed.

AutoPick BridgeDomain/VLAN
ID

Check the box to have Prime Provisioning autopick the VLAN ID for the service request
during service request creation. If this check box is unchecked, the operator will be
prompted to specify a VLAN ID during service request creation. Usage notes:

» AutoPick Bridge Domain/VLAN ID consumes a global VLAN ID on the device.

» The bridge domain/VLAN ID is picked from the existing Prime Provisioning VLAN
pool. Oncethe VLAN ID isassigned in the service request, Prime Provisioning makes
the VLAN ID unavailable for subsequent service requests.

» Inthe case of manual VLAN ID allocation, Prime Provisioning does not manage the
VLAN ID if the ID lies outside the range of an Prime Provisioning-managed VLAN
pool. In this case, the operator must ensure the uniqueness of the ID in the Ethernet
access domain. If an operator specifiesa VLAN ID that is within the range of an
Prime Provisioning-managed VLAN pool and the VLAN ID is already in usein the
access domain, Prime Provisioning displays an error message indicating that the
VLAN ID isin use.

For additional information on Access VLAN IDs, see Note on Access VLAN IDs,
page 3-67.
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Table 3-3 EVC Attributes (continued)

Attribute

Description

AutoPick Bridge Group Name

Check the box to have Prime Provisioning autopick the group name for the service request
during service request creation. If this check box is unchecked, the operator will be
prompted to specify a group name during service request creation. If the check box is
checked, the group name will default to the customer name. This attribute is applicable
only for supported |OS XR devices.

AutoPick Bridge Domain Name

Check the check box to have Prime Provisioning autopick the domain name for the service
request during service request creation. Usage notes:

 |f thischeck box isunchecked, the operator will be prompted to specify adomain name
during service request creation.

» |If the check box is checked, the domain name will default to the following format:

— For pseudowire and local connect core types: 1SC-Job-Job_ID, where Job_ID is
the service request job ID.

— For VPLS coretype: ISC-VPN_Name-VPN_ID, where VPN_Name is the name of
the VPLS VPN being used, and VPN_ID isthe VPN ID used in the service request.

« Thisattribute is applicable only for supported 10S XR devices.

VLAN Matching Criteria Attributes

Match

Choose an encapsulation type from the drop-down list. The choices are:
- DOT1Q
- DEFAULT
« UNTAGGED
« PRIORITY TAGGED
- DOT1AD

Selecting Default as the match criteria disables the Outer VLAN ID and Outer VLAN
Ranges fields on the page. If Default is the CE encapsulation type, Prime Provisioning
shows another field for the UNI port type.

Match Inner and Outer Tags

Check the box to enable service requests created with the policy to match both the inner
and outer VLAN tags of the incoming frames. If you do not check this check box, service
requests created with the policy will match only the outer VLAN tag of the incoming
frames. Checking the Match Inner and Outer attribute causes the Inner VLAN Ranges
attribute (covered in the next steps) to appear in the EV C Attribute window.

Inner VLAN Ranges

Check the box to enable the range of inner VLAN tags to be specified during service
request creation. If the check box is unchecked, the range of inner VLAN tags are not
alowed. In this case, the operator must specify discrete VLAN IDs during service request
creation.

Outer VLAN Ranges

Check the box to enable the range of outer VLAN tags to be specified during service
request creation. If the check box is unchecked, the range of outer VLAN tags are not
allowed. In this case, the operator must specify discrete VLAN IDs during service request
creation.
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Table 3-3 EVC Attributes (continued)
Attribute Description
AutoPick Outer VLAN Check the box to have Prime Provisioning autopick the outer VLAN ID from a previously

created outer VLAN ID resource pool during service request creation. If this check box is
unchecked,the operator will be prompted to specify an outer VLAN ID during service
request creation. Usage notes:

» Use of the AutoPick Outer VLAN attribute requires that two elements have already
been set up in Prime Provisioning. Oneis an Interface Access Domain, whichisa
logical element that groups the physical ports of an N-PE device. The other isan EVC
Outer VLAN resource pool, which is used by the Interface Access Domain. For
instructions on how to set up these elements, see the sections Setting Up Resources,
page 2-39, and Resource Pools, page 2-43.

» AutoPick Outer VLAN can be used for interfaces that support EVC functionality.
« AutoPick Outer VLAN consumes a VLAN ID on the interface that supports EVC.

» The bridge domain VLAN ID is picked from the existing Prime Provisioning VLAN
pool.

AutoPick Inner VLAN

Check the box to have Prime Provisioning autopick the Inner VLAN ID from a previously
created inner VLAN ID resource pool during service request creation. If this check box is
unchecked, the operator will be prompted to specify an Inner VLAN ID during service
request creation. Usage notes:

» Use of the AutoPick Inner VLAN attribute requires that two elements have already
been set up in Prime Provisioning. Oneis an Interface Access Domain, whichisa
logical element that groups the physical ports of an N-PE device. The other isan EVC
Inner VLAN resource pool, which is used by the Interface Access Domain. For
instructions on how to set up these elements, see the sections Setting Up Resources,
page 2-39, and Resource Pools, page 2-43.

» AutoPick Inner VLAN can be used for interfaces that support EV C functionality.
» AutoPick Inner VLAN consumes a VLAN ID on the interface that supports EVC.

« The bridge domain VLAN ID is picked from the existing Prime Provisioning VLAN
pool.

N

Note  The Match Inner and Outer Tags check box should be enabled in the policy to
make use of AutoPick Inner VLAN feature during service request creation.

VLAN Rewriter Criteria Attributes

Pop Outer

Check the box to pop the outer VLAN ID tag of the incoming framesthat fulfill the match

criteria. If this check box is unchecked, the outer tag of the incoming traffic is not popped.

Pop Inner

Check the check box to pop theinner VLAN ID tag of theincoming frames that fulfill the
match-criteria. If thischeck box isunchecked, theinner tag is not popped. Note that, if Pop
Inner is checked, Pop Outer is automatically checked.

[l Cisco Prime Provisioning 7.2 User Guide



| Chapter3 Managing Ethernet Virtual Circuit (EVC) Services

Table 3-3

Policy and Service Request Attributes Reference Tables W

EVC Attributes (continued)

Attribute

Description

Push Outer

Check the box to impose an outer VLAN ID tag onto the incoming frames that fulfill the
match criteria. If this check box is unchecked, no outer tag is imposed on the incoming
frames. Usage notes:

» If Push Outer ischecked, all service requests created with the policy push adotlq outer
tag on theincoming frames matching the match criteria. When creating the link during
service creation, the operator can specify an outer tag with a value from 1 to 4096.

» Thisattribute is available regardless of the number of tags used in the match criteria.
Whether the incoming traffic is double tagged or single tagged, if Push Outer is
enabled, all corresponding service requests push an outer tag. All subsequent nodes
consider only the outer-most two tags (if EV C-capable) or just one tag (not
EV C-capable) and treat the inner-most tags transparently as payload.

e ThisVLAN ID isnot derived from Prime Provisioning-managed VLAN ID pools.

Push Inner

Check the box to impose an inner VLAN ID tag onto the incoming frames that fulfill the
match criteria. This operation pushes both an inner and an outer tag onto the incoming
packet, not just an inner tag. If this check box is unchecked, no inner tag isimposed on the
incoming frames. Usage notes:

- If Push Inner ischecked, all service requests created with the policy push adot1qinner
tag on theincoming frames matching the match criteria. When creating the link during
service creation, the operator can specify an inner tag with a value from 1 to 4096.

e If Push Inner is checked, Push Outer is automatically checked.

» Thisattribute is available regardless of the number of tags used in the match criteria.
Regardless of whether the incoming traffic is double tagged or single tagged, if Push
Inner is enabled, all corresponding service requests push an inner tag. All subsequent
nodes consider only the outer-most two tags (if EV C-capable) or just one tag (not
EV C-capable) and treat the inner-most tags transparently as payload.

e ThisVLAN ID isnot derived from Prime Provisioning-managed VLAN ID pools.

Translate Outer

Check the box to allow the operator to specify atarget outer VLAN ID during service
request creation. The outer tag of all theincoming framesthat fulfill the match criteriaare
translated to this ID. If the check box is unchecked, no outer tag translation is performed.
See Table 3-4.

Translate Inner

Check the box to allow the operator to specify atarget inner VLAN ID during service
request creation. Theinner tag of all theincoming framesthat fulfill the match criteriaare
translated to thisID. If the check box is unchecked, no inner tag translation is performed.
See Table 3-4.

Note on Access VLAN IDs

An access VLAN ID is of local significance to the EV C-capable ports. It should not be confused with
the global VLANS. This can be visualized as a partitioning of the Ethernet access network beyond the
EV C ports into several subEthernet access domains (one each for an EV C-capable port).

However, all the service interfaces on the Ethernet access nodes beyond the EV C ports will have this
very sameVLAN ID for alink. ThisID must be manually specified by the operator when setting the link
attributes during service request creation. The operator must ensure the uniqueness of the ID across the
EV C-demarcated Ethernet access domain.
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Note

These VLAN IDs are not managed by Prime Provisioning by means of locally-significant VLAN pools.
But onceaVLAN ID isassigned for alink in the service request, Prime Provisioning makes the VLAN
unavailable for subsequent service requests within the Ethernet access domain demarcated by the EVC.
Likewise, if a manually-specified VLAN is already in use in the access domain delimited by the EVC,
Prime Provisioning will display an error message indicating that the new VLAN ID being specified is
already in use on the NPC. The operator will be prompted to specify a different VLAN 1D, which will
be provisioned on the L2 access nodes.

Table 3-4 VLAN Translation Summary Table

Match Match Translate Translate |Push
Type |Outer Tag Inner Tag Outer Tag Inner Tag |Outer Tag
11 True N/A Yes No N/A
1:2 True N/A N/A N/A Yes
2:1 True True Yes No N/A
2:2 True True Yes Yes N/A

Table 3-4 summarizestherealization of different VLAN translationsavailablein the EV C infrastructure.
The second and third columns (Match Outer Tag and Match Inner Tag) refer to policy settings. The last
two columns (Translate Outer Tag and Translate Inner Tag) indicate the VLAN translation that occurs
on the incoming frames.

Interface Attributes Window

Note

Table 3-5 describes the attributes available in the EVC Attributes window of EV C Ethernet policy
workflow. The attributes you can configure in this window are grouped under the following categories:

« UNI Information

- VLAN

- Pseudowire

- ACL

e Security

- UNI Storm Control
» Protocol

In some cases, checking an attribute causes additional attributes to appear in the GUI.

If the CE isdirectly connected to an N-PE, only speed, duplex, UNI shutdown, and other generic options
are presented. In this case, port security, storm control, L2 protocol tunneling, and other advanced
features are not supported due to the current platform limitations. If these features are needed for a
service, the service provider must deploy Layer 2 Ethernet access nodes beyond the EV C to support
these requirements.
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Note  Attributes available in the Interface Attributes window dynamically change based on the choice made
for the MPLS Core Connectivity Type (PSEUDOWIRE, LOCAL, or VPLS) in the Service Options
window (see Defining the EV C Ethernet Policy, page 3-20). For completeness, all attributes available
for the different core types are listed in the table. Attributes apply to all core types, unless otherwise

noted.

Table 3-5 Interface Attributes

Attribute Description

Standard UNI Port Check the box to enable port security. Thisisthe default. When you uncheck the check box, the
port is treated as an uplink with no security features, and the window dynamically changes to
eliminate items related to port security.

UNI Shutdown Check the box if you want to leave the UNI port shut during service activation, for example,
when the service provider wants to deploy a service in the network but wantsto activate it at a
later time.

Keep Alive Check the box to configure keepalives on the UNI port. By default, this check box isunchecked,
which causes the command no keepalive to be provisioned on the UNI port. This prevents a
CPE from sending keepalive packets to the U-PE, for security purposes. This attribute is
editable, in order to support modification on a per-service request basis.

Link Media (optional) Enter None, auto-select, rj45, or sfp.

Link Speed (optional) Enter None, 10, 100, 1000, Auto, or nonegotiate.

Link Duplex (optional) Enter None, Full, Half, or Auto.

Encapsulation Choose atype. The choices are:

- DOT1QTRUNK—Configuresthe UNI as atrunk with 802.1q encapsulation. If the UNI
belongs to a directly connected and EV C link, this setting signifies that the incoming
frames are 802.1q encapsulated and that they match the VLAN ID configured for the link.
This specific topology does not involve atrunk UNI as such.

- DOT1QTUNNEL—Configuresthe UNI asan 802.1qtunnel (also known asadot1q tunnel
or Q-in-Q) port.

« ACCESS—Configuresthe UNI as an access port.

VLAN Translation Specify the type for this policy by clicking the appropriate radio button. The choices are:

« No—No VLAN translation is performed. (This is the default.)

» 1:1—1:1 VLAN translation. Translates an incoming customer VLAN to another.

e 2:1—2:1 VLAN translation. Converts both inner and outer VLANs to asingle VLAN.

e 1:2—1:2 VLAN translation. Pushes one more provider VLAN.

e 2:2—2:2VLAN translation. Translates both inner and outer VLANS to two other VLANS.

For more details on how VLAN translation is supported in EVC Ethernet services, see the
coverage of the VLAN Tranglation attribute in Managing an EV C Ethernet Service Request,
page 3-22.
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Table 3-5 Interface Attributes (continued)

Attribute

Description

Use Pseudowire Interface

Check the Use Pseudowire I nterface check box to define pseudowire interface details and to
create cross connection between the service instance to the pseudowire interface.

This feature is applicable only for the ASR920, ASR 902 and A SR 903 devices. Also, ensure
that in the Policy Editor window, in the Service Options area Configure With Bridge Domain
check box is not selected because you cannot use both the Use Pseudowire I nterface and
Configure With Bridge Domain Services at atime.

Use PseudoWireClass

Check the box to enable the selection of a pseudowire class. Usage notes:

» The pseudowire class hame is used for provisioning pw-class commands on |OS and
I0S XR devices. See Creating and Modifying Pseudowire Classes, page 3-15 for
additional information on pseudowire class support.

- If UsePseudoWireClassischecked, an additional attribute, PseudoWireClass, appearsin
the GUI. Click the Select button of PseudoWireClass attribute to choose a pseudowire class
previously created in Prime Provisioning.

» The Use PseudoWireClass attribute is only available if the MPLS core connectivity type
was set as PSEUDOWIRE in the Service Options window (see Defining the EV C Ethernet
Policy, page 3-20).

E-Line Name

Specify the point-to-point (p2p) E-line name. Usage notes:

« |If novalueis specified for the E-Line Name in either the policy or the service request
based on the policy, Prime Provisioning autogenerates a default name as follows:

— For PSEUDOWIRE core connectivity type, the format is:
DeviceName--VC_ID
— For LOCAL core connectivity type, the format is:
DeviceName--0--VLAN_ID
If the default name is more than 32 characters, the device names are truncated.

» The E-Line Name attribute is not available if the MPLS core connectivity type was set as
VPLS in the Service Options window (see Defining the EV C Ethernet Policy, page 3-20).

» E-Line Nameisonly applicable for IOS XR devices.
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Table 3-5 Interface Attributes (continued)

Attribute Description

Configure Pseudowire Check the box to enable ability to configure pseudowire classes on a per segment basis in the
Segments(s) service request based on this policy. Usage notes:

» The Configure Pseudowire Segment(s) attribute is only applicable for MPLS core
connectivity types of PSEUDOWIRE and VPLS. With a VPLS core type, the attribute
shows up in the Service Options window of the Policy Editor. With a PSEUDOWIRE core
type, the attribute shows up in the Interface Attributes window in the block of other
pseudowire-related attributes.

» The Configure Pseudowire Segment(s) attribute is used in conjunction with the Static
Pseudowire (Autopick MPLS Labels) attribute to configure theindividual segmentswithin
amulti-segment pseudowire to be either dynamic or static. Thisallows you to override the
default behavior of Prime Provisioning.

» A segment can be a TP tunnel, a TE tunnel, or an LDP (dynamic) core.

» The configuration is done subsequently in the service request based on the policy. When
setting up thelinksin the service request, you can independently assign Pseudowire classes
to ends of the segments of multi-segment pseudowires. For information on attaching
pseudowire classes to links see Configuring Multi-segment Pseudowires, page 3-27.

» The Configure Pseudowire Segment(s) attribute is not currently supported in EVC
ATM-Ethernet Interworking policies and service requests.
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Table 3-5 Interface Attributes (continued)

Attribute

Description

N-PE Pseudo-wire on SVI

Check the box to have Prime Provisioning generate forwarding commands under SVIs (switch
virtual interfaces). By default, this check box is not checked. In this case, Prime Provisioning
generates forwarding commands under the service instance.

For an EVC link, the attribute N-PE Pseudo-wire on SV is dependent on the value of the
attribute Configure with Bridge Domain (this is available in the policy workflow in the EVC
Policy Editor - Service Options window). N-PE Pseudo-wire on SVI, if enabled, will be
reflected only when Configure with Bridge Domain is set to true. Otherwise, the service request
will not be created with xconnect under SV1, even if N-PE Pseudo-wire on SV1 is enabled.

Usage notes:

- Prime Provisioning supports a hybrid configuration for EV C service requests. In a hybrid
configuration, the forwarding commands (such as xconnect) for one side of an attachment
circuit can be configured under a service instance, and the xconnect configuration for the
other side of the attachment circuit can be configured under a switch virtual interface
(svl).

» For examples of these cases, see configlet examples EV C (Pseudowire Core Connectivity,
Bridge Domain, Pseudowire on SV 1), page 3-166 and EV C (Pseudowire Core
Connectivity, no Bridge Domain, no Pseudowire on SV1), page 3-167.

» N-PE Pseudo-wireon SV isapplicable for all connectivity types (PSEUDOWIRE, VPLS,

and LOCAL), but ahybrid SVI configuration is possible only for pseudowire connectivity.

« When MPLS Core Connectivity Typeis set as VPLS, the N-PE Pseudo-wire on SVI
attribute is always enabled in the policy and service request.

 When MPLS Core Connectivity Typeis set as LOCAL connectivity type, the N-PE
Pseudo-wire on SV1 attribute is always disabled in the policy and service request.

» The N-PE Pseudo-wire on SV1 attribute is not supported for 10S XR devices. Only
subinterfaces are supported on A SR 9000 devices; serviceinstanceis not supported. All the
xconnect commands are configured on L2 subinterfaces.

- Table 3-6 shows various use cases for hybrid configuration for EV C service requests.

Use Existing ACL Name

Check the box if you want to assign your own named access list to the port. By default, this
check box is not checked and Prime Provisioning automatically assigns aMAC-based ACL on
the customer facing UNI port, based on values you enter in UNI M AC addresses (below).

Port-Based ACL Name

Enter a Port-Based ACL Name (if you checked the Use Existing ACL Name check box).

Prime Provisioning does not create this ACL automatically. The ACL must already exist on the
device, or be added as part of atemplate, before the service request is deployed. Otherwise,
deployment will fail.

UNI MAC addresses

Enter one or more Ethernet MAC addresses. This selection is present only if you uncheck the
Use Existing ACL Name check box. Click the Edit button to bring up a pop-up window in
which you enter MAC addresses to be allowed or denied on the port. You can also specify a
range of addresses by setting a base MAC address and a filtered MAC address.
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Table 3-5 Interface Attributes (continued)

Attribute

Description

UNI Port Security

Check the box if you to want to provision port security-related CLIs to the UNI port by
controlling the MAC addresses that are allowed to go through the interface.

» For Maximum Number of MAC address, enter the number of MAC addresses allowed for
port security.

» For Aging, enter the length of time the MAC address can stay on the port security table.

- For Violation Action, choose what action will occur when a port security violation is
detected:

— PROTECT—Drops packets with unknown source addresses until a sufficient number
of secure MAC addresses are removed to drop below the maximum value.

- RESTRICT—Drops packets with unknown source addresses until a sufficient number
of secure MAC addresses are removed to drop below the maximum value and causes
the Security Violation counter to increment.

— SHUTDOWN—Putsthe interfaceinto the error-disabled state immediately and sends
an SNMP trap notification.

» Inthe Secure MAC Addressesfield, enter one or more Ethernet MAC addresses.

Enable Storm Control

Check the box to help prevent the UNI port from being disrupted by a broadcast, multicast, or
unicast storm. Enter athreshold value for each type of traffic. The value, which can be specified
to two significant digits, represents the percentage of the total available bandwidth of the port.
If the threshold of a traffic type is reached, further traffic of that type is suppressed until the
incoming traffic falls below the threshold level.

Protocol Tunnelling

Check the box if you want to define the Layer 2 Bridge Protocol Data Unit (BPDU) frames that
can be tunneled over the core to the other end. For each protocol that you choose, enter the
shutdown threshold and drop threshold for that protocol:

- Enable cdp—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

« cdp shutdown threshold—Enter the number of packets per second to be received before
the interface is shut down.

» cdp drop threshold—Enter the number of packets per second to be received at which point
the interface will start dropping CDP packets.

- Enablevtp—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

» vtp shutdown threshold—Enter the number of packets per second to be received before
the interface is shut down.

» vtp drop threshold—Enter the number of packets per second to be received at which point
the interface will start dropping VTP packets.

- Enable stp—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

« stp shutdown threshold—Enter the number of packets per second to be received before
the interface is shut down.

» stp drop threshold—Enter the number of packets per second to be received at which point
the interface will start dropping STP packets.

» Recovery | nterval—Enter the amount of time, in seconds, to wait before recovering aUNI
port.
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Table 3-5 Interface Attributes (continued)
Attribute Description
MTU Size Enter the MTU Size in bytes. The maximum transmission unit (MTU) sizeis configurable and

optional. The default size is 9216, and the range is 1500 to 9216. Prime Provisioning does not
perform an integrity check for this customized value. If a service request goes to the Failed
Deploy state becausethissizeisnot accepted, you must adjust the size until the Service Request
is deployed. In Cisco Prime Fulfillment 1.0, different platforms support different ranges.

» For the 3750 and 3550 platforms, the MTU range is 1500 to 1546.

» For the Cisco 7600 Ethernet port, the MTU size is always 9216. Even with the same
platform and same | OS release, different line cards support the MTU differently. For
example, older line cards only take an MTU size of 9216 and newer cards support 1500 to
9216. However, Prime Provisioning uses 9216 in both cases.

» For the Cisco 7600 SVI (interface VLAN), the MTU size is 1500 to 9216.

MTU attribute support has been extended to Direct Access Links attribute section for VPLS

Core Connectivity for EVC VPLS services. Earlier this attribute was available only in Links
with L2 Access Nodes section. This attribute is applicable for both 10S and IOS-XR devices
and MTU size range varies for both the devices.

» For the 10S devices, the MTU range is 64-9216.
» For the IOS-XR devices, the MTU range is 46-65535.

Table 3-6 Use Cases for Hybrid Configuration for EVC Service Requests
N-PE

Use Bridge Pseudowire

Domain EVC on SVI CLIs Generated

True True True « xconnect under VLAN interface.

« Service instance under main interface.

True True False « xconnect under service instance.

« Service instance under main interface.

False True N/A e Xconnect under service instance.

« Service instance under main interface.

True False True xconnect under VLAN interface.
True False False xconnect under subinterface.
False False False xconnect under subinterface.

EVC Ethernet Service Request Attributes
This section provides information about attributes available in the EV C Ethernet service request
workflow:
- Table 3-7, “Pseudowire Core Connectivity Attributes,” on page 75
- Table 3-8, “VPLS Core Connectivity Attributes,” on page 77
» Table 3-9, “Local Core Connectivity Attributes,” on page 80
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Table 3-10, “ Service Instance Details Attributes,” on page 81
Table 3-11, “Standard UNI Attributes,” on page 87

Table 3-7 Pseudowire Core Connectivity Attributes

Attribute Description

Job ID, SR ID Thesefields are read-only. When the service request is being created for the first time, the fields
display avalue of NEW. When an existing service request is being modified, the values of the
fields indicate the respective IDs that the Prime Provisioning database holds within the editing
flow of the service request.

Policy Thisfield isread-only. It displays the name of the policy on which the service request is based.
Clicking on the read-only policy name displays alist of all the attribute values set within the
policy.

Select VPN Click to choose a VPN for use with this service request. The Select VPN window appears with

the VPNs defined in the system.

The same VPN can be used by service requests with LOCAL and PSEUDOWIRE core types.
If aVPN for aservice request is used with VPLS core type, the same VPN cannot be used for
service requests with LOCAL or PSEUDOWIRE core type.

1. Choose a VPN Namein the Select column.

You may also use the New VPN Details section of the window to create a new VPN
“on the fly.” This window provides a subset of the usual VPN creation features. Use
the supplied fields to name the new VPN. select/create the customer, and so on. For
more information about creating VPNSs, see Setting Up Logical Inventory, page 2-55.

2. Click Select.
The EVC Service Request Editor window appears with the VPN name displayed.

AutoPick VC ID

Check the box if you want Prime Provisioning to choose aVC ID. If you do not check this
check box, you will be prompted to provide the ID in the VC ID field, as covered in the next
step. When AutoPick VC ID is checked, Prime Provisioning allocatesaVVC ID for pseudowires
from the Prime Provisioning-managed VC ID resource pool. In this case, the text field for the
VC ID option is non-editable.

VCID

If AutoPick VC ID was unchecked, enter aVC ID inthe VC ID field. Usage notes:
» TheVC ID value must be an integer value corresponding toaVC ID.

« WhenaVCID ismanually allocated, Prime Provisioning verifiesthe VC ID to seeif itlies
within Prime Provisioning’s VC ID pool. If the VC ID isin the pool but not allocated, the
VC D is allocated to the service request. If the VC ID isin the pool and is already in use,
Prime Provisioning prompts you to allocate adifferent VC ID. If the VC ID lies outside of
the Prime Provisioning VC ID pool, Prime Provisioning does not perform any verification
about whether or not the VC ID allocated. The operator must ensurethe VC ID isavailable.

- TheVC ID can be entered only while creating a service. If you are editing the service
request, the VC ID field is not editable.
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Table 3-7 Pseudowire Core Connectivity Attributes (continued)

Attribute Description

Enable PseudoWire Check the box to enable pseudowire redundancy (alternative termination device) under certain
Redundancy conditions. Usage notes.

» Enable Pseudo Wire Redundancy is only available if the MPLS Core Connectivity Type
was set as PSEUDOWIRE in the Service Options window (see Defining the EV C Ethernet
Policy, page 3-20).

» Enabling this feature allows the user to do the following:
— Configure two pseudowires between two direct links, or:

— Add a backup peer such that pseudowires are configured between A—Z and A—Z'. In
this case, the terminating links A, Z, and Z' must all be directly connected links. L2
access links are not supported as backup peers.

» See Setting Up Pseudowire Redundancy and a Backup Peers, page 3-29, for more
information on using this feature in service requests.

» See Appendix B, “ Terminating an Access Ring on Two N-PES” and, specifically, the
section Using N-PE Redundancy in FlexUNI/EV C Service Requests, page B-3, for notes
on how this option can be used.

Backup PW VC ID If the AutoPick VC ID attribute was unchecked, enter a VC ID for the backup pseudowire in
the Backup PW VC ID field. See the usage notes for the AutoPick VC ID attribute above. The
backup VC ID behaves the same as the VC ID of the primary pseudowire.

Static Pseudowire Choose atype. The choices are:
(Autopick MPLS Labels)

» All Dynamic—Labels will be allocated dynamically during provisioning. No static |abels
will be added into the configlet.

- All Static—Labels will be allocated statically during provisioning. Every segment in a
multi-segment pseudowire will have static labels assigned to it on per-segment basis.

» Defaults—Prime Provisioning will automatically determine whether or not to apply static
|abels based on the core type of the segment. It will do this on a per segment basis. A
multi-segment pseudowire over LDP defaults to dynamic pseudowire. Multi-segment
pseudowire over MPLS-TP defaults to static pseudowire.

This attribute only supported for MPL S Core Connectivity Types of PSEUDOWIRE or VPLS.
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Table 3-7 Pseudowire Core Connectivity Attributes (continued)

Attribute Description

Configure Bridge Domain  |Check the box to determine bridge domain characteristics. The behavior of the Configure
Bridge Domain option works in tandem with the choice you selected in the MPLS Core
Connectivity Typeoptioninthe EV C policy, which in this caseis pseudowire core connectivity.
There are two cases:

« With EVC:

— If Configure With Bridge Domain is checked, the policy will configure pseudowires
under SV1s associated to the bridge domain.

— If Configure With Bridge Domain is unchecked, the policy will configure
pseudowires directly under the service instance. Thiswill conserve the global VLAN.

- Without EVC:

— If Configure With Bridge Domain is checked, the policy will configure pseudowires
under SVIs.

— If Configure With Bridge Domain is unchecked, the policy will configure
pseudowires directly under subinterfaces.

Pseudowires can be configured either directly under service instance of the corresponding
EV C-capable interface or under SVIs associated to the bridge domain.

Use Split Horizon Check the box to enable split horizon with bridge domain. Usage notes:
- The Use Split Horizon attribute is disabled by default.

» TheUse Split Horizon attribute can be used only when the Configure Bridge Domain check
box is checked (enabled).

»  When Use Split Horizon is enabled, the bridge domain command in the CLI will be
generated with split horizon. When it is disabled, the bridge domain command will be
generated without split horizon.

Description Click the“Click here” link to enter a description label for the service request. Thisisuseful for
searching the Prime Provisioning database for the particular service request. A dialogue
appears in which you can enter a description.

Table 3-8 VPLS Core Connectivity Attributes
Attribute Description
Job ID, SR ID Thesefields are read-only. When the service request is being created for the first time, thefields

display a value of NEW. When an existing service request is being modified, the values of the
fields indicate the respective | Ds that the Prime Provisioning database holds within the editing
flow of the service request.

Policy Thisfield isread-only. It displays the name of the policy on which the service request is based.
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Table 3-8 VPLS Core Connectivity Attributes (continued)
Attribute Description
Select VPN Click Select VPN to choose a VPN for use with this service request. The Select VPN window

appears with the VPNs defined in the system.

The same VPN can be used by service requests with LOCAL and PSEUDOWIRE core types. If
a VPN for aservice request is used with VPLS core type, the same VPN cannot be used for
service requests with LOCAL or PSEUDOWIRE core type. If the same VPN is used among
multiple service requests, all having VPLS core type, then all these service requests participate
in the same VPLS service.

1. Choose a VPN Name in the Select column.

You may also use the New VPN Details section of the window to create anew VPN “on
the fly.” This window provides a subset of the usual VPN creation features. Use the
supplied fields to name the new VPN. select/create the customer, and so on. For more
information about creating VPNSs, see Setting Up Logical Inventory, page 2-55.

2. Click Select.
The EVC Service Request Editor window appears with the VPN name displayed.

AutoPick VPLS VPN ID

Check the box if you want Prime Provisioning to chooseaVPLS VPN ID. If you do not check
this check box, you will be prompted to provide the VPN ID inthe VPLS VPN ID field, as
covered in the next step.

 When AutoPick VPLS VPN ID is checked, Prime Provisioning allocatesaVPLS VPN ID
from the Prime Provisioning-managed V C ID resource pool. In this case, the text field for
the VPLS VPN ID option is non-editable.

« |If AutoPick VPLS VPN ID is checked and a service request already exists that refers to
same VPN object, the VPLS VPN ID of the existing service request is allocated to the new
service request.

VPLSVPN ID

If AutoPick VPLS VPN ID was unchecked, enter aVPLS VPN ID inthe VPLS VPN ID field.
Usage notes:

« TheVPLSVPN ID value must be an integer value corresponding to a VPN ID.

e WhenaVPLSVPN ID is manually allocated, Prime Provisioning verifies the VPLS VPN
ID to seeif it lies within Prime Provisioning’s VC ID pool. If the VPLS VPN ID isin the
pool but not allocated, the VPLS VPN ID is allocated to the service request. If the VPLS
VPN ID isin the pool and is already in use, Prime Provisioning prompts you to allocate a
different VPLS VPN ID. If the VPLS VPN ID lies outside of the VC ID pool,

Prime Provisioning does not perform any verification about whether the VPLS VPN ID
allocated. The operator must ensure the VPLS VPN ID is available.

- TheVPLS VPN ID can be entered only while creating a service. If you are editing the
service request, the VPLS VPN ID field is not editable.

Cisco Prime Provisioning 7.2 User Guide
[ 378 | |



| Chapter3 Managing Ethernet Virtual Circuit (EVC) Services

Policy and Service Request Attributes Reference Tables W

Table 3-8 VPLS Core Connectivity Attributes (continued)
Attribute Description
AutoPick VFI Name Check the box if you want Prime Provisioning to choose a virtual forwarding instance (VFI)

name. If you do not check this check box, you can provide the VFI namein the VFI Namefield,
as covered in the next step. Usage notes:

«  When AutoPick VFI name is checked, Prime Provisioning generates a VFI namein the
following format:

VPN name-VC ID
Y

Note  When the VFI name is automatically generated, any special characters associated
with the VPN name, suchas‘&’ *, and ‘., are converted into '’

- Thisattribute is useful when importing an existing service into Prime Provisioning and
mapping it to a service request which has been created for this purpose. Manually
specifying the VFI name in the service request allows the VFI name to be matched to that
of existing service.

VFI Name If AutoPick VFI Name was unchecked, enter a VFI name in the VFI Name field.
Discovery Mode Choose the type for VPLS autodiscovery. The choices are:

« Manual—Does not provision VPLS autodiscovery on VPLS PE devices configured by the
service request. In this case, when anew PE is device is added or removed from the VPLS
domain, manual configuration of each neighbor in the VPLS domain is required.

» Auto Discovery—Provisions VPLS autodiscovery on VPLS PE devices configured by the
service request. With VPL S autodiscovery enabled, neighbor devices automatically detect
when PEs are added or removed from the VPLS domain.

For details on how this feature is supported in Prime Provisioning, device preconfiguration
requirements, and limitations, see Provisioning VPLS Autodiscovery on Devices using EVC
Service Requests, page 3-53.

Static Pseudowire Choose a type. The choices are:

(Autopick MPLS Labels) « All Dynamic—Labels will be allocated dynamically during provisioning. No static labels
will be added into the configlet.

« All Static—Labelswill be allocated statically during provisioning. Every segment in a
multi-segment pseudowire will have static labels assigned to it on per-segment basis.

» Defaults—Prime Provisioning will automatically determine whether or not to apply static
labels based on the core type of the segment. It will do this on a per segment basis.

This attribute only supported for MPLS Core Connectivity Types of PSEUDOWIRE or VPLS.
Configure Bridge Domain | The box is checked by default and cannot be changed. Usage notes:
- For VPLS, all configurations are under the SVI.

« When the EVC feature is used, all configurations are under the SVI and also associated to
abridge domain.

Description Click the “Click here” link to enter a description label for the service request. A dialogue
appears in which you can enter a description.
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Table 3-9 Local Core Connectivity Attributes
Attributes Description
Job ID, SRID These fields are read-only. When the service request is being created for the first time, the fields

display avalue of NEW. When an existing service request is being modified, the values of the
fields indicate the respective | Ds that the Prime Provisioning database holds within the editing
flow of the service request.

Policy Thisfield is read-only. It displays the name of the policy on which the service request is based.

Select VPN Click Select VPN to choose a VPN for use with this service request. The Select VPN window
appears with the VIPs defined in the system.

The same VPN can be used by service requests with LOCAL and PSEUDOWIRE core types. If a
VPN for aservice request is used with VPLS core type, the same VPN cannot be used for service
requests with LOCAL or PSEUDOW!IRE core type.

1. Choose a VPN Namein the Select column.

You may also use the New VPN Details section of the window to create anew VPN “on
the fly.” Thiswindow provides a subset of the usual VPN creation features. Use the
supplied fields to name the new VPN. select/create the customer, and so on. For more
information about creating VIPs, see Setting Up Logical Inventory, page 2-55.

2. Click Select.
The EVC Service Request Editor window appears with the VPN name displayed.

Configure Bridge Check the box to determine bridge domain characteristics. Usage notes:

Domain - If Configure Bridge Domain is checked, all links will have the same bridge domain 1D

allocated fromthe VLAN pool onthe N-PE. All non-EV C linkswill havethe Service Provider
VLAN asthe bridge domain ID. On the other hand, if no EVC links are added, the Service
Provider VLAN will be allocated first and this will be used as the bridge domain ID when
EVC links are added.

« If Configure Bridge Domain isunchecked, amaximum of two linksthat terminate on the same
N-PE can be added. (This uses the connect command available in the EVC infrastructure.)
See the following comments for details on how Prime Provisioning degenerates the connect
name.

Because the device only accepts a maximum of 15 characters for the connect name, the
connect name is generated using the following format:

Customer NameTruncatedToMaxPossibleCharacters_ServiceRequestJobl D

For example, if the customer name is North American Customer and the service request job
ID is 56345, the degenerated connect name would be NorthAmer_56345.

The CLI generated would be:

connect NorthAmer_ 56345 GigabitEthernet7/0/5 11 GigabitEthernet7/0/4 18

In this case, 11 and 18 are service instance IDs.

- If the policy setting for Configure Bridge Domain is non-editable, the option in the service
request will be read-only.
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Table 3-9 Local Core Connectivity Attributes (continued)

Attributes

Description

Use Split Horizon

Check the box to enable split horizon with bridge domain. Usage notes:
« The Use Split Horizon attribute is disabled by default.

» The Use Split Horizon attribute can be used only when the Configure Bridge Domain check
box is checked (enabled).

- When Use Split Horizon is enabled, the bridge domain command in the CLI will be
generated with split horizon. When it is disabled, the bridge domain command will be
generated without split horizon.

Description Click the“Click here” link to enter adescription label for the service request. A dialogue appears
in which you can enter a description.

Table 3-10 Service Instance Details Attributes

Attribute Description

Ectopic ServicelnstancelD

Check the box to specify that the service instance ID will be degenerated and allocated to the
link during servicerequest creation. If the check box isunchecked, you must specify the service
instance ID (see the next step). Usage notes:

» Theserviceinstance D represents an Ethernet Flow Point (EFP) on aninterfaceinthe EVC
infrastructure. The service instance ID islocally significant to the interface. ThisID hasto
be unique only at the interface level. The ID must be a value from 1 to 8000.

« There are no resource pools available in Prime Provisioning from which to allocate the
service instance IDs.

« Inthecaseof amanually provided serviceinstance D, it istheresponsibility of the operator
to maintain the uniqueness of the ID at the interface level.

- Thisattribute is not displayed for IOS XR devices.

Service Instance ID

If the AutoPick Service Instance ID check box isnot checked, enter an appropriate value for the
service instance ID in the Service Instance ID field. This attribute is not displayed for I0S XR
devices.

AutoPick Service Instance
Name

Check the box to specify that the service instance name will be autogenerated.If the check box
is unchecked, you can specify the service instance name (see the next step). Usage notes;

« |If the check box is checked, the Service Instance Name text field is disabled.

« The service instance name is autogenerated in the following pattern:
Customer Name_ServiceRequestJobID.

- For example configlets, see EVC (AutoPick Service Instance Name), page 3-168, EVC
(Pseudowire Core Connectivity, User-Provided Service Instance Name), page 3-170, and
EVC (Local Core Connectivity, User-Provided Service Instance Name), page 3-183.

- Thisattribute is not displayed for IOS XR devices.
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Table 3-10 Service Instance Details Attributes (continued)

Attribute

Description

Enable Trunk EFP

Check the box to provide flexibility to make many Layer 2 flow pointswithin oneinterface. This
attribute appears only when the EV C check box is checked in Direct Connect Links section.
Trunk EFP supports only ASR920, ASR902 and ASR903 | OS device.Usage notes:

« If the check box is checked, user will get “ service instance trunk <id> ethernet”
command.

« If the check box is checked, the Match Inner and Outer Tags are disabled.

- If the check box is checked, Autopick Outer VLAN and single value Outer VLAN are not
allowed.

« If the check box is checked, Outer VLAN ID only with rangesis allowed.

Service Instance Name

If the AutoPick Service Instance Name check box is not checked, enter an appropriate value for
the service instance ID in the Service Instance Name field. Usage notes:

« Thetext string representing the service instance name must be 40 characters or less and
contain no spaces. Other special characters are allowed.

- |If AutoPick Service Instance Name is unchecked and no service instance name is entered
in the text field, then Prime Provisioning does not generate the global
ethernet evc evcname command in the device configuration generated by the service
request.

AutoPick Bridge
Domain/VLAN ID

Check the box to have Prime Provisioning autopick the VLAN ID for the service request during
service reguest creation. If this check box is unchecked, the you must specify a bridge domain
VLAN ID. Usage notes:

- AutoPick Bridge Domain/VLAN ID consumes aglobal VLAN ID on the device.
» Thebridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.

Bridge Domain/VLAN ID

If the AutoPick Bridge Domain/VLAN ID check box is unchecked, enter an appropriate value
in the Bridge Domain/VLAN ID field.

This configuration appliesin conjunction with the Configure Bridge Domain optioninthe EVC
Service Request Editor window. If the option is not enabled in that window, then AutoPick
Bridge Domain/VLAN ID check box is redundant and not required.

When aVLAN ID is manually allocated, Prime Provisioning verifiesthe VLAN ID to seeiif it
lieswithin Prime Provisioning’s VLAN ID pool. If the VLAN ID isin the pool but not allocated,
the VLAN ID isallocated to the service request. If the VLAN ID isin the pool and isalready in
use, Prime Provisioning prompts you to allocate a different VLAN ID. If the VLAN ID lies
outside of the Prime Provisioning VLAN ID pool, Prime Provisioning does not perform any
verification about whether the VLAN ID allocated. The operator must ensure the VLAN ID is
available.

During Manual entry and on automatic update using VLAN pool, enter the VLAN ID ranges
between 1-65535 for L3VPN/MPLS services, instead of the range 1 - 4094, because |OS-XR
devices allow configurable VLAN id ranges between the range 1-65535.
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Table 3-10 Service Instance Details Attributes (continued)

Attribute Description

AutoPick Bridge Check the box to have Prime Provisioning autopick the bridge domain VLAN ID for the

Domain/VLAN ID secondary N-PE of a dual-homed ring during service request creation. If this check box is

Secondary N-PE unchecked, the you must specify a secondary bridge domain VLAN ID for the secondary N-PE.
Usage notes:

- Thisattributeisonly applicable in the case of adual-homed ring (aring that terminates on
two different N-PES). Prime Provisioning supports having a separate bridge domain VLAN
ID for the secondary N-PE.

« Inadual-homedring, if thetwo N-PEs arein different access domains, Prime Provisioning
allocates the bridge domain VLAN IDs from both primary and secondary N-PE access
domains. When both are in the same Access Domain, Prime Provisioning allocates a
common VLAN ID from the Access Domain to which these belong.

- AutoPick Bridge Domain/VLAN ID Secondary N-PE consumes aglobal VLAN ID on the
device.

» Thebridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.
- Thisattribute is not displayed for |OS XR devices.

Bridge Domain/VLAN ID |If the AutoPick Bridge Domain/VLAN ID Secondary N-PE check box is unchecked, enter an
Secondary N-PE appropriate value in the Bridge Domain/VLAN ID Secondary N-PE field.

Match Choose an encapsul ation type from the drop-down list. The choices are;
- DOTI1Q

< DEFAULT

« UNTAGGED

» PRIORITY TAGGED

- DOT1AD

Selecting Default as the match criteria disables the Outer VLAN ID and Outer VLAN Ranges
fields on the page. If Default is the CE encapsulation type, Prime Provisioning shows another
field for the UNI port type.

Match Inner and Outer Tags |Check the box to enable service requests created with the policy to match both the inner and
outer VLAN tags of the incoming frames. If you do not check this check box, service requests
created with the policy will match only the outer VLAN tag of the incoming frames. Checking
the Match Inner and Outer Tags attribute causes the Inner VLAN ID and Outer VLAN ID fields
(covered in the next steps) to appear.
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Table 3-10 Service Instance Details Attributes (continued)

Attribute

Description

Inner VLAN ID and Outer
VLAN ID

If the Match Inner and Outer Tags check box is checked, enter the inner and outer VLAN tags
inthelnner VLAN ID and Outer VLAN ID fields. Usage notes:

» You can specify single values, single ranges, multiples values, multiple ranges, or
combinations of these. Examples:

- 10

- 10, 15,17

- 10-15

- 10-15,17-20
- 10,20-25

- If thelnner VLAN Ranges attribute is set to true in the policy, the Inner VLAN ID field can
take arange of inner VLAN tags.

« |If the Outer VLAN Ranges attribute is set to true in the policy, the Outer VLAN ID field
can take arange of Outer VLAN tags.

Outer VLAN ID

If the Match Inner and Outer Tags check box is unchecked, enter the outer VLAN tag in the
Outer VLAN ID field. Usage notes:

« TheVLAN specified in Outer VLAN ID will be provisioned on the rest of the L2 access
nodes (if the link has any), including the customer-facing UNI.

» You may also have Prime Provisioning autopick the outer VLAN ID using the AutoPick
Outer VLAN attribute.

Inner VLAN ID

If the Match Inner and Outer Tags check box is checked, enter both the inner and outer VLAN
tagsin the Inner VLAN ID and Outer VLAN ID fields. Usage notes:

« TheVLAN specified in Inner VLAN ID will be provisioned on the rest of the L2 access
nodes (if the link has any), including the customer-facing UNI.

= You may also have Prime Provisioning autopick the inner VLAN ID using the AutoPick
Inner VLAN attribute.

AutoPick Outer VLAN

Check the box to have Prime Provisioning autopick the outer VLAN ID from a previously
created outer VLAN ID resource pool. If this check box is unchecked, the operator will be
prompted to specify an outer VLAN ID. Usage notes:

» Useof the AutoPick Outer VLAN attribute requires that two elements have already been set
up in Prime Provisioning. Oneis an Interface Access Domain, which isalogical element
that groups the physical ports of an N-PE device. The other is an EVC Outer VLAN
resource pool, which is used by the Interface Access Domain. For instructions on how to set
up these elements, see the sections Setting Up Resources, page 2-39, and Resource Pools,
page 2-43.

« AutoPick Outer VLAN can be used for interfaces that support EV C functionality
« AutoPick Outer VLAN consumes a VLAN ID on the interface that supports EVC.
« Thebridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.
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Table 3-10 Service Instance Details Attributes (continued)

Attribute

Description

AutoPick Inner VLAN

Check the box to have Prime Provisioning autopick the Inner VLAN ID from a previously
created Inner VLAN ID resource pool during service request creation. If this check box is
unchecked, the operator will be prompted to specify an Inner VLAN ID during service request
creation. Usage notes:

« Useof the AutoPick Inner VLAN attribute requires that two elements have already been set
up in Prime Provisioning. Oneis an Interface Access Domain, which isalogical element
that groupsthe physical ports of an N-PE device. The otherisan EVC Inner VLAN resource
pool, which is used by the Interface Access Domain. For instructions on how to set up these
elements, see the sections Setting Up Resources, page 2-39, and Resource Pool s, page 2-43.

« AutoPick Inner VLAN can be used for interfaces that support EV C functionality.
» AutoPick Inner VLAN consumes a VLAN ID on the interface that supports EVC.
- The bridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.

~

Note  TheMatch Inner and Outer Tags check box should be enabled in the policy to make
use of AutoPick Inner VLAN feature during service request creation.

Rewrite Type

Choose a type from the drop-down list. The choices are:
« Pop
e Push
- Translate
The subsequent attributes in the GUI change depending on the choice of Rewrite Type.

If Pop is the Rewrite Type, two check boxes appear:

a. Check the Pop Outer Tag check box to pop the outer VLAN ID tag of the incoming frames
that fulfill the match criteria. If this check box is unchecked, the outer tag of the incoming
traffic will not be popped.

b. Check the Pop Inner Tag check box to pop theinner VLAN ID tag of the incoming frames
that fulfill the match-criteria. If this check box is unchecked, the inner tag will not be
changed.

Note that if Pop Inner Tag is checked, Pop Outer Tag is automatically checked.

If Push isthe Rewrite Type, two text boxes appear:

a. Inthetext box Outer VLAN ID, enter an outer VLAN ID tag that will be imposed on the
incoming frames that fulfill the match criteria. All service requests created with this setting
push a dot1q outer tag on the incoming frames matching the match criteria. If avalueis not
provided, the push operation isignored and not configured on the device.

b. Inthetext box Inner VLAN ID, enter aninner VLAN ID tag that will be imposed on the
incoming frames that fulfill the match criteria. All service requests created with this setting
push a dotlq inner tag on the incoming frames matching the match criteria. The Inner
VLAN tag cannot be pushed without an Outer VLAN tag. That is, when pushing an Inner
VLAN tag, the Outer VLAN tag also must be defined.
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Table 3-10

Service Instance Details Attributes (continued)

Attribute

Description

If Translate is the Rewrite Type, a Translation Type drop-down list appears. The choices
available in this list vary depending on the setting of the Match Inner and Outer Tags attribute.

a. If the Match Inner and Outer Tags check box is checked (true), choose atranslation type of
1:1, 1:2, 2:1, or 2:2 from the Translation Type drop-down list.

— If you choose 1:1 or 2:1, enter avalue in the Outer VLAN ID text box that appears.
The outer tag of all theincoming framesthat fulfill the match criteriawill be translated
to thisID.

— If youchoose1:2 or 2:2, enter valuesin the Outer VLAN ID and Inner VLAN ID text
boxes that appear. The outer and inner tags of all the incoming frames that fulfill the
match criteriawill be translated to these IDs.

b. If the Match Inner and Outer Tags check box is unchecked (false), choose atranslation type
of 1:1 or 1:2 from the Translation Type drop-down list.

— If youchoose 1:1, enter avaluein the Outer VL AN I D text box that appears. The outer
tag of all theincoming framesthat fulfill the match criteriawill be translated to thisID.

— If you choose 1:2, enter valuesinthe Outer VLAN ID and Inner VLAN I D text boxes
that appear. The outer and inner tags of all the incoming frames that fulfill the match
criteriawill be translated to these IDs.

Cisco Prime Provisioning 7.2 User Guide
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Table 3-11 Standard UNI Attributes

Attributes

Description

N-PE/U-PE Information,
Interface Name

These fields display the PE device and interface name selected in previous steps. These fields
are read-only

Encapsulation

Choose a type from the drop-down list. The choices are:

« DOT1QTRUNK—Configures the UNI as atrunk with 802.1q encapsulation. If the UNI
belongsto adirectly connected and EV C link, this setting signifiesthat the incoming frames
are 802.1q encapsulated and that they match the VLAN ID configured for the link. This
specific topology does not involve atrunk UNI as such.

« DOT1QTUNNEL—Configuresthe UNI asan 802.1q tunnel (also known as adotl1q tunnel
or Q-in-Q) port.
- ACCESS—Configures the UNI as an access port.

This attribute allows you to deploy different types of UNI encapsulation on different links of a
service. Usage notes:

»  When a U-PE running with |OS is added in the same circuit terminating on an ASR 9000
(functioning in an N-PE role), the all three encapsulation types values will be visiblein the
drop-down list of the Encapsulation attribute.

« DOT1QTUNNEL isnot directly supported for ASR 9000 devices.

« Inthe case of direct connect links for which EVC is enabled (by checking the EV C check
box in the EV C Service Request Editor window), the choices for the Encapsulation type are
DOT1Q and DEFAULT.

PE/UNI Interface
Description

Enter a description for the interface, if desired.

UNI Shutdown

Check the box if you want to leave the UNI port shut during service activation (for example,
when the service provider wants to deploy a service in the network but wants to activate it at a
later time).

VLAN Translation

Specify the type of VLAN translation for the service request by clicking the appropriate radio
button. The choices are:

e No—No VLAN translation is performed. (Thisis the default.)
e 1:1—1:1 VLAN translation.
e 2:1—2:1 VLAN translation.
» 1:2—1:2 VLAN translation.
e 2:2—2:2VLAN translation.
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Table 3-11 Standard UNI Attributes (continued)
Attributes Description
Usage notes:

- TheVLAN Translation attribute does not appear for direct connect links if the EV C check
box is enabled. It does appear for the following combinations:

— Direct connect links with EV C check box disabled.
— L2 access nodes with EV C check box enabled or disabled.

» Choosing a selection other than No causes other fields to appear in the GUI, which you can
set based on your configuration:

— CE VLAN—Provide a value between 1 and 4096.

— Auto Pick—Check this check box to have Prime Provisioning autopick the outer
VLAN from the VLAN resource pool.

— Outer VLAN—If Auto Pick is unchecked, provide a value between 1 and 4096.

— Select where 2:1 or 2:2 translation takes place—Specify the device where the 2;1 or
2:2 VLAN translation will take place. If you choose Auto, the VLAN translation takes
place at the device closest to the UNI port.

« VLAN translation, and all standard UNI and port security attributes are applicable for links
with L2 access. If the UNI is on an N-PE, these attributes will not appear.

« When the VLAN translation takes place on a U-PE or PE-AGG device, the VLAN
translation command is configured on the NNI interface of the selected device. When the
VLAN translation takes place on an NP-E, the VLAN translation command is configured
on the UNI interface of the device.

«  When there are two NNI interfaces in aring-based environment, VLAN translation is
applied for both of these NNI interfaces.

« 1:1and 2:1 VLAN translations are supported with the same syntax as for non-EVC
(switchport-based N-PE syntax) terminating attachment circuits.

N-PE Pseudo-wire on SVI |Check the box to have Prime Provisioning generate forwarding commands under SV s (switch
virtual interfaces). By default, this check box is not checked. In this case, Prime Provisioning
generates forwarding commands under the service instance.

For an EVC link, the attribute N-PE Pseudo-wire on SV is dependent on the value of the
attribute Configure with Bridge Domain (thisis available in the service request workflow in the
EV C Service Request Editor window). N-PE Pseudo-wire on SVI, if enabled, will be reflected
only when Configure with Bridge Domain is set to true. Otherwise, the service request will not
be created with xconnect under SV1, even if N-PE Pseudo-wire on SV1 is enabled.
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Table 3-11 Standard UNI Attributes (continued)
Attributes Description
Usage notes:

« For an EVC link, the attribute N-PE Pseudo-wire on SV is dependent on the value of the
attribute Configure with Bridge Domain (in the EV C Service Request Editor window).
N-PE Pseudo-wire on SV, if enabled, will be reflected only when Configure with Bridge
Domainisset to true. Otherwise, the service request will not be created with xconnect under
SVI, even if N-PE pseudo-wire on SVI is enabled.

» Prime Provisioning supports a hybrid configuration for EVC service requests. In a hybrid
configuration, the forwarding commands (such as xconnect) for one side of an attachment
circuit can be configured under a service instance, and the xconnect configuration for the
other side of the attachment circuit can be configured under aswitch virtual interface (SV1).

= N-PE Pseudo-wire on SV1 is applicable for all connectivity types (PSEUDOWIRE, VPLS,
and LOCAL), but a hybrid SVI configuration is possible only for pseudowire connectivity.

= When MPLS Core Connectivity Typeisset asVPLS, the N-PE Pseudo-wire on SV1 attribute
is always enabled in the policy and service request.

» When MPLS Core Connectivity Typeis set as LOCAL connectivity type, the N-PE
Pseudo-wire on SV1 attribute is always disabled in the policy and service request.

» For examples of these cases, see configlet examples EV C (Pseudowire Core Connectivity,
Bridge Domain, Pseudowire on SVI), page 3-166 and EV C (Pseudowire Core Connectivity,
no Bridge Domain, no Pseudowire on SVI), page 3-167.

« For additional information on the N-PE Pseudo-wire on SV1 attribute, see the corresponding
coverage in the EV C policy section in the section Interface Attributes Window, page 3-68.

« The N-PE Pseudo-wire on SV1 attribute is not supported for 10S XR devices. All the
xconnect commands are configured on L2 subinterfaces.

AutoPick Bridge Group
Name

Check the box to have Prime Provisioning autopick the bridge group name during service
request creation. If this check box is unchecked, you are prompted to specify a bridge group
name during service request creation (see the next step). Usage notes:

- This attribute only displays for I0S XR devices.

- |If the AutoPick Bridge Group Name check box is unchecked, enter an bridge group name
in the Bridge Group Name text field.

- The AutoPick Bridge Group Name and Bridge Group Name attributes only appear if
Configure Bridge Domain was enabled in the EV C Service Request Editor window earlier
in the service request workflow.

- If the AutoPick Bridge Group Name check box is checked and if the DCPL property is set
to true, then the auto pick bridge group for L2 services will be displayed as “bridge group
<VFI-NAME>" for EVC VPLS core types.

AutoPick Bridge
Domain/VLAN ID

Check the box to have Prime Provisioning autopick the VLAN ID during service request
creation. If this check box isunchecked, you are prompted to specify aVLAN ID during service
request creation (see the next step). Usage notes:

- AutoPick Bridge Domain/VLAN ID consumes aglobal VLAN ID on the device.
» Thebridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.

- The AutoPick Bridge Domain/VLAN ID attribute appears for both Cisco 7600 and ASR
9000 devices. It will be displayed only for non-EV C links.
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Table 3-11 Standard UNI Attributes (continued)

Attributes

Description

Bridge Domain/VLAN ID

If the AutoPick Bridge Domain/VLAN ID check box is unchecked, enter an ID number in the
Bridge Domain/VLAN ID text field. Usage notes:

« If AutoPick Bridge Domain/VLAN ID is checked, this field is non-editable.

« WhenaVLAN ID is manually allocated, Prime Provisioning verifies the VLAN ID to see
if it lieswithin Prime Provisioning’s VLAN ID pool. If the VLAN ID isin the pool but not
allocated, the VLAN ID is allocated to the service request. If the VLAN ID isin the pool
and is already in use, Prime Provisioning prompts you to allocate a different VLAN ID. If
the VLAN ID lies outside of the Prime Provisioning VLAN ID pool, Prime Provisioning
does not perform any verification about whether the VLAN ID allocated. The operator must
ensure the VLAN ID is available.

- The Bridge Domain/VLAN ID text field appears for both Cisco 7600 and ASR 9000
devices. It will be displayed only for non-EV C links.

AutoPick Bridge Domain
Name

Check the box to have Prime Provisioning autopick the bridge domain name during service
request creation. If this check box is unchecked, you are prompted to specify a bridge domain
name during service request creation (see the next step). Usage notes:

- The AutoPick Bridge Domain Name attribute appears only for Cisco ASR 9000 devices.
« TheAutoPick Bridge Domain Name attribute only appearsif Configure Bridge Domain was

enabled in the EV C Service Request Editor window earlier in the service request workflow.

Bridge Domain Name

If the AutoPick Bridge Domain Name check box is unchecked, enter a bridge domain namein
the Bridge Domain Name text field. Usage notes:

- Bridge Domain Name field appears only for Cisco ASR 9000 devices.

- The Bridge Domain Name attribute only appears if Configure Bridge Domain was enabled
in the EVC Service Reguest Editor window earlier in the service request workflow.

— Create L2 services with autopick bridge domain name, with the format of L2-X or
L 3-X, where X will be the range between 1-60000 for the newly created service
request.For example, if X is 4001, "bridge-domain name generates as “L 2-40001", or
“L3-40001"

— Assoon asthe starting range value is set through the DCPL property for the first service
request, Prime Provisioning will consider the set value as a starting range value for
autopick bridge domain name, Automatically, for the next service request onwards the
value is incremented with +1.

— If the default value for bridgeDomainName property is zero, you can set the range
betweenl -60000. Prime Provisioning will increment the bridge domain value from the
set value.
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Table 3-11 Standard UNI Attributes (continued)
Attributes Description
Use BVI Check the box to select a bridge virtual interface (BVI) to provide pseudowire access into an

L3VPN. When the Use BV check box is checked, the Select BVI | nterface attribute appears,
which provides a drop-down list of available BV Is configured on the device. Usage notes:

« The Use BVI attribute is only supported for IOS XR devices. (It is equivalent to the N-PE
Pseudo-wire on SVI attribute that is supported for |OS devices.)

» Note the following prerequisites for using the Use BVI attribute;

— Inorder to use this attribute, you must have previously configured L3V PN services on
the device.

— Such L3VPN services must have created BV interfaces. (These interfaces are what
provides pseudowire access into the L3VPN.)

— Furthermore, you must have performed a manual Collect config task for the
corresponding N-PE devicesin Prime Provisioning so that the L2V PN servicewould be
aware of the BV interfaces that were configured in the L3VPN.

» For example configlets for this feature, see EV C (Pseudowire Core Connectivity,
Pseudowire Service with BV1), page 3-181.

Use Split Horizon Check the box to enable split horizon with bridge domain. Usage notes:;
» The Use Split Horizon attribute is disabled by default.

» TheUse Split Horizon attribute can be used only when the Configure Bridge Domain check
box is checked (enabled).

» When Use Split Horizon is enabled, the bridge domain command in the CLI will be
generated with split horizon. When it is disabled, the bridge domain command will be
generated without split horizon.

Use PseudoWireClass Check the box to enable the selection of a pseudowire class. This attribute is unchecked by
default. Usage notes:

» The pseudowire class name is used for provisioning pw-class commands on 10S and
IOS XR devices. See Creating and Modifying Pseudowire Classes, page 3-15 for additional
information on pseudowire class support.

« |If Use PseudoWireClass is checked, an additional attribute, PseudoWireClass, appearsin
the GUI. Click the Select button of PseudoWireClass attribute to choose a pseudowire class
previously created in Prime Provisioning.

» TheUsePseudoWireClass attributeisonly availableif the MPL S core connectivity typewas
set as PSEUDOWIRE in the Service Options window (see Defining the EV C Ethernet
Policy, page 3-20).

» TheUse PseudoWireClass and PseudoWireClass attributes only appear if Configure Bridge
Domain was not enabled in the EVC Service Request Editor window earlier in the service
request workflow.
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Table 3-11 Standard UNI Attributes (continued)
Attributes Description
L2VPN Group Name Choose one of the following from the drop-down list:
- ISC
- VPNSC
Usage notes:

- Thisattribute is used for provisioning the L2V PN group name on 10S XR devices.

» The choicesin the drop-down list are derived from a configurable DCPL property. For
information about how to define the L2VPN Group Name choices available in the
drop-down list, see Defining L2V PN Group Names for I0S XR Devices, page 3-19.

« TheL2VPN Group Name attribute is not available if the MPLS core connectivity type was
set as VPLS in the Service Options window (see Defining the EV C Ethernet Policy,
page 3-20).

« L2VPN Group Nameisonly applicable for IOS XR devices.

« TheL2VPN Group Name attribute only appears if Configure Bridge Domain was not
enabled in the EV C Service Request Editor window earlier in the service request workflow.

E-Line Name Enter the point-to-point (p2p) E-line name. Usage notes:

- If novalueis specified for the E-Line Name, Prime Provisioning autogenerates a default
name as follows:

— For PSEUDOWIRE core connectivity type, the format is:
DeviceName--VC_ID
— For LOCAL core connectivity type, the format is:
DeviceName--VLAN_ID
If the default name is more than 32 characters, the device names are truncated.

- The E-Line Name attribute is not available if the MPLS core connectivity type was set as
VPLS in the Service Options window (see Defining the EV C Ethernet Policy, page 3-20).

« E-Line Nameisonly applicable for I0OS XR devices.

« TheE-Line Name attribute only appearsif Configure Bridge Domain was not enabled in the
EV C Service Request Editor window earlier in the service request workflow.

EVC ATM-Ethernet Interworking Service Attributes

This section describes policy and service request attributes for EVC ATM-Ethernet services:
- EVC ATM-Ethernet Interworking Policy Attributes, page 3-92
- EVC ATM-Ethernet Interworking Service Request Attributes, page 3-106

EVC ATM-Ethernet Interworking Policy Attributes

This section provides reference tables for attributes available in the EVC ATM-Ethernet policy
workflow:

» Service Options Window, page 3-93
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« ATM Interface Attributes Window, page 3-96
- EVC Attributes Window, page 3-96
» Interface Attributes Window, page 3-101

N

Note  Some attributes are supported only on 10S or |0S XR platforms. Attributes apply to both platforms,
unless otherwise noted. All platform-specific attributes are visible in the policy workflow windows.
Later, when aservicerequest is created based on the policy (and specific devices are associated with the
servicerequest), platform-specific attributes arefiltered from service request windows, depending on the
device type (I0S or IOS XR).

Service Options Window

Table 3-12 describesthe attributesin the Service Options Window of the EVC ATM-Interworking policy

workflow.
Table 3-12 Service Options
Attribute Description

CE Directly Connected |Check the box if the CEs are directly connected to the N-PE. This check box is not checked by
toEVC default. Usage notes:

« If the check box is checked, a service request created using this policy can have only directly
connected links. No Ethernet access nodes will be involved.

- If the check box is unchecked, a service request created using this policy might or might not
have Ethernet access nodes in the links.

« When a CE isdirectly connected to the N-PE, NPCs are not applicable to the link while
creating service reguests.

« When a CE is not directly connected to the N-PE, NPCs are used during service request
creation, as per standard Prime Provisioning behavior. There is no change in NPC
implementation to support EVC functionality.

All Links Terminate on |Check the box if all links need to be configured with EV C features. This check box is not check
EVC by default. Usage notes:;

« If the check box is checked, a service request created using such policy will have all links
using the EVC feature.

- |If the check box is unchecked, zero or more links can use the EV C feature. This ensures that
existing platforms can still be used in one or more links while delivering the services. This
allows the possibility of alink with EV C support being added in the future.

- If the check box is unchecked, in the service request creation process the user must indicate
whether or not the created link is EVC or non-EVC.

- If nolinks are expected to use the EV C feature even in the future (for example, if the provider
is not planning to upgrade to the EV C infrastructure for the service that is being created),
existing Prime Provisioning policy types (L2VPN or VPLS) can be used instead of EVC.

All L2 Access Links Check the box to enable EV C syntax configuration on all access devices (U-PE and PE-AGG)
default to EVC UNI throughout the circuit. This shows up in service request as EV C-related attributes for all of these
devicetypes. If this attribute is not enabled, in the service request EV C service-related syntax will
only be available for N-PE devices.
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Table 3-12 Service Options (continued)
Attribute Description
MPLS Core Choose an MPL S core connectivity type from the drop-down list. The core option supports MPLS

Connectivity Type

only. Thereis no L2TPv3 support for this service. The choices are:

« PSEUDOWIRE—Choose this option to allow connectivity between two N-PEs across the
MPLS core. This option does not limit the service to point-to-point (E-Line). Thisis because
even with the PSEUDOWIRE option selected, there can still be multiple CEs connected to a
bridge domain on one or both sides of the pseudowire.

« LOCAL—Choose this option for local connect cases in which there is no connectivity
required across the MPLS core.

Local connect supports the following scenarios:

— All interfaces on the N-PE are EV C-capable and using the EV C infrastructure. Thisis
configured by associating all of the customer traffic on these interfaces to a bridge
domain. This consumes aVLAN ID on the N-PE (equal to the bridge domain ID).

— Some interfaces on the N-PE are EV C-capable, while others are switch-port-based. In
such cases, all of the customer traffic on the interfaces that are configured with the EVC
infrastructure are associated to a bridge domain. The traffic on the non-EV C interfaces
(and all the access nodes/interfaces beyond this N-PE) are configured with the Service
Provider VLAN ID, where the Service Provider VLAN ID is the same as the bridge
domain ID for the EV C-based services.

— Only two interfaces on the N-PE are involved, and both are based on EV C-capable line
cards. In the first case, the operator might choose not to configure the bridge domain
option. Inthis case, the connect command that is used for the local connects are used, and
theglobal VLAN isconserved on the device. If the operator chooses to configure with the
bridge domain option, both interfaces are associated to a bridge domain ID, so that
additional local links can be added to the service in future. This consumesaVLAN ID
(bridge domain ID) on the N-PE.

e VPLS—Thisoption is not supported for EVC ATM-Ethernet Interworking policies and
services requests.
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Table 3-12 Service Options (continued)

Attribute Description

Configure With Bridge |Check the box to determine bridge domain characteristics. The behavior of the Configure With
Domain Bridge-Domain option works in tandem with the choice you selected in the MPLS Core
Connectivity Type option, as follows.

« PSEUDOWIRE asthe MPLS Core Connectivity Type. There are two cases:
A. With EVC:

— If Configure With Bridge Domain is checked, the policy configures pseudowires under
SVls associated to the bridge domain.

— If Configure With Bridge Domain is unchecked, the policy will configure pseudowires
directly under the service instance. This conserves the global VLAN.

B. Without EVC:

— If Configure With Bridge Domain is checked, the policy configures pseudowires asin
L2VPN services (with SVIs).

— If Configure With Bridge Domain is unchecked, the policy configures pseudowires
directly under subinterfaces.

Only pseudowires can be either configured directly under service instance of the
corresponding EV C-capable interface or under SV s associated to the bridge domain.

« LOCAL asthe MPLS Core Connectivity Type:

— If Configure With Bridge Domain is checked, the policy allows either point-to-point or
multipoint local connect services.

— If Configure With Bridge Domain is unchecked, Prime Provisioning allows only
point-to-point local connects without bridge domain.

Split Horizon Check the box to enable split horizon with bridge domain. Usage notes:
» The Use Split Horizon attribute is disabled by default.

« The Use Split Horizon attribute can be used only when the Configure With Bridge Domain
check box is checked (enabled).

= When Split Horizon is enabled, the bridge domain command in the CLI will be generated
with split horizon. When it is disabled, the bridge domain command will be generated
without split horizon.

Static Pseudowire Choose a type. The choices are:
(Autopick MPLS

L abels) « All Dynamic—L abelswill be allocated dynamically during provisioning. No static labelswill

be added into the configlet.

« All Static—Labelswill be allocated statically during provisioning. Every segment in a
multi-segment pseudowire will have static labels assigned to it on per-segment basis.

« Defaults—Prime Provisioning will automatically determine whether or not to apply static
labels based on the core type of the segment. It will do this on a per segment basis.

This attribute only supported for MPLS Core Connectivity Types of PSEUDOWIRE or VPLS.
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Table 3-12 Service Options (continued)

Attribute Description

Configure Pseudowire  |Check the box to enable ability to configure pseudowire classes on a per segment basisin the
Segments(s) service request based on this policy. Usage notes:

« The Configure Pseudowire Segment(s) attributeis only applicable for MPL S core connectivity
types of PSEUDOWIRE and VPLS. With a VPLS core type, the attribute shows up in the
Service Options window of the Policy Editor. With a PSEUDOW!IRE core type, the attribute
shows up in the Interface Attributes window in the block of other pseudowire-related
attributes.

« The Configure Pseudowire Segment(s) attribute is used in conjunction with the Static
Pseudowire (Autopick MPLS Labels) attribute to configure the individual segments within a
multi-segment pseudowire to be either dynamic or static. This allows you to override the
default behavior of Prime Provisioning.

« A segment can be a TP tunnel, a TE tunnel, or an LDP (dynamic) core.

- The configuration is done subseguently in the service request based on the policy. When
setting up the links in the service regquest, you can independently assign Pseudowire classes to
ends of the segments of multi-segment pseudowires. For information on attaching pseudowire
classes to links.

« The Configure Pseudowire Segment(s) attribute is not currently supported in EVC
ATM-Ethernet Interworking policies and service requests.

ATM Interface Attributes Window

Table 3-13 describes the attributes in the ATM Interface Attributes Window of the EVC
ATM-Interworking policy workflow.

Table 3-13 ATM Interface Attributes
Description Attribute
Transport Mode Choose the transport mode from the drop-down list. The choices are:

- VP—Virtua path mode. Thisis the default.
 VC—Virtual circuit mode.
ATM Encapsulation Choose the ATM encapsulation from the drop-down list. The only available option is AALS5SNAP.

EVC Attributes Window

Table 3-14 describes the attributes in the EV C Attributes Window of the EV C ATM-Interworking policy
workflow. EVC attributes are organized under the following categories:

e Service Attributes

- VLAN Match Criteria. Prior to the introduction of the EV C capability, service providers could
either deploy service-multiplexed services (ERS/ERMS or EVPL/EVCS) or service-bundled
services on a single port. Both could not be supported simultaneously due to the limitations in the
infrastructure, which only allowed matching the outer-most VLAN tag.
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One of the key benefits of EV C support in Prime Provisioning is to provide a flexible means to
examinethe VLAN tags (up to two levels) of theincoming frames and associate them to appropriate
Ethernet Flow Points (EFPs). This allows service providers to deploy simultaneously both the
service-multiplexed and service-bundled services on a single port.

VLAN Rewrite Criteria. Together with VLAN matching criteria, VLAN rewrite makes the EVC
infrastructure very powerful and flexible. The following VLAN rewrite options are supported:

— Pop one or two tags.
— Push one or two tags.
— Trandlation (1:1, 2:1, 1:2, 2:2).
Be aware of the following considerations when setting the VLAN rewrite criteria attributes:
— Only one kind of rewrite can be done on every CE-facing EVC link.

— AIll VLAN rewrites are done using the symmetric keyword on the ingress traffic (for example,
rewriteingresstag pop 2 symmetric).

— For any serviceinstance, only onetype of rewrite option (pop, push, or translate) is allowed per
instance. For example, if pop out isenabled, push inner, push outer, translateinner, and translate
outer are not available.

Table 3-14 EVC Attributes

Description

Attribute

Service Attributes

AutoPick Service
Instance ID

Check the box to specify that the service instance ID will be autogenerated and allocated to the link
during service request creation. If the check box is unchecked, while setting the

Prime Provisioning link attributes during service request creation, Prime Provisioning will prompt
the operator to specify the service instance ID. Usage notes:

- The service instance ID represents an Ethernet Flow Point (EFP) on an interface in the EVC
infrastructure. The service instance ID islocally significant to the interface. ThisID hasto be
unigue only at the interface level. The ID must be a value from 1 to 8000.

- Thereareno resource poolsavailable in Prime Provisioning from which to allocate the service
instance IDs.

« Itistheresponsibility of the operator creating the service request to maintain the uniqueness
of the ID at the interface level.

AutoPick Service
Instance Name

Check the box to have Prime Provisioning autogenerate a service instance name when you create
a service request based on the policy. The autogenerated value is in the following pattern:
CustomerName_ServiceRequestJobl D. If the check box is unchecked, then you can enter a value
during service request creation.

Enable PseudoWire
Redundancy

Check the box to enable pseudowire redundancy (alternative termination device) under certain
conditions. Enable Pseudo Wire Redundancy isonly availableif the MPL S Core Connectivity Type
was set as PSEUDOWIRE in the Service Options window (see Service Options Window,

page 3-93).

AutoPick VC ID

Check the box to have Prime Provisioning autopick the VC ID during service request creation. If
this check box is unchecked, the operator will be prompted to specify a VC ID during service
request creation. When AutoPick VC ID is checked, Prime Provisioning allocatesa VC ID for
pseudowires from the Prime Provisioning-managed V C ID resource pool.
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Table 3-14 EVC Attributes (continued)

Description Attribute

AutoPick Bridge Check the box to have Prime Provisioning autopick the VLAN ID for the service request during
Domain/VLAN ID service request creation. If this check box is unchecked, the operator will be prompted to specify

aVLAN ID during service request creation. Usage notes:
« AutoPick Bridge Domain/VLAN ID consumes a global VLAN ID on the device.

« The bridge domain/VLAN ID is picked from the existing Prime Provisioning VLAN pool.
Oncethe VLAN ID is assigned in the service request, Prime Provisioning makes the VLAN
ID unavailable for subsequent service requests.

= Inthe case of manual VLAN ID allocation, Prime Provisioning does not manage the VLAN
ID if the ID liesoutside the range of an Prime Provisioning-managed VLAN pool. Inthis case,
the operator must ensure the uniqueness of the ID in the Ethernet access domain. If an operator
specifiesaVLAN ID that is within the range of an Prime Provisioning-managed VLAN pool
and the VLAN ID isalready in usein the access domain, Prime Provisioning displaysan error
message indicating that the VLAN ID isin use.

For additional information on Access VLAN IDs, see Note on Access VLAN IDs, page 3-100.

VLAN Matching Criteria Attributes

Match Inner and Outer  |Check the box to enable service requests created with the policy to match both the inner and outer
Tags VLAN tags of the incoming frames. If you do not check this check box, service requests created
with the policy will match only the outer VLAN tag of the incoming frames. Checking the Match
Inner and Outer Tags attribute causes the Inner VLAN Ranges attribute to appear in the EVC
Attribute window.

Inner VLAN Ranges Check the box to enable the range of inner VLAN tags to be specified during service request
creation. If the check box isunchecked, the range of inner VLAN tags are not allowed. In this case,
the operator must specify discrete VLAN IDs during service request creation.

Outer VLAN Ranges Check the box to enable the range of outer VLAN tags to be specified during service request
creation. If the check box is unchecked, the range of outer VLAN tags are not allowed. In this case,
the operator must specify discrete VLAN IDs during service request creation.

AutoPick Outer VLAN | Check the box to have Prime Provisioning autopick the outer VLAN ID from a previously created
outer VLAN ID resource pool during service request creation. If this check box is unchecked, the
operator will be prompted to specify an outer VLAN ID during service request creation. Usage
notes:

« Use of the AutoPick Outer VLAN attribute requires that two elements have already been set
up in Prime Provisioning. Oneis an Interface Access Domain, which isalogical element that
groups the physical ports of an N-PE device. The other isan EVC Outer VLAN resource pool,
which is used by the Interface Access Domain. For instructions on how to set up these
elements, see the sections Setting Up Resources, page 2-39, and Resource Pools, page 2-43.

« AutoPick Outer VLAN can be used for interfaces that support EV C functionality.
« AutoPick Outer VLAN consumes a VLAN ID on the interface that supports EVC.
- Thebridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.
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Table 3-14 EVC Attributes (continued)

Description

Attribute

AutoPick Inner VLAN

Check the box to have Prime Provisioning autopick the Inner VLAN ID from a previously created
Inner VLAN 1D resource pool during service request creation. If this check box is unchecked, the
operator will be prompted to specify an Inner VLAN ID during service request creation. Usage
notes:

« Use of the AutoPick Inner VLAN attribute requires that two elements have already been set
up in Prime Provisioning. Oneis an Interface Access Domain, which isalogical element that
groups the physical ports of an N-PE device. The other isan EVC Inner VLAN resource pool,
which is used by the Interface Access Domain. For instructions on how to set up these
elements, see the sections Setting Up Resources, page 2-39, and Resource Pools, page 2-43.

« AutoPick Inner VLAN can be used for interfaces that support EV C functionality.

» AutoPick Inner VLAN consumes a VLAN ID on the interface that supports EVC.
The bridge domain VLAN ID is picked from the existing Prime Provisioning VLAN pool.
A

Note  The Match Inner and Outer Tags check box should be enabled in the policy to make
use of AutoPick Inner VLAN feature during service request creation.

VLAN Rewrite Criteria Attributes

Pop Outer Check the box to pop the outer VLAN ID tag of the incoming frames that fulfill the match criteria.
If this check box is unchecked, the outer tag of the incoming traffic is not popped.

Pop Inner Check the box to pop theinner VLAN ID tag of the incoming frames that fulfill the match-criteria.
If this check box is unchecked, the inner tag is not popped. Note that, if Pop Inner is checked, Pop
Outer is automatically checked.

Push Outer Check the box to impose an outer VLAN ID tag onto the incoming frames that fulfill the match

criteria. If this check box is unchecked, no outer tag isimposed on the incoming frames. Usage
notes:

« If Push Outer is checked, all service requests created with the policy push a dot1q outer tag on
the incoming frames matching the match criteria. When creating the link during service
creation, the operator can specify an outer tag with a value from 1 to 4096.

- Thisattributeis available regardless of the number of tags used in the match criteria. Whether
the incoming traffic is double tagged or single tagged, if Push Outer is enabled, all
corresponding service requests push an outer tag. All subsequent nodes consider only the
outer-most two tags (if EV C-capable) or just one tag (not EV C-capable) and treat the
inner-most tags transparently as payload.

« ThisVLAN ID is not derived from Prime Provisioning-managed VLAN ID pools.
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Table 3-14

EVC Attributes (continued)

Description

Attribute

Push Inner

Check the box to impose an inner VLAN D tag onto the incoming frames that fulfill the match
criteria. This operation pushes both an inner and an outer tag onto the incoming packet, not just an
inner tag. If this check box is unchecked, no inner tag isimposed on the incoming frames. Usage
notes:

- If Push Inner is checked, all service requests created with the policy push adotlq inner tag on
the incoming frames matching the match criteria. When creating the link during service
creation, the operator can specify an inner tag with a value from 1 to 4096.

« If Push Inner is checked, Push Outer is automatically checked.

- Thisattribute is available regardless of the number of tags used in the match criteria.
Regardless of whether the incoming traffic is double tagged or single tagged, if Push Inner is
enabled, all corresponding service requests push an inner tag. All subseguent nodes consider
only the outer-most two tags (if EV C-capable) or just one tag (not EV C-capable) and treat the
inner-most tags transparently as payload.

 ThisVLAN ID is not derived from Prime Provisioning-managed VLAN ID pools.

Translate Outer

Check the box to allow the operator to specify atarget outer VLAN ID during service request
creation. The outer tag of all the incoming frames that fulfill the match criteria are translated to
this ID. If the check box is unchecked, no outer tag translation is performed. See Table 3-15.

Translate Inner

Check the box to allow the operator to specify atarget inner VLAN ID during service request
creation. The inner tag of all the incoming frames that fulfill the match criteria are translated to
this ID. If the check box is unchecked, no inner tag translation is performed. See Table 3-15.

Note on Access VLAN IDs

An access VLAN ID is of local significance to the EV C-capable ports. It should not be confused with
the global VLANS. This can be visualized as a partitioning of the Ethernet access network beyond the
EV C ports into several subEthernet access domains (one each for an EV C-capable port).

However, all the service interfaces on the Ethernet access nodes beyond the EV C ports will have this
very same VLAN ID for alink. This|D must be manually specified by the operator when setting the link
attributes during service request creation. The operator must ensure the uniqueness of the ID across the
EV C-demarcated Ethernet access domain.

These VLAN IDs are not managed by Prime Provisioning by means of locally-significant VLAN pools.
But onceaVLAN ID is assigned for alink in the service request, Prime Provisioning makes the VLAN
unavailable for subsequent service requests within the Ethernet access domain demarcated by the EVC.
Likewise, if amanually-specified VLAN is already in use in the access domain delimited by the EVC,
Prime Provisioning will display an error message indicating that the new VLAN ID being specified is
already in use on the NPC. The operator will be prompted to specify a different VLAN ID, which will
be provisioned on the L2 access nodes.

Table 3-15 VLAN Translation Summary Table

Match Match Translate Translate |Push
Type |Outer Tag Inner Tag Outer Tag Inner Tag |Outer Tag
11 True N/A Yes No N/A
1.2 True N/A N/A N/A Yes
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Table 3-15 VLAN Translation Summary Table

Match Match Translate Translate |Push
Type |Outer Tag Inner Tag Outer Tag Inner Tag |Outer Tag
2:1 True True Yes No N/A
2:2 True True Yes Yes N/A

Table 3-15 summarizes the realization of different VLAN translations available in the EVC
infrastructure. The second and third columns (Match Outer Tag and Match Inner Tag) refer to policy
settings. The last two columns (Translate Outer Tag and Translate Inner Tag) indicate the VLAN
translation that occurs on the incoming frames.

Interface Attributes Window

Note

Note

Table 3-16 describes the attributes in the Interface Attributes Window of the EVC ATM-Interworking
policy workflow. The attributes you can configure in this window are grouped under the following
categories:

e UNI Information

- VLAN

- Pseudowire

- ACL

» Security

« UNI Storm Control
- Protocol

In some cases, checking an attribute causes additional attributes to appear in the GUI. Thisiscoveredin
the steps that follow.

If the CE isdirectly connected to an N-PE, only speed, duplex, UNI shutdown, and other generic options
are presented. In this case, port security, storm control, L2 protocol tunneling, and other advanced
features are not supported due to the current platform limitations. If these features are needed for a
service, the service provider must deploy Layer 2 Ethernet access nodes beyond the EV C to support
these requirements.

Attributes available in the Interface Attributes window dynamically change based on the choice made
for the MPL S Core Connectivity Type (PSEUDOWIRE or LOCAL) in the Service Options window (see
Defining the EVC ATM-Ethernet Interworking Policy, page 3-34). For completeness, all attributes
available for the different core types are documented in the following steps. Attributes apply to all core
types, unless otherwise noted.

Cisco Prime Provisioning 7.2 User Guide g



Chapter 3 Managing Ethernet Virtual Circuit (EVC) Services |

M Policy and Service Request Attributes Reference Tables

Table 3-16 Interface Attributes
Attribute Description
Standard UNI Port Check the box to enable port security. Thisis the default. When you uncheck the check box, the

port is treated as an uplink with no security features, and the window dynamically changes to
eliminate items related to port security.

When the UNI is configured on an N-PE device running |OS XR, the Standard UNI Port attribute
is not supported. All the CLIsrelated to Standard UNI Port and UNI Port Security are ignored in
this case.

UNI Shutdown Check the box if you want to leave the UNI port shut during service activation, for example, when
the service provider wants to deploy aservicein the network but wantsto activate it at alater time.

Keep Alive Check the box to configure keepalives on the UNI port. By default, this check box is unchecked,
which causes the command no keepalive to be provisioned on the UNI port. This prevents a CPE
from sending keepalive packets to the U-PE, for security purposes. This attribute is editable, in
order to support modification on a per-service request basis.

Link Media (optional) Enter None, auto-select, rj45, or sfp.

Link Speed (optional) Enter None, 10, 100, 1000, Auto, or nonegotiate.
Link Duplex (optional) |Enter None, Full, Half, or Auto.

Encapsulation Choose a type. The choices are:

- DOT1QTRUNK—Configures the UNI as atrunk with 802.1q encapsulation. If the UNI
belongs to a directly connected and EV C link, this setting signifies that the incoming frames
are 802.1q encapsulated and that they match the VLAN ID configured for the link. This
specific topology does not involve atrunk UNI as such.

- DOT1QTUNNEL—Configuresthe UNI asan 802.1qtunnel (also known asadot1q tunnel or
Q-in-Q) port.
« ACCESS—Configures the UNI as an access port.

VLAN Translation Specify the type for this policy by clicking the appropriate radio button. The choices are;

« No—No VLAN translation is performed. (Thisis the default.)

« 1:1—1:1 VLAN translation. Translates an incoming customer VLAN to another.

e 2:1—2:1 VLAN translation. Converts both inner and outer VLANsto asingle VLAN.

e 1:2—1:2 VLAN translation. Pushes one more provider VLAN.

e 2:2—2:2 VLAN translation. Translates both inner and outer VLANS to two other VLANS.

For more details on how VLAN translation is supported in EVC ATM-Ethernet services, see the
coverage of the VLAN Translation attribute in Managing an EVC ATM-Ethernet Interworking
Service Request, page 3-35.
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Table 3-16 Interface Attributes (continued)

Attribute

Description

Use PseudoWireClass

Check the box to enabl e the selection of apseudowire class. Thisattribute is unchecked by default.
Usage notes:

« The pseudowire class nameis used for provisioning pw-class commands on 10S and |OS XR
devices. See Creating and Modifying Pseudowire Classes, page 3-15 for additional
information on pseudowire class support.

« |If Use PseudoWireClass is checked, an additional attribute, PseudoWireClass, appearsin
the GUI. Click the Select button of PseudoWireClass attribute to choose a pseudowire class
previously created in Prime Provisioning.

» The Use PseudoWireClass attribute is only available if the MPLS core connectivity type was
set as PSEUDOWIRE in the Service Options window (see Defining the EVC ATM-Ethernet
Interworking Policy, page 3-34).

L2VPN Group Name

Choose one of the following from the drop-down list:
« ISC
« VPNSC
Usage notes:
« Thisattribute is used for provisioning the L2VPN group name on |OS XR devices.

» The choicesin the drop-down list are derived from a configurable DCPL property. For
information about how to define the L2V PN Group Name choices available in the drop-down
list, see Defining L2VPN Group Names for |OS XR Devices, page 3-19.

« L2VPN Group Name isonly applicable for IOS XR devices.

E-Line Name

Specify the point-to-point (p2p) E-line name. Usage notes:

« If novalueis specified for the E-Line Name in either the policy or the service request based
on the policy, Prime Provisioning autogenerates a default name as follows:

— For PSEUDOWIRE core connectivity type, the format is:
DeviceName--VC_|D
— For LOCAL core connectivity type, the format is:
DeviceName--VLAN_ID
If the default name is more than 32 characters, the device names are truncated.

« E-Line Nameisonly applicable for IOS XR devices.
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Table 3-16 Interface Attributes (continued)

Attribute

Description

N-PE Pseudo-wire on
SVI

Check the box to have Prime Provisioning generate forwarding commands under SVIs (switch
virtual interfaces). By default, this check box is not checked. In this case, Prime Provisioning
generates forwarding commands under the service instance.

For an EV C link, the attribute N-PE Pseudo-wire on SV is dependent on the value of the attribute
Configure with Bridge Domain (thisis available in the policy workflow in the EV C Policy Editor
- Service Options window). N-PE Pseudo-wire on SVI, if enabled, will be reflected only when
Configure with Bridge Domain is set to true. Otherwise, the service request will not be created
with xconnect under SV I, even if N-PE Pseudo-wire on SVI is enabled.

Usage notes:

- Prime Provisioning supports a hybrid configuration for EV C service reguests. In a hybrid
configuration, the forwarding commands (such as xconnect) for one side of an attachment
circuit can be configured under aserviceinstance, and the xconnect configuration for the other
side of the attachment circuit can be configured under a switch virtual interface (SV1).

» For examples of these cases, see configlet examples EV C (Pseudowire Core Connectivity,
Bridge Domain, Pseudowire on SVI), page 3-166 and EV C (Pseudowire Core Connectivity,
no Bridge Domain, no Pseudowire on SVI), page 3-167.

« N-PE Pseudo-wire on SV1 is applicable for al connectivity types, but a hybrid SVI
configuration is possible only for pseudowire connectivity.

« When MPLS Core Connectivity Typeis set as LOCAL connectivity type, the N-PE
Pseudo-wire on SV attribute is always disabled in the policy and service request.

« TheN-PE Pseudo-wireon SVI attributeis not supported for IOS XR devices. All the xconnect
commands are configured on L2 subinterfaces/service instance.

« Table 3-17 shows various use cases for hybrid configuration for EV C service requests. [Move
outside table]

Use Existing ACL Name

Check the box if you want to assign your own named access list to the port. By default, this check
box is not checked and Prime Provisioning automatically assigns a MAC-based ACL on the
customer facing UNI port, based on values you enter in UNI M AC addresses.

Port-Based ACL Name

Enter a Port-Based ACL Name (if you checked the Use Existing ACL Name check box).

Prime Provisioning does not create this ACL automatically. The ACL must already exist on the
device, or be added as part of atemplate, before the service request is deployed. Otherwise,
deployment will fail.

UNI MAC addresses

Enter one or more Ethernet MAC addresses. This selection is present only if you uncheck the Use
Existing ACL Name check box. Click the Edit button to bring up a pop-up window in which you
enter MAC addressesto be allowed or denied on the port. You can al so specify arange of addresses
by setting a base MAC address and a filtered MAC address.
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Table 3-16 Interface Attributes (continued)

Attribute

Description

UNI Port Security

Check the box if you to want to provision port security-related CLIsto the UNI port by controlling
the MAC addresses that are allowed to go through the interface.

e For Maximum Number of MAC address, enter the number of MAC addresses allowed for
port security.

« For Aging, enter the length of time the MAC address can stay on the port security table.

- For Violation Action, choose what action will occur when a port security violation is
detected:

— PROTECT—Drops packets with unknown source addresses until a sufficient number of
secure MAC addresses are removed to drop below the maximum value.

— RESTRICT—Drops packets with unknown source addresses until a sufficient number of
secure MAC addresses are removed to drop below the maximum value and causes the
Security Violation counter to increment.

— SHUTDOWN—Putsthe interface into the error-disabled state immediately and sends an
SNMP trap notification.

+ Inthe Secure MAC Addresses field, enter one or more Ethernet MAC addresses.

Enable Storm Control

Check the box to help prevent the UNI port from being disrupted by a broadcast, multicast, or
unicast storm. Enter a threshold value for each type of traffic. The value, which can be specified
to two significant digits, represents the percentage of the total available bandwidth of the port. If
thethreshold of atraffic typeisreached, further traffic of that typeis suppressed until theincoming
traffic falls below the threshold level.

Protocol Tunnelling

Check the box if you want to define the Layer 2 Bridge Protocol Data Unit (BPDU) frames that
can be tunneled over the core to the other end. For each protocol that you choose, enter the
shutdown threshold and drop threshold for that protocol:

- Enable cdp—Enable Layer 2 tunnelling on Cisco Discover Protocol (CDP).

« cdp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

« cdp drop threshold—Enter the number of packets per second to be received at which point
the interface will start dropping CDP packets.

« Enable vtp—Enable Layer 2 tunnelling on VLAN Trunk Protocol (VTP).

« vtp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

» vtp drop threshold—Enter the number of packets per second to be received at which point
the interface will start dropping VTP packets.

- Enable stp—Enable Layer 2 tunnelling on Spanning Tree Protocol (STP).

« stp shutdown threshold—Enter the number of packets per second to be received before the
interface is shut down.

« stp drop threshold—Enter the number of packets per second to be received at which point
the interface will start dropping STP packets.

« Recovery Interval—Enter the amount of time, in seconds, to wait before recovering a UNI
port.
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Table 3-16 Interface Attributes (continued)
Attribute Description
MTU Size Enter the MTU size in bytes. The maximum transmission unit (MTU) size is configurable and

optional. The default size is 9216, and the range is 1500 to 9216. Prime Provisioning does not
perform anintegrity check for this customized value. If aservice request goesto the Failed Deploy
state because this size is not accepted, you must adjust the size until the Service Request is
deployed.

In Cisco Prime Provisioning 6.3, different platforms support different ranges.
» For the 3750 and 3550 platforms, the MTU range is 1500 to 1546.

- For the Cisco 7600 Ethernet port, the MTU sizeis always 9216. Even with the same platform
and same | OS release, different line cards support the MTU differently. For example, older
line cards only take an MTU size of 9216 and newer cards support 1500 to 9216. However,
Cisco Prime Provisioning 6.3 uses 9216 in both cases.

» For the Cisco 7600 SVI (interface VLAN), the MTU sizeis 1500 to 9216.

Table 3-17 Use Cases for Hybrid Configuration for EVC Service Requests
N-PE

Use Bridge Pseudowire

Domain EVC on SVI CLIs Generated

True True True » xconnect under VLAN interface.

« Service instance under main interface.

True True False « Xconnect under service instance.
« Service instance under main interface.

False True N/A « xconnect under service instance.

« Service instance under main interface.

True False True xconnect under VLAN interface.
True False False xconnect under subinterface.
False False False xconnect under subinterface.

EVC ATM-Ethernet Interworking Service Request Attributes

This section describes attributes available in the EVC ATM-Ethernet Interworking service request
workflow:

- Table 3-18, “Pseudowire Core Connectivity Attributes,” on page 107
- Table 3-19, “Local Core Connectivity Attributes,” on page 109

- Table 3-20, “Service Instance Details Attributes,” on page 111

» Table 3-21, “Standard UNI Attributes,” on page 115

« Table 3-22, “ATM UNI Attributes,” on page 119
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Table 3-18 Pseudowire Core Connectivity Attributes
Attribute Description
Job ID, SR ID These fields are read-only. When the service request is being created for the first time, the fields

display a value of NEW. When an existing service request is being modified, the values of the
fields indicate the respective I Ds that the Prime Provisioning database holds within the editing
flow of the service request.

Policy Thisfield is read-only. It displays the name of the policy on which the service request is based.
Clicking on the read-only policy name displays alist of all the attribute values set within the
policy.

Select VPN Click to choose a VPN for use with this service request. The Select VPN window appears with the

VPNs defined in the system.

The same VPN can be used by service requests with LOCAL and PSEUDOWIRE core types. If a
VPN for aservice request is used with VPLS core type, the same VPN cannot be used for service
requests with LOCAL or PSEUDOWIRE core type.

1. Choose a VPN Name in the Select column.

You may also use the New VPN Details section of the window to create anew VPN “on
the fly.” This window provides a subset of the usual VPN creation features. Use the
supplied fields to name the new VPN. select/create the customer, and so on. For more
information about creating VPNs, see Setting Up Logical Inventory, page 2-55.

2. Click Select.
The EVC Service Request Editor window appears with the VPN name displayed.

AutoPick VC ID Check the box if you want Prime Provisioning to choose aVC ID. If you do not check this check
box, you will be prompted to providethe ID inthe VC ID field, as covered in the next step. When
AutoPick VC ID is checked, Prime Provisioning allocates a VC ID for pseudowires from the
Prime Provisioning-managed V C ID resource pool. In this case, thetext field for the VC ID option
is non-editable.

VCID If AutoPick VC ID was unchecked, enter aVVC ID in the VC ID field. Usage notes:

- The AutoPick VC ID attribute appears during the creation of an EV C pseudowire service
request.

« TheVC ID value must be an integer value correspondingto aVC ID.

< When aVC ID is manually allocated, Prime Provisioning verifiesthe VC ID to seeiif it lies
within Prime Provisioning’s VC ID pooal. If the VC ID isin the pool but not allocated, the VC
ID is alocated to the service request. If the VC ID isin the pool and is already in use,
Prime Provisioning promptsyou to allocate adifferent VC ID. If the VC ID lies outside of the
Prime Provisioning VC ID pool, Prime Provisioning does not perform any verification about
whether or not the VC ID allocated. The operator must ensure the VC ID is available.

« TheVCID can beentered only while creating aservice. If you are editing the service request,
the VC ID field is not editable.
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Table 3-18 Pseudowire Core Connectivity Attributes (continued)

Attribute Description

Enable PseudoWire Check the box to enable pseudowire redundancy (alternative termination device) under certain
Redundancy conditions. Usage notes:

« Enable Pseudo Wire Redundancy is only available if the MPLS Core Connectivity Type was
set as PSEUDOWIRE in the Service Options window (see Defining the EVC ATM-Ethernet
Interworking Policy, page 3-34).

« Enabling this feature allows the user to do the following:
— Configure two pseudowires between two direct links, or:

— Add a backup peer such that pseudowires are configured between A—Z and A-Z'". In this
case, the terminating links A, Z, and Z' must all be directly connected links. L2 access
