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multihop-hostname

To enable a tunnel switch to initiate a tunnel based on the hostname or tunnel ID associated with an
ingress tunnel, use the multihop-hostname command in VPDN request-dialin subgroup configuration
mode. To disable this option, use the no form of this command.

multihop-hostname ingress-tunnel-name

no multihop-hostname ingress-tunnel-name

Syntax Description ingress-tunnel-name Network access server (NAS) hostname or ingress tunnel ID.
Command Default No multihop hostname is configured.
Command Modes VPDN request-dialin subgroup configuration
Command History Release Modification
12.1(1)DC1 This command was introduced on the Cisco 6400 node route
processor (NRP).
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
Usage Guidelines Use the multihop-hostname command only on a device configured as a tunnel switch.

The ingress-tunnel-name argument must specify either the hostname of the device initiating the tunnel
that is to be to be switched, or the tunnel ID of the ingress tunnel that is to be switched.

Removing the request-dialin subgroup configuration will remove the multihop-hostname
configuration.

Examples The following example configures a Layer 2 Tunnel Protocol (L2TP) virtual private dialup network
(VPDN) group on a tunnel switch to forward ingress sessions from the host named LAC-1 through an
outgoing tunnel to IP address 10.3.3.3:

vpdn-group 11
request-dialin
protocol 12tp
multihop-hostname LAC-1
initiate-to ip 10.3.3.3
local name tunnel-switch
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multihop-hostname

Related Commands

Command Description

dnis Configures a VPDN group to tunnel calls from the specified DNIS, and
supports additional domain names for a specific VPDN group.

domain Requests that PPP calls from a specific domain name be tunneled, and

supports additional domain names for a specific VPDN group.

request-dialin

Creates a request dial-in VPDN subgroup that configures a NAS to request
the establishment of a dial-in tunnel to a tunnel server, and enters request
dial-in VPDN subgroup configuration mode.

vpdn multihop

Enables VPDN multihop.

vpdn search-order

Specifies how the NAS is to perform VPDN tunnel authorization searches.
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pool-member

To assign a request-dialout virtual private dialup network (VPDN) subgroup to a dialer pool, use the
pool-member command in VPDN request-dialout configuration mode. To remove the request-dialout
VPDN subgroup from a dialer pool, use the no form of this command.

pool-member pool-number

no pool-member [pool-number]

Syntax Description

Defaults

Command Modes

pool-number Dialer pool to which this VPDN group belongs.

Command is disabled.

VPDN request-dialout configuration

Command History

Usage Guidelines

Examples

Release Modification
12.005)T This command was introduced.

Before you can enable the pool-member command, you must first enable the protocol 12tp command
on the request-dialout VPDN subgroup. Removing the protocol 12tp command will remove the
pool-member command from the request-dialout VPDN subgroup.

You can only configure one dialer profile pool (using the pool-member command) or dialer rotary group
(using the rotary-group command). If you attempt to configure a second dialer resource, you will
replace the first dialer resource in the configuration.

The following example configures VPDN group 1 to request L2TP dial-out to IP address 172.16.4.6
using dialer profile pool 1 and identifying itself using the local name “userl.”

vpdn-group 1
request-dialout
protocol 12tp
pool-member 1
initiate-to ip 172.16.4.6
local name userl

Related Commands

Command Description

initiate-to Specifies the IP address that will be tunneled to.

protocol (VPDN) Specifies the Layer 2 tunneling protocol that the VPDN subgroup will use.

request-dialout Enables an LNS to request VPDN dial-out calls by using L2TP.

rotary-group Assigns a request-dialout VPDN subgroup to a dialer rotary group.
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pptp flow-control receive-window

To specify how many packets the Point-to-Point Tunnel Protocol (PPTP) client can send before it must
wait for acknowledgment from the tunnel server, use the pptp flow-control receive-window command
in VPDN group or VPDN template configuration mode. To restore the default value, use the no form of
this command.

pptp flow-control receive-window packets

no pptp flow-control receive-window

Syntax Description

Command Default

Command Modes

packets Number of packets the client can send before it has to wait for
acknowledgment from the tunnel server. Valid values range from 1 to 64
packets. The default value is 16 packets.

The PPTP client may send up to 16 packets before it must wait for acknowledgment.

VPDN group configuration
VPDN template configuration

Command History

Examples

Release Modification
12.0(5)XES This command was introduced
12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.

The following example shows how to fine-tune PPTP by specifying that a client associated with the
virtual private dialup network (VPDN) group named group1 can send 20 packets before it must wait for
acknowledgment from the tunnel server:
vpdn-group groupl
accept-dialin
protocol pptp

virtual-template 1
|

pptp flow-control receive-window 20

Related Commands

Command Description

encryption mppe Enables MPPE encryption on the virtual template.

pptp flow-control static-rtt Specifies the tunnel server’s timeout interval between sending a packet
to the client and receiving a response.

pptp tunnel echo Specifies the period of idle time on the tunnel that will trigger an echo
message from the tunnel server to the client.
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Command Description

vpdn-group Creates a VPDN group and enters VPDN group configuration mode.

vpdn-template Creates a VPDN template and enters VPDN template configuration
mode.
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pptp flow-control static-rtt

To specify the timeout interval of the Point-to-Point Tunnel Protocol (PPTP) tunnel server between
sending a packet to the client and receiving a response, use the pptp flow-control static-rtt command
in VPDN group or VPDN template configuration mode. To restore the default value, use the no form of
this command.

pptp flow-control static-rtt seconds

no pptp flow-control static-rtt

Syntax Description

Command Default

Command Modes

seconds Timeout interval, in milliseconds (ms), that the tunnel server will wait between
sending a packet to the client and receiving a response. Valid values range from 100
to 5000. The default value is 1500.

The tunnel server will wait 1500 ms for a response before timing out.

VPDN group configuration
VPDN template configuration

Command History

Usage Guidelines

Examples

Release Modification
12.0(5)XES This command was introduced.
12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.

If the session times out, the tunnel server does not retry or resend the packet. Instead the flow control
alarm is set off, and stateful mode is automatically switched to stateless.

The following example shows how to fine-tune PPTP by increasing the timeout interval for tunnels
associated with the virtual private dialup network (VPDN) group named groupl on the tunnel server to
2000 ms:

vpdn-group groupl
accept-dialin
protocol pptp
virtual-template 1
|

pptp flow-control static-rtt 2000
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Related Commands  Command Description

encryption mppe Enables MPPE encryption on the virtual template.

pptp flow-control receive-window Specifies how many packets the client can send before it must
wait for the acknowledgment from the tunnel server.

pptp tunnel echo Specifies the period of idle time on the tunnel that will trigger an
echo message from the tunnel server to the client.

vpdn-group Creates a VPDN group and enters VPDN group configuration
mode.

vpdn-template Creates a VPDN template and enters VPDN template

configuration mode.
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pptp tunnel echo

To specify the period of idle time on the Point-to-Point Tunnel Protocol (PPTP) tunnel that will trigger
an echo message from the tunnel server to the client, use the pptp tunnel echo command in VPDN group
or VPDN template configuration mode. To restore the default value, use the no form of this command.

pptp tunnel echo seconds

no pptp tunnel echo

Syntax Description

Command Default

Command Modes

seconds Echo packet interval, in seconds. Valid values range from 0 to 1000. The default
value is 60.

The tunnel server will send an echo message after a 60-second idle interval.

VPDN group configuration
VPDN template configuration

Command History

Usage Guidelines

Release Modification
12.0(5)XES This command was introduced.
12.1(5)T This command was integrated into Cisco IOS Release 12.1(5)T.

Use the pptp tunnel echo command to set the idle time that the tunnel server will wait before sending
an echo message to the client.

If the tunnel server does not receive a reply to the echo message within 20 seconds, it will tear down the
tunnel. This 20-second interval is hard coded.

Examples The following example shows how to fine-tune PPTP on the tunnel server by increasing the idle time
interval for the tunnels associated with the virtual private dialup network (VPDN) group named groupl
to 90 seconds:
vpdn-group groupl

accept-dialin
protocol pptp
virtual-template 1
!
pptp tunnel echo 90
Cisco 10S VPDN Command Reference
[ January 2011 .m



VPDN Commands |

I pptp tunnel echo

Related Commands = Command Description
encryption mppe Enables MPPE encryption on the virtual template.

pptp flow-control receive-window Specifies how many packets the client can send before it must
wait for the acknowledgment from the tunnel server.

pptp flow-control static-rtt Specifies the timeout interval of the tunnel server between
sending a packet to the client and receiving a response.

vpdn-group Creates a VPDN group and enters VPDN group configuration
mode.

vpdn-template Creates a VPDN template and enters VPDN template

configuration mode.
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protocol (VPDN)

To specify the tunneling protocol that a virtual private dialup network (VPDN) subgroup will use, use
the protocol command in the appropriate VPDN subgroup configuration mode. To remove the
protocol-specific configurations from a VPDN subgroup, use the no form of this command.

protocol {any I12f | 12tp | pppoe | pptp}

no protocol {any | 12f | 12tp | pppoe | pptp}

Syntax Description  any Specifies either the Layer 2 Forwarding (L2F) protocol or the Layer 2 Tunneling
Protocol (L2TP).
12f Specifies the L2F protocol.

~

Note  The I2f keyword was removed from Cisco IOS Release 12.4(11)T.

12tp Specifies L2TP.
pppoe Specifies the PPP over Ethernet (PPPoE) protocol.
pptp Specifies the Point-to-Point Tunneling Protocol (PPTP).
Command Default No protocol is specified.
Command Modes VPDN accept-dialin group configuration (config-vpdn-acc-in)

VPDN accept-dialout group configuration (config-vpdn-acc-out)
VPDN request-dialin group configuration (config-vpdn-acc-in)
VPDN request-dialout group configuration (config-vpdn-req-out)

Command History Release Modification
12.005)T This command was introduced.
12.1(1)T The pppoe keyword was added.

124(11)T The 12f keyword was removed from Cisco IOS Release 12.4(11)T.

Cisco IOS XE This command was implemented on Cisco ASR 1000 series routers.
Release 2.5.0

Usage Guidelines This command is required for any VPDN subgroup configuration.

L2TP is the only protocol that can be used for dialout subgroup configurations.

Removal of 12f Keyword

The 12f keyword was removed from Cisco 10S Release 12.4(11)T. It is available in releases prior to
Release 12.4(11)T.
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Note

Examples

Changing the protocol will remove all the commands from the VPDN subgroup configuration, and any
protocol-specific commands from the VPDN group configuration.

Users must first enter the vpdn enable command to configure the PPP over Ethernet discovery daemon.

The show running-config command does not display the configured domain name and virtual template,
unless you configure the protocol 12tp command.

When you unconfigure the protocol 12tp command, the configured domain name and virtual template
are automatically removed. When you reconfigure the protocol 12tp command, the domain name and
virtual template need to be explicitly added again.

The following example configures VPDN group 1 to accept dial-in calls using L2F and to request
dial-out calls using L2TP:

Router> enable

Router# configure terminal

Router (config)# vpdn enable

Router (config)# vpdn-group 1

Router (config-vpdn)# accept-dialin

Router (config-vpdn-acc-in) # protocol 12f
Router (config-vpdn-acc-in) # virtual-template 1
Router (config-vpdn-acc-in) # exit

Router (config-vpdn) # request-dialout

Router (config-vpdn-reg-out)# protocol 12tp
Router (config-vpdn-reg-out)# pool-member 1
Router (config-vpdn-acc-in) # exit

Router (config-vpdn)# local name routerl

Router (config-vpdn)# terminate-from hostname router2
Router (config-vpdn) # initiate-to ip 10.3.2.1
Router (config-vpdn)# 12f ignore-mid-sequence
Router (config-vpdn)# 12tp ip udp checksum

If you then use the no protocol command in VPDN request-dialout group configuration mode, the
configuration will be changed to this:

vpdn enable

|

vpdn-group 1

accept-dialin
protocol 12f
virtual-template 1
terminate-from hostname router2
local name routerl

12f ignore-mid-sequence

The following example shows how to set VPDN group 1 to request dial-in calls using PPTP:

Router> enable

Router# configure terminal

Router (config)# vpdn enable

Router (config)# vpdn-group 1

Router (config-vpdn) # request-dialin
Router (config-vpdn-reqg-in) # protocol pptp
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The domain name command configures the domain name of the users that will be forwarded to the L2TP
tunnel server. The virtual-template command selects the default virtual template from which to clone
the virtual access interfaces for the L2TP tunnel. The following example shows how to configure the
protocol 12tp, virtual-template, and domain name commands:

Router (config)# vpdn enable

Router (config)# vpdn-group 1l2tp

Router (config-vpdn) # request-dialin

Router (config-vpdn-reqg-in) # protocol 12tp
Router (config-vpdn-reg-in) # virtual-template 1
Router (config-vpdn-reg-in) # domain example.com
Router (config-vpdn-reg-in) # exit

If you then use the no protocol command in VPDN request-dialout group configuration mode, the
configuration will be changed to this:
vpdn enable

vpdn-group 1l2tp

The following example shows the output from the show running-config command, if you reconfigure
the protocol 12tp command:

vpdn enable

|

vpdn-group 12tp
request-dialin
protocol 12tp

Related Commands = Command Description

accept-dialin Creates an accept dial-in VPDN subgroup that configures a tunnel server to accept
requests from a NAS to tunnel dial-in calls, and enters VPDN accept-dialin group
configuration mode.

accept-dialout Creates an accept dial-out VPDN subgroup that configures a NAS to accept
requests from a tunnel server to tunnel L2TP dial-out calls, and enters VPDN
accept-dialout group configuration mode.

request-dialin Creates a request dial-in VPDN subgroup that configures a NAS to request the
establishment of a dial-in tunnel to a tunnel server, and enters VPDN
request-dialin group configuration mode.

request-dialout Creates a request dial-out VPDN subgroup that configures a tunnel server to
request the establishment of dial-out L2TP tunnels to a NAS, and enters VPDN
request-dialout group configuration mode.

vpdn enable Enables VPDN on the router and informs the router to look for tunnel definitions
in a local database and on a remote authorization server (home gateway).

vpdn-group Associates a VPDN group with a customer or VPDN profile.
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radius-server attribute 31 remote-id

To override the calling-station-id attribute with remote-id in RADIUS AAA messages, use the
radius-server attribute 31 remote-id command in global configuration mode. To disable the command
function (default), use the no form of this command.

radius-server attribute 31 remote-id

no radius-server attribute 31 remote-id

Syntax Description  This command has no arguments or keywords.

Command Default Command function is disabled.
Command Modes Global configuration mode
Command History Release Modification
12.4(6th)T This command was introduced.
Usage Guidelines Configure the radius-server attribute 31 remote-id command on the LNS.
Examples The following example shows the configuration on the LNS:

LNS (config) # radius-server attribute 31 remote-id

Related Commands = Command Description
debug vpdn Displays information associated with the RADIUS server.
dsl-line-info-forwarding Enables the transfer of VSAs from the LAC to the LNS.
radius-server attribute 87 Overrides the nas-port-id attribute with circuit-id in RADIUS AAA
circuit-id messages.
vpdn-group Creates a virtual private dialup network (VPDN) group and enters

VPDN group configuration mode.
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radius-server attribute 87 circuit-id

To override the nas-port-id attribute with Circuit_ID in RADIUS AAA messages, use the radius-server
attribute 87 circuit-id command in global configuration mode. To disable the command function
(default), use the no form of this command.

radius-server attribute 87 circuit-id

no radius-server attribute 87 circuit-id

Syntax Description  This command has no arguments or keywords.

Command Default The command function is disabled.
Command Modes Global configuration
Command History Release Modification
12.4(15)T This command was introduced.
Usage Guidelines Configure the radius-server attribute 87 circuit-id command on the Line Network Server (LNS).
Examples The following example shows the configuration on the LNS:

LNS (config)# radius-server attribute 87 circuit-id

Related Commands = Command Description
debug vpdn Displays information associated with the RADIUS server.
dsl-line-info-forwarding Enables the transfer of VSAs from the LAC to the LNS.
vpdn-group Creates a VPDN group and enters VPDN group configuration mode.
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radius-server domain-stripping

Note

To configure a network access server (NAS) to strip suffixes, or to strip both suffixes and prefixes from
the username before forwarding the username to the remote RADIUS server, use the radius-server
domain-stripping command in global configuration mode. To disable a stripping configuration, use the
no form of this command.

The ip vrf default command must be configured in global configuration mode before the radius-server
domain-stripping command is configured to ensure that the default VRF name is a NULL value until
the defaulf vrf name is configured.

radius-server domain-stripping [[right-to-left] [prefix-delimiter character
[character2...character7]] [delimiter character [character2...character7]] | strip-suffix suffix]
[vrf virf-name]

no radius-server domain-stripping [[right-to-left] [prefix-delimiter character
[character2...character7]] [delimiter character [character2...character7]] | strip-suffix suffix]
[vrf vif-name]

Syntax Description

Command Default

Command Modes

right-to-left (Optional) Specifies that the NAS will apply the stripping configuration
at the first delimiter found when parsing the full username from right to
left. The default is for the NAS to apply the stripping configuration at the
first delimiter found when parsing the full username from left to right.

prefix-delimiter character (Optional) Enables prefix stripping and specifies the character or

[character2...character7] characters that will be recognized as a prefix delimiter. Valid values for
the character argument are @, /, $, %, \, #, and -. Multiple characters can
be entered without intervening spaces. Up to seven characters can be
defined as prefix delimiters, which is the maximum number of valid
characters. If a \ is entered as the final or only value for the character
argument, it must be entered as \\. No prefix delimiter is defined by
default.

delimiter character (Optional) Specifies the character or characters that will be recognized

[character2...character7] as a suffix delimiter. Valid values for the character argument are @, /, $,
%, \, #, and -. Multiple characters can be entered without intervening
spaces. Up to seven characters can be defined as suffix delimiters, which
is the maximum number of valid characters. If a \ is entered as the final
or only value for the character argument, it must be entered as \\. The
default suffix delimiter is the @ character.

strip-suffix suffix (Optional) Specifies a suffix to strip from the username.

vrf vrf-name (Optional) Restricts the domain stripping configuration to a Virtual
Private Network (VPN) routing and forwarding (VRF) instance. The
vrf-name argument specifies the name of a VRF.

Stripping is disabled. The full username is sent to the RADIUS server.

Global configuration (config)
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Command History

Usage Guidelines

Note

Release Modification
12.2(2)DD This command was introduced on the Cisco 7200 series and
Cisco 7401ASR.
12.2(4)B This command was integrated into Cisco IOS Release 12.2(4)B.
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.
12.3(4)T Support was added for the right-to-left and delimiter character
keywords and argument.
12.4(4)T Support was added for the strip-suffix suffix and prefix-delimiter
keywords and argument.
12.2(28)SB This command was integrated into Cisco IOS Release 12.(28)SB.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.(33)SRC.
12.2(33)SXH This command was integrated into Cisco IOS Release 12.2(33)SXH.
12.2(33)SXI This command was integrated into Cisco IOS Release 12.2(33)SXI.
XE 2.1 This command was integrated into Cisco IOS Release XE 2.1.
XE 2.5 Support was added for the strip-suffix suffix and prefix-delimiter

keywords and argument.

Use the radius-server domain-stripping command to configure the NAS to strip the domain from a
username before forwarding the username to the RADIUS server. If the full username is

userl @cisco.com, enabling the radius-server domain-stripping command results in the username
“userl” being forwarded to the RADIUS server.

Use the right-to-left keyword to specify that the username should be parsed for a delimiter from right
to left, rather than from left to right. This allows strings with two instances of a delimiter to strip the
username at either delimiter. For example, if the username is user @cisco.com@cisco.net, the suffix
could be stripped in two ways. The default direction (left to right) would result in the username “user”
being forwarded to the RADIUS server. Configuring the right-to-left keyword would result in the
username “user @cisco.com” being forwarded to the RADIUS server.

Use the prefix-delimiter keyword to enable prefix stripping and to specify the character or characters
that will be recognized as a prefix delimiter. The first configured character that is parsed will be used as
the prefix delimiter, and any characters before that delimiter will be stripped.

Use the delimiter keyword to specify the character or characters that will be recognized as a suffix
delimiter. The first configured character that is parsed will be used as the suffix delimiter, and any
characters after that delimiter will be stripped.

Use strip-suffix suffix to specify a particular suffix to strip from usernames. For example, configuring
the radius-server domain-stripping strip-suffix cisco.net command would result in the username
user @cisco.net being stripped, while the username user @cisco.com will not be stripped. You may
configure multiple suffixes for stripping by issuing multiple instances of the radius-server
domain-stripping command. The default suffix delimiter is the @ character.

Issuing the radius-server domain-stripping strip-suffix suffix command disables the capacity to strip
suffixes from all domains. Both the suffix delimiter and the suffix must match for the suffix to be stripped
from the full username. The default suffix delimiter of @ will be used if you do not specify a different
suffix delimiter or set of suffix delimiters using the delimiter keyword.

To apply a domain-stripping configuration only to a specified VRF, use the vrf vrf-name option.
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Examples

The interactions between the different types of domain stripping configurations are as follows:

¢ You may configure only one instance of the radius-server domain-stripping [right-to-left]
[prefix-delimiter character [character2...character7]] [delimiter character
[character2...character7]] command.

* You may configure multiple instances of the radius-server domain-stripping [right-to-left]
[prefix-delimiter character [character2...character7]] [delimiter character
[character2...character7]] [vrf vrf-name] command with unique values for vrf vrf-name.

¢ You may configure multiple instances of the radius-server domain-stripping strip-suffix suffix
[vrf per-vrf] command to specify multiple suffixes to be stripped as part of a global or per-VRF
ruleset.

¢ Issuing any version of the radius-server domain-stripping command automatically enables suffix
stripping using the default delimiter character @ for that ruleset, unless a different delimiter or set
of delimiters is specified.

¢ Configuring a per-suffix stripping rule disables generic suffix stripping for that ruleset. Only
suffixes that match the configured suffix or suffixes will be stripped from usernames.

The following example configures the router to parse the username from right to left and sets the valid
suffix delimiter characters as @, \, and $. If the full username is cisco/user @cisco.com$cisco.net, the
username ‘“cisco/user@cisco.com” will be forwarded to the RADIUS server because the $ character is
the first valid delimiter encountered by the NAS when parsing the username from right to left.

radius-server domain-stripping right-to-left delimiter @\$

The following example configures the router to strip the domain name from usernames only for users
associated with the VRF instance named abc. The default suffix delimiter @ will be used for generic
suffix stripping.

radius-server domain-stripping vrf abc

The following example enables prefix stripping using the character / as the prefix delimiter. The default
suffix delimiter character @ will be used for generic suffix stripping. If the full username is
cisco/user@cisco.com, the username “user” will be forwarded to the RADIUS server.

radius-server domain-stripping prefix-delimiter /

The following example enables prefix stripping, specifies the character / as the prefix delimiter, and
specifies the character # as the suffix delimiter. If the full username is cisco/user @cisco.com#cisco.net,
the username “user @cisco.com” will be forwarded to the RADIUS server.

radius-server domain-stripping prefix-delimiter / delimiter #

The following example enables prefix stripping, configures the character / as the prefix delimiter,
configures the characters $, @, and # as suffix delimiters, and configures per-suffix stripping of the
suffix cisco.com. If the full username is cisco/user@cisco.com, the username “user” will be forwarded
to the RADIUS server. If the full username is cisco/user@cisco.com#cisco.com, the username
“user@cisco.com” will be forwarded.

radius-server domain-stripping prefix-delimiter / delimiter S$@#
radius-server domain-stripping strip-suffix cisco.com
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radius-server domain-stripping

The following example configures the router to parse the username from right to left and enables suffix
stripping for usernames with the suffix cisco.com. If the full username is
cisco/user@cisco.net@cisco.com, the username “cisco/user@cisco.net” will be forwarded to the
RADIUS server. If the full username is cisco/user @cisco.com@cisco.net, the full username will be
forwarded.

radius-server domain-stripping right-to-left
radius-server domain-stripping strip-suffix cisco.com

The following example configures a set of global stripping rules that will strip the suffix cisco.com using
the delimiter @, and a different set of stripping rules for usernames associated with the VRF named
myvrf:

radius-server domain-stripping strip-suffix cisco.com

!

radius-server domain-stripping prefix-delimiter # vrf myvrf

radius-server domain-stripping strip-suffix cisco.net vrf myvrf

Command Description

aaa new-model Enables the AAA access control model.

ip vrf Defines a VRF instance and enters VRF configuration mode.
tacacs-server Configures a router to strip a prefix or suffix from the username before
domain-stripping forwarding the username to the TACACS+ server.
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redirect identifier

To configure a virtual private dialup network (VPDN) redirect identifier to use for Layer 2 Tunneling
Protocol (L2TP) call redirection on a network access server (NAS), use the redirect identifier command
in VPDN group or VPDN template configuration mode. To remove the name of the redirect identifier
from the NAS, use the no form of this command.

redirect identifier identifier-name

no redirect identifier identifier-name

Syntax Description

Command Default

Command Modes

identifier-name Name of the redirect identifier to use for call redirection.

No redirect identifier is configured.

VPDN group configuration
VPDN template configuration

Command History

Usage Guidelines

Release Modification
12.2(8)B This command was introduced.
12.2(13)T This command was integrated into Cisco IOS Release 12.2(13)T.

The redirect identifier command is used only on the NAS. To configure the name of the redirect
identifier on the stack group tunnel server, use the vpdn redirect identifier command in global
configuration mode.

The NAS compares the redirect identifier with the one received from the stack group tunnel server to
determine authorization information to redirect the call.

Configuring the redirect identifier is not necessary to perform redirects. If the redirect identifier is not
configured, the NAS uses the redirect IP address in order to get authorization information to redirect the
call. In that case, the IP address of the new redirected tunnel server must be present in the initiate-to
command configuration of the VPDN group on the NAS.

The redirect identifier allows new stack group members to be added without the need to update the NAS
configuration with their IP addresses. With the redirect identifier configured, a new stack group member
can be added and given the same redirect identifier as the rest of the stack group.

If the authorization information for getting to the new redirected tunnel server is different, then you will
need to configure the authorization information via RADIUS using tagged attributes:

Cisco:Cisco-Avpair = :0:"vpdn:vpdn-redirect-id=identifier name"
The NAS will choose the correct tagged parameters to get authorization information for the new

redirected tunnel server by first trying to match the redirect identifier (if present) or else by matching the
Tunnel-Server-Endpoint IP address.
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Examples

redirect identifier

The following example configures the redirect identifier named Ins1 on the NAS for the VPDN group
named groupl:

vpdn-group groupl
redirect identifier 1nsl

Related Commands

Command Description

clear vpdn redirect Clears the L2TP redirect counters shown in the output from the show vpdn
redirect command.

show vpdn redirect Displays statistics for L2TP call redirects and forwards.

vpdn redirect Enables L2TP redirect functionality.

vpdn redirect attempts Restricts the number of redirect attempts possible for an L2TP call on the
LAC.

vpdn redirect Configures a VPDN redirect identifier to use for L2TP call redirection on a

identifier stack group tunnel server.

vpdn redirect source  Configures the public redirect IP address of an LNS.

vpdn-group Creates a VPDN group and enters VPDN group configuration mode.

vpdn-template Creates a VPDN template and enters VPDN template configuration mode.
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request-dialin

Syntax Description

Defaults

Command Modes

To create a request dial-in virtual private dialup network (VPDN) subgroup that configures a network
access server (NAS) to request the establishment of a dial-in tunnel to a tunnel server, and to enter
request dial-in VPDN subgroup configuration mode, use the request-dialin command in VPDN group
configuration mode. To remove the request dial-in VPDN subgroup configuration from a VPDN group,
use the no form of this command.

request-dialin

no request-dialin

This command has no arguments or keywords.

No request dial-in VPDN subgroups are configured.

VPDN group configuration

Command History

Usage Guidelines

Examples

Release Modification

11.3(5)AA This command was introduced.

12.005)T This command was integrated into Cisco IOS Release 12.0(5)T.

12.09)T The original keywords and arguments were removed and made into separate

request-dialin subgroup commands.

Use the request-dialin command on a NAS to configure a VPDN group to request the establishment of
dial-in VPDN tunnels to a tunnel server.

For a VPDN group to request dial-in calls, you must also configure the following commands:
e The initiate-to command in VPDN group configuration mode
e The protocol command in request dial-in VPDN subgroup configuration mode
e At least one dnis or domain command in request dial-in VPDN subgroup configuration mode

The NAS can also be configured to accept requests for Layer 2 Tunnel Protocol (L2TP) dial-out VPDN
tunnels from the tunnel server using the accept-dialout command. Dial-in and dial-out calls can use the
same L2TP tunnel.

The following example requests an L2TP dial-in tunnel to a remote peer at IP address 172.17.33.125 for
a user in the domain named cisco.com:

Router (config)# vpdn-group 1

Router (config-vpdn)# request-dialin

Router (config-vpdn-reqg-in) # protocol 12tp
Router (config-vpdn-reg-in) # domain cisco.com
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Router (config-vpdn)# initiate-to ip 172.17.33.125

Related Commands

Command

Description

accept-dialin

Creates an accept dial-in VPDN subgroup that configures a tunnel server to
accept requests from a NAS to tunnel dial-in calls, and enters accept dial-in
VPDN subgroup configuration mode.

accept-dialout

Creates an accept dial-out VPDN subgroup that configures a NAS to
accept requests from a tunnel server to tunnel L2TP dial-out calls, and
enters accept dial-out VPDN subgroup configuration mode.

authen before-forward

Specifies that VPDN send the entire structured username to the AAA
server the first time the router contacts the AAA server.

dnis Specifies the DNIS group name or DNIS number of users that are to be
forwarded to a tunnel server using VPDN.
domain Specifies the domain name of users that are to be forwarded to a tunnel

server using VPDN.

initiate-to

Specifies the IP address that calls are tunneled to.

protocol (VPDN)

Specifies the tunneling protocol that a VPDN subgroup will use.
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request-dialout

Syntax Description

Command Default

Command Modes

To create a request dial-out virtual private dialup network (VPDN) subgroup that configures a tunnel
server to request the establishment of dial-out Layer 2 Tunnel Protocol (L2TP) tunnels to a network
access server (NAS), and to enter request dial-out VPDN subgroup configuration mode, use the
request-dialout command in VPDN group configuration mode. To remove the request dial-out VPDN
subgroup configuration from a VPDN group, use the no form of this command.

request-dialout

no request-dialout

This command has no arguments or keywords.

No request dial-out VPDN subgroups are configured.

VPDN group configuration

Command History

Usage Guidelines

Release Modification
12.0(5)T This command was introduced.
12.2(31)SB2 This command was integrated into Cisco IOS Release 12.2(31)SB2.

Use the request-dialout command on a tunnel server to configure a VPDN group to request the
establishment of dial-out VPDN tunnels to a NAS. L2TP is the only tunneling protocol that can be used
for dial-out VPDN tunnels.

For a VPDN group to request dial-out calls, you must also configure the following commands:
¢ The initiate-to command in VPDN group configuration mode
¢ The protocol 12tp command in request dial-out VPDN subgroup configuration mode

e Either the pool-member command or the rotary-group command in request dial-out VPDN
subgroup configuration mode, depending on the type of dialer resource to be used by the VPDN
subgroup

e The dialer vpdn command in dialer interface configuration mode

If the dialer pool or dialer rotary group that the VPDN group is in contains physical interfaces, the
physical interfaces will be used before the VPDN group configuration.

The tunnel server can also be configured to accept requests to establish dial-in VPDN tunnels from a
NAS using the accept-dialin command. Dial-in and dial-out calls can use the same L2TP tunnel.

Cisco 10000 Series Router

The Cisco 10000 series router does not support Large-Scale Dial-Out (LSDO). The request-dialout
command is not implemented.
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Examples The following example configures VPDN group 1 to request an L2TP tunnel to the peer at IP address
10.3.2.1 for tunneling dial-out calls from dialer pool 1:

Router (config) # vpdn-group 1
Router (config-vpdn) # request-dialout
Router (config-vpdn-reg-ou) # protocol 12tp
Router (config-vpdn-reg-ou) # pool-member 1
Router (config-vpdn-reg-ou) # exit
Router (config-vpdn)# initiate-to ip 10.3.2.1
Router (config-vpdn) # exit

Router (config)# interface Dialer2
Router (config-if)# ip address 172.16.2.3 255.255.128
Router (config-if)# encapsulation ppp

Router (config-if)# dialer remote-name dialer32
Router (config-if)# dialer string 5550100

Router (config-if)# dialer vpdn

Router (config-if)# dialer pool 1

Router (config-if)# dialer-group 1

Router (config-if)# ppp authentication chap

Related Commands =~ Command Description

accept-dialin Creates an accept dial-in VPDN subgroup that configures a tunnel server to
accept requests from a NAS to tunnel dial-in calls, and enters accept dial-in
VPDN subgroup configuration mode.

accept-dialout Creates an accept dial-out VPDN subgroup that configures a NAS to accept
requests from a tunnel server to tunnel L2TP dial-out calls, and enters accept
dial-out VPDN subgroup configuration mode.

dialer vpdn Enables a dialer profile or DDR dialer to use L2TP dial-out.
initiate-to Specifies the IP address that will be tunneled to.

pool-member Assigns a request-dialout VPDN subgroup to a dialer pool.
protocol (VPDN) Specifies the tunneling protocol that a VPDN subgroup will use.
rotary-group Assigns a request-dialout VPDN subgroup to a dialer rotary group.
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resource-pool profile vpdn

To create a virtual private dialup network (VPDN) profile and to enter VPDN profile configuration
mode, use the resource-pool profile vpdn command in global configuration mode. To disable this
function, use the no form of this command.

resource-pool profile vpdn name

no resource-pool profile vpdn name

Syntax Description  name VPDN profile name.
Defaults No VPDN profiles are set up.
Command Modes Global configuration
Command History Release Modification
12.0(4H)XI This command was introduced.
12.09)T Support for this command was integerated into Cisco IOS Release 12.0(5)T.
Usage Guidelines Use the resource-pool profile vpdn command to create a VPDN profile and enter VPDN profile

configuration mode, or to enter VPDN profile configuration mode for a VPDN profile that already exists.

VPDN groups can be associated with a VPDN profile using the vpdn group command in VPDN profile
configuration mode. A VPDN profile will count VPDN sessions across all associated VPDN groups.

VPDN session limits for the VPDN groups associated with a VPDN profile can be configured in VPDN
profile configuration mode using the limit base-size command.

Examples The following example createss the VPDN groups named 12tp and 12f, and associates both VPDN groups
with the VPDN profile named profile32:

Router (config) # vpdn-group 1l2tp

Router (config-vpdn) #

|

Router (config)# vpdn-group 12f

Router (config-vpdn) #

|

Router (config) # resource-pool profile vpdn profile32
Router (config-vpdn-profile)# vpdn group 1l2tp

Router (config-vpdn-profile)# vpdn group 12f
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Related Commands

Command

Description

limit base-size

Defines the base number of simultaneous connections that can be done in
a single customer or VPDN profile.

limit overflow-size

Defines the number of overflow calls granted to one customer or VPDN
profile.

vpdn group

Associates a VPDN group with a customer or VPDN profile.

vpdn-group

Creates a VPDN group and enters VPDN group configuration mode.

vpdn profile

Associates a VPDN profile with a customer profile.
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service vpdn group

To provide virtual private dialup network (VPDN) service for the Subscriber Service Switch policy, use
the service vpdn group command in subscriber profile configuration mode. To remove VPDN service,
use the no form of this command.

service vpdn group vpdn-group-name

no service vpdn group vpdn-group-name

Syntax Description  vpdn-group-name Provides the VPDN service by obtaining the configuration from a predefined

VPDN group.
Defaults This command is disabled by default.
Command Modes Subscriber profile configuration
Command History Release Modification
12.3(H)T This command was introduced.
Usage Guidelines The service vpdn group command provides VPDN service by obtaining the configuration from a

predefined VPDN group for the SSS policy defined with the subscriber profile command.

Examples The following example provides VPDN service to users in the domain cisco.com, and uses VPDN
group 1 to obtain VPDN configuration information:
!
subscriber profile cisco.com
service vpdn group 1

The following example provides VPDN service to dialed number identification service (DNIS) 1234567,
and uses VPDN group 1 to obtain VPDN configuration information:
éubscriber profile dnis:1234567

service vpdn group 1

The following example provides VPDN service using a remote tunnel (used on the multihop node), and
uses VPDN group 1 to obtain VPDN configuration information:
!
subscriber profile host:lac
service vpdn group 1
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Related Commands = Command Description
service deny Denies service for the SSS policy.
service local Enables local termination service for the SSS policy.
service relay Enables relay of PAD messages over an L2TP tunnel.

subscriber profile Defines the SSS policy for searches of a subscriber profile database.

vpdn-group Associates a VPDN group to a customer or VPDN profile.
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session-limit (VPDN)

To limit the number of simultaneous virtual private dialup network (VPDN) sessions allowed for a
specified VPDN group, use the session-limit command in VPDN group configuration mode. To remove
a configured session limit restriction, use the no form of this command.

session-limit number

no session-limit number

Syntax Description  number The number of sessions allowed through a specified VPDN group. Valid values
range from 0 to 32767.

Command Default No session limit exists for a VPDN group.
Command Modes VPDN group configuration
Command History Release Modification
12.2(1)DX This command was introduced.
12.2(2)DD This command was integrated into Cisco IOS Release 12.2(2)DD.
12.2(4)T This command was integrated into Cisco IOS Release 12.2(4)T.
12.2(11)T This command was implemented on the Cisco 1760, Cisco AS5300,
Cisco AS5350, Cisco AS5400, Cisco AS5800, and Cisco AS5850 platforms.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
Usage Guidelines Use this command to limit the number of allowed sessions for the specified VPDN group. If the

session-limit command is configured to 0, no sessions are allowed on the VPDN group.

You must configure the VPDN group as either an accept dial-in or request dial-out VPDN subgroup
before you can issue the session-limit command.

The maximum number of VPDN sessions can be configured globally using the vpdn session-limit
command, at the level of a VPDN group using the session-limit command, or for all VPDN groups
associated with a particular VPDN template using the group session-limit command.

The hierarchy for the application of VPDN session limits is as follows:

e Globally configured session limits take precedence over session limits configured for a VPDN group
or in a VPDN template. The total number of sessions on a router may not exceed a configured global
session limit.

e Session limits configured for a VPDN template are enforced for all VPDN groups associated with
that VPDN template. The total number of sessions for all of the associated VPDN groups may not
exceed the configured VPDN template session limit.

e Session limits configured for a VPDN group are enforced for that VPDN group.
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Examples The following example configures an accept dial-in VPDN group named group!l and restricts the VPDN
group to a maximum of three simulataneous sessions:

Router (config) # vpdn-group groupl

Router (config-vpdn) # accept-dialin

Router (config-vpdn-acc-in) # protocol 12tp

Router (config-vpdn-acc-in) # virtual-template 5
Router (config-vpdn-acc-in) # exit

Router (config-vpdn)# terminate-from hostname hostl
Router (config-vpdn)# session-limit 3

Related Commands = Command Description

accept-dialin Creates an accept dial-in VPDN subgroup that configures a tunnel server to
accept requests from a NAS to tunnel dial-in calls, and enters accept dial-in
VPDN subgroup configuration mode.

group session-limit Limits the number of simultaneous VPDN sessions allowed across all VPDN
groups associated with a particular VPDN template.

request-dialout Creates a request dial-out VPDN subgroup that configures a tunnel server to
request the establishment of dial-out L2TP tunnels to a NAS, and enters
request dial-out VPDN subgroup configuration mode.

show vpdn session Displays session information about active Layer 2 sessions for a VPDN.

source vpdn-template Associates a VPDN group with a VPDN template.

vpdn session-limit Limits the number of simultaneous VPDN sessions allowed on a router.
vpdn-group Creates a VPDN group and enters VPDN group configuration mode.
vpdn-template Creates a VPDN template and enters VPDN template configuration mode.
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set identifier (control policy-map class)

To create a temporary memory to hold the value of identifier types received by policy manager, use the
set identifier command in configuration-control-policymap-class mode. To remove a temporary
memory to hold the value of identifier types received by policy manager, use the no form of this
command.

action number set varname identifier type

no action number set varname identifier rype

Syntax Description  action-number Number of the action. Actions are executed sequentially within the policy
rule.
varname Creates a temporary place in memory to store the value of the identifier type
received by policy manager. Its scope is limited to the enclosing control
class-map.
type Specifies the type of identifier.
Command Modes Configuration-control-policymap-class
Command History Release Modification
12.2(31)SB2 This command was introduced.
Usage Guidelines The set identifier command allows you to create a temporary memory to hold the value of identifier

types received by policy manager.

Examples The following example shows the policy map with the set identifier statement shown in bold:

policy-map type control REPLACE_WITH_ example.com
class type control always event session-start
1 collect identifier unauthenticated-username
set NEWNAME identifier unauthenticated-username
substitute NEWNAME “(.*@).*” “\lexample.com”
authenticate variable NEWNAME aaa list EXAMPLE
service-policy type service name example

U W N

policy-map type service abc
service vpdn group 1

bba-group pppoe global

virtual-template 1

|

interface Virtual-Templatel

service-policy type control REPLACE_WITH_example.com
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Related Commands = Command Description

authenticate Initiates an authentication request for an Intelligent Service Gateway (ISG)
subscriber session.

substitute Matches the contents, stored in temporary memory of identifier types
received by policy manager, against a specified matching-pattern and
perform the substitution defined in rewrite-pattern.
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set variable (control policy-map class)

To create a temporary memory to hold the value of identifier types received by the policy manager, use
the set variable command in configuration-control-policymap-class configuration mode. To remove a
temporary memory to hold the value of identifier types received by the policy manager, use the no form
of this command.

action-number set variable identifier type

no action-number set variable identifier rype

Syntax Description  action-number Number of the action. Actions are executed sequentially within the policy
rule.
variable Creates a temporary place in memory to store the value of the identifier type
received by the policy manager. Its scope is limited to the enclosing control
class map.
type Specifies the type of identifier.
Command Default The control policy is not affected.
Command Modes Configuration-control-policymap-class configuration
Command History Release Modification
12.2(31)SB2 This command was introduced.
Usag