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CHAPTER 1

Read Me First

Important Information

\}

Note For CUBE feature support information in Cisco IOS XE Bengaluru 17.6.1a and later releases, see Cisco
Unified Border Element IOS-XE Configuration Guide.

\)

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Feature Information
Use Cisco Feature Navigator to find information about feature support, platform support, and Cisco software

image support. An account on Cisco.com is not required.

Related References

* Cisco IOS Command References, All Releases

Obtaining Documentation and Submitting a Service Request
* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

» To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco DevNet.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.
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Read Me First |
. Short Description

* Short Description, on page 2

Short Description

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/

legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use
of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)

. Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5


https://www.cisco.com/c/en/us/about/legal/trademarks.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

CHAPTER 2

New and Changed Information

* New and Changed Information, on page 3

New and Changed Information
A\

Note * For detailed information on CUBE features supported on Cisco IOS Releases, Cisco IOS XE 3S Releases,
and Cisco I0S XE Denali 16.3.1 and later Releases, refer to CUBE Cisco 10S Feature Roadmap, CUBE
Cisco 10S XE 3S Feature Roadmap, and CUBE Cisco IOS XE Releases Feature Roadmap respectively.

* For CUBE feature support information for Cisco IOS XE Bengaluru 17.6.1a and later releases, see Cisco
Unified Border Element 10S-XE Configuration Guide.

* H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using
SIP for multimedia applications.

* The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender,
racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions
may be present in the documentation due to language that is hardcoded in the user interfaces of the
product software, language used based on RFP documentation, or language that is used by a referenced
third-party product.

Description Documented at

Secure forking of nonsecure calls through Media CUBE Media Proxy, on page 579
Proxy

Support for Cisco 8200L Catalyst Edge Series Supported Platforms, on page 5
Platforms

Support for VoIP Trace Serviceability Framework | VoIP Trace for CUBE, on page 1055
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CHAPTER 3

Supported Platforms

\}

Note  Cisco Cloud Services Router 1000V Series (CSR 1000V) is no longer supported from Cisco I0S XE Bengaluru
17.4.1a onwards. If you are using CSR 1000V, you have to upgrade to Cisco Catalyst 8000V Edge Software
(Catalyst 8000V). For End-of-Life information on CSR 1000V, see End-of-Sale and End-of-Life Announcement
for the Select Cisco CSR 1000v Licenses.

Cisco Unified Border Element is supported on various platforms running on Cisco I0S Software Releases
and Cisco 10S XE Software Releases.

\)

Note Forinformation on migrating from existing Cisco IOS XE 38 releases to the Cisco IOS XE Denali 16.3 release,
see Cisco IOS XE Denali 16.3 Migration Guide for Access and Edge Routers

The following table provides information on Cisco router platform support for Cisco Unified Border Element:

Cisco Router Cisco Router Models Cisco 10S Software Releases
Platforms

Cisco Integrated Cisco 2900 Series Integrated Services CiscolOS 12Mand T
Services Generation | Routers Cisco 10S 15 M and T 1

2 Routers (ISR G2) Cisco 3900 Series Integrated Services

Routers

Cisco 4000 Series | Cisco 4321 Integrated Services Routers | Cisco I0S XE 3S
Integrated Services

Routers (ISR G3) Cisco 4331 Integrated Services Routers | Cisco IOS XE Denali 16.3.1 onwards

Cisco 4351 Integrated Services Routers
Cisco 4431 Integrated Services Routers

Cisco 4451 Integrated Services Routers

Cisco 4461 Integrated Services Routers | Cisco IOS XE Amsterdam 17.2.1r onwards

Cisco 1000 Series | Cisco 1100 Integrated Services Router Cisco IOS XE Gibraltar 16.12.1a onwards
Integrated Services |models ISR1100 4G/6G support CUBE
Routers (ISR) features when running on 10S XE
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Supported Platforms |

Cisco Router

Cisco Router Models

Cisco 10S Software Releases

Platforms
Cisco Aggregated | Cisco ASR1001-X Aggregated Services |Cisco IOS XE 3S
(SAeArSVI;c)es Routers Routers Cisco IOS XE Denali 16.3.1 onwards
Cisco ASR1002-X Aggregated Services
Routers
Cisco ASR1004 Aggregated Services
Routers with RP2
Cisco ASR1006 Aggregated Services
Routers with RP2 and ESP40
Cisco ASR1006-X Aggregated Services |Cisco IOS XE Everest 16.6.1 onwards
Routers with RP2 and ESP40
Cisco ASR1006-X Aggregated Services |Cisco IOS XE Everest 16.6.1 onwards
Routers with RP3 and ESP40/ESP100
Cisco ASR1006-X Aggregated Services |Cisco IOS XE Amsterdam 17.3.2 onwards
Routers with RP3 and ESP100X
Cisco Cloud Cisco Cloud Services Router 1000V series | Cisco IOS XE 3.15 onwards
Services Routers . .
(CSR) Cisco I0S XE Denali 16.3.1 onwards
Cisco Catalyst Cisco Catalyst 8000V Edge Software Cisco IOS XE Bengaluru 17.4.1a onwards
8000V Edge (Catalyst 8000V)
Software (Catalyst
8000V)
Cisco 8300 Catalyst | C8300-1N1S-6T Cisco I0S XE Amsterdam 17.3.2
Bdge Series C8300-1N1S-4T2X
Platforms
C8300-2N2S-6T
C8300-2N2S-4T2X
Cisco 8200 Catalyst | C8200-1N-4T Cisco I0S XE Bengaluru 17.4.1a
Edge Series
Platform
Cisco 8200L C8200L-1N-4T Cisco IOS XE Bengaluru 17.5.1a
Catalyst Edge Series
Platform

! Support for CUBE on Cisco 2900 Series Integrated Services Routers and Cisco 3900 Series Integrated
Services Routers are only up to release 15.7 M.

2 All CUBE features from release 11.5.0 (Cisco IOS XE Release 3.17) and features introduced in CUBE
11.5.1 on Cisco Integrated Services Generation 2 Routers (ISR G2) are included in CUBE release 11.5.2
for the Cisco IOS XE based platforms from Cisco IOS XE Denali 16.3.1 onwards.

* Feature Comparison on Supported Platforms , on page 7
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Feature Comparison on Supported Platforms

The following table provides high level details of CUBE features supported on different platforms.

\)

Note Collaboration feature support on Cisco ISR 4000 Series Routers is available from Cisco I0S XE Release
3.13.1S onwards. Cisco Cloud Services Routers 1000V Series support is available from Cisco IOS XE Release
3.15S onwards.

Table 1: Feature Comparisons for Supported Platforms

Features Cisco ASR 1000 Cisco ISR G2 Cisco ISR 4000 Series | Cisco ISR 1000
Series Routers Series Routers Routers Series Routers
High Availability | Redundancy Group |Hot Standby Redundancy Group |No
Implementation Infrastructure Protocol (HSRP) | Infrastructure
Based
Media Forking Yes (Cisco IOS XE | Yes (Cisco I0S Yes (Cisco IOS XE | No
Release 3.8S Relase 15.2 (1) T |Release 3.10S
onwards) onwards onwards)
DSP Card Type SPA-DSP PVDM2/PVDM3 |PVDM4 No
SM-X-PVDM
Transcoder No Yes (Exists via Yes (Exists via SCCP | No
registered to CUCM SCCP) - Cisco 10S XE
Release 3.11S
onwards)
Transcoder—LTI Yes Yes Yes No
Cisco UC Gateway | Yes (Cisco IOS XE | Yes (Cisco I0S Yes Yes
Services API Release 3.8S Release 15.2(2)T
onwards) onwards
Noise Reduction Yes Yes (Cisco IOS Yes No
and ASP Release 15.2(3)T
onwards)
Call Progress Yes Yes Yes No
Analysis (Cisco IOS XE Cisco IOS Release | Recommended -
Release 3.9S onwards | 15.3(2)T onwards; | Cisco I0S XE
; Recommended - Recommended Release 3.15S
Cisco IOS XE -Cisco I0S
Release 3.15S) Release 15.5(2)T
onwards)
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Supported Platforms |

Features Cisco ASR 1000 Cisco ISR G2 Cisco ISR 4000 Series | Cisco ISR 1000
Series Routers Series Routers Routers Series Routers
SRTP-RTP Yes - No DSP Yes - DSP Yes - No DSP Yes - No DSP
Interworking resources required resources required | resources required resources required
(Cisco IOS XE (Cisco IOS Cisco IOS XE
Release 3.7S Release Release 3.12S
onwards) 12.4(22)YB onwards
onwards)
CUBE for SP Yes Yes Yes Yes
Managed and
Hosted Services
Unified SRST Not supported SCCP SRST is Yes (Cisco IOS XE | Yes. From Cisco
colocation with supported Fuji 16.7.1 Release | 10S XE Bengaluru
CUBE SIP SRST is not onwards) 17.5.1a
supported
IPv6 Yes Yes Yes Yes
Table 2: Feature Comparisons for Supported Platforms (Contd...)
Features Cisco CSR 1000V | Cisco 8000V Cisco 8300 Cisco 8200 Cisco 8200L
Series Routers | Catalyst Series | CatalystEdge |Catalyst Edge | Catalyst Edge
Edge Platforms | Series Platforms | Series Platforms | Series Platforms
HA RG RG RG RG RG
Implementation |Infrastructure |Infrastructure |Infrastructure |Infrastructure |Infrastructure
Media Forking | Yes Yes Yes Yes Yes
DSP Card Type |No No NIM-PVDM NIM-PVDM NIM-PVDM
SM-X-PVDM |SM-X-PVDM |SM-X-PVDM
Transcoder No No Yes (via SCCP) | Yes (via SCCP) | Yes (via SCCP)
registered to
cucM
Transcoder—LTI | No No Yes Yes Yes
Cisco UC Yes Yes Yes Yes Yes
Gateway
Services API
Noise Reduction | No No Yes Yes Yes
& ASP
Call Progress No No Yes Yes Yes
Analysis
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Feature Comparison on Supported Platforms .

Features Cisco CSR 1000V | Cisco 8000V Cisco 8300 Cisco 8200 Cisco 8200L
Series Routers | Catalyst Series | Catalyst Edge |Catalyst Edge | Catalyst Edge
Edge Platforms | Series Platforms | Series Platforms | Series Platforms
SRTP-RTP Yes-NoDSP |Yes-NoDSP |Yes-NoDSP |Yes-NoDSP |Yes-NoDSP
Interworking resources resources resources resources resources
required required required required required
(Cisco IOS XE
Release 3.15S
onwards)
CUBE for SP Yes Yes Yes Yes Yes
Managed and
Hosted Services
Unified SRST | Not supported |No Yes Yes Yes
colocation with
CUBE
IPv6 Yes Yes Yes Yes Yes

\)

Note

Unified Border Element Co-location.

Co-location of Cisco Unified Border Element - High Availability (HA) with Unified SRST is not supported.

For more information on Unified SRST and Unified Border Element Co-location, see Unified SRST and
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PART I

CUBE Fundamentals and Basic Setup

* Overview of Cisco Unified Border Element, on page 13
* Virtual CUBE, on page 25

* Dial-Peer Matching, on page 31

* DTMF Relay , on page 37

* Introduction to Codecs, on page 51

¢ Call Admission Control, on page 65

* Basic SIP Configuration, on page 83

* SIP Binding , on page 111

* Media Path, on page 127

* SIP Profiles, on page 135

* SIP Out-of-Dialog OPTIONS Ping Group, on page 163
* Configure TCL IVR Applications, on page 171

* VoIP for IPv6, on page 193

* Monitoring of Phantom Packets, on page 251

* Configurable SIP Parameters via DHCP, on page 257






CHAPTER 4

Overview of Cisco Unified Border Element

Cisco Unified Border Element (CUBE) bridges voice and video connectivity between two separate VoIP
networks. It is similar to a traditional voice gateway, except for the replacement of physical voice trunks with
an [P connection. Traditional gateways connect VoIP networks to telephone companies using a circuit-switched
connection, such as PRI. The CUBE connects VoIP networks to other VoIP networks and is often used to
connect enterprise networks to Internet telephony service providers (ITSPs).

* Information About Cisco Unified Border Element, on page 13
* How to Configure Basic CUBE Features, on page 18

Information About Cisco Unified Border Element

Cisco Unified Border Element (CUBE) can terminate and originate signaling (H.323 and Session Initiation
Protocol [SIP]) and media streams (Real-Time Transport Protocol [RTP] and RTP Control Protocol [RTCP]).

CUBE extends the functionality provided by conventional session border controllers (SBCs) in terms of
protocol interworking, especially on the enterprise side. As shown in the chart below, the CUBE provides the
following additional features:
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. Information About Cisco Unified Border Element

Figure 1: Cisco Unified Border Element—More Than an SBC

Cisco Unified Border Element
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The CUBE provides a network-to-network interface point for:
* Signaling interworking—H.323 and SIP.
* Media interworking—dual-tone multifrequency (DTMF), fax, modem, and codec transcoding.
» Address and port translations—privacy and topology hiding.
* Billing and call detail record (CDR) normalization.

* Quality-of-service (QoS) and bandwidth management—QoS marking using differentiated services code
point (DSCP) or type of service (ToS), bandwidth enforcement using Resource Reservation Protocol
(RSVP), and codec filtering.
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Information About Cisco Unified Border Element .

CUBE functionality is implemented on devices using a special 10S feature set, which allows CUBE to route
a call from one VoIP dial peer to another.

Protocol interworking is possible for the following combinations:

* H.323-to-SIP interworking
* H.323-t0-H.323 interworking

* SIP-to-SIP interworking

The CUBE provides a network-to-network demarcation interface for signaling interworking, media
interworking, address and port translations, billing, security, quality of service, call admission control, and
bandwidth management.

The CUBE is used by enterprise and small and medium-sized organizations to interconnect SIP PSTN access
with SIP and H.323 enterprise unified communications networks.

A CUBE interoperates with several different network elements including voice gateways, IP phones, and
call-control servers in many different application environments, from advanced enterprise voice and/or video
services with Cisco Unified Communications Manager or Cisco Unified Communications Manager Express,
as well as simpler toll bypass and voice over IP (VoIP) transport applications. The CUBE provides organizations
with all the border controller functions integrated into the network layer to interconnect unified communications
voice and video enterprise-to-service-provider architectures.

Figure 2: Why Does an Enterprise Need the CUBE?

Enterprise 1 Ente

4

| session
CONTROL

Call Admissions Encryption SIP - SIP Fault Isolation
Control Authentication H.323 - SIP Topology Hiding
Ensuring QoS Registration SIP MNormalization Metwork Border
Statistics and Billing SIP Pratection DTMF Interworking L5/L7 Protocol
Redundancy/ Firewall Placement Transcoding Demarcation
Scalability Toll Fraud Codec Filtering

If an enterprise subscribes to VoIP services offered by an ITSP, connecting the enterprise CUCM through a
CUBE provides network demarcation capabilities, such as security, topology hiding, transcoding, call admission
control, protocol normalization and SIP registration, none of which is possible if CUCM connects directly to
the ITSP. Another use case involves mergers or acquisitions in an enterprise and the need to integrate voice
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[l sIP/H.323 Trunking

equipment, such as CUCMSs, IP PBXs, VM servers, and so on. If the networks in the two organizations have
overlapping IP addresses, CUBE can be used to connect the two distinct networks until the acquired organization
can be migrated into the enterprise addressing plan.

SIP/H.323 Trunking
A\

Note H.323 protocol is no longer supported from Cisco IOS XE Bengaluru 17.6.1a onwards. Consider using SIP
for multimedia applications.

The Session Initiation Protocol (SIP) is a signaling communications protocol, widely used for controlling
multimedia communication sessions such as voice and video calls over IP networks. SIP (or H.323) trunking
is the use of VoIP to facilitate the connection of PBX to other VoIP endpoints across the Internet. To use SIP
trunking, an enterprise must have a PBX (internal VoIP system) that connects to all internal end users, an
Internet telephony service provider (ITSP), and a gateway that serves as the interface between the PBX and
the ITSP. One of the most significant advantages of SIP and H.323 trunking is the ability to combine data,
voice, and video in a single line, eliminating the need for separate physical media for each mode.

Figure 3: SIP/H.323 Trunking
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SIP trunking overcomes TDM barriers, in that it:
* Improves efficiency of interconnection between networks
« Simplifies PSTN interconnection with IP end-to-end
* Enables rich media services to employees, customers, and partners
* Carries converged voice, video, and data traffic

Figure 4: SIP Trunking Overcomes TDM Barriers
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Rich Media.

For Cisco I0S XE Gibraltar 16.11.1a and later releases, the SIP processes are initiated only when either of
the following CLIs is configured:

Note

* Voice dial-peer with session protocol as SIP.
* voiceregister global
* Sip-ua
In the releases before Cisco IOS XE Gibraltar 16.11.1a, the following commands initiated the SIP processes:
« dial-peer voice (any)
* ephone-dn
» max-dn under call-manager-fallback

* dsO-group O timeslots 1 type e& m-wink-start

Typical Deployment Scenarios for CUBE

CUBE in an enterprise environment serves two main purposes:

 External Connections—CUBE is the demarcation point within a unified communications network and
provides interconnectivity with external networks. This includes H.323 and SIP voice and video

connections.
¢ Internal Connections—When used within a VoIP network, CUBE increases flexibility and interoperability

between devices.
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. How to Configure Basic CUBE Features

Figure 5: Typical Deployment Scenarios
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How to Configure Basic CUBE Features

Consider a scenario where XYZ corporation uses a VoIP network to provide phone services and uses a PRI
connection for telecommunications services, and the PRI trunk is controlled by MGCP. Migration from MGCP
PRI to SIP trunk is provided by ITSP telecommunications. CUCM sends the telephone number, as 10 digits,
to CUBE. CUCM may send only the extension (4 digits) to the CUBE. When the call is diverted (using
call-forward), the requirement of the ITSP is that they need the full 10-digit number in the SIP Diversion field.
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Figure 6: CUBE Configuration Workflow
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The following sections describe the basic setup of CUBE through the steps involved in migrating the XYZ
corporation to CUBE using a SIP trunk.

Enabling the CUBE Application on a Device

SUMMARY STEPS

enable

configureterminal

voice service voip

mode bor der-element license [capacity sessions | periodicity {minsvalue | hoursvalue | daysvalue}]
allow-connections from-type to to-type

end

o prwDd
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DETAILED STEPS

Procedure

CUBE Fundamentals and Basic Setup |

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode. Enter your password if
Example: prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 voice service voip Enters global VoIP configuration mode.
Example:
Device (config)# voice service voip
Step 4 mode bor der-element license [capacity sessions | Enables CUBE configuration and configures the number

periodicity {minsvalue | hoursvalue | daysvalue}]

Example:

Device (conf-voi-serv) # mode border-element license
capacity 200

Device (conf-voi-serv) # mode border-element license
periodicity days 15

of licenses (capacity).

« Effective from Cisco IOS XE Amsterdam 17.2.1r, the
capacity keyword and sessions argument are
deprecated. However, the keyword and argument are
available in the Command Line Interface (CLI). If you
try to configure license capacity using CLI, the
following error message is displayed:

Error: CUBE SIP trunk licensing is now
based on dynamic session counting. Static
license capacity configuration has been
deprecated.

« Effective from Cisco IOS XE Amsterdam 17.2.1r, the
periodicity keyword and [mins| hour g days]
argument are introduced. The periodicity keyword
configures periodicity interval for license entitlement
requests for CUBE. If you do not configure license
periodicity, the default license period of 7 days is
enabled.
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Verifying the CUBE Application on the Device .

Command or Action

Purpose

Note We recommend you to configure interval in days.
Configuring interval in minutes or hours
increases the frequency of entitlement requests
and thereby increases the processing load on
Cisco Smart Software Manager (CSSM). License
periodicity configuration of minutes or hours is
recommended to be used only with Cisco Smart
Software Manager On-Prem (formerly known as
Cisco Smart Software Manager satellite) mode.

Step 5 allow-connections from-type to to-type Allows connections between specific types of endpoints in
a VoIP network.
Example:
* The two protocols (endpoints) refer to the VoIP
Device (conf-voi-serv) # allow-connections sip to protocols (SIP or H.323) on the two call legs.
sip
Step 6 end Returns to privileged EXEC mode.
Example:

Device (conf-voi-serv) # end

Verifying the CUBE Application on the Device

SUMMARY STEPS
1. enable
2. show cube status
DETAILED STEPS
Procedure
Step 1 enable

Step 2

Enables privileged EXEC mode.

Example:

Device> enable

show cube status

Displays the CUBE status, the software version, the license capacity, the image version, and the platform name of the
device. In releases before Cisco IOS XE Amsterdam 17.2.1r, CUBE status display is enabled only if mode bor der-element
command is configured with call license capacity. Effective from Cisco IOS XE Amsterdam 17.2.1r, this dependency is
removed and Licensed-Capacity information is excluded from output.

Example:
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Before Cisco IOS XE Amsterdam 17.2.1r:

Device# show cube status

CUBE-Version : 12.5.0

SW-Version : 16.11.1, Platform CSR1000V

HA-Type : none

Licensed-Capacity : 10

Calls blocked (Smart Licensing Not Configured) : 0O
Calls blocked (Smart Licensing Eval Expired) : 0

Effective from Cisco IOS XE Amsterdam 17.2.1r:

Device# show cube status
CUBE-Version : 12.8.0

SW-Version : 17.2.1, Platform CSR1000V
HA-Type : none

Configuring a Trusted IP Address List for Toll-Fraud Prevention

SUMMARY STEPS
1. enable
2. configureterminal
3. voiceservicevoip
4. ip addresstrusted list
5. ipv4ipv4-address [network-mask]
6. ipv6 ipv6-address
7 end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configureterminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 VoiCe service voip Enters global VoIP configuration mode.

Example:

Device (config)# voice service voip
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Configuring a Trusted IP Address List for Toll-Fraud Prevention .

Command or Action

Purpose

Step 4 ip addresstrusted list Enters IP address trusted list mode and enables the addition
of valid IP addresses.
Example:
Device (conf-voi-serv)# ip address trusted list
Step 5 ipv4 ipv4-address [network-mask] Allows you to add up to 100 IPv4 addresses in the IP
address trusted list. Duplicate IP addresses are not allowed.
Example:
Device (cfg-iptrust-list)# ipvd 192.0.2.1 * The network-mask argument allows you to define a
255.255.255.0 subnet IP address.
Step 6 ipv6 ipv6-address Allows you to add IPv6 addresses to the trusted IP address
list.
Example:
Device (cfg-iptrust-1list)# ipvé6
2001:DB8:0:ABCD::1/48
Step 7 end Returns to privileged EXEC mode.
Example:

Device (cfg-iptrust-list)# end
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Virtual CUBE

The Cisco Unified Border Element (CUBE) feature set has traditionally been delivered with hardware router
platforms, such as the Cisco Integrated Services Router (ISR) series. A subset of CUBE features (vVCUBE)
may be used in virtualized environments with the Cisco CSR 1000v Series Cloud Services Router or Cisco

Catalyst 8000V Edge Software (Catalyst 8000V).

\}

CHAPTER 5

Note When upgrading to Catalyst 8000V software from a CSR1000V release, an existing throughput configuration
will be reset to a maximum of 250 Mbps. Install an HSEC authorization code, which you can obtain from

your Smart License account, before reconfiguring your required throughput level.

* Feature Information for Virtual CUBE, on page 25
* Prerequisites for Virtual CUBE, on page 26
* Features Supported with Virtual CUBE , on page 27

* Restrictions, on page 27

* Information about Virtual CUBE, on page 27
» Install Virtual CUBE on ESXi, on page 28

» How to Enable Virtual CUBE , on page 29

* Troubleshooting Virtual CUBE, on page 29

Feature Information for Virtual CUBE

The following table provides release information about the feature or features described in this module. This

table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Table 3: Feature Information for Virtual CUBE Support

Feature Name

Releases

Feature Information

8000V)

Virtual CUBE in Cisco Catalyst | Cisco IOS XE Bengaluru
8000V Edge Software (Catalyst | 17.4.1a

Virtual CUBE introduced for Cisco Catalyst
8000V Edge Software (Catalyst 8000V) in
VMware ESXi and AWS environments.

Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5 .



https://cfnng.cisco.com/

CUBE Fundamentals and Basic Setup |
. Prerequisites for Virtual CUBE

Feature Name Releases Feature Information

vCUBE in Amazon Web Cisco IOS XE Gibraltar | vCUBE offer introduced in AWS for Cisco CSR

Services (AWS) 16.12.4a 1000v Series Cloud Services Router.

Virtual CUBE Cisco I0OS XE 3.158S Virtual CUBE introduced for Cisco CSR 1000v
Series Cloud Services Router in VMware ESXi
environments.

Prerequisites for Virtual CUBE

Hardware

» The vCUBE feature set is bundled as part of the Cisco virtual router software and is used when deployed
in VMware ESXi virtualized environments. For more information on how to deploy Cisco virtualized
routers in VMware ESXi environments, see Installing the Cisco CSR 1000V in VMware ESXi
Environments and Installing in VMware ESXi Environment.

* For information on the best practices for setting ESXi host BIOS parameters for performance, see BIOS
Settings.

« Virtual CUBE is supported on the CSR 1000V and C8000V platforms.

« Virtual CUBE is also supported in AWS. You must use the AWS Marketplace product listing for virtual
CUBE.

* For more information about the Cisco CSR 1000V in AWS, see Cisco CSR 1000V Series Cloud Services
Router Deployment Guide for Amazon Web Services.

)

Note » The CSR1000V and Catalyst 8000V product may be used in several different public and private cloud
environments. However, vVCUBE is only supported when deployed on VMware ESXi and AWS platforms
currently.

* When you use a consolidated (.bin) image to upgrade a CSR 1000V medium configuration (2 vCPU, 4
GB RAM) to Catalyst 8000V, you must change the virtual machine vVRAM allocation to at least 5 GB
to ensure advertised performance. Alternatively and when deploying in AWS environments, boot the
router using individual packages rather than a consolidated image without the need for additional memory.
Refer to Installing Subpackages from a Consolidated Package for details.

Software

* Obtain the relevant license for the router platform. See Virtual CUBE Licensing Requirements , on page
28 for more information.

* In AWS, only Bring Your Own License (BYOL) is supported for vCUBE. Pay as You Go (Subscription)
versions of the CSR 1000V and C8000V are not supported. Make sure you choose the vVCUBE AWS
Marketplace product listing. Refer to Cisco Virtual CUBE-BYOL.
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* For more information about Cisco virtual routers, see CSR 1000V Data Sheet and Catalyst 8000V Data
Sheet.

Features Supported with Virtual CUBE

vCUBE supports most of the CUBE features available in IOS XE releases. vCUBE does not support the
following:

» DSP-based features
* Codec Transcoding, Transrating
* Raw Inband to RTP-NTE DTMF Interworking
* Call progress Analysis (CPA)
* Noise Reduction (NR), Acoustic Shock Protection (ASP), and Audio Gain

* H.323 Interworking

* [0S-based Hardware Media Termination Point (MTP)

\}

Note CUBE high availability is not currently supported on vVCUBE when deployed in AWS.

Restrictions

* Software MTP is not supported.
* CSR1000V used as MTP/TRP for CUCM is not supported.

)

Note  All caveats, restrictions, and limitations of Cisco ASR I0S-XE 3.15 and later releases are applicable to virtual
CUBE.

Information about Virtual CUBE

Media

vCUBE media performance depends on the underlying host platform consistently providing packet switching
latency of less than 5 milliseconds. The recommended hardware and virtual machine configurations ensure
this performance when followed closely.

For more information on how to monitor media performance, see Voice Quality Monitoring.
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Virtual CUBE Licensing Requirements

For information about licensing of virtual CUBE with CSR1000V and C8000V, refer to CUBE Smart Licensing.

Virtual CUBE with CSR1000V

vCUBE is enabled for the CSR1000V with the APPX and AX platform licenses. vVCUBE processes and CLI
commands are enabled when either of these licenses are enabled. Secure call features require the AX license.
In common with all CUBE instances, L-CUBE Smart License options are required for each active session.

The following table details the license requirements for Virtual CUBE on the CSR1000V.

Virtual CUBE Session Platform License Features Throughput License

License

L-CUBE Smart License | APPX No TLS / SRTP support | Session count * (signaling

options + bidirectional media
AX All vCUBE features bandwidth)

For detailed information about licensing, see Cisco CSR 1000v Software Configuration Guide.

Virtual CUBE with Catalyst 8000V
vCUBE is enabled for the Catalyst 8000V with the DNA Network Essentials license.

Virtual CUBE Session DNA Subscription Features DNA Bandwidth License

License

L-CUBE Smart License | Essentials or above All vCUBE features Session count * (signaling

options + bidirectional media
bandwidth)/2

For detailed information on licensing, see Licensing.

Install Virtual CUBE on ESXi

SUMMARY STEPS
1. Use the CSR1000V or the Catalyst 8000V OVA application file (available from software.cisco.com) to
deploy a new virtual instance directly in VMware ESXi.
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 Use the CSR1000V or the Catalyst 8000V OVA application | Note Select the required instance size during the
file (available from software.cisco.com) to deploy a new OVA deployment.
virtual instance directly in VMware ESXi.
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Command or Action

Purpose

For further details on how to perform the deployment, see
Cisco CSR 1000V Series Cloud Services Router Software
Configuration Guide or Cisco Catalyst 8000V Edge
Software Installation And Configuration Guide.

How to Enable Virtual CUBE

SUMMARY STEPS
1. Power on the virtual machine.
2. Enable platform and throughput licenses and register to a Cisco licensing server.
3. Enable virtual CUBE using the steps in Enabling the CUBE Application on a Device.
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 Power on the virtual machine. Powers on the vVCUBE.
Step 2 Enable platform and throughput licenses and register to a | Enables platform and throughput licenses and registers that
Cisco licensing server. virtual CUBE to a licensing server.
Step 3 Enable virtual CUBE using the steps in Enabling the CUBE | Enables vCUBE on a device.

Application on a Device.

Troubleshooting Virtual CUBE

To troubleshoot vCUBE, follow the same procedure for Cisco ASR routers. This procedure includes crash
file decoding, decoding traceback, and so on. For more details, see Troubleshoot Cisco ASR 1000 Series

Aggregation Services Routers Crashes.

To troubleshoot virtual machine issues, see Cisco CSR 1000V Series Cloud Services Router Software
Configuration Guide and Cisco Catalyst 8000V Edge Software Configuration Guide.
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CHAPTER 6

Dial-Peer Matching

CUBE allows VoIP-to-VoIP connection by routing calls from one VoIP dial peer to another. As VoIP dial
peers can be handled by either SIP or H.323, CUBE can be used to interconnect VoIP networks of different
signaling protocols. VoIP interworking is achieved by connecting an inbound dial peer with an outbound dial
peer.

\}

Note All CUBE Enterprise deployments must have signaling and media bind statements specified at the dial-peer
or voice class tenant level. For voice call tenants, you must apply tenants to dial-peers used for CUBE call
flows if these dial-peers do not have bind statements specified.

* Dial Peers in CUBE, on page 31
* Configuring Inbound and Outbound Dial-Peer Matching for CUBE, on page 33
* Preference for Dial-Peer Matching, on page 34

Dial Peers in CUBE

A dial peer is a static routing table, mapping phone numbers to interfaces or IP addresses.

A call leg is a logical connection between two routers or between a router and a VoIP endpoint. A dial peer
is associated or matched to each call leg according to attributes that define a packet-switched network, such
as the destination address.

Voice-network dial peers are matched to call legs based on configured parameters, after which an outbound
dial peer is provisioned to an external component using the component's IP address. For more information,
refer to the Dial Peer Configuration Guide.

Dial-peer matching can also be done based on the VRF ID associated with a particular interface. For more
information, see Inbound Dial-Peer Matching Based on Multi-VRF, on page 366.

In CUBE, dial peers can also be classified as LAN dial peers and WAN dial peers based on the connecting
entity from which CUBE sends or receives calls.
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Figure 7: LAN and WAN Dial Peers
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A LAN dial peer is used to send or receive calls between CUBE and the Private Branch Exchange (PBX)—a
system of telephone extensions within an enterprise. Given below are examples of inbound and outbound
LAN dial peers.

Figure 8: LAN Dial Peers

Inbound Dial-Peer for calls from CUCM to CUBE

dial-peer voice 100 voip
description *** Inbound LAN side dial-peer ***
incoming called-number 9T <
session protocol sipv2
codec g711ulaw

dtmf-relay rtp-nte Incoming call number
used to match the

inbound LAN dial peer

CUCM sending 9
+ All digits dialed
(Outgoing calls)

Outbound Dial-Peer for calls from CUBE to CUCM

dial-peer voice 200 voip

description *** Outbound LAN side dial-peer *** SP will be sending

destination-pattern [2-9]......... < 10 digits inbound

session protocol sipv2 (Incoming Calls)

session target ipv4:<CUCM_Address>

codec g711ulaw Destination pattern .

dtmf-relay rtp-nte used to match the B
outbound LAN dial peer &

A WAN dial peer is used to send or receive calls between CUBE and the SIP trunk provider. Given below
are examples of inbound and outbound WAN dial peers.
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Figure 9: WAN Dial Peers
Inbound Dial-Peer for calls from SP to CUBE

dial-peer voice 100 voip
description ™" Inbound WAN side dial-peer ™~

Catch-all for all

incoming called-number [2-9]......... < inbound PSTN calls.
session protocol sipv2 ‘ (Incoming Calls)
codec g7 11ulaw -

dimf-relay rip-nie Incoming call number

used to match the
inbound WAN dial peer

Qutbound Dial-Peer for calls from CUBE to SP

dial-peer voice 200 voip
description *** Outbound WAN side dial-peer *** Dial-peer for making

dESﬁﬂati{}Wpattﬁm 912'91. - - Iﬂng distance calls to

session protocol sipv2 SP (Outgoing Calls)
session target ipv4:<SIP_Trunk_IP_Address=

codec g711ulaw Destination pattern used
dtmi-relay rtp-nte to match the outbound
WANMN dial peer

Configuring Inbound and Qutbound Dial-Peer Matching for CUBE

The following commands can be used for inbound and outbound dial peer matching in the CUBE:

Table 4: Incoming Dial-Peer Matching

Command in Dial-Peer Description Call Setup
Configuration Element
incoming called-number This command uses the destination number that was called | DNIS number
DNIS-string to match the incoming call leg to an inbound dial peer. This

number is called the dialed number identification service

(DNIS) number.
answer-address ANI-string | This command uses the calling number to match the ANTI string

incoming call leg to an inbound dial peer. This number is
called the originating calling number or automatic number
identification (ANI) string.

destination-pattern This command uses the inbound call leg to the inbound | ANI string for
ANI-string dial peer. inbound
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Command in Dial-Peer
Configuration

Description

Call Setup
Element

{incoming called | incoming
calling} el64-pattern-map
pattern-map-group-id

This command uses a group of incoming called (DNIS) or
incoming calling (ANI) number patterns to match the
inbound call leg to an inbound dial peer.

The command calls a globally defined voice class identifier
where the E.164 pattern groups are configured.

E.164 Patterns

voice classuri
URI-class-identifier with
incominguri {from |request
| to|via} URI-class-identifier

This command uses the directory URI (Uniform Resource
Identifier) number of an incoming INVITE from a SIP
entity to match an inbound dial peer. This directory URI
is part of the SIP address of a device.

The command calls a globally defined voice class identifier
where the directory URI is configured. It requires the
configuration of session protocol sipv2

Directory URI

incoming uri {called |
callling} URI-class-identifier

This command uses the directory URI (Uniform Resource
Identifier) number to match the outgoing H.323 call leg to
an outgoing dial peer.

The command calls a globally defined voice class identifier
where the directory URI is configured.

Directory URI

Table 5: Outgoing Dial-Peer Matching

Dial-Peer Command

Description

Call Setup Element

destination-pattern

This command uses DNIS string to match the outbound

DNIS string for

DNIS-string call leg to the outbound dial peer. outbound
ANI string for
inbound

destination This command uses the directory URI (Uniform Resource | Directory URI

URI-class-identifier

Identifier) number to match the outgoing call leg to an
outgoing dial peer. This directory URI is part of the SIP
address of a device.

The command actually refers to a globally defined voice
class identifier where the directory URI is configured.

destination
el64-pattern-map
pattern-map-group-id

This command uses a group of destination number
patterns to match the outbound call leg to an outbound
dial peer.

The command calls a globally defined voice class

E.164 patterns

identifier where the E.164 pattern groups are configured.

Preference for Dial-Peer Matching

The following is the order in which inbound dial-peer is matched for SIP call-legs:
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» voice class uri URI-class-identifier with incoming uri {via} URI-class-identifier

» voice class uri URI-class-identifier with incoming uri {request} URI-class-identifier
« voice class uri URI-class-identifier with incoming uri {to} URI-class-identifier

« voice class uri URI-class-identifier with incoming uri {from} URI-class-identifier

* incoming called-number DNIS-string

« answer-address ANI-string

The following is the order in which inbound dial-peer is matched for H.323 call-legs:
» incoming uri {called} URI-class-identifier
 incoming uri {callling} URI-class-identifier
+ incoming called-number DNIS-string

« answer-address ANI-string

The following is the order in which outbound dial-peer is matched for SIP call-legs:

« destination route-string

» destination URI-class-identifier with target carrier-id string
- destination-pattern with target carrier-id string

« destination URI-class-identifier

« destination-pattern

* target carrier-id string

\)

Note If CUBE with Cisco Unified Communications Manager Express (CUCME) is configured with the same DN,
then the ANI is given the preference. The system dial-peer for the DN is selected over the other dial-peers
created.
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CHAPTER 7

DTMF Relay

The DTMF Relay feature allows CUBE to send dual-tone multi-frequency (DTMF) digits over IP.

This chapter talks about DTMF tones, DTMF relay mechanisms, how to configure DTMF relays, and
interoperability and priority with multiple relay methods.

* Feature Information for DTMF Relay , on page 37
* Information About DTMF Relay , on page 38
* Verifying DTMF Relay , on page 46

Feature Information for DTMF Relay

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Table 6: Feature Information for DTMF Relay

Feature Name Releases Feature Information
DTMF Relay Cisco IOS Release 12.1(2)T | The DTMF relay feature allows CUBE to send
DTMF digits over IP.

Cisco IOS XE 2.1
The dtmf-relay command was added.

Support for sip-infoto rtp-nte | Cisco IOS XE Everest 16.6.1 | This feature adds support for sip-info to

DTMF relay mechanism for rtp-nte DTMF relay mechanism for SIP-SIP
SIP-SIP calls calls.
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Information About DTMF Relay

DTMF Tones

DTMF tones are used during a call to signal to a far-end device; these signals may be for navigating a menu
system, entering data, or for other types of manipulation. They are processed differently from the DTMF tones
that are sent during the call setup as part of the call control. TDM interfaces on Cisco devices support DTMF
by default. Cisco VoIP dial-peers do not support the DTMF relay by default and to enable, requires DTMF
relay capabilities.

\)

Note DTMF tones that are sent by phones do not traverse the CUBE.

DTMF Relay

Dual-tone multifrequency (DTMF) relay is the mechanism for sending DTMF digits over IP. The VoIP dial
peer can pass the DTMF digits either in the band or out of band.

In-band DTMF-Relay passes the DTMF digits using the RTP media stream. It uses a special payload type
identifier in the RTP header to distinguish DTMF digits from actual voice communication. This method is
more likely to work on lossless codecs, such as G.711.

\)

Note The main advantage of DTMF relay is that in-band DTMF relay sends low-bandwidth codecs such as the
G.729 and G.723 with greater fidelity. Without the use of DTMF relay, calls established with low-bandwidth
codecs has trouble accessing automated DTMF-based systems. For example, voicemail, menu-based Automatic
Call Distributor (ACD) systems, and automated banking systems.

Out-of-band DTMF-Relay passes DTMF digits using a signaling protocol (SIP or H.323) instead of using the
RTP media stream.

The VoIP compressed code causes the loss of integrity of the DTMF digits. However, the DTMF relay prevents
the loss of integrity of DTMF digits. The relayed DTMF regenerates transparently on the peer side.

Figure 10: DTMF Relay Mechanism
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The following lists the DTMF relay mechanisms that support the VoIP dial-peers based on the configured
keywords. The DTMF relay mechanism can be either out-of-band (H.323 or SIP) or in-band (RTP).

* h245-alphanumeric and h245-signal—These two methods are available only on H.323 dial peers. It
is an out-of-band DTMF relay mechanism that transports the DTMF signals using H.245, which is the
media control protocol of the H.323 protocol suite.

The H245-signal method carries more information about the DTMF event (such as its actual duration)
than the H245-Alphanumeric method. It addresses a potential problem with the alphanumeric method
when interworking with other vendors’ systems.

sip-notify—This method is available on the SIP dial peers only. It is a Cisco proprietary out-of-band
DTMF relay mechanism that transports DTMF signals using SIP-Notify message. The SIP Call-Info
header indicates the use of the SIP-Notify DTMF relay mechanism. Acknowledging the message with
a 18x or 200 response message containing a similar SIP Call-Info header.

The Call-Info header for a NOTIFY-based out-of-band relay is as follows:
Call-Info: <sip: address>; method="NOTIFY;Event=telephone-event;Duration=msec"
DTMF relay digits are a 4 bytes in binary encoded format.

The mechanism is useful for communicating with SCCP IP phones that do not support in-band DTMF
digits and analog phones that are attached to analog voice ports (FXS) on the router.

If multiple DTMF relay mechanisms enable and negotiate successfully on a SIP dial peer, NOTIFY -based
out-of-band DTMF relay takes precedence.

sip-kpml—This method is available only on SIP dial peers. The RFC 4730 defines the out-of-band
DTMF relay mechanism to register the DTMF signals using the SIP-Subscribe messages. It transports
the DTMF signals using the SIP-Notify messages containing an XML-encoded body. This method is
calked Key Press Markup Language.

If you configure KPML on the dial peer, the gateway sends INVITE messages with KPML in the
Allow-Events header.

A registered SIP endpoint to Cisco Unified Communications Manager or Cisco Unified Communications
Manager Express uses this method. This method is useful for non-conferencing calls and for
interoperability between SIP products and SIP phones.

If you configure rtp-nte, sip-notify, and sip-kmpl, the outgoing INVITE contains an SDP with a rtp-nte
payload, a SIP Call-Info header, and an Allow-Events header with KPML.

The following SIP-Notify message displays after the subscription. The endpoints transmit digits using
SIP-Notify messages with KPML events through XML. The following example transmits, the digit “1”*:

NOTIFY sip:192.168.105.25:5060 SIP/2.0

Event: kpml

<?xml version="1.0" encoding="UTF-8"7?>

<kpml-response version="1.0" code="200" text="OK" digits="1" tag="dtmf"/>

sip-info—The sip-info method is available only on SIP dial peers. It is an out-of-band DTMF relay
mechanism that registers the DTMF signals using SIP-Info messages. The body of the SIP message
consists of signaling information and uses the Content-Type application/dtmf-relay.

The method enables for SIP dial peers, and invokes on receiving a SIP INFO message with DTMF relay
content.

The gateway receives the following sample SIP INFO message with specifics about the DTMF tone.
The combination of the From, To, and Call-ID headers identifies the call leg. The signal and duration
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headers specify the digit, in this case 1, and duration, 160 milliseconds in the example, for DTMF tone
play.

INFO sip:2143302100@172.17.2.33 SIP/2.0
Via: SIP/2.0/UDP 172.80.2.100:5060

From: <sip:9724401003@172.80.2.100>;tag=43
To: <sip:2143302100@172.17.2.33>;tag=9753.0207
Call-ID: 984072 15401962€172.80.2.100
CSeq: 25634 INFO

Supported: 100rel

Supported: timer

Content-Length: 26

Content-Type: application/dtmf-relay
Signal= 1

Duration= 160

rtp-nte—Real-Time Transport Protocol (RTP) Named Telephone Events (NTE). The RFC2833 defines
the in-band DTMF relay mechanism. RFC2833 defines the formats of NTE-RTP packets to transport
DTMF digits, hookflash, and other telephony events between two peer endpoints. Using the RTP stream,
sends the DTMF tones as packet data after establishing call media. It is differentiated from the audio by
the RTP payload type field, preventing compression of DTMF-based RTP packets. For example, sending
the audio of a call on a session with an RTP payload type identifies it as G.711 data. Similarly sending
the DTMF packets with an RTP payload type identifies them as NTEs. The consumer of the stream
utilizes the G.711 packets and the NTE packets separately.

The SIP NTE DTMF relay feature provides a reliable digit relay between Cisco VoIP gateways on using
a low-bandwidth codec.

)

Note By default, Cisco device uses Payload type 96 and 97 for fax. A third-party device

may use Payload type 96 and 97 for DTMF. In such scenarios, we recommend
you to perform one of the following:

* Change the Payload type for fax in both incoming and outgoing dial-peers
using rtp payload-type command

» Use assymetric payload dtmf command
For more information on configuring rtp payload-type and assymetric payload

DTMEF, see Dynamic Payload Type Interworking for DTMF and Codec Packets
for SIP-to-SIP Calls.

Payload types and attributes of this method negotiate between the two ends at call setup. They use the
Session Description Protocol (SDP) within the body section of the SIP message.

\}

Note This method is not similar to the “Voice in-band audio/G711” transport. The

latter is just the audible tones being passed as normal audio without any relay
signaling method being “aware” or involved in the process. It is plain audio
passing through end-to-end using the G711Ulaw/Alaw codec.

cisco-rtp—It is an in-band DTMF relay mechanism that is Cisco proprietary, where the DTMF digits
are encoded differently from the audio and are identified as Payload type 121. The DTMF digits are part
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of the RTP data stream and distinguished from the audio by the RTP payload type field. Cisco Unified
Communications Manager does not support this method.

\}

Note The cisco-rtp operates only between two Cisco 2600 series or Cisco 3600 series
devices. Otherwise, the DTMF relay feature does not function, and the gateway
sends DTMF tones in-band.

» G711 audio—It is an in-band DTMF relay mechanism that is enabled by default and requires no
configuration. Digits are transmitted within the audio of the phone conversation, that is, it is audible to
the conversation partners; therefore, only uncompressed codecs like g711 Alaw or mu-law can carry
in-band DTMF reliably. Female voices sometimes trigger the recognition of a DTMF tone.

The DTMF digits pass like the rest of your voice as normal audio tones with no special coding or markers.
It uses the same codec as your voice, generated by your phone.

Configuring DTMF Relays

You can configure the DTMF relay using the dtmf-relay method1l [...[method6]] command in the VoIP dial
peer.

Perform DTMF negotiation based on the matching inbound dial-peer configuration.
Use any of the following variablesmethod:

 h245-alphanumeric
* h245-signal
e sip-notify
* sip-kpml
e sip-info
* rtp-nte[digit-drop]
e ciso-rtp
Configure multiple DTMF methods on CUBE simultaneously in order to minimize MTP requirements. If you

configure more than one out-of-band DTMF method, preference goes from highest to lowest in the order of

configuration. If an endpoint does not support any of the configured DTMF relay mechanisms on CUBE, an
MTP or transcoder is required.

The following table lists the supported DTMF relay types on a SIP and H.322 gateway.

Table 7: Supported H.323 and SIP DTMF Relay Methods

H.323 Gateway SIP Gateway
In-band cisco-rtp, rtp-nte rtp-nte
Out-of-band h245-alphanumeric, h245-signal | sip-notify, sip-kpml, sip-info
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Interoperability and Priority with Multiple DTMF Relay Methods

» CUBE negotiates both rtp-nte and sip-kmpl if both support and advertise in the incoming INVITE.
However, If CUBE does not initiate sip-kmpl, CUBE relies on the rtp-nte DTMF method to receive
digits and a SUBSCRIBE. CUBE still accepts SUBSCRIBEs for KPML. It prevents double-digit reporting
problems at CUBE.

» CUBE negotiates to one of the following:
* cisco-rtp
. rtp-nte
* rtp-nte and kpml
o kpml
* sip-notify
» If you configure rtp-nte, sip-notify, and sip-kpml, the outgoing INVITE contains a SIP Call-Info header,
an Allow-Events header with KPML, and an SDP with rtp-nte payload.

* If you configure more than one out-of-band DTMF method, preference goes from highest to lowest in
the order of configuration.

* CUBE selects DTMF relay mechanisms using the following priority:
* sip-notify or sip-kpml (highest priority)
* rtp-nte

* None—Send DTMF in-band

H.323 gateways select DTMF relay mechanisms using the following priority:
* cisco-rtp
» h245-signal
 h245-alphanumeric
. rtp-nte

* None—Send DTMF in-band

DTMF Interoperability Table

This table provides the DTMF interoperability information between various DTMF relay types in different
call flow scenarios. For instance, refer table 3 if you must configure sip-kpml on an inbound dial peer and
h245-signaling on an outbound dial peer in an RTP-RTP Flow through configuration. The table shows that
the combination supports (as image information is present) the required image 10S 12.4(15)T or IOS XE or
above. The following are the call scenarios provided:

* RTP-RTP Flow-Through

* RTP-RTP with transcoder Flow-Through
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e RTP-RTP Flow Around

* RTP-RTP with high-density transcoder Flow Through

* SRTP-RTP Flow Through

Table 8: RTP-RTP Flow-Through

DTMF Interoperability Table [JJj

Outbound |H.323 SIP In-band

dial-peer

protocol
Inbound | DTMF h245- h245- Rtp-nte |Rtp-nte |Sip-kpml | Sip- Sip-info | Voice
dial-peer | Relay Type | dghaumec | signal notify in-band
protocol (G.711)
H.323 |h245-alpha| Supported Supported | Supported | Supported | Supported

numeric

h245-sgnal Supported | Supported | Supported | Supported | Supported

rtp-nte Supported | Supported | Supported | Supported Supported Supported*
SIP rtp-nte | Supported | Supported | Supported | Supported | Supported | Supported Supported™*

sip-kpml | Supported | Supported Supported | Supported

sip-notify | Supported | Supported | Supported | Supported Supported

sip-info Supported

3

In-band | Voice Supported™ | Supported* Supported

in-band

(G.711)

3 Supported from Cisco IOS XE Everest 16.6.1 onwards for calls that do not involve DSP resources.

* Media resource is required (Transcoder) for Cisco IOS and I0S XE versions.

Table 9: RTP-RTP with DSP Involved Flow-Through Calls

Outbound |H.323 SIP In-band

dial-peer

protocol
Inbound |DTMF h245- h245- Rtp-nte |Rtp-nte |Sip-kpml | Sip- Sip-info | Voice
dial-peer |Relay Type |djaumat | signal notify in-band
protocol (G.7111)
H.323 h245-alpha | Supported Supported | Supported | Supported | Supported

numeric

h245-signal Supported | Supported | Supported | Supported | Supported

rtp-nte Supported | Supported | Supported | Supported Supported
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Outbound
dial-peer
protocol

H.323

SIP

In-band

Inbound
dial-peer
protocol

DTMF
Relay Type

h245-

h245-
signal

Rtp-nte

Rtp-nte

Sip-kpml

Sip-
notify

Sip-info

Voice
in-band
(G.7111)

SIP

rtp-nte

Supported

Supported

Supported

Supported

Supported

sip-kpml

Supported

Supported

Supported

sip-notify

Supported

Supported

Supported

Supported

sip-info

In-band

Voice
in-band
(G.711)

Supported

Supported

Table 10: RTP-RTP Flow Aroun

Outbound
dial-peer
protocol

H.323

SIP

In-band

Inbound
dial-peer
protocol

DTMF
Relay Type

h245-

h245-
signal

Rtp-nte

Rtp-nte

Sip-kpml

Sip-
notify

Sip-info

Voice
in-band
(G.711)

H.323

h245-alpha
numeric

Supported

h245-signal

Supported

rtp-nte

Supported

SIP

rtp-nte

Supported

sip-kpml

Supported

sip-notify

Supported

sip-info

In-band

Voice
in-band
(G.711)

Supported™

Supported™

Supported

* Media resource is required (Transcoder) for Cisco IOS and IOS XE versions. CUBE falls back to flow-through
mode if the media resource is unavailable.

. Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5




| CUBE Fundamentals and Basic Setup

Table 11: RTP-RTP with High-Density Transcoder Flow Through

DTMF Interoperability Table [JJj

Outbound
dial-peer
protocol

H.323

SIP

In-band

Inbound
dial-peer
protocol

DTMF
Relay Type

h245-

h245-
signal

Rtp-nte

Rtp-nte

Sip-kpml

Sip-
notify

Sip-info

Voice
in-band
(G.7111)

H.323

h245-alpha
numeric

Supported

Supported

Supported

h245-signal

Supported

Supported

Supported

rtp-nte

Supported

Supported

Supported

SIP

rtp-nte

Supported

Supported

Supported

Supported

sip-kpml

Supported

Supported

Supported

sip-notify

Supported

Supported

Supported

sip-info

In-band

Voice
in-band
(G.711)

Supported

Supported

Table 12: SRTP-RTP Flow Through

Outbound
dial-peer
protocol

H.323

SIP

In-band

Inbound
dial-peer
protocol

DTMF
Relay Type

h245-

h245-
signal

Rtp-nte

Rtp-nte

Sip-kpml

Sip-
notify

Sip-info

Voice
in-band
(G.7111)

H.323

h245-alpha
numeric

h245-signal

rtp-nte

SIP

rtp-nte

Supported

Supported

Supported

Supported

sip-kpml

Supported

Supported

sip-notify

Supported

Supported

sip-info

In-band

Voice
in-band
(G.712)

Supported

Supported
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Note For calls sent from an in-band (RTP-NTE) to an out-of band method, configure the dtmf-relay rtp-nte
digit-drop command on the inbound dial-peer and the desired out-of-band method on the outgoing dial-peer.
Otherwise, send the same digit in OOB and in-band, and gets interpreted as duplicate digits by the receiving
end. On configuring the digit-drop option on the inbound leg, CUBE suppresses NTE packets and configures
only relay digits using the OOB method on the outbound leg.

Verifying DTMF Relay

SUMMARY STEPS

1. show sip-uacalls

2. show sip-ua callsdtmf-relay sip-info

3. show sip-ua history dtmf-relay kpml

4. show sip-ua history dtmf-relay sip-notify
DETAILED STEPS
Procedure

Step 1 show sip-ua calls
The following sample output shows that the DTMF method is SIP-KPML.

Example:

Device# show sip-ua calls

SIP UAC CALL INFO

Call 1
SIP Call ID : 57633F68-2BE011D6-8013D46B-B4F9B5F6@172.18.193.251
State of the call : STATE_ACTIVE (7)
Substate of the call : SUBSTATE NONE (0)
Calling Number :
Called Number : 8888
Bit Flags : 0xD44018 0x100 0x0
CC Call ID : 6
Source IP Address (Sig ): 192.0.2.1
Destn SIP Req Addr:Port : 192.0.2.2:5060
Destn SIP Resp Addr:Port: 192.0.2.3:5060
Destination Name : 192.0.2.4.250
Number of Media Streams : 1
Number of Active Streams: 1
RTP Fork Object : 0x0
Media Mode : flow-through
Media Stream 1
State of the stream : STREAM ACTIVE
Stream Call ID : 6
Stream Type : voice-only (0)
Negotiated Codec : g71lulaw (160 bytes)
Codec Payload Type : 0
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Step 2

Negotiated Dtmf-relay
Dtmf-relay Payload Type

Media Source IP Addr:Port:

Media Dest IP Addr:Port

Orig Media Dest IP Addr:Port
Number of SIP User Agent Client (UAC)

SIP UAS CALL INFO

Number of SIP User Agent Server (UAS)

sip-kpml

0
192.0.2.5:17576
192.0.2.6:17468
0.0.0.0:0
calls: 1

calls: O

show sip-ua calls dtmf-relay sip-info

The following sample output displays active SIP calls with INFO DTMF Relay mode.

Example:

Device# show sip-ua calls dtmf-relay sip-info

Total SIP call legs:2
SIP UAC CALL INFO
Call 1
SIP Call ID

State of the call

’

User Agent Client:1,

User Agent Server:1

9598A547-5C1311E2-8008F709-2470C996@172.27.161.122
STATE _ACTIVE (7)

Calling Number sipp

Called Number 3269011111

CC Call ID 2
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300

Call 2
SIP Call ID
State of the call

1-29452@172.25.208.177
STATE _ACTIVE (7)

Calling Number sipp

Called Number 3269011111

CC Call ID 1
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300

Number of SIP User Agent Client (UAC) calls: 2

SIP UAS CALL INFO
Call 1
SIP Call ID

State of the call

1-29452@172.25.208.177
STATE _ACTIVE (7)

Calling Number sipp

Called Number 3269011111

CC Call ID 1
No. Timestamp Digit Duration
0 01/12/2013 17:23:25.615 2 250
1 01/12/2013 17:23:25.967 5 300
2 01/12/2013 17:23:26.367 6 300

Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

9598A547-5C1311E2-8008F709-2470C996@172.27.161.122
STATE _ACTIVE (7)

sipp

3269011111

2

Verifying DTMF Relay [}
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Step 3

Step 4

No. Timestamp

CUBE Fundamentals and Basic Setup |

0 01/12/2013 17:23:25.615
1 01/12/2013 17:23:25.967
2 01/12/2013 17:23:26.367

Digit Duration
2 250
5 300
6 300

Number of SIP User Agent Server (UAS) calls: 2

show sip-ua history dtmf-relay kpml

The following sample output displays SIP call history with KMPL DTMF Relay mode.

Example:

Device# show sip-ua history dtmf-relay kpml

Total SIP call legs:2,

SIP UAC CALL INFO
Call 1
SIP Call ID

State of the call

User Agent Client:1, User Agent Server:1

D0498774-F01311E3-82A0DE9F-78C438FF@10.86.176.119
STATE _ACTIVE (7)

Calling Number 2017

Called Number 1011

CC Call ID 257
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

22BC36A5-F01411E3-81808A6A-5FE951130@10.86.176.142
STATE _ACTIVE (7)

2017

1011

256

Digit Duration

Number of SIP User Agent Client (UAC) calls: 2

SIP UAS CALL INFO
Call 1
SIP Call ID

State of the call

22BC36A5-F01411E3-81808A6A-5FE95113@10.86.176.142
STATE _ACTIVE (7)

Calling Number 2017

Called Number 1011

CC Call ID 256
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

D0498774-F01311E3-82A0DE9F-78C438FF@10.86.176.119
STATE _ACTIVE (7)

2017

1011

257

Digit Duration

Number of SIP User Agent Server (UAS) calls: 2

show sip-ua history dtmf-relay sip-notify

The following sample output displays SIP call history with SIP Notify DTMF Relay mode.

Example:
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Device# show sip-ua history dtmf-relay sip-notify

Total SIP call legs:2, User Agent Client:1, User Agent Server:1

SIP UAC CALL INFO
Call 1
SIP Call ID

State of the call

29BB98C-F01311E3-8297DESF-78C438FF@10.86.176.119
STATE_ACTIVE (7)

Calling Number 2017

Called Number 1011

CC Call ID 252
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

550E973B-F01311E3-817A8A6A-5FE951130@10.86.176.142
STATE _ACTIVE (7)
2017
1011
251
Digit Duration

Number of SIP User Agent Client (UAC) calls: 2

SIP UAS CALL INFO
Call 1
SIP Call ID

State of the call

550E973B-F01311E3-817A8A6A-5FE95113@10.86.176.142
STATE _ACTIVE (7)

Calling Number 2017

Called Number 1011

CC Call ID 251
No. Timestamp Digit Duration
Call 2

SIP Call ID
State of the call
Calling Number
Called Number
CC Call ID

No. Timestamp

29BB98C-F01311E3-8297DE9F-78C438FF@10.86.176.119
STATE _ACTIVE (7)

2017

1011

252

Digit Duration

Number of SIP User Agent Server (UAS) calls: 2
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CHAPTER 8

Introduction to Codecs

A codec is a device or software capable of encoding or decoding a digital data stream or signal. Audio codecs
can code or decode a digital data stream of audio. Video codecs enable compression or decompression of
digital video.

CUBE uses codecs to compress digital voice samples to reduce bandwidth usage per call. This chapter describes
the basics of encoding digital voice samples using codecs and how to configure them.

» Why CUBE Needs Codecs, on page 51

* Voice Media Transmission, on page 52

* Voice Activity Detection, on page 53

» VoIP Bandwidth Requirements, on page 54

* Supported Audio and Video Codecs, on page 56
* How to Configure Codecs, on page 57

* Configuration Examples for Codecs, on page 63

Why CUBE Needs Codecs

CUBE uses codecs to compress digital voice samples to reduce bandwidth usage per call. Refer to Table 14:
Codec and Bandwidth Information, on page 54 to see the relationship between codec and bandwidth utilization.

Configuring codecs on a device (configured as CUBE) allows the device to act as a demarcation point on a
VoIP network and allows a dial peer to be established only if the desired codec criteria are satisfied.
Additionally, preferences can be used to determine which codecs are selected over others.

If codec filtering is not required, CUBE also supports transparent codec negotiations. This enables negotiations
between endpoints with CUBE leaving the codec information untouched.

The illustrations below show how codec negotiation is performed on CUBE. Two VoIP clouds need to be
interconnected. In this scenario, both VoIP 1 and VoIP 2 networks have G.711 a-law configured as the preferred
codec.
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Figure 11: Codec Negotiation on CUBE

Cisco UBE Codec Megotiation:
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R - s G TRERE—— VolP 2
1.G.711a-law 1.G.711a-law
2.G.728a 1.G.72% 2.G.720a
3.G729b 3G72%

Cisco UBE with Codec Transparency:

WPY Yl VoIP 2
1.G.711a-law 1.G.711a-law
2.G.728a Tranaparent 2.G.72%

3.G.7298 3.G.729b B

In the first example, the CUBE router is configured to use the G.729a codec. This can be done by using the
appropriate codec command on both VoIP dial peers. When a call is set up, CUBE will accept only G.729a
calls, thus influencing the codec negotiation.

In the second example, the CUBE dial peers are configured with a transparent codec and this leaves the codec
information contained within the call signaling untouched. Because both VoIP 1 and VoIP 2 have G.711 a-law
as their first choice, the resulting call will be a G.711 a-law call.

Restrictions for Voice-Class Codec Transparent

» While using the voice-class codec transparent, only the offer is passed transparently (without filtering).
Codec filtering is done on the SDP present in answer and the first codec is passed to other side.

* CUBE does not support Early-Offer to Delayed-Offer (EO-DO) call flows.

N

Note  You can use 'pass-thru content sdp', if you do not want to involve CUBE in the
codec negotiation.

Voice Media Transmission

When a VoIP call is established, using the signaling protocols, the digitized voice samples need to be
transmitted. These voice samples are often called the voice media. Voice media protocols found in a VoIP
environment are the following:

* Real-Time Transport Protocol (RTP)—RTP is a Layer 4 protocol that is encapsulated inside UDP
segments. RTP carries the actual digitized voice samples in a call.
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* Real-Time Control Protocol (RTcP)—RTcP is a companion protocol to RTP. Both RTP and RTcP operate
at Layer 4 and are encapsulated in UDP. RTP and RTCP typically use UDP ports 16384 to 32767, though
these ranges may vary according to hardware platform. However, RTP uses the even port numbers in
that range, whereas RTcP uses the odd port numbers. While RTP is responsible for carrying the voice
stream, RTcP carries information about the RTP stream such as latency, jitter, packets, and octets sent
and received.

Compressed RTP (cRTP)—One of the challenges with RTP is its overhead. Specifically, the combined
IP, UDP, and RTP headers are approximately 40 bytes in size, whereas a common voice payload size
on a VoIP network is only 20 bytes, which includes 20 ms of voice by default. In that case, the header
is twice the size of the payload. cRTP is used for RTP header compression and can reduce the 40-byte
header to 2 or 4 bytes in size (depending on whether UDP checksums are in use), as shown in the figure
below.

Figure 12: Compressed RTP

Compressed
Header
IP | UDP | RTP Voice Payload % cRTP Voice Payload
\, Headers — .
2 -4 Bytes

areaa2

40 Bytes

Secure RTP (sRTP)—To help prevent an attacker from intercepting and decoding or possibly manipulating
voice packets, SRTP supports encryption of RTP packets. In addition, sSRTP provides message
authentication, integrity checking, and protection against replay attacks.

VPN technology like IP Security (IPSec) may be used to protect traffic between sites. Encrypting SRTP
traffic at the source of transmission results in encrypting already encrypted traffic, adding significant
overhead and bandwidth needs. So it is recommended that SRTP is used for voice traffic, and that this
traffic is excluded from IPSec encapsulation. SRTP uses lesser bandwidth, has the same level of security,
and can be used by devices at any location because the payload is originated and terminated at the voice
endpoint. Because endpoints can be mobile, the security follows the phone.

Voice Activity Detection

Voice Activity Detection (VAD) is a technology that works with the human nature of voice conversations,
mainly that one person listens while the other talks. VAD classifies traffic as speech, unknown, and silence.
Speech and unknown payloads are transported, but silence is dropped. This accounts for approximately 30
percent savings in bandwidth over time.

VAD can significantly reduce the amount of bandwidth required by a media stream. However, VAD has a
few negative attributes that need to be considered. Because no packets are sent during silence, the listener can
get the impression that the talker has been disconnected. Another characteristic is that it takes a moment for
VAD to recognize the speech as having started again, and as a result, the first part of the sentence can be
clipped. This can be annoying to the listening party. Music on Hold (MoH) and fax can also cause VAD to
become ineffective because the media stream is constant.

VAD is enabled by default in CUBE dial peers as long as the codec selected supports it. VAD can be disabled
at the VoIP dial peer using the no vad command. Some codecs, such as G.729b and G.729ab, support Comfort
Noise Generation (CNG). When VAD is enabled, white noise is played to the listener during times when no
packets are received. This leads the listener to believe that background noise is being heard. Cisco IP Phones
and most gateways support CNG.
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G.729 Annex-B and G.723.1 Annex-A include an integrated VAD function, but otherwise performs the same
as G.729 and G.723.1, respectively.

\)

Note VAD to NO-VAD calls are not supported by CUBE.

VolP Bandwidth Requirements

The amount of bandwidth required varies by the codec and the transmission media. Two events require

bandwidth. The media stream itself requires bandwidth between 17 to 106 kbps depending on codec, header
compression, and Layer 2 and 3 headers. In addition, call signaling must be taken into account. While bandwidth
required by call signaling is much smaller, it can cause problems on a network due to irregular requirements.

Table 13: Protocol Header Size Assumptions

Protocol | Header size

1P 20 bytes

UDP |8 bytes
RTP 12 bytes
cRTP | Reduces size of IP, UDP, RTP to 2 or 4 bytes

The table below gives calculations for the default voice payload sizes in Cisco CallManager or CUBE. For
additional calculations, including different voice payload sizes and other protocols, use the TAC Voice
Bandwidth Codec Calculator (registered customers only). For an explanation of each of the column headings,
see the table below.

Table 14: Codec and Bandwidth Information

Codec & Bit Codec | Codec | Mean Voice Voice |Payload Bandwidh | Bandwidth | Bandwidth
Rate (kbps) Sk | Sk | Opinion | Payload | Payload | Size (ms) |MPor |w/cRTP Ethernet
Size | end | Score | Size Size Packets |FRE12 |MP or (kbps)
Byes) [ (ms) | (MOS) |(Bytes) |(ms) PerSecond | (kbps) |FRF.12
(PPS) (kbps)
G.711 (64 kbps) |80 |10 |4.1 160 20 50 82.8 67.6 87.2
G.729 (8 kbps) |10 |10 |3.92 20 20 50 26.8 11.6 31.2
G.723.1 (6.3 24 130 (3.9 24 30 333 18.9 8.8 21.9
kbps)
G.723.1 (5.3 20 |30 (3.8 20 30 33.3 17.9 7.7 20.8
kbps)
G.726 (32 kbps) |20 |5 3.85 80 20 50 50.8 35.6 55.2
G.726 (24 kbps) | 15 |5 60 20 50 42.8 27.6 47.2
G.728 (16 kbps) |10 |5 3.61 60 30 33.3 28.5 18.4 31.5
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Codec & Bit Codec | Codec | Mean Voice Voice |Payload Bandwidh | Bandwidth | Bandwidth
Rate (kbps) Smk | Sk | Opinion | Payload | Payload | Size (ms) |MPor |w/cRTP Ethernet
Size | bend | Score Size Size Packets |FRF12 |MP or (kbps)
Byes) | (ms) |(MOS) |(Bytes) |(ms) PerSecond | (kbps) | FRF.12
(PPS) (kbps)
G722 _64k(64 |80 10 |[4.13 160 20 50 82.8 67.6 87.2
kbps)
ilbc mode 20(152 |38 |20 |NA 38 20 50 34.0 18.8 38.4
kbps)
ibc mode 30(1333 |50 |30 |NA 50 333 25.867 |15.73 28.8
kbps)

Table 15: Explanation of Terms

Codec Bit Rate (kbps)

Based on the codec, this is the number of bits per
second that need to be transmitted to deliver a voice
call. (codec bit rate = codec sample size / codec
sample interval).

Codec Sample Size (Bytes)

Size (Bytes) Based on the codec, this is the number
of bytes captured by the digital signal processor (DSP)
at each codec sample interval. For example, the G.729
coder operates on sample intervals of 10 ms,
corresponding to 10 bytes (80 bits) per sample at a
bit rate of 8 kbps. (codec bit rate = codec sample size
/ codec sample interval).

Codec Sample Interval (ms)

This is the sample interval at which the codec
operates. For example, the G.729 coder operates on
sample intervals of 10 ms, corresponding to 10 bytes
(80 bits) per sample at a bit rate of 8 kbps. (codec bit
rate = codec sample size / codec sample interval).

MOS

MOS is a system of grading the voice quality of
telephone connections. With MOS, a wide range of
listeners judge the quality of a voice sample on a scale
of one (bad) to five (excellent). The scores are
averaged to provide the MOS for the codec.

Voice Payload Size (Bytes)

The voice payload size represents the number of bytes
(or bits) that are filled into a packet. The voice payload
size must be a multiple of the codec sample size. For
example, G.729 packets can use 10, 20, 30, 40, 50, or
60 bytes of voice payload size.

Voice Payload Size (ms)

Payload Size (ms) The voice payload size can also be
represented in terms of the codec samples. For
example, a G.729 voice payload size of 20 ms (two
10 ms codec samples) represents a voice payload of
20 bytes [ (20 bytes * 8) / (20 ms) = 8 kbps ]
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PPS

PPS represents the number of packets that need to be
transmitted every second in order to deliver the codec
bit rate. For example, for a G.729 call with voice
payload size per packet of 20 bytes (160 bits), 50
packets need to be transmitted every second [50 pps
= (8 kbps) / (160 bits per packet) ]

Supported Audio and Video Codecs

CUBE is required to support the codec used between endpoints. g729r8 is supported by default. All other
codecs have to be configured. The following codecs are supported:

Table 16: Audio Codecs Supported on CUBE

Codec Keyword Codec
aacld AACLD 90000 bps
clear-channel Clear Channel 64000 bps (No voice capabilities: data transport
only)
g711alaw G.711 A Law 64000 bps
g711ulaw G.711 u Law 64000 bps
g722-48 (G722-48K 64000 bps - Only supported for H.320<->H.323 calls
g722-56 G722-56K 64000 bps - Only supported for H.320<->H.323 calls
g722-64 G722-64K 64000 bps
g723ar53 G.723.1 ANNEX-A 5300 bps (contains built-in VAD that cannot
be disabled)
Not supported on PYDM3.
g723ar63 G.723.1 ANNEX-A 6300 bps (contains built-in VAD that cannot
be disabled)
Not supported on PVYDM3.
2723153 G.723.1 5300 bps
Not supported on PVDM3.
2723163 G.723.1 6300 bps
Not supported on PVDM3.
g726r16 G.726 16000 bps
g726124 G.726 24000 bps
g726132 G.726 32000 bps
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Codec Keyword Codec

g728 G.728 16000 bps

g729br8 G.729 ANNEX-B 8000 bps (contains built-in VAD that cannot
be disabled)

272918 G.729 8000 bps

gsmamr-nb GSM AMR-NB 4750 to 12200 bps (contains built-in VAD that
cannot be disabled)

ilbc iLBC 13330 or 15200 bps

isac iSAC 10 to 32 kbps (variable bit-rate)

mp4a-latm MP4A-LATM upto 128 kbps

transparent Transparent; uses the endpoint codec

opus Opus upto 510 kbps

Table 17: Video Codecs Supported on CUBE

Codec Codec

Keyword

h261 Video Codec H261

h263 Video Codec H263

h263+ Video Codec H263+

h264 Video Codec H264

mpeg4 Video Codec MPEG-4 ISO/IES 14496-2

How to Configure Codecs

Configuring Audio and Video Codecs at the Dial Peer Level

SUMMARY STEPS

enable

configureterminal

dial-peer voice number voip

Enter one of the following to configure an audio codec:

Ll o

« codec codec [bytes payload-size fixed-bytes ]
« codec isac [mode {adaptive | independent} [bit-rate value framesize { 30| 60 } [fixed] ]
« codec ilbc [mode frame-size [bytes payload-size]]
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 codec mp4-latm [profiletag]
« codec opus [profiletag]

5. Do the following to configure a video codec:

« video codec codec

CUBE Fundamentals and Basic Setup |

6. (Optional) Do one of the following to configure RTP payload type:

* rtp payload-type cisco-codec-isac number

* rtp payload-type cisco-codec-ilbc number

* rtp payload-type cisco-codec-video-h263+ number
* rtp payload-type cisco-codec-video-h264 number

* rtp payload-type opus number

7. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device> configure terminal
Step 3 dial-peer voice number voip Enters dial peer configuration mode for the specified VoIP
dial peer.
Example:
Device (config) # dial-peer voice 1 voip
Step 4 Enter one of the following to configure an audio codec: | Configures an audio codec at the dial peer level.

» codec codec [bytes payload-size fixed-bytes |
« codecisac[mode{adaptive | independent} [bit-rate
value framesize { 30 | 60 } [fixed] ]
+ codec ilbc [mode frame-size [bytes payload-size]]
« codec mp4-latm [profiletag]
« codec opus [profiletag]
Example:
For g711alaw Codec

Device (config-dial-peer)# codec g7llalaw

Example:
For ISAC Codec

*+ 72918, 20-byte payload is configured by default.
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Command or Action Purpose
Device (config-dial-peer)# codec isac mode
independent
Step 5 Do the following to configure a video codec: Configures a video codec at the dial peer level.

» video codec codec

Example:
For Video Codec

Device (config-dial-peer)# video codec h261

Step 6 (Optional) Do one of the following to configure RTP Configures the RTP payload type.
payload type:
* rtp payload-type cisco-codec-isac number
* rtp payload-type cisco-codec-ilbc number
* rtp payload-type cisco-codec-video-h263+ number
* rtp payload-type cisco-codec-video-h264 number
* rtp payload-type opus number

Example:

Device (config-dial-peer)# rtp payload-type opus
114

Step 7 end Returns to privileged EXEC mode.

Example:

Device (config-dial-peer)# end

Configuring Audio Codecs Using a Codec Voice Class and Preference Lists

Preferences can be used to determine which codecs will be selected over others.

A codec voice class is a construct within which a codec preference order can be defined. A codec voice class
can then be applied to a dial peer, which then follows the preference order defined in the codec voice class.

SUMMARY STEPS

enable

configureterminal

voice class codec tag

Do the following for each audio codec you want to configure in the voice class:

b=

« codec preference value codec-type[profile profile-tag ]

« codec preferencevalue codec-type[bytes payload-size fixed-bytes ]

« codec preference value isac [mode {adaptive | independent} [bit-rate value framesize { 30 | 60
} [fixed] ]

» codec preference value ilbc [mode frame-size [bytes payload-size]]

« codec preference value mp4-latm [profile tag]

b. exit
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6. dial-peer voice number voip
7. voice-classcodectag offer-all
8. end

DETAILED STEPS

Procedure
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device> configure terminal
Step 3 voice class codec tag Enters voice-class configuration mode for the specified
codec voice class.
Example:
Device (config)# voice class codec 10
Step 4 Do the following for each audio codec you want to Configure a codec within the voice class and specifies a
configure in the voice class: preference for the codec. This becomes part of a preference
« codec preferencevalue codec-type[pr ofile profile-tag list
]
« codec preferencevalue codec-type[bytespayload-size
fixed-bytes |
» codec preferencevalue isac [mode {adaptive |
independent} [bit-rate value framesize{ 30| 60 }
[fixed] ]
» codec preferencevalue ilbc [mode frame-size [bytes
payload-size]]
« codec preference value mp4-latm [profile tag]
Step 5 exit Exits the current mode.
Example: * Enter your password if prompted.
Device (config-class) # exit
Step 6 dial-peer voice number voip Enters dial peer configuration mode for the specified VoIP
dial peer.
Example:
Device (config) # dial-peer voice 1 voip
Step 7 voice-class codec tag offer-all Applies the previously configured voice class and associated

Example:

Device (config-dial-peer)# voice-class codec 10

codecs to a dial peer.

* The offer-all keyword allows the device to offer all
codecs configured in a codec voice class.
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Command or Action Purpose

Step 8 end Returns to privileged EXEC mode.
Example:
Device (config-dial-peer)# end

Configuring Video Codecs Using Codec Voice Class

SUMMARY STEPS
1. enable
2. configureterminal
3. voiceclass codec tag
4. video codec codec
5. exit
6. dial-peer voice number voip
7. voice-classcodectag offer-all
8. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configureterminal Enters global configuration mode.

Example:

Device> configure terminal

Step 3 voice class codec tag Enters voice-class configuration mode for the specified

codec voice class.
Example:

Device (config) # voice class codec 10

Step 4 video codec codec Configures a video codec within the voice class.

Example:
video codec h261

Step 5 exit Exits the current mode.

Example: * Enter your password if prompted.

Device (config-class) # exit
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Command or Action

Purpose

Step 6 dial-peer voice number voip Enters dial peer configuration mode for the specified VoIP
dial peer.
Example:
Device (config) # dial-peer voice 1 voip
Step 7 voice-class codec tag offer-all Applies the previously configured codec voice class and
associated codecs to a dial peer.
Example:
Device (config-dial-peer)# voice-class codec 10 * The offer-all keyword allows the device to offer all
codecs configured in the codec voice class.
Step 8 end Returns to privileged EXEC mode.
Example:

Device (config-dial-peer) # end

Verifying an Audio Call

SUMMARY STEPS

1. show call active voice [compact]

DETAILED STEPS

Procedure

show call active voice [compact]

Displays a compact version of call information for voice calls in progress.

Example:

Device# show call active voice compact

<callID> A/O FAX T<sec> Codec type Peer Address IP R<ip>:<udp>

Total call-legs: 2
23 ANS T3 mpda-latm VOIP Psipp 9.45.33.11:57210
24 ORG T3 mpda-latm VOIP P123 9.45.33.11:57210

Example:

Device# show call active voice compact

<callID> A/O FAX T<sec> Codec type Peer Address IP R<ip>:<udp>

Total call-legs: 2

58 ANS T11 g7llulaw VOIP Psipp 2001:......:230A:6080

59 ORG T11 g71llulaw VOIP P5000110011 10.13.37.150:6090
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Configuration Examples for Codecs

Example: Configuring a Codec at Dial-Peer Level

Device (config) # dial-peer voice 5550199 voip

Device (config-dial-peer)# incoming called-number 5550199
Device (config-dial-peer)# codec g7llulaw

Device (config-dial-peer)# end

Example: Configuring a Codec Preference List and Applying it to a Dial Peer

Device (config) # voice class codec 100

Device (config-dial-peer)# codec preference 1 g7llulaw
Device (config-dial-peer)# exit

Device (config) # dial-peer voice 10 voip

Device (config-dial-peer)# wvoice-class codec 100
(

Device (config-dial-peer)# end

Example: Configuring a Codec Profile, Codec Preference List and Applying it to a Dial Peer for Opus
Codec

router (config) #codec profile 79 opus

router (conf-codec-profile) #fmtp "fmtp:114 maxplaybackrate=16000; sprop-maxcapturerate=16000;
maxaveragebitrate=20000; stereo=1; sprop-stereo=0; useinbandfec=0; usedtx=0"

router (conf-codec-profile) #exit

router (config) #voice class codec 80
router (config-class) #codec preference 1 opus profile 79
router (config-class) ffexit

router (config) #dial-peer voice 604 voip

router (config-dial-peer) #rtp payload-type opus 126
router (config-dial-peer) #voice-class codec 80 offer-all
router (config-dial-peer) ffexit
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Call Admission Control

The call admission control feature enables you to control the audio quality and video quality of calls over a
wide-area (IP WAN) link by limiting the number of calls that are allowed on that link at the same time. Audio
and video quality can begin to degrade when too many active calls exist on a link and the amount of bandwidth
is oversubscribed. Call admission control regulates audio and video quality by limiting the number of calls
that can be active on a particular link at the same time.

The Call Admission Control feature controls number of calls based on resources and bandwidth, proactively
reserve resources for good quality video calls, ensures that traffic adheres to QoS policies within each network.

CUBE provides different CAC mechanisms that are based on:
* Total Calls, CPU, or Memory
* Call Spike Detection
* Maximum Calls per Destination
* Dial-peer or Interface Bandwidth
* Configuring CAC Based on Total Calls, CPU or Memory, on page 65
* Configuring CAC Based on Call Spike Detection, on page 67

* Configuring CAC Based on Maximum Calls per Destination, on page 68
» Bandwidth-Based Call Admission Control, on page 69

Configuring CAC Based on Total Calls, CPU or Memory

SUMMARY STEPS

The Call Admission Control (CAC) based on CPU Utilization feature permits the Cisco Voice Gateways to
deny incoming calls exceeding a pre-configured threshold, permitting the selection of a system CPU load
level value.

The ‘Call Threshold’ command allows you to configure two thresholds, high and low. The ‘Call Treatment’
is triggered when the current value of a resource goes beyond the configured high value. The ‘Call Treatment’
remains in effect until the current resource value falls below the configured low value.

1. enable
2. configureterminal
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3. call threshold global [cpu-5sec | cpu-avg | io-mem | proc-mem | total-calls | total-mem] low
low-threshold high high-threshold
4. call treatment on

5. end

DETAILED STEPS

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device>enable

Step 2 configureterminal Enters global configuration mode.
Example:

Device# configure terminal

Step 3 call threshold global [cpu-5sec | cpu-avg | io-mem | Configures the Call Admission Control feature based on
proc-mem | total-calls | total-mem] low low-threshold | the total calls, cpu, and memory usage at the interface level
high high-threshold to reject SIP calls when the bandwidth that is required for

the calls exceed the aggregate bandwidth threshold.
Example:
Note By default, the system rejects incoming calls if the
Device (config) # call threshold global total-calls 5 second CPU utilization on the gateway exceeds
low 1 high 1 95%, and if the in-use process memory on the

gateway exceeds 98%.
or

Device (config) # call threshold global cupu-avg low|
75 high 85

or

Device (config) # call threshold global toal-mem low|
75 high 85

Step 4 call treatment on Enables the call treatment feature.

Example:

Device (config) # call treatment on

Step 5 end Exits global configuration mode and enters privileged EXEC

Example: mode.

Device (config) # end
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Example: Internal Error Code (IEC) for Default Call Rejection Based on CPU
Utilization and Memory

Following is the sample Internal Error Code (IEC) that explains default call rejection based on CPU utilization
and memory:

$VOICE_IEC-3-GW: C SCRIPTS: Internal Error (Low memory): IEC=1.1.181.11.4.0 on calllID
1GUID=00000000000000000000000000000000

$IVR-3-LOW MEMORY RESOURCE: IVR: System running low on memory (99/100 in use). Call (callID=1)
is rejected.

$VOICE_IEC-3-GW: C SCRIPTS: Internal Error (CPU high): IEC=1.1.181.11.3.0 on callID 2
$IVR-3-LOW_CPU RESOURCE: IVR: System experiencing high cpu utilization (97/100). Call
(callID=2) is rejected.

$VOICE_IEC-3-GW: CCAPI: Internal Error (Call spike threshold): IEC=1.1.181.1.29.0 on callID
3

$SIP-3-MEMCAC: Call rejected due to CAC based on Memory usage, sent response 503

Configuring CAC Based on Call Spike Detection

The Call Admission Control (CAC) based on Call Spike Detection feature permits the Cisco Voice Gateways
to monitor call arrival rate over a moving window of time. Calls exceeding the configured rate threshold are
rejected. This feature helps in protecting against unexpected high call volumes, and INVITE-based DOS
attacks.

You can configure this feature globally or on a per dial-peer level. An error code is sent when a call spike
occurs, the error code is configurable globally or on a per dial-peer level.

SUMMARY STEPS
1. enable
2. configureterminal
3. call spikethreshold call number <1-2147483647>steps<3-10> size<100-250>
4, call treatment on
5. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device>enable
Step 2 configureterminal Enters global configuration mode.
Example:
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Command or Action

Purpose

Device# configure terminal

Step 3 call spikethreshold call number Configures the Call Spike Call Admission Control feature
<1-2147483647>steps<3-10> size<100-250> at the device level to reject SIP calls when the call spike is
detected as per the configuration (10 incoming call requests
Example: L
per 300 milliseconds)
Device (config) # call spike 10 steps 3 size 100
Device (config) # call spike 12
Step 4 call treatment on Enables the call treatment feature.
Example:
Device (config) # call treatment on
Step 5 end Exits global configuration mode and enters privileged EXEC
mode.
Example:

Device (config) # end

Configuring CAC Based on Maximum Calls per Destination

The Call Admission Control (CAC) based on Maximum Calls per Destination feature permits the Cisco Voice
Gateways to restricting the number of concurrent calls that can be active on a VoIP dial peer. Maximum
connections work on individual dial-peers and does not provide CAC for the entire gateway.

SUMMARY STEPS
1. enable
2. configureterminal
3. dial-peer voicetag voip
4. session protocol sipv2
5. max-conn
6. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device>enable

Enables privileged EXEC mode.

* Enter your password if prompted.
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Command or Action

Purpose

Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 dial-peer voicetag voip Enters dial peer voice configuration mode.
Example:
Device (config) # dial-peer voice 10 voip
Step 4 session protocol sipv2 Configures SIP as the session protocol type.
Example:
Device (config-dial-peer)# session protocol sipv2
Step 5 max-conn Configures the Maximum Calls per Destination Call
Admission Control feature at the device level to allow only
Example: )
2 long-distance calls.
Device (config) # max-conn <1-214748364>
Step 6 end Exits global configuration mode and enters privileged EXEC
mode.
Example:

Device# end

Bandwidth-Based Call Admission Control

The Bandwidth-Based Call Admission Control (CAC) feature provides the functionality to reject SIP calls
when the bandwidth accounted by the SIP signaling layer exceeds the aggregate bandwidth threshold for VoIP
media traffic—voice, video, and fax. This functionality helps you prevent Quality of Service (QoS) degradation
of VoIP media traffic for existing calls when the bandwidth allocated for VoIP traffic is fully utilized. The
Bandwidth-Based Call Admission Control feature is supported on Session Initiation Protocol (SIP) trunks of
the Time Division Multiplexing (TDM) SIP gateway and the Cisco Unified Border Element (Cisco UBE).

Midcall media renegotiation can also be rejected if the configured maximum bandwidth threshold for the
VoIP media traffic is exceeded. The call continues as per the previously negotiated media codecs if midcall

media renegotiation is rejected.

The excess subscription of the bandwidth allocated for VoIP traffic results in VoIP media packets being
dropped or delayed, irrespective of the VoIP call to which they belong. Under such circumstances, it is better
to deny new calls to prevent QoS deterioration for existing VoIP call traffic. The existing traffic congestion
resolution mechanisms do not differentiate between media packets of existing calls (admitted) and new calls
(oversubscribed). Similarly, existing call signaling is unaware of the media traffic congestion. The
Bandwidth-Based Call Admission Control feature fills this gap by rejecting new SIP calls when the bandwidth
allocated for VoIP traffic is fully utilized. The actual bandwidth usage is not measured and policed. The
lower-level QoS policies control the traffic characteristics for the specified traffic class.
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Note The Bandwidth-Based Call Admission Control feature is applicable only to VoIP traffic.

Restrictions for Bandwidth-Based Call Admission Control

* Cisco UBE, configured with the Bandwidth-Based Call Admission Control feature, will not reject the
call if the bandwidth of the SDP answer is greater than the bandwidth of the SDP offer.

* Layer 2 overhead is not included in the bandwidth calculation.

* A midcall delayed-offer (DO) to DO call is disconnected if the bandwidth requested in an offer message
(200 OK) exceeds the threshold bandwidth.

* Real Time Transport Control Protocol (RTCP) and RTP Named Telephone Event (RTP-NTE) bandwidth
requirement is not computed.

* The Bandwidth-Based Call Admission Control feature does not support:

* Cisco fax relay.

* Filtering of codecs to accommodate calls within the available bandwidth.

* Media flow-around, Session Description Protocol (SDP) pass-through, out-of-box low-density
transcoding, high-density transcoding, video transcoding, and midcall consumption functionalities.

* Non-SIP call legs.
* SIP-to-H32X call flows (SIP-H320, H320-SIP, SIP-H324, H324-SIP).
 Subinterfaces for bandwidth-based CAC on an interface.

Information About Bandwidth-Based Call Admission Control

Maximum Bandwidth Calculation

The bandwidth requirement for each SIP call leg is calculated using the codec information available in the
SDP. Here, the actual media bandwidth used is not measured.

Bandwidth in Kbps (Kilo bits per second) = [codec bytes + RTP header (12) + UDP (8) + IP Header (20 or
40)] * Packets per seconds * 8/1000

Where, codec bytes = Codec payload size, in bytes, for a given packetization interval.

RTP header = Size of the RTP header, in bytes.

UDP = Size of the UDP header, in bytes.

IP Header = Size of the IP header, in bytes. The IPV4 header is 20 bytes and the IPV6 header is 40 bytes.

Packets per second = Number of RTP packets sent or received per second. This value is as per the negotiated
packetization interval. The SDP media attribute "ptime" indicates the number of packets per second.

Bandwidth Tables

This section provides the sample maximum bandwidth calculation for audio and fax calls.
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Table 18: Audio Bandwidth Table

Bandwidth Tables [

Codec and | Codec Sample | Voice Payload |Voice PacketsPer | Bandwidth | Bandwidth

Bit Rate |Sizein Bytes Sizein Bytes Payload Size | Second for 1Pv4 for 1Pv6

(Kbps) in (excluding | (excluding
Milliseconds Layer 2)in |Layer 2)in

Kbps Kbps

G.711 (64 |80 160 20 50 80 88

Kbps)

G.729 (8 10 20 20 50 24 32

Kbps)

G.723.1 24 24 30 33.3 17 22

(6.3 Kbps)

G.723.1 20 20 30 333 16 21

(5.3 Kbps)

G.726 (32 |20 80 20 50 48 56

Kbps)

G.726 (24 |15 60 20 50 40 48

Kbps)

G.726 (16 |10 40 20 50 32 40

Kbps)

G.728 (16 |10 40 20 50 32 40

Kbps)

G722 64k |80 160 20 50 80 88

(64 Kbps)

ilbc_ mode 20 | 38 38 20 50 31 39

(15.2 Kbps)

ilbc mode 30 | 50 50 30 333 24 29

(13.33

Kbps)

gsm (13 33 33 20 50 30 37

Kbps)

gsm (12 |32 32 20 50 29 37

Kbps)

G.Clear (64 | 80 160 20 50 80 88

Kbps)

GSM AMR | — — — — 15 15

ISAC(32 |— — — — 37 37

Kbps)
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Aacld — — — Derived Derived
(mpeg4) from the from the
SDP SDP
bandwidth |bandwidth
attribute attribute
(TIAS) (TIAS)
Table 19: Fax Bandwidth Table
T.38 Fax Bit Rate Redundancy Maximum
Bandwidth in
Kbps
2400 None 8
2400 Redundancy 17
9600 (default) None 16
9600 (default) Redundancy 46
14400 None 20
14400 Redundancy 65
33600 None 40
33600 Redundancy 142

How to Configure Bandwidth-Based Call Admission Control

Configuring Bandwidth-Based Call Admission Control at the Interface Level

You can configure the Bandwidth-Based Call Admission Control feature at the interface level to reject SIP
calls when the bandwidth required for the call exceeds the aggregate bandwidth threshold.

You can configure the Bandwidth-Based Call Admission Control feature for the following interfaces:

* ATM

* Ethernet (Fast Ethernet, Gigabit Ethernet)

* Loopback

* Serial
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\)

Note

Cisco recommends that you configure a bind media to associate a specific interface for SIP calls. Otherwise,
the interface used for the calls will be determined based on the best local address that can access the remote
media source address (for early offer calls) or the remote signaling source address (for delayed offer calls).
When you use a Loopback interface to configure CAC, you must configure an additional bind-to-bind media
with the Loopback interface at the global level or the dial peer level. Configure the bind media sour ce-interface

loopback number command in service SIP configuration mode to configure a bind media.

SUMMARY STEPS

1. enable
configure terminal

3. call threshold interfacetype number int-bandwidth {class-map name [I2-overhead percentage] |low
low-threshold high high-threshold} [midcall-exceed]

4. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 call threshold interface type number int-bandwidth Configures the Bandwidth-Based Call Admission Control

{class-map name [I12-overhead percentage] | low
low-threshold high high-threshold} [midcall-exceed]

Example:

Device (config)# call threshold interface
GigabitEthernet 0/0 int-bandwidth low 1000 high
20000 midcall-exceed

or
Device (config) # call threshold interface

GigabitEthernet 0/0 int-bandwidth class-map
voip-traffic 1l2-overhead 20 midcall-exceed

feature at the interface level to reject SIP calls when the
bandwidth required for the calls exceed the aggregate
bandwidth threshold.

* You can configure the call threshold interface type
number low low-threshold high high-threshold
[midcall-exceed] command to apply call admission
control to reject SIP calls once the accounted
bandwidth reaches the high-threshold value and
continues to be above the low-threshold value.

* You can configure the call threshold interface type
number int-bandwidth classmap name [|2-over head
percentage] [midcall-exceed] command to use the
bandwidth value provisioned in the QoS policy under
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Command or Action

Purpose

the interface for VoIP media traffic for CAC. See the
Modular Quality of Service Command-Line Interface
Overview document at http://www.cisco.com/en/US/
docs/ios/12_2/qos/configuration/guide/qcfmdcli.html
for information on the usage of the QoS policy with
Call Admission Control.

* SIP calls are rejected when the calculated aggregate
bandwidth of VoIP media traffic on the specified
interface exceeds the configured bandwidth threshold.

Step 4 end

Example:

Device (config) # end

Exits global configuration mode and enters privileged EXEC
mode.

Configuring Bandwidth-Based Call Admission Control at the Dial Peer Level

You can configure the Bandwidth-Based Call Admission Control feature at the dial peer level to reject SIP
calls when the bandwidth required for the calls exceeds the aggregate bandwidth threshold.

SUMMARY STEPS
1. enable
2. configureterminal
3. dial-peer voicetag voip
4. session protocol sipv2
5. max-bandwidth bandwidth-value [midcall-exceed]
6. end
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Device# configure terminal

Enters global configuration mode.
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Command or Action

Purpose

Step 3 dial-peer voicetag voip Enters dial peer voice configuration mode.
Example:
Device (config) # dial-peer voice 44 voip
Step 4 session protocol sipv2 Configures the Bandwidth-Based Call Admission Control
feature for SIP dial peers only.
Example:
Device (config-dial-peer) # session protocol sipv2
Step 5 max-bandwidth bandwidth-value [midcall-exceed] Configures the Bandwidth-Based Call Admission Control
Examole: feature at the dial peer level to reject SIP calls when the
ple: bandwidth required for the calls exceed the aggregate
, , , . bandwidth threshold.
Device (config-dial-peer) # max-bandwidth 24
midcall-exceed + Configuring the midcall-exceed keyword allows
exceeding the bandwidth threshold during mid-call
media renegotiation. Media renegotiation exceeding
the bandwidth threshold is rejected by default.
Step 6 end Exits dial peer configuration mode and enters privileged
EXEC mode.
Example:

Device (config-dial-peer) # end

Configuring the Bandwidth-Based Call Admission Control SIP Error Response Code Mapping

Mapping of the call rejection cause code to a specific SIP error response code is known as error response code
mapping. The cause code for the call rejected because of the bandwidth-based CAC can be mapped to a SIP
error response code between 400 to 600. The default SIP error response code is 488.

You can configure SIP error response codes for calls rejected by the Bandwidth-Based Call Admission Control
feature at the global level, dial peer level, or both.

Configuring Bandwidth-Based Call Admission Control SIP Error Response Code Mapping at the Global Level

SUMMARY STEPS

enable
configureterminal
voice service voip

sip

o0k WN A

end

error-code-override cac-bandwidth failure sip-status-code-number
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DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 voice service voip Enters voice-service configuration mode.
Example:
Device (config) # voice service voip
Step 4 sip Enters service SIP configuration mode.
Example:
Device (conf-voi-serv) # sip
Step 5 error-code-override cac-bandwidth failure Configures bandwidth-based CAC SIP error response code
sip-status-code-number mapping at the global level.
Example:
Device (conf-serv-sip)# error-code-override
cac-bandwidth failure 500
Step 6 end Exits service SIP configuration mode and enters privileged
EXEC mode.
Example:

Device (conf-serv-sip)# end

Configuring Bandwidth-Based Call Admission Control SIP Error Response Code Mapping at the Dial Peer Level

SUMMARY STEPS

enable
configureterminal

apwbd

end

dial-peer voicetag {pots|voatm | vofr | voip}
voice-class sip error-code-override cac-bandwidth failure {sip-status-code-number | system}
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DETAILED STEPS

Procedure

Verifying Bandwidth-Based Call Admission Control .

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 dial-peer voicetag {pots|voatm | vofr | voip} Enters dial peer voice configuration mode.
Example:
Device (config)# dial-peer voice 88 voip
Step 4 voice-classsip error-code-override cac-bandwidth failure | Configures bandwidth-based CAC SIP error response code
{sip-status-code-number | system} mapping at the dial peer level.
Example:
Device (config-dial-peer) # voice-class sip
error-code-override cac-bandwidth failure 500
Step 5 end Exits dial peer configuration mode and enters privileged
EXEC mode.
Example:

Device (config-dial-peer)# end

Verifying Bandwidth-Based Call Admission Control

Perform this task to verify the configuration for the Bandwidth-Based Call Admission Control feature on
Cisco UBE. The show commands need not be entered in any specific order.

SUMMARY STEPS

enable

show call threshold config
show call threshold status
show call threshold stats
show dial-peer voice

apwbd-=
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DETAILED STEPS

Procedure

Step 1 enable

Example:

Device>enable

Enables privileged EXEC mode.

Step 2 show call threshold config

Example:

Device# show call threshold config

Some resource polling interval:
CPU_AVG interval: 60

Memory interval: 5
IF Type Value Low High Enable
GigabitEthernet0/0 int-bandwidth 0 100 400 N/A

Displays the current call threshold configuration at the interface level for all resources.

Step 3 show call threshold status

Example:

Device# show call threshold status

Status IF Type Value Low High Enable

Avail GigabitEthernet0/0 int-bandwidth 0 100 400 N/A

Displays the availability status of resources that are configured when the Bandwidth-Based Call Admission Control
feature is enabled at an interface level.

Step 4 show call threshold stats

Example:

Device# show call threshold stats

Total resource check: 2
successful: 1
failed: 1

l: ———— =
Failed resources: int-bandwidth,
related interface: GigabitEthernet0/0; related option:N/A
Recorded time: 04:49:39 UTC Wed Dec 8 2010
27 mmmm e
Successful
All resources are available for this check.
Recorded time: 04:29:39 UTC Wed Dec 8 2010
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Displays the statistics of resources that are configured when the Bandwidth-Based Call Admission Control feature is
enabled at an interface level.

Step 5 show dial-peer voice

Example:

Device# show dial-peer voice

incoming called-number = "2000', connections/maximum = 0/unlimited,
bandwidth/maximum = 0/400,

Successful Calls = 0, Failed Calls = 0, Incomplete Calls = 0
Accepted Calls = 3, Refused Calls = 0,
Bandwidth CAC Accepted Calls = 3, Bandwidth CAC Refused Calls = 0

Displays information for the voice dial peer.

Troubleshooting Tips
The following commands can help troubleshoot the Bandwidth-Based Call Admission Control feature:
« debug ccsip all
« debug voice ccapi all

Configuration Examples for Bandwidth-Based Call Admission Control

Example: Configuring Bandwidth-Based Call Admission Control at the Interface Level

The following example shows how to configure Cisco UBE to reject new SIP calls if the accounted
VoIP media bandwidth on Gigabit Ethernet interface 0/0 exceeds 400 Kbps of bandwidth and continues
to have a bandwidth above 100 Kbps:

Device> enable

Device# configure terminal

Device (config) # call threshold interface GigabitEthernet 0/0 int-bandwidth low 100 high
400

The following example shows how to configure Cisco UBE to reject new SIP calls if the VoIP media
bandwidth on Gigabit Ethernet interface 0/0 exceeds the configured bandwidth for priority traffic in
the “voip_traffic” class:

Device>enable
Device# configure terminal
Device (config) # class-map match-all voip-traffic

Device (config-cmap) # policy-map voip-policy
Device (config-pmap) # class voip-traffic

Device (config-pmap-c)# priority 440
(

Device (config-pmap-c)# end

Device# enaconfigure terminalble
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Device (config) # call threshold interface GigabitEthernet 0/0 int-bandwidth class-map
voip-traffic 1l2-overhead 10

\}

Note Layer 2 overhead of 10 percent in the call threshold command indicates that the IP bandwidth,
excluding Layer 2, is 90 percent of the configured priority bandwidth.

Example: Configuring Bandwidth-Based Call Admission Control at the Dial Peer Level

The following example shows how to configure Cisco UBE to reject calls once the accounted aggregate
bandwidth of active calls exceeds 400 Kbps for a SIP dial peer:

Device> enable

Device# configure terminal

Device (config) # dial-peer voice 2000 voip
Device (config) # session protocol sipv2
Device (config-dial-peer) # max-bandwidth 400

Example: Configuring the Bandwidth-Based Call Admission Control SIP Error Response Code
Mapping at the Global Level

The following example shows how to configure Cisco UBE for bandwidth-based CAC SIP error
response code mapping at the global level:

Device> enable

Device# configure terminal

Device (config) # voice service voip

Device (conf-voi-serv) # sip

Device (conf-serv-sip) # error-code-override cac-bandwidth 500

Example: Configuring the Bandwidth-Based Call Admission Control SIP Error Response Code
Mapping at the Dial Peer Level

The following example shows how to configure Cisco UBE for bandwidth-based CAC SIP error
response code mapping at the dial peer level:

Device> enable

Device# configure terminal

Device (config) # dial-peer voice 88 voip

Device (config-dial-peer)# voice-class sip error-code-override cac-bandwidth failure 500

Feature Information for Bandwidth-Based Call Admission Control

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.
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Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Table 20: Feature Information for Bandwidth-Based Call Admission Control

Feature Name Releases Feature Information
Bandwidth-Based Call Admission | 15.2(2)T The Bandwidth-Based Call
Control Admission Control feature provides

the functionality to reject SIP calls
when the bandwidth accounted by
the SIP signaling layer exceeds the
aggregate bandwidth threshold for
VoIP media traffic—voice, video,
and fax. This functionality helps
prevent QoS degradation of VoIP
media traffic for existing calls when
the bandwidth allocated for VoIP
traffic is fully utilized.

The following commands were
introduced or modified:

call threshold interface,
error-code-override,
max-bandwidth, show call
threshold, voice-classsip

Bandwidth-Based Call Admission | Cisco IOS XE Release 3.7S The Bandwidth-Based Call
Control Admission Control feature provides
the functionality to reject SIP calls
when the bandwidth accounted by
the SIP signaling layer exceeds the
aggregate bandwidth threshold for
VoIP media traffic—voice, video,
and fax. This functionality helps
prevent QoS degradation of VoIP
media traffic for existing calls when
the bandwidth allocated for VoIP
traffic is fully utilized.

The following commands were
introduced or modified:

call threshold interface,
error-code-override,
max-bandwidth, show call
threshold, voice-class sip
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Basic SIP Configuration

This chapter provides basic configuration information for the following features:
* SIP Register Support
* SIP Redirect Processing Enhancement
* SIP 300 Multiple Choice Messages

* SIP implementation enhancements:

* Interaction with Forking Proxies
* SIP Intra-Gateway Hairpinning

Finding Support Information for Platforms and Cisco Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to http://www.cisco.com/go/ctn . An account on Cisco.com is not
required.

* Prerequisites for Basic SIP Configuration, on page 83

* Restrictions for Basic SIP Configuration, on page 83

* Information About Basic SIP Configuration, on page 84

* How to Perform Basic SIP Configuration, on page 85

* Configuration Examples for Basic SIP Configuration, on page 101
* Toll Fraud Prevention, on page 109

Prerequisites for Basic SIP Configuration

SIP Redirect Processing Enhancement Feature

* Ensure that your SIP gateway supports 300 or 302 Redirect messages.

Restrictions for Basic SIP Configuration

» If Hot Standby Router Protocol (HSRP) is configured on the Cisco I0S Gateway, IP-TDM calls are not
supported.
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Information About Basic SIP Configuration

SIP Register Support

With H.323, Cisco IOS gateways can register E.164 numbers of a POTS dial peer with a gatekeeper, which
informs the gatekeeper of a user’s contact information. Session Initiation Protocoal (SIP) gateways allow the
same functionality, but with the registration taking place with a SIP proxy or registrar. SIP gateways allow
registration of E.164 numbers to a SIP proxy or registrar on behalf of analog telephone voice ports (FXS), IP
phone virtual voice ports (EFXS), and local SCCP phones.

When registering dial peers with an external registrar, you can also register with a secondary SIP proxy or
registrar to provide redundancy. The secondary registration can be used if the primary registrar fails.

SIP gateways allow registration of E.164 numbers to a SIP proxy or registrar server on behalf of analog
telephone voice ports (FXS), IP phone virtual voice ports (EFXS), and local SCCP phones. By default, SIP
gateways do not generate SIP Register messages. The following tasks set up the gateway to register E.164
telephone numbers with an external SIP registrar.

\)

Note There are no commands that allow registration between the H.323 and SIP protocols.

SIP Redirect Processing Enhancement

SIP Redirect Processing allows flexibility in the handling of incoming redirect or 3xx class of responses.
Redirect responses can be enabled or disabled through the command-line interface, providing a benefit to
service providers who deploy Cisco SIP gateways. Redirect processing is active by default, which means that
SIP gateways handle incoming 3XX messages in compliance with RFC 2543. RFC 2543 states that redirect
response messages are used by SIP user agents to initiate a new Invite when a user agent learns that a user
has moved from a previously known location.

In accordance with RFC 2543-bis-04, the processing of 3xx redirection is as follows:

* The uniform resource identifier (URI) of the redirected INVITE is updated to contain the new contact
information provided by the 3xx redirect message.

* The transmitted CSeq number found in the CSeq header is increased by one. The new INVITE includes
the updated CSeq.

* The To, From, and Call ID headers that identify the call leg remain the same. The same Call ID gives
consistency when capturing billing history.

» The UAC retries the request at the new address given by the 3xx Contact header field.
Redirect handling can be disabled by using the no redirection command in SIP user-agent configuration
mode. In this case, the user agent treats incoming 3XX responses as 4XX error class responses. The call is not

redirected, and is instead released with the appropriate PSTN cause-code message. The table below shows
the mapping of 3xX responses to 4XX responses.
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Table 21: Mapping of 3xx Responses to 4xx Responses

Redirection (3xx) Response Message

Mapping to 4xx (Client Error) Response

300 Multiple choices

410 Gone

301 Moved Permanently

410 Gone

302 Moved Temporarily

480 Temporarily Unavailable

305 Use Proxy 410 Gone
380 Alternative Service 410 Gone
<any other 3xx response> 410 Gone

SIP Redirect Processing generates call history information with appropriate release cause codes that maybe
used for accounting or statistics purposes. When a 3xX response is mapped to 4xx class of response, the cause
code stored in call history is based on the mapped 4xx response code.

Call redirection must be enabled on the gateway for SIP call transfer involving redirect servers to be successful.

The Cisco 10S voice gateway can also use call redirection if an incoming VoIP call matches an outbound
VoIP dial peer. The gateway sends a 300 or 302 Redirect message to the call originator, allowing the originator
to reestablish the call. Two commands allow you to enable the redirect functionality, globally or on a specific
inbound dial peer: redirect ip2ip (dial-peer)and redirect ip2ip (voice service).

Sending SIP 300 Multiple Choice Messages

Originally, when a call was redirected, the SIP gateway would send a 302 Moved Temporarily message. The
first longest match route on a gateway (dial-peer destination pattern) was used in the Contact header of the
302 message. Now, if multiple routes to a destination exist for a redirected number (multiple dial peers are
matched), the SIP gateway sends a 300 Multiple Choice message, and the multiple routes in the Contact header
are listed.

The redirect contact order command gives you the flexibility to choose the order in which routes appear in
the Contact header.

How to Perform Basic SIP Configuration
A\

Note For help with a procedure, see the verification and troubleshooting sections listed above.
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Configuring SIP VoIP Services on a Cisco Gateway
Shut Down or Enable VolP Service on Cisco Gateways

SUMMARY STEPS

enable

configure terminal
Vvoice service voip

[no] shutdown [forced]
exit

apwbd-=

DETAILED STEPS

Procedure

Command or Action Purpose

Step 1 enable Enters privileged EXEC mode or any other security level
set by a system administrator. Enter your password if

Example: prompted.

Router> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Router# configure terminal

Step 3 voice service voip Enters voice-service VoIP configuration mode.

Example:

Router (config) # voice service voip

Step 4 [no] shutdown [for ced] Shuts down or enables VoIP call services.

Example:

Router (config-voi-serv) # shutdown forced

Step 5 exit Exits the current mode.

Example:

Router (config-voi-serv) # exit
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Shut Down or Enable VolP Submodes on Cisco Gateways

SUMMARY STEPS
1. enable
2. configure terminal
3. voice servicevoip
4. sp
5. [no] call service stop [forced] [maintain-registration]
6. exit
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode or any other security level
set by a system administrator. Enter your password if
Example:
prompted.
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 Voice service voip Enters voice-service VoIP configuration mode.
Example:
Router (config)# voice service voip
Step 4 sip Enters SIP configuration mode.
Example:
Router (config-voi-serv) # sip
Step 5 [no] call service stop [forced] [maintain-registration] | Shuts down or enables VoIP call services for the selected
submode.
Example:
Router (conf-serv-sip) # call service stop
maintain-registration
Step 6 exit Exits the current mode.
Example:
Router (conf-serv-sip) # exit
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Configuring SIP Register Support

SUMMARY STEPS
1. enable
2. configure terminal
3. sp-ua
4. registrar {dns: address | ipv4: destination-address} expires seconds [tcp] [secondary]
5. retryregister number
6. timersregister milliseconds
7. exit
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode or any other security level
. set by a system administrator. Enter your password if
Example:
prompted.
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 sip-ua Enters SIP user-agent configuration mode.
Example:
Router (config)# sip-ua
Step 4 registrar {dns: address | ipv4: destination-address} Registers E.164 numbers on behalf of analog telephone
expires seconds [tcp] [secondary] voice ports (FXS) and IP phone virtual voice ports (EFXS)

with an external SIP proxy or SIP registrar server. Keywords

Example:

P and arguments are as follows:
Router (config-sip-ua)# registrar ipv4:10.8.17.40 » dns; address --Domain-name server that resolves the
expires 3600 secondary name of the dial peer to receive calls.

* ipv4: destination-address --IP address of the dial peer
to receive calls.

* expires seconds --Default registration time, in
seconds.

* tcp --Sets transport layer protocol to TCP. UDP is the
default.
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Command or Action

Purpose

« secondary --Specifies registration with a secondary
SIP proxy or registrar for redundancy purposes.
Optional.

Step 5 retry register number

Example:

Router (config-sip-ua)# retry register 6

Use this command to set the total number of SIP Register
messages that the gateway should send. The argument is as
follows:

 humber --Number of Register message retries. Range:
1 to 10. Default: 6.

Step 6 timersregister milliseconds

Example:

Router (config-sip-ua)# timers register 500

Use this command to set how long the SIP user agent waits
before sending register requests. The argument is as follows:

* milliseconds --Waiting time, in ms. Range: 100 to
1000. Default: 500.

Step 7 exit

Example:

Router (config-sip-ua) # exit

Exits the current mode.

Configuring SIP Redirect Processing Enhancement

Configure Call-Redirect Processing Enhancement

Redirect processing using the redirection command is enabled by default. To disable and then reset redirect
processing, perform the steps listed in this section:

IP-to-IP call redirection can be enabled globally or on a dial-peer basis. To configure, perform the steps listed

in these sections:

Configuring Call-Redirect Processing Enhancement

SUMMARY STEPS

enable

configure terminal
sip-ua

no redirection
redirection

exit

oa ks wh-=
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DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode or any other security level
Example: set by a system administrator. Enter your password if
prompted.
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 sip-ua Enters SIP user-agent configuration mode.
Example:
Router (config) # sip-ua
Step 4 no redirection Disables redirect handling--causes the gateway to treat

incoming 3XX responses as 4xX error class responses.
Example:

Router (config-sip-ua)# no redirection

Step 5 redirection Resets call redirection to work as specified in RFC 2543.
The command default redirectionalso resets call redirection

Example: to work as specified in RFC 2543.

Router (config-sip-ua)# redirection

Step 6 exit Exits the current mode.

Example:

Router (config-sip-ua) # exit

Configuring Call Redirect to Support Calls Globally
To configure call redirect to support calls globally, perform the following steps.

)

Note To enable global IP-to-IP call redirection for all VoIP dial peers, use voice-service configuration mode. The
default SIP application supports IP-to-IP redirection.

SUMMARY STEPS

1. enable
2. configure terminal
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3. voice servicevoip
4. redirect ip2ip

5. exit
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode or any other security level
set by a system administrator. Enter your password if
Example:
prompted.
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 voice service voip Enters voice-service VoIP configuration mode.
Example:
Router (config) # voice service voip
Step 4 redirect ip2ip Redirect SIP phone calls to SIP phone calls globally on a
Example: gateway using the Cisco IOS voice gateway.
Router (conf-voi-serv) # redirect ip2ip
Step 5 exit Exits the current mode.
Example:
Router (conf-voi-serv) # exit

Configuring Call Redirect to Support Calls on a Specific VolP Dial Peer

\)

Note To specify IP-to-IP call redirection for a specific VoIP dial peer, configure it on an inbound dial peer in
dial-peer configuration mode. The default application on SIP SRST supports IP-to-IP redirection.

* When [P-to-IP redirection is configured in dial-peer configuration mode, the configuration on the specific
inbound dial peer takes precedence over the global configuration entered under voice service configuration.

SUMMARY STEPS
1. enable
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2. configure terminal
3. dial-peer voice tag voip
4. application application-name
5. redirectip2ip
6. exit

DETAILED STEPS

Procedure

CUBE Fundamentals and Basic Setup |

Command or Action

Purpose

Step 1 enable

Example:

Router> enable

Enters privileged EXEC mode or any other security level
set by a system administrator. Enter your password if
prompted.

Step 2 configure terminal

Example:

Router# configure terminal

Enters global configuration mode.

Step 3 dial-peer voice tag voip

Example:

Router (config)# dial-peer voice 29 voip

Use this command to enter dial-peer configuration mode.
The argument is as follows:

» tag --Digits that define a particular dial peer. Range:
1to 2,147,483,647 (enter without commas).

Step 4 application application-name

Example:

Router (config-dial-peer)# application session

Enables a specific application on a dial peer. The argument
is as follows:

« application-name --Name of the predefined application
you wish to enable on the dial peer. For SIP, the default
Tcl application (from the Cisco IOS image) is session
and can be applied to both VoIP and POTS dial peers.
The application must support [P-to-IP redirection

Step 5 redirect ip2ip

Example:

Router (conf-dial-peer)# redirect ip2ip

Redirects SIP phone calls to SIP phone calls on a specific
VoIP dial peer using the Cisco 10S voice gateway.

Step 6 exit

Example:

Router (conf-dial-peer)# exit

Exits the current mode.
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Configuring SIP 300 Multiple Choice Messages

Configuring Sending of SIP 300 Multiple Choice Messages
Y

Note If multiple routes to a destination exist for a redirected number (multiple dial peers are matched), the SIP
gateway sends a 300 Multiple Choice message and the multiple routes in the Contact header are listed. This
configuration allows users to choose the order in which the routes appear in the Contact header.

SUMMARY STEPS
1. enable
2. configure terminal
3. voiceservicevoip
4. sp
5. redirect contact order [best-match | longest-match]
6. exit
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode or any other security level
set by a system administrator. Enter your password if
Example:
prompted.
Router> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 voice service voip Enters voice-service VoIP configuration mode.
Example:
Router (config) # voice service voip
Step 4 sip Enters SIP configuration mode.
Example:
Router (config-voi-serv) # sip
Step 5 redirect contact order [best-match | longest-match] Sets the order of contacts in the 300 Multiple Choice
Message. Keywords are as follows:
Example:
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Command or Action

Purpose

Router (conf-serv-sip)# redirect contact order
best-match

* best-match --Use the current system configuration to
set the order of contacts.

* longest-match --Set the contact order by using the
destination pattern longest match first, and then the
second longest match, the third longest match, and so
on. This is the default.

Step 6 exit

Example:

Router (conf-serv-sip) # exit

Exits the current mode.

Configuring SIP Implementation Enhancements

Minor underlying or minimally configurable features are described in the following sections:

For additional information on SIP implementation enhancements, see “Achieving SIP RFC Compliance.”

Interaction with Forking Proxies

Call forking enables the terminating gateway to handle multiple requests and the originating gateway to handle
multiple provisional responses for the same call. Call forking is required for the deployment of the find
me/follow me type of services.

Support for call forking enables the terminating gateway to handle multiple requests and the originating
gateway to handle multiple provisional responses for the same call. Interaction with forking proxies applies
to gateways acting as a UAC, and takes place when a user is registered to several different locations. When
the UAC sends an INVITE message to a proxy, the proxy forks the request and sends it to multiple user agents.
The SIP gateway processes multiple 18X responses by treating them as independent transactions under the
same call ID. When the relevant dial peers are configured for QoS, the gateway maintains state and initiates
RSVP reservations for each of these independent transactions. When it receives an acknowledgment, such as
a 200 OK, the gateway accepts the successful acknowledgment and destroys state for all other transactions.

The forking feature sets up RSVP for each transaction only if the dial peers are configured for QoS. If not,
the calls proceed as best-effort.

Support for interaction with forking proxies applies only to gateways acting as UACs. It does not apply when
the gateway acts as a UAS. In that case, the proxy forks multiple INVITES with the same call ID to the same
gateway but with different request URLs.

Also, the forking feature sets up RSVP for each transaction only if the dial peers are configured for QoS. If
not, the calls proceed as best-effort.

SIP Intra-Gateway Hairpinning

SIP hairpinning is a call routing capability in which an incoming call on a specific gateway is signaled through
the IP network and back out the same gateway. This can be a PSTN call routed into the IP network and back
out to the PSTN over the same gateway (see the figure below).
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Figure 13: PSTN Hairpinning Example
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Similarly, SIP hairpinning can be a call signaled from a line (for example, a telephone line) to the IP network
and back out to a line on the same access gateway (see the figure below).

Figure 14: Telephone Line Hairpinning Example
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With SIP hairpinning, unique gateways for ingress and egress are unnecessary.

SIP supports plain old telephone service (POTS)-to-POTS hairpinning (which means that the call comes in
one voice port and is routed out another voice port). It also supports POTS-to-IP call legs and IP-to-POTS
call legs. However, it does not support IP-to-IP hairpinning. This means that the SIP gateway cannot take an
inbound SIP call and reroute it back to another SIP device using the VoIP dial peers.

Only minimal configuration is required for this feature. To enable hairpinning on the SIP gateway, see the
following configuration example for dial peers. Note that:

» The POTS dial peer must have preference 2 defined, and the VoIP dial peer must have preference 1
defined. This ensures that the call is sent out over IP, not Plain Old Telephone Service (POTS).

* The session target is the same gateway because the call is being redirected to it.

dial-peer voice 53001 pots
preference 2
destination-pattern 5300001
prefix 5300001

|

dial-peer voice 53002 pots
preference 2
destination-pattern 5300002
prefix 5300002

|

dial-peer voice 530011 voip
preference 1
destination-pattern 5300001
session protocol sipv2
session target ipv4:10.1.1.41
playout-delay maximum 300
codec g7llalaw

|

dial-peer voice 530022 voip
preference 1
destination-pattern 5300002
session protocol sipv2
session target ipv4:10.1.1.41
playout-delay maximum 300
codec g7llalaw

Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5 .



CUBE Fundamentals and Basic Setup |
. Verifying SIP Gateway Status

Verifying SIP Gateway Status

To verify SIP gateway status and configuration, perform the following steps as appropriate (commands are
listed in alphabetical order).

SUMMARY STEPS
1. show sip service
2. show sip-uaregister status
3. show sip-ua statistics
4. show sip-ua status
5. show sip-uatimers
DETAILED STEPS
Procedure
Step 1 show sip service

Use this command to display the status of SIP call service on a SIP gateway.
The following sample output shows that SIP call service is enabled:

Example:

Router# show sip service
SIP Service is up

The following sample output shows that SIP call service was shut down with the shutdown command:

Example:

Router# show sip service
SIP service is shut globally
under 'voice service voip'

The following sample output shows that SIP call service was shut down with the call service stop command:

Example:

Router# show sip service
SIP service is shut
under 'voice service voip', 'sip' submode

The following sample output shows that SIP call service was shut down with the shutdown forced command:

Example:

Router# show sip service
SIP service is forced shut globally
under 'voice service voip'

The following sample output shows that SIP call service was shut down with the call service stop forced command:

Example:
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Router# show sip service
SIP service is forced shut
under 'voice service voip', 'sip' submode

Step 2 show sip-uaregister status

Use this command to display the status of E.164 numbers that a SIP gateway has registered with an external primary SIP
registrar.

Example:

Router# show sip-ua register status
Line peer expires(sec) registered

4001 20001 596 no
4002 20002 596 no
5100 1 596 no
9998 2 596 no

Step 3 show sip-ua statistics
Use this command to display response, traffic, and retry SIP statistics, including whether call redirection is disabled.
The following sample shows that four registers were sent:

Example:

Router# show sip-ua statistics
SIP Response Statistics (Inbound/Outbound)

Informational:
Trying 0/0, Ringing 0/0,
Forwarded 0/0, Queued 0/0,
SessionProgress 0/0

Success:
OkInvite 0/0, OkBye 0/0,
OkCancel 0/0, OkOptions 0/0,
OkPrack 0/0, OkPreconditionMet 0/0,
OkSubscribe 0/0, OkNOTIFY 0/0,
OkInfo 0/0, 202Accepted 0/0
OkRegister 12/49

Redirection (Inbound only except for MovedTemp (Inbound/Outbound))
MultipleChoice 0, MovedPermanently O,
MovedTemporarily 0/0, UseProxy O,
AlternateService 0
Client Error:
BadRequest 0/0, Unauthorized 0/0,
PaymentRequired 0/0, Forbidden 0/0,
NotFound 0/0, MethodNotAllowed 0/0,
NotAcceptable 0/0, ProxyAuthReqd 0/0,
ReqTimeout 0/0, Conflict 0/0, Gone 0/0,
RegEntityTooLarge 0/0, ReqURITooLarge 0/0,
UnsupportedMediaType 0/0, BadExtension 0/0,
TempNotAvailable 0/0, CalllLegNonExistent 0/0,
LoopDetected 0/0, TooManyHops 0/0,
AddrIncomplete 0/0, Ambiguous 0/0,
BusyHere 0/0, RequestCancel 0/0,
NotAcceptableMedia 0/0, BadEvent 0/0,
SETooSmall 0/0

Server Error:
InternalError 0/0, NotImplemented 0/0,
BadGateway 0/0, ServiceUnavail 0/0,
GatewayTimeout 0/0, BadSipVver 0/0,
PreCondFailure 0/0

Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5 .



. Verifying SIP Gateway Status

Global Failure:
BusyEverywhere 0/0, Decline 0/0,
NotExistAnywhere 0/0, NotAcceptable 0/0
Miscellaneous counters:
RedirectRspMappedToClientErr 0
SIP Total Traffic Statistics (Inbound/Outbound)
Invite 0/0, Ack 0/0, Bye 0/0,
Cancel 0/0, Options 0/0,
Prack 0/0, Comet 0/0,
Subscribe 0/0, NOTIFY 0/0,
Refer 0/0, Info 0/0
Register 49/16
Retry Statistics
Invite 0, Bye 0, Cancel 0, Response 0,
Prack 0, Comet 0, Reliablelxx 0, NOTIFY 0
Register 4
SDP application statistics:
Parses: 0, Builds O
Invalid token order: 0, Invalid param: O
Not SDP desc: 0, No resource: 0
Last time SIP Statistics were cleared: <never>
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The following sample output shows the RedirectResponseMappedToClientError status message. An incremented number
indicates that 3xx responses are to be treated as 4xx responses. When call redirection is enabled (default), the

RedirectResponseMappedToClientError status message is not incremented.

Example:

Router# show sip-ua statistics
SIP Response Statistics (Inbound/Outbound)

Informational:
Trying 0/0, Ringing 0/0,
Forwarded 0/0, Queued 0/0,
SessionProgress 0/0

Success:
OkInvite 0/0, OkBye 0/0,
OkCancel 0/0, OkOptions 0/0,
OkPrack 0/0, OkPreconditionMet 0/0,
OKSubscribe 0/0, OkNotify 0/0,
202Accepted 0/0

Redirection (Inbound only) :
MultipleChoice 0, MovedPermanently O,
MovedTemporarily 0, UseProxy O,
AlternateService 0

Client Error:
BadRequest 0/0, Unauthorized 0/0,
PaymentRequired 0/0, Forbidden 0/0,
NotFound 0/0, MethodNotAllowed 0/0,
NotAcceptable 0/0, ProxyAuthReqgd 0/0,
ReqgTimeout 0/0, Conflict 0/0, Gone 0/0,

RegEntityTooLarge 0/0, ReqURITooLarge 0/0,
UnsupportedMediaType 0/0, BadExtension 0/0,
TempNotAvailable 0/0, CallLegNonExistent 0/0,

LoopDetected 0/0, TooManyHops 0/0,
AddrIncomplete 0/0, Ambiguous 0/0,
BusyHere 0/0, RequestCancel 0/0
NotAcceptableMedia 0/0, BadEvent 0/0
Server Error:
InternalError 0/0, NotImplemented 0/0,
BadGateway 0/0, ServiceUnavail 0/0,
GatewayTimeout 0/0, BadSipVer 0/0,
PreCondFailure 0/0
Global Failure:
BusyEverywhere 0/0, Decline 0/0,
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NotExistAnywhere 0/0, NotAcceptable 0/0
Miscellaneous counters:
RedirectResponseMappedToClientError 1,
SIP Total Traffic Statistics (Inbound/Outbound)
Invite 0/0, Ack 0/0, Bye 0/0,
Cancel 0/0, Options 0/0,
Prack 0/0, Comet 0/0,
Subscribe 0/0, Notify 0/0,
Refer 0/0
Retry Statistics
Invite 0, Bye 0, Cancel 0, Response 0,
Prack 0, Comet 0, Reliablelxx 0, Notify O
SDP application statistics:
Parses: 0, Builds 0
Invalid token order: O, Invalid param: 0
Not SDP desc: 0, ©No resource: 0

Step 4 show sip-ua status
Use this command to display status for the SIP user agent (UA), including whether call redirection is enabled or disabled.

Example:

Router# show sip-ua status

SIP User Agent Status

SIP User Agent for UDP : ENABLED

SIP User Agent for TCP : ENABLED

SIP User Agent bind status(signaling): DISABLED
SIP User Agent bind status(media): DISABLED

SIP max-forwards : 6

SIP DNS SRV version: 1 (rfc 2052)

Redirection (3xx) message handling: ENABLED

Step 5 show sip-uatimers

Use this command to display the current settings for the SIP user-agent (UA) timers.

The following sample output shows the waiting time before a register request is sent--that is, the value that is set with
the timersregister command:

Example:

Router# show sip-ua timers

SIP UA Timer Values (millisecs)

trying 500, expires 180000, connect 500, disconnect 500
comet 500, prack 500, rellxx 500, notify 500

refer 500, register 500

General Troubleshooting Tips

For more information on troubleshooting, see the following references:
* "Cisco I0S Voice Troubleshooting and Monitoring Guide"
* Cisco Technical Support at http://www.cisco.com/en/US/support/index.html
« Cisco 10S Debug Command Reference

« Cisco 10S Voice, Video, and Fax Configuration Guide
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* Troubleshooting and Debugging VoIP Call Basics

* VoIP Debug Commands

N

Note Commands are listed in alphabetical order.

» Make sure that VoIP is working.
* Make sure that you can make a voice call.

* Verify that SIP-supported codecs are used. Support for codecs varies on different platforms; use the
codec ? command to determine the codecs available on a specific platform.

» Use the debug aaa authentication command to display high-level diagnostics related to AAA logins.

* Use the debug asnl eventscommand to verify that the SIP subscription server is up. The output displays
a pending message if, for example, the client is unsuccessful in communicating with the server.

* Use the debug call fallback family of commands to display details of VoIP call fallback.

* Use the debug cch323family of commands to provide debugging output for various components within
an H.323 subsystem.

* Use the debug ccsipfamily of commands for general SIP debugging, including viewing direction-attribute
settings and port and network address-translation traces. Use any of the following related commands:

« debug ccsip all--Enables all SIP-related debugging

+ debug ccsip calls--Enables tracing of all SIP service-provider interface (SPI) calls

« debug ccsip error--Enables tracing of SIP SPI errors.

+ debug ccsip events--Enables tracing of all SIP SPI events

« debug ccsip info--Enables tracing of general SIP SPI information, including verification that call
redirection is disabled

« debug ccsip media--Enables tracing of SIP media streams

+ debug ccsip messages--Enables all SIP SPI message tracing, such as those that are exchanged
between the SIP user-agent client (UAC) and the access server

« debug ccsip preauth--Enables diagnostic reporting of authentication, authorization, and accounting
(AAA) preauthentication for SIP calls

+ debug ccsip states--Enables tracing of all SIP SPI state tracing

« debug ccsip transport--Enables tracing of the SIP transport handler and the TCP or User Datagram
Protocol (UDP) process

« Use the debugisdn q931command to display information about call setup and teardown of ISDN network
connections (layer 3) between the local router (user side) and the network.

* Use the debug kpml command to enable debug tracing of KeyPad Markup Language (KPML) parser
and builder errors.

* Use the debug radius command to enable debug tracing of RADIUS attributes.

* Use the debug rpms-proc preauth command to enable debug tracing on the RPMS process for H.323
calls, SIP calls, or both H.323 and SIP calls.

* Use the debug rtr trace command to trace the execution of an SAA operation.
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* Use the debug voip family of commands, including the following:

+ debug voip ccapi protoheader s--Displays messages sent between the originating and terminating

gateways. If no headers are being received by the terminating gateway, verify that the header-passing
command is enabled on the originating gateway.

« debug voip ivr script--Displays any errors that might occur when the Tl script is run
+ debug voip rtp session named-event 101 --Displays information important to DTMF-relay

debugging, if you are using codec types g726r16 or g726r24. Be sure to append the argument 101
to thecommand to prevent the console screen from flooding with messages and all calls from failing.

Sample output for some of these commands follows:

Sample Output for the debug ccsip events Command

* The example shows how the Proxy-Authorization header is broken down into a decoded username and
password.

Router# debug ccsip events
CCSIP

21:
21:
21:
:03:
21:
21:

21

03
03
03

03
03

SPI:
:21:
:21:
:21:
21:
:21:
:21:

SIP Call Events tracing is enabled

sippmh parse proxy auth: Challenge is 'Basic'.

sippmh parse proxy auth: Base64 user-pass string is 'MTIzNDU2NzgSMDEyMzQlNjou'.
sip process proxy auth: Decoded user-pass string is '1234567890123456:.".

sip process proxy auth: Username is '1234567890123456"'.

sip process proxy auth: Pass is '.'.

sipSPIAddBillingInfoToCcb: sipCallId for billing records =

10872472-173611CC-81E9C73D-F836C2B60@172.18.192.19421:03:21: ****Adding to UAS Request table

Sample Output for the debug ccsip info Command

This example shows only the portion of the debug output that shows that call redirection is disabled. When
call redirection is enabled (default), there are no debug line changes.

Router# debug ccsip info

00

:20

:5060

00
00
00
00
00
00

:20
:20
:20
:20
:20
:20

:32:

:32:
:32:
:32:
:32:
:32:
:32:

HandleUdpSocketReads :Msg enqueued for SPI with IPaddr: 172.18.207.10

CCSIP-SPI-CONTROL: act_sentinvite new message

CCSIP-SPI-CONTROL: sipSPICheckResponse

sip stats status code

ccsip get code class: !!Call Redirection feature is disabled on the GW
ccsip map call redirect responses: !!Mapping 302 response to 480
Roundtrip delay 4 milliseconds for method INVITE

Configuration Examples for Basic SIP Configuration

SIP Register Support Example

Current

version

service

service

configuration : 3394 bytes

12.2
timestamps debug uptime
timestamps log uptime

no service password-encryption
service internal
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|
memory-size iomem 15
ip subnet-zero
|
no ip domain lookup
|
voice service voip
redirect ip2ip
sip
redirect contact order best-match
ip dhcp pool vespa
network 192.168.0.0 255.255.255.0
option 150 ip 192.168.0.1
default-router 192.168.0.1
|
voice call carrier capacity active
|
voice class codec 1
codec preference 2 g7llulaw
|
no voice hpi capture buffer
no voice hpi capture destination
|
fax interface-type fax-mail
mta receive maximum-recipients 0
|
interface Ethernet0/0
ip address 10.8.17.22 255.255.0.0
half-duplex
|
interface FastEthernet0/0
ip address 192.168.0.1 255.255.255.0
speed auto
no cdp enable
h323-gateway voip interface
h323-gateway voip id vespa2 ipaddr 10.8.15.4 1718
|
router rip
network 10.0.0.0
network 192.168.0.0
|
ip default-gateway 10.8.0.1
ip classless
ip route 0.0.0.0 0.0.0.0 10.8.0.1
no ip http server
ip pim bidir-enable
|
tftp-server flash:SEPDEFAULT.cnf
tftp-server flash:P005B302.bin
call fallback active
|
call application global default.new
call rsvp-sync
|
voice-port 1/0
|
voice-port 1/1
|
mgcp profile default
|
dial-peer voice 1 pots
destination-pattern 5100
port 1/0
|
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dial-peer voice 2 pots
destination-pattern 9998
port 1/1

|

dial-peer voice 123 voip
destination-pattern [12]...
session protocol sipv2
session target ipv4:10.8.17.42
dtmf-relay sip-notify
|
gateway
|
sip-ua
retry invite 3
retry register 3
timers register 150
registrar dns:myhost3.example.com expires 3600
registrar ipv4:10.8.17.40 expires 3600 secondary
|
telephony-service
max-dn 10
max-conferences 4
|
ephone-dn 1
number 4001
|
ephone-dn 2
number 4002
|
line con 0
exec-timeout 0 0
line aux 0
line vty 0 4
login
line vty 5 15
login
|
no scheduler allocate
end

SIP Redirect Processing Enhancement Examples

This section provides configuration examples to match the identified configuration tasks in the previous
sections.

\}

Note [P addresses and hostnames in examples are fictitious.

Call Redirection Disabled

This example shows that call redirection is disabled on the gateway.

Router# show running-config
Building configuration...

Current configuration : 2791 bytes
|

version 12.2

service config
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no service single-slot-reload-enable
no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service internal

service udp-small-servers

|

interface FastEthernet2/0

ip address 172.18.200.24 255.255.255.0
duplex auto

no shut

speed 10

ip rsvp bandwidth 7500 7500

|

voice-port 1/1/1

no supervisory disconnect lcfo
|

dial-peer voice 1 pots
application session
destination-pattern 8183821111
port 1/1/1

|

dial-peer voice 3 voip
application session
destination-pattern 7173721111
session protocol sipv2

session target ipv4:172.18.200.36
codec g7llulaw

|

dial-peer voice 4 voip
application session
destination-pattern 6163621111
session protocol sipv2

session target ipv4:172.18.200.33
codec g71lulaw

|

gateway

|

sip-ua

no redirection
retry invite 1
retry bye 1

|

line con

line aux

line vty

login

|

o O O

end

Call Redirection Enabled

This example shows that call redirection is enabled on the gateway (the default). WHen call redirection is
enabled, the output shows no redirection.

Router# show running-config
Building configuration...

Current configuration : 2791 bytes

|

version 12.2

service config

no service single-slot-reload-enable
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no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service internal

service udp-small-servers

|

interface FastEthernet2/0

ip address 172.18.200.24 255.255.255.0
duplex auto

no shut

speed 10

ip rsvp bandwidth 7500 7500

|

voice-port 1/1/1

no supervisory disconnect lcfo
|

dial-peer voice 1 pots
application session
destination-pattern 8183821111
port 1/1/1

|

dial-peer voice 3 voip
application session
destination-pattern 7173721111
session protocol sipv2

session target ipv4:172.18.200.36
codec g7llulaw

|

dial-peer voice 4 voip
application session
destination-pattern 6163621111
session protocol sipv2

session target ipv4:172.18.200.33
codec g7llulaw

|

gateway
|

sip-ua
retry invite 1
retry bye 1
|
line con
line aux
line vty
login
|

o O O

end

Call Redirection Using IP-to-IP Redirection

This example shows that redirection was set globally on the router.

Current configuration : 3394 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
service internal

!

memory-size iomem 15

ip subnet-zero
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|
no ip domain lookup
|
voice service voip
redirect ip2ip
sip
redirect contact order best-match
ip dhcp pool vespa
network 192.168.0.0 255.255.255.0
option 150 ip 192.168.0.1
default-router 192.168.0.1
|
voice call carrier capacity active
|
voice class codec 1
codec preference 2 g7llulaw
|
!
no voice hpi capture buffer
no voice hpi capture destination
|
fax interface-type fax-mail
mta receive maximum-recipients 0
|
interface Ethernet0/0
ip address 10.8.17.22 255.255.0.0
half-duplex
|

interface FastEthernet0/0

ip address 192.168.0.1 255.255.255.0
speed auto

no cdp enable

h323-gateway voip interface
h323-gateway voip id vespa2 ipaddr 10.8.15.4 1718
|

router rip

network 10.0.0.0

network 192.168.0.0

|

ip default-gateway 10.8.0.1

ip classless

ip route 0.0.0.0 0.0.0.0 10.8.0.1
no ip http server

ip pim bidir-enable

|

tftp-server flash:SEPDEFAULT.cnf
tftp-server flash:P005B302.bin
call fallback active

|

!

call application global default.new
call rsvp-sync

|
voice-port 1/0

|

voice-port 1/1

|
mgcp profile default

|

dial-peer voice 1 pots
destination-pattern 5100

port 1/0

|

dial-peer voice 2 pots
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destination-pattern 9998
port 1/1
|

dial-peer voice 123 voip
destination-pattern [12]...
session protocol sipv2

session target ipv4:10.8.17.42
dtmf-relay sip-notify

|

gateway
|

sip-ua
retry invite 3
retry register 3
timers register 150
registrar dns:myhost3.example.com expires 3600
registrar ipv4:10.8.17.40 expires 3600 secondary
|
!
telephony-service
max-dn 10
max-conferences 4
|
ephone-dn 1
number 4001
|
ephone-dn 2
number 4002
|
line con 0
exec-timeout 0 0
line aux 0
line vty 0 4
login
line vty 5 15
login
|
no scheduler allocate
end

SIP 300 Multiple Choice Messages Example

This section provides a configuration example showing redirect contact order set to best match.

Current configuration : 3394 bytes
!
version 12.2
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service internal
!
memory-size iomem 15
ip subnet-zero
!
no ip domain lookup
!
voice service voip
redirect ip2ip
sip
redirect contact order best-match
ip dhcp pool vespa
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network 192.168.0.0 255.255.255.0
option 150 ip 192.168.0.1
default-router 192.168.0.1

|

voice call carrier capacity active
|

voice class codec 1

codec preference 2 g7llulaw

|

no voice hpi capture buffer

no voice hpi capture destination

|

fax interface-type fax-mail

mta receive maximum-recipients 0

|

interface Ethernet0/0

ip address 10.8.17.22 255.255.0.0
half-duplex

|

interface FastEthernet0/0
ip address 192.168.0.1 255.255.255.0
speed auto
no cdp enable
h323-gateway voip interface
h323-gateway voip id vespa2 ipaddr 10.8.15.4 1718
|
router rip
network 10.0.0.0
network 192.168.0.0
|
ip default-gateway 10.8.0.1
ip classless
ip route 0.0.0.0 0.0.0.0 10.8.0.1
no ip http server
ip pim bidir-enable
|
tftp-server flash:SEPDEFAULT.cnf
tftp-server flash:P005B302.bin
call fallback active
|
call application global default.new
call rsvp-sync
|
voice-port 1/0
|
voice-port 1/1
|

mgcp profile default
|

dial-peer voice 1 pots
destination-pattern 5100
port 1/0

|

dial-peer voice 2 pots
destination-pattern 9998
port 1/1

|

dial-peer voice 123 voip
destination-pattern [12]...
session protocol sipv2
session target ipv4:10.8.17.42
dtmf-relay sip-notify
|

gateway
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sip-ua

retry invite 3

retry register 3

timers register 150

registrar dns:myhost3.example.com expires 3600
registrar ipv4:10.8.17.40 expires 3600 secondary

telephony-service

max-dn 10
max-conferences 4

ephone-dn 1
number 4001

ephone-dn 2
number 4002

line con 0

exec-timeout 0 0O

line aux 0
line vty 0 4
login

line vty 5 15

login

no scheduler allocate
end

Toll Fraud Prevention

When a Cisco router platform is installed with a voice-capable Cisco IOS software image, appropriate features
must be enabled on the platform to prevent potential toll fraud exploitation by unauthorized users. Deploy
these features on all Cisco router Unified Communications applications that process voice calls, such as Cisco
Unified Communications Manager Express (Cisco Unified CME), Cisco Survivable Remote Site Telephony
(SRST), Cisco Unified Border Element (Cisco UBE), Cisco I0S-based router and standalone analog and
digital PBX and public-switched telephone network (PSTN) gateways, and Cisco contact-center Voice XML
gateways. These features include, but are not limited to, the following:

* Disable secondary dial tone on voice ports--By default, secondary dial tone is presented on voice ports
on Cisco router gateways. Use private line automatic ringdown (PLAR) for foreign exchange office
(FXO) ports and direct-inward-dial (DID) for T1/E1 ports to prevent secondary dial tone from being
presented to inbound callers.

* Cisco router access control lists (ACLs)--Define ACLs to allow only explicitly valid sources of calls to
the router or gateway, and therefore to prevent unauthorized SIP or H.323 calls from unknown parties
to be processed and connected by the router or gateway.

* Close unused SIP and H.323 ports--If either the SIP or H.323 protocol is not used in your deployment,
close the associated protocol ports. If a Cisco voice gateway has dial peers configured to route calls
outbound to the PSTN using either time division multiplexing (TDM) trunks or IP, close the unused
H.323 or SIP ports so that calls from unauthorized endpoints cannot connect calls. If the protocols are
used and the ports must remain open, use ACLs to limit access to legitimate sources.

* Change SIP port 5060--If SIP is actively used, consider changing the port to something other than
well-known port 5060.
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SIP registration--If SIP registration is available on SIP trunks, turn on this feature because it provides
an extra level of authentication and validation that only legitimate sources can connect calls. If it is not
available, ensure that the appropriate ACLs are in place.

SIP Digest Authentication--If the SIP Digest Authentication feature is available for either registrations
or invites, turn this feature on because it provides an extra level of authentication and validation that only
legitimate sources can connect calls.

Explicit incoming and outgoing dial peers--Use explicit dial peers to control the types and parameters
of calls allowed by the router, especially in IP-to-IP connections on Cisco Unified CME, SRST, and
Cisco UBE. Incoming dial peers offer additional control on the sources of calls, and outgoing dial peers
on the destinations. Incoming dial peers are always used for calls. If a dial peer is not explicitly defined,
the implicit dial peer 0 is used to allow all calls.

Explicit destination patterns--Use dial peers with more granularity than .T for destination patterns to
block disallowed off-net call destinations. Use class of restriction (COR) on dial peers with specific
destination patterns to allow even more granular control of calls to different destinations on the PSTN.

Translation rules--Use translation rules to manipulate dialed digits before calls connect to the PSTN to
provide better control over who may dial PSTN destinations. Legitimate users dial an access code and
an augmented number for PSTN for certain PSTN (for example, international) locations.

Tcl and VoiceXML scripts--Attach a Tcl/VoiceXML script to dial peers to do database lookups or
additional off-router authorization checks to allow or deny call flows based on origination or destination
numbers. Tcl/VoiceXML scripts can also be used to add a prefix to inbound DID calls. If the prefix plus
DID matches internal extensions, then the call is completed. Otherwise, a prompt can be played to the
caller that an invalid number has been dialed.

Host name validation--Use the “permit hostname™ feature to validate initial SIP Invites that contain a
fully qualified domain name (FQDN) host name in the Request Uniform Resource Identifier (Request
URI) against a configured list of legitimate source hostnames.

Dynamic Domain Name Service (DNS)--If you are using DNS as the “session target” on dial peers, the
actual IP address destination of call connections can vary from one call to the next. Use voice source
groups and ACLs to restrict the valid address ranges expected in DNS responses (which are used
subsequently for call setup destinations).

For more configuration guidance, see the “ Cisco IOS Unified Communications Manager Express Toll Fraud
Prevention ” paper.
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CHAPTER 1 1

SIP Binding

The SIP Binding feature enables you to configure a source IP address for signaling packets and media packets.

* Feature Information for SIP Binding, on page 111
* Information About SIP Binding, on page 112

* Configuring SIP Binding, on page 118

* Verifying SIP Binding, on page 120

Feature Information for SIP Binding

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Table 22: Feature Information for SIP Binding

Feature Name Releases Feature Information

SIP Gateway Support |Cisco I0S The SIP Gateway Support for the bind Command feature

for the bind Command | 12.2(2)XB, allows you to configure the source IP address of signaling
12.2(2)XB2, packets and media packets.

12.2(8)T, 12.2(11)T,
and 12.3(4)T

Cisco I0S XE
3.1.0S

In 12.2(2)XB, this feature was introduced.

In 12.3(4)T, this feature was expanded to provide the flexibility
to specify different source interfaces for signaling and media,
and allow network administrators a finer granularity of control
on the network interfaces used for voice traffic.

The following commands were introduced or modified: bind,
show dial-peer voice, show ip sockets, show sip-ua
connections, and show sip-ua status.
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Feature Name Releases Feature Information

Support for Ability to | 15.1(2)T This feature allows you to configure a separate source IP
Configure Source IP address per SIP trunk. This source IP address is embedded in
Address for Signaling all SIP signaling and media packets that traverse the SIP trunk.
and Media per SIP This feature enables service providers for better profiling and
Trunk billing policies. It also enables greater security for enterprises

by the use of distinct IP addresses within and outside the
enterprise domain.

The following command was introduced or modified:
voice-class sip bind.

Support of Live Cisco I0S XE This feature allows you to either change or add binding on a
Binding at dial-peers. | Amsterdam 17.3.1a | dial-peer that does not have any active calls, while other
dial-peers with the same binding has active calls.

The following command was introduced or modified:
voice-classsip bind all.

Information About SIP Binding

When you configure SIP on a router, the ports on all its interfaces are open by default. This makes the router
vulnerable to malicious attackers who can execute toll fraud across the gateway if the router has a public IP
address and a public switched telephone network (PSTN) connection. To eliminate the threat, you should
bind an interface to an IP address so that only those ports are open to the outside world. In addition, you should
protect any public or untrusted interface by configuring a firewall or an access control list (ACL) to prevent
unwanted traffic from traversing the router.

\)

Note All CUBE Enterprise deployments must have signaling and media bind statements specified at the dial-peer
or voice class tenant level. For voice call tenants, you must apply tenants to dial-peers used for CUBE call
flows if these dial-peers do not have bind statements specified.

Benefits of SIP Binding

» SIP signaling and media paths can advertise the same source IP address on the gateway for certain
applications, even if the paths used different addresses to reach the source. This eliminates confusion for
firewall applications that may have taken action on source address packets before the use of binding.

* Firewalls filter messages based on variables such as the message source, the target address, and available
ports. Normally a firewall opens only certain addresses or port combination to the outside world and
those addresses can change dynamically. Because VoIP technology requires the use of more than one
address or port combination, the bind command adds flexibility by assigning a gateway to a specific
interface (and therefore the associated address) for the signaling or media application.

* You can obtain a predefined and separate interface for both signaling and media traffic. After a bind
command is in effect, the interface it limits is bound solely to that purpose. Administrators can therefore
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dictate the use of one network to transport the signaling and another network to transport the media. The
benefits of administrator control are:

* Administrators know the traffic that runs on specific networks, thereby making debugging easier.

» Administrators know the capacity of the network and the target traffic, thereby making engineering
and planning easier.

* Traffic is controlled, allowing Qualtiy of Service (QoS) to be monitored.

* The bind media command relaxes the constraints imposed by the bind control and bind all commands,
which cannot be set during an active call. The bind media command works with active calls.

Source Address

In early releases of Cisco I0S software with SIP functionality, the source address of a packet going out of the
gateway was never deterministic. That is, the session protocols and VoIP layers always depended on the IP
layer to give the best local address . The best local address was then used as the source address (the address
showing where the SIP request came from) for signaling and media packets. Using this non-deterministic
address occasionally caused confusion for firewall applications, because a firewall could not be configured
with an exact address and would take action on several different source address packets.

However, the bind command enables you to configure the source IP address of signaling and media packets
to a specific interface’s IP address. Thus, the address that goes out on the packet is bound to the IP address
of the interface specified with the bind command. Packets that are not destined to the bound address are
discarded.

When you do not want to specify a bind address or if the interface is down, the IP layer still provides the best
local address.

The Support Ability to Configure Source IP Address for Signaling and Media per SIP Trunk feature extends
the global bind functionality to support the SIP signaling Transport Layer Socket (TLS) with UDP and TCP.
The source address at the dial peer is the source address in all the signaling and media packets between the
gateway and the remote SIP entity for calls using the dial-peer. Multiple SIP listen sockets with specific source
address handle the incoming SIP traffic from each selected SIP entity. The order of preference for retrieving
the SIP signalling and media source address for inbound and outbound calls is as follows:

* Bind configuration at dial peer level
* Bind configuration at global level

* Best local IP address to reach the destination

The table below describes the state of the system when the bind command is applied in the global or dial peer
level:

Table 23: State of the System for the bind Address

Bind State System Status

No global bind | The best local address is used in all outbound SIP messages.

Only one SIP listen socket with a wildcard source address.

Global bind | Global bind address used in all outbound SIP messages.
Only one SIP listen socket with global bind address.

Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5 .



. Source Address

CUBE Fundamentals and Basic Setup |

Bind State

System Status

No global bind
Dial peer bind

Dial peer bind address is used in outbound SIP messages of this dial peer. The remaining
SIP messages use the best local address.

One SIP listen socket with a wildcard source address.

Additional SIP listen socket for each different dial peer bind listening on the specific dial
peer bind address.

Global bind
Dial peer bind

Dial peer bind address is used in outbound SIP messages of this dial peer. The remaining
SIP messages use the global bind address.

One SIP listen socket with global bind address.

Additional SIP listen socket for each different dial peer bind command listening on the
specific dial peer bind address.

The bind command performs different functions based on the state of the interface (see the table below).

Table 24: State of the Interface for the bind Command

Interface State

Result Using Bind Command

Shut down

With or without active calls

TCP, TLS, and User Datagram Protocol (UDP) socket listeners are initially
closed. (Socket listeners receive datagrams addressed to the socket.)

Then the sockets are opened to listen to any IP address.

If the outgoing gateway has the bind command enabled and has an active call,
the call becomes a one-way call with media flowing from the outgoing gateway
to the terminating gateway.

The dial peer bind socket listeners of the interface are closed and the
configuration turns inactive for all subsequent SIP messages.

No shut down

No active calls

TCP, TLS, and UDP socket listeners are initially closed. (Socket listeners receive
datagrams addressed to the socket.)

Then the sockets are opened and bound to the IP address set by the bind
command.

The sockets accept packets destined for the bound address only.

The dial peer bind socket listeners of the interface are reopened and the
configuration turns active for all subsequent SIP messages.

No shut down

Active calls

TCP, TLS, and UDP socket listeners are initially closed.
Then the sockets are opened to listen to any IP address.

The dial peer bind socket listeners of the interface are reopened and the
configuration turns active for all subsequent SIP messages.
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Interface State Result Using Bind Command

Bound-interface IP address | TCP, TLS, and UDP socket listeners are initially closed.

is removed. .
v Then the sockets are opened to listen to any address, because the IP address has

been removed. This happens even when SIP was never bound to an IP address.

A message stating that the IP address has been deleted from the SIP bound
interface is printed.

If the outgoing gateway has the bind command enabled and has an active call,
the call becomes a one-way call with media flowing from the outgoing gateway
to the terminating gateway.

The dial peer bind socket listeners of the interface are closed and the
configuration turns inactive for all subsequent SIP messages.

The physical cable is TCP, TLS, and UDP socket listeners are initially closed.
pull‘ed on the bounfi portor Then the sockets are opened and bound to listen to any address.
the interface layer is down.

When the pulled cable is replaced, the result is as documented for no shutdown

interfaces.

The dial peer bind socket listeners of the interface are closed and the
configuration turns inactive for all subsequent SIP messages.

A bind interface is shut The call becomes a one-way call with media flowing in only one direction. It
down or its IP address is | flows from the gateway where the change or shutdown took place, to the gateway
changed or the physical | where no change occurred. Thus, the gateway with the status change no longer
cable is pulled while SIP | receives media.

calls are active. . . . .
The call is then disconnected, but the disconnected message is not understood

by the gateway with the status change, and the call is still assumed to be active.

If the bind interface is shutdown, the dial peer bind socket listeners of the
interface are closed. If the IP address of the interface is changed, the socket
listeners representing the bind command is opened with the available IP address
of the interface and the configuration turns active for all subsequent SIP
messages.

\)

Note If there are active calls, the bind command does not take effect if it is issued for the first time or if another
bind command is in effect. A message reminds you that there are active calls and that the change cannot take
effect.

The bind command applied at the dial peer level can be modified only in the following situations:

* Dial peer bind can be modified when the dial-peer do not have any active calls.
* Dial peer bind is disabled in the supported IOS configuration options.
* Dial peer bind is removed when the bound interface is removed.

» Dial peer bind is removed when the dial peer is removed.
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Voice Media Stream Processing

The SIP Gateway Support Enhancements to the bind Command feature extends the capabilities of the bind
command by supporting a deterministic network interface for the voice media stream. Before the voice media
stream addition, the bind command supported a deterministic network interface for control (signaling) traffic
or all traffic. With the SIP Gateway Support Enhancements to the bind Command feature, a finer granularity
of control is achieved on the network interfaces used for voice traffic.

If multiple bind commands are issued in sequence—that is, if one bind command is configured and then
another bind command is configured—a set interaction happens between the commands. The table below
describes the expected command behavior.

Table 25: Interaction Between Previously Set and New bind Commands

Interface bind Command Result Using bind Command
State
Without bind all Generated bind control and bind media commands to override
active calls existing bind control and bind media commands.
bind control Overrides existing bind control command.
bind media Overrides existing bind media command.

With active |bind all or bind control Global Configuration:
calls bind media Blocks the command, and the following error message appears:
* Error: You cannot change the interface binding for a
dial-peer that is processing live traffic.

bind all or bind control or | Dial-peer Configuration:

bind media You cannot apply bind or no bind command to a dial-peer that

is processing active calls.

Blocks the command, and the following error message appears:

* Error: You cannot change the interface binding for a
dial-peer that is processing live traffic.

Consider the following scenarios for attaching a tenant to a dial-peer that is processing active calls:

* You can attach a tenant to a dial-peer, when the the dial-peer has bind (bind control or bind all )
command enabled.

* You cannot attach a tenant to a dial-peer, when the dial-peer has no bind or bind media command
enabled and the tenant has bind control or bind all command enabled.

Consider the following scenarios for changing bind configuration on a tenant, when the tentant is attached to
a dial-peer that is processing active calls:

* You can change the bind configuration on tenant, when the associated dial-peer has bind ( bind control
or bind all ) command enabled. Because, the dial-peer bind configuration takes precedence over the
tenant bind configuraiton.
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* You cannot change the bind configuration on tenant, when the associated dial-peer has no bind or bind
media command enabled and the tenant has bind control or bind all command enabled.

The bind all and bind control commands perform different functions based on the state of the interface.

\}

Note The bind all command applies to global and dial peer. The table below applies to bind media only if the

media interface is the same as the bind control interface. If the two interfaces are different, media behavior

is independent of the interface state.

Table 26: bind all and bind control Functions, Based on Interface State

Interface State

Result Using bind all or bind control Commands

Shut down

With or without active calls

TCP, TLS, and UDP socket listeners are initially closed. (Socket listeners
receive datagrams addressed to the socket.)

Then the sockets are opened to listen to any IP address.

If the outgoing gateway has the bind command enabled and has an active call,
the call becomes a one-way call with media flowing from the outgoing gateway
to the terminating gateway.

The dial peer bind socket listeners of the interface are closed and the
configuration turns inactive for all subsequent SIP messages.

Not shut down

Without active calls

TCP, TLS, and UDP socket listeners are initially closed. (Socket listeners
receive datagrams addressed to the socket.)

Then the sockets are opened and bound to the IP address set by the bind
command.

The sockets accept packets destined for the bound address only.

The dial peer bind socket listeners of the interface are reopened and the
configuration turns active for all subsequent SIP messages.

Not shut down

With active calls

TCP, TLS, and UDP socket listeners are initially closed.
Then the sockets are opened to listen to any IP address.

The dial peer bind socket listeners of the interface are reopened and the
configuration turns active for all subsequent SIP messages.
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Interface State Result Using bind all or bind control Commands

Bound interface’s IP TCP, TLS, and UDP socket listeners are initially closed.

address is removed. .
v Then the sockets are opened to listen to any address because the IP address has

been removed.

A message is printed that states the IP address has been deleted from the bound
SIP interface.

If the outgoing gateway has the bind command enabled and has an active call,
the call becomes a one-way call with media flowing from the outgoing gateway
to the terminating gateway.

The dial peer bind socket listeners of the interface are closed and the
configuration turns inactive for all subsequent SIP messages.

The physical cable is pulled | TCP, TLS, and UDP socket listeners are initially closed.
on the bound port, or the Then the sockets are opened and bound to listen to any address.
interface layer goes down.

When the pulled cable is replaced, the result is as documented for interfaces

that are not shut down.

The dial peer bind socket listeners of the interface are closed and the
configuration turns inactive for all subsequent SIP messages.

A bind interface is shut The call becomes a one-way call with media flowing in only one direction. The
down, or its IP address is | media flows from the gateway where the change or shutdown took place to the
changed, or the physical gateway where no change occurred. Thus, the gateway with the status change
cable is pulled while SIP | no longer receives media.

11 tive. . . . .
calls are active The call is then disconnected, but the disconnected message is not understood

by the gateway with the status change, and the call is still assumed to be active.

If the bind interface is shutdown, the dial peer bind socket listeners of the
interface are closed. If the IP address of the interface is changed, the socket
listeners representing the bind command is opened with the available IP address
of the interface and the configuration turns active for all subsequent SIP
messages.

Configuring SIP Binding

SUMMARY STEPS

enable

configureterminal

interface type number

ip address ip-addressmask [secondary]

exit

Use one of the following commands to configure SIP binding:

ook wN =2

+ bind {control | all} source-interface interface-id [ipv6-addressipv6-address] in SIP configuration
mode.
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* bind media {source-addressipv4 ipv4-address | source-interface interface-id [ipv6-address
ipv6-address]} in SIP configuration mode.

« voice-class sip bind media {source-addressipv4 ipv4-address | sour ce-interface interface-id
[ipv6-address ipv6-address]} in dial-peer configuration mode.

7. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable

Example:

Router> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Router# configure terminal

Enters global configuration mode.

Step 3 interface type number

Example:

Router (config)# interface fastethernet0/0

Configures an interface type and enters the interface
configuration mode.

* type number —Type of interface to be configured and
the port, connector, or interface card number.

Step 4 ip address ip-addressmask [secondary]

Example:

Router (config-if)# ip address 192.168.200.33
255.255.255.0

Configures a primary or secondary IP address for an
interface.

Note Secondary IP address on an interface with SIP
binding is not supported for CUBE.

Step 5 exit

Example:

Router (config-if) # exit

Exits the current mode.

Step 6 Use one of the following commands to configure SIP
binding:

* bind {control | all} source-interface interface-id
[ipv6-address ipv6-address] in SIP configuration
mode.

* bind media {source-addressipv4 ipv4-address |
sour ce-inter face interface-id [ipv6-address
ipv6-address]} in SIP configuration mode.

« voice-class sip bind media {source-addressipv4
ipv4-address | sour ce-inter face interface-id

Sets a source interface for signaling and media packets. The
binding applies to the specified interfaces only. SIP must
be configured globally or at a dial peer level.

+ control —Binds signaling packets.
» media —Binds media packets.
+ all —Binds signaling and media packets.

+ sour ce-address—Binds media packets directly to an
IP address.
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Command or Action

Purpose

[ipv6-address ipv6-address]} in dial-peer
configuration mode.

Example:
SIP binding in SIP configuration mode:

Device (config)# voice service voip
Device (conf-voi-serv)# sip

Device (conf-serv-sip)# bind control
source-interface FastEthernet0/0
Device (conf-serv-sip)# exit

Device (config)# voice service voip

Device (conf-voi-serv)# sip

Device (conf-serv-sip)# bind media source-address
ipv4d 172.18.192.204

Device (conf-serv-sip)# exit

Example:

SIP binding in dial-peer configuration mode:

Device (config)# dial-peer voice 100 voip

Device (config-dial-peer)# session protocol sipv2
Device (config-dial-peer)# voice-class sip bind
control source-interface fastethernet0/0

Device (config-dial-peer) # exit

Device (config)# dial-peer voice 100 voip

Device (config-dial-peer) # session protocol sipv2
Device (config-dial-peer)# voice-class sip bind
media source-address ipv4 172.18.192.204

Device (config-dial-peer)# exit

* ipv4 ipv4-address—Configures the IPv4 address.

* sourceinterface interface-id —Type of interface and
its ID.

* ipv6-address ipv6-address —Configures the IPv6
address. Ensure that the IPv6 address has been applied
to an interface.

Step 7

end

Exits to privileged EXEC mode.

Verifying SIP Binding

SUMMARY STEPS
1. show ip sockets
2. show sip-ua status
3. show sip-ua connections {tcp [tls] | udp} {brief | detail}
4. show dial-peer voice
5. show running-config
DETAILED STEPS
Procedure
Step 1 show ip sockets
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Use this command to display IP socket information and indicate whether the bind address of the receiving gateway is
set.

The following sample output indicates that the bind address of the receiving gateway is set:

Example:

Device# show ip sockets

Proto Remote Port Local Port In Out Stat TTY OutputIF
17 0.0.0.0 O--any-- 2517 0 0 9 O

17 --listen-- 172.18.192.204 1698 0 0 1 O

17 0.0.0.0 0 172.18.192.204 67 0 0 489 0

17 0.0.0.0 0 172.18.192.204 5060 0 0 A1 O

Example:

Step 2 show sip-ua status
Use this command to display SIP user-agent status and indicate whether bind is enabled.
The following sample output indicates that signaling is disabled and media on 172.18.192.204 is enabled:

Example:

Device# show sip-ua status

SIP User Agent Status

SIP User Agent for UDP : ENABLED

SIP User Agent for TCP : ENABLED

SIP User Agent for TLS over TCP : ENABLED

SIP User Agent bind status(signaling): DISABLED

SIP User Agent bind status(media): ENABLED 172.18.192.204
SIP early-media for 180 responses with SDP: ENABLED

SIP max-forwards : 70

SIP DNS SRV version: 2 (rfc 2782)

NAT Settings for the SIP-UA

Role in SDP: NONE

Check media source packets: DISABLED
Maximum duration for a telephone-event in NOTIFYs: 2000 ms
SIP support for ISDN SUSPEND/RESUME: ENABLED

Redirection (3xx) message handling: ENABLED

Reason Header will override Response/Request Codes: DISABLED
Out-of-dialog Refer: DISABLED

Presence support is DISABLED

protocol mode is ipv4

SDP application configuration:

Version line (v=) required

Owner line (o=) required

Timespec line (t=) required

Media supported: audio video image

Network types supported: IN

Address types supported: IP4 IP6

Transport types supported: RTP/AVP udptl

Step 3 show sip-ua connections {tcp [tls] | udp} {brief | detail}

Use this command to display the connection details for the UDP transport protocol. The command output looks identical
for TCP and TLS.

Example:
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Device# show sip-ua connections udp detail

Total active connections 0
No. of send failures 0
No. of remote closures 0
No. of conn. failures : 0
No. of inactive conn. ageouts : 10

Note:
** Tuples with no matching socket entry

- Do 'clear sip <tcpltls]/udp> conn t ipv4:<addr>:<port>'

to overcome this error condition
++ Tuples with mismatched address/port entry

CUBE Fundamentals and Basic Setup |

- Do 'clear sip <tcpl[tls]/udp> conn t ipv4:<addr>:<port> id <connid>'

to overcome this error condition
No Active Connections Found

—————————————— SIP Transport Layer Listen Sockets ---------------

Conn-1Id Local-Address

2 [9.42.28.29]:5060

Step 4 show dial-peer voice

Use this command, for each dial peer configured, to verify that the dial-peer configuration is correct. The following is

sample output from this command for a VoIP dial peer:

Example:

Device# show dial-peer voice 101

VoiceOverIpPeerl234

peer type = voice, system default peer = FALSE, information type

description = "',

tag = 1234, destination-pattern = "',
voice reg type = 0, corresponding tag = O,
allow watch = FALSE

answer-address = "', preference=0,

CLID Restriction = None

CLID Network Number = "'

CLID Second Number sent

CLID Override RDNIS = disabled,

rtp-ssrc mux = system

source carrier-id = ', target carrier-id = ',

source trunk-group-label = "', target trunk-group-label

numbering Type = “unknown'

group = 1234, Admin state is up, Operation state is down,
0/unlimited,

incoming called-number = "', connections/maximum =
DTMF Relay = disabled,
modem transport = system,
URI classes:

Incoming (Request) =

Incoming (Via) =

Incoming (To) =

Incoming (From) =

Destination =
huntstop = disabled,
in bound application associated: 'DEFAULT'
out bound application associated: ''
dnis-map =
permission :both
incoming COR list:maximum capability
outgoing COR list:minimum requirement
outgoing LPCOR:
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Translation profile
Translation profile
incoming call blocking:
translation-profile
disconnect-cause

advertise 0x40 capacity
mailbox selection policy:

type voip,
technology prefix:

settle-call disabled
ip media DSCP = ef,
ip media
ip video rsvp-none DSCP
ip video rsvp-fail DSCP
ip defending Priority
ip policy locator voice:
ip policy locator video:
UDP checksum disabled,

session-protocol

(Incoming)
(Outgoing)

ip media rsvp-pass DSCP
rsvp-fail DSCP =

sipv2,

Verifying SIP Binding [JJj

‘no-service'

update timer 25 addrFamily 4 oldAddrFamily 4
none

session-target ,

ef
ef, ip signaling DSCP af31,
afd4l,ip video rsvp-pass DSCP
af4l,

ip preemption priority

= = af4l

0, =0

session-transport system,

reg-qos = best-effort, acc-gos = best-effort,
req-gos video = best-effort, acc-gos video = best-effort,
req-gos audio def bandwidth = 64, reg-gos audio max bandwidth = 0,
reqg-gos video def bandwidth = 384, reg-gos video max bandwidth = 0,
RTP dynamic payload type values: NTE = 101
Cisco: NSE=100, fax=96, fax-ack=97, dtmf=121, fax-relay=122
CAS=123, TTY=119, ClearChan=125, PCM switch over u-law=0,
A-law=8, GSMAMR-NB=117 iLBC=116, AAC-1d=114, iSAC=124
Imr tone=0, nte_ tone=0
h263+=118, h264=119
G726rl6 using static payload
G726r24 using static payload
RTP comfort noise payload type = 19
fax rate = voice, payload size = 20 bytes

fax protocol system
fax-relay ecm enable
Fax Relay ans enabled

Fax Relay SG3-to-G3 Enabled

(by system configuration)

fax NSF = 0xAD0051 (default)

codec = g729r8, payload size = 20 bytes,

video codec = None

voice class codec = '

voice class sip session refresh system

voice class sip rsvp-fail-policy voice post-alert mandatory keep-alive interval 30
voice class sip rsvp-fail-policy voice post-alert optional keep-alive interval 30
voice class sip rsvp-fail-policy video post-alert mandatory keep-alive interval 30
voice class sip rsvp-fail-policy video post-alert optional keep-alive interval 30
text relay disabled

Media Setting
Expect factor

forking (disabled)
10, Icpif = 20,

flow-through (global)

Playout Mode is set to adaptive,

Initial 60 ms,
Playout-delay Minimum mode is set to default,

Max 1000 ms
value 40 ms

Fax nominal 300 ms

Max Redirects = 1, signaling-type = cas,

VAD = enabled, Poor QOV Trap = disabled,

Source Interface = NONE

voice class sip url = system,

voice class sip tel-config url = system,

voice class sip rellxx = system,

voice class sip anat = system,

voice class sip outbound-proxy = "system",

voice class sip associate registered-number =
system,

voice class sip asserted-id system,
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voice class sip privacy system

voice class sip e911 = system,

voice class sip history-info = system,

voice class sip reset timer expires 183 = system,

voice class sip pass-thru headers = system,

voice class sip pass-thru content unsupp = system,

voice class sip pass-thru content sdp = system,

voice class sip copy-list = system,

voice class sip g729 annexb-all = system,

voice class sip early-offer forced = system,

voice class sip negotiate cisco = system,

voice class sip block 180 = system,

voice class sip block 183 = system,

voice class sip block 181 = system,

voice class sip preloaded-route = system,

voice class sip random-contact = system,

voice class sip random-request-uri validate = system,

voice class sip call-route p-called-party-id = system,

voice class sip call-route history-info = system,

voice class sip privacy-policy send-always = system,

voice class sip privacy-policy passthru = system,

voice class sip privacy-policy strip history-info = system,
voice class sip privacy-policy strip diversion = system,
voice class sip map resp-code 181 = system,

voice class sip bind control = enabled, 9.42.28.29,

voice class sip bind media = enabled, 9.42.28.29,

voice class sip bandwidth audio = system,

voice class sip bandwidth video = system,

voice class sip encap clear-channel = system,

voice class sip error-code-override options-keepalive failure =
voice class sip calltype-video = false

voice class sip registration passthrough = System

voice class sip authenticate redirecting-number = system,
redirect ip2ip = disabled

local peer = false

probe disabled,

Secure RTP: system (use the global setting)

voice class perm tag = "'

Time elapsed since last clearing of voice call statistics never
Connect Time = 0, Charged Units = O,

Successful Calls = 0, Failed Calls = 0, Incomplete Calls = 0
Accepted Calls = 0, Refused Calls = O,

Last Disconnect Cause is "",

Last Disconnect Text is
Last Setup Time = 0.
Last Disconnect Time = 0.

wn
’
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system,

Note If the bind address is not configured at the dial-peer, the output of the show dial-peer voice command remains
the same except for the values of the voice class sip bind control and voice class sip bind media, which

display “system,” indicating that the bind is configured at the global level.

Step 5 show running-config

Although the bind all command is an accepted configuration, it does not appear in show r unning-config command output.
Because the bind all command is equivalent to issuing the commands bind control and bind media, those are the

commands that appear in the show running-config command output.

Example:

The following sample output shows that bind is enabled on router 172.18.192.204:
Building configuration...

Current configuration : 2791 bytes
|
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version 12.2
service config
no service single-slot-reload-enable
no service pad
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service internal
service udp-small-servers
|
ip subnet-zero
ip ftp source-interface EthernetO
|
voice service voip
sip
bind control source-interface FastEthernet0
|
interface FastEthernet0
ip address 172.18.192.204 255.255.255.0
duplex auto
speed auto
fair-queue 64 256 1000
ip rsvp bandwidth 75000 100
|
voice-port 1/1/1
no supervisory disconnect lcfo
|
dial-peer voice 1 pots
application session
destination-pattern 5550111
port 1/1/1
|

dial-peer voice 29 voip
application session
destination-pattern 5550133
session protocol sipv2

session target ipv4:172.18.200.33
codec g7l1lulaw

|

gateway
|

line con O
line aux O
line vty 0 4
login

|

end
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CHAPTER 1 2

The Media Path feature allows you to configure the path taken by media after a call is established. You can

configure media path in the following modes:

* Media flow-through

* Media flow-around

» Media anti-trombone

* Feature Information for Media Path, on page 127
* Media Flow-Through, on page 128
* Media Flow-Around, on page 130

* Media Anti-Trombone, on page 131

Feature Information for Media Path

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Table 27: Feature Information for Configuring Path of Media

Feature Name

Releases

Feature Information

Configuring Media
Path

12.4(3), 12.4(24)T,
15.0(1)M

The Media Path feature allows you to configure the path
taken by media after a call is established.

The following commands were introduced by this feature:
media-flow around, media flow-through, media
anti-trombone.
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Media Flow-Through

Media Flow-Through is a media path mode where media and signaling packets terminate and originate on
CUBE. As CUBE is an active participant of the call, this mode is recommended when connected outside an
enterprise (untrusted endpoints).

Figure 15: Media Flow-Through Mode
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Restrictions for Media Flow-Through
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* Media flow-through for Delayed-Offer to Early-Offer audio and video calls is not supported.

Note

Ciso UBE supports Media-Flow Through video. However, Cisco UBE does not know the video SDP parameters
that the various video end points support. Cisco UBE supports basic H264 SDP for Media-Flow Through
video.

Cisco UBE supports the following video codecs:
* H261
* H263
« H263+
* H264
* MPEG-4

Note

Ciso UBE supports the feature SDP pass-thru in Media-Flow Through. This feature allows Cisco UBE to
support a video SDP parameter. The following example explains SDP pass-thru configuration.

Router#conf t

Router (config) #voice service voip

Router (config-voi-serv)sip

Router (config-voi-serv)pass-thru content sdp
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Configure Media Flow-Through

SUMMARY STEPS
1. enable
configureterminal
3. Use one of the following commands to configure media flow-through:
» media flow-through in dial-peer configuration mode
» media flow-through in global VoIP configuration mode
4. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your password if
Example: prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 Use one of the following commands to configure media | Enables media packets to pass through the endpoints,
flow-through: without the intervention of the CUBE.

» media flow-through in dial-peer configuration mode

» media flow-through in global VoIP configuration
mode

Example:

In dial-peer configuration mode

! Applying SIP profiles to one dial peer only
Device (config) dial-peer voice 10 voip
Device (config-dial-peer) media flow-through
Device (config-dial-peer) end

Example:
In global VoIP SIP mode

! Applying SIP profiles globally

Device (config) # voice service voip

Device (config-voi-serv) #media flow-through
Device (config-voi-serv) #end
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Command or Action Purpose

Step 4 end Exits to privileged EXEC mode.

Media Flow-Around

Media Flow-Around is a media path mode where signaling packets terminate and originate on CUBE. As
media bypasses CUBE and flows directly between endpoints, this mode is recommended when connected
within an enterprise (trusted endpoints). Media Flow-Around is supported for both audio and video calls.

Figure 16: Media Flow-Around

Media Flow-Around
Only Signaling is terminated by CUBE
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Configure Media Flow-Around

SUMMARY STEPS
1. enable
2. configureterminal
3. Use one of the following commands to configure media flow-around:
» media flow-around in dial-peer configuration mode
» media flow-around in global VoIP configuration mode
4, end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode. Enter your password if
Example: prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
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Command or Action Purpose
Step 3 Use one of the following commands to configure media | Enables media packets to pass directly between the
flow-around: endpoints, without the intervention of the CUBE. The media

. Ny . ket is to fl the gat .
» media flow-around in dial-peer configuration mode packet is to flow around the gateway

» media flow-around in global VoIP configuration
mode

Example:

In dial-peer configuration mode

! Applying SIP profiles to one dial peer only
Device (config)# dial-peer voice 10 voip
Device (config-dial-peer)# media flow-around
Device (config-dial-peer)# end

Example:
In global VoIP SIP mode

! Applying SIP profiles globally

Device (config) # voice service voip

Device (config-voi-serv) #media flow-around
Device (config-voi-serv) #end

Step 4 end Exits to privileged EXEC mode.

Media Anti-Trombone

Media Anti-Tromboning is a media path mode that allows CUBE to detect and avoid loops created by call
transfers or call forwards. Loops are restricted to the SIP signaling path and removed from the RTP media
path.

The user agent may initiate call forwards and call transfers that are sent towards CUBE as a new SIP INVITE
dialog. CUBE considers the original call and the forwarded call as separate unrelated calls. Media
anti-tromboning allows CUBE to detect the relation between the calls and resolve the media loop by sending
SDP packets back to the sender.

The figure below illustrates how CUBE needlessly loops RTP packets towards the User Agent because it fails
to detect the loop.

Figure 17: Tromboning - Needless looping of Media Packets
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The figure below illustrates how CUBE detects and avoids the loop with the anti-tromboning feature.
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Figure 18: Anti-Tromboning - Avoiding Media Loops
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Prerequisites

Cisco Unified Border Element

* Cisco IOS Release 15.1(3)T or a later release must be installed and running on your Cisco Unified Border
Element.

Cisco Unified Border Element (Enterprise)

* Cisco IOS XE Release 15.1(3)T or a later release must be installed and running on your Cisco ASR 1000
Series Router.

Restrictions for Media Anti-Tromboning

* When Media Anti-Tromboning media path mode is activated, CUBE does not perform supplementary
services such as handling REFER-based call transfers or media services such as Secure Real-Time
Transport Protocol (SRTP) and SNR.

* Anti-Tromboning does not work if one call leg is media flow-through and the other call leg is Media
Flow-Around. Similarly, anti-tromboning does not work if one call leg is Session Description Protocol
(SDP) passthrough and another call leg is SDP normal.

* H.323 is not supported.

Configuring Media Anti-Tromboning

Before you begin

Configure mode bor der-element command under voice service voip, global VoIP configuration mode.

SUMMARY STEPS

1. enable
configureterminal
3. Enter one of the following commands to configure media anti-tromboning:

» media anti-trombone in dial-peer configuration mode
» media anti-trombone in global VoIP configuration mode

4. end
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DETAILED STEPS

Procedure

Configuring Media Anti-Tromboning .

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode. Enter your password if
prompted.

Step 2

configureterminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

Enter one of the following commands to configure media
anti-tromboning:

» media anti-trombonein dial-peer configuration mode
» media anti-trombone in global VoIP configuration
mode
Example:

In dial-peer configuration mode

one dial peer only
voice 10 voip
media anti-trombone
end

! Applying SIP profiles to
(config) # dial-peer
(config-dial-peer) #
(config-dial-peer) #

Device
Device
Device

Example:
In global VoIP SIP mode

! Applying SIP profiles globally

Device (config) #voice service voip

Device (config-voi-serv) #media anti-trombone
Device (config-voi-serv) #end

Enables media anti-trombone for all calls.

Step 4

end

Exits to privileged EXEC mode.
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SIP Profiles

Session Initiation Protocol (SIP) profiles change SIP incoming or outgoing messages so that interoperability
between incompatible devices can be ensured.

You can configure SIP profiles with rules to add, remove, copy, or modify the SIP, Session Description
Protocol (SDP), and peer headers that enter or leave CUBE. The rules in a SIP profile configuration can be
also tagged with a unique number. Tagging the rules allows you to insert or delete rules at any position of the
existing SIP profile configuration without deleting and reconfiguring the entire voice-class sip profile.

Figure 19: Incoming and Outgoing Messages Where SIP Profiles Can Be Applied
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You can use the following tool to test your SIP profile on an incoming message: https://cway.cisco.com/tools/
SipProfileTest/.

* Feature Information for SIP Profiles, on page 135
* Information About SIP Profiles, on page 136

* Restrictions for SIP Profiles, on page 139

» How to Configure SIP Profiles, on page 139

Feature Information for SIP Profiles

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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. Information About SIP Profiles

Table 28: Feature Information for SIP Profiles
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Feature Name

Releases

Feature Information

SIP Profiles (for
inbound messages)

Cisco IOS 15.4(2)T
Cisco IOS XE 3.12S

This feature extends support to inbound messages.
This feature modifies the following commands:

The inbound keyword was added to the sip-profilesand
voice-class sip profiles commands.

Support for Rotary calls

and Media Forking

Cisco IOS 15.3(1)T

With CSCty41575, this feature was enhanced to support
forked and rotary calls.

Configuring SIP Profile
(Add, Delete or Modify)

Cisco I0S
12.4(15)XZ

Cisco I0S 12.4(20)T
Cisco I0S XE 2.5

This feature allows users to change (add, delete, or modify)
the standard SIP messages that are sent or received for better
interworking with different SIP entities.

This feature introduces the following commands: voice
class sip-profiles, response, request.

Support for
Non-Standard SIP
Headers

Cisco I0S 15.5(2)T

This feature allows users to add, copy, delete, or modify
non-standard (for example, X-Cisco-Recording-Participant)
using SIP profiles. The word keyword was added to the
sip-profiles command to allow the user to configure any
non-standard SIP header.

Support for tagging
rules in a SIP profile
configuration

Cisco I0S 15.5(2)T
Cisco I0S XE 3.15S

This feature allows users to tag the rules in a SIP profile
configuration. Tagging the rules allows users to insert or
delete rules at any position of the existing SIP profile
configuration without deleting and reconfiguring the entire
voice-class sip profile.

The following command is introduced in voice class sip
profiles configuration mode to tag and insert rules: rule

This feature also allows users to upgrade or downgrade all
the existing SIP profile configurations to rule-format and
non-rule format.

The following commands are introduced in global
configuration mode: voice sip sip-profilesupgrade, voice
sip sip-profiles downgrade

Support for Copying
Unsupported SDP
Headers

Cisco IOS 15.6(1)T
Cisco IOS XE 3.17S

This feature allows for unsupported SDP headers to be
copied into a SIP Profile and traverse through CUBE, for
all m-lines.

The feature introduces the following command: pass-thru
content custom-sdp .

Information About SIP Profiles

Protocol translation and repair is a key Cisco Unified Border Element (CUBE) function. CUBE can be deployed
between two devices that support the same VoIP protocol (For example. SIP), but do not interwork because
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of differences in how the protocol is implemented or interpreted. CUBE can customize the SIP messaging on
either side to what the devices in that segment of the network expects to see by normalizing the SIP messaging
on the network border, or between two non-interoperable devices within the network.

Service providers may have policies for which SIP messaging fields should be present (or what constitutes
valid values for the header fields) before a SIP call enters their network. Similarly, enterprises and small
businesses may have policies for the information that can enter or exit their networks for policy or security
reasons from a service provider SIP trunk.

Figure 20: SIP Profile

Add user=phone for INVITEs

Ineomin; O oin:
INVITE sip: INVITE sip:

5551000 @sip.com:5060 5551000 @sip.com:5060
SIF2.0 user=phone SIF2.0

voice class sip-profiles 100
request INVITE sip-header SIP-Req-URI modify “;51P/2.0" "user=phone SIP/2.0°
request REINVITE sip-heade SIP-Req-URI modify”; SIP/2.0" "user=phone SIP/2.0"

Modiify a“sip” URI to a “tel” URI in INVITEs

Incoming = o i Qutgoing =
INVITE sip: INVITE tel:2222000020

2222000020@10.13.24.6:5060 SIP/2.0
SIP2.0
voice class sip-profiles 100
request INVITE sip-header SIP-Req-URI modify “sip:(.*}@[*+" “tel\1”
request INVITE sip-header From modify “<sip:(*)@*>" "<tel\1>"
request INVITE sip-header To modify“<sip{ *}@*>" “<tel\1>"

ans

In order to customize SIP messaging in both directions, you can place and configure a CUBE with a SIP
profile at the boundary of these networks.

In addition to network policy compliance, the CUBE SIP profiles can be used to resolve incompatibilities
between SIP devices inside the enterprise network. These are the situations in which incompatibilities can
arise:

* A device rejects an unknown header (value or parameter) instead of ignoring it
* A device sends incorrect data in a SIP message
* A device does not implement (or implements incorrectly) protocol procedures

* A device expects an optional header value or parameter, or an optional protocol procedure that can be
implemented in multiple ways

* A device sends a value or parameter that must be changed or suppressed before it leaves or enters the
network

* Variations in the SIP standards on how to achieve certain functions

The SIP profiles feature on CUBE provides a solution to these incompatibilities and customization issues.

SIP profiles can also be used to change a header name from the long form to the compact form. For example,
From to f. This can be used as a way to reduce the length of a SIP message. By default, the device never sends
the compact form of the SIP messages although it receives either the long or the short form.

Important Characteristics of SIP Profiles

The following are a few important notes for SIP Profiles:
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* Copy Variables u01 to u99 are shared by inbound and outbound SIP Profiles.

* Session Initiation Protocol (SIP) and Session Description Protocol (SDP) headers are supported. SDP
can be either a standalone body or part of a Multipurpose Internet Mail Extensions (MIME) message.

* The rules that are configured for an INVITE message are applied only to the first INVITE of a call. A
special REINVITE keyword is used to manipulate subsequent INVITEs of a CALL.

* Manipulation of SIP headers by outbound SIP profiles occurs as the last step before the message leaves
the CUBE device. That is, after destination dial-peer matching has taken place. Changes to the SIP
messages are not remembered or acted on by the CUBE application. The Content-length field is
recalculated after the SIP Profiles rules are applied to the outgoing message.

* If the ANY keyword is used in place of a header, it indicates that a rule must be applied to any message
within the specified category.

* SIP header modification can be cryptic. It is easier to remove a header and add it back (with the new
value), rather than modifying it.

* To include '?' (question-mark) character as part of match-pattern or replace-pattern, you must press
"Ctrl+v" keys and then type '?". This operation is needed to treat ‘?” as an input character itself instead
of the usual device help prompt.

\}

Note Regex features like look-ahead, look-behind, OR operator, and non capturing
group are not supported (for example, ?!, ?:, 7<=, |,and so on).

* For header values used to add, modify or copy a header:
« [f a whitespace occurs, the entire value must be included between double quotes. For example,
“User-Agent: CISCO CUBE”

« If double quotes occur, a backslash must prefix the double quotes. For example, “User-Agent:
\*CISCO\” CUBE”

* Regular expressions are supported.
* [f an incoming SIP message contains certain proprietary attributes, CUBE can copy these unsupported
SDP attributes or lines from incoming leg to outgoing leg using a SIP profile rule.

* The copy variable can be used in outbound profile to add or modify the outgoing message.

Inbound SIP Profile:

» If the incoming message contains multiple instances of the same header, the header values are stored as
a comma-separated list. Consider this fact while modifying it.

* Modification by an inbound SIP profile takes place before regular SIP call processing happens so that
behavior of CUBE is as if it received the message directly without modification.

If inbound dial peer matching fails as required information could not be extracted from headers (like
Request-URI, Via, From or To) due to issues in them, global dial peers are applied. An example is a
request with invalid SIP-Req-URI.
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+ After modification by inbound SIP Profiles, the parameters in SIP message might change. This change
might change the inbound dial-peer that is matched when an actual dial-peer lookup is done.

* In the register pass-through feature, there is only one dial-peer for register and response. So both register
from phone and response from registrar go through the same inbound sip profile under the dial-peer if
any.

Restrictions for SIP Profiles

* Removal or addition of mandatory headers is not supported. You can only modify mandatory headers
Mandatory SIP headers include To, From, Via, CSeq, Call-1d, and Max-Forwards. Mandatory SDP
headers include v, o, s, t ,c, and m.

» Addition or removal of entire Multipurpose Internet Mail Extensions (MIME) or (Session Description
Protocol) SDP bodies from SIP messages is not supported.

* Syntax checking is not performed on SIP messages after SIP profile rules have been applied. Changes
specified in the SIP profile should result in valid SIP protocol exchanges.

* The header length (including header name) after modification should not exceed 300 characters. Max
header length for add value is approximately 220 characters. Max SDP length is 2048 characters. If any
header length exceeds this maximum value after applying SIP profiles, then the profile is not applied.

* [f a header-name is changed to its compact form, SIP profile rules cannot be applied on that header. Thus
a SIP profile rule modifying a header name to its compact form must be the last rule on that header.

* We cannot modify the "image" m-line attributes (m=image 16850 udptl t38) using SIP profiles. SIP
profiles can be applied only on audio and video m-lines in SDP.

* In a high-availability (HA) scenario, SIP profiles copy variable data is not check-pointed to standby.
+ Existing limitations and restrictions of outbound SIP profiles apply to inbound SIP profiles as well.
* You cannot configure more than 99 variables for the SIP profiles copy option.

* Once a SIP profile is configured using rule tag, you cannot add rules without tags in the same profile
and vice-versa.

» If a SIP profile is applied to modify the SDP content of a SIP message, CUBE does not increment the
"o="line version, which may cause ITSPs to disconnect the call. CUBE does not store the modified SDP
after the application of the SIP profile.

Note that manipulation of SIP messages by outbound SIP profiles occurs as the final step before the
outgoing message leaves the CUBE device, and occurs after destination dial-peer matching has taken
place. Changes to SIP messages are not remembered or acted on by CUBE. The Content-length field is
recalculated after SIP Profile rules are applied to outgoing messages.

How to Configure SIP Profiles

To configure SIP Profiles, you must first configure the SIP Profile globally, and apply it at either to all dial
peers (globally) or to a single dial peer (dial-peer level). After a SIP profile is configured, it can be applied
as an inbound or outbound profile.
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Configuring a SIP Profile to Manipulate SIP Request or Response Headers

SUMMARY STEPS

enable
configureterminal
voice class sip-profiles profile-id

b=

Enter one of the following to add, remove, modify SIP headers:

* request message {sip-header | sdp-header} header-to-add add header-value-to-add
* request message {sip-header | sdp-header } header-to-remove remove
* request message {sip-header | sdp-header} header-to-modify modify header-value-to-match

header-value-to-replace

5. Enter one of the following to add, remove, or modify SIP response headers:

* response message [method method-type] {sip-header | sdp-header } header-to-add add

header-value-to-add

* response message [method method-type] {sip-header | sdp-header} header-to-remove remove

* response message [method method-type] {sip-header | sdp-header} header-to-modify modify
header-value-to-match header-value-to-replace

6. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Step 2 configure terminal Enters global configuration mode.
Step 3 voice class sip-profiles profile-id Creates a SIP Profiles and enters voice class configuration
mode.

Example:

Device (config) # voice class sip-profiles 10
Step 4 Enter one of the following to add, remove, modify SIP According to your choice, this step does one of the

headers:

* request message {sip-header | sdp-header}
header-to-add add header-value-to-add

* request message {sip-header | sdp-header }
header-to-remove remove

* request message {sip-header | sdp-header}
header-to-modify modify header-value-to-match
header-value-to-replace

following:
* Adds a SIP or SDP header to a SIP request.
* Removes a SIP or SDP header to a SIP request.
* Modifies a SIP or SDP header to a SIP request.

* If ANY is used in place of a header, it indicates that a
rule must be applied to any message within the
specified category.
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Command or Action

Purpose

« For header-value-to-add used to add a header,
header-value-to-match or header-value-to-replace
used to modify a header:

* If a whitespace occurs, the entire value must be
included between double quotes. For example,
“User-Agent: CISCO CUBE”

* If double quotes occurs, a back slash must prefix
the double quotes. For example, “User-Agent:

\"CISCO\” CUBE”

* Regular expressions are supported.

Step 5 Enter one of the following to add, remove, or modify SIP | According to your choice, this step does one of the
response headers: following:
* response message [method method-type] {sip-header  Adds a SIP or SDP header to a SIP response.
| sdp-header } header-to-add add header-value-to-add
« responsemessage [method method-type] {sip-header * Removes a SIP or SDP header to a SIP response.
| sdp-header } header-to-remove remove « Modifies a SIP or SDP header to a SIP response.
* response message [method method-type] {sip-header
| sdp-header } header-to-modify modify « All notes from the previous step are applicable here.
header-value-to-match header-value-to-replace
Step 6 end Exits to privileged EXEC mode

Configuring SIP Profiles for Copying Unsupported SDP Headers

CUBE can pass across SDP attributes by defining SIP profile rules. The following steps are involved:

1. Configure CUBE to pass-through custom SDP on in-leg.

2. Define rule to Copy relevant attributes from peer SDP on out-leg.

3. Define rule to Add or Modify attributes in outbound SDP with copied data.

SUMMARY STEPS

1. enable
2. configure terminal

3. To enable copying of unsupported SDP attribute from incoming leg to outbound leg, you need to enable

one of the following commands:

* In Global VoIP SIP configuration mode

pass-thru content custom-sdp

* In dial-peer configuration mode (The configuration is applied on the incoming dial-peer)

voice-class sip pass-thru content custom-sdp
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4. voiceclass sip-profiles profile-id
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5. Enter one of the following to copy an unsupported SDP line or attribute from peer leg's SDP and add,

modify, or remove in the outgoing SDP:

* request/response ANY peer-header sdp mline-index index COPY match-pattern copy-variable
* request/response ANY sdp-header mline-index indexheader-name ADD copy-variable
* request/response ANY sdp-header mline-index indexheader-name MODIFY copy-variable +

replace-pattern

* request/response ANY sdp-header mline-index indexheader-name REMOVE

6. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3

To enable copying of unsupported SDP attribute from
incoming leg to outbound leg, you need to enable one of
the following commands:

* In Global VoIP SIP configuration mode

pass-thru content custom-sdp

* In dial-peer configuration mode (The configuration is
applied on the incoming dial-peer)

voice-class sip pass-thru content custom-sdp

Example:
In Global VoIP SIP configuration mode:

Device (config)# voice service voip
Device (conf-voi-serv)# sip
Device (conf-serv-sip) # pass-thru content custom-sdp|

Example:
In Dial-peer configuration mode:

Device (config) # dial-peer voice 2 voip
Device (config-dial-peer) # voice-class sip pass-thruy
content custom-sdp

Enables copying of unsupported SDP attributes per m-line
to the peer leg so that it can be used in outgoing SIP
messages.

Note Enabling this command does not enable the

SDP Passthrough feature.

Step 4

voice class sip-profiles profile-id

Example:

Voice class sip-profile is configured on the outbound
dial-peer or as a global configuration.
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Command or Action

Purpose

Device (config) # voice class sip-profiles 10

Creates a SIP Profile and enters voice class configuration
mode.

Step 5 Enter one of the following to copy an unsupported SDP | M-line Index values:
line or af[trlbute from peer leg's SDP and add, modify, or * 0 - A value of zero represents the session level.
remove in the outgoing SDP:
 request/response ANY peer-header sdp *1t06 -‘A value in t.he range of one to six represents
mline-index index COPY match-pattern copy-variable the m-line number in SDF.
’ .requea/r%ponse ANY sdp-heagler miine-index Copy: Enables copying of SDP line or attribute from peer
indexheader-name ADD copy-variable leg SDP
* request/response ANY sdp-header mline-index '
indexheader-name MODIFY copy-variable + Add: Enables adding the copied SDP line or attribute in the
replace-pattern outgoing SDP.
. fequesmeq)onse ANY sdp-header mline-index | Modify: Enables modifying SDP line or attribute in the
indexheader-name REM OVE outgoing SDP.
Remove: Enables removing SDP line or attribute in the
outgoing SDP.
Step 6 end Exits to privileged EXEC mode.

Example: Configuring SIP Profile Rules (Attribute Passing)

response ANY peer-header sdp mline-index 4 copy “(a=ixmap:0.%*)” ull
response ANY sdp-header mline-index 4 a=ixmap add “\uOl”

Example: Configuring SIP Profile Rules (Parameter Passing)

response ANY peer-header sdp mline-index 2 copy "a=fmtp:126

.* (max-fps=....)" u04

response ANY sdp-header mline-index 2 a=fmtp:126 modify ";" ";\u04;"

Example: Configuration to Remove an Attribute

response ANY sdp-header mline-index 4 a=test REMOVE

Configuring SIP Profile Using Rule Tag

Configure SIP profile rules using the rule tag, enables you to performing the following tasks:

» Add SIP profile request and response headers with a rule tag.

» Modify the existing SIP profile configurations by inserting a rule at any position of the SIP profile without
deleting and reconfiguring the entire SIP profile.

» Remove a rule by specifying only rule tag.

Below are the rule tag behaviors that needs to be considered while using rule tag in SIP profile configurations:
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* If a rule is added with the tag of an existing rule, then the existing rule is overwritten with the new rule.

* For inserting a rule at the desired position, the SIP profile configuration should be in rule format. In case
the SIP profile is in non-rule format, upgrade the SIP profiles to rule format before inserting a rule.

* If a new rule is inserted, the new rule takes the position specified in before tag. The subsequent rules
are incremented sequentially.

* Once the rule is removed, the tag belonging to the removed rule remains vacant. The tags associated with
the subsequent rules remain unchanged.

* If a rule is added to a vacant tag, the new rule gets associated with the vacant tag and the subsequent
rules remain unchanged.

SUMMARY STEPS
1. enable
2. configureterminal
3. voiceclass sip-profiles profile-id
4. Enter one of the following to add, copy, modify, or remove a SIP request or response headers to a SIP
profile configuration:
*ruletag request method sdp-header | sip-header header-name add | copy | modify | remove
string
 ruletag response method sdp-header | sip-header header-name add | copy | modify | remove
string
5. Enter one of the following to insert a rule in between the existing set of rules to add, remove, or modify
SIP request or response headers:
* rulebeforetag request method sdp-header | sip-header header-name
add | copy | modify | remove string
* rule beforetag response method sdp-header | sip-header header-name
add | copy | modify | remove string
6. Enter the following to delete a rule:
* noruletag
7. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Step 2 configureterminal Enters global configuration mode.
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Configuring a SIP Profile for Non-standard SIP Header .

Command or Action

Purpose

Step 3 voice class sip-profiles profile-id Creates a SIP Profile and enters voice class configuration
mode.
Example:
Device (config)# voice class sip-profiles 10
Step 4 Enter one of the following to add, copy, modify, or remove | According to your choice, this step tags the SIP request or
a SIP request or response headers to a SIP profile response header with a unique number.
configuration:
e ruletagrequest method sdp-header | sip-header
header-name add | copy | modify | remove string
* ruletag response method sdp-header | sip-header
header-name add | copy | modify | remove string
Step 5 Enter one of the following to insert a rule in between the | According to your choice this steps inserts the rule at the
existing set of rules to add, remove, or modify SIP request | position specified in the beforetag. The subsequent rules
or response headers: in the existing SIP profile configuration is incremented
* rule beforetag request method sdp-header | sequentially.
sip-header header-name
add | copy | modify | remove string
* rule beforetag response method sdp-header |
sip-header header-name
add | copy | modify | remove string
Step 6 Enter the following to delete a rule: According to your choice, this step tags the SIP request or
response with a unique number.
* noruletag
Step 7 end Exits voice class sip-profiles configuration mode.

Configuring a SIP Profile for Non-standard SIP Header

SUMMARY STEPS

enable
configureterminal
voice class sip-profiles profile-id

b=

Enter one of the following to add, copy, remove, or modify non-standard SIP request headers:

* request message {sip-header } non-standard-header-to-add add non-standard-header-value-to-add

* request message {sip-header } non-standard-header-to-copy copy
non-standard-header-value-to-match copy-variable

* request message {sip-header } non-standard-header-to-remove remove

* request message {sip-header } non-standard-header-to-modify modify
non-standard-header-value-to-match non-standard-header-value-to-replace

5. Enter one of the following to add, copy, remove, or modify non-standard SIP response headers:
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* response message [method method-type] {sip-header } non-standard-header-to-add add

non-standard-header-value-to-add

* response message [method method-type] {sip-header} non-standard-header-to-copy copy
non-standard-header-value-to-match copy-variable

* response message [method method-type] {sip-header} non-standard-header-to-remove remove

* response message [method method-type] {sip-header} non-standard-header-to-modify modify
non-standard-header-value-to-match non-standard-header-value-to-replace

6. end

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Step 2 configureterminal Enters global configuration mode.
Step 3 voice class sip-profiles profile-id Creates a SIP Profiles and enters voice class configuration
mode.

Example:

Device (config) # voice class sip-profiles 10
Step 4 Enter one of the following to add, copy, remove, or modify | According to your choice, this step does one of the

non-standard SIP request headers:

* request message {sip-header }
non-standard-header-to-add add
non-standard-header-value-to-add

* request message {sip-header }
non-standard-header-to-copy copy
non-standard-header-value-to-match copy-variable

* request message {sip-header }
non-standard-header-to-remove remove

* request message {sip-header }
non-standard-header-to-modify modify
non-standard-header-value-to-match
non-standard-header-value-to-replace

following:

* Adds a non-standard SIP header to a SIP request.
* Copies contents from a non-standard SIP header to a
SIP request.

* Removes a non-standard SIP header to a SIP request.
* Modifies a non-standard SIP header to a SIP request.

* If ANY is used in place of a header, it indicates that a
rule must be applied to any message within the
specified category.

* For non-standard-header-value-to-add used to add a
non-standard header,
non-standard-header-value-to-match or
non-standard-header-value-to-replace used to modify
a non-standard header:

« If a whitespace occurs, the entire value must be
included between double quotes. For example,
“User-Agent: CISCO CUBE”

* If double quotes occurs, a back slash must prefix
the double quotes. For example, “User-Agent:
\”CISCO\” CUBE”
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Command or Action Purpose

* Regular expressions are supported.

Step 5 Enter one of the following to add, copy, remove, or modify | According to your choice, this step does one of the
non-standard SIP response headers: following:

* response message [method method-type] {sip-header + Adds a non-standard SIP to a SIP response.
} non-standard-header-to-add add « Copies contents from a non-standard SIP header to a
non-standard-header-value-to-add SIP response.

* response message [method method-type]
{sip-header} non-standard-header-to-copy copy
non-standard-header-value-to-match copy-variable * Modifies a non-standard SIP header to a SIP response.

* response message [method method-type] * All notes from the previous step are applicable here.
{sp-header} non-standard-header-to-remove remove

* response message [method method-type]
{dp-header} non-standard-header-to-modify modify
non-standard-header-value-to-match
non-standard-header-value-to-replace

* Removes a non-standard header to a SIP response.

Step 6 end Exits to privileged EXEC mode

Upgrading or Downgrading SIP Profile Configurations

You can upgrade or downgrade all the SIP Profile configurations to rule-format or non-rule format
automatically.

\}

Note We recommend that you downgrade the SIP profiles to non-rule format configuration before migrating to a
version below Cisco IOS Release 15.5(2)T or Cisco IOS-XE Release 3.15S. If you migrate without downgrading
the SIP profile configurations, then all the SIP profile configurations is lost after migration.

SUMMARY STEPS

1. enable
2. Enter the following to upgrade SIP profiles configurations to rule-format:

* voice sip sip-profiles upgrade
3. Enter the following to downgrade SIP profiles configurations to non-rule format:
* voice sip sip-profiles downgrade

4. end
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Procedure
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
* Enter your password if prompted.
Step 2 Enter the following to upgrade SIP profiles configurations | Upgrades all SIP Profiles to rule-format configurations.
to rule-format:
* voice sip sip-profiles upgrade
Example:
In EXEC(#) mode:
Device#voice sip sip-profiles upgrade
Step 3 Enter the following to downgrade SIP profiles Downgrades all SIP Profiles from rule-format configurations
configurations to non-rule format: to non-rule format configurations.
* voice sip sip-profiles downgrade
Example:
In EXEC(#) mode:
Device#voice sip sip-profiles downgrade
Step 4 end Exits privileged EXEC mode.

What to do next

Now apply the SIP Profile as an inbound or outbound SIP profile.

Configuring a SIP Profile as an Quthound Profile

SUMMARY STEPS

1. enable
2. configure terminal
3. Apply the SIP profile to a dial peer:

* voice-class sip profiles profile-id in the dial-peer configuration mode.
* sip-profiles profile-id in the global VoIP configuration mode

4. end
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DETAILED STEPS

Procedure

Configuring a SIP Profile as an Inbound Profile .

Command or Action

Purpose

Step 1

enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2

configure terminal

Enters global configuration mode.

Step 3

Apply the SIP profile to a dial peer:

» voice-class sip profiles profile-id in the dial-peer
configuration mode.

* sip-profilesprofile-id in the global VoIP configuration
mode

Example:

In dial-peer configuration mode

'Applying SIP profiles to one dial peer only
Device (config)# dial-peer voice 10 voip

Device (config-dial-peer)# voice-class sip profiles|
30

Device (config-dial-peer)# end

Example:
In global VoIP SIP mode

! Applying SIP profiles globally

Device (config) # voice service voip
Device (config-voi-serv)# sip

Device (config-voi-sip)# sip-profiles 20
Device (config-voi-sip)# end

Step 4

end

Exits to privileged EXEC mode .

Configuring a SIP Profile as an Inbound Profile

You can configure a SIP profile as an inbound profile applied globally or to a single inbound dial peer. Inbound
SIP profiles feature must be enabled before applying it to dial peers.

SUMMARY STEPS

enable

configure terminal

voice service voip

sp

sip-profilesinbound

Apply the SIP profile to a dial peer:

oakwN-=
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« voice-class sip profiles profile-id inbound in the dial-peer configuration mode.
* sip-profiles profile-id inbound in the global VoIP configuration mode

7 end

DETAILED STEPS
Procedure

Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Step 3 voice service voip Enters global VoIP configuration mode.

Example:

Device (config)# voice service voip

Step 4 sip Enters global VoIP SIP configuration mode.

Example:

Device (config-voi-serv)# sip

Step 5 sip-profilesinbound Enables inbound SIP profiles feature.

Example:

Device (config-voi-sip) # sip-profiles inbound

Step 6 Apply the SIP profile to a dial peer:

* voice-class sip profiles profile-id inbound in the
dial-peer configuration mode.

* sip-profiles profile-id inbound in the global VoIP
configuration mode
Example:

In dial-peer configuration mode

'Applying SIP profiles to one dial peer only
Device (config)# dial-peer voice 10 voip

Device (config-dial-peer)# voice-class sip profiles|
30 inbound

Device (config-dial-peer)# end

Example:
In global VoIP SIP mode

! Applying SIP profiles globally
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Verifying SIP Profiles [JJ]

Command or Action Purpose

Device (config) # voice service voip

Device (config-voi-serv)# sip

Device (config-voi-sip)# sip-profiles 20 inbound
Device (config-voi-sip)# end

Step 7 end Exits to privileged EXEC mode

Verifying SIP Profiles

SUMMARY STEPS

1. show dial-peer voiceid | include profile

DETAILED STEPS

Procedure

show dial-peer voiceid | include profile
Displays information related to SIP profiles configured on the specified dial peer.
Example:

Device# show dial-peer voice 10 | include profile

Translation profile (Incoming):
Translation profile (Outgoing):
translation-profile = '

voice class sip profiles = 11

voice class sip profiles inbound = 10

Troubleshooting SIP Profiles

SUMMARY STEPS
1. debug ccsip all
DETAILED STEPS
Procedure
debug ccsip all

This command displays the applied SIP profiles.

Example:
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Applied SIP profile is highlighted in the example below.

Device# debug ccsip all

Oct 12 06:51:53.619: //-1/735085DC8F3D/SIP/Info/sipSPIGetShrlPeer:

Try match incoming dialpeer for Calling number:

sippOct 12 06:51:53.619:

//=1/735085DC8F3D/SIP/Info/sipSPIGetCallConfig:

Peer tag 2 matched for incoming call

Oct 12 06:51:53.619: //-1/xxxxxxxxxxXx/SIP/Info/sipSPIGetCallConfig:

voice class SIP profiles tag is set : 1

Oct 12 06:51:53.619: //-1/735085DC8F3D/SIP/Info/sipSPIGetCallConfig:

Not using Voice Class Codec

Oct 12 06:51:53.619: //-1/735085DC8F3D/SIP/Info/sipSPIGetCallConfig:

xcoder high-density disabled

Oct 12 06:51:53.619: //-1/735085DC8F3D/SIP/Info/sipSPIGetCallConfig:

Flow Mode set to FLOW THROUGH

CUBE Fundamentals and Basic Setup |

This command also displays the modifications performed by the SIP profile configuration, by preceding the modification

information with the word sip_profiles, as highlighted in the example below.

Example:
Device# debug ccsip all

Oct 12 06:51:53.647: //-1/xxxxxxxxxxxx/SIP/Info/
sip profiles application_change_sdp_line:
New SDP header is added : b=AS: 1600

Oct 12 06:51:53.647: //-1/xxxxxxxxxxxx/SIP/Info/
sip profiles update content length:
Content length header before modification
Content-Length: 290

Oct 12 06:51:53.647: //-1/xxxxxxxxxxxx/SIP/Info/
sip profiles update_content_ length:
Content length header after modification
Content-Length: 279

Examples: Adding, Modifying, Removing SIP Profiles

Example: Adding a SIP, SDP, or Peer Header

Example: Adding "b=AS:4000" SDP header to the video-media Header of the INVITE SDP Request

Messages

Device (config) # voice class sip-profiles 10

Device (config-class)# request INVITE sdp-header Video-Bandwidth-Info add "b=AS:4000"

Device (config-class) # end

Example: Adding "b=AS:4000" SDP header to the video-media Header of the INVITE SDP Request

Messages in rule format

Device (config) # wvoice class sip-profiles 10
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Example: Adding a SIP, SDP, or Peer Header .

Device (config-class) # rule 1 request INVITE sdp-header Video-Bandwidth-Info add "b=AS:4000"
Device (config-class) # end

Example: Adding the Retry-After Header to the SIP 480 Response Messages

Device (config) # wvoice class sip-profiles 20
Device (config-class) # response 480 sip-header Retry-After add “Retry-After: 60”
Device (config-class) # end

Example: Adding the Retry-After Header to the SIP 480 Response Messages in rule format

Device (config)# voice class sip-profiles 20
Device (config-class)# rule 1 response 480 sip-header Retry-After add “Retry-After: 60”
Device (config-class) # end

Example: Adding "User-Agent: SIP-GW-UA" to the User-Agent Field of the 200 Response SIP Messages

Device (config)# voice class sip-profiles 40
Device (config-class)# response 200 sip-header User-Agent add "User-Agent: SIP-GW-UA"
Device (config-class) # end

Example: Adding "User-Agent: SIP-GW-UA" to the User-Agent Field of the 200 Response SIP Messages
in rule format

Device (config) # voice class sip-profiles 40
Device (config-class) # rule 1 response 200 sip-header User-Agent add "User-Agent: SIP-GW-UA"
Device (config-class) # end

Example: Adding "a=ixmap:0 ping" in M-Line number 4 of the INVITE SDP Request Messages

Device (config) # voice class sip-profiles 10
Device (config-class)# request INVITE sdp-header mline-index 4 a=ixmap add "a=ixmap:0 ping"
Device (config-class)# end

Applying the SIP Profiles

! Applying SIP profiles globally
Device (config) #voice service voip
Device (config-voi-serv) #sip

Device (config-voi-sip) #sip-profiles 20
Device (config-voi-sip) #end

! Applying SIP profiles to one dial peer only
Device (config) dial-peer voice 10 voip
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. Example: Modifying a SIP, SDP, or Peer Header

Device (config-dial-peer) #voice-class sip profiles 30
Device (config-dial-peer) #end

Example: Modifying a SIP, SDP, or Peer Header

Example: Modifying SIP-Req-URI of the Header of the INVITE and RE-INVITE SIP Request Messages
to include "user=phone"

Device (config) # voice class sip-profiles 30

Device (config-class) # request INVITE sip-header SIP-Req-URI modify "; SIP/2.0" ";user=phone
SIP/2.0"
Device (config-class) # request RE-INVITE sip-header SIP-Req-URI modify "; SIP/2.0" ";user=phone
Sip/2.0"

Device (config-class) # end

Example: Modifying SIP-Req-URI of the Header of the INVITE and RE-INVITE SIP Request Messages
to include "user=phone" in rule format

Device (config) # voice class sip-profiles 30

Device (config-class) # rule 1 request INVITE sip-header SIP-Req-URI modify "; SIP/2.0"
" ;user=phone SIP/2.0"
Device (config-class) # rule 2 request RE-INVITE sip-header SIP-Req-URI modify "; SIP/2.0"

" ;user=phone SIP/2.0"
Device (config-class) # end

Modify the From Field of a SIP INVITE Request Messages to “gateway@gw-ip-address” Format
For example, modify 2222000020@10.13.24.7 to gateway@10.13.24.7

Device (config) # voice class sip-profiles 20
Device (config-class) # request INVITE sip-header From modify " (<.*:) (.*@)" "\lgateway@"

Modify the From Field of a SIP INVITE Request Messages to “gateway@gw-ip-address” Format in
rule format

For example, modify 2222000020@10.13.24.7 to gateway@10.13.24.7

Device (config) # voice class sip-profiles 20
Device (config-class)# rule 1 request INVITE sip-header From modify " (<.*:) (.*@)" "\lgateway@"

Replace "CiscoSystems-SIP-GW-UserAgent" with "-" in the Originator Header of the SDP in INVITE
Request Messages

Device (config) # wvoice class sip-profiles 10
Device (config-class) # request INVITE sdp-header Session-Owner modify
"CiscoSystems-SIP-GW-UserAgent"“ "-"
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Replace "CiscoSystems-SIP-GW-UserAgent" with "-" in the Originator Header of the SDP in INVITE
Request Messages in rule format

Device (config) # wvoice class sip-profiles 10
Device (config-class)# rule 1 request INVITE sdp-header Session-Owner modify
"CiscoSystems-SIP-GW-UserAgent"“ "-"

Convert "sip uri" to "tel uri" in Req-URI, From and To Headers of SIP INVITE Request Messages
For example, modify sip:2222000020@9.13.24.6:5060” to “tel:2222000020

Device (config) # voice class sip-profiles 40

Device (config-class) # request INVITE sip-header SIP-Req-URI modify "sip: (.*)@[* ]+" "tel:\1"
Device (config-class) # request INVITE sip-header From modify "<sip: (.*)@.*>" "<tel:\1>"
Device (config-class) # request INVITE sip-header To modify "<sip: (.*)Q@.*>" "<tel:\1>"

Convert "sip uri" to "tel uri" in Req-URI, From and To Headers of SIP INVITE Request Messagesin
rule format

For example, modify sip:2222000020@9.13.24.6:5060” to “tel:2222000020

Device (config) # wvoice class sip-profiles 40

Device (config-class)# rule 1 request INVITE sip-header SIP-Req-URI modify "sip: (.*)Q[* ]1+"
"tel:\1"

Device (config-class)# rule 2 request INVITE sip-header From modify "<sip: (.*)@.*>" "<tel:\1>"

Device (config-class) # rule 3 request INVITE sip-header To modify "<sip: (.*)@.*>" "<tel:\1>"

Example: Change the Audio Attribute Ptime:20 to Ptime:30
Inbound ptime:

a=ptime:20

Outbound ptime:

a=ptime:30

Device (config) # voice class sip-profiles 103
Device (config-class) # request ANY sdp-header Audio-Attribute modify "a=ptime:20" "a=ptime:30"

Example: Modify Audio direction "Audio-Attribute"

Some service providers or customer equipment reply to delay offer invites and or re-invites that
contain a=inactive with a=inactive, a=recvonly, or a=sendonly. This can create an issue when trying
to transfer or retrieve a call from hold. The result is normally one-way audio after hold or resume or
transfer or moh is not heard. To resolve this issue changing the audio attribute to Sendrecv prevents
the provider from replaying back with a=inactive, a=recvonly, or a=sendonly.

Case 1:

Inbound Audio-Attribute

a=inactive
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. Example: Modifying a SIP, SDP, or Peer Header

Outbound Audio-Attribute

a=sendrecv

Case 2:

Inbound Audio-Attribute
a=recvonly

Outbound Audio-Attribute

a=sendrecv

Case 3

Inbound Audio-Attribute
a=sendonly
Outbound Audio-Attribute

a=sendrecv

Device (config) # voice class sip-profiles 104

Device (config-class) # request any sdp-header Audio-Attribute modify "a=inactive" "a=sendrecv"
Device (config-class) # request any sdp-header Audio-Attribute modify "a=recvonly" "a=sendrecv"
Device (config-class)# request any sdp-header Audio-Attribute modify "a=sendonly" "a=sendrecv"

Device (config-class) # response any sdp-header Audio-Attribute modify "a=inactive" "a=sendrecv"
Device (config-class) # response any sdp-header Audio-Attribute modify "a=recvonly" "a=sendrecv"
Device (config-class) # response any sdp-header Audio-Attribute modify "a=sendonly" " ndrecv"

Example: Modifying Packetization Mode in a=fmtp line of M-line number 2 of the INVITE SDP Request
Messages

Device (config) # voice class sip-profiles 10

Device (config-class)# request INVITE sdp-header mline-index 2 a=fmtp modify
"packetization-mode=1" "packetization-mode=0"

Device (config-class) # end

Applying the SIP Profiles to Dial Peers

! Applying SIP Profiles globally
Device (config) # voice service voip
Device (config-voi-serv) sip-profiles 20
Device (config-voi-serv) sip-profiles 10
Device (config-voi-serv) sip-profiles 40
Device (config-voi-serv) sip-profiles 103
Device (config-voi-serv) sip-profiles 104
( )

Device (config-voi-serv) exit
! Applying SIP Profiles to one dial peer only
Device (config) dial-peer voice 90 voip

Device (config-dial-peer) voice-class sip profiles 30
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Example: Remove a SIP, SDP, or Peer Header

Remove Cisco-Guid SIP header from all Requests and Responses

Device (config) # voice class sip-profiles 20

Device (config-class) # request ANY sip-header Cisco-Guid remove
Device (config-class) # response ANY sip-header Cisco-Guid remove
Device (config-class) # end

Remove Server Header from 100 and 180 SIP Response Messages

Device (config) # voice class sip-profiles 20
config-class) # response 100 sip-header Server remove
config-class)# response 180 sip-header Server remove

config-class)# end

Device
Device
Device

Removing a SIP Profile rule in rule format configuration

SIP Profile configuration in rule format

Device (config)# voice class sip-profiles 10

Device (config-class)# rule 1 request any sdp-header Audio-Attribute modify "a=inactive"
"a=sendrecv"

Device (config-class)# rule 2 request any sdp-header Audio-Attribute modify "a=recvonly"
"a=sendrecv"

Device (config-class) # end

Removing the rule using rule tag

Device (config) # voice class sip-profiles 10
Device (config-class)# no rule 1
Device (config-class) # end

Once the rule is removed, the tag belonging to the removed rule remains vacant. The tags associated
with the subsequent rules are unchanged.

The SIP Profile configuration after removing the rule
Device (config)# voice class sip-profiles 10
Device (config-class) # rule 2 request any sdp-header Audio-Attribute modify "a=recvonly"

"a=sendrecv"
Device (config-class) # end

Example: Removing "a=ixmap" in M-Line number 4 of the INVITE SDP Request Messages

Device (config) # voice class sip-profiles 10
Device (config-class) # response ANY sdp-header mline-index 4 a=ixmap REMOVE
Device (config-class) # end
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. Example: Inserting SIP Profile Rules

Example: Inserting SIP Profile Rules

Example: Inserting a SIP Profile Rule
Inserting a SIP profile rule to a SIP Profile

Device (config) #voice class sip-profiles 1

Device (config-class) #rule 1 request INVITE sip-header Contact Modify “(.*)” “\1;temp=xyz”
Device (config-class) #rule 2 request INVITE sip-header Supported Add “Supported: ”

Device (config-class) #rule before 2 request INVITE sip-header To Modify “(.*)” “\1;temp=abc”

The SIP Profile after inserting the new rule

Device (config) #voice class sip-profiles 1

Device (config-class) #rule 1 request INVITE sip-header Contact Modify “(.*)” “\1;temp=xyz”
Device (config-class) #rule 2 request INVITE sip-header To Modify “(.*)” “\1;temp=abc”
Device (config-class) #rule 3 request INVITE sip-header Supported Add “Supported: ”

Example: Upgrading and Downgrading SIP Profiles automatically

Upgrading SIP Profiles to rule-format

The following is a snippet from show r unning-config command showing the SIP profiles in non-rule
format:

Device#show running-config

|

request INVITE sip-header Contact Modify “(.*)” “\1;temp=xyz”

request INVITE sip-header Supported Add “Supported: ”
|

Execute the following command in EXEC (#) mode to upgrade the SIP Profiles to rule-format:

Device#voice sip sip-profiles upgrade

The following is a snippet from show running-config command showing the SIP profiles after
upgrading to rule-format:

Device#show running-config

|

rule 1 request INVITE sip-header Contact Modify “(.*)” “\1;temp=xyz”

rule 2 request INVITE sip-header Supported Add “Supported: ”
!

Downgrading SIP Profiles to non-rule format

The following is a snippet from show r unning-config command showing SIP profiles in rule-format:
Device#show running-config

|

rule 1 request INVITE sip-header Contact Modify “(.*)” “\1;temp=xyz”

rule 2 request INVITE sip-header Supported Add “Supported: ”
|
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Execute the following command in EXEC(#) mode to downgrade SIP Profiles to non-rule format:

Device# voice sip sip-profiles downgrade

The following is a snippet from show running-config command showing SIP profiles after
downgrading to non-rule format:

Device#show running-config

|

request INVITE sip-header Contact Modify “(.*)” “\1;temp=xyz”

request INVITE sip-header Supported Add “Supported: ”
|

Example: Modifying Diversion Headers

Example: Modify Diversion Headers from Three-Digit Extensions to Ten Digits.

Most service providers require a ten digit diversion header. Prior to Call manager 8.6, Call manager
would only send the extension in the diversion header. A SIP profile can be used to make the diversion
header ten digits.

Call manager version 8.6 and above has the field “Redirecting Party Transformation CSS” which
lets you expand the diversion header on the call manager.

The SIP profile will look for a diversion header containing "<sip:5..." , where ... stands for the
three-digit extension and then concatenates 9789365 with these three digits.

Original Diversion Header:
Diversion:<sip:5100@161.44.77.193>;privacy=o0ff;reason=unconditional;counter=1;screen=no
Modified Diversion Header:

Diversion: <sip:97893651000@10.86.176.19>;privacy=0ff;reason=unconditional;counter=1;screen=no

Device (config) # voice class sip-profiles 101

Device (config-class)# request Invite sip-header Diversion modify "<sip:5(...)@"
"<sip:9789365\1Q"

Device (config-class) # end

Example: Create a Diversion header depending on the area code in the From field

Most service providers require a redirected call to have a diversion header that contains a full 10
digit number that is associated with a SIP trunk group. Sometimes, a SIP trunk may cover several
different area codes, states, and geographic locations. In this scenario, the service provider may
require a specific number to be placed in the diversion header depending on the calling party number.

In the below example, if the From field has an area code of 978 "<sip:978", the SIP profile leaves
the From field as is and adds a diversion header.

Device (config) # wvoice class sip-profiles 102

Device (config-class) # request INVITE sip-header From modify "From: (.*)<sip:978(.*)@(.*)"
"From:\1<sip:978\2@\3\x0ADiversion:
<sip:9789365000@10.86.176.19:5060;privacy=off;reason=unconditional;counter=1l;screen=no"
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. Example: Sample SIP Profile Application on SIP Invite Message

The below diversion header is added. There was no diversion header before this was added:

Diversion: <sip:97893650000@10.86.176.19:5060; transport=udp>"

Example: Sample SIP Profile Application on SIP Invite Message

The SIP profile configured is below:

voice class sip-profiles 1
request INVITE sdp-header Audio-Bandwidth-Info add "b=AS:1600"
request ANY sip-header Cisco-Guid remove
request INVITE sdp-header Session-Owner modify "CiscoSystems-SIP-GW-UserAgent" "-%

The SIP INVITE message before the SIP profile has been applied is show below:

INVITE sip:2222000020@9.13.40.250:5060 SIP/2.0

Via: SIP/2.0/UDP 9.13.40.249:5060;branch=z9hG4bK1A203F
From: "sipp " <sip:1111000010@9.13.40.249>;tag=F11AE0-1D8D
To: <sip:2222000020@9.13.40.250>

Date: Mon, 29 Oct 2007 19:02:04 GMT

Call-ID: 4561B116-858811DC-804DEF2E-4CF2D71B@9.13.40.249
Cisco-Guid: 1163870326-2240287196-2152197934-1290983195
Content-Length: 290

v=0

o=CiscoSystemsSIP-GW-UserAgent 6906 8069 IN IP4 9.13.40.249
s=SIP Call

c=IN IP4 9.13.40.249

t=0 0

m=audio 17070 RTP/AVP 0
c=IN IP4 9.13.40.249
a=rtpmap:0 PCMU/8000
a=ptime:20

The SIP INVITE message after the SIP profile has been applied is shown below:

* The Cisco-Guid has been removed.
* CiscoSystemsSIP-GW-UserAgent has been replaced with -.
* The Audio-Bandwidth SDP header has been added with the value b=AS:1600.

INVITE sip:2222000020@9.13.40.250:5060 SIP/2.0

Via: SIP/2.0/UDP 9.13.40.249:5060;branch=z9hG4bK1A203F
From: "sipp " <sip:1111000010@9.13.40.249>;tag=F11AE0-1D8D
To: <sip:22220000200@9.13.40.250>

Date: Mon, 29 Oct 2007 19:02:04 GMT

Call-ID: 4561B116-858811DC-804DEF2E-4CF2D71B@9.13.40.249
Content-Length: 279

v=0

o=- 6906 8069 IN IP4 9.13.40.249
s=SIP Call

c=IN IP4 9.13.40.249

t=0 0

m=audio 17070 RTP/AVP 0

c=IN IP4 9.13.40.249

a=rtpmap:0 PCMU/8000

a=ptime:20

b=AS:1600
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Example: Sample SIP Profile for Non-Standard SIP Headers .

Example: Sample SIP Profile for Non-Standard SIP Headers

Example: Copy a

Before Cisco I0S Release 15.5(2)T, there was no method to add, copy, delete, or modify any
non-standard SIP headers like "X-Cisco-Recording-Participant' using SIP profiles. The SIP profile

will look for the new option "WORD" that allows the user to change any non-standard SIP header.
voice class sip-profiles 1

request INVITE sip-header X-Cisco-Recording-Participant copy "sip: (.*)@" u0l

request INVITE sip-header X-Cisco-Recording-Participant modify "sip:sipp@" "sip:1000@"

request INVITE sip-header My-Info add "My-Info: MF Call"
request INVITE sip-header My-Info remove

User-to-User from REFER Message

Copy a User-to-User from a REFER message

Apply the sip profile 1210 to the inbound dial-peer that receives the REFER. The sip profile 1211
need to be applied to the outbound dial-peer that is matched after the REFER is consumed.

voice class sip-profiles 1210

request REFER sip-header Refer-To copy "Refer-To:.User-to-User=(.)>" u03
request REFER sip-header x-user add "x-user: TEST2"
request REFER sip-header x-user modify "x-user: (.*)" "x-user: \u03"

The variable does not get copied properly between the call legs. Non-standard header to store the
value and then modify it on the out leg. An ADD operation puts new header under the content-length
header.

To store, remove and re-add the header:

voice class sip-profiles 1211

request INVITE sip-header x-user copy "x-user: (.)" u05

request INVITE sip-header User-to-User add "User-to-User: TEST1"

request INVITE sip-header User-to-User modify "User-to-User: (.)" "User-to-User: \uO5"
request INVITE sip-header x-user remove

request INVITE sip-header Content-length copy "Content-Length: (.)" u06

request INVITE sip-header Content-length remove
request INVITE sip-header Content-length add "Content-Length: Test3"
request INVITE sip-header Content-length modify "Content-Length: (.)" "Content-Length: \u06"
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CHAPTER 1 4

SIP Out-of-Dialog OPTIONS Ping Group

This feature groups the monitoring of SIP dial-peers endpoints and servers by consolidating dial peers with
the same SIP Out-of-Dialog (OOD) OPTIONS ping setup.

* Information About SIP Out-Of-dialog OPTIONS Ping Group, on page 163

* How to Configure SIP Out-Of-dialog OPTIONS Ping Group, on page 164

* Configuration Examples For SIP Out-of-Dialog OPTIONS Ping Group , on page 166
 Additional References, on page 168

* Feature Information for SIP Out-of-dialog OPTIONS Ping Group , on page 169

Information About SIP Out-0f-dialog OPTIONS Ping Group

SIP Out-of-Dialog OPTIONS Ping Group Overview

The SIP Out-Of-Dialog OPTIONS (OODO) Ping Group feature is an existing mechanism that is used by
CUBE to monitor the status of a single SIP dial-peer destination (keepalive). A generic heartbeat mechanism
allows you to monitor the status of SIP servers or endpoints and provide the option of marking a dial peer as
inactive (busyout) upon total heartbeat failure.

You can now consolidate the sending of SIP OODO ping packets by grouping dial peers with the same SIP
OODO ping setup. A keepalive profile is created and referenced by different SIP dial peers. An OODO Options
ping heartbeat keepalive connection is set up for each dial-peer destination of a keepalive profile. If a heartbeat
failure occurs for any of the dial peers of the profile, the status of the respective dial peer is changed to inactive
(busyout) by CUBE.

\}

Note

Configuring the same OPTIONS KEEPALIVE profile on two or more dial-peers with different bind interfaces
configured is not supported. This leads to a scenario wherein the OPTIONS SIP message is not sent from all
bind interfaces except the first configured one. But the dial-peer is always marked as ACTIVE. Similarly, it
is also not supported in multi VRF setup.

You can use the shutdown command to suspend monitoring of all dial peers associated with a keepalive
profile.
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. How to Configure SIP Out-0f-dialog OPTIONS Ping Group

The new command voice-class sip options-keepalive profile tag is used to monitor a group of SIP servers
or endpoints and the existing voice-class sip options-keepalive command is used to monitor a single SIP
endpoint or server.

You can configure a server group to be a part of a SIP OODO ping group. A SIP dial peer is updated to BUSY
state only if all targets of its server group does not response to the OODO ping

How to Configure SIP Out-0f-dialog OPTIONS Ping Group

Configuring SIP Qut-of-Dialog OPTIONS Ping Group

Before you begin

Configure SIP profiles and server groups.

SUMMARY STEPS
1. enable
2. configureterminal
3. voiceclasssip-options-keepalive keepalive-group-profile-id
4. description text
5. transport {tcp [tIs] | udp | system}
6. sip-profiles profile-number
7 down-interval down-interval
8. up-interval up-interval
9. retry retry-interval
10. exit
11. dial-peer voice dial-peer-id voip
12. session protocol sipv2
13. voice-classsip options-keepalive profile keepalive-group-profile-id
14. session server-group server-group-id
15. end
16. show voice class sip-options-keepalive keepalive-group-profile-id
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enters privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
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Command or Action

Purpose

Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 voice class sip-options-keepalive Configures a keepalive profile and enters voice class
keepalive-group-profile-id configuration mode.
Example: * You can use the shutdown command to suspend
keepalive activity for all dial peers associated with
Device (config) # voice class sip-options-keepalive the keepalive proﬁle.
171
Step 4 description text Configures a textual description for the keepalive heartbeat
Example: connection.
Device (config-class) # description Target Boston
Step 5 transport {tcp [tls] | udp | system} Defines the transport protocol used for the keepalive
Example: heartbeat connection.
* The default value is system.
Device (config-class) # transport tcp
Step 6 sip-profiles profile-number Specifies the SIP profile that is to be used to send this
Example: message.
* To configure a SIP profile, refer to “Configuring SIP
Device (config-class)# sip-profiles 100 Parameter Modification”.
Step 7 down-interval down-interval Configures the time (in seconds) at which an SIP OODO
Example: ping is sent to the dial-peer endpoint when the heartbeat
ple: connection to the endpoint is in Down status.
Device (config-class) # down-interval 35 * The default value is 30.
Step 8 up-interval up-interval Configures the time (in seconds) at which an SIP OODO
Examole: ping is sent to the dial-peer endpoint when the heartbeat
ple: connection to the endpoint is in Up status.
Device (config-class) # up-interval 65 * The default value is 60.
Step 9 retry retry-interval Configures the maximum number of OODO ping retrials

Example:

Device (config-class) # retry 30

permitted for a dial-peer destination. After receiving failed
responses for the configured number of OODO ping, the
heartbeat connection status should be switched from Up
to Down.

* The default value is 5.

* If a successful response is received for an OODO
ping, the retry counter is set to zero.
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Command or Action Purpose
Step 10 exit Exits voice class configuration mode and enters global
configuration mode.
Example:
Device (config-class) # exit
Step 11 dial-peer voice dial-peer-id voip Defines a local dial peer and enters dial peer configuration
mode.
Example:
Device (config) # dial-peer voice 123 voip
Step 12 session protocol sipv2 Specifies SIP version 2 as the session protocol for calls
between local and remote routers using the packet network.
Example:
Device (config-dial-peer)# session protocol sipv2
Step 13 voice-class sip options-keepalive profile Associates the dial peer with the specified keepalive group
keepalive-group-profile-id profile. The dial peer is monitored by CUBE according to
the parameters defined by this profile.
Example: p y this p
Device (config-dial-peer) # voice-class sip
options-keepalive profile 171
Step 14 Session server-group server-group-id Associates the dial peer with the specified keepalive group
Example: profile. The dial peer is monitored by the device according
ple: to the parameters defined by this profile.
Device (config-dial-peer)# session server-group
151
Step 15 end Exits dial peer configuration mode and enters privileged
EXEC mode.
Example:
Device (config-dial-peer)# end
Step 16 show voice class sip-options-keepalive Displays information about voice class server group.

keepalive-group-profile-id

Example:

Device# show voice class sip-options-keepalive
171

Configuration Examples For SIP Qut-of-Dialog OPTIONS Ping

Group

Example: SIP Out-of-Dialog OPTIONS Ping for Group of SIP Endpoints

!Configuring the SIP profile

Device (config) # voice class sip-profiles 100
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Device (config-class) # request INVITE sip-header SIP-Req-URI modify "; SIP/2.0" ";user=phone
Sip/2.0"

!Configuring the SIP Keepalive Group

Device (config) # voice class sip-options-keepalive 171
Device (config-class) # transport tcp

Device (config-class) # sip-profile 100

Device (config-class) # down-interval 30

Device (config-class)# up-interval 60

Device (config-class) # retry 5

Device (config-class) # description Target New York
Device (config-class) # exit

!Configuring an outbound SIP Dial Peer

Device (config) # dial-peer voice 123 voip

Device (config-dial-peer)# session protocol sipv2

!Associating the Dial Peer with a keepalive profile group

Device (config-dial-peer)# voice-class sip options-keepalive profile 171
Device (config-dial-peer) # end

!'Verifying the Keepalive group configurations
Device# show voice class sip-options-keepalive 171

Voice class sip-options-keepalive: 171 AdminStat: Up
Description: Target New York
Transport: system Sip Profiles: 100
Interval (seconds) Up: 60 Down: 30
Retry: 5
Peer Tag Server Group O0OD SessID 00D Stat IfIndex
123 100

Example: SIP Out-of-dialog OPTIONS Ping for Group of SIP Servers

!Configuring the Server Group

Device (config) # voice class server-group 151
Device (config-class)# ipv4 10.1.1.1 preference 1
Device (config-class)# ipv4 10.1.1.2 preference 2
Device (config-class)# ipv4 10.1.1.3 preference 3
Device (config-class)# hunt-scheme round-robin
Device (config-class) # description It has 3 entries
Device (config-class) #

exit

!'Configuring an E164 pattern map class
Device (config) # voice class el64-pattern-map 3000
Device (config-class)# el64 300

!Configuring an outbound SIP dial peer.

Device (config) # dial-peer voice 181 voip

!Associate a destination pattern map

Device (config-dial-peer) # destination el64-pattern-map 3000

Device (config-dial-peer)# session protocol sipv2

!Associate a server group with the dial peer

Device (config-dial-peer) # session server-group 151

!Associate the dial peer with a keepalive profile group

Device (config-dial-peer)# voice-class sip options-keepalive profile 171
Device (config-dial-peer)# end

!'Verifying the Keepalive group configurations
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Device# show voice class sip-options-keepalive 171

Voice class sip-options-keepalive: 171 AdminStat:
Description: Target New York
Transport: system Sip Profiles: 100
Interval (seconds) Up: 60 Down: 30
Retry: 5
Peer Tag Server Group O0OD SessID O0OD Stat
123
181 151 Busy
Server Group: 151 OOD Stat: Busy
OOD SessID OOD Stat
1 Busy
2 Busy
3 Busy
OOD SessID: 1 OOD Stat: Busy
Target: ipv4:10.1.1.1
Transport: system Sip Profiles: 100
OOD SessID: 2 OOD Stat: Busy
Target: ipv4:10.1.1.2
Transport: system Sip Profiles: 100
OOD SessID: 3 OOD Stat: Busy
Target: ipv4:10.5.0.1
Transport: system Sip Profiles: 100

Additional References

Related Documents

Related Topic

Document Title

Voice commands

Cisco IOS Voice Command Reference

Cisco IOS Commands

Cisco IOS Command List, All Releases

SIP Configuration Guide

Configuring SIP profiles

Configuring server groups
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Technical Assistance

Description Link

The Cisco Support website provides extensive online resources, including | http://www.cisco.com/support
documentation and tools for troubleshooting and resolving technical issues
with Cisco products and technologies.

To receive security and technical information about your products, you can

subscribe to various services, such as the Product Alert Tool (accessed from
Field Notices), the Cisco Technical Services Newsletter, and Really Simple

Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website requires a Cisco.com user
ID and password.

Feature Information for SIP OQut-of-dialog OPTIONS Ping Group

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfang.cisco.com/. An account on Cisco.com is not required.

Table 29: Feature Information for SIP Out-of-dialog OPTIONS Ping Group

Feature Name Releases Feature Information
SIP Out-of-dialog OPTIONS Ping | Cisco IOS XE Release 3.11S This feature groups the monitoring
Group of SIP dial peers endpoints and

54T servers by consolidating SIP

Out-Of-Dialog (OOD) Options of
dial peers with the similar SIP OOD
Options ping setup.

The following commands were
introduced or modified: voiceclass
sip-options-keepalive,
description, transport,
sip-profiles, down-interval,
up-interval, voice-class sip
options-keepalive profile, retry,
show voice class
sip-options-keepalive.
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CHAPTER 1 5

Configure TCL IVR Applications

This chapter shows you how to configure Interactive Voice Response (IVR) using the Tool Command Language
(TCL) scripts. The Cisco I0S Release 12.1(3)T release introduces TCL IVR Version 2.0 with several feature
enhancements to the Cisco IVR functionality. This chapter contains the following sections:

To identify the hardware platform or software image information associated with a feature in this chapter, use
the Feature Navigator on Cisco.com to search for information about the feature or refer to the software release
notes for a specific release.

* Tcl IVR Overview, on page 171

* Tcl IVR Enhancements, on page 172

* RTSP Client Implementation, on page 172

* TCL IVR Prompts Played on IP Call Legs, on page 173

* TCL Verbs, on page 174

* TCL IVR Prerequisite Tasks, on page 177

* TCL IVR Configuration Tasks List, on page 177

* Configuring the Call Application for the Dial Peer, on page 178

* Configuring TCL IVR on the Inbound POTS Dial Peer, on page 181
* Configuring TCL IVR on the Inbound VoIP Dial Peer, on page 183
* Verifying TCL IVR Configuration, on page 184

* TCL IVR Configuration Examples, on page 185

* TCL IVR for Gateway!l (GW1) Configuration Example, on page 186
* TCL IVR for GW2 Configuration Example, on page 188

Tcl IVR Overview

IVR consists of simple voice prompting and digit collection to gather caller information for authenticating
the user and identifying the destination. IVR applications can be assigned to specific ports or invoked on the
basis of DNIS. An IP public switched telephone network gateway can have several IVR applications to
accommodate many different gateway services, and you can customize the IVR applications to present different
interfaces to the various callers.

IVR systems provide information in the form of recorded messages over telephone lines in response to user
input in the form of spoken words, or more commonly dual tone multifrequency (DTMF) signalling. For

example, when a user makes a call with a debit card, an IVR application is used to prompt the caller to enter
a specific type of information, such as an account number. After playing the voice prompt, the IVR application
collects the predetermined number of touch tones and then places the call to the destination phone or system.
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IVR uses TCL scripts gather information and to process accounting and billing. For example, a TCL IVR
script plays when a caller receives a voice-prompt instruction to enter a specific type of information, such as
a personal identification number (PIN). After playing the voice prompt, the TCL I'VR application collects the
predetermined number of touch tones and sends the collected information to an external server for user
authentication and authorization.

\)

Note

Audio playback is not supported when Secure Real-Time Transport Protocol (SRTP) is used with TCL IVR
applicatoins.

Tcl IVR Enhancements

Since the introduction of the Cisco IVR technology, the software has undergone several enhancements. TCL
IVR Version 2.0 is made up of separate components that are described individually in the sections that follow.
The enhancements are as follows:

* Real Time Streaming Protocol (RTSP) client implementation
* TCL IVR prompt playout and digit collection on IP call legs

» New TCL verbs to utilize RTSP scripting features

The enhancements add scalability and enable the TCL IVR scripting functionality on VoIP legs. In addition,
support for RTSP enables VoIP gateways to play messages from RTSP-compliant announcement servers.
The addition of these enhancements also reduces the CPU load and saves memory on the gateway because
no packetization is involved. Larger prompts can be played, and the use of an external audio server is allowed.

)

Note TCL IVR 2.0 removed the signature locking mechanism requirement.

RTSP Client Implementation

RTSP is an application-level protocol used for control over the delivery of data that has real-time properties.
Using RTSP also enables an external RTSP server to play anouncements and interact with voice mail servers.
It provides an extensive framework to enable control and to perform on-demand delivery of real-time data.
For example, RTSP is used to control the delivery of audio streams from an audio server.

If you use an RTSP server in your network with VoIP gateways, a scripting application can run on the gateway
and connect calls with audio streams from an external audio server. Using RTSP also has the following
benefits:

* Reduces the CPU load
* Allows large prompts to be played that previously demanded high CPU usage from the gateway
* Saves memory on the gateway because no packetization is involved

+ Allows use of an external audio server which removes the limitation on the number of prompts that can
be played out and on the size of the prompt
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TCL IVR Prompts Played on IP Call Legs

TCL IVR Version 2.0 scripts can be configured for incoming plain old telephone service (POTS) or VoIP
call legs to play announcements to the user or collect user input (digits). With TCL IVR Version 2.0 the
prompts can be triggered from both the PSTN side of the call leg and the IP side of the call leg. This feature
enables the audio files (or prompts) to be played out over the IP network.

TCL IVR scripts played toward a VoIP call leg are subject to the following conditions:

* G.711 mu-law encoding must be used when prompts are played.

* G.711 mu-law encoding must also be used for the duration of these calls, even after prompt playout has
completed.

» Digital signaling protocols (DSPs) can not be on the IP call leg so the script cannot initiate a tone.

» When an TCL IVR script is used to collect digits on a VoIP call leg, one of the following DTMF relay
methods must be used.

* For H.323 protocol configured on the call leg, use one of the following DTMF relay methods: Cisco
proprietary RTP, H.245 Alphanumeric IE, or H.245 Signal IE

* For SIP protocol configured on the call leg, use Cisco proprietary RTP

\)

Note For additional information about the dtmf-relay command, refer to the Cisco IOS Voice Command Reference
- D through L.

IVR 2.0 enables the system to accept calls initiated from the IP side of the network using G.711, and terminate
calls to the terminating gateway using the same codec. Figure 21: IVR Control of Scripts on an IP Call Leg,
on page 174 displays the TCL IVR application on the gateways controlling the scripts. IP phones can also
originate a call to a gateway running an TCL IVR script.
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Figure 21: IVR Control of Scripts on an IP Call Leg
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TCL Verbs

TCL IVR, Version 2.0, delivers a new set of TCL verbs and scripts that replace the previous TCL version.
The new TCL verbs enable the user to:

» Utilize the RTSP audio servers
* Develop TCL scripts that interact with the IVR application

* Pass events to the Media Gateway Controller, which is a call agent
TCL IVR Version 2.0 is not backward compatible with the IVR 1.0 scripts.

\}

Note For in-depth information about the TCL 2.0 verb set and how to develop scripts, refer to Cisco.com (Related
Documentation index).

TCL I'VR scripts use the TCL verbs to interact with the gateway during call processing in order to collect the
required digits—for example, to request the PIN or account number for the caller. The TCL scripts are the
default scripts for all Cisco voice features using IVR. TCL scripts are configured to control calls coming into
or going out of the gateway.

\)

Note Ensure that you have loaded the version of TCL scripts that support IVR Version 2.
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The TCL I'VR scripts shown below are listed as an example of the types of scripts available to be downloaded

from the cisco.com Software Center. For a complete list of scripts, it is recommended that you check the
Software Center.

Cisco provides the following IVR scripts:

« fax_hop_on_1—Collects digits from the redialer, such as account number and destination number. When
a call is placed to an H.323 network, the set of fields (configured in the call information structure) are
"entered", "destination", and "account".

* clid_authen—Authenticates the call with automatic number identification (ANI) and DNIS numbers,
collects the destination data, and makes the call.

* clid_authen _npw—Performs as clid_authen, but uses a null password when authenticating, rather than
DNIS numbers.

e clid authen_collect—Authenticates the call with ANI and DNIS numbers and collects the destination
data. If authentication fails, it collects the account and password.

* clid_authen col npw—Performs as clid authen_collect, but uses a null password and does not use or
collect DNIS numbers.

* clid col npw 3—Performs as clid authen col npw except with that script, if authentication with the
digits collected (account and PIN) fails, the clid_authen col npwscript just plays a failure message
(auth_failed.au) and then hangs up. The clid _col npw_3 script allows two failures, then plays the retry
audio file (auth_retry.au) and collects the account and PIN again.

* The caller can interrupt the message by entering digits for the account number, triggering the prompt to
tell the caller to enter the PIN. If authentication fails the third time, the script plays the audio file
auth fail final.au, and hangs up.

Table 30: clid_col npw_3 Script Prompt Audio Files, on page 175 lists the prompt audio files associated with
the clid_col npw_3script.

Table 30: clid_col_npw_3 Script Prompt Audio Files

Audio Filename Action

flash:enter account.au Asks the caller to enter an account number. Played as
the first request.

flash:auth_fail retry.au Asks the caller to reenter the account number. Plays
after two failures.

flash:enter pin.au Asks the caller to enter a PIN.

flash:enter destination.au Asks the caller to enter a destination phone number.

flash:auth_fail final.au Informs the caller that the account number

authorization has failed three times.

Table 31: Additional clid col npw_3 Script Audio Files, on page 175 lists additional audio files associated
with the clid_col npw_3script.

Table 31: Additional clid_col_npw_3 Script Audio Files

Audio Filename Action
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auth_fail retry.au

Informs the caller that authorization failed. Prompts
the caller to reenter the account number followed by
the pound sign (#).

auth_fail final.au

Informs the caller, "I'm sorry, your account number
cannot be verified. Please hang up and try again."

* clid_col npw_npw—Tries to authenticate by using ANI, null as the user ID, user, and user password
pair. If that fails, it collects an account number and authenticates with account and null. It allows three
tries for the caller to enter the account number before ending the call with the authentication failed audio
file. If authentication succeeds, it plays a prompt to enter the destination number.

Table 32: clid col npw_npw Script Audio Files, on page 176 lists the audio files associated with the

clid_col npw_npw script.

Table 32: clid_col_npw_npw Script Audio Files

Audio Filename

Action

flash:enter account.au

Asks the caller to enter the account number the first
time.

flash:auth fail retry.au

Asks the caller to reenter the account number after
first two failures.

flash:enter destination.au

Asks the caller to enter the destination phone number.

flash:auth fail final.au

Informs the caller that the account number
authorization has failed three times.

* clid col dnis 3.tcl—Authenticates the caller ID three times. First it authenticates the caller ID with
DNIS. If that is not successful, it attempts to authenticate with the caller PIN up to three times.

e clid_col npw_3.tcl—Authenticates with null. If authentication is not successful, it attempts to authenticate

by using the caller PIN up to 3 times.

* clid 4digits npw_3.tcl—Authenticates with null. If the authentication is not successful, it attempts to
authenticate with the caller PIN up to 3 times using the 14-digit account number and password entered

together.

* clid 4digits npw_3_cli.tcl— Authenticates the account number and PIN respectively by using ANI and
null. The number of digits allowed for the account number and password are configurable through the
CLI. If the authentication fails, it allows the caller to retry. The retry number is also configured through

the CLI.

* clid_authen col npw_cli.tcl—Authenticates the account number and PIN respectively using ANI and
null. If the authentication fails, it allows the caller to retry. The retry number is configured through the
CLI. The account number and PIN are collected separately.

* clid authen_collect_cli.tcl—Authenticates the account number and PIN by using ANI and DNIS. If the
authentication fails, it allows the caller to retry. The retry number is configured through the CLI. The

account number and PIN are collected separately.

e clid col npw 3 cli.tcl—Authenticates by using ANI and null for account and PIN respectively. If the
authentication fails, it allows the caller to retry. The retry number is configured through the CLI.
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* clid col npw_npw_cli.tcl—Authenticates by using ANI and null for account and PIN respectively. If
authentication fails, it allows the caller to retry. The retry number is configured through the CLI. The
account number and PIN are collected together.

\)

Note To display the contents of the TCL I'VR script, use the show call application voice command.

TCL IVR Prerequisite Tasks

Before you configure your Cisco gateway to support TCL IVR, you must perform the following prerequisite
tasks:

* Configure VoIP to support H.323-compliant gateways—meaning that in addition to the basic configuration
tasks, such as configuring dial peers and voice ports, you must configure specific devices in your network
to act as gateways.

* Configure a TFTP sever to perform storage and retrieval of the audio files, which are required by the
Debit Card gateway or other features requiring TCL IVR scripts and audio files.

» Download the appropriate TCL IVR script from the Cisco.com. Use the copy command to copy your
audio file (.au file) to your Flash memory, and the audio-prompt load command to read it into RAM.
When you use TCL IVR applications, the gateway needs to know the URL where the TCL script can be
found, as well as the URL of any audio file you want to use. Cisco IOS File System (IFS) is used to read
the files, so any IFS-supported URLs can be used, which includes TFTP, FTP, or a pointer to a device
on the router. During configuration of the application, you specify the URLs for the script and for the
audio prompt. See the "Using URLs in IVR Scripts" chapter in the TCL IVR API Version 2.0 Programmer's
Guide for more information.

» Make sure that your audio files are in the proper format. The TCL IVR prompts require audio file (.au)
format of 8-bit, u-law, and 8-khz encoding. To encode your own audio files, we recommend that you
use one of these two audio tools (or a tool of similar quality):

* Cool Edit, manufactured by Syntrillium Software Corporation

* AudioTool, manufactured by Sun Microsystems

* Make sure that your access platform has a minimum of 16 MB Flash and 128MB of DRAM memory.

» Install and configure the appropriate RADIUS security server in your network. The version of RADIUS
that you are using must be able to support IETF-supported vendor specific attributes (VSAs), which are
implemented by using IETF RADIUS attribute 26.

TCL IVR Configuration Tasks List

Before starting the software configuration tasks for the TCL IVR Version 2.0 features, complete the following
preinstallation tasks:

* Download the TCL scripts and audio files to be used with this feature from the Cisco.com.
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* Store the TCL scripts and audio files on a TFTP server configured to interact with your gateway access
server.

* Create the TCL IVR application script to use with the call application voice command when configuring
IVR using TCL scripts. You create this application first and store it on a server or location where it can
be retrieved by the access server.

* Define the call flow and pass the defined parameter values to the application. Depending on the TCL
script you select, these values can include the language of the audio file and the location of the audio
file. Table 30: clid col npw 3 Script Prompt Audio Files, on page 175 lists the TCL scripts and the
parameter values they require.

* Associate the application to the incoming POTS or VoIP dial peer.

\)

Note When an IVR script is used to detect a "long #" from a caller connected to the H.323 call leg, the DTMF
method used must either be Cisco proprietary RTP or DTMF relay using H.245 signal IE. DTMF relay using
H.245 alphanumeric IE does not report the actual duration of the digit, causing long pound (#) detection to
fail.

Configuring the Call Application for the Dial Peer

Before you begin

You must configure the application that interacts with the dial peer before you configure the dial peer. The
dial peer collects digits from the caller and uses the application you have created. Use the call application
voice command as shown in the table that follows. Each command line is optional depending on the type of
action desired or the digits to be collected.

To configure the application, enter the following commands in global configuration mode:

SUMMARY STEPS

call application voice name url

call application voice name language digit language

call application voice name pin-length number

call application voice name retry-count number

call application voice name uid-length number

call application voice name set-location language category location

o0k 0N
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DETAILED STEPS

Procedure

Configuring the Call Application for the Dial Peer .

Command or Action

Purpose

Step 1 call application voice name url Defines the name of the application to be used with your
TCL IVR script. The url argument specifies the location of
Example: .
the file and the access protocol. An example is as follows:
Router (config) # call application voice name url
flash:scripts/session.tcl
tftp://dirt/sarvi/scripts/session.tcl
ftp://sarvi-ultra/scripts/session.tcl
slotO:scripts/tcl/session..tcl
Note You can only configure a url if the application
named name has not been configured.
Step 2 call application voice name language digit language Specifies the language used by the audio files. An example
is: call application voice test language 1 en. The arguments
Example: PP guag g
are as follows:
Router (config) # call application voice name .
language digit language « digit—Specifies zero (0) through 9.
« language—Specifies two characters that represent a
language. For example, "en" for English, "sp" for
Spanish, and "ch" for Mandarin. Enter aa to represent
all.
Step 3 call application voice hame pin-length number Defines the number of characters in the PIN for the
designated application. Values are from 0 through 10.
Example: & PP &
Router (config)# call application voice name
pin-length number
Step 4 call application voice name retry-count number Defines the number of times a caller is permitted to reenter
the PIN for the designated application. Values are from 1
Example:
through 5.
Router (config)# call application voice name
retry-count number
Step 5 call application voice name uid-length number Defines the number of characters allowed to be entered for
the user ID for the designated application. Values are from
Example:
1 through 20.
Router (config)# call application voice name
uid-length number
Step 6 call application voice name set-location language category | Defines the location, language, and category of the audio

location

Example:

Router (config) # call application
voicenameset-locationlanguage category location

files for the designated application. An example is:
set-location en 1 tftp://server dir/audio filename.
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The following table lists TCL script names and the corresponding parameters that are required for each TCL

scripts.

Table 33: TCL Scripts and Parameters

TCL Script Name

Description—Summary

Commands to Configure

clid_4digits npw_3 cli.tcl

Authenticates the account number
and PIN using ANI and null. The
allowed length of digits is
configurable through the CLI. If the
authentication fails, it allows the
caller to retry. The retry number is
also configured through the CLI.

call application voice uid-len
min = 1, max = 20, default - 10
call application voice pin-len
min = 0, max - 10, default = 4

call application voiceretry-count

min = 1, max = 5, default = 3

clid authen col npw_cli.tcl

Authenticates the account number
and PIN using ANI and null. If the
authentication fails, it allows the
caller to retry. The retry number is
configured through the CLI. The
account number and PIN are
collected separately.

call application voiceretry-count

min = 1, max = 5, default =3

clid_authen collect cli.tcl

Authenticates the account number
and PIN using ANI and DNIS. If
the authentication fails, it allows
the caller to retry. The retry number
is configured through the CLI. The
account number and PIN are
collected separately.

call application voiceretry-count

min = 1, max = 5, default =3

clid col npw_3 cli.tcl

Authenticates using ANI and null
for account and PIN. If the
authentication fails, it allows the
caller to retry. The retry number is
configured through the CLI.

call application voiceretry-count

min = 1, max = 5, default =3

clid_col npw_npw_cli.tcl

Authenticates using ANI and null
for account and PIN. If
authentication fails, it allows the
caller to retry. The retry number is
configured through the CLI. The
account number and PIN are
collected together.

call application voiceretry-count

min = 1, max = 5, default =3
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Configuring TCL IVR on the Inbound POTS Dial Peer

Before you begin

Configuring gw-accounting and AAA are not always required for POTS dial peer configuration. It is dependent
upon the type of application that is being used with TCL IVR. For example, the Pre-Paid Calling Card feature
requires accounting and the authentication caller ID application does not.

To configure the inbound POTS dial peer, use the following commands beginning in global configuration

mode:
SUMMARY STEPS
1. aaanew-model
2. gw-accounting h323
3. aaaauthentication login h323 radius
4. aaaaccounting connection h323 start-stop radius
5. radius-server host ip-address auth-port number acct-port number
6. radius-server key key
7. dial-peer voice number pots
8. application name
9. destination-pattern string
10. session target
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 aaa hew-model (Optional) Enables AAA security and accounting services.
Example:

Router (config) # aaa new-model

Step 2 gw-accounting h323 (Optional) Enables gateway-specific H.323 accounting.

Example:
Router (config) # gw-accounting h323

Step 3 aaa authentication login h323 radius (Optional) Defines a method list called H.323 where
RADIUS is defined as the only method of login
Example: o
authentication.
Router (config) # aaa authentication login h323
radius
Step 4 aaa accounting connection h323 start-stop radius (Optional) Defines a method list called H.323 where
RADIUS is used to perform connection accounting,
Example:

providing start-stop records.
Router (config) # aaa accounting connection h323
start-stop radius
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Command or Action Purpose
Step 5 radius-server host ip-address auth-port number Identifies the RADIUS server and the ports that will be
acct-port number used for authentication and accounting services.
Example:
Router (config) # radius-server host ip-address
auth-port number acct-port number
Step 6 radius-server key key Specifies the password used between the gateway and the
RADIUS server.
Example:
Router (config) # radius-server key key
Step 7 dial-peer voice number pots Enters dial-peer configuration mode to configure the
Examble: incoming POTS dial peer. The number argument is a tag
ple: that uniquely identifies the dial peer.
Router (config) # dial-peer voice number pots
Step 8 application name Associates the TCL IVR application with the incoming
POTS dial peer. Enter the selected TCL IVR application
Example:
name.
Router (dial-peer)# application name
Step 9 destination-pattern string Enters the telephone number associated with this dial peer.
Examole: The pattern argument is a series of digits that specify the
ple: ' . o E.164 or private dialing plan telephone number. Valid
R‘Zu?er (config-dial-peer)# destination-pattern entries are numbers from zero (0) through nine and letters
strng from A through D. The following special characters can
be entered in the string:
* Plus sign (+)—(Optional) Indicates an E.164 standard
number. The plus sign (+) is not supported on the
Cisco MC3810 multiservice concentrator.
* string—Specifies the E.164 or private dialing plan
telephone number. Valid entries are the digits 0
through 9, the letters A through D, and the following
special characters:

» —Asterisk (*) and pound sign (#) that appear on
standard touch-tone dial pads.

» —Comma (,) inserts a pause between digits.

» —Period (.) matches any entered digit (this
character is used as a wildcard).

* T—(Optional) Indicates that the
destination-pattern value is a variable length
dial-string.

Step 10 session target Specifies the session target IP address.
Example:

Router (config-dial-peer)# session target
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Configuring TCL IVR on the Inbound VolIP Dial Peer

Before you begin

To configure the inbound VoIP dial peer, use the following commands beginning in global configuration

mode:
SUMMARY STEPS
1. dial-peer voice 4401 voip
2. application application-name
3. destination-pattern pattern
4. session protocol sipv2
5. session target
6. dtmf-relay cisco-rtp
7. codec g71llulaw
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 dial-peer voice 4401 voip Enters the dial-peer configuration mode and identifies the
call leg.
Example:
Router (config) # dial-peer voice 4401 voip
Step 2 application application-name Specifies the name of the application and script to use.
Example:
Router (config-dial-peer) # application
application-name
Step 3 destination-pattern pattern Enters the destination pattern.
Example:
Router (config-dial-peer)# destination-pattern
pattern
Step 4 session protocoal sipv2 Specifies the session protocol. The default session protocol
is H.323. The sipv2 argument enables SIP.
Example:
Router (config-dial-peer)# session protocol sipv2
Step 5 session target Specifies the session target IP address.
Example:

Router (config-dial-peer) #

session target
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Command or Action

Purpose

Step 6 dtmf-relay cisco-rtp

Example:

Router (config-dial-peer) # dtmf-relay cisco-rtp

Specifies the DTMF relay method. The keyword
cisco-rtpspecifies H.323 and SIP. Other keywords that are
available only for H.323 are h245-alphanumeric and
h245-signal.

Note If digit collection from this VoIP call leg is
required, the command dtmf-relay is required.
The default is no dtmf-relay.

Step 7 codec g711ulaw

Example:

Router (config-dial-peer) # codec g7llulaw

Specifies the voice codec.

Note If the configured application will be playing
prompts to the VoIP call leg, the g711lulaw
keyword is required.

Verifying TCL IVR Configuration

Before you begin

You can verify TCL IVR configuration by performing the following tasks:

* To verify TCL IVR configuration parameters, use the show running-config command.

* To display a list of all voice applications, use the show call application summary command.

* To display a list of all voice applications, use the show call application summary command.

* To show the contents of the script configured, use the show call application voice command.

* To verify that the operational status of the dial peer, use the show dial-peer voice command.

To verify the TCL IVR configuration, perform the following steps:

Procedure

Step 1 Enter the show call application voice summary command to verify that the newly created applications are listed. The

example output follows

Router# show call application voice summary

name

description

DEFAULT

NEW: :Basic app to do DID, or supply dialtone.

fax_hop_on

Script to talk to a fax redialer

clid authen

Authenticate with (ani, dnis)

clid_authen_collect

Authenticate with (ani, dnis), collect if that
fails
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name

description

clid _authen npw

Authenticate with (ani, NULL)

clid_authen_col npw

Authenticate with (ani, NULL), collect if that
fails

clid col npw 3

Authenticate with (ani, NULL), and 3 tries
collecting

clid col npw npw

Authenticate with (ani, NULL) and 3 tries without

pw
SESSION Default system session application

hotwo tftp://hostname/scripts/nb/nb handoffTwolegs.tcl
hoone tftp://hostname/scripts/nb/nb dohandoff.tcl
hodest tftp://hostname/scripts/nb/nb_handoff.tcl

clid tftp://hostname/scripts/tcl ivr/clid authen collect.tcl
dbl02 tftp://hostname/scripts/1.02/debitcard.tcl

*hw tftp://171.69.184.xxx/tr hello.tcl

*hwl tftp://san*tr_db

tftp://171.69.184.235/tr debitcard.answer.tcl

TCL Script Version 2.0 supported.
TCL Script Version 1.1 supported.

Note In the output shown, an asterisk (*) in an application indicates that this application was not loaded
successfully. Use the show call application voice command with the nameargument to view information
for a particular application.

Step 2 Enter the show dial-peer voice command with the peer tag argument and verify that the application associated with the

dial peer is correct.

Step 3 Enter the show running-config command to display the entire configuration.

TCL IVR Configuration Examples

Use the show running-config command to display the entire gateway configuration. Figure 22: Example
Configuration Topology, on page 186 shows the type of topology used in the configuration for the example.

In this example configuration, GW1 is running TCL I'VR for phone A, and GW2 is running TCL IVR for

phone B.

This section provides the following configuration examples:
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Figure 22: Example Configuration Topology
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TCL IVR for Gateway1 (GW1) Configuration Example

The following output is the result of using the show running-config command:

GW1l

Router# show running-config

Building configuration...

Current configuration:

! Last configuration change at 08:39:29 PST Mon Jan 10 2000 by lab

vers

ion 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

host
|

name GW1

logging buffered 100000 debugging

aaa
aaa
aaa
aaa
aaa
aaa

new-model

authentication login default local group radius
authentication login h323 group radius
authentication login con none
authorization exec h323 group radius

accounting connection h323 start-stop group radius
enable password xxx

username lab password 0 lab

resource-pool disable

clock timezone PST -8

ip s
ip h
ip h
ip h
ip h
|

mgcp
mgcp
isdn
isdn
|

tftp
call
call
call
call
call
call
call

ubnet-zero

ost baloo 1.14.124.xxx

ost dirt 223.255.254.254
ost rtspserver3 1.14.1xx.2
ost rtspserverl 1.14.1xx.2

package-capability trunk-package

default-package trunk-package

switch-type primary-net5
voice-call-failure 0

://dirt/hostname/WV/en new/

application
application
application
application
application
application
application

voice
voice
voice
voice
voice
voice
voice

debit card
debit card
debit card
debit card
debit card
debit card

debit card

tftp://dirt/Router/scripts.new/app debitcard.tcl
uid-len 6

language 1 en

language 2 ch

set-location ch 0 tftp://dirt/hostname/WV/ch_new/
set-location en 0 tftp://dirt/hostname/WV/en_new/

rtsp tftp://dirt/IVR 2.0/scripts.new/app debitcard.tcl
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call application voice debit card rtsp uid-len 6

call application voice debit card rtsp language 1 en

call application voice debit card rtsp language 2 ch

call application voice debit card rtsp set-location ch 0 rtsp://rtspserverl:554/
call application voice debit card rtsp set-location en 0 rtsp://rtspserverl:554/

mta receive maximum-recipients 0
|
controller E1 0
clock source line primary
pri-group timeslots 1-31
|
controller E1 1
|
controller E1 2
|
controller E1 3
|
gw-accounting h323
gw-accounting h323 vsa
gw-accounting voip
|
interface Ethernet0
ip address 1.14.128.35 255.255.255.xxx
no ip directed-broadcast
h323-gateway voip interface
h323-gateway voip id gkl ipaddr 1.14.128.19 I1xxx
h323-gateway voip h323-id gwl@cisco.com
h323-gateway voip tech-prefix 5#
|
interface Serial0:15
no ip address
no ip directed-broadcast
isdn switch-type primary-netb
isdn incoming-voice modem
fair-queue 64 256 0
no cdp enable
|
interface FastEthernet0
ip address 16.0.0.1 255.255.xxx.0
no ip directed-broadcast
duplex full
speed auto
no cdp enable
|
ip classless
ip route 0.0.0.0 0.0.0.0 1.14.128.33
ip route 1.14.xxx.0 255.xxx.255.xxx 16.0.0.2
ip route 1.14.xxx.16 255.xxx.255.240 1.14.xxx.33
no ip http server
|
radius-server host 1.14.132.2 auth-port 1645 acct-port 1646
radius-server key cisco
radius-server vsa send accounting
radius-server vsa send authentication
|
voice-port 0:D
cptone DE
|
dial-peer voice 200 voip
incoming called-number 53
destination-pattern 34.....
session target ipv4:16.0.0.2
dtmf-relay h245-alphanumeric
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codec g71lulaw
|
dial-peer voice 102 pots
application debit card rtsp
incoming called-number 3450072
shutdown
destination-pattern 53.....
port 0:D
|
dial-peer voice 202 voip
shutdown
destination-pattern 34.....
session protocol sipv2
session target ipv4:16.0.0.2
dtmf-relay cisco-rtp
codec g7l1lulaw
|
dial-peer voice 101 pots
application debit card
incoming called-number 3450070
destination-pattern 53.....
port 0:D
|

gateway
|

line con 0

exec-timeout 0 0
transport input none
line aux 0

line vty 0 4

password xXxx

|

ntp clock-period 17180740
ntp server 1.14.42.23
end

GW1#

TCL IVR for GW2 Configuration Example

The following output is the result of using the show running-config command:

GW2#
Router# show running-config

Building configuration...

Current configuration:

|

! Last configuration change at 08:41:12 PST Mon Jan 10 2000 by lab
|

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

|

hostname GW2

|

logging buffered 100000 debugging

aaa new-model

aaa authentication login default local group radius
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aaa authentication login h323 group radius
aaa authentication login con none

aaa authorization exec h323 group radius
aaa accounting connection h323 start-stop group radius
|

username lab password xxx

username 111119 password xxx

|

resource-pool disable

|

clock timezone PST -8

ip subnet-zero

ip host radiusserver2 1.14.132.2

ip host radiusserverl 1.14.138.11

ip host baloo 1.14.124.254

ip host rtspserver2 1.14.136.2

ip host dirt 223.255.254.254

ip host rtspserver3 1.14.126.2

|

mgcp package-capability trunk-package

mgcp default-package trunk-package

isdn switch-type primary-5ess

isdn voice-call-failure 0

|

call application voice clid authen sky
tftp://dirt/hostname/sky scripts/clid authen collect cli sky.tcl

call application voice rtsp demo tftp://dirt/hostname/sky scripts/rtsp demo.tcl
tftp://dirt/hostname/WV/en new/

call application voice debit card tftp://dirt/IVR 2.0/scripts.new/app debitcard.tcl
call application voice debit card uid-len 6

call application voice debit card language 1 en

call application voice debit card language 2 ch

call application voice debit card set-location ch 0 tftp://dirt/hostname/WV/ch new/
call application voice debit card set-location en 0 tftp://dirt/hostname/WV/en new/
call application voice clid authen rtsp tftp://dirt/IVR
2.0/scripts.new/app clid authen collect cli rtsp.tcl

call application voice clid authen rtsp location rtsp://rtspserver2:554/
call application voice clid authenl tftp://dirt/IVR
2.0/scripts.new/app clid authen collect cli rtsp.tcl
call application voice clid authenl location tftp://dirt/hostname/WV/en new/
call application voice clid authenl uid-len 6

call application voice clid authenl retry-count 4
mta receive maximum-recipients 0

|

controller T1 0

framing esf

clock source line primary

linecode b8zs

pri-group timeslots 1-24

|

controller T1 1

clock source line secondary 1

|

controller T1 2

|

controller T1 3

|

gw-accounting h323

gw-accounting h323 vsa

gw-accounting voip

|

interface EthernetO
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ip address 1.14.xxx.4 255.255.xxx.240
no ip directed-broadcast
h323-gateway voip interface
h323-gateway voip id gk2 ipaddr 1.14.xxx.18 1719
h323-gateway voip h323-id gw2@cisco.com
h323-gateway voip tech-prefix 3#

|
interface Serial0:23

no ip address

no ip directed-broadcast

isdn switch-type primary-5ess

isdn incoming-voice modem
fair-queue 64 256 0

no cdp enable

|
interface FastEthernet0

ip address 16.0.0.2 255.xxx.255.0
no ip directed-broadcast

duplex full

speed 10

no cdp enable

|
ip classless
ip route 0.0.0.0 0.0.0.0 1.14.xxx.5
ip route 1.14.xxx.32 255.255.xxx.240 16.0.0.1
no ip http server

|
radius-server host 1.14.132.2 auth-port 1645 acct-port 1646
radius-server key cisco
radius-server vsa send accounting
radius-server vsa send authentication
|
voice-port 0:D

|
dial-peer voice 100 voip
application debit card

incoming called-number 34

shutdown

destination-pattern 53.....
session target ras

dtmf-relay h245-alphanumeric

codec g7l1lulaw

|
dial-peer voice 200 pots

incoming called-number 30001
destination-pattern 3450070

port 0:D

prefix 50070

|
dial-peer voice 101 voip
application debit card

incoming called-number 34.....
shutdown

session protocol sipv2

session target ipv4:16.0.0.1
dtmf-relay cisco-rtp

codec g7l1lulaw

|

dial-peer voice 102 voip

incoming called-number 34.....
destination-pattern 53.....
session target ipv4:16.0.0.1
dtmf-relay h245-alphanumeric

codec g7llulaw
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gateway

|

line con O
exec-timeout 0 0
transport input none
line aux O

line vty 0 4

password xXxx

|

ntp clock-period 17180933
ntp server 1.14.42.23
end

GW2#
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VolIP for IPv6

This document describes VoIP in IPv6 (VoIPv6), a feature that adds IPv6 capability to existing VoIP features.
This feature adds dual-stack (IPv4 and IPv6) support on voice gateways and media termination points (MTPs),
IPv6 support for Session Initiation Protocol (SIP) trunks, and support for Skinny Client Control Protocol
(SCCP)-controlled analog voice gateways. In addition, the Session Border Controller (SBC) functionality of
connecting a SIP IPv4 or H.323 IPv4 network to a SIP IPv6 network is implemented on a Cisco UBE to
facilitate migration from VoIPv4 to VoIPvo6.

* Prerequisites for VoIP for IPv6, on page 193

* Restrictions for Implementing VoIP for IPv6, on page 193
* Information About VoIP for IPv6, on page 195

* How to Configure VoIP for IPv6, on page 201

* Configuration Examples for VoIP over IPv6, on page 226
* Troubleshooting Tips for VoIP for IPv6, on page 226

* Verifying and Troubleshooting Tips, on page 227

* Feature Information for VoIP for IPv6, on page 244

Prerequisites for VolP for IPv6

* Cisco Express Forwarding for IPv6 must be enabled.
* Virtual routing and forwarding (VRF) is not supported in IPv6 calls.

* One of the following releases is installed and running on your CUBE:

* Cisco 10S Release 12.4(22)T or a later
* Cisco IOS XE Release 3.3S or a later

Restrictions for Implementing VolP for IPv6

The following are the restrictions for Cisco UBE features:

Media Flow-Through
* Video call flows with Alternative Network Address Types (ANAT) are not supported.
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» Webex call flow with ANAT is not supported (Cisco UBE does not support ANAT on Video and
Application media types).

SDP Pass-Through

* Supports only Early Offer (EO)—Early Offer (EO) and Delayed Offer (DO)-Delayed Offer (DO) call
flows.

* Delayed Offer—Early Offer call flow falls back to Delayed Offer—Delayed Offer call flow.
* Supplementary services are not supported on SDP Pass-Through.

* Transcoding and DTMF interworking are not supported.

N

Note The above SDP Pass—Through restrictions are applicable for both IPv4 and IPv6.

* SDP Pass—Through does not support the dual-stack functionality.

* ANAT call flows do not support IPv4-to-IPv6 and IPv6-to-IPv4 Media interworking.

UDP Checksum
* CEF and process options are not supported on ASR1000 series routers.

* None option is partially supported on ISR-G2.

Media Anti—-Trombone
* Media Anti—-Trombone is not enabled if the initial call before tromboning is in Flow—Around (FA) mode.

» Media Anti—-Trombone supports only symmetric media address type interworking (IPv4-IPv4 or IPv6-1Pv6
media) with or without ANAT.

* Does not provide support for IPv4-IPv6 interworking cases with or without ANAT because Cisco UBE
cannot operate in FA mode post tromboning.

IPv6 and IPv4 SRTP Interoperability
* [Pv6 and IPv4 SRTP interoperability is not supported.

» When dual stack is configured with preference to IPv4, crypto keys appear only under IPv4. It does not
appear under IPv6.

When dual stack is configured with preference to IPv6, crypto keys appear only under IPv6. It does not
appear under IPv4.
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Information About VolP for IPv6

SIP Features Supported on IPv6

The Session Initiation Protocol (SIP) is an alternate protocol that is developed by the Internet Engineering
Task Force (IETF) for multimedia conferencing over IP.

The Cisco SIP functionality enables Cisco access platforms to signal the setup of voice and multimedia calls
over IP networks. SIP features also provide advantages in the following areas:

* Protocol extensibility
* System scalability
* Personal mobility services

* Interoperability with different vendors

A SIP User Agent (UA) operates in one of the following three modes:
* [Pv4-only: Communication with only IPv6 UA is unavailable.
* [Pv6-only: Communication with only IPv4 UA is unavailable.

* Dual-stack: Communication with only IPv4, only IPv6 and dual-stack UAs are available.

Dual-stack SIP UAs use Alternative Network Address Transport (ANAT) grouping semantics:
* Includes both IPv4 and IPv6 addresses in the Session Description Protocol (SDP).

* [s automatically disabled in dual-stack mode (can be enabled if necessary).
* Requires media to be bound to an interface that have both IPv4 and IPv6 addresses.

* Described in RFC 4091 and RFC 4092 (RFC 5888 describes general SDP grouping framework).

SIP UAs use “sdp-anat” option tag in the Required and Supported SIP header fields:
* Early Offer (EO) INVITE using ANAT semantics places “sdp-anat” in the Require header.
* Delayed Offer (DO) INVITE places “sdp-anat” in the Supported header.

SIP Signaling and Media Address Selection:

* Source address for SIP signaling is selected based on the destination signaling address type that is
configured in the session-target of the outbound dial-peer:

« If signaling bind is configured, source SIP signaling address is chosen from the bound interface.
* If'signaling bind is not configured, source SIP signaling address is chosen based on the best address

in the UA to reach the destination signaling address.

SDP may or may not use ANAT semantics:
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When ANAT is used, media addresses in SDP are chosen from the interface media that is configured.
When ANAT is not used, media addresses in SDP are chosen from the interface media that is configured
OR based on the best address to reach the destination signaling address (when no media bind is configured).

SIP Voice Gateways in VolPv6

Session Initiation Protocol (SIP) is a simple, ASCII-based protocol that uses requests and responses to establish
communication among the various components in the network and to ultimately establish a conference between
two or more endpoints.

In addition to the already existing features that are supported on IPv4 and IPv6, the SIP Voice Gateways
support the following features:

History-Info: The SIP History—info Header Support feature provides support for the history-info header
in SIP INVITE messages only. The SIP gateway generates history information in the INVITE message
for all forwarded and transferred calls. The history-info header records the call or dialog history. The
receiving application uses the history-info header information to determine how and why the call has
reached it.

For more information, refer to the “SIP History INFO” section in the Cisco Unified Border Element
(Enterprise) SIP Support Configuration Guide .

Handling 181/183 Responses with/without SDP: The Handling 181/183 Responses with/without SDP
feature provides support for SIP 181 (Call is Being Forwarded) and SIP 183 (Session Progress) messages
either globally or on a specific dial-peer. Also, you can control when the specified SIP message is dropped
based on either the absence or presence of SDP information.

For more information, refer to “SIP-Enhanced 180 Provisional Response Handling” section in the Cisco
Unified Border Element Configuration Guide .

Limiting the Rate of Incoming SIP Callsper Dial-Peer (Call Spike): The call rate-limiting feature
for incoming SIP calls starts working after a switch over in a SIP call. The rate—limiting is done for new
calls received on the new Active. The IOS timers that track the call rate limits runs on active and standby
mode and does not require any checkpoint. However, some statistics for calls rejected requires to be
checked for the show commands to be consistent before and after the switchover.

PPI/PAl/Privacy and RPID Passing: For incoming SIP requests or response messages, when the PAI
or PPI privacy header is set, the SIP gateway builds the PAI or PPI header into the common SIP stack,
thereby providing support to handle the call data present in the PAI or PPI header. For outgoing SIP
requests or response messages, when the PAI or PPI privacy header is set, privacy information is sent
using the PAI or PPI header.

For more information, refer to the “Support for PAID PPID Privacy PCPID and PAURI Headers on
Cisco UBE” section in the Cisco Unified Border Element SIP Support Configuration Guide .

SIPVMW!I for FXSphones: SIP provides visible message waiting indication (VMWI) on FXS phones.
This feature provides users with the option to enable one message waiting indication (MWI): audible,
visible, or both. The VMWI mechanism uses SIP Subscribe or Notify to get MWI updates from a virtual
machine (VM) system, and then forwards updates to the FXS phone on the port.

For more information, refer to the “Configuring SIP MWI Features” section in the SIP Configuration
Guide .

SIP Session timer (RFC 4028): This feature allows for a periodic refresh of SIP sessions through a
re-INVITE or UPDATE request. The refresh allows both user agents and proxies to determine whether
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the SIP session is still active. Two header fields can be defined: Session-Expires, which conveys the
lifetime of the session, and Min-SE, which conveys the minimum allowed value for the session timer.

For more information, refer to the “SIP Session Timer Support” section in the Cisco Unified Border
Element SIP Support Configuration Guide .

» SIP Media I nactivity Detection: The SIP Media Inactivity Detection Timer feature enables Cisco
gateways to monitor and disconnect VoIP calls if no Real-Time Control Protocol (RTCP) packets are
received within a configurable time period.

For more information, refer to the SIP Media Inactivity Timer section.
The SIP Voice Gateways feature is supported for analog endpoints that are connected to Foreign Exchange
Station (FXS) ports or a Cisco VG224 Analog Phone Gateway and controlled by a Cisco call-control system,

such as a Cisco Unified Communications Manager (Cisco Unified CM) or a Cisco Unified Communications
Manager Express (Cisco Unified CME).

For more information on SIP Gateway features and information about configuring the SIP voice gateway for
VoIPv6, see the Configuring VoIP for IPv6 .

VolPv6 Support on Cisco UBE

Cisco UBE in VoIPv6 adds IPv6 capability to VoIP features. This feature adds dual-stack support on voice
gateways, IPv6 support for SIP trunks, support for SCCP-controlled analog voice gateways, support for
real-time control protocol (RTCP) pass-through, and support for T.38 fax over IPvo6.

For more information on these features, refer to the following:

* “Configuring Cisco IOS Gateways” section in the Deploying IPv6 in Unified Communications Networks
with Cisco Unified Communications Manager

* “Trunks” section in Deploying IPv6 in Unified Communications Networks with Cisco Unified
Communications Manager

* “SCCP-controlled analog voice gateways” section in the SCCP Controlled Analog (FXS) Ports with
Supplementary Features in Cisco IOS Gateways

* “RTCP Pass-Through” section in Cisco UBE RTCP Voice Pass-Through for IPv6

* “T.38 fax over IPv6” section in Fax, Modem, and Text Support over IP Configuration Guide
Support has been added for audio calls in media Flow—Through (FT) and Flow—Around (FA) modes, High
Density (HD) transcoding, Local Transcoding Interface (LTI), along with Voice Class Codec (VCC) support,

support for Hold/Resume, REFER, re-INVITE, 302 based services, and support for media anti-trombone have
been added to Cisco UBE.

Cisco UBE being a signaling proxy processes all signaling messages for setting up media channels. This
enables Cisco UBE to affect the flow of media packets using the media flow-through and the media flow-around
modes.

* Media FT and Media FA modes support the following call flows:
* EO—to-EO
* DO-to-DO
* DO-to-EO
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* Media Flow-Through (FT): In a media flow—through mode, between two endpoints, both signaling and
media flows through the IP-to-IP Gateway (IPIP GW). The IPIP GW performs both signaling and media
interworking between H.323/SIP [Pv4 and SIP IPv6 networks.

Figure 23: H.323/SIP IPv4 - SIP IPv6 interworking in media flow-through mode
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» Media Flow-Around (FA): Media flow—around provides the ability to have a SIP video call whereby
signaling passes through Cisco UBE and media pass directly between endpoints bypassing the Cisco
UBE.
Figure 24: H.323/SIP IPv4 - SIP IPv6 interworking in media flow-around mode
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» Assisted RTCP (RTCP Keepalive): Assisted Real-time Transport Control Protocol (RTCP) enables
Cisco UBE to generate RTCP keepalive reports on behalf of endpoints; however, endpoints, such as
second generation Cisco IP phones (7940/7960) and Nortel Media Gateways (MG 1000T) do not generate
any RTCP keepalive reports. Assisted RTCPs enable customers to use Cisco UBE to interoperate between
endpoints and call control agents, such as Microsoft OCS/Lync so that RTCP reports are generated to
indicate session liveliness during periods of prolonged silence, such as call hold or call on mute.

The assisted RTCP feature helps Cisco UBE to generate standard RTCP keepalive reports on behalf of
endpoints. RTCP reports determine the liveliness of a media session during prolonged periods of silence,
such as a call on hold or a call on mute.

» SDP Pass-Through: SDP is configured to pass through transparently at the Cisco UBE, so that both
the remote ends can negotiate media independently of the Cisco UBE.
SDP pass-through is addressed in two modes:

* Flow-through—Cisco UBE plays no role in the media negotiation, it blindly terminates and
re-originates the RTP packets irrespective of the content type negotiated by both the ends. This
supports address hiding and NAT traversal.

* Flow-around—Cisco UBE neither plays a part in media negotiation, nor does it terminate and
re-originate media. Media negotiation and media exchange is completely end-to-end.
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For more information, refer to the “Configurable Pass-through of SIP INVITE Parameters” section in
the Cisco Unified Border Element SIP Support Configuration Guide .

» UDP Checksum for | Pv6: User Datagram Protocol (UDP) checksums provide data integrity for addressing
different functions at the source and destination of the datagram, when a UDP packet originates from an
IPv6 node.

* |P Toll Fraud:The IP Toll Fraud feature checks the source IP address of the call setup before routing
the call. If the source IP address does not match an explicit entry in the configuration as a trusted VoIP
source, the call is rejected.

For more information, refer to the “Configuring Toll Fraud Prevention” section in the Cisco Unified
Communications Manager Express System Administrator Guide .

* RTP Port Range: Provides the capability where the port range is managed per [P address range. This
features solves the problem of limited number of rtp ports for more than 4000 calls. It enables combination
of an IP address and a port as a unique identification for each call.

» Hold/Resume: Cisco UBE supports supplementary services such as Call Hold and Resume. An active
call can be put in held state and later the call can be resumed.

For more information, refer to the “Configuring Call Hold/Resume for Shared Lines for Analog Ports”
section in Supplementary Services Features for FXS Ports on Cisco IOS Voice Gateways Configuration
Guide .

« Call Transfer (re-INVITE, REFER): Call transfer is used for conference calling, where calls can
transition smoothly between multiple point-to-point links and IP level multicasting.

For more information, refer to the “Configurable Pass-through of SIP INVITE Parameters” section in
the Cisco Unified Border Element SIP Support Configuration Guide .

+ Call Forward (302 based): SIP provides a mechanism for forwarding or redirecting incoming calls. A
Universal Access Servers (UAS) can redirect an incoming INVITE by responding with a 302 message
(moved temporarily).

» Consumption of 302 at stack level is supported for EO-EO, DO-DO and DO-EO calls for all
combination of IPv4/IPv6/ANAT.

» Consumption of 302 at stack level is supported for both FT and FA calls.

For more information, refer to the “ Configuring Call Transfer and Forwarding” section in Cisco Unified
Communications Manager Express System Administrator Guide .

» Media Antitrombone: Antitromboning is a media signaling service in SIP entity to overcome the media
loops. Media Trombones are media loops in a SIP entity due to call transfer or call forward. Media loops
in Cisco UBE are not detected because Cisco UBE looks at both call types as individual calls and not
calls related to each other.

Antitrombone service has to be enabled only when no media interworking is required in both legs. Media
antitrombone is supported only when the initial call is in IPv4 to IPv4 or IPv6 to IPv6 mode only.

For more information, refer to the “Configuring Media Antitrombone” section in the Cisco Unified
Border Element Protocol-Independent Features and Setup Configuration Guide .

* RE-INVITE Consumption: The Re-INVITE/UPDATE consumption feature helps to avoid
interoperability issues by consuming the mid-call Re-INVITEs/UPDATEs from Cisco UBE. As Cisco
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UBE blocks RE-INVITE / mid-call UPDATE, remote participant is not made aware of the SDP changes,
such as Call Hold, Call Resume, and Call transfer.

For more information, refer to the “Cisco UBE Mid-call Re-INVITE/UPDATE Consumption” section
in the Cisco Unified Border Element Protocol-Independent Features and Setup Configuration Guide .

Address Hiding: The address hiding feature ensures that the Cisco UBE is the only point of signaling
and media entry/exit in all scenarios. When you configure address-hiding, signaling and media peer
addresses are also hidden from the endpoints, especially for supplementary services when the Cisco UBE
passes REFER/3xx messages from one leg to the other.

For more information, refer to the “Configuring Address Hiding” section in the SIP-to-SIP Connections
on a Cisco Unified Border Element .

Header Passing: Header Pass through enables header passing for SIP INVITE, SUBSCRIBE and
NOTIFY messages; disabling header passing affects only incoming INVITE messages. Enabling header
passing results in a slight increase in memory and CPU utilization.

For more information, refer to the “SIP-to-SIP Connections on a Cisco Unified Border Element” section
in the SIP-to-SIPConnections on Cisco Unified Border Element .

Refer—To Passing: The Refer-to Passing feature is enabled when you configure refer-to-passing in Refer
Pass through mode and the supplementary service SIP Refer is already configured. This enables the
received refer-to header in Refer Pass through mode to move to the outbound leg without any modification.
However, when refer-to-passing is configured in Refer Consumption mode without configuring the
supplementary-service SIP Refer, the received Refer-to URI is used in the request-URI of the triggered
nvite.

For more information, refer to the “Configuring Support for Dynamic REFER Handling on Cisco UBE”
section in the Cisco Unified Border Element SIP Configuration Guide .

Error Pass-through: The SIP error message pass through feature allows a received error response from
one SIP leg to pass transparently over to another SIP leg. This functionality will pass SIP error responses
that are not yet supported on the Cisco UBE or will preserve the Q.850 cause code across two sip call-legs.

For more information, refer to the “Configuring SIP Error Message Passthrough” section in the Cisco
Unified Border Element SIP Support Configuration Guide .

SIP UPDATE Interworking: The SIP UPDATE feature allows a client to update parameters of a session
(such as, a set of media streams and their codecs) but has no impact on the state of a dialog. UPDATE
with SDP will support SDP Pass through, media flow around and media flow through. UPDATE with
SDP support for SIP to SIP call flows is supported in the following scenarios:

* Early Dialog SIP to SIP media changes.
* Mid Dialog SIP to SIP media changes.

For more information, refer to the “SIP UPDATE Message per RFC 3311 section in the Cisco Unified
Border Element SIP Support Configuration Guide .

SIP OPTIONSPing: The OPTIONS ping mechanism monitors the status of a remote Session Initiation
Protocol (SIP) server, proxy or endpoints. Cisco UBE monitors these endpoints periodically.

For more information, refer to the “Cisco UBE Out-of-dialog OPTIONS Ping for Specified SIP Servers
or Endpoints” section in the Configuration of SIP Trunking for PSTN Access (SIP-to-SIP) Configuration
Guide .
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+ Configurable Error Response Codein OPTIONS Ping: Cisco UBE provides an option to configure
the error response code when a dial peer is busied out because of an Out-of-Dialog OPTIONS ping
failure.

For more information, refer to the “Configuring an Error Response Code upon an Out-of-Dialog OPTIONS
Ping Failure” section in the Cisco Unified Border Element SIP Support Configuration Guide .

SIP Profiles: SIP profiles create a set of provisioning properties that you can apply to SIP trunk.

Dynamic Payload Type Interworking (DTMF and Codec Packets): The Dynamic Payload Type
Interworking for DTMF and Codec Packets for SIP-to-SIP Calls feature provides dynamic payload type
interworking for dual tone multifrequency (DTMF) and codec packets for Session Initiation Protocol
(SIP) to SIP calls. The Cisco UBE interworks between different dynamic payload type values across the
call legs for the same codec. Also, Cisco UBE supports any payload type value for audio, video, named
signaling events (NSEs), and named telephone events (NTEs) in the dynamic payload type range 96 to
127.

For more information, refer to the “Dynamic Payload Type Interworking for DTMF and Codec Packets
for SIP-to-SIP Calls” section in the Cisco Unified Border Element (Enterprise) Protocol-Independent
Features and Setup Configuration Guide .

Audio Transcoding using Local Transcoding Interface (LTI): Local Transcoding Interface (LTI) is
an interface created to remove the requirement of SCCP client for Cisco UBE transcoding.

For information, refer to Cisco Unified Border Element 9.0 Local Transcoding Interface (LTI) .

Voice Class Codec (VCC) with or without Transcoding: The Voice Class Codec feature supports
basic and all Re-Invite based supplementary services like call-hold/resume, call forward, call transfer,
where if any mid-call codec changes, Cisco UBE inserts/removes/modifies the transcoder as needed.

Support for negotiation of an Audio Codec on each leg of a SIP-SIP call on the Cisco UBE feature
supports negotiation of an audio codec using the Voice Class Codec (VCC) infrastructure on Cisco UBE.

VCC supports SIP-SIP calls on Cisco UBE and allows mid-call codec change for supplementary services.

How to Configure VolP for IPv6

Configuring VolP for IPv6

SIP is a simple, ASCII-based protocol that uses requests and responses to establish communication among
the various components in the network and to ultimately establish a conference between two or more endpoints.

Users in a SIP network are identified by unique SIP addresses. A SIP address is similar to an e-mail address
and is in the format of sip:userID@gateway.com. The user ID can be either a username or an E.164 address.
The gateway can be either a domain (with or without a hostname) or a specific Internet IPv4 or IPv6 address.

A SIP trunk can operate in one of three modes: SIP trunk in IPv4-only mode, SIP trunk in IPv6-only mode,
and SIP trunk in dual-stack mode, which supports both IPv4 and IPv6.

A SIP trunk uses the Alternative Network Address Transport (ANAT) mechanism to exchange multiple [Pv4
and IPv6 media addresses for the endpoints in a session. ANAT is automatically disabled on SIP trunks in
dual-stack mode. The ANAT Session Description Protocol (SDP) grouping framework allows user agents
(UAs) to include both IPv4 and IPv6 addresses in their SDP session descriptions. The UA is then able to use
any of its media addresses to establish a media session with a remote UA.
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A Cisco Unified Border Element can interoperate between H.323/SIP IPv4 and SIP IPv6 networks in media
flow-through mode. In media flow-through mode, both signaling and media flows through the Cisco Unified
Border Element, and the Cisco Unified Border Element performs both signaling and media interoperation
between H.323/SIP IPv4 and SIP IPv6 networks (see the figure below).

Figure 25: H.323/SIP IPv4--SIP IPv6 Interoperating in Media Flow-Through Mode
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Shutting Down or Enabling VolPv6 Service on Cisco Gateways

SUMMARY STEPS
1. enable
2. configure terminal
3. voiceservicevoip
4. shutdown [ forced]
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3 VOiCe service voip

Example:

Device (config) # voice service voip

Enters voice service VoIP configuration mode.

Step 4 shutdown [ forced]

Example:

Shuts down or enables VoIP call services.
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Shutting Down or Enabling VolPv6 Submodes on Cisco Gateways .

Command or Action

Purpose

Device (config-voi-serv)# shutdown forced

Shutting Down or Enabling VolPv6 Submodes on Cisco Gateways

SUMMARY STEPS

1. enable

2. configure terminal

3. voice servicevoip

4. sp

5. call servicestop [forced]
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3 VOiCe service voip

Example:

Device (config) # voice service voip

Enters voice service VoIP configuration mode.

Step 4 sip

Example:

Device (config-voi-serv) # sip

Enters SIP configuration mode.

Step 5 call servicestop [forced]

Example:

Device (config-serv-sip)# call service stop

Shuts down or enables VoIPv6 for the selected submode.
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Configuring the Protocol Mode of the SIP Stack

Before you begin

CUBE Fundamentals and Basic Setup |

SIP service should be shut down before configuring the protocol mode. After configuring the protocol mode
as IPv6, IPv4, or dual-stack, SIP service should be reenabled.

SUMMARY STEPS
1. enable
2. configure terminal
3. sp-ua
4. protocol mode ipv4 |ipv6 | dual-stack [preference {ipv4 |ipv6}]}
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 sip-ua Enters SIP user agent configuration mode.
Example:
Device (config) # sip-ua
Step 4 protocol mode ipv4 |ipv6 | dual-stack [preference {ipv4 | Configures the Cisco I0S SIP stack in dual-stack mode.

| ipv6} ]}
Example:

Device (config-sip-ua)# protocol mode dual-stack

Example: Configuring the SIP Trunk

This example shows how to configure the SIP trunk to use dual-stack mode, with IPv6 as the preferred
mode. The SIP service must be shut down before any changes are made to protocol mode

configuration.
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Device (config) # sip-ua

Enabling ANAT Mode ]

Device (config-sip-ua)# protocol mode dual-stack preference ipvé

Enabling ANAT Mode

ANAT is automatically disabled on SIP trunks in dual-stack mode. Perform this task to enable ANAT in order

to use a single-stack mode.

SUMMARY STEPS
1. enable
2. configure terminal
3. voiceservicevoip
4. sp
5. anat

DETAILED STEPS

Procedure

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3 Voice service voip

Example:

Device (config) # voice service voip

Enters voice service VoIP configuration mode.

Step 4 sip

Example:

Device (config-voi-serv) # sip

Enters SIP configuration mode.

Step 5 anat

Example:

Device (conf-serv-sip)# anat

Enables ANAT on a SIP trunk.
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Verifying SIP Gateway Status

Before you begin

To verify the status of

CUBE Fundamentals and Basic Setup |

SIP Gateway, use the following commands

ections

SUMMARY STEPS
1. show sip-uacalls
2. show sip-uaconn
3. show sip-ua status

DETAILED STEPS

Procedure

Step 1 show sip-ua calls

The show sip-ua calls command displays active user agent client (UAC) and user agent server (UAS) information on

SIP calls:

Device# show sip-ua calls
SIP UAC CALL INFO
Call 1
SIP Call ID
State of the call
Substate of the call
Calling Number
Called Number
Bit Flags :
CC Call ID : 2
Source IP Address (Sig ):
Destn SIP Reqg Addr:Port
Destn SIP Resp Addr:Port:
Destination Name :
Number of Media Streams
Number of Active Streams:
RTP Fork Object
Media Mode
Media Stream 1
State of the stream
Stream Call ID
Stream Type
Stream Media Addr Type
Negotiated Codec
Codec Payload Type
Negotiated Dtmf-relay
Dtmf-relay Payload Type
Media Source IP Addr:Po
Media Dest IP Addr:Port
Options-Ping ENABLED:NO
Number of SIP User Agent
SIP UAS CALL INFO
Number of SIP User Agent

Step 2 show sip-ua connections

8368ED08-1C2A11DD-80078908-BA2972D0@2001::21B:D4FF:FED7:B000

STATE ACTIVE
SUBSTATE_NONE
2000
1000
0xC04018 0x100 0xO

(7)
(0)

2001:DB8:0:ABCD::1
2001:DB8:0:0:FFFF:5060
2001:DB8:0:1:FFFF:5060
2001::21B:DSFF:FE1D:6C00
1

1

0x0

flow-through

STREAM ACTIVE
2
voice-only
1709707780
(20 bytes)
18
inband-voice
0
[2001::21B:D4FF:FED7:B000] :16504
[2001::21B:D5FF:FE1D:6C00] :19548
ACTIVE:NO
Client (UAC)

(0)

rt:

calls: 1

Server (UAS) calls: 0
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Step 3

Verifying SIP Gateway Status .

Use the show sip-ua connections command to display SIP UA transport connection tables:

Example:

Device# show sip-ua connections udp brief
Total active connections :
of send failures

of remote closures

No.
No.
No.
No.

of conn.

failures

of inactive conn. ageouts
Router# show sip-ua connections udp detail

Total active connections
of send failures
of remote closures

No.
No.
No.
No.

of conn.

failures

of inactive conn. ageouts

Note:
** Tuples with no matching socket entry
'clear sip <tcpl[tls]/udp> conn t ipv4:<addr>:<port>'
to overcome this error condition
++ Tuples with mismatched address/port entry
'clear sip <tcpltls]/udp> conn t ipvéd:<addr>:<port> id <connid>'
to overcome this error condition
Remote-Agent:2001::21B:D5FF:FE1D:6C00, Connections-Count:1
Remote-Port Conn-Id Conn-State

- Do

- Do

1
0
0
0
0

o O o

0

WriteQ-Size

5060

2 Established

show sip-ua status

Use the show sip-ua status command to display the status of the SIP UA:

Example:

Device# show sip-ua status

SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
NAT

Role in SDP:
Check media source packets:

User
User
User
User
User
User

Agent
Agent
Agent
Agent
Agent
Agent

Status

for UDP : ENABLED
for TCP : ENABLED
for TLS over TCP

ENABLED

bind status(signaling): DISABLED

bind status (media

)

DISABLED

early-media for 180 responses with SDP: ENABLED
max-forwards : 70

DNS SRV version: 2 (rfc 2782
Settings for the SIP-UA

NONE

)

DISABLED

Maximum duration for a telephone-event in NOTIFYs: 2000 ms
SIP support for ISDN SUSPEND/RESUME: ENABLED

Redirection

(3xx)

message handling: ENABLED

Reason Header will override Response/Request Codes: DISABLED
Out-of-dialog Refer: DISABLED
Presence support is DISABLED

protocol mode is ipvé

SDP application configuration:
Version line
Owner line (o
Timespec line

Media supported:

(v=) required

) required
(t=) required

Network types supported: IN

audio video image
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[l RCP Pass-Through

Address types supported: IP4 IP6
Transport types supported: RTP/AVP udptl

RTCP Pass-Through

IPv4 and IPv6 addresses embedded within RTCP packets (for example, RTCP CNAME) are passed on to
Cisco UBE without being masked. These addresses are masked on the Cisco UBE ASR 1000.

The Cisco UBE ASR 1000 does not support printing of RTCP debugs.

\}

Note RTCP is passed through by default. No configuration is required for RTCP pass-through.

Configuring IPv6 Support for Cisco UBE

In Cisco UBE, IPv4-only and IPv6-only modes are not supported when endpoints are dual-stack. In this case,
Cisco UBE must also be configured in dual-stack mode.

SUMMARY STEPS
1. enable
2. configureterminal
3. sip-ua
4. protocol mode {ipv4 |ipv6 | dual-stack {preference {ipv4|ipv6}}
5. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configureterminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 sip-ua Enters SIP user-agent configuration mode.

Example:

Device (config) # sip-ua
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Verifying RTP Pass-Through .

Command or Action

Purpose

Step 4 protocol mode {ipv4|ipv6 | dual-stack {preference {ipv4| Configures the Cisco IOS SIP stack.
|1pv6}} * protocol mode dual-stack preference {ipv4 | ipv6}
Example: —Sets the IP preference when the ANAT command
Device (config-sip-ua)# protocol mode ipvé isconﬁgured.

* protocol mode {ipv4 | ipv6} —Passes the IPv4 or
IPv6 address in the SIP invite.

« protocol mode dual-stack} —Passes both the IPv4
addresses and the IPv6 addresses in the SIP invite and
sets priority based on the far-end IP address.

Step 5 end Exits SIP user-agent configuration mode.
Example:

Device (conf-voi-serv)# end

Verifying RTP Pass-Through

To enable RTCP packet-related debugging, use the following command

SUMMARY STEPS
1. debug voip rtcp packets
DETAILED STEPS
Procedure
debug voip rtcp packets
Example:

Device# debug voip rtcp packets

*Feb 14 06:24:58.799:
*Feb 14 06:24:58.799:
dst ip=2001:DB8:C18:5:21D:A2FF:FE72:4D00,
*Feb 14 06:24:58.799:

//1/xxxxxxxxxxxx/RTP//Packet/voip remote rtcp packet: Received RTCP packet
(src 1ip=2001:DB8:C18:5:21B:D4FF:FEDD:35F0,
dst port=17103)

SR: ssrc=0x1F7A35F0 sr_ntp h=0xD10346B4 sr_ntp 1=0x13173D8
F sr_timestamp=0x0 sr_npackets=381 sr_nbytes=62176

src port=17699,

*Feb 14 06:24:58.799: RR: ssrc=0x1A1752F0 rr loss=0x0 rr ehsr=5748 rr jitter=0 r

r 1sr=0x0 rr dlsr=0x0
*Feb 14 06:24:58.799:
8:5:21B:D4FF:FEDD:35F0

SDES:

ssrc=0x1F7A35F0 name=1 len=39 data=0.0.0@2001:DB8:C1

*Feb 14 06:24:58.799: //2/xxxxxxxxxxxx/RTP//Packet/voip remote rtcp packet: Send

ing RTCP packet
*Feb 14 06:24:58.799:
dst ip=2001:DB8:C18:5:21B:D4FF:FED7:52F0,

(src 1ip=2001:DB8:C18:5:21D:A2FF:FE72:4D00,
dst port=19416)

src port=23798,

*Feb 14 06:24:58.799: SR: ssrc=0x0 sr_ntp h=0xD10346B4 sr ntp 1=0x13173D8F sr_ ti

mestamp=0x0 sr npackets=381 sr nbytes=62176

*Feb 14 06:24:58.799: RR: ssrc=0x1A1752F0 rr loss=0x0 rr ehsr=5748 rr jitter=0 r

r 1sr=0x0 rr dlsr=0x0

*Feb 14 06:24:58.799: SDES:

ssrc=0x1F7A35F0 name=1 len=39 data=0.0.0@2001:DB8:C1

Cisco Unified Border Element Configuration Guide Through Cisco 10S XE 17.5 .



. Configuring the Source IPv6 Address of Signaling and Media Packets

8:5:21B:D4FF:FEDD:35F0
*Feb 14 06:24:58.919:
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Configuring the Source IPv6 Address of Signaling and Media Packets

Users can configure the source IPv4 or IPv6 address of signaling and media packets to a specific interface’s
[Pv4 or IPv6 address. Thus, the address that goes out on the packet is bound to the IPv4 or IPv6 address of

the interface specified with the bind command.

The bind command also can be configured with one IPv6 address to force the gateway to use the configured
address when the bind interface has multiple IPv6 addresses. The bind interface should have both IPv4 and

IPv6 addresses to send out ANAT.

When you do not specify a bind address or if the interface is down, the IP layer still provides the best local

address.

SUMMARY STEPS
1. enable
2. configure terminal
3. voice servicevoip
4. sp
5.

DETAILED STEPS

Procedure

bind {control | media| all} sourceinterface interface-id [ipv6-address ipv6-address]

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3 VoiCe service voip

Example:

Device (config) # voice service voip

Enters voice service VoIP configuration mode.

Step 4 sip

Example:

Enters SIP configuration mode.
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Configuring the SIP Server .

Command or Action

Purpose

Device (config-voi-serv)# sip

Step 5

bind {control | media|all} sourceinterface interface-id
[ipv6-address ipv6-address]

Example:

Device (config-serv-sip) # bind control
source-interface FastEthernet 0/0

Binds the source address for signaling and media packets
to the IPv6 address of a specific interface.

Example: Configuring the Source IPv6 Address of Signaling and Media Packets

Device (config) # voice service voip
Device (config-voi-serv)# sip

Device (config-serv-sip) # bind control source-interface fastEthernet 0/0

Configuring the SIP Server

SUMMARY STEPS
1. enable
2. configure terminal
3. sip-ua
4. sip-server {dns: host-name] | ipv4: ipv4—address | ipv6: [ipv6-address] :[port-nums]}
5. keepalivetarget {{ipv4: address |ipv6: address}[: port] | dns: hostname} [ tcp [tIs]]| udp] [secondary]
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 sip-ua Enters SIP user agent configuration mode.
Example:
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Command or Action

Purpose

Device (config) # sip-ua

Step 4 sip-server {dns. host-name] | ipv4: ipv4—address | ipv6: | Configures a network address for the SIP server interface.
[ipv6-address] :[port-nums]}
Example:
Device (config-sip-ua)# sip-server ipvé6:
2001:DB8:0:0:8:800:200C:417A
Step 5 keepalivetarget {{ipv4: address | ipv6 : address}[: port] | Identifies SIP servers that will receive keepalive packets

| dns: hostname} [ tcp [tIs]] | udp] [secondary]

Example:

Device (config-sip-ua)# keepalive target ipvé6:
2001:DB8:0:0:8:800:200C:417A

from the SIP gateway.

Example: Configuring the SIP Server

Device (config) # sip-ua

Device (config-sip-ua)# sip-server ipv6: 2001:DB8:0:0:8:800:200C:417A

Configuring the Session Target

session target {ipv4: destination-address| ipv6: [ destination-address ]| dns: $s$. | $d$. | $e$. | $u$.]

SUMMARY STEPS

1. enable

2. configure terminal

3. dial-peer voice tag {mmoip | pots|vofr | voip}

4. destination pattern [+string T

5.

host-name | enum:table -num | loopback:rtp | ras sip-server} [: port

DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1

enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.
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Configuring SIP Register Support .

Command or Action Purpose
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 dial-peer voice tag {mmoip | pots| vofr | voip} Defines a particular dial peer, specifies the method of voice
encapsulation, and enters dial peer configuration mode.
Example:
Device (config) # dial-peer voice 29 voip
Step 4 destination pattern [+ string T Specifies either the prefix or the full E.164 telephone
number to be used for a dial peer.
Example:
Device (config-dial-peer) # destination-pattern 7777
Step 5 session target {ipv4: destination-address| ipv6: [ Designates a network-specific address to receive calls from

destination-address ]| dns: $s3$. | $d$. | $e$. | $uS$.]
host-name | enum:table -num | loopback:rtp | ras
sip-server} [: port

Example:

Device (config-dial-peer) # session target
ipv6:2001:DB8:0:0:8:800:200C:417A

a VoIP or VoIPv6 dial peer.

Example: Configuring the Session Target

Device (config) # dial-peer voice 29 voip

Device (config-dial-peer)# destination-pattern 7777

Device (config-dial-peer) # session target

Configuring SIP Register Support

SUMMARY STEPS

ipv6:2001:DB8:0:0:8:800:200C:417A

registrar {dns. address | ipv4: destination-address [: port] | ipv6: destination-address : port] }

aor-domain expiresseconds [tcp tls] ] type [secondary] [scheme string]

1. enable

2. configure terminal
3. sp-ua

4,

5. retryregister retries

6. timersregister milliseconds
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DETAILED STEPS

Procedure
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 sip-ua Enters SIP user agent configuration mode.
Example:
Device (config) # sip-ua
Step 4 registrar {dns: address | ipv4: destination-address [: port] | Enables SIP gateways to register E.164 numbers on behalf
| ipv6: destination-address : port] } aor-domain expires | of analog telephone voice ports, IP phone virtual voice
seconds [tcp tls] ] type [secondary] [scheme string] ports, and SCCP phones with an external SIP proxy or SIP
registrar.
Example:
Device (config-sip-ua)# registrar ipvé:
2001:DB8::1:20F:F7FF:FEOB:2972 expires 3600
secondary
Step 5 retry register retries Configures the total number of SIP register messages that
the gateway should send.
Example:
Device (config-sip-ua)# retry register 10
Step 6 timersregister milliseconds Configures how long the SIP UA waits before sending

Example:

Device (config-sip-ua)# timers register 500

register requests.

Example: Configuring SIP Register Support

config-sip-ua)# registrar ipvé6: 2001:DB8:0:0:8:800:200C:417A expires 3600 secondary

Device (config) # sip-ua

Device (

Device (config-sip-ua)# retry register 10
Device ((config-sip-ua)# timers register 500
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Configuring Outbound Proxy Server Globally on a SIP Gateway .

Configuring Outbound Proxy Server Globally on a SIP Gateway

SUMMARY STEPS
1. enable
2. configureterminal
3. voice servicevoip
4. sp
5.

DETAILED STEPS

Procedure

outbound-proxy {ipv4: ipv4-address | ipv6: ipv6-address | dns: host : domain} [: port-number]

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 VoiCe service voip Enters voice service VoIP configuration mode.
Example:
Device (config) # voice service voip
Step 4 sip Enters sip configuration mode.
Example:
Device (config-voi-serv) # sip
Step 5 outbound-proxy {ipv4: ipv4-address | ipv6: ipv6-address | Specifies the SIP outbound proxy globally for a Cisco IOS

| dns: host : domain} [: port-number]

Example:

Device (config-serv-sip) #outbound-proxy ipvé:
2001:DB8:0:0:8:800:200C:417A

voice gateway using an IPv6 address.
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Configuring UDP Checksum

SUMMARY STEPS
1. enable
2. configureterminal
3. ipv6 udp checksum [process| cef | none]
4. exit
DETAILED STEPS
Procedure

CUBE Fundamentals and Basic Setup |

Command or Action

Purpose

Step 1 enable

Example:

Device> enable

Enables privileged EXEC mode.

* Enter your password if prompted.

Step 2 configure terminal

Example:

Device# configure terminal

Enters global configuration mode.

Step 3 ipv6 udp checksum [process | cef | none]

Example:

Device (config) # ipv6é udp checksum process

Configures UDP checksum for Cisco UBE so that when

you enable UDP checksum, it is computed and added for
outgoing media packets. Similarly, disable the command
to ignore the checksum calculation.

Use the following keywords with the ipv6 udp checksum
command:

* process: Packets are punted to the process switching
path for checksum validation.

« cef: The UDP checksum validation is done in the CEF
path.

* none: UDP checksum validation is not done for
received media packets in the CEF path and there is
no UDP checksum computation for transmitted media
packets.

Step 4 exit

Example:

Device (config) # exit

Exits global configuration mode and returns to privileged
EXEC mode.
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Configuring IP Toll Fraud

SUMMARY STEPS
1. enable
2. configureterminal
3. voice servicevoip
4. ipaddresstrusted list
5. ipv6 X:X:X:X::X
6. end

DETAILED STEPS

Procedure

Configuring IP Toll Fraud .

Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 Voice service voip Enters voice service VoIP configuration mode.
Example:
Device (config) # voice service voip
Step 4 ip addresstrusted list Enters IP address trusted list configuration mode. You can
Example: add unique and multiplg IP addresses for incoming VoIP
(H.323/SIP) calls to a list of trusted IP addresses.
Device (config-voi-serv)# ip address trusted list
Step 5 ipv6 X:X:X:X::X Enters IPv6 addresses for toll fraud prevention.
Example:
Device (cfg-iptrust-list)# ipv6é 2001:DB8::/48
Step 6 end Exits trusted list configuration mode and returns to global
Example: configuration mode.

Device (cfg-iptrust-list)# end
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Configuring the RTP Port Range for an Interface

SUMMARY STEPS
1. enable
2. configureterminal
3. voiceservicevoip
4. allow-connectionssip tosip
5. media-addressrangerange
6. rtp-port rangerange
7. exit
8. dial-peer voicetag voip
9. voice-classsip bind media sour ce-interface interface
10. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configureterminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 vaice service voip Enters voice service VoIP configuration mode.
Example:
Device (config) # voice service voip
Step 4 allow-connections sip to sip Allows sip-to-sip connections under voice service voip
configuration mode for Cisco UBE.
Example:
Device (conf-voi-serv) # allow-connections sip to
sip
Step 5 media-addressrange range Configures the media-address range, which enables the

Example:

Device (config-voi-serv) # media-address range
2001:DB8::/48

media gateway to allocate the available free port for a given
IP address within the address range.
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Configuring Message Waiting Indicator Server Address .

Command or Action

Purpose

Step 6 rtp-port range range Configures the RTP port range.
Example: Note * Each Cisco UBE can configure ten unique
IP address ranges.
Device (config-voi-serv)# rtp-port range 20000 .
30000 * The default global RTP port range is from
16384 to 32766.
Step 7 exit Exits voice service VoIP configuration mode.
Example:
Device (config-voi-ser) # exit
Step 8 dial-peer voicetag voip Enters dial peer configuration mode.
Example:
Device (config) # dial-peer voice 300 voip
Step 9 voice-class sip bind media sour ce-interface interface | Matches the local SIP bind media IP address to the IP
Examole: address range entries. Binds media packets to the IPv4 or
ple: IPv6 address of a specific interface and specifies an
, , , . . . interface as the source address of SIP packets.
Device (config-dial-peer) # voice-class sip bind
media source-interface GigabitEthernet 0
Step 10 end Exits dial peer configuration mode and returns to global
configuration mode.
Example:

Device (config-dial-peer)# end

Configuring Message Waiting Indicator Server Address

SUMMARY STEPS

1. enable
2. configure terminal
3. sp-ua
4,

[output-dial-peer-tag]
5. end

mwi-server {ipv4: destination-address| ipv6: destination-address| dns: host-name} peer-tag
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DETAILED STEPS

Procedure
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Command or Action

Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.
Device> enable
Step 2 configure terminal Enters global configuration mode.
Example:
Device# configure terminal
Step 3 sip-ua Enters SIP user-agent configuration mode.
Example:
Device (config) # sip-ua
Step 4 mwi-server {ipv4: destination-address| ipv6: Configures voice-mail server settings on a voice gateway
destination-address| dns: host-name} peer-tag or user agent.
[output-dial-peer-tag] * ipv4/ ipv6: destination-address—IP address of the
Example: voice-mail server.
* dns: host-name—Host device housing the domain
Device (config-sip-ua) # mwi-server ipvé name server that resolves the name of the voice-mail
2001:DB8::/48 peer-tag 3 server. The argument should contain the complete
hostname to be associated with the target address; for
example, dns:test.example.com.
* peer-tag—Attaches an existing dial peer to SIP MWI
service.
Step 5 end Exits SIP user-agent configuration mode and returns to
lobal confi i .
Example: global configuration mode

Device (config-sip-ua)# end

Configuring Voice Ports

SUMMARY STEPS

enable
configureterminal
voice-port port number
vmwi [fsk | dc-voltage]
end

apwDbd-=
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DETAILED STEPS

Procedure
Command or Action Purpose

Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configureterminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 voice-port port number Enters voiceport configuration mode.

Example:

Device (config) # voice-port 3

Step 4 vmwi [fsk | dc-voltage] Enables either Frequency—Shift Keying (FSK) visible
message waiting indication (VMWI) or DC voltage on a
Cisco VG224 onboard analog FXS voice port. VMWI is
configured automatically when MWI is configured on the
voice port.

Example:
Device (config-voiceport)# vmwi fsk

« If an FSK phone is connected to the voice port, use
the fsk keyword. Similarly, if a DC voltage phone is
connected to the voice port, use the dc-voltage
keyword.

Step 5 end Exits voice-port configuration mode and returns to

Example: privileged EXEC mode.

Device (config-voiceport) # end

Configuring Cisco UBE Mid-call Re-INVITE Consumption

Configuring Passthrough of Mid-call Signalling

Perform this task to configure passthrough of mid-call signaling (as Re-invites) only when bidirectional media
is added.

SUMMARY STEPS

1. enable
2. configureterminal
3. Configure passthrough of mid-call signaling changes only when bidirectional media is added.
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* In Global VoIP SIP configuration mode

midcall-signaling passthru media-change
* In dial-peer configuration mode

voice-class sip midcall-signaling passthru media-change

4. end
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 Configure passthrough of mid-call signaling changes only | Re-Invites are passed through only when bidirectional media
when bidirectional media is added. is added.

* In Global VoIP SIP configuration mode
midcall-signaling passthru media-change
* In dial-peer configuration mode
voice-class sip midcall-signaling passthru
media-change
Example:
In Global VoIP SIP configuration mode:

Device (config) # voice service voip

Device (conf-voi-serv)# sip

Device (conf-serv-sip)# midcall-signaling passthruy
media-change

Example:
In Dial-peer configuration mode:

Device (config) # dial-peer voice 2 voip
Device (config-dial-peer) # voice-class sip
midcall-signaling passthru media-change

Step 4 end Exits to privileged EXEC mode.

Configuring Passthrough SIP Messages at Dial Peer Level

Perform this task to configure passthrough SIP messages at the dial-peer level. You need to perform this task
at the dial-peer level to consume all media-related mid-call Re-INVITEs/UPDATEs.
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\)

Note If the Cisco UBE Mid-call Re-INVITE/UPDATE consumption feature is configured on global and dial-peer
level, dial-peer level takes precedence.

SUMMARY STEPS
1. enable
2. configureterminal
3. dial-peer voicedial-peer tag voip
4. voice-classsip mid-call signaling passthru media-change
5. exit
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 dial-peer voice dial-peer tag voip Enters dial-peer voice configuration mode.

Example:

Device (config)# dial-peer voice 2 voip

Step 4 voice-classsip mid-call signaling passthru media-change | Passes through SIP messages that involve media change.

Example:

Device (config-dial-peer)# voice-class sip mid-call
signaling passthru media-change

Step 5 exit Exits dial-peer voice configuration mode and returns to

Example: global configuration mode.

Device (config-dial-peer) # exit

Configuring H.323 IPv4-to-SIPv6 Connections in a Cisco UBE

An organization with an IPv4 network can deploy a Cisco UBE on the boundary to connect with the service
provider’s IPv6 network (see the figure below).
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Figure 26: Cisco UBE Interoperating IPv4 Networks with IPv6 Service Provider
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A Cisco UBE can interoperate between H.323/SIP [Pv4 and SIP IPv6 networks in media flow-through mode.
In media flow-through mode, both signaling and media flows through the Cisco UBE, and the Cisco UBE

performs both signaling and media interoperation between H.323/SIP IPv4 and SIP IPv6 networks (see the
figure below).

Figure 27: IPv4 to IPv6 Media Interoperating Through Cisco 10S MTP
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The Cisco UBE feature adds IPv6 capability to existing VoIP features. This feature adds dual-stack support
on voice gateways and MTP, IPv6 support for SIP trunks, and SCCP-controlled analog voice gateways. In
addition, the SBC functionality of connecting SIP IPv4 or H.323 IPv4 network to a SIP IPv6 network is
implemented on an Cisco UBE to facilitate migration from VoIPv4 to VoIPv6.

Before you begin

Cisco UBE must be configured in IPv6-only or dual-stack mode to support IPv6 calls.

\)

Note A Cisco UBE interoperates between H.323/SIP IPv4 and SIP IPv6 networks only in media flow-through
mode.
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SUMMARY STEPS
1. enable
2. configure terminal
3. voice servicevoip
4. allow-connections from type to to type
DETAILED STEPS
Procedure
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Device> enable

Step 2 configure terminal Enters global configuration mode.

Example:

Device# configure terminal

Step 3 voice service voip Enters voice service VoIP configuration mode.

Example:

Device (config) # voice service voip

Step 4 allow-connections from type to to type Allows connections between specific types of endpoints in

a VoIPv6 network.
Example:

Arguments are as follows:

Device (config-voi-serv)# allow-connections h323 to
sip

« from-type --Type of connection. Valid values: h323,
sip.
* to-type --Type of connection. Valid values: h323, sip.

Example: Configuring H.323 IPv4-to-SIPv6 Connections in a Cisco UBE

Device (config) # voice service voip
Device (config-voi-serv) # allow-connections h323 to sip
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Configuration Examples for VolP over IPv6

Example: Configuring the SIP Trunk

This example shows how to configure the SIP trunk to use dual-stack mode, with IPv6 as the preferred mode.
The SIP service must be shut down before any changes are made to protocol mode configuration.

Device (config) # sip-ua
Device (config-sip-ua)# protocol mode dual-stack preference ipvé

Troubleshooting Tips for VolP for IPv6

Media Flow-Through

To enable all Session Initiation Protocol (SIP)-related debugging, use the debug ccsip all command in
privileged EXEC mode.

To trace the execution path through the call control application programming interface (CCAPI), use the
debug voip ccapi inout command.

Media Flow-Around
To enable all Session Initiation Protocol (SIP)-related debugging, use the debug ccsip all command.

To trace the execution path through the call control application programming interface (CCAPI), use the
debug voip ccapi inout command.

SDP Pass-Through

To enable all Session Initiation Protocol (SIP)-related debugging (when the call is active in Pass through
mode), use the debug ccsip all command.

RTP Port Range
To enable all Session Initiation Protocol (SIP)-related debugging, use the debug ccsip all command.

To enable debugging for Real-Time Transport Protocol (RTP) named event packets, use the debug voip rtp
command.

VYMWI SIP
To collect debug information only for signaling events, use the debug vpm signal command.

To show all Session Initiation Protocol (SIP) Service Provider Interface (SPI) message tracing, use the debug
cCcsip messages command.
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Verifying and Troubleshooting Tips

Verifying Cisco UBE ANAT Call Flows

To verify that media settings are enabled in the media flowthrough and media flow-around feature, use the
following commands:

SUMMARY STEPS
1. show call active voice brief
2. show call active voice compact
3. show vaip rtp connections
DETAILED STEPS
Procedure
Step 1 show call active voice brief
Example:

Device# show call active voice brief

<ID>: <CallID> <start>ms.<index> (<start>) +<connect> pid:<peer id> <dir> <addr> <state>
dur hh:mm:ss tx:<packets>/<bytes> rx:<packets>/<bytes> dscp:<packets violation> media:<packets
violation> audio tos:<audio tos value> video tos:<video tos value>
IP <ip>:<udp> rtt:<time>ms pl:<play>/<gap>ms lost:<lost>/<early>/<late>
delay:<last>/<min>/<max>ms <codec> <textrelay> <transcoded

media inactive detected:<y/n> media cntrl rcvd:<y/n> timestamp:<time>

long duration call detected:<y/n> long duration call duration :<sec> timestamp:<time>
LostPacketRate:<%> OutOfOrderRate:<%>

MODEMPASS <method> buf:<fills>/<drains> loss <overall%> <multipkt>/<corrected>

last <buf event time>s dur:<Min>/<Max>s

FR <protocol> [int dlci cid] vad:<y/n> dtmf:<y/n> seq:<y/n>

<codec> (payload size)
ATM <protocol> [int vpi/vci cid] vad:<y/n> dtmf:<y/n> seq:<y/n>

<codec> (payload size)

Tele <int> (callID) [channel id] tx:<tot>/<v>/<fax>ms <codec> noise:<1> acom:<1> i/0:<1>/<1> dBm
MODEMRELAY info:<rcvd>/<sent>/<resent> xid:<rcvd>/<sent> total:<rcvd>/<sent>/<drops>

speeds (bps) : local <rx>/<tx> remote <rx>/<tx>

Proxy <ip>:<audio udp>,<video udp>,<tcp0>,<tcpl>,<tcp2>,<tcp3> endpt: <type>/<manf>
bw: <reg>/<act> codec: <audio>/<video>

tx: <audio pkts>/<audio bytes>,<video pkts>/<video bytes>,<t120 pkts>/<t120 bytes>
rx: <audio pkts>/<audio bytes>,<video pkts>/<video bytes>,<t120 pkts>/<t120 bytes>

Telephony call-legs: 0

SIP call-legs: 2

H323 call-legs: O

Call agent controlled call-legs: 0
SCCP call-legs: 0

Multicast call-legs: O

Total call-legs: 2
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0 : 987 361904110ms.1 (16:01:10.557 IST Tue May 14 2013) +530 pid:1 Answer 1005 connected

dur 00:00:56 tx:1082/173120 rx:1141/182560 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP 2001:1111:2222:3333:4444:5555:6666:1012:38356 SRTP: off rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms
g7llulaw TextRelay: off Transcoded: No

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a

LostPacketRate:0.00 OutOfOrderRate:0.00

0 : 988 361904120ms.1 (16:01:10.567 IST Tue May 14 2013) +510 pid:2 Originate 2005 connected

dur 00:00:56 tx:1141/182560 rx:1082/173120 dscp:0 media:0 audio tos:0xB8 video tos:0x0

IP 2001:1111:2222:3333:4444:5555:6666:1012:26827 SRTP: off rtt:0ms pl:0/0ms lost:0/0/0 delay:0/0/0ms
g71llulaw TextRelay: off Transcoded: No

media inactive detected:n media contrl rcvd:n/a timestamp:n/a

long duration call detected:n long duration call duration:n/a timestamp:n/a

LostPacketRate:0.00 OutOfOrderRate:0.00

Telephony call-legs: 0

SIP call-legs: 2

H323 call-legs: O

Call agent controlled call-legs: 0
SCCP call-legs: O

Multicast call-legs: O

Total call-legs: 2

Step 2 show call active voice compact

Example:

Device# show call active voice compact

<callID> A/O FAX T<sec> Codec type Peer Address IP R<ip>:<udp>
Total call-legs: 2
987 ANS T61 g7llulaw VOIP P1005 2001:......:1012:38356
988 ORG T61 g7llulaw VOIP P2005 2001:......:1012:26827
Step 3 show voip rtp connections
Example:

Device# show voip rtp connections

VoIP RTP Port Usage Information:
Max Ports Available: 24273, Ports Reserved: 303, Ports in Use: 2
Port range not configured, Min: 16384, Max: 32767

Ports Ports Ports
Media-Address Range Available Reserved In-use
Default Address-Range 8091 101 0
2001::
2002:: 8091 101 1
9.0.0.0 10.0.0.0 8091 101 1

Found 2 active RTP connections

Verifying and Troubleshooting Cisco UBE ANAT Flow-Through Call

To verify and troubleshoot Cisco UBE ANAT Flow-Through calls, use the following commands:
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SUMMARY STEPS

1. debug ccsip message

2. show voip rtp connections
DETAILED STEPS
Procedure

Step 1 debug ccsip message

Example:

Device# show logging

*Jun 7 09:17:41.135: //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Received:

INVITE sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]:5060 SIP/2.0

Via: SIP/2.0/UDP [2001:DB8:C18:2:219:2FFF:FE89:7928]:5060;branch=z9hG4bK1CA8CD
Remote-Party-ID: <sip:1001@[2001:DB8:C18:2:219:2FFF:FE89:7928]>;party=calling;screen=no;privacy=off
From: <sip:1001Q@[2001:DB8:C18:2:219:2FFF:FE89:7928]>;tag=6EDAC1D0-F25

To: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>

Date: Thu, 07 Jun 2012 10:47:17 GMT

Call-ID: FC36AC29-AFC411E1-8725FA39-34B6D876@2001:DB8:C18:2:219:2FFF:FE89:7928
Supported: 100rel, timer,resource-priority,replaces

Require: sdp-anat

Min-SE: 1800

Cisco-Guid: 4231321369-2948862433-2168455193-0797538600

User-Agent: Cisco-SIPGateway/IOS-12.x

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeqg: 101 INVITE

Max-Forwards: 70

Timestamp: 1339066037

Contact: <sip:1001@[2001:DB8:C18:2:219:2FFF:FE89:7928]:5060>

Expires: 180

Allow-Events: telephone-event

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 441

v=0

o=CiscoSystemsSIP-GW-UserAgent 4604 5397 IN IP6 2001:DB8:C18:2:219:2FFF:FE89:7928
s=SIP Call

c=IN IP4 9.44.30.10

t=0 0

a=group:ANAT 1 2

m=audio 16970 RTP/AVP 18 19
c=IN IP4 9.44.30.10

a=mid:1

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

m=audio 17066 RTP/AVP 18 19
c=IN IP6 2001:DB8:C18:2:219:2FFF:FE89:7928
a=mid:2

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20
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*Jun 7 09:17:41.159: //31/FC34D7198140/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP [2001:DB8:C18:2:219:2FFF:FE89:7928]:5060;branch=29hG4bK1CA8CD
From: <sip:1001Q@[2001:DB8:C18:2:219:2FFF:FE89:7928]>;tag=6EDAC1D0-F25

To: <sip:6000Q@[2001:DB8:C18:2:223:4FF:FEAC:4540]>

Date: Thu, 07 Jun 2012 09:17:41 GMT

Call-ID: FC36AC29-AFC411E1-8725FA39-34B6D876@2001:DB8:C18:2:219:2FFF:FE89:7928
Timestamp: 1339066037

CSeqg: 101 INVITE

Allow-Events: telephone-event

Server: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Content-Length: 0O

*Jun 7 09:17:41.159: //32/FC34D7198140/SIP/Msg/ccsipDisplayMsg:
Sent:

INVITE sip:6000@9.44.30.11:5060 SIP/2.0

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK2688E
Remote-Party-ID: <sip:10010@9.44.30.14>;party=calling;screen=no;privacy=off
From: <sip:1001@9.44.30.14>;tag=6D0FC0-1428

To: <sip:6000@9.44.30.11>

Date: Thu, 07 Jun 2012 09:17:41 GMT

Call-ID: 7780227E-AFB811E1-8060F4DD-5665AA1B@9.44.30.14
Supported: timer,resource-priority,replaces

Require: sdp-anat

Min-SE: 1800

Cisco-Guid: 4231321369-2948862433-2168455193-0797538600
User-Agent: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeqg: 101 INVITE

Timestamp: 1339060661

Contact: <sip:1001@9.44.30.14:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp

Content-Disposition: session;handling=required Phone 1is offhook
Content-Length: 437

v=0

o=CiscoSystemsSIP-GW-UserAgent 3184 51 IN IP4 9.44.30.14
s=SIP Call

c=IN IP6 2001:DB8:C1l8:2:223:4FF:FEAC:4540

t=0 0

a=group:ANAT 1 2

m=audio 16438 RTP/AVP 18 19
c=IN IP6 2001:DB8:Cl8:2:223:4FF:FEAC:4540
a=mid:1

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

m=audio 16440 RTP/AVP 18 19
c=IN IP4 9.44.30.14

a=mid:2

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

*Jun 7 09:17:41.179: //32/FC34D7198140/SIP/Msg/ccsipDisplayMsg:

Received:
SIP/2.0 100 Trying
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Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK2688E
From: <sip:1001@9.44.30.14>;tag=6D0FC0-1428

To: <sip:6000@9.44.30.11>

Date: Thu, 07 Jun 2012 10:40:14 GMT

Call-ID: 7780227E-AFB811E1-8060F4DD-5665AA1B@9.44.30.14
Timestamp: 1339060661

CSeqg: 101 INVITE

Allow-Events: telephone-event

Server: Cisco-SIPGateway/I0S-15.2.2.5.T

Content-Length: 0O

*Jun 7 09:17:41.203: //32/FC34D7198140/SIP/Msg/ccsipDisplayMsg:
Received:

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK2688E

From: <sip:1001@9.44.30.14>;tag=6D0FC0-1428

To: <sip:6000@9.44.30.11>;tag=93D1F9D4-9E2

Date: Thu, 07 Jun 2012 10:40:14 GMT

Call-ID: 7780227E-AFB811E1-8060F4DD-5665AA1B@9.44.30.14

Timestamp: 1339060661

CSeqg: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Remote-Party-ID: <sip:600009.44.30.11>;party=called;screen=no;privacy=off
Contact: <sip:6000@9.44.30.11:5060>

Server: Cisco-SIPGateway/I0S-15.2.2.5.T

Content-Length: 0O

*Jun 7 09:17:41.207: //31/FC34D7198140/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP [2001:DB8:C18:2:219:2FFF:FE89:7928]:5060;branch=29hG4bK1CA8CD

From: <sip:1001Q@[2001:DB8:C18:2:219:2FFF:FE89:7928]>;tag=6EDAC1D0-F25

To: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;tag=6D0FF4-14D3

Date: Thu, 07 Jun 2012 09:17:41 GMT

Call-ID: FC36AC29-AFC411E1-8725FA39-34B6D876@2001:DB8:C18:2:219:2FFF:FE89:7928

Timestamp: 1339066037

CSeqg: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Remote-Party-ID: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;party=called;screen=no;privacy=off
Contact: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]:5060>

Server: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Content-Length: 0O

*Jun 7 09:17:41.219: //32/FC34D7198140/SIP/Msg/ccsipDisplayMsg:
Received:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK2688E

From: <sip:1001@9.44.30.14>;tag=6D0FC0-1428

To: <sip:6000@9.44.30.11>;tag=93D1F9D4-9E2

Date: Thu, 07 Jun 2012 10:40:14 GMT

Call-ID: 7780227E-AFB811E1-8060F4DD-5665AA1B@9.44.30.14

Timestamp: 1339060661

CSeqg: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Remote-Party-ID: <sip:600009.44.30.11>;party=called;screen=no;privacy=off
Contact: <sip:6000@9.44.30.11:5060>

Supported: replaces

Require: sdp-anat

Server: Cisco-SIPGateway/I0S-15.2.2.5.T

Supported: timer
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Content-Type: application/sdp
Content-Disposition: session;handling=required
Content-Length: 435

v=0

o=CiscoSystemsSIP-GW-UserAgent 8213 2783 IN IP4 9.44.30.11
s=SIP Call

c=IN IP6 2001:DB8:C18:2:217:59FF:FEDE:8898

t=0 0

a=group:ANAT 1

m=audio 17200 RTP/AVP 18 19
c=IN IP6 2001:DB8:C18:2:217:59FF:FEDE:8898
a=mid:1

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

m=audio 0 RTP/AVP 18 19
c=IN IP4 9.44.30.11

a=mid:2

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

*Jun 7 09:17:41.227: //32/FC34D7198140/SIP/Msg/ccsipDisplayMsg:
Sent:

ACK sip:6000@9.44.30.11:5060 SIP/2.0

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK27145B
From: <sip:1001@9.44.30.14>;tag=6D0FC0-1428

To: <sip:6000@9.44.30.11>;tag=93D1F9D4-9E2

Date: Thu, 07 Jun 2012 09:17:41 GMT

Call-ID: 7780227E-AFB811E1-8060F4DD-5665AA1B@9.44.30.14
Max-Forwards: 70

CSeqg: 101 ACK

Allow-Events: telephone-event

Content-Length: 0O

*Jun 7 09:17:41.235: //31/FC34D7198140/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 200 OK

Via: SIP/2.0/UDP [2001:DB8:C18:2:219:2FFF:FE89:7928]:5060;branch=29hG4bK1CA8CD
From: <sip:1001Q@[2001:DB8:C18:2:219:2FFF:FE89:7928]>;tag=6EDAC1D0-F25

To: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;tag=6D0FF4-14D3

Date: Thu, 07 Jun 2012 09:17:41 GMT

Call-ID: FC36AC29-AFC411E1-8725FA39-34B6D876@2001:DB8:C18:2:219:2FFF:FE89:7928
Timestamp: 1339066037

CSeqg: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Remote-Party-ID: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;party=called;screen=no;privacy=off
Contact: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]:5060>

Supported: replaces

Require: sdp-anat

Server: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Supported: timer

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 433

v=0
o=CiscoSystemsSIP-GW-UserAgent 8884 4606 IN IP6 2001:DB8:C18:2:223:4FF:FEAC:4540
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s=SIP Call

c=IN IP4 9.44.30.14

t=0 0

a=group:ANAT 1

m=audio 16436 RTP/AVP 18 19
c=IN IP4 9.44.30.14

a=mid:1

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

m=audio 0 RTP/AVP 18 19
c=IN IP6 2001:DB8:Cl8:2:223:4FF:FEAC:4540
a=mid:2

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

*Jun 7 09:17:41.251: //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Received:

ACK sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]:5060 SIP/2.0

Via: SIP/2.0/UDP [2001:DB8:C18:2:219:2FFF:FE89:7928]:5060;branch=2z9hG4bK1CB1E77
From: <sip:1001Q@[2001:DB8:C18:2:219:2FFF:FE89:7928]>;tag=6EDAC1D0-F25

To: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;tag=6D0FF4-14D3

Date: Thu, 07 Jun 2012 10:47:17 GMT

Call-ID: FC36AC29-AFC411E1-8725FA39-34B6D876@2001:DB8:C18:2:219:2FFF:FE89:7928
Max-Forwards: 70

CSeqg: 101 ACK

Allow-Events: telephone-event

Content-Length: 0

Step 2 show voip rtp connections

Example:

Device# show voip rtp connections

VoIP RTP Port Usage Information:
Max Ports Available: 8091, Ports Reserved: 101, Ports in Use: 3
Port range not configured, Min: 16384, Max: 32767

Ports Ports Ports
Media-Address Range Available Reserved In-use
Default Address-Range 8091 101 3
VoIP RTP active connections
No. Callld dstCallld LocalRTP RmtRTP LocalIP RemoteIP
1 31 32 16436 16970 9.44.30.14 9.44.30.10
2 32 31 16438 17200 2001:DB8:C18:2:223:4FF:FEAC:4540

2001:DB8:C18:2:217:59FF:FEDE:8898
Found 2 active RTP connections
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Verifying Cisco UBE ANAT Flow-Around Calls

To verify Cisco UBE ANAT Flow-Around calls, use the debug ccsip message commands:

SUMMARY STEPS

1. debug ccsip message

2. show voip rtp connections
DETAILED STEPS
Procedure

Step 1 debug ccsip message

Example:
Device# Show logging

*Jun 7 17:26:30.681: //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Received:

INVITE sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]:5060 SIP/2.0

Via: SIP/2.0/UDP [2001:DB8:C18:2:223:33FF:FEB1:B440]:5060;branch=z9hG4bK14B25D
Remote-Party-ID: <sip:1001@[2001:DB8:C18:2:223:33FF:FEB1:B440]>;party=calling;screen=no;privacy=off
From: <sip:1001@[2001:DB8:C18:2:223:33FF:FEB1:B440]>;tag=5569ECC8-C79

To: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>

Date: Thu, 07 Jun 2012 17:35:05 GMT

Call-ID: F44F5437-AFFD11E1-816CD9DB-F669887E@2001:DB8:C18:2:223:33FF:FEB1:B440
Supported: 100rel, timer, resource-priority,replaces

Require: sdp-anat

Min-SE: 1800

Cisco-Guid: 1170397766-2953384417-2170945561-0797538600

User-Agent: Cisco-SIPGateway/I0S-12.x

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Max-Forwards: 70

Timestamp: 1339090505

Contact: <sip:1001@[2001:DB8:C18:2:223:33FF:FEB1:B440]:5060>

Expires: 180

Allow-Events: telephone-event

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 465

v=0

o=CiscoSystemsSIP-GW-UserAgent 9103 1209 IN IP6 2001:DB8:C18:2:223:33FF:FEB1:B440
s=SIP Call

c=IN IP4 9.44.30.13

t=0 0

a=group:ANAT 1 2

m=audio 18706 RTP/AVP 18 0 19

c=IN IP4 9.44.30.13

a=mid:1

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:0 PCMU/8000

a=rtpmap:19 CN/8000

m=audio 16384 RTP/AVP 18 0 19

c=IN IP6 2001:DB8:C18:2:223:33FF:FEB1:B440
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a=mid:2

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:0 PCMU/8000
a=rtpmap:19 CN/8000

*Jun 7 17:26:30.705: //106/45C2DA468166/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP [2001:DB8:C18:2:223:33FF:FEB1:B440]:5060;branch=2z9hG4bK14B25D
From: <sip:1001Q@[2001:DB8:C18:2:223:33FF:FEB1:B440]>;tag=5569ECC8-C79

To: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>

Date: Thu, 07 Jun 2012 17:26:30 GMT

Call-ID: F44F5437-AFFD11E1-816CD9DB-F669887E@2001:DB8:C18:2:223:33FF:FEB1:B440
Timestamp: 1339090505

CSeqg: 101 INVITE

Allow-Events: telephone-event

Server: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Content-Length: 0O

*Jun 7 17:26:30.705: //107/45C2DA468166/SIP/Msg/ccsipDisplayMsg:
Sent:

INVITE sip:6000@9.44.30.11:5060 SIP/2.0

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK90BB
Remote-Party-ID: <sip:10010@9.44.30.14>;party=calling;screen=no;privacy=off
From: <sip:1001@9.44.30.14>;tag=22C984C-970

To: <sip:6000@9.44.30.11>

Date: Thu, 07 Jun 2012 17:26:30 GMT

Call-ID: Cl45AF07-AFFC11E1-813EF4DD-5665AA1B@9.44.30.14
Supported: timer,resource-priority,replaces

Require: sdp-anat

Min-SE: 1800

Cisco-Guid: 1170397766-2953384417-2170945561-0797538600
User-Agent: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeqg: 101 INVITE

Timestamp: 1339089990

Contact: <sip:1001@9.44.30.14:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 418

v=0

o=CiscoSystemsSIP-GW-UserAgent 9582 2407 IN IP4 9.44.30.14
s=SIP Call

c=IN IP4 9.44.30.13

t=0 0

a=group:ANAT 1 2

m=audio 18706 RTP/AVP 18 19
c=IN IP4 9.44.30.13

a=mid:1

a=rtpmap:18 G729/8000
a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

m=audio 16384 RTP/AVP 18 19
c=IN IP6 2001:DB8:C18:2:223:33FF:FEB1:B440
a=mid:2

a=rtpmap:18 G729/8000
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a=fmtp:18 annexb=no
a=rtpmap:19 CN/8000
a=ptime:20

*Jun 7 17:26:30.729: //107/45C2DA468166/SIP/Msg/ccsipDisplayMsg:
Received:

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK90BB
From: <sip:1001@9.44.30.14>;tag=22C984C-970

To: <sip:6000@9.44.30.11>

Date: Thu, 07 Jun 2012 18:49:04 GMT

Call-ID: Cl45AF07-AFFC11E1-813EF4DD-5665AA1B@9.44.30.14
Timestamp: 1339089990

CSeqg: 101 INVITE

Allow-Events: telephone-event

Server: Cisco-SIPGateway/I0S-15.2.2.5.T

Content-Length: 0

*Jun 7 17:26:30.753: //107/45C2DA468166/SIP/Msg/ccsipDisplayMsg:
Received:

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK90BB

From: <sip:1001@9.44.30.14>;tag=22C984C-970

To: <sip:6000@9.44.30.11>;tag=959183D0-2073

Date: Thu, 07 Jun 2012 18:49:04 GMT

Call-ID: Cl45AF07-AFFC11E1-813EF4DD-5665AA1B@9.44.30.14

Timestamp: 1339089990

CSeqg: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Remote-Party-ID: <sip:600009.44.30.11>;party=called;screen=no;privacy=off
Contact: <sip:6000@9.44.30.11:5060>

Server: Cisco-SIPGateway/I0S-15.2.2.5.T

Content-Length: 0

*Jun 7 17:26:30.753: //106/45C2DA468166/SIP/Msg/ccsipDisplayMsg:

Sent:

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP [2001:DB8:C18:2:223:33FF:FEB1:B440]:5060;branch=2z9hG4bK14B25D

From: <sip:1001Q@[2001:DB8:C18:2:223:33FF:FEB1:B440]>;tag=5569ECC8-C79

To: <sip:6000Q@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;tag=22C9880-150D

Date: Thu, 07 Jun 2012 17:26:30 GMT

Call-ID: F44F5437-AFFD11E1-816CD9DB-F669887E@2001:DB8:C18:2:223:33FF:FEB1:B440

Timestamp: 1339090505

CSeqg: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event

Remote-Party-ID: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]>;party=called;screen=no;privacy=off
Contact: <sip:6000@[2001:DB8:C18:2:223:4FF:FEAC:4540]:5060>

Server: Cisco-SIPGateway/I0S-15.2.20120528.102328.

Content-Length: 0O

*Jun 7 17:26:30.765: //107/45C2DA468166/SIP/Msg/ccsipDisplayMsg:
Received:

SIP/2.0 200 OK

Via: SIP/2.0/UDP 9.44.30.14:5060;branch=z9hG4bK90BB

From: <sip:1001@9.44.30.14>;tag=22C984C-970

To: <sip:6000@9.44.30.11>;tag=959183D0-2073

Date: Thu, 07 Jun 2012 18:49:04 GMT

Call