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. debug aaa accounting

debug aaa accounting

Syntax Description

omman odes

Usage Guidelines

Examples

To display information on accountable events as they occur , use the debugaaaaccounting command in
privileged EXEC mode. To disable debugging output, use the no form of this command.

debug aaa accounting

no debug aaa accounting

This command has no arguments or keywords.

Privileged EXEC

The information displayed by the debugaaaaccounting command is independent of the accounting protocol
used to transfer the accounting information to a server. Use the debugtacacs and debugradius protocol-specific
commands to get more detailed information about protocol-level issues.

You can also use the showaccountingcommand to step through all active sessions and to print all the accounting
records for actively accounted functions. The showaccounting command allows you to display the active
"accountable events" on the system. It provides systems administrators a quick look at what is happening,
and may also be useful for collecting information in the event of a data loss of some kind on the accounting
server. The showaccounting command displays additional data on the internal state of the authentication,
authorization, and accounting (AAA) security system if debugaaaaccounting is turned on as well.

The following is sample output from the debugaaaaccounting command:

Router# debug aaa accounting

16:49:21: AAA/ACCT: EXEC acct start, line 10

16:49:32: AAA/ACCT: Connect start, line 10, glare

16:49:47: AAA/ACCT: Connection acct stop:

task id=70 service=exec port=10 protocol=telnet address=172.31.3.78 cmd=glare bytes in=308
bytes out=76 paks_in=45 paks out=54 elapsed time=14

Related Commands

Command Description

debug aaa authentication Displays information on accountable events as they
occur.

debug aaa authorization Displays information on AAA/TACACS+
authorization.

debug radius Displays information associated with the RADIUS.

debug tacacs Displays information associated with the TACACS.
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debug aaa authentication .

debug aaa authentication

Syntax Description

To display information on authentication, authorization, and accounting (AAA) TACACS+ authentication,
use the debugaaaauthentication command in privileged EXEC mode. To disable debugging output, use the
no form of this command.

debug aaa authentication

no debug aaa authentication

This command has no arguments or keywords.

ommand Modes Privileged EXEC (#)
Command History Release Modification

15.0(HM This command was introduced in a release earlier than Cisco IOS Release
15.0(1)M.

12.2(33)SRC This command was integrated into a release earlier than Cisco IOS Release
12.2(33)SRC.

12.2(33)SXI This command was integrated into a release earlier than Cisco IOS Release
12.2(33)SXI.

Cisco IOS XE This command was integrated into a release earlier than Cisco IOS XE
Release 2.1.

Release 2.1

Usage Guidelines

Examples

Use the debugaaaauthentication command to learn the methods of authentication being used.

The following is sample output from the debugaaaauthentication command. A single EXEC login that uses
the "default" method list and the first method, TACACS+, is displayed.

Router# debug aaa authentication
Nov 17 03:06:40.805 PST: AAA/BIND(0000000F): Bind 1i/f
Nov 17 03:06:40.805 PST: AAA/AUTHEN/LOGIN (0000000F): Pick method list 'default'
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. debug aaa authorization

debug aaa authorization

Syntax Description

omman odes

Usage Guidelines

Examples

To display information on authentication, authorization, and accounting (AAA) TACACS+ authorization,
use the debugaaaauthorizationcommand in privileged EXEC mode. To disable debugging output, use the
no form of this command.

debug aaa authorization

no debug aaa authorization

This command has no arguments or keywords.

Privileged EXEC

Use this command to learn the methods of authorization being used and the results of these methods.

The following is sample output from thedebugaaaauthorizationcommand. In this display, an EXEC
authorization for user "carrel" is performed. On the first line, the username is authorized. On the second and
third lines, the attribute value (AV) pairs are authorized. The debug output displays a line for each AV pair
that is authenticated. Next, the display indicates the authorization method used. The final line in the display
indicates the status of the authorization process, which, in this case, has failed.

Router# debug aaa authorization

:23:21: AAA/AUTHOR (0): user='carrel'

:23:21: AAA/AUTHOR (0): send AV service=shell

:23:21: AAA/AUTHOR (0): send AV cmd*

:23:21: AAA/AUTHOR (342885561): Method=TACACS+

:23:21: AAA/AUTHOR/TAC+ (342885561): user=carrel

:23:21: AAA/AUTHOR/TAC+ (342885561): send AV service=shell
:23:21: AAA/AUTHOR/TAC+ (342885561): send AV cmd*

:23:21: AAA/AUTHOR (342885561): Post authorization status = FAIL

The aaaauthorization command causes a request packet containing a series of AV pairs to be sent to the
TACACS+ daemon as part of the authorization process. The daemon responds in one of the following three
ways:

DN NDNDDNDDNDDNDDN

« Accepts the request as is
» Makes changes to the request

* Refuses the request, thereby refusing authorization

The table below describes AV pairs associated with the debugaaaauthorization command that may appear
in the debug output.

Table 1: Attribute Value Pairs for Authorization

Attribute Value Description

service=arap Authorization for the AppleTalk remote access (ARA)
protocol is being requested.
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Attribute Value

Description

service=shell

Authorization for EXEC startup and command
authorization is being requested.

service=ppp

Authorization for PPP is being requested.

service=slip

Authorization for SLIP is being requested.

protocol=lcp

Authorization for LCP is being requested (lower layer
of PPP).

protocol=ip

Used with service=slip to indicate which protocol
layer is being authorized.

protocol=ipx

Used with service=ppp to indicate which protocol
layer is being authorized.

protocol=atalk

Used with service=ppp or service=arap to indicate
which protocol layer is being authorized.

protocol=vines

Used with service=ppp for VINES over PPP.

protocol=unknown

Used for undefined or unsupported conditions.

cmd=x

Used with service=shell, if cmd=NULL, this is an
authorization request to start an EXEC. If cmd is not
NULL, this is a command authorization request and
will contain the name of the command being
authorized. For example, cmd=telnet.

cmd-arg=x

Used with service=shell. When performing command
authorization, the name of the command is given by
a cmd=x pair for each argument listed. For example,
cmd-arg=archie.sura.net.

acl=x

Used with service=shell and service=arap. For ARA,
this pair contains an access list number. For
service=shell, this pair contains an access class
number. For example, acl=2.

inacl=x

Used with service=ppp and protocol=ip. Contains an
IP input access list for SLIP or PPP/IP. For example,
inacl=2.

outacl=x

Used with service=ppp and protocol=ip. Contains an
IP output access list for SLIP or PPP/IP. For example,
outacl=4.
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Attribute Value

Description

addr=x

Used with service=slip, service=ppp, and protocol=ip.
Contains the IP address that the remote host should
use when connecting via SLIP or PPP/IP. For
example, addr=172.30.23.11.

routing=x

Used with service=slip, service=ppp, and protocol=ip.
Equivalent in function to the /routing flag in SLIP
and PPP commands. Can either be true or false. For
example, routing=true.

timeout=x

Used with service=arap. The number of minutes
before an ARA session disconnects. For example,
timeout=60.

autocmd=x

Used with service=shell and cmd=NULL. Specifies
an autocommand to be executed at EXEC startup. For
example, autocmd=telnet yxz.com.

noescape=x

Used with service=shell and cmd=NULL. Specifies
a noescape option to the username configuration
command. Can be either true or false. For example,
noescape=true.

nohangup=x

Used with service=shell and cmd=NULL. Specifies
a nohangup option to the username configuration
command. Can be either true or false. For example,
nohangup=false.

priv-lvl=x

Used with service=shell and cmd=NULL. Specifies
the current privilege level for command authorization
as a number from 0 to 15. For example, priv-lvl=15.

zonelist=x

Used with service=arap. Specifies an AppleTalk
zonelist for ARA. For example, zonelist=5.

addr-pool=x

Used with service=ppp and protocol=ip. Specifies the
name of a local pool from which to get the address
of the remote host.
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debug aaa cache filterserver

debug aaa cache filterserver

To help troubleshoot your filter cache configurations, use the debugaaacachefilterserver command in

privileged EXEC mode. To disable debugging output, use the no form of this command.

debug aaa cache filterserver

no debug aaa cache filterserver

Syntax Description  This command has no arguments or keywords.

ommand Modes Privileged EXEC
Command History Release Modification
12.2(13)T This command was introduced.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.
Examples The following is sample output from the debugaaacachefilterserver command:

Router# debug aaa cache filterserver

AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/CACHE:
AAA/CACHE:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/FLTSV:
AAA/CACHE:
AAA/CACHE:
AAA/CACHE:

need "myfilter" (fetch), call Ox612DAC64

send req, call 0x612DAC50

method SERVER GROUP myradius

recv reply, call 0x612DAC50 (PASS)

create cache

add attr "call-inacl"

add attr "call-inacl"

add attr "call-inacl"

skip attr "filter-cache-refresh"

skip attr "filter-cache-time"

set "AAA filtserv cache" entry "myfilter" refresh? no
set "AAA filtserv cache" entry "myfilter" cachetime 15
add attr to list "call-inacl" call 0x612DAC64

add attr to list "call-inacl" call 0x612DAC64

add attr to list "call-inacl" call 0x612DAC64

PASS call 0x612DAC64

timer "AAA filtserv cache", next in 10 secs (0 entries)
timer "AAA filtserv cache", next in 10 secs (1 entry)
destroy "AAA filtserv cache" entry "myfilter"

AAA/CACHE: timer "AAA filtserv cache", next in 10 secs (0 entries)
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Related Commands Command Description

aaa authorization cache filterserver Enables AAA authorization caches and the
downloading of ACL configurations from a RADIUS
filter server.

i Cisco 10S Debug Command Reference - Commands A through D



| debug aaa accounting through debug auto-config

debug aaa cache group .

debug aaa cache group

Syntax Description

Command Default

To debug the caching mechanism and ensure that entries are cached from authentication, authorization, and
accounting (AAA) server responses and found when queried, use the debugaaacachegroup command in
privileged EXEC mode.

debug aaa cache group

This command has no arguments or keywords.

Debug information for all cached entries is displayed.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(28)SB This command was introduced.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.
15.0(HM This command was integrated into Cisco IOS Release 15.0(1)M.

Usage Guidelines

Examples

Use this command to display debug information about cached entries.

The following example displays the debug information about all cached entries:

Router# debug aaa cache group

Related Commands

Command Description
clear aaa cache group Clears an individual entry or all entries in the cache.
show aaa cache group Displays cache entries stored by the AAA cache.
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debug aaa common-criteria

To troubleshoot authentication, authorization, and accounting (AAA) common criteria password security
policy information, use the debug aaa common-criteria command in privileged EXEC mode. To disable
debugging output, use the no form of this command.

debug aaa common-criteria

no debug aaa common-criteria

Syntax Description  This command has no arguments or keywords.

Command Default Conditional debugging for this command is disabled.

ommand Modes Privileged EXEC (#)

Command History

Release Modification

15.0(2)SE This command was introduced.
Usage Guidelines Use this command to display debug information about AAA common criteria policies.
Examples The following example displays the debug information about AAA common criteria:

Device> enable

Device# debug aaa common-criteria

AAA common-criteria debugs debugging is on

*Aug 6 08:21:06.554: AAA CC: User flags:2,Policy flags:4

*Aug 6 08:21:06.554: AAA CC: Increment ref count to 1 for test
*Aug 6 08:21:06.554: AAA CC: User test linked to CC policy test

Related Commands Command Description
aaa common-criteria policy Configures a AAA common criteria security policy.
show aaa common-criteria policy Displays common criteria security policy details.

Cisco 10S Debug Command Reference - Commands A through D
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debug aaa dead-criteria transaction

To display authentication, authorization, and accounting (AAA) dead-criteria transaction values, use the
debugaaadead-criteriatransactioncommand in privileged EXEC mode. To disable dead-criteria debugging,
use the no form of this command.

debug aaa dead-criteria transaction

no debug aaa dead-criteria transaction

Syntax Description  This command has no arguments or keywords.

Command Default If the command is not configured, debugging is not turned on.

ommand Modes Privileged EXEC

Command History

Release Modification
12.3(6) This command was introduced.
12.3(NT This command was integrated into Cisco IOS Release 12.3(7)T. The command

output includes two new fields: Current Tries and Elapsed Time.

Usage Guidelines Dead-criteria transaction values may change with every AAA transaction. Some of the values that can be
displayed are estimated outstanding transaction, retransmit tries, and dead-detect intervals. These values are
explained in the table below.

Examples The following example shows dead-criteria transaction information for a particular server group:

Router# debug aaa dead-criteria transaction

AAA Transaction debugs debugging is on

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Retransmit Tries: 10, Current Tries: 3,
Current Max Tries: 10

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Dead Detect Interval: 10s, Elapsed Time:
317s, Current Max Interval: 10s

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Estimated Outstanding Transaction: 6, Current Max
Transaction: 6

The table below describes the significant fields shown in the display.

Table 2: debug aaa dead-criteria transaction Field Descriptions

Field Description

AAA/SG/TRANSAC AAA server-group transaction.
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Field

Description

Computed Retransmit Tries

Currently computed number of retransmissions before
the server is marked as dead.

Current Tries

Number of successive failures since the last valid
response.

Current Max Tries

Maximum number of tries since the last successful
transaction.

Computed Dead Detect Interval

Period of inactivity (the number of seconds since the
last successful transaction) that can elapse before the
server is marked as dead. The period of inactivity
starts when a transaction is sent to a server that is
considered live. The dead-detect interval is the period
that the router waits for responses from the server
before the router marks the server as dead.

Elapsed Time

Amount of time that has elapsed since the last valid
response.

Current Max Interval

Maximum period of inactivity since the last successful
transaction.

Estimated Outstanding Transaction

Estimated number of transaction that are associated
with the server.

Current Max Transaction

Maximum transaction since the last successful
transaction.

Related Commands Command

Description

radius-server dead-criteria

Forces one or both of the criteria--used to mark a
RADIUS server as dead--to be the indicated constant.

show aaa dead-criteria

Displays dead-criteria detection information for an
AAA server.
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debug aaa per-user .

debug aaa per-user

Syntax Description

To display debugging information about PPP session per-user activities, use thedebugaaaper-usercommand
in privileged EXEC mode. To turn off debugging, use the no form of this command.

debug aaa per-user

no debug aaa per-user

This command has no arguments or keywords.

ommand Modes Privileged EXEC
Command History Release Modification
113T This command has existed since Cisco IOS Release 11.3 T.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Usage Guidelines

Examples

The per-user module is responsible for installing per-user attributes for PPP sessions.

The following example displays the configuration commands that were generated by the per-user process:

Router# debug aaa per-user

AAA/PER-USER: line=[ip access-list standard Virtual-Access2#31]
AAA/PER-USER: line=[deny 10.0.0.2 0.0.0.0]

AAA/PER-USER: line=[permit any]

The fields in the display are self-explanatory.

Related Commands

Command Description

debug aaa authorization Displays information on AAA TACACS+
authorization.

debug ppp Displays information on traffic and exchanges in an

internetwork implementing the PPP.

debug radius Displays information associated with RADIUS.

debug tacacs Displays information associated with TACACS.
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debug aaa pod

Syntax Description

Command Default

To display debug messages related to packet of disconnect (POD) packets, use the debugaaapod command
in privileged EXEC mode. To disable debugging output, use the no form of this command.

debug aaa pod
no debug aaa pod

This command has no keywords or arguments.

Debugging for POD packets is not enabled.

ommand Modes Privileged EXEC
Command History Release Modification

12.13)T This command was introduced.

12.2(2)XB Support for the voice applications as well as support for the Cisco AS5350,
Cisco AS5400 and the Cisco 3600 series was added.

12.2(2)XBl1 Support for the Cisco AS5800 was added.

122(1D)T Support for the Cisco AS5850 was added. This command was integrated
into Cisco IOS Release 12.2(11)T.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Examples

The following example shows output from a successful POD request when using the showdebug command:

Router# debug aaa pod
AAA POD packet processing debugging is on
Router# show debug
General OS:
AAA POD packet processing debugging is on
Router#
Apr 25 17:15:59.318:P0OD:172.19.139.206 request queued
Apr 25 17:15:59.318:voice pod request:
Apr 25 17:15:59.318:voip populate pod attr list:
Apr 25 17:15:59.318:voip pod get guid:
Apr 25 17:15:59.318:voip pod get vsa attr val:
Apr 25 17:15:59.318:voip pod get vsa attr val:attr len=50
Apr 25 17:15:59.318:voip pod get vsa attr val:attr=h323-conf-id
Apr 25 17:15:59.318:voip pod get vsa attr val:attr len=50 value len=35
Apr 25 17:15:59.318:voip pod get guid:conf-id=FFA7785F F7F607BB
00000000 993FB1F4 n _bytes=35
Apr 25 17:15:59.318:voip pod get guid:GUID = FFA7785F F7F607BB 00000000
993FB1F4
Apr 25 17:15:59.318:voip populate pod attr list:
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Apr 25 17:15:59
Apr 25 17:15:59

Apr 25 17:15:59.
Apr 25 17:15:59.
.318

Apr 25 17:15:59

Apr 25 17:15:59.
.318
Apr 25 17:15:59.
Apr 25 17:15:59.
.322

Apr 25 17:15:59

Apr 25 17:15:59

.318
.318

318

318

322

:voip pod get vsa attr val:
:voip pod get vsa attr val:
:voip pod get vsa attr val:
:voip pod get vsa attr val:attr len=23 value len=6
:voip get call direction:
:voip get call direction:returning answer
:voip eval pod attr:
:cc_api_trigger disconnect:
:POD:Sending ACK to 172.19.
:voip pod clean:

attr len=23
attr=h323-originate

139.206/1700

debug aaa pod

Related Commands

Command

Description

aaa pod server

Enables the POD feature.
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. debug aaa redundancy

debug aaa redundancy

To display debug output that displays authentication, authorization, and accounting (AAA) redundancy events
during session activation, session synchronization to the standby device, and dynamic session updates to the
standby device, use the debugaaaredundancy command in privileged EXEC mode. To disable debugging
for AAA redundancy, use the no form of this command.

debug aaa redundancy

no debug aaa redundancy

Syntax Description  This command has no arguments or keywords.

ommand Modes Privileged EXEC (#)

Command History

Release Modification

12.2(31)SB2 This command was introduced.

12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.

12.2(33)SRE This command was integrated into Cisco IOS Release 12.2(33)SRE.
Usage Guidelines This command displays the AAA synchronization data for the session synchronization to the standby device.

This information might be useful for diagnosing any AAA problems related to the session synchronization.

Examples The following example shows sample output from the debugaaaredundancycommand collected while a
session is activated and synchronized to the standby device:

Router# debug aaa redundancy
Logs on Active

01:31:55: CCM: New State[Not Ready]

01:31:55: CCM: PPPoE Required

01:31:55: CCM: PPP Required

01:31:55: CCM: LTERM Required

01:31:55: CCM: PPPoE is Initiator

01:31:55: AAA/BIND(0000000B): Bind i/f Virtual-Templatel

01:31:55: CCM: AAA Ready

01:31:55: AAA/CCM/ (0000000B): AAA sso init completed successfully
01:31:55: SSS INFO: Element type is Access-Type = 3 (PPPOE)

01:31:55: SSS INFO: Element type is Protocol-Type = 0 (PPP)

01:31:55: SSS INFO: Element type is Media-Type = 1 (Ethernet)

01:31:55: SSS INFO: Element type is Switch-Id = 4105 (00001009)
01:31:55: SSS INFO: Element type is Segment-Hdl = 4114 (00001012)
01:31:55: SSS INFO: Element type is AAA-Id = 11 (0000000B)

01:31:55: SSS INFO: Element type is Accle-Hdl = 33554441 (02000009)
01:31:55: SSS INFO: Element type is SHDB-Handle = 1476395017 (58000009)
01:31:55: SSS INFO: Element type is Input Interface = "GigabitEthernet6/0/0"
01:31:55: SSS MGR [uid:10]: Sending a Session Assert ID Mgr event
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debug aaa redundancy .

01:31:55: SSS MGR [uid:10]: Updating ID Mgr with the following keys:
aaa-unique-id 11 (0xB)
01:31:55: SSS MGR [uid:10]: Handling Policy Service Authorize action (1 pending sessions)
01:31:55: SSS PM [uid:10][63D5D594]: RM/VPDN disabled: RM/VPDN author not needed
01:31:55: SSS PM [uid:10][63D5D594]: AAA author needed for registered user
01:31:55: SSS MGR [uid:10]: Got reply Need More Keys from PM
01:31:55: SSS MGR [uid:10]: Handling Need More Keys action
01:31:57: SSS INFO: Element type is Unauth-User = "userl"
01:31:57: SSS INFO: Element type is Accle-Hdl = 33554441 (02000009)
01:31:57: SSS INFO: Element type is AAA-Id = 11 (0000000B)
01:31:57: SSS INFO: Element type is Access-Type = 0 (PPP)
01:31:57: SSS INFO: Element type is Protocol-Type = 0 (PPP)
01:31:57: SSS MGR [uid:10]: Sending a Session Update ID Mgr event
01:31:57: SSS MGR [uid:10]: Updating ID Mgr with the following keys:
username "userl"
aaa-unique-id 11 (0xB)
01:31:57: SSS MGR [uid:10]: Handling Policy Send More Keys action
01:31:57: SSS PM [uid:10][63D5D594]: AAA author needed for registered user
01:31:57: SSS PM [uid:10][63D5D594]: SGBP disabled: SGF author not needed
01:31:57: SSS MGR [uid:10]: Got reply Local Terminate from PM
01:31:57: SSS MGR [uid:10]: Handling Connect Local Service action
01:31:57: SSS MGR [uid:10]: Need the resource type determined key
01:31:57: SSS MGR [uid:10]: Handling Need More Keys action
01:31:57: SSS MGR [uid:10]: Not yet ready to start the Local service
01:31:57: AAA/AUTHEN/PPP (0000000B): Pick method list 'default'
01:31:57: RADIUS/ENCODE (0000000B) :0rig. component type = PPoE
01:31:57: RADIUS: AAA Unsupported Attr: client-mac-address[42] 14
01:31:57: RADIUS: 30 30 30 61 2E 34 32 37 64 2E 65 63 [ 000a.427d.ec]
01:31:57: RADIUS: AAA Unsupported Attr: interface [1711 7
01:31:57: RADIUS: 36 2F 30 2F 30 [ 6/0/0]
01:31:57: RADIUS(0000000B): Config NAS IP: 0.0.0.0
01:31:57: RADIUS/ENCODE (0000000B) : acct_session_id: 11
01:31:57: RADIUS(0000000B): sending
01:31:57: RADIUS/ENCODE: Best Local IP-Address 9.2.76.2 for Radius-Server 9.2.36.253
01:31:57: RADIUS(0000000B): Send Access-Request to 9.2.36.253:1645 id 1645/10, len 86
01:31:57: RADIUS: authenticator FD E8 32 9A 71 15 50 44 - BE FF 19 DO 09 D4 8D 15
01:31:57: RADIUS: Framed-Protocol [7] 6 PPP [1]
01:31:57: RADIUS: User-Name [1] 9 "userl"
01:31:57: RADIUS: User-Password [2] 18 *
01:31:57: RADIUS: NAS-Port-Type [61] 6 Virtual [5]
01:31:57: RADIUS: NAS-Port [5] 6 0
01:31:57: RADIUS: NAS-Port-Id [87]1 9 "6/0/0/0"
01:31:57: RADIUS: Service-Type [6] 6 Framed [2]
01:31:57: RADIUS: NAS-IP-Address [4] 6 9.2.76.2
01:31:57: RADIUS: Received from id 1645/10 9.2.36.253:1645, Access-Accept, len 32
01:31:57: RADIUS: authenticator E4 68 43 2C 2F E7 B4 57 - 05 70 FF Bl 22 13 E8 OF
01:31:57: RADIUS: Idle-Timeout [28] 6 200
01:31:57: RADIUS: Service-Type [6] 6 Framed [2]
01:31:57: RADIUS (0000000B): Received from id 1645/10
01:31:57: SSS INFO: Element type is Auth-User = "userl"
01:31:57: SSS INFO: Element type is AAA-Attr-List = C5000100
01:31:57: SSS INFO: Element type is idletime 200 (0xC8)
01:31:57: SSS INFO: Element type is service-type 2 [Framed]
01:31:57: SSS INFO: Element type is Resource-Determined = 1 (YES)
01:31:57: SSS INFO: Element type is Access-Type = 0 (PPP)
01:31:57: SSS INFO: Element type is Protocol-Type = 0 (PPP)
01:31:57: SSS INFO: Element type is Final = 1 (YES)
01:31:57: SSS MGR [uid:10]: Handling Connect Local Service action
01:31:57: SSS MGR [uid:10]: Rcvd an AAA attr list from SIP, pushing it to the PM
01:31:57: SSS MGR [uid:10]: Handling Send Policy Push Cng action
01:31:57: SSS AAA AUTHOR [uid:10]: Root SIP PPPoOE
01:31:57: SSS AAA AUTHOR [uid:10]: Enable PPPoE parsing
01:31:57: SSS AAA AUTHOR [uid:10]: Enable PPP parsing
01:31:57: SSS AAA AUTHOR [uid:10]: Active key set to Unauth-User
01:31:57: SSS AAA AUTHOR [uid:10]: Authorizing key userl
01:31:57: SSS AAA AUTHOR [uid:10]: Spoofed AAA reply sent for key userl
01:31:57: SSS MGR [uid:10]: Not yet ready to start the Local service
01:31:57: SSS AAA AUTHOR [uid:10]: Received an AAA pass
01:31:57: SSS AAA AUTHOR [uid:10]: SIP PPP[60A0504C] parsed as Success
01:31:57: SSS AAA AUTHOR [uid:10]: SIP PPP[61571560] parsed as Ignore
01:31:57: SSS AAA AUTHOR [uid:10]: SIP PPPOE[61599FB0O] parsed as Success
01:31:57: SSS AAA AUTHOR [uid:10]: SIP Root parser not installed
01:31:57: SSS AAA AUTHOR [uid:10]: No service authorization info found
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01:31:57:
01:31:57:

63D5D594

: AAA/CCM/ (0000000B) : No of sync avps

debug aaa accounting through debug auto-config

SSS AAA AUTHOR [uid:10]: Active Handle present
SSS AAA AUTHOR [uid:10]: Freeing Active Handle; SSS Policy Context Handle =

SSS AAA AUTHOR [uid:10]: Free request

SSS MGR [uid:10]: Got reply Apply Config from PM

SSS MGR [uid:10]: Successfully applied policy config

SSS MGR [uid:10]: Handling Connect Local Service action

CCM: LTERM Required

SSS LTERM [uid:10]: Processing Local termination request

SSS LTERM [uid:10]: Sent create-clone request to vtemplate manager
SSS LTERM [uid:10]: Created vaccess interface Vi3

CCM: LTERM Ready

SSS LTERM [uid:10]: Segment provision successful

SSS MGR [uid:10]: Handling Local Service Connected action

SSS MGR [uid:10]: Apply for Vi3: segment 4114, owner 3825205277
SSS MGR [uid:10]: Interface config 212C27B8

SSS MGR [uid:10]: Per-user config 2146BD48

SSS LTERM [uid:10]: Switching session provisioned

SSS MGR [uid:10]: Handling Local Service Connected, Features Applied action
SLINK-3-UPDOWN: Interface Virtual-Access3, changed state to up

SSS LTERM [uid:10]: Installed Vi3 process path switching vector
SSS LTERM [uid:10]: Installed Vi3 fastsend path switching vector

: AAA/BIND(0000000B): Bind i/f Virtual-Access3

CCM: PPPoE Ready
CCM: PPP Ready
CCM: PPP 0Old State[Not Ready] Event[All Ready]
CCM: New State[Ready]

= 4 Total sync data len = 94
CCM: PPP Adding Data Type[6] Subtype[0] Length[1l4]
CCM: PPP Adding Data Type[5] Subtype[0] Length[10]
CCM: PPP Adding Data Type[8] Subtype[0] Length[6]
CCM: PPP Adding Data Typel[7] Subtype[0] Length[O0]
CCM: PPP Adding Data Type[l] Subtype[0] Length[8]
CCM: PPP Adding Data Type[41l] Subtype[0] Length[4]
CCM: PPPoE Adding Data Type[l] Subtype[0] Length[54]
CCM: PPPoE Adding Data Type[2] Subtypel[0] Length[2]
CCM: PPPoE Adding Data Type[5] Subtype[0] Length[4]
CCM: PPPoE Adding Data Type[6] Subtype[0] Length[4]
CCM: PPPoE Adding Data Type[7] Subtypel[0] Length[20]
CCM: PPPoE Adding Data Type[8] Subtype[0] Length[16]
CCM: AAA Adding Data Typel[l] Subtype[0] Length[4]

: AAA/CCM/ (0000000B) : Adding sync avp [AAA Unique Id] Length = 4

CCM: AAA Adding Data Type[2] Subtypel[0] Length[2]

: AAA/CCM/ (0000000B) : Adding sync avp [AAA Authen Method Index] Length = 2

CCM: AAA Adding Data Type[3] Subtypel[0] Length[4]

: AAA/CCM/ (0000000B) : Adding sync avp [AAA Acct Sess id] Length = 4

CCM: AAA Adding Data Type[4] Subtype[0] Length[84]

: AAA/CCM/ (0000000B) : Adding sync avp [AAA Author Data] Length = 84

AAA/CCM: Adding author data entry 32
CCM: LTERM Adding Data Type[l] Subtype[0] Length[4]
SSS LTERM [uid:10]: LTERM segment handle synced
CCM: Send[Sync Session] Length[240] NumItems[17] Event[0xO0]
Client [PPP] Typel[6] Subtype[0] Length[1l4]
01 04 05 D4 03 04 CO 23 05 06 03 F4 37 79
Client [PPP] Type[5] Subtype[0] Length[1l0]
01 04 05 D4 05 06 9A 6B 68 FE
Client [PPP] Type[8] Subtype[0] Length[6]
03 06 07 01 01 01
Client [PPP] Typel[7] Subtype[0] Length[O0]

Client [PPP] Typel[l] Subtype[0] Length[8]
73 75 6D 61 6E 74 68 00

Client [PPP] Type[4l] Subtype[0] Length[4]
00 00 00 02

Client [PPPoE] Type[l] Subtype[0] Length[54]
00 03 A0 10 22 90 00 OA 42 7D EC 38 88 63 11 19
00 00 00 22 01 02 00 06 61 61 61 5F 68 61 01 04
00 10 98 99 BB 6D 59 B8 35 33 OB FB 14 B9 07 EB
83 B4 01 01 00 00

Client [PPPoOE] Type[2] Subtype[0] Length[2]
00 0A

Client [PPPOE] Type[5] Subtype[0] Length[4]
00 00 10 09
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debug aaa redundancy

01:31:57 Client [PPPOE] Type[6] Subtype[0] Length[4]
01:31:57 00 00 10 12

01:31:57 Client [PPPoE] Type[7] Subtype[0] Length[20]
01:31:57 00 02 06 00 00 00 A6 B8 00 00 00 00 00 00 00 2A
01:31:57 00 00 FF FF

01:31:57 Client [PPPoE] Type[8] Subtype[0] Length[16]
01:31:57 00 00 00 03 00 00 00 00 00 00 00 19 00 00 00 1D
01:31:57

01:31:57 Client [AAA] Typel[l] Subtype[0] Length[4]
01:31:57 00 00 00 OB

01:31:57 Client[AAA] Typel[2] Subtype[0] Length[2]
01:31:57 00 00

01:31:57 Client [AAA] Typel[3] Subtype[0] Length[4]
01:31:57 00 00 00 OB

01:31:57 Client [AAA] Typel[4] Subtype[0] Length[84]
01:31:57 00 00 00 00 00 00 00 00 63 E8 73 DO 00 00 00 OB
01:31:57 64 02 FE 71 00 00 00 00 00 00 00 00 00 00 00 0O
01:31:57 00 00 00 04 00 00 00 01 00 00 00 20 00 00 00 0O
01:31:57 58 00 00 09 02 OA 00 20 E4 68 43 2C 2F E7 B4 57
01:31:57 05 70 FF B1 22 13 E8 OF 1C 06 00 00 00 C8 06 06
01:31:57 00 00 00 02

01:31:57 Client [LTERM] Type[l] Subtype[0] Length[4]
01:31:57 00 00 20 13

01:31:57: CCM: New State[Dyn Sync]

01:31:58: SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access3, changed state
to up

Logs on Standby

01:21:16: CCM ISSU: Received negotiation message type [ISSU RC USER MESSAGE COMP]
01:21:16: CCM: Receive[Sync Session] Length[240] NumItems[17] Flags[0x0]
01:21:16: CCM: New State[Not Ready]

01:21:16 Client [PPP] Typel[6] Subtype[0] Length[1l4]
01:21:16 01 04 05 D4 03 04 CO 23 05 06 03 F4 37 79
01:21:16 Client [PPP] Typel[5] Subtype[0] Length[10]
01:21:16 01 04 05 D4 05 06 9A 6B 68 FE

01:21:16 Client [PPP] Type[8] Subtype[0] Length[6]
01:21:16 03 06 07 01 01 01

01:21:16 Client [PPP] Typel[7] Subtype[0] Length[O0]
01:21:16

01:21:16 Client [PPP] Typel[l] Subtype[0] Length[8]
01:21:16: 73 75 6D 61 6E 74 68 00

0l1:21:16: Client [PPP] Type[4l] Subtype[0] Length[4]
01:21:16: 00 00 00 02

0l:21:16: Client [PPPoE] Type[l] Subtype[0] Length[54]
01:21:16: 00 03 A0 10 22 90 00 OA 42 7D EC 38 88 63 11 19
01:21:16: 00 00 00 22 01 02 00 06 61 61 61 5F 68 61 01 04
01:21:16: 00 10 98 99 BB 6D 59 B8 35 33 OB FB 14 B9 07 EB
01:21:16: 83 B4 01 01 00 00

0l:21:16: Client [PPPOE] Type[2] Subtype[0] Length[2]
0l:21:16: 00 0A

01:21:16: Client [PPPOE] Type[5] Subtype[0] Length[4]
01:21:16: 00 00 10 09

01:21:16: Client [PPPoE] Type[6] Subtype[0] Length[4]
01:21:16: 00 00 10 12

01:21:16: Client [PPPoE] Type[7] Subtypel[0] Length[20]
01:21:16: 00 02 06 00 00 00 A6 B8 00 00 00 00 00 00 00 2A
01:21:16: 00 00 FF FF

0l:21:16: Client [PPPoE] Type[8] Subtypel[0] Length[1l6]
01:21:16: 00 00 00 03 00 00 00 00 00 00 00 19 00 00 00 1D
01:21:16:

0l:21:16: Client [AAA] Typel[l] Subtype[0] Length[4]
01:21:16: 00 00 00 OB

0l1:21:16: Client [AAA] Typel[2] Subtype[0] Length[2]
0l:21:16: 00 00

01:21:16: Client[AAA] Typel[3] Subtype[0] Lengthl4]
01:21:16: 00 00 00 OB

0l:21:16: Client [AAA] Typel[4] Subtype[0] Length[84]
01:21:16: 00 00 00 00 00 00 00 00 63 E8 73 DO 00 00 00 OB
01:21:16: 64 02 FE 71 00 00 00 00 00 00 00 00 00 00 00 0O
01:21:16: 00 00 00 04 00 00 00 01 00 00 00 20 00 00 00 0O
01:21:16: 58 00 00 09 02 OA 00 20 E4 68 43 2C 2F E7 B4 57
01:21:16: 05 70 FF B1 22 13 E8 OF 1C 06 00 00 00 C8 06 06
01:21:16: 00 00 00 02
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debug aaa accounting through debug auto-config

01:21:16: Client [LTERM] Type[l] Subtype[0] Length[4]
0l:21:16: 00 00 20 13
01:21:16: CCM:PPPoOE Recreate Session Active[0x58000009] Standby[0x98000009]
01:21:16: CCM: PPPoE Required
01:21:16: CCM: PPP Required
01:21:16: CCM: LTERM Required
01:21:16: CCM: PPPoE is Initiator
01:21:16: AAA/CCM/: return checkpointed aaa id = 0000000B
01:21:16: Adding cache entry for id B
01:21:16: Author cache len 84 84 84
01:21:16: AAA/CCM/ (0000000B) :return acct sess_id = 11
01:21:16: CCM: AAA Ready
01:21:16: AAA/CCM/ (0000000B): AAA sso init completed successfully
01:21:16: SSS INFO: Element type is Access-Type = 3 (PPPOE)
01:21:16: SSS INFO: Element type is Protocol-Type = 0 (PPP)
01:21:16: SSS INFO: Element type is Media-Type = 1 (Ethernet)
01:21:16: SSS INFO: Element type is Switch-Id = 4105 (00001009)
01:21:16: SSS INFO: Element type is Segment-Hdl = 4114 (00001012)
01:21:16: SSS INFO: Element type is AAA-Id = 11 (0000000B)
01:21:16: SSS INFO: Element type is Accle-Hdl = 4127195145 (F6000009)
01:21:16: SSS INFO: Element type is SHDB-Handle = 2550136841 (98000009)
01:21:16: SSS INFO: Element type is Input Interface = "GigabitEthernet6/0/0"
01:21:16: SSS MGR [uid:10]: Sending a Session Assert ID Mgr event
01:21:16: SSS MGR [uid:10]: Updating ID Mgr with the following keys:
aaa-unique-id 11 (0xB)
01:21:16: SSS MGR [uid:10]: Handling Policy Service Authorize action (1 pending sessions)
01:21:16: SSS PM [uid:10][63D6963C]: RM/VPDN disabled: RM/VPDN author not needed
01:21:16: SSS MGR [uid:10]: Got reply Need More Keys from PM
01:21:16: SSS MGR [uid:10]: Handling Need More Keys action
01:21:16: SSS INFO: Element type is Unauth-User = "userl"
01:21:16: SSS INFO: Element type is Accle-Hdl = 4127195145 (F6000009)
01:21:16: SSS INFO: Element type is AAA-Id = 11 (0000000B)
01:21:16: SSS INFO: Element type is Access-Type = 0 (PPP)
01:21:16: SSS INFO: Element type is Protocol-Type = 0 (PPP)
01:21:16: SSS MGR [uid:10]: Sending a Session Update ID Mgr event
01:21:16: SSS MGR [uid:10]: Updating ID Mgr with the following keys:
username "userl"
aaa-unique-id 11 (0xB)
01:21:16: SSS MGR [uid:10]: Handling Policy Send More Keys action
01:21:16: SSS PM [uid:10][63D6963C]: SGBP disabled: SGF author not needed
01:21:16: SSS MGR [uid:10]: Got reply Local Terminate from PM
01:21:16: SSS MGR [uid:10]: Handling Connect Local Service action
01:21:16: SSS MGR [uid:10]: Need the resource type determined key
01:21:16: SSS MGR [uid:10]: Handling Need More Keys action
01:21:16: SSS MGR [uid:10]: Not yet ready to start the Local service
01:21:16: AAA/CCM/ (0000000B) :return authen method index = 0
01:21:16: RADIUS/ENCODE (0000000B) :0rig. component type = PPoE
01:21:16: RADIUS: AAA Unsupported Attr: client-mac-address[42] 14
01:21:16: RADIUS: 30 30 30 61 2E 34 32 37 64 2E 65 63 [ 000a.427d.ec]
01:21:16: RADIUS: AAA Unsupported Attr: interface [1711 7
01:21:16: RADIUS: 36 2F 30 2F 30 [ 6/0/0]
01:21:16: RADIUS(0000000B): Config NAS IP: 0.0.0.0
01:21:16: RADIUS/ENCODE (0000000B) : acct_session_id: 11
01:21:16: RADIUS(0000000B): sending
01:21:16: RADIUS/ENCODE: Best Local IP-Address 2.1.1.1 for Radius-Server 9.2.36.253
01:21:16: RADIUS(0000000B): Send Access-Request to 9.2.36.253:1645 id 1645/10, len 86
01:21:16: RADIUS: authenticator 14 48 25 90 A5 7B 53 02 - 11 05 01 13 6D 34 E2 04
01:21:16: RADIUS: Framed-Protocol [7] 6 PPP [1]
01:21:16: RADIUS: User-Name [1] 9 "userl"
01:21:16: RADIUS: User-Password [2] 18 *
01:21:16: RADIUS: NAS-Port-Type [61] 6 Virtual [5]
01:21:16: RADIUS: NAS-Port [5] 6 0
01:21:16: RADIUS: NAS-Port-Id [87]1 9 "6/0/0/0"
01:21:16: RADIUS: Service-Type [6] 6 Framed [2]
01:21:16: RADIUS: NAS-IP-Address [4] 6 2.1.1.1
01:21:16: RADIUS: Cached response
01:21:16: RADIUS: authenticator E4 68 43 2C 2F E7 B4 57 - 05 70 FF Bl 22 13 E8 OF
01:21:16: RADIUS: Idle-Timeout [28] 6 200
01:21:16: RADIUS: Service-Type [6] 6 Framed [2]
01:21:16: RADIUS (0000000B): Received from id 1645/10
01:21:16: SSS INFO: Element type is Auth-User = "userl"
01:21:16: SSS INFO: Element type is AAA-Attr-List = 20000100
01:21:16: SSS INFO: Element type is idletime 200 (0xC8)
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01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS

01:21:16: CCM:

01:21:16: SSS
01:21:16: SSS
01:21:16: SSS

01:21:16: CCM:

01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS
01:21:16: SSS

0l:21:16: CCM:
01:21:16: CCM:
01:21:16: CCM:
0l:21:16: CCM:

The table Below d

INFO:
INFO:
INFO:
INFO:
INFO:

MGR
MGR
MGR
MGR
MGR
MGR
MGR

LTERM
LTERM

Element
Element
Element
Element
Element
[uid:10]:
[uid:107]:
[uid:107:
[uid:10]:
[uid:107]:
[uid:107:
[uid:10]:

LTERM Ready

LTERM [uid:10]:
MGR [uid:10]:
MGR [uid:10]:
MGR [uid:10]:
MGR [uid:10]:
LTERM [uid:107]:
MGR [uid:10]:

LTERM [uid:107]:

LTERM [uid:107]:

PPPoE Ready

PPP

Ready

[uid:107:
[uid:10]:
LTERM [uid:107]:

type
type
type
type
type

is
is
is
is
is

debug aaa redundancy .

service-type 2 [Framed]
Resource-Determined = 1 (YES)
Access-Type = 0 (PPP)
Protocol-Type 0 (PPP)

Final = 1 (YES)

Handling Connect Local Service action

Rcvd an AAA attr list from SIP, pushing it to the PM
Handling Send Policy Push Cng action

Not yet ready to start the Local service

Got reply Apply Config from PM

Successfully applied policy config

Handling Connect Local Service action

LTERM Required

Processing Local termination request
Sent create-clone request to vtemplate manager
Created vaccess interface Vi3

Segment provision successful

Handling Local Service Connected action
Apply for Vi3: segment 4114, owner 2566914077
Interface config 218170B8
Per-user config 63E06550

Switching session provisioned

Handling Local Service Connected, Features Applied action

Installed Vi3 process path switching vector
Installed Vi3 fastsend path switching vector

PPP 0Old State[Not Ready] Event[All Ready]

New State[Ready]
escribes the significant fields shown in the display.

Table 3: debug aaa redundancy Field Descriptions

Field

Description

(0000000B)

AAA unique ID for the session.

Adding sync avp

Adding synchronization attribute-value pair.

[AAA Unique ID]

The AAA synchronization data type.

Related Commands

Command

Description

debug ccm-manager

Displays debugging information about Cisco
CallManager.

Cisco 10S Debug Command Reference - Commands A through D i



debug aaa accounting through debug auto-config |
. debug aaa sg-server selection

debug aaa sg-server selection

To obtain information about why the RADIUS and TACACS+ server group system in a router is choosing a
particular server, use the debugaaasg-serverselectioncommand in privileged EXEC mode. To disable
debugging output, use the no form of this command.

debug aaa sg-server selection

no debug aaa sg-server selection

Syntax Description  This command has no arguments or keywords.

Command Default Debugging is not turned on.

ommand Modes Privileged EXEC

Command History

Release Modification
12.3(1) This command was introduced.
12.2(28)SB This command was extended for RADIUS server load balancing to show
which server is selected on the basis of a load balancing algorithm.
124(1D)T This command was integrated into Cisco IOS Release 12.4(11)T.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.
Examples The following example shows that debugging has been set to display information about server selection:

Router# debug aaa sg-server selection
The following two debug outputs display the behavior of RADIUS transactions within a server group with
the server-reorder-on-failure feature configured.

Examples In the following sample output, the RADIUS server-reorder-on-failure feature is configured. The server
retransmits are set to 0 (so each server is attempted only once before failover to the next configured server),
and the transmissions per transaction are set to 4 (the transmissions will stop on the third failover). The third
server in the server group (192.0.2.118) has accepted the transaction on the third transmission (second failover).

00:38:35: $SYS-5-CONFIG-I: Configured from console by console

00:38:53: RADIUS/ENCODE (OOOOOOQOF) : ask "Username: "
00:38:53: RADIUS/ENCODE (0000000F) : send packet; GET-USER
00:38:58: RADIUS/ENCODE (0000000F) : ask "Password: "

00:38:58: RADIUS/ENCODE (0000000F) : send packet; GET-PASSWORD
00:38:59: RADIUS: AAA Unsupported [152] 4

00:38:59: RADIUS: 7474 [tt]

00:38:59: RADIUS (0000000F) : Storing nasport 2 in rad-db
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Examples

debug aaa sg-server selection .

00:38:59: RADIUS/ENCODE (0000000F) : dropping service type, "radius-server

attribute 6 on-for-login-auth" is off

00:38:59: RADIUS (0000000F) : Config NAS IP: 192.0.2.4

00:38:59: RADIUS/ENCODE (0000000F) : acct-session-id: 15

00:38:59: RADIUS (0000000F) : sending

00:38:59: RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.1
00:38:59: RAPIUS(0000000F) : Send Access-Request to 192.0.2.1:1645 id 21645/11, len 78
00:38:59: RADIUS:: authenticator 4481 E6 65 2D 5F 6F OA -1E F5 81 8F 4E 1478 9C
00:38:59: RADIUS: User-Name [1] 7 "username"

00:38:59: RADIUS: User-Password [2] 18 *

00:38:59: RADIUS: NAS-Port fS1 6 2

00:~8:59: RADIUS: NAS-Port-Type [61] 6 Virtual [5]

00:38:59: RADIUS: Calling-Station-Id [31] 15 "192.0.2.23"

00:39:00: RADIUS: NAS-IP-Address [4] 6 192.0.2.130

00:39:02: RADIUS: Fail-over to (192.0.2.2:1645,1646) for id 21645/11

00:39:02: RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.2
00:39:04: RADIUS: Fail-over to (192.0.2.118:1645,1646) for id 21645/11

00:39:04: RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server
192.0.2.118

00:39:05: RADIUS: Received from id 21645/11 192.0.2.118:1645, Access-Accept, len 26
00:39:05: RADIUS: authenticator 5609 56 F9 64 4E DF 19- F3 A2 DD 73 EE 3F 9826
00:39:05: RADIUS: Service-Type [6] 6 Login [1]

In the following sample output, the RADIUS server-reorder-on-failure feature is configured. The server
retransmits are set to 0, and the transmissions per transaction are set to 8. In this transaction, the transmission
to server 192.0.2.1 has failed on the eighth transmission.

00:42:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:

RADIUS (00000011): Received from id 21645/13

RADIUS/ENCODE (00000012) : ask "Username: "

RADIUS/ENCODE (00000012) : send packet; GET-USER

RADIUS/ENCODE (00000012) : ask "Password: "

RADIUS/ENCODE (00000012) : send packet; GET-PASSWORD

RADIUS: AAA Unsupported [152] 4

RADIUS: 7474 [tt]

RADIUS (00000012) : Storing nasport 2 in rad-db

RADIUS/ENCODE (00000012) : dropping service type, "radius-server attribute 6

on-for-login-auth" is off

00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:
00:43:

RADIUS (00000012) : Co~fig NAS IP: 192.0.2.4

RADIUS/ENCODE (00000012) : acct-session-id: 18

RADIUS (00000012) : sending

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.118
RADIUS (00000012) : Send Access-Request to 192.0.2.118:1645 id 21645/14, len 78
RADIUS: authenticator B8 OA 51 3A AF A6 0018 -B3 2E 94 5E 07 OB 2A

RADIUS: User-Name [1] 7 "username"

RADIUS: User-Password [2] 18 *

RADIUS: NAS-Port [5] 6 2

RADIUS: NAS-Port-Type [61] 6 Virtual [5]

RADIUS: Calling-Station-]d [31] 15 "192.0.2.23"

RADIUS: NAS-IP-Address [4] 6 192.0.2.130

RADIUS: Fail-over to (192.0.2,1:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.1
RADIUS: Fail-over to (192.0.2.2:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.2
RADIUS: Fail-over to (192.0.2.118:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.118
RADIUS: Fail-over to (192.0.2.1:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.1
RADIUS: Fail-over to (192.0.2.2:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.2
RADIUS: Fail-over to (192.0.2.118:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.118
RADIUS: Fail-over to (192.0.2.1:1645,1646) for id 21645/14

RADIUS/ENCODE: Best Local IP-Address 192.0.2.130 for Radius-Server 192.0.2.1
RADIUS: No response from (192.0.2.1:1645,1646) for id 21645/14

:RADIUS/DECODE: parse response no app start; FAIL

RADIUS/DECODE: parse response;FAIL

The field descriptions are self-explanatory.
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debug aaa sg-server selection

debug aaa accounting through debug auto-config

In the following sample output, the RADIUS server load balancing feature is enabled with a batch size of 3.

The server selection, based on the load balancing algorithm, is shown as five access-requests that are being

sent to the server group.

Router# debug aaa sg-server selection
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:
Jul 16 03:15:05:

AAA/SG/SERVER SELECT:

AAA/SG/SERVER_SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:

AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER_SELECT:
AAA/SG/SERVER SELECT:
AAA/SG/SERVER SELECT:

Obtaining least loaded server.

[3] transactions remaining in batch. Reusing server.
Obtaining least loaded server.
[2] transactions remaining in batch. Reusing server.
Obtaining least loaded server.
[1] transactions remaining in batch. Reusing server.
Obtaining least loaded server.

No more transactions in batch. Obtaining a new server.

Obtaining a new least loaded server.

Server[0] load: 3
Server[l] load: 0
Server[2] load: O

Selected Server[l] with load 0
[3] transactions remaining in batch.
Obtaining least loaded server.

Jul 16 03:15:05: AAA/SG/SERVER_SELECT: [2] transactions remaining in batch. Reusing server.

The field descriptions are self-explanatory.

Related Commands

Command

Description

load-balance

Enables RADIUS server load balancing for named
RADIUS server groups.

radius-server load-balance

Enables RADIUS server load balancing for the global
RADIUS server group.

radius-server retry method reorder

Specifies the reordering of RADIUS traffic retries
among a server group.

radius-server transaction max-tries

Specifies the maximum number of transmissions per
transaction that may be retried on a RADIUS server.

test aaa group

Tests RADIUS load balancing server response
manually.
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debug aaa test

To show when the idle timer or dead timer has expired, when test packets are being sent, server response
status, and the server state for RADIUS server load balancing, use the debugaaatestcommand in privileged
EXEC mode. To disable debugging output, use the no form of this command.

debug aaa test

no debug aaa test

Syntax Description  This command has no arguments or keywords.

Command Default Debugging is not enabled.
ommand Modes Privileged EXEC

Command History Release Modification
12.2(28)SB This command was introduced.
124(1D)T This command was integrated into Cisco IOS Release 12.4(11)T.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.

Examples In the following sample output, the RADIUS server load balancing feature is enabled. The idle timer has

expired.

Router# debug aaa test

Router#

Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) quarantined.

Jul 16 00:07:01: AAA/SG/TEST: Sending test request(s) to server (192.0.2.245:1700,1701)
Jul 16 00:07:01: AAA/SG/TEST: Sending 1 Access-Requests, 1 Accounting-Requests in current
batch.

Jul 16 00:07:01: AAA/SG/TEST (Reg#: 1): Sending test AAA Access-Request.

Jul 16 00:07:01: AAA/SG/TEST (Reg#: 1): Sending test AAA Accounting-Request.

Jul 16 00:07:01: AAA/SG/TEST: Obtained Test response from server (192.0.2.245:1700,1701)
Jul 16 00:07:01: AAA/SG/TEST: Obtained Test response from server (192.0.2.245:1700,1701)
Jul 16 00:07:01: AAA/SG/TEST: Necessary responses received from server (192.0.2.245:1700,1701)
Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) marked ALIVE. Idle timer set
for 60 sec(s).

Jul 16 00:07:01: AAA/SG/TEST: Server (192.0.2.245:1700,1701) removed from quarantine.

Related Commands Command Description

load-balance Enables RADIUS server load balancing for named
RADIUS server groups.
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Command

Description

radius-server host

Enables RADIUS automated testing for load
balancing.

radius-server load-balance

Enables RADIUS server load balancing for the global
RADIUS server group.

test aaa group

Tests RADIUS load balancing server response
manually.
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debug acircuit

To display errors and events that occur on the attachment circuits (the circuits between the provider edge (PE)
and customer edge (CE) routers), use thedebugacircuit command in privileged EXEC mode. To disable
debugging output, use the no form of this command.

debug acircuit {error| event}

no debug acircuit {error| event}

Syntax Description error Displays errors that occur in attachment circuits.
event Displays events that occur in attachment circuits.
ommand Modes Privileged EXEC
Command History Release Modification
12.0(23)S This command was introduced.
12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.
12.2(15)T This command was integrated into Cisco IOS Release 12.2(15)T.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S.
12.2(27)SBC Support for this command was integrated into Cisco IOS Release
12.2(27)SBC.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
Usage Guidelines Use the debugacircuit command to identify provisioning events, setup failures, circuit up and down events,

and configuration failures on attachment circuits.

An attachment circuit connects a PE router to a CE router. A router can have many attachment circuits. The
attachment circuit manager controls all the attachment circuits from one central location. Therefore, when
you enable the debug messages for the attachment circuit, you receive information about all the attachment
circuits.

Examples The following is sample output from the debugacircuitevent command when you enable an interface:

Router# debug acircuit event
*Jan 28 15:19:03.070: ACLIB: ac cstate() Handling circuit UP for interface Se2/0
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*Jan 28 15:19:03.070: ACLIB [11.0.1.1, 200]: pthru intf handle circuit up() calling
acmgr_circuit up

*Jan 28 15:19:03.070: ACLIB [11.0.1.1, 200]: Setting new AC state to Ac-Connecting
*Jan 28 15:19:03.070: ACMGR: Receive <Circuit Up> msg

*Jan 28 15:19:03.070: Se2/0 ACMGR: circuit up event, SIP state chg down to connecting,
action is service request

*Jan 28 15:19:03.070: Se2/0 ACMGR: Sent a sip service request

*Jan 28 15:19:03.070: ACLIB [11.0.1.1, 200]: AC updating switch context.

*Jan 28 15:19:03.070: Se2/0 ACMGR: Rcv SIP msg: resp connect forwarded, hdl 9500001D,
12ss_hdl 700001E

*Jan 28 15:19:03.070: Se2/0 ACMGR: service connected event, SIP state chg connecting to
connected, action is respond forwarded

*Jan 28 15:19:03.070: ACLIB: pthru intf response hdl is 9500001D, response is 1

*Jan 28 15:19:03.070: ACLIB [11.0.1.1, 200]: Setting new AC state to Ac-Connected

The following is sample output from the debugacircuitevent command when you disable an interface:

Router#
*Jan 28
*Jan 28
*Jan 28
*Jan 28
*Jan 28
action is service disconnect

*Jan 28 15:25:57.014: Se2/0 ACMGR: Sent a sip service disconnect

*Jan 28 15:25:57.014: ACLIB [11.0.1.1, 200]: AC deleting switch context.

*Jan 28 15:25:59.014: $LINK-5-CHANGED: Interface Serial2/0, changed state to
administratively down

*Jan 28 15:25:59.014: ACLIB: ac_cstate() Handling circuit DOWN for interface Se2/0

*Jan 28 15:26:00.014:%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed
state to down

The following example shows output from the debugacircuitcommand for an xconnect session on an Ethernet
interface:

debug acircuit event

15:25:57.014: ACLIB: SW AC interface INTF-DOWN for interface Se2/0
15:25:57.014: ACLIB [11.0.1.1, 200]: Setting new AC state to Ac-Idle
15:25:57.014: ACLIB: SW AC interface INTF-DOWN for interface Se2/0
15:25:57.014: Se2/0 ACMGR: Receive <Circuit Down> msg

15:25:57.014: Se2/0 ACMGR: circuit down event, SIP state chg connected to end,

Router# debug acircuit

23:28:
23:28:
23:28:
23:28:
23:28:

35:
35:
35:
35:
35:

ACLIB [10.0.3.201, 5]: SW AC interface UP for Ethernet interface Et2/1

ACLIB [10.0.3.201, 5]: pthru intf handle circuit up() calling acmgr circuit up
ACLIB [10.0.3.201, 5]: Setting new AC state to Ac-Connecting

ACLIB [10.0.3.201, 5]: SW AC interface UP for Ethernet interface Et2/1

ACLIB [10.0.3.201, 5]: pthru intf handle circuit up() ignoring up event. Already

connected or connecting.

23:28:
23:28:

35:

35

request

23:28:
23:28:
23:28:
23:28

23:28:

35:
37:
38:
:53:

53:

ACMGR: Receive <Circuit Up> msg
: Et2/1 ACMGR: circuit up event, SIP state chg down to connecting, action is service

Et2/1 ACMGR: Sent a sip service request

$LINK-3-UPDOWN: Interface Ethernet2/1, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet2/1, changed state to up
Et2/1 ACMGR: Rcv SIP msg: resp connect forwarded, hdl D6000002, sss_hdl 9EO000OOF

Et2/1 ACMGR: service connected event, SIP state chg connecting to connected,

action is respond forwarded
23:28:53: ACLIB: pthru intf response hdl is D6000002, response is 1
23:28:53: ACLIB [10.0.3.201, 5]: Setting new AC state to Ac-Connected

The command output is self-explanatory.

Related Commands

Command Description

debug vpdn Displays errors and events relating to L2TP
configuration and the surrounding Layer 2 tunneling
infrastructure.

debug xconnect Displays errors and events related to an xconnect
configuration.
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debug acircuit checkpoint

To enable the display of attachment circuit checkpoints, use the debug acircuit checkpoint command in
privileged EXEC mode. To disable the display of these messages, use the no form of this command.

debug acircuit checkpoint

no debug acircuit checkpoint

Syntax Description  This command has no arguments or keywords.

Command Default Debugging of attachment circuit checkpoints is disabled.

Command Modes Privileged EXEC (#)

Command History Release Modification
12.2(25)S This command was introduced.
12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB.
12.2(33)SRC This command was integrated into Cisco IOS Release 12.2(33)SRC.

Usage Guidelines Use this command when Any Transport over MPLS (AToM) is configured for nonstop forwarding/stateful
switchover (NSF/SSO) and Graceful Restart.

Use debug commands with caution. They use a significant amount of CPU resources and can affect system
performance.

Examples The debugacircuitcheckpoint command is issued on the active route processor (RP):

Router# debug mpls l2transport checkpoint
Router# debug acircuit checkpoint
Router# show debug
AToM HA:
AToM checkpointing events and errors debugging is on
AC HA:
Attachment Circuit Checkpoint debugging is on
Router# conf terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface Fa5/1/1.2
Router (config-subif) # xconnect 10.55.55.2 1002 pw-class mpls
AToM HA [10.55.55.2, 1002]: Build provision msg, SSM sw/seg 8192/8194 [0x2000/0x2002] PW
id 9216 [0x2400] local label 21
AC HA: Dynamic Sync. Event:4 Sw:8192[2000] Se:16385[4001]
AToM HA: CF sync send complete
AC HA CF: Sync send complete. Code:0
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debug acircuit checkpoint .

On the standby RP, the following messages indicate that it receives checkpointing data:

AC HA [10.55.55.2, 1002]: Add to WaitQ. Flags:1

AToM HA [10.55.55.2, 1002]: Received 32-byte provision version 1 CF message

AC HA CF: ClientId:89, Entity:0 Length:40

AToM HA [10.55.55.2, 1002]: Process chkpt msg provision [1], ver 1

AToM HA [10.55.55.2, 1002]: Reserved SSM sw/seg 8192/8194 [0x2000/0x2002] PW id 9216 [0x2400]
AC HA: Process Msg:35586. Ptr:44CBFD90. Val:0

AC HA: Sync. Event:4 CktType:4 Sw:8192[2000] Se:16385[4001]

AC HA [10.55.55.2, 1002]: Remove from WaitQ. Flags:1[OK] [OK]

During a switchover from an active RP to a backup RP, the debug messages look similar to the following:

%$HA-5-MODE: Operating mode is hsa, configured mode is sso.

AC HA RF: CId:83, Seq:710, Sta:RF_STATUS OPER_REDUNDANCY MODE_ CHANGE, Opr:5, St:STANDBY
HOT, PSt:ACTIVE

AToM HA: CID 84, Seq 715, Status RF _STATUS OPER REDUNDANCY MODE CHANGE, Op 5, State STANDBY
HOT, Peer ACTIVE

AC HA RF: CId:83, Seq:710, Sta:RF_STATUS PEER PRESENCE, Opr:0, St:STANDBY HOT, PSt:ACTIVE

AToM HA: CID 84, Seq 715, Status RF STATUS PEER PRESENCE, Op 0, State STANDBY HOT, Peer

ACTIVE

AC HA RF: CId:83, Seq:710, Sta:RF_STATUS PEER COMM, Opr:0, St:STANDBY HOT, PSt:DISABLED

AToM HA: CID 84, Seg 715, Status RF_STATUS PEER COMM, Op 0, State STANDBY HOT, Peer DISABLED
$HA-2-CUTOVER NOTICE: Cutover initiated. Cease all console activity until system restarts.
%$HA-2-CUTOVER_NOTICE: Do not add/remove RSPs or line cards until switchover completes.
$HA-2-CUTOVER NOTICE: Deinitializing subsystems...

%$0OIR-6-REMCARD: Card removed from slot 4, interfaces disabled

$OIR-6-REMCARD: Card removed from slot 5, interfaces disabled

$OIR-6-REMCARD: Card removed from slot 9, interfaces disabled

$HA-2-CUTOVER NOTICE: Reinitializing subsystems...

$HA-2-CUTOVER NOTICE: System preparing to restart...

%$HA-5-NOTICE: Resuming initialization...

AC HA RF: CId:83, Seq:710, Sta:RF_STATUS REDUNDANCY MODE CHANGE, Opr:7, St:STANDBY HOT,
PSt:DISABLED

%$LDP-5-GR: LDP restarting gracefully. Preserving forwarding state for 250 seconds.
AC HA RF: CId:83, Seq:710, Sta:RF_PROG_ACTIVE, Opr:0, St:ACTIVE, PSt:DISABLED

AToM HA: CID 84, Seq 715, Event RF PROG ACTIVE, Op 0, State ACTIVE, Peer DISABLED
AC HA: Process Msg:35588. Ptr:0. Val:0

AC HA: Switchover: Standby->Active

AC HA RF: Reconciling

Related Commands

Command Description

debug mpls 12transport checkpoint Enables the display of AToM events when AToM is
configured for NSF/SSO and Graceful Restart.
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debug adjacency

To enable the display of information about the adjacency database, use the debug adjacencycommand in
privileged EXEC mode. To disable the display of these events, use the no form of this command.

debug adjacency [epoch| ipc| state| table] [ prefix ] [ interface | [connectionid id] [link {ipv4|ipv6| mpls}]
no debug adjacency [epoch| ipc| state| table] [ prefix | [ interface | [connectionid id] [link {ipv4| ipv6|

mpls}]
Syntax Description . . .
epoch (Optional) Displays adjacency epoch events.
ipe (Optional) Displays interprocess communication
(IPC) events for adjacencies.
state (Optional) Displays adjacency system state machine
events.
table (Optional) Displays adjacency table operations.
prefix (Optional) Displays debugging events for the
specified IP address or IPv6 address.

Note On the Cisco 10000 series routers, IPv6 is
supported in Cisco IOS Release 12.2(28)SB
and later releases.

interface (Optional) Displays debugging events for the
specified interface. For line cards, you must specify
the line card if number (interface number). Use the
show cef interface command to obtain line card

if numbers.

connectionid id (Optional) Displays debugging events for the
specified client connection identification number.

link {ipv4 |ipv6 | mpls (Optional) Displays debugging events for the
specified link type (IP, IPv6, or Multiprotocol Label

Switching [MPLS] traffic).

Note On the Cisco 10000 series routers, IPv6 is
supported in Cisco IOS Release 12.2(28)SB
and later releases.

Command Default Debugging events are not displayed.
ommand Modes Privileged EXEC
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debug adjacency .

Command History

Usage Guidelines

Examples

A

Release Modification

12.0(7)XE This command was introduced on the Cisco 7600 series routers.
12.1(DE This command was implemented on the Cisco 7600 series routers.
12.2(14)SX This command was implemented on the Supervisor Engine 720.
12.2(25)S This command was integrated into Cisco IOS Release 12.2(25)S, and the

prefix , interface , connectionidid , and link {ipv4 | ipv6 | mpls} keywords
and arguments were added.

12.2(28)SB This command was integrated into Cisco IOS Release 12.2(28)SB and
implemented on the Cisco 10000 series routers.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Because debugging output is assigned high priority in the CPU process, you should use debug commands
only to troubleshoot specific problems or during troubleshooting sessions with Cisco technical support staff.
Also, you should use debug commands during periods of lower network traffic and fewer users. Debugging
during these periods decreases the likelihood that increased debug command processing overhead will affect
system use.

You can use any combination of the prefix , interface , connectionidid , and link {ipv4 | ipv6 | mpls} keywords
and arguments (in any order) as a filter to enable debugging for a specified subset of adjacencies.

Note

On the Cisco 10000 series routers, IPv6 is supported in Cisco IOS Release 12.2(28)SB and later releases.

The following example shows how to display information on the adjacency database:

Router# debug adjacency

*Jan 27 06:22:50.543: ADJ-ios mgr: repopulate adjs on up event for Ethernet3/0

*Jan 27 06:22:50.543: ADJ: IPV6 adj out of Ethernet3/0, addr FE80::20C:CFFF:FEDF:6854
(incomplete) no src set: init/update from interface

*Jan 27 06:22:50.543: ADJ: IPV6 adj out of Ethernet3/0, addr FE80::20C:CFFF:FEDF:6854
(incomplete) no src set: set bundle to IPv6 adjacency oce

*Jan 27 06:22:50.543: ADJ: IPV6 adj out of Ethernet3/0, addr FE80::20C:CFFF:FEDF:6854
(incomplete) no src set: allocated, setup and inserted OK

*Jan 27 06:22:50.543: ADJ: IPV6 adj out of Ethernet3/0, addr FE80::20C:CFFF:FEDF:6854
(incomplete) src IPv6 ND: source IPv6 ND added OK

*Jan 27 06:22:50.543: ADJ: IPV6 adj out of Ethernet3/0, addr FE80::20C:CFFF:FEDF:6854
(incomplete) src IPv6 ND: computed macstring (len 14): OK

*Jan 27 06:22:50.543: ADJ: IPV6 adj out of Ethernet3/0, addr FE80::20C:CFFF:FEDF:6854 src
IPv6 ND: made complete (macstring len 0 to 14/0 octets)

00:04:40: $LINK-3-UPDOWN: Interface Ethernet3/0, changed state to up

00:04:41: SLINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet3/0, changed
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Related Commands Command

Description

clear adjacency

Clears the Cisco Express Forwarding adjacency table.

clear arp-cache

Deletes all dynamic entries from the ARP cache.

show adjacency

Displays Cisco Express Forwarding adjacency table
information.

show mls cef adjacency

Displays information about the hardware Layer 3
switching adjacency node.
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debug adjacency (vasi)

To display debugging information for the VRF-Aware Service Infrastructure (VASI) adjacency, use the
debugadjacency command in privileged EXEC mode. To disable debugging output, use the no form of this
command.

debug adjacency {vasileft| vasiright} number

no debug interface {vasileft| vasiright} number

Syntax Description vasileft Displays information about the vasileft interface.
vasiright Displays information about the vasiright interface.
number Identifier of the VASI interface. The range is from 1
to 256.

ommand Modes Privileged EXEC (#)

Command History

Release Modification
Cisco IOS XE Release 2.6 This command was introduced.
Examples The following is sample output from the debugadjacencycommand:

Router# debug adjacency veasileft 1
Condition 1 set

Helated Commands debug vasi Displays debugging information for the VASI.

debug interface (vasi) Displays debugging information for the VASI
interface descriptor block.

interface (vasi) Configures VASI virtual interface.

show vasi pair Displays the status of a VASI pair.
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debug alarm-interface

To show real-time activities in the data channel or the management channel of the Alarm Interface Controller
(AIC), use the debugalarm-interface command in privileged EXEC mode. To disable debugging output, use
theno form of this command.

debug alarm-interface slot-number {data| management}

no debug alarm-interface slot-number {data]| management}

Syntax Description

Command Default

slot-number Router chassis slot where the AIC network module
is installed.

data Displays AIC serial data channel and asynchronous
craft port communication activity.

management Displays IOS-to-AIC communication activity.

No default behavior or values

ommand Modes Privileged EXEC
Command History Release Modification
12.2(2)XG This command was introduced for the Cisco 2600 series and the Cisco
3600 series.
12.2(8)T This command was integrated into Cisco IOS Release 12.2(8)T.

Usage Guidelines

Examples

This command allows you to observe the management channel activity from the AIC in the specified slot.
Such activity shows that the software running on the AIC CPU has reached a minimum level of working order.

The following is sample output from the debugalarm-interface command:

Router# debug alarm-interface
AIC Slot 1:STATUS received

The following is sample output from the debugalarm-interfaceldata command:

Router# debug alarm-interface 1 data

AIC Slot 1:STATUS received

aic fastsend:particle count=1, len=1504

aic_pak to txring:scattered particle count=1l, tx bytes=1504, leftover=0
aic_interrupt:# 30419 gstar=0x1000000
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debug alarm-interface

aic safe start:particle count=1, len=524

aic_pak to_txring:scattered particle count=1l, tx bytes=524, leftover=0
aic_process TXivqg:ivqg - 0x42040000 at 15, slice 1

aic_interrupt:# 30420 gstar=0x1000000

aic_process TXivqg:ivg - 0x42040000 at 16, slice 1

aic_interrupt:# 30421 gstar=0x10000000

aic scc rx intr:sts dlen=0xC5E10000, len=1504, RSTA=0xA0Q
aic_serial RX interrupt:rxtype=1, len=1504, aic scc_rx intr:last rxbd has aged, 2
aic_process RXivqg:ivg - 0x60000 at 13, slice 1

aic_interrupt:# 30422 gstar=0x10000000

aic_scc rx _intr:sts_dlen=0xC20D0000, len=524, RSTA=0xA0
aic_serial RX interrupt:rxtype=1, len=524, aic process RXivqg:ivg - 0x60000 at 14,
slice 1

aic_interrupt:# 30423 gstar=0x20000000
aic_scc_rx intr:sts _dlen=0xC00D0000, len=12, RSTA=0xAO0

aic mgmt RX interrupt:len=12

aic _mgmt fastsend:particle count=1, len=20 / 20

aic pak to txring:scattered particle count=1, tx bytes=20, leftover=0
aic scc rx intr:last rxbd has aged, 2

aic_process RXivqg:ivg - 0x10060000 at 37, slice 1

aic_interrupt:# 30424 gstar=0x2000000

aic process TXivg:ivg - 0x52040000 at 24, slice 1

Related Commands

Command Description

alarm-interface Enters the alarm interface mode and configures the
AlC.

reset Resets the AIC CPU.
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debug alps ascu

To enable debugging for airline product set (ALPS) agent set control units (ASCUs) use the debugalpsascu
command in privileged EXEC mode. To disable debugging output, use the no form of this command.

debug alps ascu {event| packet| detail| all| format {ipars| router| both}} [interface [ascu id]]

no debug alps ascu {event| packet| detail| all| format {ipars| router| both}} [interface [ascu id]]

Syntax Description

event Displays ASCU events or protocol errors.

packet Displays sent or received packets.

detail Displays all ASCU protocol events.

all Enables event, packet, and detail debugging.
format ipars router both Specifies how to display ASCU addresses and the

hexadecimal data in the debug output:

« ipars-- Displays only the IPARS hexadecimal
output.

* router-- Displays only the router hexadecimal
output.

* both-- Displays both the IPARS and router

hexadecimal output.

The only difference between the IPARS output and
the router output is the format of the hexadecimal

data.

interface (Optional) Enables debugging on a specified interface.
Applies only to the event, packet, detail, and all
keywords.

ascu id (Optional) Enables debugging for a specified ASCU.

Command Default Debugging is off.

Command Modes Privileged EXEC
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debug alps ascu .

Command History

Usage Guidelines

Examples

A

Release Modification

11.3(6)T This command was introduced for limited availability.

12.0(1) This command was available for general release.

12.0(5)T This command was modified.

12.12)T The format, ipars, router, and both keywords were added. The output for

this command was modified to include IPARS and router formats.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

To enable debugging for a group of ASCUs, enter a separate command for each ASCU interface and IA
combination.

The interface option applies only to the event, packet, detail, and all keywords.

Note

A

To specify the particular debug tracing level (event, packet, detail or all) and the format (router, pairs
or both), you must configure the debugalpsascucommand two times: once to configure the debug tracing
level and once to configure the format.

The following output is from the debugalpsascuevent command, showing events or protocol errors in router
format for ASCU 42 on interface Serial7:

Router# debug alps ascu format router

Router# debug alps ascu event Serial7 42

ALPS ASCU: Tl expired for ascu 42 on i/f Serial7
ALPS ASCU: DOWN event while UP for ascu 42 on i/f Serial7 : Cl count =1

Note

If you specify the ipars or both format for the event or detail tracing level, both the IPARS and router
formats will be displayed.

The following output is from the debugalpsascuevent command, showing events or protocol errors in ipars
format for ASCU 42 on interface Serial7:

Router# debug alps ascu format ipars

Router# debug alps ascu event Serial7 42

ALPS ASCU: T1 expired for ascu 42/2F on i/f Serial?
ALPS ASCU: DOWN event while UP for ascu 42/2F on i/f Serial7 : Cl count = 1
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The following output is from the debugalpsascudetail command, showing all protocol events in router
format for ASCU 42 on interface Serial6:

Router# debug alps ascu format router
Router# debug alps ascu detail Serialé 42

ALPS ASCU: Tx ALC POLL MSG (+ O pad bytes) to ascu 42 on i/f Serialé6

ALPS ASCU: ALC GO AHD MSG rcvd from ascu 42 on i/f Serial6

ALPS ASCU: Tx ALC POLL MSG (+ 0 pad bytes) to ascu 42 on i/f Serialé6

ALPS ASCU: ALC GO AHD MSG rcvd from ascu 42 on i/f Serialé6

ALPS ASCU: Tx ALC POLL MSG (+ 0 pad bytes) to ascu 42 on i/f Serialé6

ALPS ASCU: Rx ALC DATA MSG (14 bytes + CCC) from ascu 42 on i/f Serial6, fwd to ckt
RTP_MATIP

ALPS ASCU: ALC GO AHD MSG rcvd from ascu 42 on i/f Serial6

ALPS ASCU: Tx ALC DATA MSG (14 bytes + CCC + 0 pad bytes) to ascu 42 on i/f Serial6
ALPS ASCU: Tx ALC POLL MSG (3 bytes + CCC + 0 pad bytes) to ascu 42 on i/f Serialé6

Note

If you specify the ipars or both format for the event or detail tracing level, both the IPARS and router
formats will be displayed.

The following output is from the debugalpsascudetail command, showing all protocol events in both format
for ASCU 42 on interface Serial6:

Router# debug alps ascu format both
Router# debug alps ascu detail Serial6 42

ALPS ASCU: Tx ALC POLL MSG (+ 0 pad bytes) to ascu 42/2F on i/f Serialé6

ALPS ASCU: ALC GO AHD MSG rcvd from ascu 42/2F on i/f Serialé6

ALPS ASCU: Tx ALC POLL MSG (+ 0 pad bytes) to ascu 42/2F on i/f Serialé6

ALPS ASCU: ALC GO AHD MSG rcvd from ascu 42/2F on i/f Serialé6

ALPS ASCU: Tx ALC POLL MSG (+ 0 pad bytes) to ascu 42/2F on i/f Serialé6

ALPS ASCU: Rx ALC DATA MSG (14 bytes + CCC) from ascu 42/2F on i/f Serial6, fwd to ckt
RTP_MATIP

ALPS ASCU: ALC GO AHD MSG rcvd from ascu 42/2F on i/f Serialé6

ALPS ASCU: Tx ALC DATA MSG (14 bytes + CCC + 0 pad bytes) to ascu 42/2F on i/f Serialé6
ALPS ASCU: Tx ALC POLL MSG (3 bytes + CCC + 0 pad bytes) to ascu 42/2F on i/f Serialé6

The following output is from the debugalpsascupacket command, showing all packets sent or received in
router format for ASCU 42 on interface Serial6:

Router# debug alps ascu packet format router Serial6 42

ALPS ASCU: Tx ALC SERVICE MSG (18 bytes + CCC + 0 pad bytes) to ascu 42 on i/f Serialé6
02321D26 0C261616

140C0D18 26163135 0611C6

ALPS ASCU: Rx ALC DATA MSG (14 bytes + CCC) from ascu 42 on i/f Serial6, fwd ckt
RTP_MATIP

42607866 65717866

65717966 755124

ALPS ASCU: Tx ALC DATA MSG (14 bytes + CCC + 0 pad bytes) to ascu 42 on i/f Serial6
022038 26253138

26253139 263511E4

The following output is from the debugalpsascupacket command, showing all packets sent or received in
ipars format for ASCU 42 on interface Serial6:

Router# debug alps ascu packet format ipars Serial6 42

ALPS ASCU: Tx ALC SERVICE MSG (18 bytes + CCC + 0 pad bytes) to ascu 42/2F on i/f Serialé
ALPS IPARS Format:

2F2C1126 33262525

35331339 26251C14 271DC6

ALPS ASCU: Rx ALC DATA MSG (14 bytes + CCC) from ascu 42/2F on i/f Serial6, fwd ckt
RTP_MATIP
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ALPS IPARS Format:

2F3E3826 161C3826

161C1826 141D24

ALPS ASCU: Tx ALC DATA MSG (14 bytes + CCC + 0 pad bytes) to ascu 42/2F on i/f Serialé6
ALPS IPARS Format:

2F3E38 26161C38

26161C18 26141DE4

The following output is from the debugalpsascupacket command, showing all packets sent or received in
both formats for ASCU 42 on interface Serial6:

Router# debug alps ascu packet format both Serialé6 42

ALPS ASCU: Tx ALC SERVICE MSG (18 bytes + CCC + 0 pad bytes) to ascu 42/2F on i/f Serialé6
ALPS Router Format:

02321D26 0C261616

140C0D18 26163135 0611C6

ALPS IPARS Format:

2F2Cl126 33262525

35331339 26251C14 271DC6

ALPS ASCU: Rx ALC DATA MSG (14 bytes + CCC) from ascu 42/2F on i/f Serial6, fwd ckt
RTP_MATIP

ALPS Router Format:

42607866 65717866

65717966 755124

ALPS IPARS Format:

2F3E3826 161C3826

161C1826 141D24

ALPS ASCU: Tx ALC DATA MSG (14 bytes + CCC + 0 pad bytes) to ascu 42/2F on i/f Serialé6
ALPS Router Format:

022038 26253138

26253139 263511E4

ALPS IPARS Format:

2F3E38 26161C38

26161C18 26141DE4
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debug alps circuit event

To enable event debugging for airline product set (ALPS) circuits, use the debugalpscircuiteventcommand
in privileged EXEC mode. To disable debugging output, use the no form of this command.

debug alps circuit event [ name ]

no debug alps circuit event [ name |

Syntax Description name (Optional) Name given to identify an ALPS circuit

on the remote customer premises equipment (CPE).

Command Default If no circuit name is specified, then debugging is enabled for every ALPS circuit.

Command Modes Privileged EXEC

Command History Release Modification

113T This command was introduced.

12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.
Usage Guidelines To enable debugging for a single ALPS circuit, specify the name of the circuit.

To enable debugging for a group of circuits, enter a separate command for each circuit name.

Examples The following is sample output from the debugalpscircuitevent command for circuit RTP_AX25:

alps-rcpe# debug alps circuit event RTP_AX25

ALPS P1024 CKT: FSM - Ckt= RTP_AX25, State= OPEN, Event= DISABLE:
(CloseAndDisable) ->DISC

ALPS P1024 CKT: FSM - Ckt= RTP_AX25, State= DISC, Event= ENABLE:
(TmrStartNullRetry) ->INOP

ALPS P1024 CKT: Ckt= RTP_AX25, Open - peer set to 200.100.40.2

ALPS P1024 CKT: Ckt= RTP_AX25, Open - peer open.

ALPS P1024 CKT: FSM - Ckt= RTP AX25, State= INOP, Event= RETRY TIMEOUT:
(Open) ->0OPNG

ALPS P1024 CKT: FSM - Ckt= RTP_AX25, State= OPNG, Event= CKT OPEN CFM:
(CacheAndFwdAscuData) ->0OPEN

alps-ccpe# debug alps circuit event RTP_AX25

ALPS AX.25 FSM: Ckt= RTPiAX25, State= OPEN, Event= CktClose, Rsn= 12:
(PvcKill,CktRemove, TmrStartClose) ->INOP

ALPS AX.25 FSM: Ckt= RTP_AX25, State= INOP, Event= X25PvcInact, Rsn= 0:
(-, -,-)->INOP

ALPS AX.25 FSM: Ckt= RTP_AX25, State= INOP, Event= X25VcDeleted, Rsn= 0:
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(-,CktDestroy, TmrStop) ->INOP

ALPS AX.25 FSM: Ckt= RTP_Z—\X25, State= INOP, Event= CktOpReqg, Rsn= 4:
(PvcMake, CktAdd, TmrStartOpen) ->0OPNG

ALPS AX.25 FSM: Ckt= RTPiAX25, State= OPNG, Event= X25ResetTx, Rsn= 0:
(-,-,-)->0PNG

ALPS AX.25 FSM: Ckt= RTP_AX25, State= OPNG, Event= X25VcUp, Rsn= O0:
(-,0pnCfm, TmrStop) ->OPEN
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debug alps peer

To enable event or packet debugging for airline product set (ALPS) peers, use the debugalpspeercommand
in privileged EXEC mode. To disable debugging output, use the no form of this command.

debug alps peer {event| packet} [ ip-address ]
no debug alps peer {event| packet} [ ip-address |

Syntax Description

Command Default

event Specifies debugging for an event.
packet Specifies debugging for a packet.
ip-address (Optional) Remote peer IP address.

If no IP address is specified, then debugging is enabled for every peer connection.

Command Modes Privileged EXEC
Command History Release Modification
11.3(6)T This command was introduced for limited availability.
12.0(1) This command was available for general release.
12.0(5)T The packet keyword was added. The format for the output was modified
for consistency.
12.2(33)SRA This command was integrated into Cisco IOS Release 12.2(33)SRA.

Usage Guidelines

Examples
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To enable debugging for a single remote ALPS peer, specify the peer IP address.

To enable debugging for a set of remote peers, enter the command for each peer IP address.

The following is sample output from the debugalpspeerpacket command:

Router# debug alps peer packet

ALPS PEER: