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CHAPTER 1

Introduction and System Requirements

These release notes support Cisco IOS Release 15.5M&T. The release notes are updated with each 15.5M&T
release to describe new features and related documents.

Cisco I0S Release 15.5M&T provides the latest innovations for the world’s most demanding networks and
is designed to provide a unified network architecture that is stable, reliable, and secure. New features are fully
integrated with extensive capabilities already available in Cisco IOS software to provide solutions for enterprise,
service provider, and smart grid.

* Cross-Platform System Requirements, on page 1

* MIBs, on page 3

* Field Notices and Software-Related Tools and Information, on page 3
* Troubleshooting, on page 3

Cross-Platform System Requirements

This section describes the system requirements for Cisco IOS Release 15.5M&T and includes the following
sections:

Supported Hardware Platforms

Cisco IOS Release 15.5M&T supports platforms within the following Cisco series:

* Cisco 800 Series Industrial Integrated Services Routers

* Cisco 800 and 800M Series Integrated Services Routers

* Cisco 1000 Series Connected Grid Routers (CGR 1000)

* Cisco 2000 Series Connected Grid Router (CGR 2000)

* Cisco 1900 Series Integrated Services Routers

* Cisco 2900 Series Integrated Services Routers

* Cisco 3900 Series Integrated Services Routers

* Cisco Analog Voice Gateways (VG202XM and VG204XM)
* Cisco High Density Analog Voice Gateways (VG350)

For more information about the platforms supported in Cisco IOS Release 15.5M&T, see the Platform-Specific
Information section.

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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Determining Your Software Version

To determine the version of Cisco I0S software that is currently running on your Cisco network device, log
in to the device and enter the show version user EXEC command:

Router> show version
Cisco I0S Software, 7200 Software (C7200-ADVENTERPRISEK9-M), Version 15.5(1) T, RELEASE
SOFTWARE

Upgrading to a New Release

For information about selecting a new Cisco IOS software release, see How to Choose a Cisco I0S Software
Release at the following URL:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_tech note09186a00800fb9d9.shtml

For information about updating or upgrading Cisco 10S software, see How to Update/Upgrade Cisco 10S
Software at the following URL:

http://www.cisco.com/en/US/prod/iosswrel/networking_solutions_products _genericcontent0900aecd806eaSbe.html
Platform-specific documents may also provide information about upgrading to a new software release:

* Cisco 8000 Series Industrial Integrated Services Routers:
http://www-author.cisco.com/c/en/us/support/routers/800-series-industrial-routers/products-installation-guides-list. html

* Cisco 800 series routers:
http://www.cisco.com/en/US/products/hw/routers/ps380/prod_installation_guides_list.html

* Cisco 1000 CGR series routers:
httpz/Avwwicisco.comvc/en/us/support/outers/1000-series-connected-gridouters/products-installation-and-configuration-guides-list html

* Cisco 2000 CGR series routers:
http://www.cisco.com/en/US/products/ps10977/prod_installation guides_list.html

* Cisco 1900 series routers:
http://www.cisco.com/en/US/docs/routers/access/1900/hardware/installation/guide/1900 HIG.html

* Cisco 2900 and 3900 series routers:
http://www.cisco.com/en/US/docs/routers/access/2900/hardware/installation/guide/Hardware Installation Guide.html

* Cisco 5900 Embedded Services Routers:
http://www.cisco.com/c/en/us/support/routers/5900-series-embedded-services-routers/products-installation-guides-listhtml

* Cisco VG202XM and Cisco VG204XM Voice Gateways:
http://www.cisco.com/en/US/docs/routers/access/vg202 vg204/hardware/vg2 vg4hw.html

* Cisco VG350 Voice Gateway:
http://www.cisco.com/en/US/docs/routers/access/vg350/hardware/installation/guide/vg350 hig.html
For instructions on ordering a Cisco IOS upgrade, see the document at the following location:
http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/957 pp.htm

To choose a new Cisco IOS software release by comparing feature support or memory requirements, use
Cisco Feature Navigator. Cisco Feature Navigator is a web-based tool that enables you to determine which
Cisco I0OS software images support a specific set of features and which features are supported in a specific

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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Cisco I0S image. You can search by feature or by feature set (software image). Under the release section,
you can compare Cisco I0S software releases side by side to display both the features unique to each software
release and the features that the releases have in common.

To choose a new Cisco IOS software release based on information about defects that affect that software, use
Bug Toolkit at the following URL:

http://www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use Cisco MIB
Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If Cisco MIB Locator does not support the MIB information that you need, you can also obtain a list of
supported MIBs and download MIBs from the Cisco MIBs page at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify that
your e-mail address is registered with Cisco.com. If the check is successful, account details with a new random
password will be e-mailed to you. Qualified users can establish an account on Cisco.com by following the
directions found at this URL:

http://tools.cisco.com/RPF/register/register.do

Field Notices and Software-Related Tools and Information

We recommend that you view the field notices for this release to see if your software or hardware platforms
are affected. You can find Field Notices at
http://www.cisco.com/en/US/support/tsd_products_field notice summary.html.

Visit the Download Software page on Cisco.com to subscribe to Cisco software notifications, locate MIBs,
access the Software Advisor, and find other Cisco software-related information and tools. Access the Download
Software page at http://www.cisco.com/cisco/software/navigator.html?a=a&i=rpm.

Troubleshooting

| oL-30859-08

The following documents and websites provide assistance with troubleshooting your Cisco hardware and
software:

» Troubleshoot and Alerts Product or Technology Selection Page:
http://www.cisco.com/cisco/web/psa/troubleshoot.html?mode=prod&level0=268437899

» Cisco 800 Series Routers Troubleshooting Guides:
http://www.cisco.com/en/US/products/hw/routers/ps380/prod_troubleshooting_guides_list.html

* Cisco 1240 and 1120 Connected Grid Router Installation Guides:
http://www.cisco.com/c/en/us/support/routers/ 1 000-series-connected-grid-routers/products-installation-guides-list.html

Cross Platform Release Notes for Cisco 10S Release 15.5M&T .
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» Cisco 1600 Series Routers Hardware Troubleshooting Index Page:
http://www.cisco.com/en/US/products/hw/routers/ps214/products_tech note09186a008012fb88.shtml

» Troubleshooting Cisco 3900 Series, 2900 Series, and 1900 Series ISRs:
http://www.cisco.com/en/US/docs/routers/access/2900/hardware/installation/guide/Trouble.html

« Cisco Unified Communications 500 Series Install and Upgrade Tech Notes:
http://'www.cisco.com/en/US/products/ps7293/tsd_products support install and upgrade technotes list.html

« Cisco Error Message Decoder: http://www.cisco.com/pcgi-bin/Support/Errordecoder/index.cgi

* Cisco Support Community: https://supportforums.cisco.com/index.jspa

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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CHAPTER 2

Feature Support

Cisco IOS software is packaged in feature sets that consist of software images that support specific platforms.
The feature sets available for a specific platform depend on which Cisco I0S software images are included
in a release. Each feature set contains specific Cisco [0S features.

Caution

Cisco IOS images with strong encryption (including, but not limited to 168-bit [3DES] data encryption feature
sets) are subject to U.S. government export controls and have limited distribution. Strong encryption images
to be installed outside the United States are likely to require an export license. Customer orders may be denied
or subject to delay because of U.S. government regulations. When applicable, the purchaser/user must obtain
local import and use authorizations for all encryption strengths. Please contact your sales representative or
distributor for more information, or send an e-mail to export@cisco.com.

* Cisco Feature Navigator, on page 5

* Determining the Software Images (Feature Sets) That Support a Specific Feature, on page 6
* Determining the Features Supported in a Specific Software Image (Feature Set), on page 7
* Memory Recommendations, on page 7

* Platform-Specific Information, on page 8

Cisco Feature Navigator

| oL-30859-08

Feature-to-image mapping is available through Cisco Feature Navigator. Cisco Feature Navigator is a web-based
tool that enables you to determine which Cisco IOS software images support a specific set of features and
which features are supported in a specific Cisco IOS image. You can search by feature or by feature set
(software image). You can compare Cisco IOS software releases side-by-side to display both the features
unique to each software release and the features that the releases have in common.

Cisco Feature Navigator is updated regularly when OL-30859-08major Cisco 10S software releases and
technology releases occur. For the most current information, go to the Cisco Feature Navigator home page at
the following URL:

WWwWw.cisco.com/go/cfn
For help with Cisco Feature Navigator, see the help information at the following URL:

http://www.cisco.com/web/applicat/ CFNTOOLS/Help Docs/help/cfn_support.html

Cross Platform Release Notes for Cisco 10S Release 15.5M&T .
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Determining the Software Images (Feature Sets) That Support
a Specific Feature

To determine which software images (feature sets) in a Cisco IOS release support a specific feature, go to the
Cisco Feature Navigator home page and perform the following steps.

SUMMARY STEPS
1. From the Cisco Feature Navigator home page, click Research Features.
2. Select your software type or leave the field as “All”.
3. To find a feature, you can search by either Feature or Technology (select the appropriate button). If you
select Search by Feature, you can further filter your search by using the Filter By text box.
4. Choose a feature from the Available Features text box, and click the Add button to add the feature to the
Selected Features text box.
5. Click Continue when you are finished choosing features.
6. Inthe Release/Platform Tree area, select either your release (from the Train-Release list) or your platform
(from the Platform list).
7. The “Search Result” table will list all the software images (feature sets) that support the features that you
chose.
DETAILED STEPS
Step 1 From the Cisco Feature Navigator home page, click Research Features.

Step 2 Select your software type or leave the field as “All”.

Step 3 To find a feature, you can search by either Feature or Technology (select the appropriate button). If you select Search by
Feature, you can further filter your search by using the Filter By text box.

Step 4 Choose a feature from the Available Features text box, and click the Add button to add the feature to the Selected Features
text box.

Note To learn more about a feature in the list, click the View Desc button in the Available Features text box.

Repeat this step to add features. A maximum of 20 features can be chosen for a single search.

Step 5 Click Continue when you are finished choosing features.
Step 6 In the Release/Platform Tree area, select either your release (from the Train-Release list) or your platform (from the
Platform list).

Step 7 The “Search Result” table will list all the software images (feature sets) that support the features that you chose.

Note You can download your results into an Excel spreadsheet by clicking on the Download Excel button.
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Determining the Features Supported in a Specific Software Image (Feature Set) .

Determining the Features Supported in a Specific Software
Image (Feature Set)

To determine which features are supported in a specific software image (feature set), go to the Cisco Feature
Navigator home page and perform the following steps.

SUMMARY STEPS

1. From the Cisco Feature Navigator home page, click Research Software.

2. Select your software type from the drop-down list and chose the Release button in the “Search By” area.

3. From the Major Release drop-down list, chose the appropriate major release.

4. From the Release drop-down list, choose the appropriate maintenance release.

5. From the Platform drop-down list, choose the appropriate hardware platform.

6. From the Feature Set drop-down list, choose the appropriate feature set. The Image Details area will
provide details on the specific image. The Available Features area will list all the features that are supported
by the feature set (software image) that you chose.

DETAILED STEPS

Step 1 From the Cisco Feature Navigator home page, click Research Software.

Step 2 Select your software type from the drop-down list and chose the Release button in the “Search By” area.

Step 3 From the Major Release drop-down list, chose the appropriate major release.

Step 4 From the Release drop-down list, choose the appropriate maintenance release.

Step 5 From the Platform drop-down list, choose the appropriate hardware platform.

Step 6 From the Feature Set drop-down list, choose the appropriate feature set. The Image Details area will provide details on

the specific image. The Available Features area will list all the features that are supported by the feature set (software
image) that you chose.

Note

To learn more about a feature in the list, click the View Desc button in the Available Features text box.

Memory Recommendations

To determine memory recommendations for software images (feature sets) in your Cisco 1OS release, go to
the Cisco Feature Navigator home page and perform the following steps.

SUMMARY STEPS
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From the Cisco Feature Navigator home page, click Research Software.

Select your software type from the drop-down list and choose the Release button in the “Search By” area.
From the Major Release drop-down list, choose the appropriate major release.

From the Release drop-down list, choose the appropriate maintenance release.

From the Platform drop-down list, choose the appropriate hardware platform.
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6. From the Feature Set drop-down list, choose the appropriate feature set.

7. The Image Details area will provide details on the specific image including the DRAM and flash memory
recommendations for each image. The Available Features area will list all the features that are supported
by the feature set (software image) that you chose.

DETAILED STEPS

Step 1 From the Cisco Feature Navigator home page, click Research Software.

Step 2 Select your software type from the drop-down list and choose the Release button in the “Search By” area.

Step 3 From the Major Release drop-down list, choose the appropriate major release.

Step 4 From the Release drop-down list, choose the appropriate maintenance release.

Step 5 From the Platform drop-down list, choose the appropriate hardware platform.

Step 6 From the Feature Set drop-down list, choose the appropriate feature set.

Step 7 The Image Details area will provide details on the specific image including the DRAM and flash memory recommendations

for each image. The Available Features area will list all the features that are supported by the feature set (software image)
that you chose.

Platform-Specific Information

Cisco I0S Release 15.5M&T supports the following Cisco series:

Cisco 800 Series Industrial Integrated Services Routers

Cisco IOS Release 15.5M&T supports Cisco 829 and 809 Series Industrial Integrated Services Routers (IR829
and IR809):

* Cisco IR 809G with LTE-GA-K9
* Cisco IR 809G with LTE-NA-K9
* Cisco IR 809G with LTE-VZ-K9
* Cisco IR 829GW with LTE-GA-EK9
* Cisco IR 829GW with LTE-GA-ZK9
* Cisco IR 829GW with LTE-NA-AK9
* Cisco IR 829GW with LTE-VZ-AK9

For detailed information about the Cisco 800 series Industrial Integrated Services Routers, see the documents
at the following location:

http://www.cisco.com/c/en/us/products/routers/800-series-industrial-routers/index.html

Cisco 800 Series Routers

Cisco IOS Release 15.5M&T supports the following Cisco 800 series routers:

* Cisco 812G, Cisco 812G-CIFI
* Cisco 819G

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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* Cisco 819H, Cisco 819HG, Cisco 819HGW, Cisco 819HW

* Cisco 841 M-4X/K9

* Cisco 841 M-8X/K9

* Cisco 861

* Cisco 866VAE

* Cisco 867VAE

* Cisco 881, Cisco 881G, Cisco 881GW, Cisco 881SRST, Cisco 881W, Cisco 881WD, Cisco 881-CUBE
* Cisco 886VA, Cisco 886 VAG, Cisco 886VA-W, Cisco 886-CUBE

* Cisco 887VA, Cisco 887VAG, Cisco 887VAGW, Cisco 887VAMG, Cisco 887VA-M, Cisco 887VA-W,
Cisco 887VA-WD, Cisco 887VAM-W, Cisco 887-CUBE

* Cisco 888, Cisco 888E, Cisco 888EA, Cisco 888EG, Cisco 888SRST, Cisco 888-CUBE (Cisco 888EA
is supported in Cisco 10S Release 15.2(2)T and later releases)

* Cisco 891

* Cisco 892, Cisco 892FSP, Cisco 892F-CUBE

* Cisco 897VAW

* Cisco 898EA

For detailed information about the Cisco 800 series of routers, see the documents at the following location:

http://www.cisco.com/en/US/products/hw/routers/ps380/index.html

Cisco 1000 Series Connected Grid Routers

Cisco I0S Release 15.5M&T supports the Cisco Connected Grid 4G LTE Module on the Cisco 1000 Series
Connected Grid Routers (CGR1240 and CGR1120). Module options are noted below:

* Cisco CGR 1120 with CGM-4G-LTE-GA
* Cisco CGR 1240 with CGM-4G-LTE-GA
* Cisco CGR 1240 with CGM-4G-LTE-MNA

For detailed information about the Cisco CGR 1000 series routers, see the documents at the following location:

http://www.cisco.com/c/en/us/support/routers/ 1 000-series-connected-grid-routers/tsd-products-support-series-home.html

Cisco 2000 Series Connected Grid Routers

Cisco IOS Release 15.5M&T supports the Cisco Connected Grid Router 2010 (CGR 2010).
For detailed information about Cisco Connected Grid Routers, see the documents at the following location:

http://www.cisco.com/c/en/us/products/routers/2000-series-connected-grid-routers/index.html

Cisco 1900 Series Integrated Services Routers

Cisco IOS Release 15.5M&T supports the following Cisco 1900 series integrated services routers:

* Cisco 1905
* Cisco 1906C
* Cisco 1921
* Cisco 1941
* Cisco 1941W

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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For detailed information about the Cisco 1900 series integrated service routers, see the documents at the
following location:

http://www.cisco.com/c/en/us/products/routers/1900-series-integrated-services-routers-isr/index.html

Cisco 2900 Series Integrated Services Routers

Cisco I0S Release 15.5M&T supports the following Cisco 2900 series integrated services routers:

* Cisco 2901
* Cisco 2911
* Cisco 2921
* Cisco 2951

For detailed information about the Cisco 2900 series of routers, see the documents at the following location:

http://www.cisco.com/en/US/products/ps10537/index.html

Cisco 3900 Series Integrated Services Routers

Cisco IOS Release 15.5M&T supports the following Cisco 3900 series integrated services routers:

* Cisco 3925
* Cisco 3925E
* Cisco 3945
* Cisco 3945E

For detailed information about the Cisco 3900 series of routers, see the documents at the following location:

http://www.cisco.com/en/US/products/ps10536/index.html

Cisco 5900 Series Embedded Services Routers

Cisco I0S Release 15.5M&T supports the following Cisco 5900 series Embedded Services Routers:

* Cisco 5915
* Cisco 5921
* Cisco 5940

For detailed information about the Cisco 5900 series of routers, see the documents at the following location:

http://www.cisco.com/c/en/us/products/routers/5900-series-embedded-services-routers/index.html

Cisco Analog Voice Gateways

Cisco IOS Release 15.5M&T supports the following analog voice gateways:

* Cisco VG202XM
* Cisco VG204XM

For detailed information about Cisco analog voice gateways, see the documents at the following location:

http://www.cisco.com/en/US/products/hw/gatecont/ps2250/index.html
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Cisco High Density Analog Voice Gateways

Cisco I0S Release 15.5M&T supports the Cisco VG350 High Density Voice over IP Analog Gateway.
For detailed information about Cisco analog voice gateways, see the documents at the following location:

http://www.cisco.com/en/US/products/hw/gatecont/ps2250/index.html
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PART I

New Features and Important Notes

* Features and Important Notes for Cisco IOS Release 15.5(3)M, on page 15
* Features and Important Notes for Cisco IOS Release 15.5(2)T, on page 21
* Features and Important Notes for Cisco 10S Release 15.5(1)T, on page 29






CHAPTER 3

Features and Important Notes for Cisco 10S
Release 15.5(3)M

These release notes describe the following topics:

» New and Changed Information, on page 15
* MIBs, on page 19
 Important Notes, on page 20

New and Changed Information

This section lists the new hardware and software features supported in Cisco IOS Release 15.5(3)M:

New Hardware Features Supported in Cisco 10S Release 15.5(3)M

This section describes new and changed features in Cisco IOS Release 15.5(3)M. Some features may be new
to Cisco IOS Release 15.5(3)M but were released in earlier Cisco I0S software releases. Some features may
have been released in earlier Cisco IOS software releases and have been changed in Cisco IOS Release
15.5(3)M. To determine if a feature is new or changed, see the feature information table at the end of the
feature module for that feature. Links to feature modules are included. If a feature does not have a link to a
feature module, that feature is documented only in the release notes.

Cisco 800 Series Industrial Integrated Services Routers
Cisco 800 Series Industrial Integrated Services Routers:

http://www.cisco.com/c/en/us/td/docs/routers/access/800/829/IR829-Release-Notes.html

Cisco 1000 Series Connected Grid Routers
Cisco 1000 Series Connected Grid Routers:

http://www.cisco.com/c/en/us/products/routers/1000-series-connected-grid-routers/index.html

Cisco 2000 Series Connected Grid Routers
Cisco 2000 Series Connected Grid Routers

http://www.cisco.com/c/en/us/products/routers/2000-series-connected-grid-routers/index.html

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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Cisco 5900 Series Embhedded Services Routers
Cisco 5900 Series Embedded Services Routers:
http://www.cisco.com/c/en/us/td/docs/solutions/GGSG-Engineering/15-5-3M/15-5-3M.html

New Software Features Supported in Cisco 10S Release 15.5(3)M

This section describes new and changed features in Cisco IOS Release 15.5(3)M. Some features may be new
to Cisco IOS Release 15.5(3)M but were released in earlier Cisco IOS software releases. Some features may
have been released in earlier Cisco IOS software releases and have been changed in Cisco IOS Release
15.5(3)M. Links to feature modules are included. If a feature listed does not have a link to a feature module,
that feature is documented only in the release notes.

Auto-Custom
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/qos-nbar-xe-3s-book.html

Crypto Serviceability

The Crypto Serviceability feature enhances the serviceability and debugging of the Cisco Integrated Services
Routers Generation 2 (ISR G2) routers.

Custom App Based on Any NBAR2 Extracted Field

The Custom App Based on any NBAR?2 Extracted Field feature provides additional custom protocol capabilities
to NBAR2, which are provided through Protocol Packs in accordance with Cisco’s Protocol Packs release
policy.

EIGRP IWAN Simplification

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute _eigrp/configuration/15-mt/ire- 1 5-mt-book/ire-iwan-simpl.html

Enabling Absolute Timestamp First and Last Fields
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/15-mt/ire-15-mt-book/ire-enhanced-igrp.html

GETVPN GDOI/COOP MIBS

For detailed information about this feature, see the following document:

http:/Avwwcisco.convc/en/us/td/docs/ios-xml/ios/sec_conn_getvpn/configuration/15-mt/sec-get-vpn-15-mt-book/sec-get-vpn.html

ICE Infra and ICE-Lite Support on XE Platforms

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-ice-lite.html

Cross Platform Release Notes for Cisco 10S Release 15.5M&T
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ISM-VPN Hardening

The Cisco VPN Internal Service Module (VPN ISM) is a compact, versatile high-performance VPN blade
for the Cisco Integrated Services Routers Generation 2 (ISR G2). It provides up to three times better
performance for IPsec VPN encrypted traffic. The ISM-VPN Hardening feature enhances serviceability and
debugging by displaying the following information in the show crypto engine accelerator statistics and show
crypto ruleset commands:

* Policy database to identify the policy downloaded to ISM.

» Statistics from ISM on Cisco IOS software.

* Count of all counters and exceptions generated from ISM and on Cisco 10S driver.
* Datapath information to Ace-crashinfo.

L3 Custom Any IP/Port

For detailed information about this feature, see the following document:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar-15-mt-book/
nbar-dscp-app.html

LLDP MED Support on ISR G2

For detailed information about this feature, see the following document:

c: converted%?20files 15.5mé&t 155-3mnewf www.cisco.com ¢ en us td docs i0os-xml ios cether configuration
15-mt ce-15-mt-book ce-lldp-multivend.html
www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/15-mt/ce-15-mt-book/ce-1ldp-multivend.html

Mid Call-Signaling Block: ReINVITE Consumption

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-midcall-reinvite.html

NBAR Protocol Pack Auto Update

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/qos-nbar-xe-3s-book.html

NBAR2 Server-Name Custom Application
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/qos-nbar-xe-3s-book.html

NBAR2 Visibility Dashboard

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar-15-mt-book/nbar2-vis-dashbd.html

NPTv6

For detailed information about this feature, see the following document:
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/15-mt/nat-15-mt-book/ip6-natpt.html

One-Sided Update: Changing the IP Address on the Inside While not Modifying the Call on the
Outside
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-edupdate-block.html

PfRv3 Support for Path of Last Resort
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/pfrv3/configuration/1 5-mt/pfiv3-15-mt-book/pfr-path-last-rst.html

Potentially Match

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos/command/qos-cr-book/qos-m1.html

QoS on Dialer with MLPPP

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_latjit/configuration/15-mt/qos-latjit- 1 5-mt-book/qos-mlppp-dl.html

Remote CAC

For detailed information about this feature, see the following document:

http:/Avwwi.cisco.comvc/en/us/td/docs/ios-xml/ios/voice/cube_proto/configuration/15-mt/cube-proto-15-mt-book/voic-cub-cac.html

Remote PFA

For detailed information about this feature, see the following document:

http:/Awvww.cisco.comvc/en/us/td/docs/ios-xml/ios/voice/cube _sipsip/configuration/1 5-mt/cube-sipsip-15-mt-book/voi-cub-cac.html

Routing Protocol for Low Power and Lossy Networks

Low Power and Lossy Networks (LLNs) are a class of network in which both routers and their interconnect
are constrained. LLN routers typically operate with constraints on (any subset of) processing power, memory
and energy (battery), and their interconnects are characterized by (any subset of) high loss rates, low data
rates, and instability. LLNs comprises of anything from a few dozen to thousands of LLN routers, and support
point-to-point traffic (between devices inside the LLN), point-to-multipoint traffic (from a central control
point to a subset of devices inside the LLN) and multipoint-to-point traffic (from devices inside the LLN
towards a central control point).

The Routing Protocol for Low Power and Lossy Networks feature specifies the IPv6 routing protocol for
LLNs, thereby providing a mechanism whereby multipoint-to-point traffic from devices inside the LLN
towards a central control point, and point-to-multipoint traffic from the central control point to the devices
inside the LLN, is supported. Point-to-point traffic is also supported.

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/rpl/configuration/15-mt/rpl-15-mt-book.html
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Selective Fine Grain
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/ 1 5-mt/qos-nbar-15-mt-book/nbar-fine-selapp.html

Show Unclassified Port Status

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/qos-nbar-xe-3s-book.html

SRND Support

For detailed information about this feature, see the following document:

http/Avww.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar-15-mt-book/show-unclsfd-port-stats.html

SSL - TLS 1.2 Support

Cisco 10S SSL uses OpenSSL to perform SSL handshakes. To be on par with the standards in the industry
and also to cater to your requirements for TLS 1.2 Cisco IOS SSL supports TLS 1.2 through the SSL - TLS
1.2 Support feature.

Support Header Passthrough for Additional SIP Message Types
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-sip-info-messages.html
http/wwwicisco.conve/enfusitd/docs/iosxml/iosAvoice/cube/configuration/cube-book/voi-cube-paid-ppid-privacy-pepid-pauri-headers himl

V.150.1 MER MR on SIP Gateway

For detailed information about this feature, see the following document:

hpAvwwesaocomcntstddocsiossambiostoeeontigeion 1 5SvELSreboddVIS) 1 MER Modam Reby Suppat £r TDM © SIP Gatewayhiml

MiBs

To locate and download MIBs for selected platforms, Cisco IOS releases, and feature sets, use the Cisco MIB
Locator found at the following URL:

http://tools.cisco.com/ITDIT/MIBS/servlet/index

If the Cisco MIB Locator does not support the MIB information that you need, you can obtain a list of supported
MIBs and download MIBs from the Cisco MIBs page at the following URL:

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

To access the Cisco MIB Locator, you must have an account on Cisco.com. If you have forgotten or lost your
account information, send a blank e-mail to cco-locksmith@cisco.com. An automatic check will verify that
your e-mail address is registered with Cisco.com. If the check is successful, account details with a new random
password will be e-mailed to you. Qualified users can establish an account on Cisco.com by following the
directions found at this URL:
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http://tools.cisco.com/RPF/register/register.do

Important Notes

The following sections contain important notes about Cisco IOS Release 15.5M&T:

Maintenance Operation Protocol

Maintenance Operation Protocol (MOP) is used for uploading and downloading system software, remote
testing and problem diagnosis. In certain feature-sets and licenses, the no mop enabled command might not
be available on a device. Use the show subsys|inc mop | decnet command to verify if MOP is available. If
MOP is listed, it indicates MOP is enabled (by default) and must be disabled via the no mop enabled on the
physical interface. If MOP is not listed, it indicates that MOP is not available on the device and the protocol
is removed from the software.

Logging into the Embedded AP and Etherswitch Modules

Starting from Cisco I0S Release 15.5(03)MO06, you must configure the transport input all command under
line configuration mode to log in to the embedded AP and Etherswitch modules.

authentication and dot1x Commands

All authentication and dot1x commands must be removed from the Cisco 1921 Series Integrated Services
Routers to disable dotlx. If authentication port-control auto and dot1x pae authenticator commands are
only removed, the interface does not pass traffic, unless the interface is shut.

Field Notices and Bulletins

* Field Notices—Cisco recommends that you view the field notices for this release to see if your software
or hardware platforms are affected. You can find field notices at
http://www.cisco.com/en/US/support/tsd_products field notice summary.html

* Bulletins—You can find bulletins at
http://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-software-releases-listing.html
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CHAPTER 4

Features and Important Notes for Cisco 10S
Release 15.5(2)T

This document lists the new features and important notes in Cisco IOS Release 15.5(2)T:

» New and Changed Information, on page 21
* MIBs, on page 27
* Important Notes, on page 27

New and Changed Information

This section lists the new hardware and software features supported in Cisco IOS Release 15.5(2)T:

New Hardware Features Supported in Cisco 10S Release 15.5(2)T

This section describes new and changed features in Cisco I0S Release 15.5(2)T. Some features may be new
to Cisco IOS Release 15.5(2)T but were released in earlier Cisco 10S software releases. Some features may
have been released in earlier Cisco IOS software releases and have been changed in Cisco IOS Release
15.5(2)T. To determine if a feature is new or changed, see the feature information table at the end of the feature
module for that feature. Links to feature modules are included. If a feature does not have a link to a feature
module, that feature is documented only in the release notes.

Cisco 5900 Series Embedded Services Routers

Release Notes for Cisco I0S Release 15.5(2)T on the 5900 Series Embedded Services Routers:
http://www.cisco.com/c/en/us/td/docs/solutions/GGSG-Engineering/15-5-2T/15-5-2T.html

New Software Features Supported in Cisco 10S Release 15.5(2)T

This section describes new and changed features in Cisco IOS Release 15.5(2)T. Some features may be new
to Cisco IOS Release 15.5(2)T but were released in earlier Cisco 10S software releases. Some features may
have been released in earlier Cisco IOS software releases and have been changed in Cisco IOS Release
15.5(2)T. Links to feature modules are included. If a feature listed does not have a link to a feature module,
that feature is documented only in the release notes.
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. Adaptive QoS Manageability

Adaptive QoS Manageability
For detailed information about this feature, see the following document:

httpz//wwwicisco.com/clentusitdidocs/iosxmlios/qos pleshprconfiguration/1 S-mtigos-pleshp-15-mit-book/gospleshp-adaptive-gos-dmvpn.htiml

AVC in L2 Transparent Mode

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/ave-user-guide.html

BGP AS-Override Split-Horizon

For detailed information about this feature, see the following document:

http:/Avwwicisco.com/c/entus/td/docs/ios-xml/ios/iproute_bgp/configuration/15-mit/irg-15-mt-book/irg-bgp-as-override-split-horizonhtml

Configurable Export Interval in EZPM
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/ave-user-guide.html

Configuring Multiple Policies on an Interface
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/avc-user-guide.html

CPA Support in CUBE

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-cpa.html

DSCP-Based Layer 3 Custom Applications
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar-15-mt-book/nbar-dscp-app.html

Dynamic Extracted Fields

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/ave-user-guide.html

EIGRP OTP Support to Propagate SGT

For detailed information about this feature, see the following document:

http://wwwi.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute _eigrp/configuration/1 5-mt/ire- 1 5-mt-book/ire-eigrp-over-the-top.html

Enabling Absolute Timestamp First and Last Fields

For detailed information about this feature, see the following document:
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| New Features and Important Notes
Enhanced ART Metrics for Concurrent Connections .

http://www.cisco.com/en/US/docs/routers/access/ISRG2/AVC/api/guide/AVC_Metric_Definition Guide.html

Enhanced ART Metrics for Concurrent Connections
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/avc-user-guide.html

Export Absolute Timestamp
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/routers/access/ISRG2/AVC/api/guide/AVC_Metric_Definition Guide.html

Fine-Grain NBAR for Selective Applications
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/ 1 5-mt/qos-nbar-15-mt-book/nbar-fine-selapp.html

FlexVPN-IKEv2 CoA for QoS and ACL

For detailed information about this feature, see the following document:

http//wwwicisco.com/c/enfus/td/docs/ios-xml/ios/sec_conn_ ike2vpr/configuration/15-mt/sec-flex-vpn-15-mt-book/sec-ikev2-flex-coahtml

FlexVPN RA-Aggregate Auth support for AnyConnect
For detailed information about this feature, see the following document:

http:/Awvww.cisco.comv/c/en/ustd/docs/iosxml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-flex-vpn-15-mt-book/sec-cfg-flex-agerhtml

High Availability Support for REFER Call Flows Upon SSO

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-stateful-switchover.html

High Availability for Xcoded Calls (Inbox and Box-to-Box)

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-dsp.html

High Availability for Xcoded Calls With DTMF and VCC

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-dsp.html

Identify and Clear (Terminate) FPl Hung Sessions to Prevent Reboot
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/verl/verl-cr-book/ver-c5.html
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IKE Fragmentation Adhering to RFC
For detailed information about this feature, see the following document:

httpz//wwwicisco.com/c/en/ustd/docs/fios-xml/ios/sec_conn_ ike2vpr/configuration/1 5-mit/sec-flex-vpn-15-mt-book/sec-cfg-ikev2-frag html

ISR-G2 EVC Integrations

For detailed information about this feature, see the following documents:
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/1 5-mt/ce- 1 5-mt-book/eve-int-double-13-vlan.html
http://www.cisco.com/c/en/us/td/docs/routers/access/1900/software/configuration/guide/Software Configuration.html

10S IPS Auto Update Functionality
For detailed information about this feature, see the following document:

http:/Avwwicisco.com/clen/us/td/docs/ios-xml/ios/sec_data ios_ips/configuration/15-mit/sec-data-ios-ips-15-mt-book/ips-auto-update.html

IPV6 MLD Snooping Feature on ISR Switch Ports

For detailed information about this feature, see the following document:

http:/Awww.cisco.convc/en/us/td/docs/ios-xml/ios/ipmulti_lsm/configuration/15-mt/ime-lsm-15-mt-book/ipv6_mld_snoopinghtml

ISIS IPv6 Multiprocess Support
For detailed information about this feature, see the following document:

https//’wwwicisco.com/c/en/us/td/docs/ios-xml/ios/iproute isis/configuration/15-mt/irs-15-mt-book/irs-ipvo-multi-process-supporthtml

Kaplan Draft ENUM Source-URI Enhancement

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-enum-enhance-kaplan.html

Mapping of Address and Port Using Translation
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/15-mt/nat-15-mt-book/
iadnat-mapt.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/15-mt/nat-15-mt-book/iadnat-mapt.html

Modification of X-Cisco-Recording-Participant Header Using SIP Profiles
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html

NBAR Custom Applications Based on DNS Name

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar-15-mt-book/nbar-custapp-dns.html
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| New Features and Important Notes
NBAR Customization Assistance Based on SSL or HTTP .

NBAR Customization Assistance Based on SSL or HTTP

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/15-mt/qos-nbar- 1 5-mt-book/nbar-cust-sslhttp.html

Observation Point
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/ave-user-guide.html

OSPFv3 Autoroute Exclude

For detailed information about this feature, see the following document:

http:/Awww.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/15-mt/iro-15-mt-book/iro-v3-autoroute-exctude.html

0SPFv2/v3 RFC5243 Database Exchange Summary List Optimization

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book/ospf-al.html

PFA Integration with Adaptive QoS
For detailed information about this feature, see the following document:

httpz//wwwicisco.com/clentusitdidocs/iosxmlios/qos pleshprconfiguration/1 S-mtigos-pleshp-15-mit-book/gospleshp-adaptive-gos-dmvpn.htiml

PKI Credentials Expiry Alerts
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-alerts.html

PKI MIB
For detailed information about this feature, see the following documents:
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overviewhtml
http:/Avww.cisco.com/c/en/ustd/docs/ios-xml/ios/sec_conn_pki/configuration/1 5-mt/sec-pki-15-mt-book/sec~cfg-auth-rev-cert html

PfRv3 Serviceability-Show Last Five Alerts

The show output for the show domain default vrf vrf-name master traffic-classes command is modified to
provide history information of the last five route change events.

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/pfr/command/pfr-cr-book.html

PfRv3 Support for Transit Hub

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/pfrv3/configuration/1 5-mt/pfiv3-15-mt-book/pfrv3-transit-site.html
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PfRv3 Transit Site Support
For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/pfrv3/configuration/1 5-mt/pfiv3-15-mt-book/pfrv3-transit-site.html

PMIPv6 LMA

For detailed information about this feature, see the following document:

httpz/Avwwicisco.com/cenustd/docs/ios-xmliosimob pmipvé/configuration/1 5-mtimob-pmipv6-15-mt-book/imo-pmipvo-ima-supporthtml

QoS on EVC and QinQ Marking Support

For detailed information about this feature, see the following document:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_mgqc/configuration/15-mt/qos-mqc-15-mt-book/qos-evc.html

QoS: Spoke-to-Spoke per Tunnel QoS for DMVPN

For detailed information about this feature, see the following document:

http:/Awwwicscocomicentstdidocs/iosxmliossec conn dmvprvconfiguration/1 S-misec-conn-dmvprk154mt-bookssec-conn-dmvpnpertunnek qoshtml

Sequence/ Sort dial Peers

For detailed information about this feature, see the following document:

http://www.cisco.com/c/en/us/td/d