Stretched VRF Use Case

* About the Stretched VRF Use Case, on page 1
* Configure the Stretched VRF Use Case, on page 2

About the Stretched VRF Use Case

Stretched VRF (intra-VRF) is a common use case where a single (common) VRF is defined in a template that
is associated to all the sites (on-premises and cloud sites). A separate template is used to deploy networks for
the on-premises site since it is not possible to stretch networks between on-premises and cloud sites.

Stretching the same VRF to all the sites enables the exchanging of prefixes between the sites without having
the requirement of any additional routing configuration. CIDR blocks (used to provision subnets in cloud
VPCs/VNets) are mapped to this stretched VRF.

\)

Note Stretching a Layer 2 subnet across on-premises and cloud sites or between cloud sites is not supported.

The following figure shows two templates being created under the Demo schema:

* The stretched Template, which defines the VRF to be deployed to all three sites. For cloud sites, we
define the regions and CIDR blocks under the VRF.

* The on_Prem Template, Which contains the networks to be deployed to the on-premises VXLAN fabric.
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Configure the Stretched VRF Use Case

Step 1 In NDO, navigate to Application Management > Schemas and click Add Schema.
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Figure 2:
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Step 2 Provide the schema name and click Add.
For this use case, we will name the new schema Stretched Schema.

Figure 3:
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You are returned to the Overview page for the new Stretched Schema schema.
Step 3 Click Add New Template.
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Figure 4:
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Step 4 Choose the NDFC template, then click Add.

You should use the NDFC template type for on-premises as well as cloud sites.

Figure 5:
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Enter a name in the Display Name field to create an NDFC-type template (for example, stretched Template) and

Step 5
select the denm-default-tn tenant in the Select a Tenant field to map the template to that tenant.
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Figure 6:
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Step 6 Under Template Properties, click Create Object and choose VRF to create a VRF that will be stretched to all the
sites.
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Let’s create an object

Click “Create Object” on template properties to create an object

Note If you have an on-premises VRF already created that you want to use instead of creating a new VRF, under
Template Properties, click Import, then import the already-created VRF.

Currently, we only support importing VRFs and networks from on-premises sites.

Step 7 Enter a name in the Display Name field for the stretched VRF (for example, stretched-vrf).
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Figure 8:
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Step 8 Associate all the sites (on-premises and cloud sites) to stretched Template for the stretched VRF use case.
a) Inthe Template Propertiesarea, click Actions> Sites Association.
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b) Select all the sites, then click Ok.

This also allows you to select each site individually to provision site-level configurations for the objects defined
in this template (in this specific case, just the stretched VRF).
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Figure 10:
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Once the sites are associated with the template, they will appear under Template Properties.

Figure 11:
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Step 9 Click Template Properties and select the first cloud site (the AWS site in this example use case), then associate the

VREF to the appropriate regions to create the VPC.
a) Click the VREF, then click Add Region to create the VPC in the selected region.
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Figure 12:
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The Add Cloud Region CIDRs window appears.
b) In the Region field, choose the region where you want to create the VPC.

Figure 13:
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¢) Inthe CIDR field, click Add CIDRsand define a CIDR block for the VPC.
d) Click Add Subnet to create the subnets and map them to the availability zones, then click Save.
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Figure 14:
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e) Check the box under the Hub Network field, then select the hub network that was created on the Cisco Cloud
Network Controller for AWS.

This allows the Cisco Cloud Network Controller to attach the subnets onto the transit gateway, which builds the
connectivity from those subnets to the transit gateway, where the transit gateway already has the connectivity to
the Cisco Catalyst 8000Vs in the cloud.

f) In the Subnets field, map the subnets that will be used for the transit gateway.

It is best practice to have a dedicated subnet that will be used for the transit gateway.

Figure 15:
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Note Alternatively, a dedicated /25 subnet per availability zone can be used for connectivity to a hub network
(TGW). This will allow the entire end-point subnets to be used for end hosts.

g) Click Ok.
You are returned to the AWS template window.

When this configuration is deployed, a VPC with CIDR 10.230.0.0/16 will be created in the AWS cloud, stretching
between the us-west-2a and us-west-2b availability zones, with the 10.230.1.0/24 and 10.230.2.0/24 subnets
created respectively.

Figure 16:
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Step 10 Click Template Properties and select the second cloud site (the Azure site in this example use case), then associate

the VRF to the appropriate region to create the VNet.
a) Click the VREF, then click Add Region to create the VNet in the selected region.
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Figure 17:
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The Add Cloud Region CIDRs window appears.

In the Region field, choose the region where you want to create the VNet.
In the CIDR field, click Add CIDRs and define a CIDR block for the VNet.
Click Add Subnet to create the subnets, then click Save.

Figure 18:
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e) Check the box under the VNet Peering field, then select the befault hub network that was created on the Cisco

Cloud Network Controller for Azure.
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Figure 19:
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f) Click Ok.

When this configuration is deployed, the VNet that you configured (in this example, 70.1.0.0/16) will be created
on the appropriate region in Azure (in this example, the eastus Azure region) and VNet peering is configured to
the infra VNet in the infra tenant in Azure.
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Step 11 Click Template Properties and select the on-premises site (the Sydney site in this example use case), then select the

stretched-vrf VRF.
Step 12 In the right pane, click Add Static L eaf.
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Figure 21:
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The Add Static L eaf window appears.
Step 13 In the L eaf field, select the leaf/border/border gateway device where this VRF is to be deployed and click Ok.
Figure 22:
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You are returned to the stretched Template page.
Step 14 Click Add Static L eaf again to add additional leaf/border/border gateway devices where this VRF is to be deployed.

In this example, you need to deploy the VRF on the leaf nodes (where the endpoints part of the network mapped to the
VRF will be connected) and on the BGW spine node to be able to extend the Layer 3 connectivity for the VRF towards

the cloud sites.
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Figure 23:
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When you have added all of the leaf/border/border gateway devices where this VRF is to be deployed, they will appear
in the Stretched Template page.
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Step 15 Click the arrow next to the Sydney site, and from the drop-down menu, select Template Properties.

Step 16 Click Deploy to sites.

. Stretched VRF Use Case



| Stretched VRF Use Case
Configure the Stretched VRF Use Case .

Figure 25:
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The Deploy to Sites window appears, showing the three sites where the stretched template will be deployed.
Figure 26:
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Step 17 Click Deployment Plan for additional verification, then click on each site to see the deployment plan for that specific
site.
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Figure 27:
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Figure 29:
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Step 18 Click Deploy to have NDO push the configurations to the site specific controllers (NDFC and Cloud Network Controller).
Figure 30:
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Step 19 Verify that the configurations were deployed successfully.

* To view the VRF deployment on NDFC, go to the Topology view, select the on-premises fabric Sydney > VRFs,
then select stretched-vrf.
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Figure 31:
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* Connect to the Cloud Network Controller deployed on AWS to verify that the configurations for the first cloud
site (AWS) were deployed successfully.

Go to Application Management > VRFS, locate stretched-vrf and click under the column VPCs, then go to
the Overview page and click under Subnets.

* Connect to the Cloud Network Controller deployed on Azure to verify that the configurations for the second cloud
site (Azure) were deployed successfully.

Go to Application Management > VRFs, locate stretched-vrf and click under the column Virtual Networks,
then go to the Overview page and click under Subnets.

Step 20 Create another template under pemo schema for deploying networks on the on-premises site.
a) Under the pemo Schema template, click Add New Template.
b) Choose the NDFC template.

c) Enter a name in the Display Name field to create an NDFC-type template (for example, on-Prem Template) and
select the denm-default-tn tenant in the Select a Tenant field to map the template to that tenant.
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Figure 32:
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Step 21 Create the net20 network under the VRF on on-Prem Template.
Note If you have a network already created that you want to use instead of creating a new network, under

Template Properties, click Import, then import the already-created network.

a) Under Template Properties, click Create Object and choose Network to create a network.

Figure 33:
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Let’s create an object

Click "Create Object” on template properties to create an object

b) Enter a name in the Display Name field for the network (for example, net20).
¢) Inthe Virtual Routing & Forwarding field, choose the stretched-vrf VRF to map net20 to that VRF.
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Figure 34:
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d) Inthe Gateway IP field, click Add Subnet.
The Add Subnet window appears.

e) Click Add Gateway | P and provide the gateway IP address, then click the checkmark to accept the value and click
Add.

Figure 35:
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The gateway IP address is now displayed in the Gateway | P field.
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Figure 36:
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f) Define other optional parameters for this network, if necessary.
Step 22 In the Template Properties area, click Actions> Sites Association.
Figure 37:
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Step 23 Associate this template only to the on-premises site (the Sydney site in this example use case), then click Ok.
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Figure 38:
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You are returned to the on-Prem Template window.

Step 24 From the Template Properties drop-down, select the on-premises site (the sydney site in this example use case), click
the net20 network, then click Add Static Port to add the ports where you want to deploy this network.
The Add Static Port window appears.

Figure 39:
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Step 25 In the Add Static Port window, click Add Path.
The Add Static Port window appears.

Step 26 In the L eaf field, select the device where you want to deploy this network.
Step 27 (Optional) Enter the necessary information in the VLAN field.
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Step 28 In the Ports field, select the ports where you want to deploy this network.
Step 29 Click Save.
Figure 40:
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You are returned to the Add Static Port window.
Step 30 In the Add Static Port window, click Submit.

Figure 41:
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You are returned to the On-Prem Template window.
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Step 31 Click the arrow next to the on-premises site (the sydney site in this example use case), and from the drop-down menu,
select Template Properties.

Step 32 Click Deploy to Sites.

Figure 42:
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The Deploy to Sites window appears, showing the site where the template will be deployed.
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Step 33 Click Deployment Plan for additional verification, then click on the on-premises site to see the deployment plan for

that specific site.
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Figure 44:
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Step 34 Click Deploy to have NDO push the configurations to NDFC.
Figure 45:
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Step 35 Verify that the configurations were deployed successfully.

Note that for each of these verification steps, the exact command that would be used specifically for the configurations
in this use case are shown. Replace the appropriate variables in each command based on your configuration.

a) In NDO, verify that the configurations were deployed successfully.

* Verify that the stretched Template was deployed successfully.
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Figure 46:
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* Verify that the on-Prem Template was deployed successfully.

Figure 47:
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* Verify that the den-default-tn tenant was deployed successfully.
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Figure 48:
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b) In NDFC, verify that the following were done successfully:

* Verify that one vrf and one network has been created.
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* Verify that the VRF was deployed successfully.
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Figure 50:
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* Verify that the network was deployed successfully.

Figure 51:
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¢) Enter ship routevrf stretched-vrf on the on-premises Border Gateway Spine device:
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File Edit View Options Tnsfer Script Tools Window Help I
tfoe|Pd0Ae B#a?|? |
© ndfc-et-cBk @ CatBK-AWS " CatBK-AZURE  ndfc-leaft X @ ndfc-spine @ CatBK-AWS (1) @ Catd3K-AWS-2 4 v

Certain components of this software are Ticensed under -
the GNU General Public License (GPL) version 2.0 or
GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or
Lesser General Public License (LGPL) Version 2.0.

A copy of each such Tlicense is available at
http://www,upensuur:e,onjg/?\censes/gﬂ—?,‘lrphp and
http://opensource.org/licenses/gpl-3.0.htm] and
http://www.opensource.org/licenses/1gpl1-2.1.php and
http://www.gnu.org/licenses/old-1licenses/library. txt.
ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl#

ndfc-leafl# sh ip rou vrf stretched-vrf

IP Route Table for VRF "stretched-vrf"

"*' denotes best ucast next-hop

"#*' denotes best mcast next-hop

‘[x/y]' denotes [preference/metric]

'%<string>" in via output denotes VRF <string>

10.230.0.0/16, ubest/mbest: 1/0
#*via 10.10.0.1%default, [200/0], 00:16:32, bgp-65084, internal, tag 65091, segid: 150555 tunnelid: Oxa0a0001 encap: VXLAN

70.1.0.0/16, ubest/mbest: 1/0
#*via 10.10.0.1%default, [200/0], 00:17:37, bgp-65084, internal, tag 65092, segid: 150555 tunnelid: Oxa0a0001 encap: VXLAN

172.16.20.0/24, ubest/mbest: 1/0, attached
*via 172.16.20.1, vlan2320, [0/0], 00:04:48, direct, tag 12345
172.16.20.1/32, ubest/mbest: 1/0, attache
*yvia 172.1év20vl, vl1an2320, [0/0], 00:04:48, local, tag 12345
ndfc-leafl# i o
Default [+

abEUB A U

18BBUE | PUBLLLLIO:

For this use case, using the routing table, you can verify that the NDFC leaf switch can reach out to the following
subnets:

* AWS: 10.230.0.0/16
e Azure: 70.1.0.0/16

d) Connect to the Cloud Network Controller deployed on AWS and make the following verifications:

* Verify that the denm-default-tn tenant is created and one VPC is deployed:

e | bitps//d44.238203.132/#, enants s a2 0@
@ v @ & cAPIC-Azure @ AWSinfra J§ Arure @
btk Cloud Network Controller (AWS) as Q00000 T
Tenants ®
Topology
Cloud Resources Actions

Appiication Management

Tenants Health Name Description frplication EPGs VRFs AWS Account  Regions veCs Endpoints

Application Profiles e common 1 0 2 0 0 0

EPG

o Heatth denm-default-tn Default 0 0 1

Contracts tenant for
NDFC
Filters

infra 1 15 2 257591685 2 1 12
VRFs s 230

el .
Service o Healthy gmt
Cloud Context Profiles.

Rows Page 1 of 1 |44 1-d0fa »»|
External Networks

@ Operations

Infrastructure

£ Administrative

* Verify that the VPC is deployed:
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/44.238.203.132,

8 +

= cisco
@ Dshboard

Tenants
@ Topology

& Cloud Resources
0 Application Management A

Tenants Health

Application Prafiles
@ Healthy
EPGs

© Heaithy
Contracts i

Filters
VRFs o

Sevce © Healthy
Cioud Context Profiles

15 Rows
External Networks

@ Operations

& Infrastructure.

£ Administrative

wre @ AWSInta  J§ Acure Q) Images

i Cloud Network Controller (AWS) aws

dcnm-default-tn : VPCs

Stretched VRF Use Case |

Q00000

X
or
¥ Healthy
General
Cloud Resources
1 4 0
1 0 1
Application Management
0 0 1
1 0

« Using the routing table view from the Cloud Network Controller deployed on AWS, verify that the reachable

subnets are:

* NDFC: 172.16.20.0/24

* Azure: 70.1.0.0/16
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@ VPC stretched-vrf

Subnets for CIDR Block 10.230.0.0/16 X
Overview Topology Cloud Resources  Application Management  Event Analytics '
Setungs
10.230.1.0/24
General Settings
10.230.2.0/24
denm-default-tr Inherited (Routing & Security)
us-west-2 d
Cloud Resources DR Mack Range q Route Table Settings
v
1 4 0
1 0 2
Application Management egress
0 0 1
Destination Address * Next Hop
124 Hub Network
1 0
0. 0/16
230.0.0/16 |Sepe oc
) VPC stretched-vrf Actions~ N wmd O — X
N Subnets for CIDR Block 10.230.0.0/16 X
Overview Topology ~Cloud Resources  Application Management  Event Analytics
settings
10.230.1.0/24
General Settings
Inherited (Routin curity)
v | 10.230.20/24
denm-default-tn Inherited (Routing & Security)
10.230.2.0/24
vpe
Cloud Resources CIDR Block Range | Route Table Settings
1 4 0 1023000116 y o
1 0 2
1b-04d472950543ce393
Application Management egress
0 0 1
Destination Address *  Next Hop
1 0 70 7
172.16.20.1/24 Hub Network
0/16 | Copled. local

e) Inthe AWS console, verify the following:

* Verify that you see one VPC and two subnets.
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VPC dashboard b'e e — :
; ; fiew (2 m ‘ Launch EC2 Instances Sel’vlce Health

EC2 Global V
Note: Your Instances will launch in the US West region.

Filter by VPC: Current Status
Selectn I Y Resources by Region C Refresh Resources ©  Amazon EC2 - US West
View complete service health detail
¥ Virtual private cloud You are using the following Amazon VPC resources
Your VPCs
VPCs 15 West 1 NAT Gateways wes: O SEttiﬂgS
Subnets See all regions See all regions
Route tables Zones
Internet gate; Subr j5 West 2 VPC Peering Connections Console Experiments
Egress-only internet
gateways Additional Informatio
s west 1

Route Tables 15 wase 3
Carrier gateways

VPC Documentation

DHCP option sets
All VPC Resources

Rl s Internet Gateways " Security Groups Forums
Managed prefix lists all regions See all regions Report an Issue
Endpoints
Endpoint services Egress-only Internet Gateways 55 West 0 Customer Gateways )5 West 0 AWS NEtWOrk Managf
See all regions. See all regions
NAT gateways
9 ¥ AWS Network Manager provides tool:
Peering connecti
SEHRD ConnRC Do DHCP option sets S West 1 Virtual Private Gateways swest O | O AWS. Network Manager makes it ¢
See all regions See al maonitoring and troubleshooting, IP m
¥ Security
N i Get started with Network Manager
RO A Elastic IPs " Site-to-Site VPN Connections west O
Security groups See all regions See all regions
Site-to-Site VPN Conr
¥ Network Analysis
Endpaints s v Running Instances swet O | Amazon VPC enables you ta use your
Reachability Analyzer See all regions region

connect those resources directly to yc
Network Access Analyzer VPN connections

J5 west O Create VPN Connection I

¥ DNS firewall

Rule groups

X Your VPCs (1) info [e Actions ¥ m Q
£C2 Global Vie
Q 1 @
Filter by VPC:
v Name v VPCID h State v 1Pva CIDR v IPv6 CIDR v DHCP option set v

context-{stretched-vif]-addr-{10.230.0.0/16) 10.230.0.0/16 - dopt-2

¥ Virtual private cloud
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aws

158 Services

Filter by VPC

* Virtual private cloud

Subnets (2) infa

Q

Name v Subnet ID

subnet-[10.230.1.0/24]
subnet-[10.230.2.0/24]

Configure the Stretched VRF Use Case .

1 ®
State v VPC v 1Pvd CIDR IPv6 CIDR v Available IPv4 addr
A 1d | con 10.230.1.0/24 250
0 @ Availabl X 1d | can. 10.230.2.0/24 - 250

Select a subnet

Filter by VPC:

¥ Virtual private cloud

¥ Security

Network ACL

¥ Network Analysis

Reachabilit

rtb-04d472959543ce393 / routetable-[stretched-vrf:egress] Actions ¥
® You can now check network connectivity with Reachability Analyzer " Run Reachability Analyzer . X
Details 1ato
2oute table ID Main Explicit submor o vinn
O rth-040472959543¢0393 @ e 2subnets  subnet 0.2 4] %
Owner ID B {10250.40/
) 9 117378746411
Subnet Edge Route Tags
Routes (3) Edit routes
Q Both v 1 @
Destination Target : Status Propagated
10.230.0.0/16 local @ Act No
70.1.00/16 7 © Act No
172.16.200/24 @ Act No

f) Connect to the Cloud Network Controller deployed on Azure and make the following verifications

* Verify that the denm-default-tn tenant is created:
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Dashboard

} Topolagy

Gious Resources
Application Management

Tenants.

Application Proties

EPGs

P—
@ Topology

& Cloud Resources

T Application Management

Tenants

Application

EPGs

Contracts

Fiters.

Extermal Networks

5 Operations

cisco

enants

Health Hame

© Healthy Dtesrcs

o Haalthy L

Rows

Cloud Network Controller (Azure) A ans

Application

Description Frimm

'(“{('lq Cloud Network Controller (Azure) A ax

Tenants

Heartn Nome

Rows

* Verify that the VRF is deployed:
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dcnm-default-tn

EPGs

Virtual Networks
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Regions

Subscription

General

Cloud Resources

Application Management

0

Q00000 W
@

o Fasoices

VirtualNetworks  Endpoints

of 1 |44 1-dold

Q0000 W

-

¥ Healthy
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il Cloud Network Controller (Azure) A @@Qoeo 7}
VRFs ©

VRFs Leak Routes
& Cloud Resowrces ) !

3 Application Management

Tenants
Appi
Appica
Health Name EPGs Rogions Virtual Notwarks Endpoints
"
by
sithy
I
althy
© Haalth
althy
iy
© Health
trotehod-wT
© Heanthy
Rows age of 1-7 o

« Using the routing table view from the Cloud Network Controller deployed on AWS, verify that the reachable
subnets are:

* NDFC: 172.16.20.0/24
* AWS: 10.230.0.0/16

@ Virtual Network stretched-vrf

Subnets for CIDR Block 70.1.0.0/16 X

Overview Topology Cloud Resources  Application Management  Event Analytics

General Settings I

- GBfauR-

ks CIDR Block Range 3

1 0 1 0 16 n Route Table Settings

Application Management

0 0 1

g) Inthe Azure console, verify that you can see the subnets:
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m uidsssediituitiiit ke L)

Virtual networks ¢ stretched-vrf | Subnets  # X
t Create &3 Manage view + Subnet + Gatewaysubnet () Refresh
er for am = Eearch subress ]
Name T
Name T4 v Ty P 74 Aol s 74 Deiegated 1o 4 Securty group 74 Route table T4
& overe
subnet-70.1. 24 70.1.10/24 L 25 o subnet-70. 24 rt-stretched-
4> stretched-vrf

& Ciagnose 3nd 5ol problams
Settings

45 Address space
#c

£ subnets

nected devices
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