Alarm Descriptions

* Alarm Descriptions, on page 1

Alarm Descriptions

This section contains a list of alarms and linked descriptions. Alarms are triggered when a rule is violated in

a policy.

Table 1: Crosswork Cloud Network Insights Alarms

Unexpected AS Prefix Prefix Withdrawal Upstream AS Change
AS Origin Violation ROA Expiry Valid AS Path Violation
New AS Path Edge ROA Failure Peer Down

AS Path Length Violation ROA Not Found Advertised Prefix Count

Parent Aggregate Change

DNS Root Prefix Withdrawal

Prohibited IP Prefix

Prefix Advertisement

Subprefix Advertisement

Table 2: Crosswork Cloud Traffic Analysis Alarms

Gateway Connectivity

Device Connectivity

Interface TX Utilization

Interface RX Utilization

Prefix Utilization

Table 3: Crosswork Cloud Trust Insights Alarms

Gateway Connectivity

Device Running Configuration
Change

Hardware Integrity Validation

Device Connectivity

Device SSH Host Key Violation

Mismatched Files

Device Certificate Expiring

Dossier Collection Failure

Package Validation

Device Certificate Violation

Expired Device Certificate

Unknown Files
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