802.1x WLAN + VLAN override with Mobility
Express(ME) 8.2and ISE 2.1
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| ntr oduction

This documents describes how to set up aWLAN (Wireless Local Area Network) with Wi-Fi Protected
Access 2 (WPA2) Enterprise security with a Mobility Express controller and an external Remote
Authentication Dial-In User Service (RADIUS) server. Identity Service Engine (1SE) is used as example of
external RADIUS servers.

The Extensible Authentication Protocol (EAP) used in this guide is Protected Extensible Authentication
Protocol (PEAP). Besides that the client is assigned to an specific VLAN (other than the one assigned to the
WLAN ny default).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» 802.1x

* PEAP

» Certification Authority (CA)
* Certificates

Components Used



The information in this document is based on these software and hardware versions:

ME v8.2

ISEv2.1

Windows 10 Laptop

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Configure

Network Diagram



ISE v2.1

Win10

Configurations

The general steps are:

1. Create the Service Set Identifier (SSID) in the ME and declare RADIUS server (ISE in this example)
on ME

2. Declare ME on RADIUS server (ISE)

3. Create the authentication rule on ISE



4. Create the authorization rule on I|SE
5. Configure the endpoint

Configuration on ME

In order to allow communication between RADIUS server and ME it is needed to register RADIUS server
on ME and vice versa. This step shows how to register RADIUS server on ME.

Step 1. Open the GUI of the ME and navigate to Wir eless Settings > WL ANs > Add new WLAN.
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Step 2. Select aname for the WLAN.



Add Mew WLAN

eneral WLAN Secunty  VLAN & Firewall  Gos

WLAN Id 3 v

Profile Name *  me-ise

SS5ID *  me-ize

Admin State Enabled v

Radio Policy ALL v

Step 3. Specify Security configuration under WL AN Security tab.

Choose WPA2 Enterprise, for Authentication server choose External RADIUS. Click the edit option to
add the RADIUS s ip address and pick a Shared Secret key.



Add Mew WLAMN

General WLAN Security YLEAMN & Firewall GCloo

Security ‘WPAZ Enterprise ¥

Authentication Server External Fadius v

Radiuz IF & Radius Fort Shared Secret
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External Radius configuration applies to
all WLAN=




Add New WLAN

General WLAN Security WLEAMN & Firewall oS

Security WPA2 Enterprizse v

Authentication Server External Radius v
FRadius IF & Fadiusz Port Shared Secret
®) a.b.c.d 1812 | eessseed]
= . )
& | (M Please enter valid IPvd address fsesesrssns

External Radius configuration applies to
all MLAaMs

<a.b.c.d> corresponds to the RADIUS server.
Step 4. Assign aVLAN to the SSID.
If the SSID needs to be assigned to the AP's VLAN this step can be skipped.

In order to assign the users for this SSID to a specific VLAN (other than APsVLAN), enable Use VLAN
Tagging and assign the desired VLAN ID.



Add MNew WLAN

General WLAN Security WLEAMN & Firewall Cloo

Use VLAN Tagging

VLAN ID *

Enable Firewall

WLAN and Firewall configuration apply to
all WLANs

%4 Note: If VLAN Tagging is used, be sure that the switchport where the Access Point is connected to, is
configured as trunk port and the AP VLAN is configured as native.

Step 5. Click Apply to finish the configuration.



Add MNew WLAN

General WLAN Security WLEAMN & Firewall Cloo

Use VLAN Tagging

VLAN ID *

Enable Firewall

WLAN and Firewall configuration apply to
all WLANs

Step 6. Optional, configure the WLAN to accept the VLAN override.

Enable AAA override on the WLAN and add the needed VLANS. To do so you will neeto open aCLI
session to the ME management interface and issue these commands:

>config wlan disable <wlan-id>

>config wlan aaa-override enable <wlan-id>

>config wlan enable <wlan-id>

>config flexconnect group default-flexgroup vlan add <vlan-id>

Declare ME on | SE

Step 1. Open | SE console and navigate to Administration > Networ k Resour ces > Networ k Devices >
Add.



'||:||!s‘.l.!:l|' Identity Services Engine Haorme » Context Visibility ¥ Operations ¥ Paolicy ¥ ot

= Administration
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¥ System ¥ |dentity Management |§ = Metwork Resources

= Metwork Devices  Metwark Device Groups  Metwork Device Profiles External RADIUS Servers RADILIS Server Sequences

|
¢ ]
Metwork devices Metwork Devices

r}a Edit :ﬂ:.ﬁ.dd [hDupIicate iaImport  fpExport »  @Generate AT 3 Delete -

Default Device

Step 2. Enter the information.

Optionally it can be specified a Model name, software version, description and assign Network Device
groups based on device types, location or WLCs.

a.b.c.d correspond to the ME's | P address.



Metwark Devices List = New Network Device

Metwork Devices

Mame | WLC-narme

Description ||:|pti|:|nal description |

[ rrrr—

* Device Profile sk Cisco | » | 64

Wodel Name  |yic.model v |

Software Version |yic coftware 7 |

* Metwork Device Grodp

Device Type |W|_|:5_25|:|4 | | Set To Default |
Location [ Locations | £ Set To Default |
WILCS |yl cs | [ Set To Default |

- RADILS Authentication Settings

Enahle Authentication Settings

Frotocol RADIUS

*Bhared SECrel | eeeeeene . | Show |

Enable kKeywrap ]

* Key Encryption Key Shioay

* Message Authenticator Code ey Sk

key lnput Farmat =0 ASC HE=ADEC IMAL

CoaPort [1700 | Set To Default |

For more information about Network Device Groups review thislink:

I|SE - Network Device Groups



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html#ID1661

Createanew user on | SE

Step 1. Navigate to Administration > Identity Management > | dentities> Users> Add.

il dentity Services Engine

Horme b Conte s bility P Operations b Policy  Adrministration
b Systerm | = ldentity Management b Metwork Resources b Device Portal Management  pxGrid & System
T |dentities  Groups External Identity Sources  ldentity Source Sequences b Settings D.eplny.ment
—— Licensing
(<] Cetificates
Metwork Access Users Lnggmg
Maintenance
Latest Manual Metwoaork Scan Res. .. P - parade
7 Edity Ch Skatus « Irnpart Export =
L m @ ange Lats &= e Excpor { Backup & Restor
Status [larne a  [Descriptior Admin Access
oe Loading.. Settings
Idema Manaieml

Step 2. Enter the information.

In this example this user belongsto agroup called ALL_ACCOUNTS but it can be adjusted as needed.



Metwork Access Users List = Mew Metwork Access User

+ MNetwork Access User

*Mame | userl

Status Erabled

Email

* Passwords

Pazswaord Type: Imternal sers i

Passwaord Re-Enter Pazsw

*Login Password | sesssses  TITTITIY)

Enahle Password

» User Information

Fir=t Mame

Las=t Mame

* Account Options

Description

Change password on next login

» Account Disable Policy

' Dizable gaccount if date exceeds | 2017-01-21

w llcer rolmnms
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Yees' ldentity Services Engine

Home b Context visibility

Summary Endpaints Guesis Yulnerability Threat

Profiling
METRICS Client Provisioning

Total Endpoints € Activie Endpoi

— .
Step 2. Insert a new authentication rule.

To do so navigate to Policy > Authentication > Insert new row above/below.

S e e Home » Context ity » Operations » Administration » Work Centers

Authentication Authorization Prafiling Fosture  Client Provisioning ¢ Policy Elements

ing the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
wsterm = Backup & Restore = Policy Export Page
ed

f Wired_MAB OR e B
| Protocols  and I nsert new row abave '
. ; NSEFT AEw oW Delow
wse Internal Endpoints -
Duplicate above

I Wiired_202.1% OR Duplicate below
IC_Protocols  and | Tiohiie

Step 3. Enter the needed information

This authentication rule example allows all the protocols listed under the Default Network Accesslist, this
applies to the authentication request for Wireless 802.1x clients and with Called-Station-1D and ends with
ise-ssid.

el ldentity Services Engine Haome » Context Visibility » Operations ~ Palicy » Administration ¥ WD

Authentication  Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Palicy by selecting the protocals that ISE should use to communicate with the netwark devices, and the identity sources that it should use far authentica
For Policy Export go to Administration = System = Backup & Restore = Palicy Export Page

Policy Type () Simple  (®) Rule-Based

& -”Rulename 1 | | wiireless_802.13% AND Select Atiribute | 8 Nallow Protocols - [Default Metwork Access > and

B add &l Conditions Below to Library

it a Description v
- | Default ud BT = " : L
Wireless_202, 1% |l & condition to match 802.1¥ based authentication requast AND

¢ [radius:Caledsta... o] [Ends with +| [isessid | =

Also, choose the Identity source for the clients that matches this authentication rule, in thisexampleit is
used Internal users



- | Rule name | It | Wireless 830213 AND Radius Call.. oo | Allaw Protocals @ |DeFauIt Metwork Access £ andl

» | Default o Use |internal Users L= (N
Idertity Source|Inkernal Users | =N |
Options - -
Identity 5 Liskt
It authertication failed[Rejact - ety SoUrce Lis
If user nat found| Reject - [ L ]
If process failed| Drop r v - —

All_AD loin_Paink
Mote: For suthertications using PEAP, LEAP, EAP-FAST, EAP-TLS ot < lein _meints

it iz not possikle to continue processing when authentication fails o
If continue option iz selected in these cases, requests will be reject

All_User _ID_Stares

Certificate_Request_Sequence

=

=

-

o Denyhooess
o Guest Users

@ Guest_Portal_Sequence

@ IdnetitySequence ST _Internal
-

Internal Endpoints

I = Internal Lsers I
Once It isfinished click Done and Save
s + | Rule name | i [ weireless_s02.1X AND RadiusCal... > | AllowProtacels : [Dafault Network Access 2 and
B - | Default use [Intemalusers < | Actions »

IE', Resat

For more information about Allow Protocols Policies consult this link:

Allowed Protocols Service

For more information about Identity sources consult this link:

Create a User |dentity Group

Createthe Authorization rule

The authorization rule isthe one in charge to determine if the client is allowed to join the network or not

Step 1. Navigate to Policy > Authorization.

ES En ng Horme ¢ Context i::it:li”t'f." (] FZIE!fEItil:I ns ¥ Administration ¥ Work Centers
norization | Profiling Posture  Client Pravisioning  k Policy Ele guthentication Authorization
Profiling Posture
kd Client Provisioning Policy Elements
Policy by configuring rules based on identity groups andfor other condi Dictionaries
dministration = Systerm = Backup & Restore = Policy Export Page conditions
Lies - Results



http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_auth_pol.html#wp1123345
http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide_20_chapter_01101.html#ID238

Step 2. Insert anew rule. Navigate to Policy > Authorization > Insert New Rule Above/Below.

'Icllis'l':loh |LiE‘l‘It|t En gine Home: b Conte: i ¥ Operations b A dministration v Work Centers License

Authentication  § Authorization § Profiing Posture  Client Provisioning * Palicy Elements

figuring rules based on identity groups ancior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restore = Policy Export Page

]

Conditions (identity groups and other conditions) Permiz=zions

_ L
iInsert Mew Rule Above

Insert Mew Rule Eelow

Duplicate Abowe
Duplicate Below

Step 3. Enter the information.

First choose a name for the rule and the Identity groups where the user is stored. In this example the user is
stored in group ALL_ACCOUNTS.

Status Rule Mame Conditions (identity groups and other conditions) Permizsions
Fa MamesuthZrule Ay I I | Condition=) P AuthZ Pr... @
MRS s T I i et [?ag |P.n3-' | u - ese .ovun
User Identity Groups
R 5 o ( 5) s
Frained B0 T og e Mz R =T v 8. |
'@ Crfhal i _ Doy io2s ol T | = AR )
U GuestType_eekly (default)
'é Cmwloase SA0 TS T w GuestType_Contractar (default)
S "
= [
,-"é Tl as Opboce-fira W iretees §O7 1Y CEP.MRCHADGD IU ALL_ACCOUNTS (default) I Lo et et
{ Al L Ib T P %1

After that choose other conditions that make the authorization process to fall into thisrule. In this example
the authorization process hitsthisruleif it uses 802.1x Wirelessand it is called station ID ends with ise-ssid.

Etatus Rule Name Caondtions (idertfly groupe and olher conditions) Permizsions
> - l MameauthZrule AL Wireless_802. 1% AND Radius: Call... I I AuthZ Pr...
8 | Add Al Conditions Below to Library
E Condition Name Diescription AMD  ~
i | wireless 802,13 Mormalised Radius:RadiusFlowType EQUALS Wirelesss02_1> AND
~
[Radius:Called-Stat.,.. | [Endswith +| [ise-ssid |
e

Finally choose the Authorization profile that allows the clients to join the network, click Done and Save.



Status Fule Name Condiions (denity groups and dher condtions) Permissions

B - | HameAuthZrule i AL 5 |l [wireless_802.1% AMD Radius:Call. & | e | Permitac. .. i-_ I

’ Ect | v

Permitaccess | o] = —

a Standard

v Ecit | v
( o)

a-E- Giv Bt |+

[ -] @! Eeit |+
&«

[ ] @ Edi |
Qe

[} Q' Bt | v

-] . Ecit | v

(-] pr— ... Ed |+

Edt|v

Default f no matches then  DenyAccese Bl | =

L

Optionally, create a new authorization profile that will assign the wireless client to a different VLAN:

— |

Y R g
standard
Qv

@ Blackhole _Wireless_Access

ha

i

{é‘} Add New Standard Profile

Enter the information:



Add Mew Standard Profile

puuthorization Profie

"Hame | name-of-profie

Diescription
“Acoess Tpe [ACCESS_ACCEPT M
Metwerk Device Profile 4% Ciseo |+ €

Serdce Template [
Track Movement [ ;

Pagsive Identity Tracking [7]

O AcL (Filer-1D)

= Tagih 3 Edi Tag |1DMame [ van-d

[ voice Domain Parmission

= Advanced Attributes Settings

[select an kem

= Attributes Details

Access Type = ACCESS_ACCEPT
TunnekPrvate-Group-iD = 1:vian-d
TunnekType = 1:13
TunneHdedum-Type = 1:6

Configuration of end device

Configure a Windows 10 laptop to connect to an SSID with 802.1x Authentication using PEAP/IMS-
CHAPVv2 (Microsoft version of the Challenge-Handshake Authentication Protocol version 2).

In this configuration example | SE uses its self-signed certificate to perform the authentication.
To create the WLAN profile on the windows machine there are two options:

1. Install the self-signed certificate on the machine to validate and trust | SE server to complete the
authentication

2. Bypass the validation of the RADIUS server and trust any RADIUS server used to perform the
authentication (not recommended, asit can become a security issue)

The configuration for these options are explained on End device configuration - Create the WLAN Profile -
Step 7.

End device configuration - Install | SE self-signed certificate

Step 1. Export self-signed certificate from I SE.
Loginto ISE and navigate to Administration > System > Certificates > System Certificates.

Then select the certificate used for EAP Authentication and click Export.



::Inlnl:lnl |dEmitE"I services En gine Harme b Context Yisibility b Opetrations: b Palicy = Administration F ok

b Identity Management b Metwork Resources ¢ Device Portal Managemert  pxGrid Services r Feed Service k|
Deployment  Licenzing | ~Cerificates b Logding b Maintenance  Upgrade  Backup & Restore b Admin Access b Zettir

<]

- Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate ar
CrErviEy | _._‘? Edit ||-—{,‘—* Generake Self Signed Certificate ||._;} Import b Export (WM Delete | |
System Cerificates Friendly Maime L=zed By Portal group tag I
Endpoirt Certificates -

EAP-SelfsignedCerdificate®E
Truzted Ceificates I AP-ZelfsignedCertificatefin SR gyl Eal

Fa Tl = m W HENUE T o RPN H PN

Save the certificate in the needed location. This certificate is installed on the Windows machine.

Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#00001' e

®) Export Certificate Only

) Export Certificate and Private Key

*Private Key Password
*Confirm Password
YWarning: Exporting a private key is not a secure operation, It could lead to possible exposure of the private key.

Cancel |

Step 2. Install the certificate in the Windows machine.

Copy the certificate exported before into the Windows machine, change the extension of the file from .pem
to .crt, after that double click on it and select I nstall Certificate....



ah Certificate

Garersl Oetalls  Cartification Path

rﬂ.ﬁ Certilicate Information

This CA Root certificate is not trusted. To enable brust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto; EAP-SeFSignedCertificate

Issued by: EAP-SaFSignedCertificate

Valid from 23/11/2016 ba 23/11/2018

Install Certificate, .. [ssuer Skabement

Choosetoinstall it in Local M achine, then click Next.



£¥ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard hielps pou copy certificates, certificate trust ksts, and certificats revocation

ksts from your disk to a certificate store,

A certificate, which 5 ssued by a certfication authority, s & confirmeation of your identity

and conk&ine infarmation used bo proteck data or bo establsh secure network
connections. A certficate store (s the system area whers certficates are kept.

Shore: Lo slon
() Currant Lsar
(@) Local Machine

To contirmwes, chck Mest.

O et

Cancel

Select Place all certificatesin the following store, then browse and choose Trusted Root Certification

Authorities. After that click Next.



& & Centificate Import Wizard

Dt il s Shiae
Certificabe stores are system srass where certificates are kepk,

Windows can automatically select a certificate storg, or you can specfy & lacation For
the cartificate,

() utomatically select thee certificate store based on the typs of certficate
(®) Place ol certificates in the following store

Certificate stors:
Trusted Root Certification Authoeities Browsa, ..

Net | | Conce

Then click Finish.



& & Cenificate Impornt Wizard

Completing the Certificate Import Wizard

The certificate will be mported after you dick Firich,

You have specfied the Following settings:
B0 e e e B Trusked Rook Certification Athoritiag
Cortificabe

Finish Cancel

At the end click Yesto confirm the installation of the certificate.



securn by Warning

| Youare about toinstall a certificate from a certification authonty
5 (CA) claiming to represent

EAP-SelfSignedCertificate

Windows cannot validate that the certificate is actually from
"EAP-SelfSignedCertificate”. You should confirm its onigin by
contacting "EAP-SelfSignedCertificate”. The follosing number will
assist you in this process:

Thumbprint {shal) e Tes 002 o) el 302 ATRENT

so M i

Waming:

If you install this root certificate, Windows will automatically trust
any certificate issued by this CA. Installing a certificate with an
unconfirmed thumbpnnt is a securty nsk. |F you click "Yes™ you
acknowledge this nsk

Do youwant to install this certthcate?

Finally click OK.



Certificate Import Wizard

o The import was successtul,

End device configuration - Createthe WLAN Profile

Step 1. Right click on Start icon and select Control panel.



Programs and Feabures
PAchalty Cenber

Fower Clptaons

el Wikl

Sy

Dievice Manadger
PRETWOIE ConmeCtiods
Cusk Banagerment
Computer BManagement
Command Prompt

Cammand Prompt {&diren)

Task Manager

Cantrol Panef



& Metwork and Sharing Center

« ¥ ‘T‘IEI * Control Panel * MNetwork and Internet * Metwork and Sharing Centerl

View your basic network information and set up connections

Control Panel Home

View your active netwarks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet
settings Domain network Connections: < Ethernet

Set up a new connection or network

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

-
e

Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Step 3. Select Manually connect to a wireless network and click Next.

| '5' Cet U a Connection or Metwork

Choose a connection nptinn

Eﬂ Comnect o the Iniermet

Comngct o a hidden neteork o croate a miw wirslass o

|m Connect to a workplace
1 — N

Mext |  Cancel




Step 4. Enter the information with the name of the SSID and security type WPA2-Enterprise and click Next.

= & Mamually connegt 1o a wereless network

Enter information for the wireless network you want to add

Matwork name: it ssid

Security type WPAZ Enterprise -

Encryption type: AES

Securiny Key Hil eharastars

k] Stam this connection automatcally

[_] Connect aven i the nenwork is nat brasdcasting
Warning: f you salect this option, your computer's privacy might be at risk

Step 5. Select Change connection settings to customize the configuration of the WLAN profile.



5" Mariually Conmet o & wardles fetwork

Successfully added ise-ssid

=* Change connection settings
Cipen the comnection propertes ©o that | can change the settings

Step 6. Navigate to Security tab and click Settings.



Ize-ssid Wireless Network Froperties

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method;

time I'm logged on

Advanced settings

Microsoft: Protected EAP (PEAP) ™

Remember my credentials for this connection each

K Cancel

Step 7. Choose if RADIUS server is validated or not.




If yes, enable Verify the server'sidentity by validating the certificate and from Trusted Root
Certification Authorities: list select the self-signed certificate of | SE.

After that select Configure and disable Automatically use my Windows logon name and password...,
then click OK



Frotected EAF Fropertie

When connecting;

| Verify the server's identity by validating the certificate

|| connect to these servers (examples:srvl;srv; . ¥\ .srv3.com):

Trusted Root Certification Authorities:

[ smieei s A
R R A I N

I:li. Coent i

EAP-SelfSiqnedCertificate

e T Rt TR S e I Sl

Dt 1.l -.‘-I'.'—-I'I--:-_ -_I |-..:. =1 n.l.-.-..:\.-.' "'\-I-_'\""é-i' T" -'. {' --.- Ir
DEﬂ . - .-"\-..l - - '-.':::--.'b{. g .:'..I'.'n'
I = e e ™o o
L4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobinding TLY
[ | Enable Identity Privacy

0K Cancel




Once back to Security tab, select Advanced settings, specify authentication mode as User
authentication and save the credentials that were configured on | SE to authenticate the user.



1se-551d Wireless Network Properties

Connection  Security

Security type: WPA2-Enterprise

Encryplion type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) ¥ Seftings

[+] Remember my credentials for this connection each
time Tim logged on

Cancel




Advanced sethings -
BOZ.1X settings 802,11 settings

Delete credentials 1or all users

[ ] Enable single sign on for this netwark

Perform immediately before user logon

Perform immediately after user logon
10 -

Maxamum delay (seconds
Ay add®icnal dialogs to be displayed during Linghe
sign on

This netwark uses separate virteal LANS Ffor machine
Al wher autheniicatisn




Windows Security x
Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

user

OK Cancel

Verify
The authentication flow can be verified from WLC or from | SE perspective.

Authentication processon ME

Run this command to monitor the authentication process for a specific user:

> debug client <mac-add-client>

Example of a successful authentication (some output has been omitted):

<#root>
*apfMsConnTask_0: Nov 25 16:36:24.333:

08:74:02: 77: 13: 45 Processi ng assoc-req station: 08:74:02: 77: 13: 45 AP: 38: ed: 18: c6: 7b: 40- 01 t hread: 669ba80

*apfMsConnTask_0: Nov 25 16:36:24.333: 08:74:02:77:13:45 Association received from mobile on BSSID 38:e
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Applying site-specific Local Bridging override
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Applying Local Bridging Interface Policy for s
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Set Clinet Non AP specific apfMsAccessVlan = 2



*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 This apfMsAccessVlan may be changed Tater from
*apfMsConnTask_0: Nov 25 16:36:24.334: 08:74:02:77:13:45 Received 802.11i 802.1X key management suite,
*apfMsConnTask_0: Nov 25 16:36:24.335:

08:74:02:77:13:45 0.0.0.0 START (0) Change state to AUTHCHECK (2) | ast state START (0)

*apfMsConnTask_0: Nov 25 16:36:24.335: 0

8:74:02:77:13:45 0.0.0. 0 AUTHCHECK (2) Change state to 8021X REQD (3) |ast state AUTHCHECK (2)

*apfMsConnTask_0: Nov 25 16:36:24.335:

08:74:02:77:13:45 0.0.0.0 8021X REQD (3) DHCP required on AP 38:ed: 18:c6: 7b: 40 vapld 3 apVapld 3for thisc

*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 apfPemAddUser2:session timeout forstation 08:7
*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Stopping deletion of Mobile Station: (callerld
*apfMsConnTask_0: Nov 25 16:36:24.335: 08:74:02:77:13:45 Func: apfPemAddUser2, Ms Timeout = 0, Session

*apfMsConnTask_0: Nov 25 16:36:24.335: 0

8:74:02:77:13: 45 Sendi ng assoc-resp with status 0 station:08:74:02;:77:13: 45 AP: 38: ed: 18: c6: 7b: 40-01 on «

*apfMsConnTask_0: Nov 25 16:36:24.335:

08:74:02:77: 13: 45 Sendi ng Assoc Response to station on BSSID 38:ed: 18:c6: 7b: 4d (status 0) ApVapld 3 Sl ot

*spamApTask0: Nov 25 16:36:24.341: 08:74:02:77:13:45 Sent dotlx auth initiate message for mobile 08:74:
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 reauth_sm state transition 0 ---> 1 for mob
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 EAP-PARAM Debug - eap-params for Wlan-Id :3
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Disable re-auth, use PMK Tifetime.
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 Station 08:74:02:77:13:45 setting dotlx rea
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342: 08:74:02:77:13:45 dotlx - moving mobile 08:74:02:77:13:45 int
*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.342:

08:74:02:77: 13: 45 Sendi ng EAP-Request/ldentity to nmobile 08:74:02:77:13:45 (EAP Id 1)

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.401:

08:74:02: 77: 13: 45 Recei ved EAPOL EAPPKT from nobile 08:74:02:77:13: 45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:24.401:

08:74:02:77: 13: 45 Received ldentity Response (count=1) from nobile 08:74:02:77:13: 45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978:

08:74:02: 77: 13: 45 Processi ng Access-Accept for nobile 08:74:02:77:13: 45

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978:

08:74:02:77: 13: 45 Usernane entry (userl) created in nscb for nobile, length = 253

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978: 08:74:02:77:13:45 Station 08:74:02:77:13:45 setting dotlx rea
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.978: 08:74:02:77:13:45 Creating a PKC PMKID Cache entry for statio
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Adding BSSID 38:ed:18:c6:7b:4d to PMKID cac



*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: New PMKID: (16)

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Adding Audit session ID payload in Mobility
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 0 PMK-update groupcast messages sent
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 PMK sent to mobility group
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Disabling re-auth since PMK 1lifetime can ta
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Sending EAP-Success to mobile 08:74:02:77:1
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Freeing AAACB from DotlxCB as AAA auth is d
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Found an cache entry for BSSID 38:ed:18:c6:
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979: 08:74:02:77:13:45 Found an cache entry for BSSID 38:ed:18:c6:
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: Including PMKID in M1 (16)

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: [0000] 80 3a 20 8c 8f c2 4c 18 7d 4c 28 e7 7f 10 11 03
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: M1 - Key Data: (22)

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: [0000] dd 14 00 Of ac 04 80 3a 20 8c 8f c2 4c 18 7d 4c
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.979: [0016] 28 e7 7f 10 11 03

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.979:

08:74:02:77:13: 45 Starting key exchange to nobile 08:74:02:77: 13: 45, data packets w |l be dropped

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.980:

08:74:02: 77: 13: 45 Sendi ng EAPCL- Key Message to nobile 08:74:02:77: 13: 45

state I NITPMK (nessage 1)

, replay counter 00.00.00.00.00.00.00.00

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.980: 08:74:02:77:13:45 Reusing allocated memory for EAP Pkt for re
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.980: 08:74:02:77:13:45 Entering Backend Auth Success state (id=70)
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.980: 08:74:02:77:13:45 Received Auth Success while in Authenticati
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.980: 08:74:02:77:13:45 dotlx - moving mobile 08:74:02:77:13:45 int
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.983: 08:74:02:77:13:45 Received EAPOL-Key from mobile 08:74:02:77:
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.983:

08:74:02: 77: 13: 45 Recei ved EAPOL-key in PTK _START state (nessage 2) from nobile 08:74:02:77:13: 45

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.983: 08:74:02:77:13:45 Successfully computed PTK from PMK!!!
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.983: 08:74:02:77:13:45 Received valid MIC in EAPOL Key Message M2!
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.984: 00000000: 30 14 01 00 00 Of ac 04 01 00 00 Of ac 04 01 00 O..
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.984: 00000010: 00 Of ac 01 Oc 00 ......

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.984: 00000000: 01 00 00 Of ac 04 01 00 00 Of ac 04 01 00 00 Of ...
*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.984: 00000010: ac 01 Oc 00 ....

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.984: 08:74:02:77:13:45 PMK: Sending cache add

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.984: 08:74:02:77:13:45 Stopping retransmission timer for mobile 08
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.984:

08: 74:02: 77: 13: 45 Sendi ng EAPCOL- Key Message to nobile 08:74:02:77:13: 45

state PTKI Nl TNEGOTI ATI NG (nessage 3),

replay counter 00.00.00.00.00.00.00.01
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.984: 08:74:02:77:13:45 Reusing allocated memory for EAP Pkt for re
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:

08:74:02: 77: 13: 45 Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG state (nessage 4) from nobile 08:74:02:77: 13:

*Dot1x_NW_MsgTask_0: Nov 25 16:36:25.988: 08:74:02:77:13:45 Stopping retransmission timer for mobile 08
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:



08: 74: 02: 77: 13: 45 0.0.0.0 8021X _REQD (3) Change

*Dotl1x_NW_MsgTask_0:
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08:74:02:77:13:45 0.0.0.0 L2AUTHCOVPLETE

*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:
*Dotlx_NW_MsgTask_0: Nov 25 16:36:25.988:

type = Airespace AP - Learn IP address
on AP 38:ed:18:c6:7b:40, slot 1, interface

IPv4 ACL ID = 255,

*apfReceiveTask: Nov
Peer = 0.0.0.0, O1d
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov
type = Airespace AP

IPv4 ACL ID = 255,

*apfReceiveTask: Nov
*pemReceiveTask: Nov
*pemReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov
*apfReceiveTask: Nov

08:74:02:77:13:45 172.16.0

For an easy way to read debug client outputs, use the Wireless debug analyzer tool:

IPv
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state
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L2AUTHCOWPLETE (4) last state 8021X _REQD (3)

45
45
45
45
45
45
45
45
45
45
45
45

Mobility query, PEM State: L2AUTHCOMPLETE
Building Mobile Announce :

Building Client Payload:

Client Ip: 0.0.0.0

Client Vlan Ip: 172.16.0.136, Vlan mask : 2
Client Vap Security: 16384

Virtual Ip: 192.0.2.1

ssid: 1ise-ssid

Building VlanIpPayload.

0.0.0.0 L2AUTHCOMPLETE (4) DHCP required on
Not Using WMM Compliance code qosCap 00
0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile L

(4) Change state to DHCP_REQD (7) last state L2AUTHCOMPLETE (4)

08:74:02:77:13:
08:74:02:77:13:

=1, QOS =0

45
45

HCP_REQD (7) pemAdvanceState2 6623
HCP_REQD (7) Adding Fast Path rule

o o

0.0.0.0
0.0.0.0

25 16:36:25.989: 08:74:02:77:13:45 0.0.0.0 DHCP_REQD (7) mobility role update requ
Anchor = 0.0.0.0, New Anchor = 172.16.0.136

25 16:36:25.989: 08:74:
25 16:36:25.989: 08:74:
25 16:36:25.989: 08:74:
- Learn IP address
on AP 38:ed:18:c6:7b:40, slot 1, interface

25
25
25
25
25
25
25
25
25

Wireless Debug Analyzer
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Authentication processon | SE

25.
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74:
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.16 DHCP_REQD (7)

02:77:13:
02:77:13:
02:77:13:

=1, QOS

02:
02:
02:
02:
02:
02:
02:
02:

Change state to RUN (20)

77:
77:
77:
77:
77:
77:
77:
77:

13:
13:
13:
13:
13:
13:
13:
13:

45
45
45

=0

45
45
45
45
45
45
45
45

0.0.
0.0.
0.0.

0.0.
0.0.
0.0.

0 DHCP_REQD (7) State Update from Mobilit
0 DHCP_REQD (7) pemAdvanceState2 6261, Ad
0

0.
0.
0.0 DHCP_REQD (7) Replacing Fast Path rule

0.0 DHCP_REQD (7) Successfully plumbed mobi
0.0 Added NPU entry of type 9, dtl1Flags 0x0
0.0 Added NPU entry of type 9, dtl1Flags 0x0

WcdbCTlientUpdate: IP Binding from WCDB ip_learn
IPv4 Addr: 0:0:0:0
In apfRegisterIpAddrOnMscb_debug: regType=1 Inv
IPv4 Addr: 0:0:0:0
WcdbCTlientUpdate: IP Binding from WCDB ip_learn

| ast state DHCP_REQD (7)

Navigate to Operations> RADIUS > Live Logsin order to see which authentication policy, authorization
policy and authorization profile assigned to the user.


https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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For more information click on Details to see a more detailed authentication process.



