Configure Enhanced Open SSID with Transition
Mode- OWE
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| ntroduction

This document describes how to configure and troubleshoot Enhanced Open with Transition Mode on
Catalyst 9800 Wireless LAN Controller (9800 WLC).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Wireless Lan Controllers (WLC) 9800.

* Cisco Access Points (APs) that support Wi-Fi 6E.
* |EEE Standard 802.11ax.

* Wireshark.

Components Used

The information in this document is based on these software and hardware versions:

* WLC 9800-CL with 10S® XE 17.9.3.
* APs (9130, C9136, CW9162, CW9164 and CW9166.
* Wi-Fi 6 Clients:
- 1Phone SE3rd gen on 10S 16
- MacBook on Mac OS 12.
e Wi-Fi 6E Clients:



- Lenovo X1 Carbon Genll with Intel AX211 Wi-Fi 6 and 6E Adapter with driver version
22.200.2(1).

- Netgear A8000 Wi-Fi 6 and 6E Adapter with driver v1(0.0.108);

- Mobile Phone Pixel 6awith Android 13;

- Mobile Phone Samsung S23 with Android 13.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

The Enhanced Open is a certification provided by WiFi alliance as part of the WPA3 wireless security
standard. It uses Opportunistic Wireless Encryption (OWE) on Open (unauthenticated) networks to prevent
passive sniffing and prevent simple attacks as compared to a public PSK wireless network.

With Enhanced Open, clients and the WL C (in case of Central Authentication) or the AP (in case of
FlexConnect Local Authentication) perform a Diffie-Hellman key exchange during the association process
and use the pairwise master key secret (PMK) with the 4-way handshake.

OWE

Opportunistic Wireless Encryption (OWE) is an extension to | EEE 802.11 that provides encryption of the
wireless medium (IETE REC 8110). The purpose of OWE based authentication is avoid open unsecured
wireless connectivity between the AP’ s and clients. The OWE uses the Diffie-Hellman agorithms based
Cryptography to setup the wireless encryption. With OWE, the client and AP perform a Diffie-Hellman key
exchange during the access procedure and use the resulting pairwise master key (PMK) secret with the 4-
way handshake. The use of OWE enhances wireless network security for deployments where Open or
shared PSK based networks are deployed.



https://tools.ietf.org/html/rfc8110
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Transition Mode

Typically enterprise networks only have one unencrypted guest SSID and prefer to have both older clients
that do not support enhanced open and newer clients with enhanced open to co-exist. Transition Modeis
introduced specifically to cater to this scenario.

This requires configuration of two SSIDs - one hidden SSID to support OWE and a second SSID that is
Open and is broadcasted.

The Opportunistic Wireless Encryption (OWE) transition mode enables OWE and non-OWE STAsto
connect to the same SSID simultaneously. When all the OWE STAs see an SSID in OWE transition mode,
they connect with the OWE.

Both the open WLAN and the OWE WLAN transmit beacon frames. Beacon and probe response frames
from the OWE WLAN include the Wi-Fi Alliance vendor |E to encapsulate the BSSID and SSID of the
open WLAN, and similarly, the open WLAN also includes for OWE WLAN.

An OWE STA shall only display to the user in the list of available networks the SSID of the Open BSS of
an OWE AP operating in OWE Transition Mode, and shall suppress the display of the OWE BSS SSID of
that OWE AP.

Guidelines and Restrictions:

» Enhanced open requires WPA3 only Policy. WPA3 is not supported in Cisco Wave 1 (Cisco |OS®-



based) APs.

* Protected Management Frame (PMF) must be set to Required. Thisis set by default with WPA3 only
Layer 2 Security.

» Enhanced Open only works on end clients that run the newer versions that support Enhanced Open.

Configure

Typical use case where the administrator wants to configure Enhanced Open but still allow for older clients
to be able to connect to the guest SSID.

Network Diagram
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Configuration stepsfor GUI:

Createfirst SSID, hereby called “OWE_Transition”. In this example WLAN ID 3, and ensure it is hidden
with the option “Broadcast SSID” disabled:

Step 1 Choose Configuration > Tags & Profiles> WL ANs to open the WLANS page.

Step 2 Click Add to add new WLAN > add WLAN name "OWE_Transition" > change Status to
Enable > ensure Broadcast SSID is Disabled.
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Step 3 Choose the Security > Layer 2 tab > Select WPA3.
Step 4 Set Protected Management Frame (PMF) to Required.

Step 5 Under WPA Parameter s > Check the WPA3 Policy. Select AES(CCM P128) Encryption and
OWE Auth Key Management.

Step 6 Add WLAN ID 4 (open WLAN) to "Transition Mode WLAN ID" box.

Step 7 Click Apply to Device.
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Create second SSID, call it “open” in this example WLAN ID 4, and ensure you enable “Broadcast SSID”:
Step 1 Choose Configuration > Tags & Profiles>WLANs to open the WLANS page.

Step 2 Click Add to add new WLAN > add WLAN name "open" > change Statusto Enable > ensure



Broadcast SSID is Enabled.
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Step 3 Choose the Security > Layer 2 tab > Choose None.
Step 4 Add WLAN ID 4 (OWE_Trangition) to "Transition Mode WLAN ID" box.

Step 5 Click Apply to Device.
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Caution: In case you had a previous open WLAN using the same SSID of the OWE WLAN,
Windows clients will append “2” to the SSID name. To overcome this, navigate to “Network &
Internet > Wi-Fi > Manage known networks’ and del ete the old connection.

This screenshot shows the final result: one WLAN is secured and configured for
WPA3+OWE+WPA3 named "OWE_Transition" and the other isafully open SSID named "open". Only the
fully open SSID called “open” hasits SSID broadcasted in the beacons while "OWE_Transition" is hidden.
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Step 6 Map the WL ANSs created to the desired Policy Profilesinto the Policy Tag and apply it to the
APs.

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Palicy Tag
Name* | \WIRGE_TestPolicy |
Dascription | Enter Dascription |

w WLAN-POLICY Maps: 2

-+ Add
WLAN Profile T Policy Profile T
D OWE_Transition CentralSwPolicyProhle
D open CentralSwPolicyProhle
1 | 10w |
Policy Tag

Configurefor CLI:

Enhanced Open SSID:

Device# conf t

Device(config)# wlan OWE_Transition 3 OWE_Transition
Device(config)# no broadcast-ssid

Device(config)# no security ft adaptive
Device(config)# no security wpa wpa2

Device(config)# no security wpa akm dotlx
Device(config)# security wpa akm owe

Device(config)# security wpa transition-mode-wlan-id 4
Device(config)# security wpa wpa3

Device(config)# security pmf mandatory
Device(config)# no shutdown

Open SSID:

Device# conf t

Device(config)# wlan open 4 open

Device(config)# no security ft adaptive
Device(config)# no security wpa

Device(config)# no security wpa wpa2
Device(config)# no security wpa wpa2 ciphers aes



Device(config)# no security wpa akm dotlx
Device(config)# security wpa transition-mode-wlan-id 3
Device(config)# no shutdown

Policy Profile:

Device(config)# wireless tag policy Wifi6E_TestPolicy
Device(config-policy-tag)# wlan open policy CentralSwPolicyProfile
Device(config-policy-tag)# wlan OWE_Transition policy CentralSwPolicyProfile

Verify
Thisisthe verification section.

Verify the WLANS configuration on CLI:

<#root>

Device#show wlan id 3
WLAN Profile Name : OWE_Transition

Identifier : 3

Description :

Net work Nane (SSID) : OANE_Transition

Status : Enabled

Broadcast SSID : D sabl ed

[...]

Security

802.11 Authentication : Open System

Static WEP Keys : Disabled

W-Fi Protected Access (WA/ WPA2/ WPA3) : Enabl ed

WPA (SSN IE) : Disabled
WPA2 (RSN IE) : Disabled

WPA3 (WPA3 | E) : Enabled

AES Ci pher : Enabl ed

CCMP256 Cipher : Disabled
GCMP128 Cipher : Disabled
GCMP256 Cipher : Disabled



Auth Key Management
802.1x : Disabled

PSK : Disabled

CCKM : Disabled

FT dotlx : Disabled

FT PSK : Disabled

FT SAE : Disabled
Dotlx-SHA256 : Disabled
PSK-SHA256 : Disabled
SAE : Disabled

OVE : Enabl ed

SUITEB-1X : Disabled
SUITEB192-1X : Disabled
SAE PWE Method : Hash to Element, Hunting and Pecking(H2E-HNP)

Transition Disable : Disabl ed

CCKM TSF Tolerance (msecs) : 1000

O/NE Transition Mdde : Enabl ed

O/NE Transition Mode WAN ID : 4

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Required

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200

[...]

#show wlan id 4

WLAN Profile Name : open

ldentifier : 4

Description :

Net work Nane (SSID) : open

Status : Enabl ed

Broadcast SSID : Enabl ed

[...]

Security

802.11 Authentication : Open System
Static WEP Keys : Disabled

W-Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed



O/NE Transition Mbde : Enabl ed

O/NE Transition Mode WAN ID : 3

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Disabled

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200
[...]

In the WL C you can go to the AP Configuration and verify that both WLANS are active on the AP:

AP Operational Configuration Viewer

WlLAN= and Policies
WIRBE_TastPolicy

|

WLAK = I open WLAN = OWE_Transition
Policy @ : CentralSwPolicyPro... Dolicy @) : CentralSwiPolicyPro...
WLAM D default WLARN 10 - dafault

Security : Open Security | WRAZ

OWE Transition Mode AP Operational Configuration Viewer

When enabled, the AP only beacons with Open SSID but carry an OWE Transition Mode Information
Element (IE). When a client capable of enhanced open connects to this SSID, it automatically uses OWE to
encrypt all traffic post association.

Here iswhat you can observe over the air (OTA):
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The beacon send with SSID "open™ contains the OWE Transition Mode | E with the enhanced open SSID
detailsinside, like BSSID and SSID name "OWE_Transition".

There are also beacons OTA with the SSID hidden and if we filter by bssid, the frames are sent to the
BSSID 00:df:1d:dd: 7d:3e which isthe BSSID inside the OWE Transition Mode | E:
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Y ou can see that also the OWE hidden beacon contains the OWE Transition Mode | E with the open ssid
BSSID and SSID name "open".

These screenshots show an Android phone that supports Enhanced Open: it only displays the open SSID
with no lock icon (alock icon would make the user believe it requires a password to connect), but once
connected the security shows Enhanced Open security is used.
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Client MAC Address : 286b.3598.580f

[...]
AP Name: AP9136_5C.F524
AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wireless LAN Id: 3

WLAN Profile Nanme: ONE_Transition

Wreless LAN Network Nane (SSID): OAE_Transition

BSSID : 00df.lddd.7d3e
Connected For : 682 seconds
Protocol : 802.1lax - 5 GHz
Channel : 64

Client IIF-ID : 0xa0000003
Association Id : 2

Aut hentication Algorithm: Open System
Idle state timeout : N/A

[...]
Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : OW\E

Transition Disable Bitmap : None
User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast :

Encrypted Traffic Analytics : No

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

And we can observe the samein the WLC GUI:

DisabTed
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For clients that do not support Enhanced Open, they only see and connect to the open SSID,

with no encryption.

As illustrated here, these are clients that do not support Enhanced Open (respectively an
iPhone on I0S 15 and a MacBook on Mac OS 12) and only see the open guest SSID and do
not use encryption.
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Client MAC Address : b44b.d623.a199
[...]

AP Name: AP9136_5C.F524

AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wreless LAN Id: 4
WLAN Profile Nane: open

Wreless LAN Network Name (SSID): open

BSSID : 00df.1lddd.7d3f
[...]

Aut hentication Algorithm: Open System

[...]

Prot ected Managenent Frane - 802.11w : No

EAP Type : Not Applicable

Troubleshoot

1. Ensure that client supports OWE, as not all clients support it. Check the client vendor documentation,
for example A pple documented the support for their devices here.

2. Some older clients possibly do not even accept the Open ssid beacons due to the presence of the OWE
Transition Mode |E and not present the SSID in the networks in range. If your client cannot see the
Open SSID, remove the Transition VLAN (set to 0) from the WLAN configuration and check if it
seesthe WLAN then.

3. If clients see open SSID, support OWE, but they still connect without WPA3, then verify if the
transition VLAN id is correct and being broadcasted in the beacons of both WLANS. Y ou can use AP
in sniffer mode to capture OTA traffic. Please execute these steps to configure an AP in sniffer
mode: APs Catalyst 91xx in Sniffer Mode .

» The beacon is sent with SSID "open" contains the OWE Transition Mode | E with the enhanced

open SSID detailsinside, like BSSID and SSID name "OWE_Transition": )

» There are also beacons OTA with the SSID hidden and if we filter by bssid, the frames are sent
to the BSSID 00:df:1d:dd: 7d:3e which isthe BSSID inside the OWE Transition Mode | E:
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OWE Beacon

Y ou can see that aso the OWE hidden beacon contains the OWE Transition Mode | E with the
open ssid BSSID and SSID name "open".

* You can aswell see AKM info and verify that MFP is advertised as Required and Capable:
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OWE Beacon AKM

4. Collect RadioActive traces based on client mac address and you see similar logs as this:

2023/06/23 15:08:58.567933 { wncd_x_RO-0}{ 1} : [client-keymgmt] [14854]: (note): MAC: XXXX.XXXX.XXXX EAP Key management successful.
AKM:OWE Cipher:CCMP WPA Version: WPA3

2023/06/23 15:10:06.971651 {wncd_x_R0-0}{ 1} : [client-orch-state] [14854]: (note): MAC: xxxx.xxxx.xxxx Client state transition:
S CO_IP_ LEARN_IN_PROGRESS->S CO RUN
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