Configure and Troubleshoot External Web-
Authentication on 9800 WLC

Contents

Introduction
Prerequisites
Requirements
Components Used
Backaround I nformation
Configure
Network Diagram
Configure Web Parameter Settings
Summary of CLI configuration:
Configure AAA Settings
Configure Policies and Tags
Verify
Troubleshoot
Always-On Tracing
Conditional Debugaing and Radio Active Tracing

Embedded Packet Captures

Client Side Troubleshoot

HAR Browser Troubleshoot

Client Side Packet Capture

Example of a Successful Attempt

| ntroduction

This document describes how to configure and troubleshoot external web-authentication (EWA) on a
Catalyst 9800 WirelessLAN Controller (WLC).

Prerequisites

This document assumes that web server is properly configured to allow external communication and web
pageis properly configured to send all the necessary parameters for the WL C to authenticate the user and
move client sessionsto RUN state.

N Note: Since external resource access is restricted by the WL C through access-list permissions, all the
scripts, fonts, images, and so on. that are used in the web-page need to be downloaded and remain
local to the web server.

Necessary parameters for user authentication are:



* buttonClicked: This parameter needs to be set to value "4" for the WL C to detect the action asan
authentication attempt.

 redirectUrl: The valuein this parameter is used by the controller to direct the client to a specific
website upon successful authentication.

» err_flag: This parameter is used to indicate some error such as incomplete information or incorrect
credentials, on successful authenticationsit is set to "0".

» username: This parameter is only used for webauth parameter maps, if parameter map is set to
consent then it can be ignored. It must be filled with the wireless client username.

e password: This parameter is only used for webauth parameter maps, if parameter map is set to
consent then it can beignored. It must be filled with the wireless client password.

Requirements

Cisco recommends that you have knowledge of these topics:

» Hyper Text Markup Language (HTML) web devel opment
» Cisco |IOS®-XE wireless features
» Web browser developer tools

Components Used

The information in this document is based on these software and hardware versions:

» (C9800-CL WLC Cisco IOS®-XE Version 17.3.3
* Microsoft Windows Server 2012 with Internet Information Services (11S) capabilities
» 2802 and 9117 Access Points

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

External web authentication leverages aweb portal hosted outside of WL C on a dedicated web server or
multi-purpose servers like Identity Services Engine (1SE) that allow granular access and management of
web components. The handshake involved to successfully onboard a client to an external web authentication
WLAN isrendered in the image. The image lists sequential interactions between wireless client, WLC,
Domain Name system (DNS) server that resolves Uniform Resource Location (URL) and Webserver where
WLC validates user credentials locally. This workflow is helpful to troubleshoot any failure conditions.

% Note: Before HTTP POST call from client to WLC, if secure web-authentication is enabled in the
parameter-map and if the WL C does not have a trustpoint signed by atrusted Certification Authority,
then a security alert is displayed in the browser. The client needs to bypass this warning and accept
form re-submission in order for the controller to place client sessions in RUN state.
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Configure Web Parameter Settings

Step 1. Navigate to Configuration > Security > Web Auth and choose the global parameter map. Verify
that Virtual 1Pv4 Address and Trustpoint are configured in order to provide proper redirection
capabilities.

N Note: By default, browsers use an HTTP website to initiate redirection process, if HTTPS redirection
is needed then Web Auth intercept HT TPs has to be checked; this configuration is not
recommended, however, asit increases CPU usage.



Configuration= > Security~ > Web Auth

Parameter Map Name
global

Local-Web

1 10

CLI configuration:

<#root>

9800#

configure termna

9800(config)#

L4

O Banner Text O Banner Title

Edit Web Auth Parameter
General Advanced
Parametar-map name global
Banner Type @® None
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘

Trustpoint

CISCO_IDEVID_SU... +

Virtual IPv4 Hostname
Virtual IPv6 Address

‘Web Auth intercept HTTPs
‘Watch List Enable

‘Watch List Expiry Timeout(secs)

Cancel

paraneter-map type webauth gl oba

9800(config-params-parameter-map)#

virtual -ip ipvd 192.0.2.1

9800(config-params-parameter-map)#

trust point Cl SCO_| DEVI D_SUDI

9800(config-params-parameter-map)#

secur e- webaut h- di sabl e

9800(config-params-parameter-map)#

webaut h- ht t p- enabl e

600

O File Name

BB

w

Step 2. Select + Add and configure a name for the new parameter map that points to the external server.
Optionally, configure maximum number of HT TP authentication failures before client gets excluded and
time (in seconds) that a client can remain in web-authentication state.



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximum HTTP 1-200
connactions

Init-State Timeout(secs) 60-3932100

Type webauth

= Close + Apply to Device

i SAGTBJAGN|

Step 3. Select the newly created parameter map, within the Gener al tab configure the authentication type
from the Type drop down list.

Edit Web Auth Parameter x

-~

General Advanced

Parameter-map name EWA-Guest

Banner Type ® None O Banner Text O Banner Title O File Name
Maximum HTTP connections 100

Init-State Timeout(secs) 120

Type consent ¥

Tum-on Consent with Email |
) r X

Type | webauth v |
webauth

Captive Bypass Portal |

Disable Success Window [

Disable Logout Window |

authbypass

=

consent

webconsent

djel eAnoRIaU|

Disable Cisco Logo
Sleeping Client Status

Sleeping Client Timeout (minutes) 720

. Cancel ub Update & Apply

<M




Parameter-map name = Name assigned to the WebAuth Parameter map

Maximum HTTP connections = Number of authentication failures before client gets excluded
Init-State Timeout (secs) = Seconds a client can be on web authentication status

Type = Type of web authentication

lwebauth |lauthbypass l[consent |webconsent

Client connects to the

SSID and getsan IP
address, then the 9800 WLC

banner login

checks if the MAC address © Accept
Username: [ .
i Kobe © Don't Accept
is allowed to enter the ot
Password: )
© Don't Accept Username: [

— network, if yes, it is moved

o ok

to RUN state, if itisnotitis

Password: [

@0

not allowed to join.

(It does not fall back to web
authentication)

Step 4. From the Advanced tab configure the Redirect for log-in and Portal 1PV 4 Address with the specific
server site URL and | P address respectively.



Edit Web Auth Parameter x

General Advanced -

Redirect to external server

Redirect for log-in http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac
Redirect Append for Client MAC Address client_mac
Redirect Append for WLAN SSID ssid
|

Portal IPV4 Address 172.16.80.8 i

=1
Portal IPV6 Address KIKIXIXX §

:ED'.
Express WiFi Key Type --- Select --- v éﬁ

Customized page

Login Failed Page F4

W

% Cancel J ol Update & Apply

CLI configuration for Steps 2, 3 and 4:

<#root>

9800(config)#

paraneter-nmap type webaut h EWA- Guest
9800(config-params-parameter-map)#

type consent

9800(config-params-parameter-map)#

redirect for-login http://172.16. 80. 8/ webaut h/ 1 ogi n. ht m
9800(config-params-parameter-map)#

redirect portal ipv4 172.16.80.8

Step 5. (Optional) WL C can send the additional parameters through Query String. Thisis often required to
make 9800 compatible with third party external portals. The fields "Redirect Append for AP MAC
Address’, "Redirect Append for Client MAC Address’ and "Redirect Append for WLAN SSID" alow
additional parametersto be appended to the redirect ACL with a custom name. Select the newly created
parameter map and navigate to the Advanced tab, configure the name for the necessary parameters.
Available parameters are:



AP MAC Address (in aabb:cc:dd:ee:ff format)
* Client MAC Address (in aa:bb:cc:dd:ee:ff format)

¢ SSID Name
Edit Web Auth Parameter x
General Advanced

Redirect to external server

Redirect for log-in | htm:ff'I?ZJSBD_E!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | XXX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

(&)

Login Failed Page ‘ |

O
Laogin Page ‘ |Zt‘ =
o
o
Logout Page ‘ |? %
u -
=
=

(&)

Login Successful Page ‘ |

CLI configuration:

<#root>

9800(config)#

paraneter-nmap type webaut h EWA- Guest

9800(config-params-parameter-map)#

redi rect append ap-mac tag ap_nac



9800(config-params-parameter-map)#

redi rect append w an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-mac tag client_nac
For this example, redirection URL sent to the client resultsin:

http://172.16.80.8/webauth/consent.html?switch_url=http://192.0.2.1/1ogin.html&ap_mac=&ssid=&cTient_ma

% Note: When you add the Portal |PV4 Address information it automatically adds an ACL that allows
the HTTP and HTTPS traffic from the wireless clients to the external web authentication server, so
you do not have to configure any extra pre-auth ACL In case you would like to allow severa IP
addresses or URLSs, the only option isto configure a URL filter so that any IP matching given URL(S)
are allowed before authentication takes place. It is not possible to statically add more than one portal
| P address unless you use URL filters.

% Note: Global parameter map is the only one where you can define Virtual 1Pv4 and 1Pv6 address,
Webauth intercept HTTPs, captive bypass portal, watch list enable and watch list expiry timeout
Settings.

Summary of CLI configuration:

Local web server

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

External web server

parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-Togin <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10



Configure AAA Settings

This configuration section is only needed for parameters maps that are configured for either webauth or

webconsent authentication type.

Step 1. Navigate to Configuration > Security > AAA, then select AAA Method List. Configure a new

method list, select + Add and fill in the list details; ensure that Typeisset to "login" as shown in the image.
Configuration = > Security = > AAA |Sll¢nM¢ How »

+ AAN Wizard

Servers | Groups AAA Method List Al Advanced

Authentication
+ Add
Authorization
Group =
Accounting Mame «  Type « Type Groupl ~ Group2 w~  Group3 « Groupd e
default dotlx group radius NiA MNIA NfA
alzlab-rad-auth dotlx group alzdab-rad NIA MNIA NIA

Quick Setup: AAA Authentication

Method List Name* local-auth |

Type* login v | (i)

Group Type local v | O

Available Server Groups Assigned Server Groups

radius

ldap

tacacs+
alzlab-rad
fgalvezm-group

Step 2. Select Authorization and then select + Add to create a new method list. Name it default with Type
as network as shown in the image.
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Note: Asit isadvertised by the controller during the WLAN layer 3 security configuration: For
Local Login Method List to work, please make sure the configuration 'aaa authorization network
default local' exists on the device. This means that the authorization method list with name default
must be defined in order to configure local web-authentication properly. In this section, this
particular authorization method list is configured.

AAA Method List

Authentication

— =3

Mame Type Group Type Groupl Group2 Group3 Group4
Accounting
alzlab-rad-authz network group alzlab-rad M/A NJA N/A
cm_loc_serv_cert  credential-download  local MN/A N/A N/A MIA

1 10 »



Quick Setup: AAA Authorization x

Method List Name* default |

Type* network v | &)

Group Type local v | ®

Authenticated

Available Server Groups Assigned Server Groups

radius ~ ) ~
Idap
tacacs+

al v

alzlab-rad

(&) [¥] [

fgalvezm-group

CLI configuration for Steps 1 and 2:

i) (<) o) [

<#root>

9800(config)#

aaa new nodel

9800(config)#

aaa authentication login |ocal-auth |ocal

9800(config)#

aaa authorization network default |ocal

% Note: If external RADIUS authentication is necessary, please read these instructions related to
RADIUS server configuration on 9800 WLCs: AAA Config on 9800 WL C. Ensure that the
authentication method list has "login" set as type instead of dot1x.

Step 3. Navigate to Configuration > Security > Guest User. Select + Add and configure guest user
account details.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

Add Guest User x

General Lifetime
User Name* guestuser Years* 1 s
Password* sssssece Months* 0
Generate password
Days* (1]
Confirm sssssses
Password* Hours* 0
Description® WebAuth user Mins* 0
AAA Attribute list v
No. of 0

Simultaneous

User Logins* Enter O for unlimited users

(oo

CLI configuration:

<#root>

9800(config)#

user - nane guest user

9800(config-user-name)#

description "WbAuth user"

9800(config-user-name)#

password O <password>

9800(config-user-name)#

type network-user description "WbAuth user"” guest-user lifetime year 1

If permanent users are needed then use this command:
9800(config)#

user nane guestuserpermprivilege 0 secret 0 <password>

Step 4. (Optional) Upon parameter map definition, a couple of access control lists (ACLSs) are automatically
created. These ACLs are used to define which traffic triggers a redirection to web server and which trafficis
allowed to pass through. If specific requirements, such as multiple web server |P addresses or URL filters,



exigt, then navigate to Configuration > Security > ACL select + Add and define necessary rules; permit
statements are redirected while deny statements define traffic passes through.

Automatically created ACLsrules are:

<#root>

alz-9800#

show i p access-1li st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny 1ip any any (1288 matches)

Extended IP access list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

Configure Policiesand Tags

Step 1. Navigate to Configuration > Tags & Profiles> WLANS, select + Add to create anew WLAN.
Define profile and SSID name, and Status in the General tab.

Add WLAN x

General Security Advanced
Profile Name™ EWA-Guest Radio Policy Adl v
SSID* EWA-Guest Broadcast 551D
WLAN ID* 4

Status enasleD [




Step 2. Select Security tab and set Layer 2 authentication to None if you do not need any over the air
encryption mechanism. In the Layer 3 tab, check the Web Policy box, select the parameter map from drop-
down menu, and chose the authentication list from the drop-down menu. Optionally, if a custom ACL was
defined earlier, select Show Advanced Settings and select the appropriate ACL from the drop-down menu.

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode | MNone v

Fast Transition | Disabled v
MAC Filtering 0

Qver the DS @]
OWE Transition Mode o

Reassociation Timeout ‘ 20 ‘

O

diaH 2RI

=] Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLI configurations:

<#root>

9800(config)#

w an EWA- Guest 4 EWA- Guest

9800(config-wlan)#

no security ft adaptive

9800(config-wlan)#

no security wpa

9800(config-wlan)#



no security wpa wpa2

9800(config-wlan)#

no security wpa wpa2 ci phers aes

9800(config-wlan)#

no security wpa akm dot 1x

9800(config-wlan)#

security web-auth

9800(config-wlan)#

security web-auth authentication-list |ocal-auth

9800(config-wlan)#

security web-auth paraneter-map EWA- Guest

9800(config-wlan)#

no shut down

Step 3. Navigate to Configuration > Tags & Profiles> Policy and select + Add. Define policy name and
status, ensure that Central settings under WLAN Switching Policy are Enabled for Local mode APs. Within
the Access Policies tab, select the correct VLAN from the VLAN/VLAN Group drop-down menu as shown
in the image.



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device @
Classification

Local Subscriber Palicy Mame

VLAN

VLAN/VLAN Group | VLANZE21 - ‘

Multicast VLAN | Enter Multicast VLAN ‘

Advanced

WLAN ACL
PvdACL | = : v
IPv6 ACL | v
URL Filters
Pre Auth | v

Post Auth | v

£l Apply to Device

CLI configuration:

<#root>

9800(config)#

wireless profile policy Guest-Policy

9800(config-wireless-policy)#

description "Policy for guest access

9800(config-wireless-policy)#

vl an VLAN2621

9800(config-wireless-policy)#

no shut down

Step 4. Navigate to Configuration > Tags & Profiles> Tags, within the Policy tab select + Add. Definea

tag name, then under WLAN-POLICY Maps select + Add and add the previously created WLAN and

Policy Profile.




Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | L ¢ | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLI configuration:

<#root>

9800(config)#

wireless tag policy EWA-Tag
9800(config-policy-tag)#

w an EWA- Guest policy Guest-Policy

Step 5. Navigate to Configuration > Wireless > Access Points and select the AP that is used to broadcast
this SSID. From the Edit AP menu, select the newly created tag from the Policy drop-down menu.



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) ) IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPv4
LED Brightness | g v | DHCPR IPvd Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O

lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =

to AP is not allowed while changing Tags. mins 13 secs oy

g

=

Controller Association Latency 2mins 7 secs ;

. . s
Policy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘

| -
mr | Arfanbr _rf_tam |

: =] Update & Apply to Device

If multiple APs need to be tagged at the same time, then there are two available options:

Option A. Navigate to Configuration > Wireless Setup > Advanced from there select Start Now to
display the configuration menu list. Select the list icon next to Tag APs, thisdisplaysthelist of all APsin
Join state, check the necessary APs and then select + Tag APS, select the created Policy Tag from the
drop down menu.



Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile | RF Profile
| Folicy Profile | Flex Profile | RF Tag ¥
| Folicy Tag & | Site Tag &
DEPLOY PHASE
Apply to APs
I[Mani:!amw]l
| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
| Create New

Radio Policy - Radio Characteristics



. Define rule name, AP name regex (this setting allows the controller to define which APs are tagged),
priority (lower numbers have greater priority), and necessary tags.

Associate Tags to AP x

Rule Mame* | Guest-APs ‘ Policy Tag Name | EWA-Tag x| ¥ |

AP name regex® | co117-* ‘ Site Tag Name | '|

Active YES . RF Tag Mame | v |

Priarity* | 1 ‘

D Cance El Apply to Device
Verify

Use this section in order to confirm that your configuration works properly:

<#root>

9800#

show runni ng-config w an
9800#

show runni ng-confi g aaa
9800#

show aaa servers

9800#

show ap tag summary

9800#

show ap nane <ap-nane> config general

9800#

show ap nane <ap-nane> tag detail

9800#

show Wl an [summary | id | name | all]

9800#

show wi rel ess tag policy detailed <policy-tag nane>



9800#

show wirel ess profile policy detailed <policy-profile name>

Verify http server status and availability with show ip http server status:

<#root>
9800#

show i p http server status

HTTP server status: Enabl ed

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP server auth-retry 0 time-window 0O

HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server |Pv4 access cl ass: None

HTTP server |Pv6 access cl ass: None

[...]
HTTP server active session modules: ALL
HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha2 ecdhe-rsa-aes-cbc-sha2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha?

HTTP secure server TLS version: TLSv1l.2 TLSvl.1l

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: Cl SCO_| DEVI D_SUDI

HTTP secure server peer validation trustpoint:
HTTP secure server ECDHE curve: secp256rl
HTTP secure server active session modules: ALL



Verify ACL plumb to client session with these commands:

<#root>

9800#

show pl atform software wirel ess-client chassis active RO mac-address <Cient nac in aaaa. bbbb.cccc forne

ID : 0xa0000002

MAC address : aaaa.bbbb.cccc
Type : Normal

Global WLAN ID : 4

SSI D : EWA- Guest

Client index : 0
Mobility state : Local

Aut hentication state : L3 Authentication

VLAN ID : 2621
[...]
Disable IPv6 traffic : No

Dynanic policy tenplate : Ox7b O0x73 OxOb Oxle 0x46 Ox2a Oxd7 Ox8f 0x23 Oxf3 Oxfe Ox9e Ox5c O0xbO Oxeb Oxf

9800#

show pl atform sof tware cgacl chassis active FO

Template ID

Group | ndex

Lookup ID Number of clients

0x7B 0x73 0x0B Ox1E 0x46 Ox2A OxD7 Ox8F 0x23 OxF3 OxFE Ox9E 0x5C 0xBO OxEB OxF8 0x0000000a

0x0000001a 1

9800#

show pl at form software cgacl chassis active FO group-idx <group index> acl

Acl ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2

26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1



19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

Troubleshoot

Always-On Tracing

WL C 9800 provides ALWAY S-ON trace capabilities. This ensures all client connectivity related errors,
warning, and notice level messages are constantly logged and you can view logs for an incident or failure
condition after it has occurred.

% Note: Based on the volume of logs generated you can go back from few hours to several days.

In order to view the traces that 9800 WL C collected by default, you can connect via SSH/Telnet to the 9800
WL C and read these steps (ensure you log the session to atext file).

Step 1. Check the controller current time so you can track the logs in the time back to when the issue
happened.

<#root>

9800#

show cl ock

Step 2. Collect syslogs from the controller buffer or the external syslog as dictated by the system
configuration. This provides a quick view of the system health and errorsif any.

<#root>

9800#

show | oggi ng

Step 3. Verify if any debug conditions are enabled.

<#root>

9800#
show debuggi ng

IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ [——mmmmmmmm



% Note: If you see any condition listed, it means the traces are logged up to debug level for all the
processes that encounter the enabled conditions (mac address, | P address, and so on). Thiswould
increase the volume of logs. Therefore, it is recommended to clear all conditions when not actively
debugging.

Step 4. WIith the assumption that the mac address under test was not listed as a condition in Step 3. Collect
the always-on notice level traces for the specific mac address.

<#root>

9800#

show | ogging profile wireless filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file always-on-<Fl LEN/

Y ou can either display the content on the session or you can copy the file to an external TFTP server.

<#root>

9800#

nor e bootfl ash: al ways- on- <FI LENAME. t xt >

or
9800#

copy boot fl ash: al ways-on-<FI LENAME. t xt> tftp://<a.b.c.d>/ <pat h>/ al ways- on- <FI LENAME. t xt >

Conditional Debugging and Radio Active Tracing

If the always-on traces do not give you enough information in order to determine the trigger for the problem
under investigation, you can enable conditional debugging and capture Radio Active (RA) trace, which
provides debug level traces for all processes that interact with the specified condition (client mac addressin
this case). In order to enable conditional debugging, read these steps.

Step 1. Ensure there are no debug conditions are enabled.

<#root>

9800#

clear platformcondition all

Step 2. Enable the debug condition for the wireless client mac address that you want to monitor.

These commands start to monitor the provided mac address for 30 minutes (1800 seconds). Y ou can
optionally increase this time to up to 2085978494 seconds.

<#root>



9800#

debug wirel ess mac <aaaa. bbbb. cccc> {nonitor-ti ne <seconds>}

N Note: In order to monitor more than one client at afi me, run debug wireless mac command per mac
address.

% Note: The wireless client activity is not displayed on the terminal session as all the logs are buffered
internally in order to be viewed later.

Step 3. Reproduce the issue or behavior that you want to monitor.

Step 4. Stop the debugsiif the issue is reproduced before the default or configured monitor timeis up.

<#root>

9800#

no debug wirel ess nac <aaaa. bbbb. cccc>

Once the monitor-time has elapsed or the debug wireless has been stopped, the 9800 WL C generates a local
file with the name:

ra_trace MAC_aaaabbbbccce HHMMSS. XXX _timezone DayWeek Month _Day year.log

Step 5. Collect the file of the mac address activity. You can either copy the ratrace .log to an externa
server or display the output directly on the screen.

Check the name of the RA tracesfile.

<#root>

9800#

dir bootflash: | inc ra_trace

Copy thefileto an external server:

<#root>

9800#

copy bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti mezone_DayWeek _Month_Day_year.log tftp://<a.b.c.d:

Display the content:

<#root>



9800#

nore bootflash:ra_trace_MAC aaaabbbbcccc HHWMVSS. XXX _ti nezone_DayWek Mont h_Day_year. | og

Step 6. If the root cause is still not obvious, collect the internal 1ogs which are amore verbose view of debug
level logs. Y ou do not need to debug the client again as the command provides debug logs that have been
already collected and internally stored.

<#root>

9800#

show | ogging profile wireless internal filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file ra-inter

% Note: This command output returns traces for all logging levelsfor all processes and is quite
voluminous. Please contact Cisco TAC in order to help parse through these traces.

<#root>

9800#

copy bootflash:ra-internal -<FI LENAME>. txt tftp://<a.b.c.d>/ra-internal - <FI LENAVE>. t xt

Display the content:

<#root>

9800#

nore bootfl ash:ra-internal - <FI LENAVE>. t xt

Step 7. Remove the debug conditions.

% Note: Ensure that you always remove the debug conditions after a troubleshoot session.

Embedded Packet Captures

9800 controllers can sniff packets natively; this allows for easier troubleshoot as control plane packet
processing visibility.

Step 1. Define an ACL to filter traffic of interest. For web-authentication, it is recommended to allow traffic
from and to the web server, aswell as traffic from and to a couple of APswere clients are connected.

<#root>

9800(config)#



ip access-1ist extended EWA-pcap

9800(config-ext-nacl)#

permt ip any host <web server |P>

9800(config-ext-nacl)#

permt ip host <web server |P> any

9800(config-ext-nacl)#

permit ip any host <AP | P>

9800(config-ext-nacl)#

permit ip host <AP I P> any

Step 2. Define the monitor capture parameters. Ensure that control plane traffic is enabled in both directions,
interface refers to the physical uplink of your controller.

<#root>

9800#

nonitor capture EWA buffer size <buffer size in MB>

9800#

nonitor capture EWA access-list EWA-pcap

9800#

noni tor capture EWA control -plane both interface <uplink interface> both

<#root>

9800#

show noni tor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH
Status : Inactive
Filter Details:

Access-list: EWA-pcap

Inner Filter Details:



Buffer Details:
Buffer Type: LINEAR (default)

Buffer Size (in MB): 100

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no Timit)
Packet sampling rate: 0 (no sampling)

Step 3. Start the monitor capture and reproduce the issue.

<#root>

9800#

noni tor capture EWA start

Started capture point : EWA

Step 4. Stop the monitor capture and export it.

<#root>

9800#

noni tor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

Alternatively, the capture can be downloaded from GUI, navigate to Troubleshooting > Packet Capture
and select Export on the configured capture. Select desktop from drop-down menu to download the capture
through HTTP into the desired folder.

= » Packet Capture ‘ Need help on what logs to collect for various scenarios?

Client Side Troubleshoot

Web authentication WLANS are dependant on client behavior, upon this basis, client-side behavior



knowledge and information is key to identify root cause of web authentication misbehaviors.
HAR Browser Troubleshoot

Many modern browsers, such as Mozilla Firefox and Google Chrome, provide console devel oper tools to
debug web application interactions. HAR files are records of client-server interactions and provide a
timeline of HTTP interactions along with request and response information (headers, status code,
parameters, and so on).

HAR files can be exported from the client browser and imported on a different browser for further analysis.
This document outlines how to collect the HAR file from Mozilla Firefox.

Step 1. Open Web Developer Toolswith Ctrl + Shift + 1, aternatively right-click within the browser
content and select | nspect.

C Q search with Google or enter address
&2 Identity Services Engine 2% Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr u Software Download - ...

| o You must log in to this network before you can access the Internet. Open network login page

Save Page As...

Select All

View Page Source

Inspect Accessibility Properties n

Inspect (Q)

Amazon eBay 8.8.8.8 172.16.15.18

Sponsored Sponsored

Step 2. Navigate to Networ k, ensure that "All" is selected to capture all request types. Select the gear icon
and ensure that Per sist L ogs has an arrow next to it, otherwise logs request are cleared whenever adomain
change istriggered.

w» Inspector Conscle [ Debugger Network Style Editor (7Y Performance Mermory Storage Accessibility 38 Application ane 3
a
m - @!".'. €55 JS MHMR Fonts Images Media WS Other  [[] Disable Cache Mo Throttling # Ee3 |
Iy
o Porsi
« Perform a request or  Reload  the page to see detailed information about network activity,

. . Import HAR File
* Click on the G button to start performance analysis. (3 )



Step 3. Reproduce the issue, ensure that browser logs all requests. Once, issue is reproduced stop network
logging, then select on the gear icon and select Save All AsHAR.

0 © inspector ) Console  © Debugger T Metwork  {} Style Editor () Performance {3 Memary E Storage T Accessiolliy 3B Application [+ ﬂ e W
a 1 Q & Al HTML €55 J5 XHR Fonts Images Media WS Other [ Disable Cache  No Throttling & #}
Status Muethiod Dornain File Initiator Type Transferred Size + Persist Logs

| € GET R R E ! document Rl 756 8 503 8 |

I GET 72.16.80.2 fanviconen g cached Import HAR File
[2e0] GET B 17216806 consenthimiswitch_urshitpg1 92,0.2.100ginvtmiBap_macs Dod0:f8:94:18:4 document haml 302 KB 2TEKB
GE 17216808 bt ent - 251K Copy All As HAR
[204] a8 FaviconLoaderjsm:191 (img 1 cached 1.22 KB

POST 192020 loginhimi consenthtml:37 (document]  himil 233EB 2B KB J 228 w
G 18 requests 565.21 KB / 26589 KB transferred Finish: 19.18 s DOMContent Losded: 362 ¢ oad: 4.97 ¢

Client Side Packet Capture

Wireless clients with OS such as Windows or MacOS can sniff packets on their wireless card adapter. While
not a direct replacement of over-the-air packet captures, they can provide a glance on the overall web
authentication flow.

DNS request:

11068 26318528 $6:44:07_ 364308 173.16.31.153 173.16.31.7 L3 103 53 Seandurd goery GBS A pred.detectsectal pred.cloudsps metgep net
11069 2031.09-26 06: 44107373372 172.16.21.7 172.16.21.153 L 195 $7857 Standard geary response GueSlc A dutectportal firefox.com CNAME detectportal prod.sozews.met CRAHE prod detectportal. prod.cloudops.sozgcp.net A 34.107.231.8
11870 J0I1-0F-36 06 40T S07TS AT 16.31.7 A72.26.21.353 onss. 118 52739 Standerd geery respense OxEHIG A prod.detectportal,prod.cloudops. sozgip.net A 34.107.331.82

Initial TCP handshake and HTTP GET for redirection:

445 2021-@9-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET ffilesfvpn_sid_notif,txt HTTR/1.1
446 20821-09-27 21:53:46... 96.7.93.42 172.16.21.153  HTTP 266 HTTP/1.1 200 OK (text/html)
447 2021-09-27 21:53:46... 172.16.21.153 96.7.93.42 TCcP 54 65421 » 8@ [ACK] Seq=3@3 Ack=1625 Win=131072 Len=0

TCP handshake with external server:

11089 0720930 P4:44:07. 67907 172.26.31.333 172.36.80.0 e [ S520% = B9 [5VN] Seqe0 Min=E43eD Lensd MIS=1400 WE+2S6 SACK_PERMel
11990 2072-09-28 D6: 44307, 50404 172.16.90.8 172.26.20.153 e o B0+ 63209 [5WN, ACK] Seqed Ackel WimeB132 Lened MSSe1I50 WSe256 SACK_PERMel
11991 2071-05-28 B644107. BI994T  172.16.21.153 172.06. 50,8 R 54 E5205 = B [M0X] Seqel Ackel WinelJ1872 Lenwh

HTTP GET to external server (captive portal request):

11186 2021.09.38
11107 20210918

172.16.21.183 172.46.86.8 HrTe 563 GET frebauth/esn
172.16.50.8 172.16.31.18% Tee 14 50+ 45200 [ACK

Fawdteh el oBitps /102 0.2, 1/ legla healkag_macete i HE:07: a0 608e] Lent_sacedd: 3N BT 8000 FTRL IdmEll- Gt stlepd Dre chah tRE [ Mt i
k=810 Wime66238 Lensd

11112 1921 -99-18 172.16.50.8 17216, 21135 TR 1504 5 - 65209 [ACK k=310 WineGG04S Len=11%0 [TCP segment of & resssesbled POU]
25113 2921-99-28 W6 172,16, 50,8 272,36, 20358 e 134 - G520 (MK 251 Ack=3L0 WineG6ME Lene1Z59 [TCP segment of a resssestled Pou]
15114 1821-85-28 b6 172.15.21.153 172.36.56.8 TR 54 £5205 = B [ACK] SeqeSlh Acke2501 Wined11872 Lensd

11115 2021-99-18
11116 30210918 BExddy

TEIEEY  172.16.80.8 72.36.21.15% HITR (] HTTPAL.1 208 0K  (tewt/heal}
(BMEBE  172.16.21.153 172.15.88.8 TCR 54 E5209 = BB [ACK] SeqeS10 Acke1895 Win=138560 Len=d

HTTP POST to virtua IP for authentication:

13331 2030-00-38 04:a4:90 648118 172.16.31.153 e o 53955 o B0 [SVN] eqed Minefd2ed Loned HIS-1460 WE=255 SACE_PEMa1
12332 2021-08-28 HIGEE 1.0.2.1 TR 66 B+ 52559 [5WN, ACK] Seqed Acksl WinsGEI4 Lened MS5s1190 SACK_FIRMs] Wis1IH
12300 2023-99-28 ] P 54 52059 = B [4K] Feqel Ackel Wlne121972 Lened

12334 2021-09-28 667759 HTTR 509 POST flogin.html MTTP/L.1  (applicarionsi-wi-fors-ur lencoded)

12335 2021-09: 38 B6:84:50.672372 TR 54 B0 = 52359 [ACK] Segel AckeSS6 MEn=54128 Lened

13357 2035-08-38 Bé: e 1814 &8 - 33539 [A0K] Seqel AckeS34 b 138 LaneBd [TCD segmest of o resssesbled Bo]

12338 2021-09-28 o4: 2.0.2. e 1018 80 = 52599 [ACK] SeqeD6l AckeSS6 Winsf4118 Lems080 [TCP segment of & reassesbled POU)
12309 2023-99-28 0% 172, 16,213,150 ™ 5205% =+ B9 [4K] Seqe556 Ack=l372 WimelNI972 Lensd

12340 2011-05-28 BErads 152.0.2.1 HTTP HTTR/L.8 180 O (text/htel)

12341 2021-99-28 192.8.2.1

54
saa

TP 54 20+ 52359 [FIN, ACK] Seqedi) AkeSS6 WimeS4118 Lened
58 5235% = Bb [ACK] SeqeS56 Acke2E1) Wiae1BOSED Lensd
3 $33%% = Bb [A0K] eqeith Acke2a1} wine156380 Lon=d

12342 2020-09:28 B
13393 3031-99-28 04:

172.16.21.153
173.16.31.193

Example of a Successful Attempt

Thisisthe output of a successful connection attempt from the Radio Active trace perspective, usethisasa
reference to identify client session stages for clients that connect to a Layer 3 web authentication SSID.

802.11 authentication and association:

<#root>



2021/09/28 12:59:51.781967 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (nhote): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,

SSID: EWA- Guest, Policy profile: Quest-Policy

, AP Name: (C9117AXI-lobby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI: -39,

2021/09/28 12:59:51.782152 {wncd_x_R0-03}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782357 {wncd_x_R0-0}{1}: [dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
2021/09/28 12:59:51.782480 {wncd_x_R0O-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

Sendi ng associ ation response with resp_status_code: 0

2021/09/28 12:59:51.782483 {wncd_x_R0O-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
2021/09/28 12:59:51.782509 {wncd_x_R0-03}{1}: [dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
2021/09/28 12:59:51.782519 {wncd_x_R0-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
2021/09/28 12:59:51.782611 {wncd_x_R0-03}{1}: [dotll] [26328]: (note): MAC: 3423.874c.6bf7

Associ ation success. AID 1

, Roaming = False, WGB = False, 1lr = False, 1llw = False
2021/09/28 12:59:51.782626 {wncd_x_R0O-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
2021/09/28 12:59:51.782676 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Station Dot 11 association is successful.

Layer 2 authentication skipped:

<#root>

2021/09/28 12:59:51.782727 {wncd_x_R0-03}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
2021/09/28 12:59:51.782745 {wncd_x_R0-03}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782785 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L2 Authentication initiated. nmethod WEBAUTH

, Policy VLAN 2621,AAA override = 0

2021/09/28 12:59:51.782803 {wncd_x_R0-0}{1}: [sanet-shim-transTlate] [26328]: (ERR): 3423.874c.6bf7 wlan
[...]

2021/09/28 12:59:51.787912 {wncd_x_R0-03}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787953 {wncd_x_R0-03}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787966 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L2 Authentication of station is successful., L3 Authentication : 1

ACL plumb:

<#root>

2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth,
2021/09/28 12:59:51.785307 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:51.785378 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6

Applying IPv4 intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O



2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6
Applying IPv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52

, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0-03}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = | P- Adm V6- | nt - ACL- gl oba

2021/09/28 12:59:51.787904 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

|P Learn process:

<#root>

2021/09/28 12:59:51.799515 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.799716 {wncd_x_R0-0}{1}: [client-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

IP-learn state transition: S IPLEARN INIT -> S | PLEARN | N PROGRESS

2021/09/28 12:59:51.802213 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.916777 {wncd_x_R0-0}{1}: [sisf-packet] [26328]: (debug): RX: ARP from interface cap
[...]

2021/09/28 12:59:52.810136 {wncd_x_R0-0}{1}: [client-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Client IP learn successful. Method: ARP I P: 172.16.21.153

2021/09/28 12:59:52.810185 {wncd_x_R0-03}{1}: [epm] [26328]: (info): [0000.0000.0000:unknown] HDL = 0x0
2021/09/28 12:59:52.810404 {wncd_x_R0-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
2021/09/28 12:59:52.810794 {wncd_x_R0O-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:52.810863 {wncd_x_R0-0}{1}: [client-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

IP-learn state transition: S |IPLEARN | N PROGRESS -> S | PLEARN COVPLETE

Layer 3 authentication and redirection process:

<#root>

2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0-03}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:55.324550 {wncd_x_R0-0}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
2021/09/28 12:59:55.324565 {wncd_x_R0-0}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0-0}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[...]



2021/09/28 13:01:29.859434 {wncd_x_R0-03}{1}: [webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

POST rcvd when in LOA@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6
2021/09/28 13:01:29.860335 {wncd_x_R0-03}{1}: [webauth-acl] [26328]: (info): capwap_9000000b[3423.874c.6
2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}: [auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success

2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

Transition to RUN state:

<#root>

2021/09/28 13:01:29.863176 {wncd_x_R0-03}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-03}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-0}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

: 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7

Client state transition: S_CO L3_AUTH | N PROGRESS -> S _CO RUN



