Configure Internal Wired Packet Capture in
Wave 2 and Wifi 6 AP
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Introduction

This document describes how to collect internal wired Packet Capture(PCAP) from Access Point
(AP) Command Line Interface (CLI) with Trivial File Transfer Protocol (TFTP) server.

Contributed by Jasia Ahsan, Cisco TAC Engineer.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- CLI access to AP with Secure Shell (SSH) or Console Access.
- TFTP server
- .PCAP files

Components Used

- 5520 Wireless Lan Controller(WLC) on 8.10.112 code.
- AP 9120AXI
- TFTP server

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Network Diagram
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Configurations

The PCAP configuration has been done with SSH to AP. Three traffic types can be selected
IP,TCP and UDP. In this case IP traffic has been selected.

Step 1. Log in to the AP CLI with SSH.

Step 2. Start the PCAP for IP traffic and run this command,

CLI:

# debug traffic wired ip capture % Witing packets to "/tnp/pcap/2802_capture. pcap0" #reading
fromfile /dev/click wired_|log, |ink-type EN1IOMB ( Et hernet)

Step 3. Notice the output is written to a file in /tmp/pcap folder with the AP name added to the
pcap file.

Step 4. Start a ping test to capture the IP traffic.

CLI:
#pi ng 10. 201. 236. 91 Sending 5, 100-byte | CMP Echos to 10.201.236.91, timeout is 2 seconds !!!!!

Step 5. Stop the capture.

CLI:
#no debug traffic wired ip capture

Step 6. Copy the file to a tftp server.

CLI:

# copy pcap 2802 _capture.pcap0 tftp: 10.201.236.33

HRBHHH PR H T R R R H R H R H R R R
HRAHHH PR R HH TR R SRR R 100. 0%

Note: There is a space before the tftp server ip address.



Verify

Open the file with any packet analysis tool. Wireshark is used here to open this file.

The ping test results can be seen in the image.
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— = 18.281.236.81 18.281.236.91 LCHP 142 Echa (ping) request id=OmEedf, seq=1/256, ttl=64 (reply in 133)

— - 18.281.235.91 18.281.235.81 ICHP 142 Echa (ping) reply id=dubedf, seqel/ /258, ttl=255 (reguest in 131)
~  1p.281.236.81 18.281.236.91 ICHP 142 Ezho (ping) request id=OwScdf, seqs2/512, ttl=64 (reply in 143)
~  1,.281,.236.91 18,281,236, 81 LCHP 142 Echo (ping) reply id=duécdf, seqe2/512, ttl=255 (reguest in 141)
~  1p.281.236.81 18.2081.236.91 ICHP 142 Echa (ping) request IidsexEcdf, seqs=3/768, ttl=&4 (reply in 158)
- 18,201,236.91 10,201,236, 81 LCHP 142 Echo (ping) reply ideBubcdf, feqed/7ER, Ttls=255 (request in 148)
- 18.201.236.8B1 19.201.236.91 ICHP 142 Eche (ping) request Iide@xScdf, sequd /1824, ttlséd (reply in 159)
- 10.201.236.91 10.201.236,81 ECHP 14z Eche (ping) reply ide@xbcdf, sequd 1924, ttls255 (request in 157)
-~ 18.291.236.81 10.201.236.91 ECHP 142 Echo (ping) request Idedxfcdf, sequ5/1288, ttl=é4 (reply in 166)
- 10.201.236.91 10.201.236,81 ECHP 14z Eche (ping) reply ide@xscdf, sequ5 1280, ttls255 (request in 164)
-~ 18.201.236.81 10.201.236.85 ECHP 142 Echo (ping) request Id=duécfd, sequl/256, ttlssd (reply in 196)
- 10.201.236.65 10.201.236,81 ECHP 142 Eche (ping) reply ide@ufcfd, sequl/256, ttl=255 (request in 194)

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.
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