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Introduction

This document provides information on the requirements to configure a Cisco Wireless LAN (WLAN)
Controller for use with the Cisco Airoffe600 Series OfficeExtend Access Point (OEAP). The Cisco Aironet
600 Series OEAP supports split mode operation and it has facilities that require configuration through the

WLAN Controller and features that can be configured locally by the end user. This document also provides
information about the configurations necessary for proper connection and supported feature sets.

Prerequisites

Requirements
There are no specific requirements for this document.

Components Used

The information in this document is based on the Cisco Aironet 600 Series OfficeExtend Access Point
(OEAP).



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Setup Guidelines

» The Cisco Aironet 600 Series OEAP is supported on these controllers: Cisco 5508, WiSM-2 and the
Cisco 2504.

« The first controller release that supports Cisco Aironet 600 Series OEAP is 7.0.116.0

« The controller s Management Interfaces need to be on a routable IP network.

« Corporate Firewall configuration needs to be changed to allow traffic with UDP port numbers 5246
and 5247.

Office Extend Solution Overview

e A user is given an access point (AP) primed with the IP address of the corporate controller, or the us
can enter the IP address of the controller from the configuration screen (setup HTML pages).

* The user plugs the AP to their home router.

* The AP gets an IP address from their home router, joins the primed controller and creates a secured
tunnel.

« Cisco Aironet 600 Series OEAP then advertises the corporate SSID, which extends the same securi
methods and services across the WAN to the user s home.

« If the remote LAN is configured, one wired port on the AP is tunneled back to the controller.

« The user can then enable additionally a local SSID for personal use.

Firewall Configuration Guidelines

The general configuration on the firewall is to allow CAPWAP control and CAPWAP management port
numbers through the firewall. The Cisco Aironet 600 Series OEAP controller can be placed in the DMZ zone

Note: The UDP 5246 and 5247 ports need to be opened on the firewall between the WLAN controller and th
Cisco Aironet 600 Series OEAP.

This diagram shows an Cisco Aironet 600 Series OEAP controller on the DMZ:
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Here is a sample firewall configuration:

interface Ethernet0/0

nameif outside

security—level 0

ip address X.X.X.X 255.255.255.224

I-—— X.X.X.X represents a public IP address

|
interface Ethernet0/2

nameif dmz

security—level 50

ip address 172.16.1.2 255.255.255.0
|

éccess—list Outside extended permit udp any host X.X.X.Y eq 5246
I-—— Public reachable IP of corporate controller

access-list Outside extended permit udp any host X.X.X.Y eq 5247
I-—— Public reachable IP of corporate controller

access-list Outside extended permit icmp any any

global (outside) 1 interface

nat (dmz) 1 172.16.1.0 255.255.255.0

static (dmz,outside) X.X.X.Y 172.16.1.25 netmask 255.255.255.255
access—group Outside in interface outside

In order to transmit the internal AP—Manager IP address to the OfficeExtend AP as part of the CAPWAPP
Discovery Response packet, the controller administrator needs to make sure that NAT is enabled in the
AP-Manager interface and the correct NATed IP address is sent to the AP.

Note: By default, the WLC will only respond with the NAT IP address during AP Discovery when NAT is
enabled. If APs exist on the inside and outside of the NAT gateway, issue this command in order to set the
WLC to respond with both the NAT IP address and Non—NAT (inside) Management IP address:

config network ap—discovery nat—ip—only disable



Note: This is only required if the WLC has a NAT IP address.

This diagram shows NAT is enabled, assuming the WLC has a NAT IP address:
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Note: This configuration is not required in the controller provided it is configured with Internet routable IP
address and not behind a firewall.

Office Extend AP-600 Configuration Steps

The Cisco Aironet 600 Series OEAP will connect to the WLC as a Local Mode Access Point.

Note: Monitor, H-REAP, Sniffer, Rogue Detection, Bridge and SE—Connect modes are not supported on the
600 Series and are not configurable.

Note: Cisco Aironet 600 Series OEAP functionality in the 1040, 1130, 1140 and 3502i Series Access Points
requires configuring the APs for Hybrid REAP (H-REAP) and setting the sub—mode for the AP to Cisco
Aironet 600 Series OEAP. This is not done with the 600 Series beacuse it uses local mode and cannot be
altered.

MAC filtering can be used in the AP authentication during the initial join process to prevent unauthorized
Cisco Aironet 600 Series OEAP units from joining the controller. This image shows where you enable MAC
filtering and configure AP security policies:



e
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security AP Policies

Policy Configuration

Accopt Seif Signod Certificate (SSC) ~
Accept Manufactured [nstalied Certificate (MIC) ~
Accept Local Significant Certificate (LSC)

Authorize MIC APs against auth-list or AAA i

Authorize LSC APs against suth-lst

Entries 1 - 11 of 11
AP Authorization List e

Password P

* Local EAP Search by MAC Search
» Priority Order
MAC Address Certificate Type SHAL Key Mash
» Certificate
00:01:36:11:¢4:59 SSC 4073B33036/05685¢bc9 32946 71821026237 [~
» Access Control Lists 0.01.36:1f:e4:60 SSC 4073¢833036405685¢bc932946 718210262371 [~]

The Ethernet MAC (not the Radio MAC address) is entered here. Also, if entering the MAC address into a
Radius server, lower case must be used. You can examine the AP Event log for information on how to
discover the Ethernet MAC address (more on this later).

WLAN and Remote LAN Configuration Settings

There is one physical remote LAN port (yellow port #4) on the Cisco Aironet 600 Series OEAP. It is very
similar to a WLAN in how it is configured. However, because it is not wireless and a wired LAN port on the
back of the AP, it is called out and managed as a remote LAN port.

While there is only one physical port on the device, up to four wired clients can be connected if a hub or
switch is used.

Note: The remote LAN client limit supports connecting a switch or hub to the remote LAN port for multiple
devices or connecting directly to a Cisco IP phone that is connected to that port.

Note: Only the first four devices can connect until one of the devices is idle for more than one minute. If
using 802.1x authentication, there might be issues attempting to use more than one client on the wired port.

Note: This number does not affect the fifteen limit imposed for the Controller WLANS.
A remote LAN is configured similarly to a WLAN and guest LAN configured on the controller.

WLANSs are wireless security profiles. These are the profiles that are used by your corporate network. The
Cisco Aironet 600 Series OEAP supports at most two WLANs and one remote LAN.

A remote LAN is similar to a WLAN except it is mapped to the wired port on the back of the access point
(port #4 in yellow) as shown in this image:



WLANSs > New

Type WLAN v]
Guest LAN

I

\Remote LAN

Profile Name

SSID

10 vl

Note: If you have more than two WLANS or more than one remote LAN, all need to be placed into an AP
Group.

This image shows where WLANs and the remote LAN are configured:

CIsco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs

¥ WLANS Current Filter;  Ne0e (Sracas raer) (Qeac faer) Create Naa v Geo

¥ Advasced

WLAN 1D Type Profile Name WLAN SS10 Admin Status Security Policies
VLAN Evoralats Erabled -]
r WLAN Cvors_Voice tratied -]

Remen £raries Wore [+

This image shows a sample OEAP group name:

alaln
CISCO MONITOR WIANs CONTROLLER WJRELESS SECURITY MANAGEMENT
WLANs AP Groups
¥ WLANs
WLANS AP Group Name AP Group Description
¥ Advanced EvoraQCAP Group for EvoraCEAPS
AP Groups defayiz-group

This image shows a WLAN SSID and RLAN configuration:

WLANs Ap Groups > Edit 'EvoraOEAP’
e (General | WLANs | APs
¥ Advanced
SNMP NAC
WLAN ID WLAN SSID Interface/Interface Group(G) State
1 EvoraData management Oisabled °
2 Evora_Voice management Owsabled ~ ]
3 EthernetTunnel management Owsabled Q

If the Cisco Aironet 600 Series OEAP is entered into an AP group, the same limits of two WLANs and one
remote LAN apply for the configuration of the AP group. Also, if the Cisco Aironet 600 Series OEAP is in
the default group, which means it is not in a defined AP Group, the WLAN/remote LAN IDs need to be set a
less than ID 8 because this product does not support the higher ID sets.

Keep ID sets to less than 8 as shown in this image:



CONTROLLER WIRELESS SECURITY

WLANSs > New

T-"ce WLAN VJ‘I
Profile Name New Evora WLAN
SSIO EvoraWLAN

Note: If additional WLANS or remote LANs are created with the intent of changing the WLANSs or remote
LAN being used by the Cisco Aironet 600 Series OEAP, then disable the current WLANSs or remote LAN tha
you are removing before enabling the new WLANSs or remote LAN on the 600 Series. If there is more than
one remote LAN enabled for an AP group, disable all remote LANs and then enable only one.

If there are more than two WLANS enabled for an AP group, disable all WLANs and then enable only two.
WLAN Security Settings

When setting the security setting in the WLAN, there are specific elements that are not supported on the 60
series.

For Layer 2 Security, only these options are supported for the Cisco Aironet 600 Series OEAP:

* None
* WPA+WPA2
 Static WEP can also be used but not for .11n data rates.



WLANSs > Edit
~ General "‘| Security |‘" QoS | Advanced "‘|

Note: Only 802.1x or PSK should be selected.

Security encryption settings need to be identical for WPA and WPAZ2 for TKIP and AES as shown in this
image:

WLANSs > Edit
| General | Security | QoS | Advanced |

Layer 2 | Layer3 | AAA Servers |

Layer 2 Security £ | WPA+WPA2 _;]
[] 18MAC Filtering
WPA+WPA2 Parameters

WPA Policy
WPA Encryption AES TKIP
WPA2 Policy
WPA2 Encryption AES TKIP
Auth Key Mgmt £02.1X% v
Clgo2iix 2
atwize

802.1X+CCKM

These images provide examples of incompatible settings for TKIP and AES:



WLANSs > Edit
| General | Security | QoS | Advanced

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security £ WPA+WPRPA2 b
[[] 1eMAC Filtering
WPA+WPA2 Parameters

WPA Policy

WPA Encryption [ zes TKIP
WPA2 Policy 2

WPA2 Encryption [ZI AES D TKIP
Auth Key Mgmt £02.1X v/

WLANSs > Edit
General ] Security | Qos | Advanced

Layer 2 { Layer 3 ] AAA Servers

Layer 2 Security £ | WPA+WPA2 V]
[ 1eMAC Filtering
WPA+WPA2 Parameters

WPA Policy

WPA Encryption O aes TKIP
WPA2 Policy

WPA2 Encryption AES & Txie
Auth Key Mgmt 802.1X ™

Note: Be aware that security settings permit unsupported features.

These images provide examples of compatible settings:

WLANSs > Edit
i General | Security | Qos | Advanced

Layer 2 | Layer 3 | AAA Servers

WLANSs > Edit

 General | Security | QoS | Advanced |

Layer 2 |Hiaverdu]j AN Severs |

yer 2 Security £ | WPA+WPA2 ]
Layer 2 Security £ | WPA+WPA2 :J Layer 2 Security 12 b
MAC Filtenn
[] 16MAC Filtering O g
WPA+WPA2 Parameters
WPA+WPA2 Parameters
WPA Policy )
WPA Policy
WPA Encryption ™ aes Orxie
WPA Encryption v A v TKIP
ryp AES TKIP WPA2 Policy
WPA2 Policy v
VPA2 Policy “ WPA2 Encryption ) aes O txae
WPA2 Encryption AES M Txie Auth Key Mgmt £02.1X v
Auth Key Mgmt 802.1X Y)

MAC Filtering

Security settings can be left open, set for
utilize MAC filtering.

MAC filtering, or set for Web Authentication. The default is to

This image shows Layer 2 and Layer 3 MAC filtering:

WLANSs > Edit

General | Security | Advanced

Layer2 | Layer3 | AAAServers

MAC Filtering

 General | Security | Advanced

WLANSs > Edit

Layer2 | Layer3 | AAAServers

Ncne V!

Web Authentication
Web Passthrough

Layer 3 Security

Preauthentication ACL

QoS settings are managed:




WLANS > Edit
General | Security = QoS | Advanced

Quality of Service (QoS) | Silver (best effort) v
{Platinum (voice
Gold (video)
Silver (best effort)
Bronze (background)

Advanced settings should also be managed:

_ General | Security | QoS | Advanced

Allow AAA Override [J enabled DHCP
Coverage Hole Detection @Enatled DHCP Server O override
Enable Session Timeout [
Aironet IE @nabled OHCP Addr. Assignment [ Required
Diagnostic Channel 0 Enabled Management Frame Protection (MFP)
1Pv6 Enable Z 0O

- MFP Client Protection £ | Optional E
Override Interface ACL None :] Sicatiod

DTIM Period (in beacon mw 1
P2P Blocking Action Oisabled v) C —
- Require
Client Exclusion 2 [ enabled 202.11a/n (1 - 255) 1
Maximum Allowed Clients 2 0 802.11b/g/n (1 - 255)
Notes:

» Coverage Hole Detection should not be enabled.
* Aironet IE (Information Elements) should not be enabled as they are not used.

* Management Frame Protection (MFP) is also not supported, and should be disabled or configured a
optional as shown in this image:

WLANSs > Edit

| General | Security | QoS | Advanced

Allow AAA Override ] enabled oHCP
Coverage Hole Detection ] enabled DHCP Server ] override
Enable Session Timeout (|
Aironet 1€ [ ensbled OMCP Addr. Assignment [[] Required
Diagnostic Channel ] enabled Management Framae Protection (MF@)
1Pvé Enable Z (.

. MFP Chent Protection
Override Interface ACL None |

, DTIM Period (in beac

P2P Blocking Action Oisabled bl |
Client Exclusion 2 [ gnabled

Maximum Allowed Clients £

« Client Load Balancing and Client Band Select are not supported and should not be enabled:

Load Balancing and Band Select
Client Load Balancing O
Client Band Select O




Supported User Count

Only fifteen users are allowed to connect on the WLAN Controller WLANSs provided on the 600 series at any
one time. A sixteenth user cannot authenticate until one of the first clients de—authenticates or a timeout
occurred on the controller.

Note: This number is cumulative across the controller WLANSs on the 600 series.
For example, if two controller WLANSs are configured and there are fifteen users on one of the WLANS, no
users will be able to join the other WLAN on the 600 series at that time. This limit does not apply to the local

private WLANSs that the end user configures on the 600 series designed for personal use and clients connec
on these private WLANS or on the wired ports do not affect these limits.

Channel Management and Settings

The radios for the 600 series are controlled through the Local GUI on the 600 series and not through the
Wireless LAN Controller.

Attempting to control the spectrum channel, power, or disable the radios through the controller will fail to
have any effect on the 600 series.

The 600 series will scan and choose channels for 2.4 GHz and 5.0 GHz during startup as long as the defaul
settings on the Local GUI are left as default in both spectrums.

Note: If the user disables one or both radios locally (that radio is also disabled for corporate access), also as
previously stated, RRM and advanced features such as monitor, H-REAP, sniffer are beyond the capabilitie
of the Cisco Aironet 600 Series OEAP which is positioned for home and teleworker usage.

The channel selection and bandwidth for 5.0 GHz are configured here on the local GUI of the Cisco Aironet
600 Series OEAP.

m HOME CONFIGURATION “ HOME CONFIGURATION

Configuration
Configuration 9
System | ssiD_________DHCP | System $310 DHCP
Login
Login Username admin
Username adenin Password P
Password senne Radio
Radio Interface 5 GHz) -
Radio Seatus e -
Radio Interface (24 GMz) w» Channel Selection
Status Enabled v 802.11 n-mode Enabled v
Channel Selection Sanduia A-'C'y.'“: 3
20 tHz
802.11 n-mode Enabled v oz
Bandwidth 201 ' \ L8 10BN
Notes:

« 20 and 40 MHz wide settings are available for 5 GHz.
e 2.4 GHz 40 MHz wide is not supported and fixed at 20 MHz.
* 40 MHz wide (channel bonding) is not supported in 2.4 GHz.



Configuration Configuration
System System | ____ssio ___________OHcP |
Login

Login Usermame admin
Usemame dmen Password 0000
Password bbbt Radlo

1 Radio Interface (5 GHz) |
a0 Status Enabled (v
Radio Interface 24 GHz) |» Channel Selection Auto v
Status Enabled v 802.11 n-mode Enabled |v]
Channel Selection Ao v Bandwidth
£02.11 n-mode E wl
sandwith 2010 . - o g

Additional Caveats

The Cisco Aironet 600 Series OEAP is designed for single AP deployments. Therefore, client roaming
between the 600 series is not supported.

Note: Disabling the 802.11a/n or 802.11b/g/n on the controller might not disable these spectrums on the Cis
Aironet 600 Series OEAP because local SSID might still be working.

The end user has enable/disable control over the radios inside the Cisco Aironet 600 Series OEAP.

802.11a Global Parameters 802.11b/g Global Parameters
General General
802.11a Network Status Enabled | S02-11b/g Network Status Enabled
802.11g Support [ enabled

802.1x Support on the Wired Port
In this initial release, 802.1x is only supported on Command Line Interface (CLI).
Note: GUI support has not been added yet.

This is the wired port (port #4 in yellow) on the back of the Cisco Aironet 600 Series OEAP and is tied to the
remote LAN (see previous section on configuring remote LAN).

At any time, you can use the show command to display the current remote LAN configuration:
show remote-lan <remote-lan—id>

In order to change the remote LAN configuration, you must first disable it:
remote—lan disable <remote-lan—id>

Enable 802.1X authentication for the remote LAN:

config remote—lan security 802.1X enable <remote-lan—id>



You can undo it by using this command:

config remote—lan security 802.1X disable <remote-lan-id>

For the remote LAN, Encryption is always None (as displayed in show remote—-lan) and not
configurable.

If you want to use local EAP (in the controller) as authentication server:

config remote—lan local-auth enable <profile—name> <remote-lan-id>

Where the profile is defined either through the controller GUI (Security > Local EAP) or CLI (config
local—auth ). Refer to the controller guide for details on this command.

You can undo it bywith this command:

config remote—lan local-auth disable <remote-lan-id>
Or, if you use an external AAA authentication server:

« config remote—lan radius_server auth add/delete <remote—lan-id> <server—id>
 config remote-lan radius_server auth enable/disable <remote-lan—id>

Where server is configured through the controller GUI (Security > RADIUS > Authentication) or CLI
(config radius auth). Refer to the controller guide for more information about this command..

After you are done with the configuration, enable the remote LAN:

config remote—lan enable <remote-lan-id>
Use the show remote-lan <remote—-lan—id> command in order to verify your setting.

For the remote LAN client, you need to enable 802.1X authentication and configure correspondingly. Refer 1
your device user guide.

OEAP-600 Access Point Configuration

This image shows the wiring diagram for the Cisco Aironet 600 Series OEAP:
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The default DHCP scope of the Cisco Aironet 600 Series OEAP is 10.0.0.x so you can browse to the AP on
ports 1-3 using the address of 10.0.0.1. The default username and password are admin.

Note: This is different from the AP1040, 1130, 1140 and 3502i which used Cisco as the username and
password.

If the radios are up and a personal SSID has already been configured, you can access the configuration scr
wirelessly. Otherwise, you need to use local Ethernet ports 1-3.

In order to login, the default username and password are admin.

tlllol'lc
Cisco

Office Extend Access Point

Windows Security

The server 10.0.0.1 at Cisco Office Extend AP requires a username and
password.

Waming: This server is requesting that your usemame and password be

sent in an insecure manner (basic authentication without a secure
connection).

admin

1 m
cisco admin

Remember my credentials

e _ Concel

Note: The yellow port #4 is not active for local use. If a remote LAN is configured on the controller, this port
tunnels back after the AP successfully joins the controller. In order to browse to the device, locally use ports
1-3:

s Y.
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Once you successfully browse to the device, you see the home status screen. This screen provides radio ar
MAC statistics. If radios have not been configured, the configuration screen permits the user to enable the
radios, set channels and modes, configure local SSIDs, and enable the WLAN settings.

U




alraln
Cisco
Configuration ;
9 Apply
System SSID DHCP WAN
Login
Usemame admin
Password coee
Radio
Radw Interface 24GHz v L
Status Enabled ~
Channel Selection Ao -
802.11 n-mode Enabled +
Bandwidth M v

From the SSID screen is where the user can configure the personal WLAN network. The corporate radio SS
and security parameters are set up and pushed down from the controller (after you configure the WAN with
the IP of the controller), and a successful join has occurred.

This image shows an SSID local MAC filtering configuration:

cisco
Configuration R ,
[ System | SSID . DHCP__ WAN

Personal Network

Band Selection 24GHz «
Enabled v
Broadcast v
SSID EVORA24 b
e
MAC Filter

Enabled
Alowed MAC Addresses 0.9 ! $:E2: 1F

After the user configures the personal SSID, the screen below permits the user to set up security on the priv
home SSID, enable radios, and configure MAC filtering if desired. If the personal network is using 802.11n
rates, it is recommended that the user choose an authentication type, encryption type and a passphrase
enabling WPA2-PSK and AES.

Note: These SSID settings are different from the corporate settings if the user chooses to disable one or bot
of the radios (both are alsodisabled for corporate use as well).

Users who have access locally to the admin control settings have control over core functions such as radio
enable/disable unless the device is password protected and configured by the administrator. Therefore, care
must be taken not to disable both radios as this can result in a loss of connectivity even if the device
successfully joins the controller.

This image shows the system security settings:



Security

WPA-PSK Disabled v

WPA2-PSK Enabled v

WEP Encryption

WPA Encryption AES v

WPA passphrase essee Click here to display

Network Key 1
Network Key 2
Network Key 3
Network Key 4
Current Network Key

It is expected that the home teleworker installs the Cisco Aironet 600 Series OEAP behind a home router as
this product is not designed to replace the functionality of a home router. This is because the current versior
of this product does not have firewall support, PPPoE support or port forwarding. These are features
customers expect to find in a home router.

While this product can work without a home router, it is recommended not to position it that way for the
reasons stated. Also, there can be compatibility issues connecting directly to some modems.

Given that most home routers have a DHCP scope in the 192.168.x.x range, this device has a default DHCF
scope of 10.0.0.x and is configurable.

If the home router happens to be using 10.0.0.x, then you must configure the Cisco Aironet 600 Series OEA
to use a 192.168.1.x or compatible IP address to avoid network conflicts.

This image shows a DHCP scope configuration:

ol ' () l "
CISCO CONFIGURATION EVENT_LOG
Configuration (Apply ]
DHCP " WAN |
Local DHCP
IP Address 10001
Subnet Mask 2552552550
Default Gateway 10001
DHCP Server Enabled ~
DHCP Starting IP Address 10.0.0.100
DHCP Ending 1P Address 10.0.0.150
DHCP Lease Time 86400

n Caution: If the Cisco Aironet 600 Series OEAP is not staged or configured by the IT administrator, the

user needs to enter the IP address of the corporate controller (see below) so the AP can successfully join th
controller. After a successful join, the AP should download the latest image from the controller and the
configuration parameters such as the corporate WLAN settings. Also, if configured, the remote LAN settings
wired port #4 on the back of the Cisco Aironet 600 Series OEAP.

If it does not join, verify that the IP address of the controller is reachable via the Internet. If MAC filtering is
enabled, verify that the MAC address is successfully entered into the controller.



This image shows the IP address of the Cisco Aironet 600 Series OEAP controller:

CIsco OME CONFIGURATION

Configuration (Aol

This is where you enter the IP
address of the DMZ OEAP controller

Controller

IP Address
Uplink IP Configuration Example IP
Stauc IP

Domain Name
IP Address
Subnet Mask:
Default Gateway
DNS Server

OEAP-600 Access Point Hardware Installation

This image shows the physical aspects of the Cisco Aironet 600 Series OEAP:
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This AP is designed to be mounted on a table and has rubber feet. It can also be wall mounted, or can sit
upright using the supplied cradle. Try to locate the AP as close to the intended users as possible. Avoid are:
with large metal surfaces, such as sitting the device on a metal desk or near a large mirror. The more walls
objects between the AP and the user result in lower signal strength, and can reduce performance.

Note: This AP utilizes a +12 Volt power supply and does not utilize Power over Ethernet (PoE). Also, the
device does not supply PoE. Make sure the right power adapter is used with the AP. Also, make sure not to
use other adapters from other devices such as laptops and IP phones as these can damage the AP.



The unit can be mounted on the wall with plastic anchors or wood screws.
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The Cisco Aironet 600 Series OEAP has antennas located on the edges of the AP. The user should take ca
not to place the AP in areas near metal objects or obstructions which can cause the signal to become
directional or diminished. The antenna gain is approximately 2 dBi in both bands and designed to radiate in
360 degree pattern. Similar to a light bulb (without a lamp shade), the goal is to radiate in all directions. Thin
of the AP as you would a lamp and try to place it in close proximity to the users.

Metal objects, such as mirrors, obstruct the signal much like the lampshade analogy. You can experience
degraded throughput or range if the signal must penetrate or go through solid objects. If you expect
connectivity, for example in a three story home, avoid placing the AP in the basement and try to mount the
AP in a central location within the home.

The access point has six antennas (three per band).



This image shows a 2.4 GHz Antenna Radiation Pattern (taken from the bottom left antenna).
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This image shows a 5 GHz Antenna Radiation Pattern (taken from the middle right antenna):
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Troubleshooting the OEAP-600

Verify that the initial wiring is correct. This confirms that the WAN port on the Cisco Aironet 600 Series
OEAP is connected to the router and can receive an IP address successfully. If the AP does not appear to j¢
the controller, connect a PC to port 1-3 (home client ports) and see if you can browse to the AP using the
default IP address of 10.0.0.1. The default username and password is admin.

Verify that the IP address for the corporate controller is set. If not, enter the IP address and reboot the Ciscc
Aironet 600 Series OEAP so it can try to establish a link to the controller.

Note: The corporate port #4 (in yellow) cannot be used to browse to the device for configuration purposes.
This is essentially a dead port unless a remote LAN is configured. Then, it will tunnel back to corporate
(used for wired enterprise connectivity)

Check the event log to see how the association progressed (more on this later).

This image shows the Cisco Aironet 600 Series OEAP wiring diagram:
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Cisco Aironet 600 Series
OfficeExtend AP Overview

This image shows the Cisco Aironet 600 Series OEAP connectivity ports:
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1 |Local Ethernet LEDs 1 through 3 8 |WAN Port
2 |Remote LAN LED 9 |Remote LAN Port
3 |Status LED 10 |Local Ethernet Ports | through 3
4 |Wircless LED 11 |Reset Button
5 |WANLED 12 |Power Toggle Switch
6 |USB LED (future) 13 |Power Connector
7 |Power Indicator LED

If the Cisco Aironet 600 Series OEAP fails to join the controller, it is recommended that you check these
items:

1. Verify that the router is functional and connected to the WAN Port of the Cisco Aironet 600 Series
OEAP.

2.Connect a PC to one of the ports 1-3 on the Cisco Aironet 600 Series OEAP. It should see the
Internet.

3. Verify that the IP address of corporate controller is in the AP.

4. Confirm that the controller is on DMZ and reachable via the Internet.

5. Verify join and confirm the Cisco logo LED is solid blue or purple.

6. Allow for enough time in case the AP needs to load a new image and restart.

7.1f a firewall is in use, verify that UDP 5246 and 5247 ports are not blocked.

This image shows the Cisco Aironet 600 Series OEAP logo LED status:



Understanding Cisco Aironet 600 Series OfficeExtend AP LEDs

Status LED Meaning

Purple Association status, when CAPWAP is connected: Normal
operating condition, but no wireless client associated.

Blue Association status, when CAPWAP is connected: Normal
operating condition, at least one wireless client association.

Flashing blue Operating Status: Software upgrade in progress.

Flashing orange Operating Status: No IP address, waiting for DHCP IP.

Cycling through purple, |Operating Status: Discovery/join process in progress, no client

orange and blue associated.

Cycling through purple, |Operating Status: Discovery/join process in progress, with

orange client associated.

Orange Cisco 10S errors: Software failure; try disconnecting and

rcconncctinﬁ unit power.

If the join process fails, the LED cycles though colors or perhaps flashes orange. If this occurs, check the
event log for further details. In order to get to the event log, browse to the AP (using personal SSID or wired
ports 1-3) and capture this data for the IT administrator to review.

This image shows the Cisco Aironet 600 Series OEAP event log:

Eefresh  Close Window

Event Log

Nov 12 06:31:359.393:

SENDING DISCOVERY BEQUEST wepStartAcDiscovery:1298, Comtroller : 1P Address OxcOaBOlel
*Nov 12 06:131:159.394: Discovery Response from ~1062731295

"Nov 12 06:31:59.411: Dotil binding decode: Discovery Response

"Nowv 12 06:32:09.391: Selected NVAR 'Evora-SC' (index 0).

*Nov 12 06:32:09.391: Ap mgr count=l

*Nov 12 06:132:109.391:1 Go joim a capvap controller

"Nov 12 06:32:09,392: Choosing AP Ngr with index O, IP = OxcOadOlel, ioad = 0,
"Nov 12 06:32:09.392: Synchronizsing time with AC time.

*Nov 11 14:31:45.000: CAPWAP State: DTLS Setup.

*Nov 11 14:131:145.619: Dtls Sessiom Established with the AC -1062731295,pore= 5246
"Nowv 11 14:31:45.620: CAPWAP State: Joim.

"Nov 11 14:31:45.620: Join request: versioa*117469704

*Nov 11 14:31:45.621: Join request: hasNaximus Nessage Payload

"Nov 11 14:31:45.621: Dotil binding encode: EIncoding JOin request

"Nov 11 14:31:45.622: Sending Joim Requeat Path NTU payload, Length 1376

*Nov 11 14:131:145.62
"Nov 11 14:01:45.42

: Join Response from ~106273129S
i PTRU : Setting NTV to : 1405

*Now 11 14:31:45.62
*Nov 11 14:131:145.62
"Nov 11 14:31:45
TNov 11 14:31:45,
*Now 11 14:31:45.
*Nov 11 14131145,
Nov 11 14:31:45,

: Dotil binding decode: Joins Response

1 Starting Post Joim timer

CAPWAP State: Image Data,

: Stopping Poat Joim Timer and Starting NeartBeat Timer

28: Image Data Reguest sent to ~106273129S5

1 Image Data Response from -106273129S

3 Jtarting image downlond...eerarnannne

Now 11 14:31:52. : Successfully downloaded image

*Nov 11 14:32:46. : Pebooting....

"Nov 11 14:32:46.422: Duplicate sequence number 240 in request. -

If the join process fails and this is the first time the Cisco Aironet 600 Series OEAP has tried to connect to th
controller, check the AP join statistics for the Cisco Aironet 600 Series OEAP. In order to do this, you need
the Base Radio MAC of the AP. This can be found in the event log. Here is an example of an event log with
comments to help you interpret this:



WAN port has not obtained IP address,
otherwise it will be shown here,

Eventlog 1

AP Mac address Base Radio MAC is 00:22:BD:DAB6:00

*Jan 01 08:00:05.420: eth0 \;ﬁnkenap:ﬂhemel HWaddr‘(Oi!.(0.0S:A&SB

*Jan 01 08:00:05.420: UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
*Jan 01 08:00:05.420: RX packets:1 errors:0 dropped:0 overruns:0 frame:0

*Jan 01 08:00:05.420: TX packets:0 errors:0 dropped:0 overruns:0 carrier:0

*Jan 01 08:00:05.420: collisions:0 txqueuelen:100

*Jan 01 08:00:05.421; RX bytes:64 (64.0 b) TX bytes:0(0.0 b)

*Jan 01 08:00:05.421: Interrupt:4 Base address:0x2000

*Jan 01 08:00:05.421: L

*Jan 01 08:00:05.444: ethl  Llinkencap:Ethernet HWaddr 00:22:8D:DA:B6:07

*Jan 01 08:00:05.444; UP BROADCAST RUNNING ALLMULTI MULTICAST MTU:1500 Metric:1
*Jan 01 08:00:05.444; RX packets:0 errors:0 dropped:0 overruns:0 frame:0

*Jan 01 08:00:05.444:; TX packets:0 errors:0 dropped:0 overruns:0 carrier:0

*Jan 01 08:00:05.444; collisions:0 txqueuvelen:100

*Jan 01 08:00:05.444: RX bytes:0 (0.0 b} TX bytes:0(0.0 b)

*Jan 01 08:00:05.445: Interrupt:3 Base address:0x1000

*Jan 01 08:00:05.445;

*Jan 01 08:00:05.467: Kernel IP routingtable

*Jan 01 08:00:05.467: Destination Gateway Genmask Flags Metric Ref  Use lface
*Jan 01 08:00:05.467; 127.000 * 255000 U 0 0 Ol

*Jan 01 08:00:05.489: IPaddress HW type Flags HW address Mask Device
*Jan 01 08:00:05.540: oeap_mwar_ipaddr0= YYYY

*Jan 01 08:00:07.074:

Controller IPaddress configured in local GUI

0054886/emailAd

~

cenificate

Subject: C=p§¥=’($ fifornia, L=Sanjose, 0=CISCO, OU=WNBU, CN=OEAP602-COC1C

Once this is known, you can look in the controller monitor statistics to determine whether the Cisco Aironet
600 Series OEAP has joined the controller or has ever joined the controller. Also, this should provide an
indication on why, or if, a failure has occurred.

If AP authentication is required, verify the Cisco Aironet 600 Series OEAP Ethernet MAC address (not the
radio MAC address) has been entered into the Radius server in lower case. You can determine the Etherne
MAC address from the event log as well.

Searching on the Controller for the Cisco Aironet 600 Series OEAP

Cisco MONITOR  giANs CONTROLLER WIRILESS  SEOURITY  MANAGIMINT  COMMANDS  MILP  FEXDBACX

Smomary
» Access Polaty
b Cince Cloanhie

- Statingicy

Seacch AP
» o0

b Rogees

Chents

A2 Nome

Mot
e

PoooooooDooDoD

If you have determined that Internet is accessible from a PC connected to the local Ethernet port, but the AF
still cannot join the controller, and you have confirmed the controller IP address is configured in the local AP
GUI and is reachable, then confirm if the AP has ever joined successfully. Perhaps the AP is not in the AAA
server. Or, if DTLS handshaking fails, the AP might have a bad certificate or date/time error on the controlle

If no Cisco Aironet 600 Series OEAP units can join the controller, verify that the controller is on the DMZ is
reachable and has UDP ports 5246 and 5247 open.



How to debug client association issues

The AP joins the controller properly, but the wireless client cannot associate with the Corporate SSID. Chec
the event log to see if an association message reaches the AP.

The next figure shows the normal events for client association with corporate SSID with WPA or WPA2. For
SSID with open authentication or static WEP, there is only one ADD MOBILE event.

Event Log Client Association

*Feb 19 20:26:58.876: (Re)Assoc-Req from00:24:d7:2a:72:c0 forwarded to WLC, wired: no
*Feb 19 20:26:58.941: received assoc-rsp for wireless client, status=0000

*Feb 19 20:26:58.942:
ADD_MOBILE from WLC,wmeEnabled=1,encrptPolicy=1

*Feb 19 20:26:58.942: ADD MOBILE: client 00:24:d7:2a3:72:c0, slot=0,vapid=1

*Feb 19 20:27:00.648:
ADD_MOBILE from WLC,wmeEnabled=1,encrptPolicy=4

*Feb 19 20:27:00.649: ADD MOBILE: client 00:24:d7:2a:72:c0, slot=0,vapid=1

If (Re)Assoc—Req event is not in the log, verify the client has the right security settings.
If (Re)Assoc—Req event shows up in the log but the client cannot associate properly, enable the debug clier

<MAC address> command on the controller for the client and investigate the problem in the same way as a
client working with other Cisco non—OEAP access points.

How to interpret the event log

The following event logs with comments can assist you in troubleshooting other Cisco Aironet 600 Series
OEAP connection issues.

Here are a few samples collected from the Cisco Aironet 600 Series OEAP event log files with comments to
help with interpreting the event log:



*Jan 01 08:00:07.093:
*Jan 01 08:00:08.975:
*Jan 01 08:00:09.009:
*Jan 01 08:00:09.042:
*Jan 01 08:00:09.044:
*Jan 01 08:00:09.193:
*Jan 01 08:00:09.194:
*Jan 01 08:00:09.194:

Event log 2

Build version 7.0.112.66 (compiled Feb 19 2011 at 16:29:58).

CAPWAPState: Init, Discovery Requestsent

CAPWAP State: Discovery.

Starting Discovery. IFAP can not get IP address, Discovery resp. received from
then Discovery Req. will not be sent

CAPWAP State: Discovery. controller. If no response from

Discovery Request sentto Y.Y.Y.Y with di rytype setto 1 controller, then need to check

Discovery Request sentto Y,Y.Y.Y ith disovery type setto 1 whether controller

is accessible

SENDING DISCOVERY REQUEST wtpStartAcDiscovery:1338, Controller Cisco_7d:88:00: IP Address

*Jan 01 08:00:09.195:
*Jan 01 08:00:09.256:
*Jan 01 08:00:09.272:
*Jan 01 08:00:09.272:
*Jan 01 08:00:09.272:
*Jan 01 08:00:09.273:
*Jan 01 08:00:09.273:
*Jan 01 08:00:09.273:
*Jan 01 08:00:09.274:
*Jan 01 08:00:09.274:
*Jan 01 08:00:12.133:
*Jan 01 08:00:19.182:
*Jan 01 08:00:19.183:
*Jan 01 08:00:19.183:
*Jan 01 08:00:19.183:
*Jan 01 08:00:19.183:
*Jan 01 08:00:19.183:
*Feb 19 23:33:56.000:
*Feb 19 23:34:16.813:

*Feb 19 23:34:16.813
*Feb 19 23:34:16.814

*Feb 19 23:34:16.815,
*Feb 19 23:34:16.815
*Feb 19 23:34:16.815

*Feb 19 23:34:16.887

: Join Response from Y.Y.Y.Y
*Feb 19 23:34:16.888: PTMU : Setting MTU to : 1485

Discovery Request sentto Y.Y.Y.Y
Discovery Response from Y.Y.Y.Y

with discovery type set 1o 0

Dot11 binding decode: Discovery Response

wipDecodeDiscoveryResponse Discovery Latency: 0, WLC: IP=  Y.Y.Y.Y ., name=C 7d:88:00, index
Discovery Response from Y.Y.Y.Y

Dot11 binding decode: Discovery Response

wipDecodeDiscoveryResponse Discovery Latency: 0, WLC: IP« Y.Y.Y.Y . name«Cisco_7d:88:00, index

Discovery Response from Y.Y.Y.Y

Dot11 binding decode: Discovery Response

wipDecodeDiscoveryResponse Discovery Latency: 0, WIC: IP= Y.Y.Y.Y |, name=Cisco_7d:88:00, index

Droppingdtls packet since session is not established. ab462383, 147¢, c0a80121, 147¢, 0

Selected MWAR 'Cisco_7d:88:00'(index 0).

Selected MWAR 'Cisco_7d:88:00' (index 0).

é‘;mﬂ cotiut=1 Selected controller to join, timestamp synced to the controller
joina capwap controller

Choosing AP Mgr withindex0, IP« . Y.Y.Y.Y

« DTS handshaking with the controller
Synchronizing time with AC time. £

completed. If certificate has problem, then

CAPWAP State: DTLS Setup. the failure will happen here
Dtls Session Establishedwiththe AC  Y.Y.Y.Y | port=5246 &

Event log 3
: CAPWAP State: Join,

: Join request: version«7.0.114.76

: Join request: hasMaximum Message Payload
: Dot11 binding encode: Encoding join request
: Sending Join Request Path MTU payload, Length 1376

Join Resp. from controller
IfAP is not added to AAA server,
this step will fail.

&
g

*Feb 19 23:34:16.888: Dot11 bindingdecode: Join Response

*Feb 19 23:34:16.889
*Feb 19 23:34:16.890
*Feb 19 23:34:16.890
*Feb 19 23:34:16.890

: Starting Post Join timer

: CAPWAP State: Image Data.

: Controller Version: 7.0,114.76
: APVersion:7.0.114.76

*Feb 19 23:34:16.891: CAPWAP State: Configure.
*Feb 19 23:34:16.891:
*Feb 19 23:34:16.893:
*Feb 19 23:34:16.895:

-—

SW, image download willhappen,

Dot11 bindingencode: Encodingconfiguration status request.
wapp_encode_ap_reset_button_payload: reset button state off
Configuration Statussentto Y.Y.Y.Y

*Feb 19 23:34:17.019: Configuration Status Response from Y.Y.Y.Y

*Feb 19 23:34:17.022: CAPWAP State: Run,

*Feb 19 23:34:17.022: Dot11 bindingencode: Encodingchange state event request. C fiaurati lete

*Feb 19 23:34:17.023: CAPWAP State: Run. A PO CORTGIITIR COMmpiete
Event log 4

*Feb 19 23:34:17.023: CAPWAP moved to RUN state stopping post join timer

*Feb 19 23:34:17.399: capwapWtpDIForwarding{) returned 1 WILANSs are configured for

2.4 GHz Radi

*Feb 19 23:34:17.602: capwapWtpDIForwardingi) returned 1 ¢ fadio

*Feb 19 23:34:17.762: Change State Event Response from -1421466749

*Feb 19 23:34:17.853: SSID alpha, WIANID 1, added to the slot[0], enabled

*Feb 19 23:34:18.045: SSID alpha_phone, WIANID 2, added to the slot[0], enable Remote-lan is configured

*Feb 19 23:34:18.118: Ethernet Backhaul WIANID = 3,qos=0

*Feb 19 23:34:18.281: SSID alpha,WIANID 1, added to the slot[1], enabled WILANs are configured for

*Feb 19 23:34:18.522: SSID alpha_phone, WIANID 2, added to the slot[1], enabled &5 GHz Radio

Controller and AP have same version
SW, noimage download is need. When
controller is upgraded to new version



When the Internet connection appears unreliable

The event log example in this section can occur when the Internet connection fails or ends up being very slc
or intermittent. This can be caused by your ISP network, the ISP modem, or your home router. Sometimes
connectivity from the ISP drops or becomes unreliable. When this occurs, the CAPWAP link (tunnel back to
corporate) can fail or have difficulty.

Here is an example of such a failure in the event log:

*Feb 16 07:13:24.918: Re-Tx Count= 0, Max Re-Tx Value=5, NumofPendingMsgs=1

*Feb 16 07:13:36.919: Re-Tx Count=4, Max Re-Tx Value=5, NumofPendingMsgs=2

*Feb 16 07:13:39.919: Max retransmission count exceeded going back to DISCOVER mode.

*Feb 16 07:13:39.919: Retransmission count for packet exceeded max{UNKNOWN_MESSAGE_TYPE (218103808)., 2)
*Feb 16 07:13:39.919: Retransmission count exceeded max, ignoringas the ethernet is overloaded

*Feb 16 07:13:42.918: Re-Tx Count= 6, Max Re-Tx Value=5, NumofPendingMsgs«2

Comment : This Retransmission continues on....... Multiple times..

*Feb 16 07:13:42.919: Max retransmission count exceeded going back to DISCOVER mode.

*Feb 16 07:13:42.919: Retransmission count for packet exceeded max{UNKNOWN_MESSAGE_TYPE (218103808)
*Feb 16 07:14:09.919: GOING BACKTO DISCOVER MODE

*Feb 16 07:14:09.920: CAPWAP State: DTLS Teardown.

*Feb 16 07:14:14,918: DTLS session cleanup completed. Restartingcapwap state machine,

*Feb 16 07:14:14.919:

|Lost connection to the controller, &oingto re-start evora...

Additional debug Commands

When using the Cisco Aironet 600 Series OEAP in a hotel or other pay for use venue, before the Cisco
Aironet 600 Series OEAP can tunnel back to the controller, you need to get through the walled garden. In
order to do this, plug a laptop into one of the wired local ports (port 1-3) or use a personal SSID to login to
the hotel and satisfy the splash screen.

Once you have Internet connectivity from the home side of the AP, the unit establishes a DTLS tunnel and
your corporate SSIDs. Then, wired port #4 (assuming a remote LAN is configured) becomes active.

Note: This might take a few minutes, watch the Cisco logo LED for solid blue or purple to indicate successfu
join. At this point both personal and corporate connectivity are active.

Note: The tunnel breaks when hotel or another ISP disconnects (usually 24 hours). Then, you have to start
same process over. This is by design and is normal.

This image shows Office Extend in pay—for-use configuration:

Hotel Plug Hotel
Connection Ethernet into WAN
_—~port on OEAP-600

clients

Ports 1-3

This image shows additional debug commands (radio interface information):



Below are the new diagnostics commands for the OEAP 600
The WLC CLI of “show tech” is

debugap enable <apname>

then:

debugap command “evoraTechSupport“ <apname> =» the information about system and radio slot 0/1
debugap command “evoraTechSupport 2 <apname> =» more info about radio slot 0 (2.4G)

debugap command “evoraTechSupport 3“ <apname> =» more info about radio slot 1 (5G)

The “show eventiog™ is the same as other APs

show ap eventiog <apname>

Known Issues/Caveat

When you upload the configuration file from a controller to a TFTP/FTP server, Remote—LAN configurations
are uploaded as WLAN configurations. Refer to Release Notes for Cisco Wireless LAN Controllers and
Lightweight Access Points for Release 7.0.116.0 for more information.

On the OEAP-600, if the CAPWAP connection fails due to an authentication failure on the controller, the
Cisco logo LED on the OEAP-600 can turn off for some time before the OEAP-600 tries to restart the
CAPWAP attempt. This is normal so you should be aware that the AP did not die should the logo LED
momentarily turns off.

This OEAP-600 product has a different login name then previous OEAP Access Points, to be consistent wit
home products such as Linksys, the default username is admin with a password of admin the other Cisco
OEAP Access Points such as the AP-1130 and AP-1140 have a default user name of Cisco with a passwo
of Cisco.

This first release of the OEAP-600 has 802.1x support, but it is only supported on the CLI. Users who try to
make changes to the GUI can lose their configurations.

When you use the OEAP-600 in a hotel or other pay for use venue, before the OEAP-600 can tunnel back
the controller, you need to get through the walled garden. Simply plug a laptop into one of the wired local
ports (port 1-3) or use a personal SSID log into the hotel and satisfy the splash screen. Once you have inte|
connectivity from the home side of the AP, the unit then establishes a DTLS tunnel and your corporate SSIC
and wired port #4, which is assumed that Remote—LAN is configured, then becomes active. Note that this
may take a few minutes, watch the Cisco logo LED for solid blue or purple to indicate successful join. At this
point both personal and corporate connectivity are active.

Note: Tthe tunnel can break when hotel or other ISP disconnects (usually 24 hours) and you would have to
restart same process. This is by design and is normal.

Office Extend in pay for use venue
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These are some additional enhancements introduced in the Cisco 7.2 release:

 Addition of 802.1x security added in GUI

* Ability to disable local WLAN access on the AP from controller disabling personal SSID allowing
only corporate configuration

» Channel assignment selectable options

» Support changed from 2 corporate SSID to 3 SSIDs

 Support for Dual RLAN port feature

Addition of 802.1x security added in GUI
802.1x now added to the GUI
MINIIT
CIsco MONITOR  WLANs CONTROLLER WIRELESS

WLANSs WLANSs > Edit ‘'remote’

WLANs " General | Security | Advanced |
WLANS

Advanced Layer 2 | Layer 3 | AAA Servers "|

Layer 2 Security  :MNone iw
MNone

Notes in regards to authentication for remote LAN port.



802.1x authentication for remote-LAN port

WCS shall be provided to enable 802.1x Layer 2 Security and configure AAA
server for remote-LAN. WEP encryption shall be always disabled.

Same as 802.1x authentication for wireless clients, in 802.1x authentication for remote-LAN
client, WLC acts as authenticator. Evora AP just forwards the EAPOL packets. AP converts
EAPQL Ethernet packet to 802.11 data frame before sending it to WLC. The destination
address in the 802.11 data frame shall be set to BSSID for remote-LAN. There is no data
encryption for the Ethernet packets transferred on remote-LAN port. So there isno key
exchange on EAPOL. The data security is provided by DTLS on CAPWAP data channel.

Following EAP methods are supported:
. EAP-TLS
. PEAP
. EAP-TTLS.

Ability to disable local WLAN access on the AP from controller disabling personal SSID
allowing only corporate configuration

Disable local WLAN access
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The channel assignment selectable options are:

« AP controlled locally
* WLC controlled

RF Channel and Power Assignments now local or WLC controlled
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Manually configure channel and power level

In JMR1 release, there isno configuration option for 802.11a/n and 802.11b/g/n radios for
“General”, “RF Channel A«lgnment‘ and *“Tx Power Level Assignment” portions. The
“Admin Status” in “General” shall be display only. The options for “Assign Method™ are
changed to “Custom Configured” and “AP Controlled”. By default “AP Controlled” is

Configured” mode.

OEAP-600 does not support DFS channels so that WLC shall not allow these channels to be
configured. [[his new assignment method is passed to AP with CAPWAP payload.

In AP, when the channel is“AP Controlled”, then the channel is controlled by the setting
from local AP GUL Otherwise the channel set by WCS is used.

The channel assign method and the assigned channel are saved in NVRAM and displayed in
local GUL

In AP, when the power is“AP controlled”, then the maximum power level is always used.
Otherwise the power level set by WCS is used.

The assign method for TX power level and assigned TX power level shall be saved in flash
so that they can take effect afier AP reboots.

When “Reset to Default” operation is performed, the assign method is set to “AP
controlled”.

Support for Dual RLAN port feature (CLI only)

This note applies to OEAP-600 series APs using the Dual RLAN Ports feature, which allows OEAP-600
Ethernet port 3 to operate as a remote LAN. The configuration is only allowed through the CLI, and here is ¢
example:

Config network oeap—600 dual-rlan—ports enable|disable
In the event that this feature is not configured, the single port 4 remote—lan continues to function. Each port

uses a unique remote—lan for each port. The remote—lan mapping is different, which depends on whether th
default—group or AP Groups is used.



Default—group

If the default—group is used, a single remote LAN with an even remote-lan ID is mapped to port 4. For
instance, the remote-lan with remote-lan-id 2 is mapped to port 4 (on the OEAP-600). The remote—lan wit
an odd numbered remote-lan ID is mapped to port 3 (on the OEAP-600).

As an example, take these two remote-lans:

(Cisco Controller) >show remote—lan summary
Number of Remote LANS...........ccccevvveenne 2

RLAN ID RLAN Profile Name Status Interface Name

2 rlan2 Enabled management
3 rlan3 Enabled management

rlan2 has an even numbered remote—lan ID, 2, and as such maps to port 4. rlan3 has odd remote—lan ID 3,
SO maps to port 3.

AP Groups

If you use an AP group, the mapping to the OEAP-600 ports is determined by the AP—-Group ordering. In
order to use an AP group, you must first delete all remote—lans and WLANSs from the AP—-group and leave it
empty. Then add the two remote-lans to the AP group. First add the port 3 AP remote—-LAN first, then add
port 4 remote group, and finally add any WLANS.

A remote-lan in the first position in the list maps to port 3, and second in the list maps to port 4, as in this
example:

RLAN ID RLAN Profile Name  Status Interface Name

2 rlan2 Enabled management
3 rlan3 Enabled management
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