5760/3850 Series WLC PEAP Authentication
with Microsoft NPS Configuration Example
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Introduction

This document describes how to configure Protected Extensible Authentication Protocol (PEAP)
with Microsoft Challenge Handshake Authentication Protocol Version 2 (MS-CHAP v2)
authentication on a Cisco Converged Access Wireless LAN (WLAN) deployment with the Microsoft
Network Policy Server (NPS) as the RADIUS server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics before you attempt the configuration
described in this document:

- Basic Microsoft Windows Version 2008 installation
- Cisco Converged Access WLAN controller installation
Ensure that these requirements are met before you attempt this configuration:

- Install the Microsoft Windows Server Version 2008 Operating System (OS) on each of the
servers in the test lab.

- Update all of the service packs.

- Install the controllers and Lightweight Access Points (LAPS).

. Configure the latest software updates.



Note: For initial installation and configuration information for the Cisco Converged Access
WLAN controllers, refer to the CT5760 Controller and Catalyst 3850 Switch Configuration
Example Cisco article.

Components Used

The information in this document is based on these software and hardware versions:

- Cisco 5760 Series WLAN Controller Version 3.3.2 (Next Generation Wiring Closet (NGWC))
- Cisco 3602 Series LAP

- Microsoft Windows XP with Intel PROset Supplicant

- Microsoft Windows Version 2008 Server that runs NPS with Domain Controller Roles

- Cisco Catalyst 3560 Series Switch

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information

PEAP uses Transport Level Security (TLS) in order to create an encrypted channel between an
authenticating PEAP client, such as a wireless laptop, and a PEAP authenticator, such as the
Microsoft NPS or any RADIUS server. PEAP does not specify an authentication method but
provides additional security for other Extensible Authentication Protocols (EAPS), such as EAP-
MS-CHAP v2, that can operate through the TLS-encrypted channel that is provided by PEAP. The
PEAP authentication process consists of two main phases.

PEAP Phase One: TLS-Encrypted Channel

The wireless client associates with the Access Point (AP). An IEEE 802.11-based association
provides an open system or shared key authentication before a secure association is created
between the client and the AP. After the IEEE 802.11-based association is successfully
established between the client and the AP, the TLS session is negotiated with the AP.

After authentication is successfully completed between the wireless client and the NPS, the TLS
session is negotiated between the client and the NPS. The key that is derived within this
negotiation is used in order to encrypt all subsequent communication.

PEAP Phase Two: EAP-Authenticated Communication

EAP communication, which includes EAP negotiation, occurs inside of the TLS channel that is
created by PEAP within the first stage of the PEAP authentication process. The NPS authenticates
the wireless client with EAP-MS-CHAP v2. The LAP and the controller only forward messages
between the wireless client and the RADIUS server. The WLAN Controller (WLC) and the LAP
cannot decrypt the messages because the WLC is not the TLS endpoint.

Here is the RADIUS message sequence for a successful authentication attempt, where the user
supplies valid password-based credentials with PEAP-MS-CHAP v2:

1. The NPS sends an identity request message to the client:


http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-vlan/116342-config-wlc-00.html
http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-vlan/116342-config-wlc-00.html

EAP- Request/ |l dentity
2. The client responds with an identity response message:

EAP- Response/ I dentity
3. The NPS sends an MS-CHAP v2 challenge message:

EAP- Request / EAP- Type=EAP Ms- CHAP-V2 (Chal | enge)
4. The client responds with an MS-CHAP v2 challenge and response:

EAP- Response/ EAP- Ty pe=EAP- M5- CHAP- V2 ( Response)
5. The NPS responds with an MS-CHAP v2 success packet when the server successfully
authenticates the client:

EAP- Request / EAP- Type=EAP- M5- CHAP- V2 ( Success)
6. The client responds with an MS-CHAP v2 success packet when the client successfully
authenticates the server:

EAP- Response/ EAP- Type=EAP- M5- CHAP- V2 ( Success)
7. The NPS sends an EAP-type-length-value (TLV) that indicates successful authentication.

8. The client responds with an EAP-TLV status success message.

9. The server completes authentication and sends an EAP-Success message in plain text. If
VLANSs are deployed for client isolation, the VLAN attributes are included in this message.

Configure

Use this section in order to configure PEAP with MS-CHAP v2 authentication on a Cisco
Converged Access WLC deployment with the Microsoft NPS as the RADIUS server.

Network Diagram
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In this example, the Microsoft Windows Version 2008 server performs these roles:

. Domain controller for the wireless.com domain

- Domain Name System (DNS) server

- Certificate Authority (CA) server

- NPS in order to authenticate the wireless users

- Active Directory (AD) in order to maintain the user database

The server connects to the wired network through a Layer 2 (L2) switch, as shown. The WLC and
the registered LAP also connect to the network through the L2 switch.

The wireless clients use Wi-Fi Protected Access 2 (WPA2) - PEAP-MS-CHAP v2 authentication in
order to connect to the wireless network.

Configurations
The configuration that is described in this section is completed in two steps:

1. Configure the 5760/3850 Series WLC with the CLI or GUI.



2. Configure the Microsoft Windows Version 2008 server for NPS, Domain Controller, and User
Accounts on the AD.

Configure Converged Access WLCs with the CLI

Complete these steps in order to configure the WLAN for the required client VLAN and map it to
the Authentication Method List with the CLI:

Note: Ensure that dotlx system auth control is enabled on the WLC, or the dot1X does
not work.

1. Enable the AAA new model feature.

2. Configure the RADIUS server.

3. Add the server into the Server Group.

4. Map the Server Group to the Method List.

5. Map the Method List to the WLAN.

aaa new-model

!

!

aaa group server radius M crosoft_NPS

server nanme M crosoft_NPS

!

aaa aut hentication dotlx M crosoft_NPS group M crosoft_NPS

aaa authorization network Microsoft_ NPS group Microsoft_ NPS
radi us server M crosoft_NPS

address ipv4 10.104.208.96 auth-port 1645 acct-port 1646
ti meout 10

retransmt 10

key Ciscol23

wlan Microsoft_ NPS 8 Microsoft_NPS
client vlian VLANOO20
no excl usionli st
security dot1lx authentication-list Mcrosoft_NPS
session-timeout 1800
no shut down

Configure Converged Access WLCs with the GUI

Complete these steps in order to configure the Converged Access WLCs with the GUI:

1. Enable the dotlx system-auth-control:



&t Home  Monitor | ¥ Configuration | v

Security General
*  AAA
»  Method Lists Dat1x System Auth Contral
L Generdl Local authentication More | =

& Authentication Local Authorization _Nore | =

B Accounting

2. Navigate to Configuration > Security > AAA in order to add the RADIUS server:

i anfns
CISCO  Wireless Controller

™ Home  Monitor | Configuration m

security wizard 2neral
- BAA Cantroller
Wireless -
* Method Lists . | ocal Authenti
Security | ocal Authoriz:
U General
Cornrnarnds

U Authentication

d Accounting
U Autharization
¥ Server Groups
3. Navigate to RADIUS > Servers, click NEW, and update the IP address of the RADIUS

server along with the shared secret. The shared secret should match the shared secret that
is configured on the RADIUS server as well.



Security Radius Servers
Radiug Servers = Edit
v AsL
h :] Mo Lets Servar Name ficroEnft_MPs
el Server 1P Acddress [oacszisce |
" RADIVS Shared Secrat | dEREEEE |
e Confirm Sharsd Secrst | sssssase |
_ Falback Auth Port [0-55323) 1843
B R S fect Port (0-65535) 1646

|1 LDAP Servers Server Timeout (0-1000) secs| 10

— Lsars Aetry Count (0-100) 10 |

ML Fitering
o |Enab|a -
AP Polcy Support for REC 35768

13 I mesl CAM

After you configure the RADIUS server, the Server tab should appear similar to this:

ot Home  Maritoe | v Configwation | v Administration [v Help

Radius Servers

Security
& ann Mew  Remowe
» £ Methed Lists Server Name Adcess Auth Port Arct Port
v [ Server Groups O acs 10.106.102.50  1F45 1646
~ [ RADIUS 0O == 10.106.96.21 1645 1646
iz O Microsoft_MPS 10.104.208.06 1645 1646

(SIS [

4. Configure a Server Group and select Radius for the Group Type. Then, add the RADIUS
server that you created in the previous step:

Security Radius Server Groups
Radis Serwer Sroups = Edik
S nan
* B Method Lists Gtowts Nerre Mizsoft HES
* [ Seruer Groups
s MaC-deimitesr nong
= Tacacs+ r-l-!u:-ﬁterrg nona T
Ldzp Dead-time (0-1440) i roiodtes I:I
b RADILS
GioL Type Racdis
_ TRCACSH Sarvars
Avallable Servets assigned Servers
LR Servers ACS - Morosaft_hPs -
__ Lsars Servers In This Groua 5= |I II
M&C Flterng
AP poicy _ _

The Server Group should appear similar to this after the configuration:



Radius Server Groups

Security
L — Yy Mew  Remove
* [ mathod Lists flame Sarvarl Servers SErvers
* [ sarvar Groups O acs ALCE R, ITES
Radhs | O st 158 R P
A L] microsaft_WPS Mictosaft_MPS A MiA
Irdan

. Select dot1x for the Authentication Method List Type and Group for the Group Type. Then,
map the Server Group that you configured in the previous step:

Serurity Authentication
Authentesaon = Edit
TS ARA
* 5 Mathod Lists
= - Wethod LSt Mame Wicroenft MRS
Genard
= T dok1x
 dthentication =
Arconting Group Type [ Jull ]
Athorization Falback mo locd Dzzhled
v E= oo - :
P L Availahle Server Groups Ascigned Server Groups
k__ RADMIS ACS - Microsoft_WPS B
15E
TACACS+ SErvers Graups 0 Tis Methiod [— [—
wictok L *
LOER Servers . |
kg

The Authentication Method List should appear similar to this after the configuration:

Security Authentication
TES ALA Mew  Remove
~ & Method Lists Marme Type Group Type | Groupl Groupz
G2neral O Local_webauth  logh Iocal MIA MFA,
{authenticanan | L default cotlx Ioczal MIA YA
O acs dat1 . ACS M4
Arcounting S arowe -
0 =E dat 1x group == NJA
Bthorization . _
[ eapfzt dot 1y Izl MJA MJA
| W .
B Server Grolps O webauth gotly grou ACS M/A
* LI RADIUS O Microsoft MPS  diotln groLp Microsoft_MNPS A

Ti™ 8™ S Sarvare

. Select Network for the Authorization Method List Type and Group for the Group Type. Then,
map the Server Group that you configured in the previous step:



SeCurity Authorization
Avthiorizatian = Edik

& adn
" Method List narme Microsoft_HES
Generd i
nelwar

_ Ruthentcaton fane
Accounting Grop Typa group

 Buthorization Available: Server Groups Assigned Server Groups

ACS . [ Microsaft_mPs

v Servar Groums 156
» B RADILS GroLps In This Fethod i Tl IT

TACLCS: SErvers

The Authorization Method List should appear similar to this after the configuration:

Authorization

Security
TES AAL New  Remove
* =) Mattod Lists MName Type Group Tyoe  Groupl Groups
Gereral O cofault atwork locd R Hf&
Luthentication L] webauth natwork goroup A Hfa
iy = Brwork MIC &= /
e [ Morosaft_ RS network oroup icrosoft_N MIA,

O ciefault crecentizl-dovrioad lacd M A
dhuthorization
""""""""" [ eapfast crecientizl-dowaioad ocd M HfA

F_ Sarver Groups
7. Navigate to Configure > Wireless and click the WLAN tab. Configure a new WLAN to which
users can connect and become authenticated through the Microsoft NPS server with EAP

authentication:

Wirehss L]
WL » Eddik
TES WILAN Gareral S ity s AT Folicy Mapning Aanced
_ LN
» 2 s Points Profils Mema MAERtES
» 802, 11a/njac I'ypa AN
* B8 80211kl =5In rMerozoft_NPS
L Meda Stream Status Oisatlad
v L oos

. . [wPaz [auth(@0z 1x]]
Sacunby Poides
(Modfications done undsr secunty tab wil sppear 2tter sophing the changes. )

Racko Policy |-'|I E|
Interfaceterface Grouaic)
Eroarcast S50 [+

M dticast WLAN Feaatue O

The Security L2 tab should appear similar to this after the configuration:



Wireless

T WLAN
WLANS

P | Bccess Points

P S 202, 11aimfan

» ] 802, 11hfafn

¥ ] Meda Stream

B OCS

WILAN
WALAN = Edit

Gernera

Layer 2 Security | WPA + WPAZ | ¥
MAC Flrering | |

Fast Transiion [
Civer the DS

Reassaciation ﬂl‘l‘lBIlut

Layer3 AR Sarver

WPA+WPA2 Parameters
WPL Policy [

weaz Palicy [
WPAZ Encrypticn pes L TR

B Key Mgmt 802,17 |

 Security  JEIeE AT

Palicy Mapping

oclvarniced

8. Map the Method List that you configured in the previous steps. This helps authenticate the

client to the correct server.

Wireless

T & WLAN
WLAN:
k Mooass Points
¥ L B02.11afmfac
202, 11bfadn

¥ | Media Stresm

¥

v [ QoS

WLAN
WLAK = Edit
S ceciiity 0 e ac Fuolicy Manping
Layer2 Layar3
suthenticatian Method [Microsoft_wPs— pe]
Accourting Mathod | Diszhied [D]
Local EAP Authentication |

Configuration on the Microsoft Windows Version 2008 Server

Advanced

This section describes a complete configuration of the Microsoft Windows Version 2008 server.
The configuration is completed in six steps:

1. Configure the server as a domain controller.

2. Install and configure the server as a CA server.

3. Install the NPS.

4. Install a certificate.

5. Configure the NPS for PEAP authentication.

6. Add users to the AD.

Configure the Microsoft Windows 2008 Server as a Domain Controller



Complete these steps in order to configure the Microsoft Windows Version 2008 server as a

domain controller:

1. Navigate to Start > Server Manager > Roles > Add Roles.

ver Manegsr (KR

Cowhpelion

SR +Il-lb-

2‘”
i
; Lagrnses
il
=

E. Server Manager

Fi=  fckion  Wew Helo

Seywer Manager (WINZEKD)

= BEryEr SUMmany

“! Compauter Information
Full Conrpdter e
Camiadn
Local Area Connecton:
Pamoks Deskbop:
Serear Fanener Fafnte Mensoement:

Product I

[T Do rck shas o this corgale 2t hogon

*| Gapurity Informnation
indows Arenal:
Windows Updates:

Las: cheached For updstes:

Las: nsoabed updates:

IE Zrhareed S=ooiy Corfigoration 320

i Gk ain cesida of thid ok s of s e, Pl bop narace nent basks, and add ar eniie aaaer ik anet fa ke,

winZhE e 55
wirsbess 2onn
LOLI0H, 202 a2
Enched

Disskled

OM05-00L-000 107684 L1 T (Gzdeazed]

Cerradn: 0

Iredal updakes astonetcaly us ng a mensced uncating sl
Teserday 350 2

Today 2t 1100 A

©on For dvinisirakors
onfor Lgers

B= ES

«=|#md

ey ﬁ Fabur s

# Jm Disgnostics

# il Configuration
+ A2 Zrorage

Ll |

)|

e o [
-

| Roles Summary

= Roless 0oF 17 retaled

4 Last Refresh: 902005 931208 AM  Confiquee efrash

ﬁ Wiew thie heskh of e roles installed on voor serser and add o Femovs rofes and Festures,

E Riode=s Sumimeary Help

[t Ak Rk
B Remove fokes

2. Click Next.



Add Roles Wizard
i .
! Before You Begin
|

Eefore You Begin This wizard helps you install roles on Hhis server. You determine which roles to instal based on the tasks vou
wanlt this server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress + The Administrator acoount has 3 strong password
« Metwoek settings, such as stabic IP addresses, are configured
Resuks + The latest ssourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard sgsin.
To continue, chck Mext,

™ skip this page by default

s Previous ” Mexk = | Inistall I Cancel

3. Check the Active Directory Domain Services check box and click Next.




Add Roles Wizard

Before You Begin

Server Rokes

Active Dirgchory Domain Services
Confirmation

Frogress

Resuks

Sealect Server Roles

Sedect one or more roles bo install on this server,
Roles:

[] Active Directory Certificste Services

I 2 crive Directory Domain Servic

[ ] Active Cirectory Federation Services

[ Active Dirsctory Lightweight Directory Services
[ | Active Directary Rights Management Services
[] Application Server

[] oHCP Server

| | DMS Server

[] Fax Server

|| File Services

[ ] Metwork Policy and Access Services

[T Print Servdces

[ Tereminal Servces

[] UDCI Services

[] web Server (115)

|| windows Deployment Services

[] windows Server Update Services

Descripkion:

fuctive Directory Domain Services (KD
5} stores informabion about objects
on the network and makes this
infarmation svalable bo users snd
network administrators. AD 05 uses
doman controlers bo ghve network
usars access bo parmitbed resources
anywhere on the nebwaork Hhrough &
single logon process,

< Previous | Next > | Trictal | Cancel

4. Review the Introduction to Active Directory Domain Services and click Next.



Add Roles Wizard

I
ig;L Active Directory Domain Services

Sl
Befare You Begn Introduction bo Active Directory Domain Services
Eervar Roles Actve Directary Domain Services (AD DS) stores information abouk users, computers, and other devices on Hhe
retwork. AD DS helps administrstars secureky mansge this information and Faciltates resource sharing and
Active Direckory Domain Services collaboration betwesn users. AD 05 i< aleo reguired for directory-enabled applications such as Microsoft
L Exchamge Server and for other Windows Server technologles such 25 Group Policy,
Confirmation
Flrugpe—;; T|'|'l1u! ko Moke

i Tabelp ensure that users can still lag an ko the netvark in the case of & server aubage, install & minimum of
b domain controllers Far a domain.

i AD DS requires a DNS s2rver to be inskalled on the network, IF you do nok have a DNS server installed, vou
will be prompted to instal the DNS Server role on this server,

i ¢ After vou irstall the AD DS roke, use the Active Directary Domain Services Installation Wizard
(depeano, exe) to make the server a Fully functional domain controller,

i Instaling AD DS will also instal the DFS Mamnespaces, DFS Replcation, and File Replcabion serdces which
are requirad by Direckory Service.

Resiks

Additional Information
Crverview of AD DS

Installing AD DS

Common Configurations For A0 DS

< Previous || [k = I [rista Cancel

5. Click Install in order to begin the installation process.



Add Roles Wizard

5
i%ﬁ Confirm Installation Selections

Befare You Begn
Server Roles
Active Direcbary Domain Services

Confirmation

Progress
Resuks

To Instal the Following roles, role services, or feabures, click Install
i_} 2 informakional messages below

lE This server might need ko be reskarted after the inskallation complebes.
- Active Directory Domain Services

d_, After you irstall the AD DS role, use the Active Direckory Domain Services Inskallation Wizard
(deprafg, exe) ta make the server & Fully fusdctional doman contraler,

Print, e-mail, or sawe this information

< Previous Next = | Install I Cancel

The installation proceeds and completes.

6. Click Close this wizard and launch the Active Directory Domain Services Installation
Wizard (dcpromo.exe) in order to continue the installation and configuration of the AD.



Add Roles Wizard

Installation Results

Before You Begin
The Fallewing rales, role services, or Feabures were installed successhuly:
Server Roles

1 warning, 1 informationsl messages below
Active Directory Domain Services A Lt

Confirmation ] Windows automatic updabing & not enabled. Tainstal the latest updates, use Windows Update in
: Cortrol Pansl to check for updates.
ragress

e ~! Active Directory Domaln Services (@ Installation succeeded

The Following role ssrvices were installed:
Active Directory Domain Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo. exe) to make the server a
fuly Functional domain cortraller.

Closa this wizard and launch the Active Directory Domain Services Inskallation \Wizard (dopramo, exe).

Prink, e-mail, or save the installation repor:

= Presious | Flext = | | Cloza I zancel

7. Click Next in order to run the Active Directory Domain Services Installation Wizard.



@ ! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation

Wizard
i This wizard helps you install Active Directon Domain
P==" LN Services [A0D D5) an thiz server, making the server an

Active Directory domain controller. To continue, click Mest.

[T Usze advanced mode installation

Learn more about the additional options that are
avallable in advanced mode installation.

kare about Active Directory Domain Services

< Back I MHest » Cancel

8. Review the information about Operating System Compatibility and click Next.



@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securnity zettings in Windows Server 2008 affect older versions of
Windows

=

v Windows Server 2008 domain contrallers have a new more secure default for the
gecurnity zetting named “allow cryptography algorithms compatible with Windows MT
4.0." Thig zetting prevents Microzaft YWindows and non-Microzaft SMEB "clients' from
uzinig weaker MT 4.0 ztyle cryptography algonithms when eztablizhing secunity channel
gegsion: againzt Windows Server 2008 domain controllers. Az a result of this nesw
default, operations or applications that require a zecurity channel zerviced by
Windows Server 2008 domain contrallers might Fail.

Platformsz impacted by this change include Windows MT 4.0, az wel az non-Microzoft
SMB “clients'" and netwark-attached storage [MAS] devices that do not support
stronger cryptography algonthims. Some operations on clients running wersiong of
Windows earler than Yizta with Service Pack 1 are alzo impacted, including domain
[oin operations performed by the Active Directon Migration Toal or Windows
Deployment Services.

For mare information about thiz setting, zee Knowledge Baze article 942564
[Rttp: #fgo.microzoft. comdfwlink ?Linkld=104751].

< Back MHest » Cancel

9. Click the Create a new domain in a new forest radio button and click Next in order to
create a new domain.



@ ! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration ===
Y'ou can create a domain controller for an existing farest or for a new forest, '

" Ewxisting forest

" Add a domain contraller to an existing domain

| Create a new domain it an existing forest
Tikiz zemvern will Becane the first domain contraller i the mew deamain.

{* Create a new domain in a new forest

kare about pozzible deployment configurations

£ Back MHest » I Cancel

10. Enter the full DNS name for the new domain (wireless.com in this example) and click Next.



@! Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain
The first domain in the farest is the farest oot domain, 1tz name iz alzo the name of

the forest, b
Type the fully qualified domain name [FEOM) of the new farest roat domair.
FODM af the forest root domain:
Iwireless.cnn{
Example; corp.contozo.com
< Back Mt = Cancel

11. Select the Forest functional level for your domain and click Next.




@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

=" ="]
Forest functional lewvel:
Dretails:
The “Windows 2000 forest functional level provides all Active Directory Domain "
Services features that are available in Windows 2000 Server. If pou have domain
controllers running later versionz of Windows Server, some advanced features will
hot be avallable on thoze domain contrallers while this forest 12 at the Windows
2000 funchional lewel.
=
tore about dormain and forest functional levels
< Back Ment » Cancel

12. Select the Domain functional level for your domain and click Next.




@! Active Directory Domain Services Installation Wizard

Set Domain Functional Level - -
Select the domain functional level.

Damain functional level:

Details:

The following features are available at the Windows 2000 M ative domain functional
lesvel: —

univerzal groups

group niesting

gQroup bpe converzion

SID higton
[f yau have domain controllers running later verzions of Windows Server, some s
advanced features will not be available on thoge domain controllers while the lI

kare about domain and forest functional levels

< Back I MHewt = Cancel

13. Check the DNS server check box and click Next.



@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

=" ="}
Select additional options for thiz domain controller.

v DNS zerver
¥ Globalzatalog
[T Bead-only damain contraller [RODE]
Additional infarmation:

The first domain contraller in a forest must be a global catalog server and :I
cannot be an RODC.

We recommend that you inztall the DMNS Server zervice on the firgt domain

controller.

[
Mare about additional dormain controller options
< Back I Meut » Cancel

14. Click Yes when the Active Directory Domain Services Installation Wizard pop-up

window appears in order to create a new zone in the DNS for the domain.

@ ! Active Directory Domain Services Installation Wizard

A delegation For this DMS server cannok be created because the

! authoritative parent zone cannot be Found or it does not run
Windows DMS server, IF wou are inkegrating with an existing DNS
infrastructure, wou should manoally create a delegation ko this
DMS server in the parent zone to ensure reliable name resolution
from outside the domain wireless.com, Otherwise, no ackion is
required.

Do wou wank bo conbinue?

Yes i




15. Select the folders that you want the AD to use for files and click Next.

@ ! Active Directory Domain Services Installation Wizard

Location for Databasze, Log Files, and 5Y5Y0OL = :

Specify the folders that will contain the Active Directory domain controller _
databaze, log files, and Sv5WOL. b

For better perffarmance and recoverability, store the databaze and log files on separate
wolurnes,

D atabaze folder:

I-E:"-."v'-.-"indnws"»NTDS Browse...
Loqg filez folder:
C:Awindows\MTDS Browse...
S SWOL folder:
C:Awfindowsh S50 L Browse...

bare about placing &ctive Directary Daomain Services files

< Back MHest > Cancel

16. Enter the Administrator Password and click Next.



@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Admimistrator Pazsword e B

= =]

The Directory Services Restore Mode Adminiztratar account iz different from the domain
Adrniniztrator account.
Azzign a pazsword far the Adminiztrator account that will be uzed when this domain
controller iz started in Directary Services Restore Mode. We recommend that you
choose a strong pazsward.
Pazzword: YT IIIITIIYY)
Confirm paszword: sssssssssesl
Mare about Directory Services Festore Mode pazsword

< Back Mext » Cancel

17. Review your selections and click Next.



@! Active Directory Domain Services Installation Wizard

Summary = B
il
Review pour zelections:
Configure thiz server az the first Active Directony domain contraller ina new forest, =
The new darmain name iz wireless. com. Thig iz alzo the name of the new forest,
The MetBIOS name of the domain iz WIRELESS
Forest Functional Level: Windows 2000 o
Dornain Functional Level: Windows 2000 N ative
Site: Default-First-Site-M ame
Additional Options: ll
To change an option, click Back. Ta begin the operation, click Mesxt.
Theze zethingz can be e;-:pu:urte::l to an anzwer file far uze with Export settings... |
ather unattended operations.
More about uzing an answer file
< Back I Mext » Cancel

The installation proceeds.

18. Click Finish in order to close the wizard.



@! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Active Directary Domain Services iz now installed on this :l
computer for the domain wireless. com.

Thig Active Directorny domain contraller iz azzigned ta the
gite Default-First-Site-M ame. Y'ou can manage sites with
the Active Directory Sites and Services administrative
toal,

Ta cloze this wizard, click Finish.

< Back Finizh I Cancel

19. Restart the server in order for the changes to take effect.

@ ! Active Directory Domain Services Installation Wizard

“'ou st restart pour computer before the changes made by the
Active Directon Domain Services [nztallation wizard take effect.

Restart Maw 0o not Bestart Maow

Install and Configure the Microsoft Windows Version 2008 Server as a CA Server

PEAP with EAP-MS-CHAP v2 validates the RADIUS server based upon the certificate that is
present on the server. Additionally, the server certificate must be issued by a public CA that is
trusted by the client computer. That is, the public CA certificate already exists in the Trusted Root
Certification Authority folder on the client computer certificate store.



Complete these steps in order to configure the Microsoft Windows Version 2008 server as a CA
server that issues the certificate to the NPS:

1. Navigate to Start > Server Manager > Roles > Add Roles.
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Passnord Syrchronization Hick instaled
Sudministration Tooks hicd instalied
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2. Click Next.



Add Roles Wizard
i .
! Before You Begin
|

Eefore You Begin This wizard helps you install roles on Hhis server. You determine which roles to instal based on the tasks vou
wanlt this server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress + The Administrator acoount has 3 strong password
« Metwoek settings, such as stabic IP addresses, are configured
Resuks + The latest ssourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard sgsin.
To continue, chck Mext,

™ skip this page by default

s Previous ” Mexk = | Inistall I Cancel

3. Check the Active Directory Certificate Services check box and click Next.




Add Roles Wizard

ﬁ;z Select Server Poles

Before You Begin

Server Roles
aD s
Rale Services
Setup Type
Ch Typa
Private Key
Cryptography
CA Mame
Walidiy Period
Cerlificabe Databass
Confirmakion
Progress

Results

Select one or more roles bo install on this server.

Ackive Directory Domain Services {Instalad)
[ Active Directory Federation Services
|| Active Directory Lightwsight Directory Services
[ ] Active Directory Rights Management Services
[] Applicstion Server
DHCP Server (Instaled)
DMS Sarver {Instaled)
[ Fax Server
|| File services
[ ] Metwork Pobey and Acoess Services
[] Print Services
[] Teminal Services
[ | UDDI Services
[] Web Server (115}
[] wandows Deployment Servicss
[ | wWindaws Server Updske Services

More abouk server roles

Description:

(A0 C5) |5 wead bo creste certification
authotibies and related role services
that aliow wou baissue and manage
certficates used in & variety of
applications,

< Pravious ” Mext = | Instal | Canncel I

4. Review the Introduction to Active Directory Certificate Services and click Next.




ig} Introduction to Active Directory Certificate Services

Eefore You Begin
Server Roles

AaDcs

Fole Serdces
Sebup Type
i Type
Private Key
Cryptography
CA Marme
ialidity Period
Certificate Datsbace
Confirmation
Progress
Resuls

Active Directory Certificate Services (AD CS)

Active Direckory Certificate Services (A0 C5) provides the cestificate infrastructure ko ensble scenarios such &=
secure wirekess netwoarks, virtual private nebworks, Inbernet Probocol Security (1PSec), Metwork Access
Probection (MAPY, encrypling fle system (EFS) and smart card logon.

Things ta Note

i The name and domain settings of this computer cannct be changed after 4 certificate authority (CA) has
b= installed, IF you want to change the computer name, join 2 doman, or promote this ssrver to a

domain conkraller, complete these changes before installing the A, For more information, see cartification
authority naming.

Additional Information

Active D Cortficate Services Ouaryi
Manasing & Cestfication Authori
ertication Authorky Nari

< Prewious " Mext = I Inista Cancel

5. Check the Certificate Authority check box and click Next.




Add Roles Wizard [ x]

Select Role Services

Eefore You Bagin Select the role services to install for Active Directory Certificate Services:
Zerver Roles Rale ssrvices: Description:
AD 5 [7] Certification Authorky Fertific:ll;un HAwuthority ?Fm is used ko
[ Certification Authority Web Enralment a 95 Corthicates.
Lo Certiication Auhorky rultiple CAs can be linked to Farm &
Setup Type [ online Respondsr pulblic key infrastructure,
L [ metwork Device Ervolment Service
Ch Type
Privabe Keay
Cryptographn
CA Name
walidity Period
Certificate Database
Confirmation
Prograss
Rezults

More about role sarvices

< Previous || Ment = I Inistar Cancel

6. Click the Enterprise radio button and click Next.



Add Roles Wizard

#FE Specify Setup Type
“

Certification Authorities can use data in Active Direckary ko simpliy the issuance and management: of

Before ¥You Beagin
certificabes. Specfy whether you want bo s2t up an Enkerprise or Standalone CA,
Server Rokes
e ¥ Enterprize
Role Services Seleck this aption if this Ca & & member of & damain and can use Direckary Service bo issue and manage
= = certificates,
Setup Type
A " Standalone

Seleck this option if this CA& doss nok use Direckory Servioe daks to issue or manage cestificabes. &
standakone CA can be & member of & domain,

Frivabe Key
Cryptagraphny
CA Name
Yalidity Period
Cerbificate Database
Confirmation
Prograss

Fesuls

< Pravious |I flaxt = I [niskzll Cancel

7. Click the Root CA radio button and click Next.



ig:" Specify CA Type

& camination of root and subordinste CAs can be configured to create a hierarchical public key infrastructure

Biefore You Begin
(FEI), A root Ca ks 3 CA that Issues ks own self-signed certificate, & subordinake C& recetves ks certificake
Server Roles from anather CA. Specify whether ywouw want Eo s=t up a root or subordinate CA.
A0 Cs
Role Servces ¥ Rook CA
Satup Type Select this option £ wou are nstaling the first or only certification autharity in 2 public key infrastructure.
A Typa
RS " Subordinate CA
Private Key Select this option ¥ wour CA wil obtain its CA certificate From ancther CA higher in a public kew
Cryptogr. infrastrucbure,
CA Mame
ialidity Period
Certificste Databace
Confirmation
Progress
Resuls
Mare about public key infrastructure (PET)

< Previous ” et = I Insta Cancel I

8. Click the Create a new private key radio buttonand click Next.



Add Roles Wizard

:.%r% Set Up Private Key
i |

Before You Begin
Server Rokes
A0 C5

Role Servces
Setup Type
CA Type

Cryptagraphy
CA Narme
Validity Pesiod
Certificate Database
Confirmation
Frograss

Resuts

To generske and issue certificabes bo clients, a CA must have a private key, Spedly whether you wenk ko
create a new private key or use an Existing one.

% Creats a new private key
L= this aption if you don't have s private key or wish bo create & new privete key bo enhance security,
“fious vl be asked ko select & cryprographic service provider and specify a key length For the private key.
To issue rew certificates, you must also select & hash algorthm,

T Lz existing private key
Use this option bo ensure conbinuiby with previously issued certificates when reinstaling a CA,

(% Select a cortficate and Use s associated private key
Select this option IF you hewye an e s certficate on this computer or f-:_r:_ wank bo Imooet &
certificate and uss its associated private key.

£ Splect o existing private kewan Ehis computes
Seleck this option iF you hasve retained private keys From a previous installabion or wank bo use a private
ke from an albernate source.

< Prawvious || Mlexk > | Inskall Cancel

9. Click Next in the Configuring Cryptography for CA window.




Add Roles Wizard

.%VE Configure Cryptography for CA
.

Before You Begin
Server Roles
ADCS
Rale Services
Setup Type
CA Type
Frivabe Key
| Coptegrssty
A Nare
Yalidity Period
Cerbificate Database
Confirmation
Frograss

Resuts

To create & new privabe key, you must first select a oryptographic service provider, hash algorithm, and
key length that are appropriake for the intended use of the certificabes Ehat wou issue, Selecting a higher
walse for key length will result in stronger security, but increase the bme nesded to complete signing
operations,

Select 3 cryphographic service provider (CSP): ket character lemgth:
IREnrMcmsnfr Softweare Key Storage Provider El -

Select the hash algorithm fior signing cestificabes Issued by ths Ch:

shal ﬂ
iz

n-d.q -

i | rl_l

I Use strong private key protection Feabures provided by the CSP (His may require administrator Interaction
ewery time the private key is accessed by the CA)

< Prawvious || Mlexk > | Inskall Cancel

10. Click Next in order to accept the Common name for this CA default name.




iE} Configure CA Name

Eefore You Begin Type in a common name to identify this CA, This name is added to &l certificates issued by the Ca.
Distinguished name suffix valees are automaticalky generated but can be modFied.

Server Roles
ADCs Camon name Foe Bhis CA:
Role Services [wIreless-W[N-M'fZ'aZzurmlrﬂs-c.ﬂ.
Sebup Type
=LIE Distinguished name suffis:
Ch Type DC=wireless, DC=com
Private key
Cryptographn

BTN - o citoushed e

valdiy Period CH=wireless-WIN-FYZOZZUMNME-CA, DC=wireless, D =com

Certificate Dabsbase
Confirmation
Frogress
Resuts

Pore about configuring a C& name

< Previous | Mend = I st |

11. Select the length of time for which the CA certificate is valid and click Next.



D — -
i%’ Set Validity Period

Eefore You Begin & cestificate will be izsued bo this CA to sacure cammunications vith other CAs and with clisnts requesting
cettficates, The validity period of a CA certificate can be based on a number of Factors, including the inkended
Server Roles purposs af the CA and sscurity messures that vou have taken to ssoure the CA.
ADNCS
Role Services Select validity period For the certificate generated For this CA:
5 I¥ -
Setup Type gars I
i Type Ciy expirabion Date:  2/902018 11:49 AM
Nobe that Ca will issue certificates valid only untd its expiration date.
Private Key
Cryptographi
CA Name
alldicy Period
Certificake Database
Confirmat
Progress
Resuts

More sbout setting i ity peri

< Pravious | Maxk = | Irstal | Cancel I

12. Click Next in order to accept the Certificate database location default location.




Add Roles Wizard

igﬂi Configure Certificate Database
¥

The certificate database records all certificate requests, issued certificates, and revoked or expired

Before You Begin
S certficates, The database log can be used to monitor management activity For a CA,
ADCS Certificate database location:
Role Services |C:'I,Wi'dwws'l,srsbm132'LCcrtLug Erowse. .,
i:'.b::::pa l_ Lse encst i | CRTLNICETE Gataas e HIGE | EVIGLES imstallztizn at this loceton
) Certificate database log lncation:
Frivate Key |C:'|,*.-'u'i‘dcws‘l,sysbm132'|,€artLug BrOWSE. ..
Cryptographry
CA Narme
Wlidity Period
Certificate Dakabase
Confirmabion
Frogress
Resulks

«:Preuluus| Mext = | Izl | Cancel I

13. Review the configuration and click Install in order to begin the Active Directory Certificate
Services.



Add Roles Wizard E

i%? Installation Results

Before You Begin

The Folkoewing roles, role services, or festures were instaled successfuly:

Server Roles
11 warning message below
ADC5 o ™ 9
Ruole Services | Wwlindowes automatic updating is not enabled, To instal the latest updates, use Windows Update in
Conkral Panel ko check For updates.
Setup Type
o Tipe ~| Active Directory Certificate Services ¥ Installation succeeded
Private Ky The Following role services were installed:
e e Certification Authority
Cry phographny:
CA Narme
Yaldity Period
Certficate Dutabase
Confirmation
Brogress
Resuks
Pri . he | g

14. After the installation is completed, click Close.

Install the NPS on the Microsoft Windows Version 2008 Server

Note: With the setup that is described in this section, the NPS is used as a RADIUS server
in order to authenticate the wireless clients with PEAP authentication.

Complete these steps in order to install and configure the NPS on the Microsoft Windows Version
2008 server:

1. Navigate to Start > Server Manager > Roles > Add Roles.
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2. Click Next.



Add Roles Wizard
i .
! Before You Begin
|

Eefore You Begin This wizard helps you install roles on Hhis server. You determine which roles to instal based on the tasks vou
wanlt this server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress + The Administrator acoount has 3 strong password
« Metwoek settings, such as stabic IP addresses, are configured
Resuks + The latest ssourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard sgsin.
To continue, chck Mext,

™ skip this page by default

s Previous ” Mexk = | Inistall I Cancel

3. Check the Network Policy and Access Services check box and click Next.




Add Roles Wizard

ig} Select Server Roles

Eefore You Begin

Seleck one of more roles ko install on this server,

Roles: Descriptian:
Metwork. Policy and Access Serdces Ackive Directory Cerki 5 &5 (Trestaled) Netoueh Polivs o feiass Juriies
o Db Do S —— provides Nebwork Policy Server (NES),
Role Sepdces Active Directory Domaim Services (Inskalled Raouting and Remaote Access, Health
. [ Active Directory Federation Services Registration Authority (HRA), and
Zonfimation [ Ackive Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [ ] #ckiee Directory Rights Management Services (HCAF], which help safeguard the
Fusuibs [ application Server he and security of your network,
DHCP Server (Inskalled

OMS Server (Instaled
[ Pax Server
|| File Services

[ Terminal Services

[ ] UDDI Services

[ web Server (115)

[ windows Deployment Services

[ ] Windows Server Update Services

More about server roles

< Prewvious " et = I Iristal | Carce] I

4. Review the Introduction to Network Policy and Access Services and click Next.



Add Roles Wizard

ﬁ;—% MNetwork Policy and Access Services
'

Before You Begin Introduction to Metwork Policy and Access Services
Server Roles Metwork Policy and Access Services allows you ko provide local and remobe nebwork, sccess and to define and
enforce polices for nebwork, access sukhentication, authorization, and chenk health using Netwark Policy Server
Metvork, Policy and Access Services (NP5}, Routing and Remote Access Service, Health Regitration Authority (HRA), and Host Credential
. Authorzation Protoool (HCAR).
Role Services
Confirmation Things to Note
Frograzs i You can deplay NPS a5 & Remabe Authentication Cial-In User Service (RADILS) server and proxy and as &
' - Mebwork, Aocess Protection (NAP) policy server, After instaling NP3 using Hhis wizard, vou can configure MRS
Resulks From the NPAS home page using Ehe MPS console.

i . MAP helps you ersure that computers connecting to the network are compliant with organization retwerk
and clierk health policies, Aftes instaling NPS wsing this wizard, you can configure BAP From the NPAS home
page using the NPS console.

Additional Information

Owerview of Nebwork Policy and Access Services
&P enforcement methods

Mabwork Access Proteckion {MAR) in BES
Mebwork Policy Server

< Previous ” et = I Insta Cancel I

5. Check the Network Policy Server check boxand click Next.



Add Roles Wizard

ﬁ Sealect Role Services
|

Before You Begin Salect the role services ko install For Mabwork Policy and Access Services:
Server Roles Role services: Deescription:
Hetwork Policy and Access Services - [T— 5 ebvork Policy Server (NP5 alows
— |:I wou ko creste and enfaorce
=L R“”:”g ‘_"t" :;m”t;‘;‘x_e“ =ervices arganization-wids nebwork sccess
o L Remote Access Service poicles For chent: health, connection
Confirmation _ Routing request authentication, and
Progress [ Health Registration fukhorlty ;EE”I:'BF::E;” 'B'q”“t:”tﬁm'
; i - , v can slso dep
Rl | Host Credential autharization Protacel Nexwork Access Prabection (NAP), a

chent health policy creation,
enforcemant, and remediation
technology.

< Previous ” et = I Insta Cancel I

6. Review the confirmation and click Install.




Add Roles Wizard

.ﬁ% Confirm Installation Selections
|

it Ta install the following roles, roke services, or Features, dick Instal.
Server Rokes —
Hetwork Py and Aozess Services Li ! 1 informational message below

Role Services (i) This server might need to be restarted after the instalation complebes.
Confirmation ~ Metwork Policy and Access Services
Profress Metwork Policy Server
Fesulks

Prink, e-ma ve this irf .

< Pravious | Next = | Inskall | Cancel

After the installation is complete, a screen similar to this should appear:



Add Roles Wizard

é.{;% Installation Results
|

Before You Begin
' The fFollowing roles, role services, or Features were instaled successfulky:

Server Rokes
v 1 warning, 1 informational messages below
Metvork, Policy and Aocess Services b

Role Servces 'm Windowes aukomatic updating is not enabled, To install the Iatest updates, wse Windows Update in

P F \
Corfirmation Canitrol Panel ta check For updates

Progress

The Following role ssrvices weare installed:
metwork Policy Server

Mebwork Policy Server,

Pri r save the installation repor

= Freyious

# Mebwork Policy and Access Services 'ﬁ' Installation succesded

III ‘You can wse & wizard in khe NPS consale bo configure Metwork Access Protection (NAF). To open
the NPS console after instalbation, go ta Server Manager or click Start, Administrative Tools,

Mext = | Close | Zancel

7. Click Close.

Install a Certificate

Complete these steps in order to install the computer certificate for the NPS:

1. Click Start, enter the Microsoft Management Console (MMC), and press Enter.

2. Navigate to File > Add/Remove Snap-in.

3. Choose Certificates and click Add.




Add or Remove Snap-ins

‘fou can select snap-ins For Ehis consale from those avallable on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Ay ailable snap-ins:

Sniap-in | Yendor -
_:;_:'_jﬂ.n:tlhre Directory Do...  Microsoft Cor...

[ Active Direckory Site.., Microsoft Cor., .,
; Active Directory Use...  Microsoft Cor...
= Activel Control Microsoft Cor...
2 ADs1 Edit Microsaft Cor. ..
tﬁ.ﬁ.uthnrizaﬁon Manager Microsoft Cor...
5 Certificate Templates  Microsoft Cor...
5 Certificates Microsaft Cor,,,
;w;(ertﬁcatiun Authority  Microsoft Cor...
B Component Services Microsoft Cor.,.
';I__J;Carnps.nmr Marsgem... Microsaft Cor, .

fdd =

-._EngE\-'iL'E Manager Microsoft Cor...

BpHce Microsaft Cor...

L= Disk Manaasrnent Microsaft and,,, ﬂ
Descripklon:

Selected snap-ins:
| Console Root Edit Extensions...

Eemawe

¥ o

[WEwe [oaT

Advanced. .,

The Certificates snap-in allows you ko browse the contents of the certificate stores For yourself, a sarvica, or a computer,

0k I Cancel

4. Click the Computer account radio button and click Next.

Certificates snap-in

Thiz gnap-in will always manage certificates for:
™ My uzer account
" Service account

% Computer account

< Back Mext » Cancel




5. Click the Local Computer radio buttonand click Finish.
Select Computer Ed |

Select the computer vow want this shap-in to manage.

— Thiz shap-in will always manage:

% Local computer: [the computer this conzale is running on)

™ Another computer; I Braowsee, .

[ allow the selected computer to be changed when launching from the command line.  This
only appliez if you save the conzole.

< Back Firuzh

Cancel

6. Click OK in order to return to the MMC.

P Conzolel - [Concale Rook]
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More fchions r

7. Expand the Certificates (Local Computer) and Personal folders, and click Certificates.



[Concizle R

'\ Certificates (Local Comnputer ), Personal

Dertdficates]

W Smart Card Trusted Roots
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o

Certificate.
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Certilicates]

Right-click the white space in the CA certificate, and choose All Tasks > Request New

s Fi=  Action  Wiew  Favorkes  ‘Window  Help |.E|3]
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| Cistificabes Hore fdkions "
) Trusbed Root Cerkfication d
# [ Enterprise Tt
2 Intermafiate Certiation b,
# [ Trusted Publshers
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Conkne acticns Ehak can b perfomied on B e

9. Click Next.



B Certificate Enrollment Mi=] E3

_] Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used ko connect bo wireless netwarks,
protect content, establish identity, and do other security-related tasks,

Before requesting a cerkificate, werify the Following:

Your computer is connected ko the netwark
You are logged onka the domain For wour organization

Learn more about digital cerkificates

| Mexk I Zancel

10. Click the Domain Controller check box, and click Enroll.

Note: If the client authentication fails due to an EAP certificate error, then ensure that all of
the check boxes are checked on this Certificate Enrollment page before you click Enroll.
This creates approximately three certificates.




B Certificate Enrollment =] E3

| Certificate Enrollment

Request Certificates

‘fou can request the Following bEvpes of certificates, Seleck the certificates you want to request, and then click Enraoll.,

[v Directory Email Replication 1) STATUS: fwvailable Details 5!
[v Damain Contraller 1) STATUS: Available Details )
[ Damain Contraller Authentication 1) STATUS: fwvailable Details (%)

[ show all templates

Learn more about certificate byvpes

Enrall I Cancel

11. Click Finish once the certificate is installed.

B Certificate Enrollment P ]

| Certificate Enrollment

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

[ Domain Controller J STATUS: Succeeded Dietails )

Finish |

The NPS certificate is now installed.



12. Ensure that Client Authentication, Server Authentication appears in the Intended
Purposes column for the certificate.

F= Consolel - [Console koot Certificates (Local Computer) PersonaltCertificates]

& Rl Action  Wew  Favarkes  Wndow  Help

Conzalke Roat [ssuad To =
= ﬂ CertFicates (Local Compubern) 5 i ki, wire ks .com 4§19/2015
= [ Personal E plwnzE wivnless . com L2015 Ciert suthentcation, Server fut.., <k
] et Elwindhs ek com wireless-WINZKE-CA 4irafzo1s iark Muthentication, Sarvee Auk... <M
1L Trusted ook Cartfizanon Aharkies | 20,5000 weless_tam wireless-WINEKE-CA 4j19/2015 Cirectory Servics Emal Replication. <ho

j Enieprie Tt ) Tl wdrakess- Nz B wEeEs-WINEKS-CA 192015 )= <l
Intermedabe Certification Authorities

_ Trusted Fublishers
Unkrusted Certficat=s
© Thirc-Party Root Certiication Autionl
. Trusted Penapls
Aemole Degklop
 Certficata Enrolmen Raquests
| Smart Card Trusted Roats
Trusted Devicas

Intended Purposas

Ji=rk Authenbostion, S=rver dut. ..

i

HEEHBEHKBEZIMH R

Configure the Network Policy Server Service for PEAP-MS-CHAP v2 Authentication
Complete these steps in order to configure the NPS for authentication:
1. Navigate to Start > Administrative Tools > Network Policy Server.

2. Right-click NPS (Local)and choose Register server in Active Directory.

"":- Mebwork Policy Server

File Action View Help |

&= = HE |
= p o Import Configuration
W ='P Expert Canfiguration bwork, Policy Serves [NPS] alows you ko creste and enfoice organization-wide nelwotk sccess polcies for
+ 5 [ — it healkh, conmecton request asthentication, and cohnechon request authonzation.
ot arl W=s Seryice
il
IE‘ Stop NPS Serice
Registet sarver in Adthe Directory =
rd Configuration <
Properties
= , sordfiguration scenana from the bzt and then chck the link below to open the scenaiio wizard.
Help Aicess Proteclion [MAP] =

Metwork Accezs Protection (MAF)

Tt pou configuie MPS a: & MAP palicy server, you create heatth pobcies that allow MPS o validate the
conhguration of MaP-capable clent computers before they connect ko vour network. Chents that are not comphant
with healh pelicy can be placed on & eshicled netwerk and automatically updsted bo biing them inta complisnce.

B} Corfigure NAP B Leanmoe

Advanced Configuration -




3. Click OK.

Metwork Policy Server

To enable NP5 to authenticate users in the Active Directory, the computers
running MPS musk be authorized to read users' dial-in properties from the

darmain.

Do wou wish bo authorize this cormputer to read users' dial-in properties from

the wireless.com domain?

i,

iZancel

4. Click OK.

Metwork Policy Server

This computer is now authorized to read users' dial-in properties From domain

wireless,com,

To authorize this computer to read users' dial-in properties From other
domains, waou musk regisker this computer to be a member of the RASMPS

Servers Group in that domain,

Ik

5. Add the WLC as an Authentication, Authorization, and Accounting (AAA) client on the NPS.

6. Expand RADIUS Clients and Servers. Right-click RADIUS Clients and choose New

RADIUS Client:



% Network: Policy Server
. File Adion View Help
ke A1 ol 2 N
%' th (Local) ) = RADIUS clents allove you bo speciy the netwark access servers, that provide access bo your netwark.
= RADIUS dients and Servers ;‘
| M e IF Address | Devies Manufsctuer | MAF- ble | Status

i Remot  Mew RADIUS Clent
+ ;' Palicias Export List
+ ﬁ Metwork & )

B Accounting o

|

7. Enter a name (WLC in this example), the management IP address of the WLC

(10.105.135.178 in this example), and a shared secret.

Note: The same shared secret is used in order to configure the WLC.




File Action “iew Help

«=|*m BiE
R Server Manager (WINZKS)
B g Roles

e ———

S5T60-WLC Properties E3

Active Directory Cerbificabe Services

;&_- Active Diractory Domain Services
[ = DS Sarsar
El 3N Metwork Policy and Access Services
= @ NPS (Local)
= | RADIUS Clienks and Servers
5 RADIUS Clients
3| Remote RADIUS Server Groups
E = Policies
[# 5 Metwork Access Protection
B Accounting
[ o Templates Managemerit
3] ﬂ:.. Features
[ ? Diagnostics
= _ﬁ'; Configuration

Setfitgs ]Mvwsdl
¥ Enable thiz RADILS client
I Select an emsting template;

~ Mame and Address

Friendly name:
[5760WLE

Addiess (IF or DHSE
[10105.135.178

53 Starage

~Shared Secret
Select an exizting Shared Secrets template:

|Nure j

To manually lype a shaied secrel, click Manusl To automaticall generate a shased
zecret, chck Generate. “You must configure the RADIUS clent with the zame shared
zecret entered here, Shaed secret: ae case-sengibhe.

W anual
Shared secret;

[eovevese

Confirm shared sacrat

i Genetate

| 0k I Cancel Aoply

8. Click OK in order to return to the previous screen.

File Action Wiew Help

R EE

i!, Server Manager (WINZES)
=1 5 Roles
[ EF active Directory CertFicate Servicas
‘% Bctive Directory Domain Serdces
&, DS Server
@ Metwork Policy and Access Services
= & NPS Local)
= ] RADIUS Cherts and Servers
__;] RADILES Clients
j':a Remobe RADILIS Server Groups
B = Polices
5 B, Netwark Access Prokection
B Accourting
= il Templates Management
[ &1 Features
[+ g Diagrastics
= j)‘_!; Corfiguration
o] E‘; Skorage

RADIUS Clients

';’. RADIUS chents allow wou to speciy the netwaol: accass servers, that provide acce:
”

mEMHE

| IP&ddies: | Device Mareifactoer | HAP-Capable | Status
10105135178 RADIUS Stardard Mo Eriabled

Friendly Name
o STEDMLE




9. Create a new Network Policy for the wireless users. Expand Policies, right-click Network
Policies,and choose New:

& Network Policy Server M= E
File Action View Help

e %m HE
&5 NES (Local)
= [ RADIUS Clents and Servers
5 RADIUS Clienks
i Remote RADIUS Server G
B =] Polies Policy Mame | Stahss | Processng Ordes | Access Typs | 5. |
| Correckion Request Polici _E;Cm'rﬂctbm to Miciozolt Fouling and Flemote Access serves Emabled 9%33498 Deny fzcess UL
aark. Cornections to other acoess servers Ensbled 933399 Denydccess U

© Metwok polices alow vou to designate who is authorized o conmect bo he netweek and the circumstances
urder which they can or cannot conmect.

B % Mebwork Acce:
B Accounting

Caonditionz - I the fobowing conditions are met;

Caondition | Walue

Settings - Then the following setings are appied:

Setling | Walue

/| | |ﬂl|

|Export List | |

10. Enter a policy name for this rule (PEAP in this example) and click Next.



Mew Metwork Policy k)

Specify Network Policy Name and Connection Type

L]
J You can specify & name For vour nebwork policy and the bype of connections to whach the palicy is appbed.
-

Policy name:
| PEAF

~ Metwiosk conhection method

Select the tppe of network. access server that sends the connechon request to MPS. You can select edther the network access server
tupe or Yendor specific.

& Tepe of network access server

I Unspecified :I

" Vendor specific:

Previos || Nest | Fmish | Cancel

11. In order to configure this policy to allow only wireless domain users, add these three
conditions and click Next:



New Network Policy

L]
ol Specify the conditions that determing whether this network policy is evaluated for a conreckion request, & manirum
il of one condkion is required,

l Specify Conditions

Conditions:
| Condition Value
B Windows Groups WIRELESS\Domain Users
= MAS Part Typs Wieless - [EEE 30211
& Authentication Type EAP

Condition dezcnption:
The Authentication Type condition zpecifies the authentication methods required to match this policy.

Add. Edi. | Remove |

Previous | P et | Finish | Cancel |

12. Click the Access granted radio button in order to grant connection attempts that match this
policy and click Next.



I Specify Access Permission
L]

Configure whether you want to grant network, access or deny network, access iF the connection request makchas this

= ooy,

{* Access granted
Girant sccess if cliant connachon attempts match the conditions of this palicy.

" Access denied
Deny access if chent connection attempts match the condibons of this policy.

[T Accessis determined by U ser Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the conditions of this policw.

Praviousz | M e Firish Carcal

13. Disable all of the Less secure authentication methods:




New Network Policy |

l Configure Authentication Methods

®  Configurs one of more authsntication methads required For the connection request to match this policy. For EAP
- authenkication, wou must configure an EAP tvpe, IF wou deploy MAP with 802, 1% or WP, wou must configure
Protected EAP in connection request policy, which overrides network policy authentication setbings.

EAP types are negotiated between MPS and the client in the order in which they are listed.

EAP Types:
Move Lp |
Fove T ce
Add... Edit, Hemewe

Lezs secure authentication methods:
[T Mictosolt Encrvpted Authenlication version 2 [MS-CHAP-+2)

I | Uzer can change pesswordlaftenit hes emied
™ Microsoft Encivpted Authentication [M5-CHAP)
I= | Uses can change passwornd afterit has expied

[™ Encrypted authentication [CHAP)

[ Unenciypted authenticaiion [FAP, SPAF)

[~ Allow chents to connect without negotiating an authentication method
[™ Pesform machine health check only

Previous | M it I Frizl | Cancel |

14. Click Add, select the Microsoft: Protected EAP (PEAP)EAP Type, and click OK in order
to enable PEAP.



New Network Policy

Configure Authentication Methods
|
J Configure one or more authentication methods required For the connection request to match this policy, For EAP

e authentication, sou must configure an EAP tvpe. IF vou deploy MAP with 802, 1 or ¥PM, you must configure
Protected EAP in connection request palicy, which overrides netwark policy authentication setkings.

EAR types ate neqotiated betweesn MPS and the client in the arder in which they are lizted.

EAP Types:
Microsoft; Protected EAP [FEAF)

Add.. Edi... Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication sersion 2 [MS-CHAP-2)

™ Uzen canchange passward after it bias expied
[~ Miciosolt Encrypted Authentication [MS-CHAR)
i- U zer ear el e e OAEEN OO Sfter [t e e -Z|.lIZ'.'-J

[ Enceypted suthentication [CHAP)

[T Unencrypted authertication [PAF, SFAF)

[T Allow clients o connect without negotiating an authertication method.
[ Perorm machire heakth check anly

Previous | = Firnzh | Cancal |

15. Select Microsoft: Protected EAP (PEAP) and click Edit. Ensure that the previously-
created domain controller certificate is selected in the Certificate issued drop-down list and

click Ok.



E Server Manager

Fila  Action View Halp

o= 7T HE

T JErver Manager (WINZKS)

= 5 Roles
[# Active Directory Certificabe Services
[ g Active Directory Domain Services

[# || RADIUS Chents and Servers
(=| Policies
 Connection Request Policies
(= Network Paolicies
|| Health Palicies
i+ ™ Network Access Protection
lﬁ Accounking
=] Ml Templates Management
[ & Features
H = Diagnostics
= jﬂ Configuration
ﬂ Skorage

16. Click Next.

Select the certificate the sarver should uss bo prove ks identity bo the chent.
& certificate that is configured For Protected EAP in Connection Request
Policy will cverride this certificate,

Certificate ssued

winzks wireless, com
Friendly name:
Issuer: wiraless-\WIN2ES-ChA

Expiration date: 4/19/2015 Z:03:21 PM

[+ Enable Fast Reconnect
[~ Disconmeck Clients withouk Cryphobinding

Eap Types
assord (EAP-PSCHAR v2) fiave g |
e [atr |
Add Edk remove | [ ok | cancel |

=T




New Metwork Policy E3

l Configure Authentication Methods

Configure one or more authentication methods required For the connection request to match this policy, For EAP
= authentication, sou must configure an EAP tvpe. IF vou deploy MAP with 802, 1 or ¥PM, you must configure
Protected EAP in connection request palicy, which overrides netwark policy authentication setkings.

EAR types ate neqotiated betweesn MPS and the client in the arder in which they are lizted.

EAFP Types:

Microsoft; Protected EAP [FEAF)

Fd e o |

Add.. Edi... Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication sersion 2 [MS-CHAP-2)
™ Usencanchenge password after it bes expied
[~ Miciozolt Encropted Authentication [MS-CHAR)
" | Uger ean ekange passwond after it has expired
[ Enciypted suthenticstion [CHAP)
[T Unencrypted authertication [PAF, SFAF)
[T allow clients to conrect without negotiating an authentication method,
[ Perorm machire heakth check anly

Previous | M@t Firnzh Cancal

17. Click Next.



New Network Policy

M

-

Configure Constraints

Constraints are additional parsmeters of the network, policy that sre required bo makch the connection request. IF a
constraint is not matched by the connection request, NP3 automatically rejects the request. Constraints are
optional; if vwau do not wank ko configure constraints, click, Mesxt.

Configure the consirainks for this netwonk policy.

I all constrairits

Constraints:

are riot matched by the connection request, network access i denied.

Lonstraints Specily the masirumn time in minutes that the server can remain idle before the connection
iz dizconnected

&, Session Timeout [T Disconnect after the masimum idle ne

T Called Station D
I 1 3?

' Diay and time
iezlnctions

l MNAS Port Type

Frevious I Mawt I ket Carncel

18. Click Next.




New Network Policy

L]
’ \}1 NP5 appliss settings to the connection request if all of the network, policy corditions and constraints For the policy
are matched,

l Configure Settings
-

Configure the settings for this network policy,
[F conditions and congtraints match the connection request and the policy grants access, setings are apphed.

Settings:
HADILS Atributes =4 | To send addtional stributes to RADIUS chierts, select a RADIUS standard attibute, and
then click Edit, If you do not conligure an attribute, it iz not sant o RADIUS clients. See
- wour RADIUS chent documentation for required atbibutes,
[ Wendaor Specific
Hetwork Access
Protecbon
B, NAP Enforcement Altibutes:
M arme ] Walie |
-E
8 Extended State Framed-Protocol —
EDUH"Q and Remote Service-Type Framed
CCESS
3 Fultiink. and
Bandwidih Allocation
Protocol [BAF]
£ IP Fikers
% Encopion . Add... Edi Remave
[77] IF Settings ﬂ

Fravious | et I Firier Carcal

19. Click Finish.



l Completing New Network Policy

-

Vou have succeszshully created the following natwork palicy;
Wirelezss PEAP

Policy conditions:

Mfindows Groups WIRELESSWD omain Users
MAS Part Tupe Wirgless - [EEE 80211
Aiithentication Type EAP

Policy settings:

Canditicn | Walue =
Authentication Method E&F

Access Permission Grant Access

|Update Moncomphant Clients Tue

M&P Enfoicemert Allaw full netwiotk, access o
Framed-Frotacol FFF

Sarvice-Type Frarned -

To close this wzard, click Frish

Frevious | i | Firiish | Canca| ]

Note: Dependent upon your needs, you might need to configure Connection Request
Policies on the NPS in order to allow the PEAP profile or the policy.

Add Users to the Active Directory

Note: In this example, the user database is maintained on the AD.

Complete these steps in order to add users to the AD database:
1. Navigate to Start > Administrative Tools > Active Directory Users and Computers.

2. In the Active Directory Users and Computers console tree, expand the domain, right-click
Users and New, and choose User.

3. In the New Object - User dialog box, enter the name of the wireless user. This example uses
Client1 in the First Name field and Clientl in the User logon name field. Click Next.



Mew Object - User Ed I

J Create in;  wirelesz.com/
Wid

First name:

[nitials: IN

Last name:

Full name: uzerl M.

Ilzer logon name:

uzer] @ireless. com - I

Izer logon name [pre-wWindows 2000];
WIRELESS Lzer]

< Back I Mt » Canicel

4. In the New Object - User dialog box, enter a password of your choice in the Password and
Confirm password fields. Uncheck the User must change password at next logon check
box and click Next.



Mew Object - User

_1 ) Create in:  wireless. com/
Fazzword: Im
Confirm pazswiord: I-"u sene

[ User must change pazsword at next logon
[ Uszer cannot change pazsword

[ Pazzword never expires

[T Account iz dizabled

< Back I

Mext >

Cancel

5. In the New Object - User dialog box, click Finish.



Mew Object - User

_2 ) Create in:.  wireless. com/

When pou click Finigh, the following object will be created:

Full name: userl M.

Uzer logon harme: ugerl Ewireless, com

[

¢Back | Finish |

Cancel |

6. Repeat Steps 2 through 4 in order to create additional user accounts.

Verify

Complete these steps in order to verify your configuration:

1. Search for the Service Set Identification (SSID) on the client machine.



Currently connected to: £ -
Network 3
" Internet access 3
Wireless Metwork Connection A
Microsoft_NPS All
MotoTest ﬂ!!!
Dotlx ﬂ!!!
WPA2-PSK M
dwlhhcatalog ﬂ!!!
tac-test ﬂ!!!
iPhone M -
Open Metwork and Shanng Center

2. Ensure that the client is connected successfully:



Currently connected to: +3

=3 Network 3
Internet access

m

“=% Microsoft_NP5
Mo Internet access

Wireless Metwork Connection A
Microsoft_NPS Connected 1.1_“
MotoTest 1.1_“
Dotlx 1.1_“
WPA2-PSK M
lab-test -."1“
dwlhhcatalog 1.1_“
T

Open Metwork and Shaning Center

Troubleshoot

Note: Cisco recommends that you use traces in order to troubleshoot wireless issues.
Traces are saved in the circular buffer and are not processor intensive.

Enable these traces in order to obtain the L2 auth logs:

- set trace group-wireless-secure level debug
- set trace group-wireless-secure filter mac 0017.7C2F.B69A
Enable these traces in order to obtain the dot1X AAA events:

. set trace wcm-dotlx aaa level debug
. set trace wcm-dotlx aaa filter mac 0017.7C2F.B69A
Enable these traces in order to receive the DHCP events:

. set trace dhcp events level debug
- set trace dhcp events filter mac 0017.7C2F.B69A
Enable these traces in order to disable the traces and clear the buffer:

. set trace control sys-filtered-traces clear
. set trace wcm-dotlx aaa level default
. set trace wecm-dotlx aaa filter none



. set trace group-wireless-secure level default
- set trace group-wireless-secure filter none
Enter the show trace sys-filtered-traces command in order to view the traces:

[04/23/14 21:27:51.963 I ST 1 8151] 0017.7c2f.b69a Adding mobile on LWAPP AP
lcaa.076£.9e10 (0)

[04/23/ 14 21:27:51.963 |1 ST 2 8151] 0017.7c2f.b69a Local Policy: Created MSCB
Just AccessVLAN = 0 and SessionTineout is O and apfMsTimeout is O

[04/23/ 14 21:27:51.963 | ST 8 8151] 0017. 7c2f.b69a Local Policy: Setting |oca
bridging VLAN nane VLANOO20 and VLAN ID 20

[04/23/ 14 21:27:51.963 I ST 9 8151] 0017. 7c2f.b69a Applying W.AN ACL policies
to client
[04/23/ 14 21:27:51.963 | ST a 8151] 0017. 7c2f.b69a No Interface ACL used for
Wreless client in WM NGAC)
[04/23/ 14 21:27:51.963 | ST b 8151] 0017. 7c2f.b69a Applying site-specific | Pv6
override for station 0017.7c2f.b69a - vapld 8, site 'test',

i nterface ' VLANOO20

[04/23/ 14 21:27:51.963 | ST ¢ 8151] 0017. 7c2f.b69a Applying | ocal bridging
Interface Policy for station 0017.7c2f.b69a - vlan 20,

i nterface ' VLANOO20

[04/23/ 14 21:27:51.963 |1 ST d 8151] 0017.7c2f. b69a

**** | nside applyLocal ProfilingPolicyAction ****

04/ 23/ 14 21:27:51.963 | ST f 8151] 0017. 7c2f. b69a Local Profiling Val ues
isvValidvian = 0, vlan = 0, isWVlanRecdl nDelete = 0, isValidSessionTi neout = 0,
sessi onTi neout =0, isSessi onTORecdl nDel ete = 0 Protocol Map = 0 ,
appl yPol i cyAt Run= 0

[04/23/ 14 21:27:51.963 | ST 10 8151] 0017. 7c2f. b69a i pv4ACL =[],

i pv6ACL = [], inQS = [unknown], out QS = [unknown]

[04/23/14 21:27:51.963 IST 11 8151] 0017.7c2f.b69a STA - rates (4):
130 132 139 150 0 0 0 0 0 0 0O OO OO0OO
[04/23/14 21:27:51.963 IST 12 8151] 0017.7c2f.b69%9a STA - rates (12):
130 132 139 150 12 18 24 36 48 72 96 108 0 0 0 O

[04/23/14 21:27:51.963 IST 13 8151] 0017.7c2f.b69a Processing RSN IE type 48,
length 20 for mobile 0017.7c2f.b69a
[04/23/14 21:27:51.963 IST 14 8151] 0017.7c2f.b69a Received RSN IE with 0
PMKIDsfrom mobile 0017.7c2f.b69%a

[04/23/ 14 21:27:51.964 | ST 1b 8151] 0017. 7c2f. b69a Change state to AUTHCHECK
(2) last state START (0)

[04/23/ 14 21:27:51.964 | ST 1c 8151] 0017.7c2f.b69a Change state to 8021X_REQD
(3) last state AUTHCHECK (2)

[04/23/ 14 21:27:51.964 | ST 25 8151] 0017. 7c2f. b69a apf ProcessAssocReq
(apf_80211. c: 6272) Changing state for mobile 0017.7c2f.b69a on AP
lcaa.076f£.9e1l0 from Associated to Associated

[04/23/ 14 21:27:51.971 I ST 26 8151] 0017.7c2f.b69a 1XA: Initiating

aut hentication

[04/23/ 14 21:27:51.971 |1 ST 27 8151] 0017.7c2f.b69a 1XA: Setting reauth
timeout to 1800 seconds

[04/ 23/ 14 21:27:51.971 |1 ST 28 8151] 0017.7c2f.b69a 1XK: Set Link Secure: O

[04/23/ 14 21:27:51.971 | ST 29 8151] 0017.7c2f.b69a 1XA: Allocated uid 40
[04/23/ 14 21:27:51.971 | ST 2a 8151] 0017. 7c2f.b69a 1XA: calling Auth Mgr
to authenticate client 4975000000003e uid 40



[04/23/14 21:27:51.971 | ST 2b 8151] 0017.7c2f.b69a 1XA: Session Start from
wireless client

[04/23/ 14 21:27:51.971 | ST 2c 8151] 0017.7c2f.b69a Sessi on Manager Call Cient
4975000000003e, uid 40, capwap id 7ae8c000000013, Fl ag 0, Audit-Session ID
0a6987b25357e2f f 00000028, method list Microsoft NPS, policy nane (null)

[04/23/ 14 21:27:51.971 |1 ST 2d 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
[0017. 7c2f . b69a, Ca3] Session start request fromdient[1l] for 0017.7c2f.b69a
(et hod: Dot1X, method list: Mcrosoft_NPS, aaa id: 0x00000028), policy
[04/23/ 14 21:27:51.971 | ST 2e 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:
[0017. 7c2f.b69a, Ca3] - client iif_id: 4975000000003E, session |D:
0a6987b25357e2f f 00000028 for 0017.7c2f.b69a

[04/23/ 14 21:27:51.972 | ST 43 284] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] Posting ! EAP_RESTART on dient 0x22000025

[04/23/ 14 21:27:51.972 | ST 44 284] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] 0x22000025:enter connecting state

[04/23/ 14 21:27:51.972 | ST 45 284] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] 0x22000025: restart connecting

[04/23/ 14 21:27:51.972 | ST 46 284] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] Posting RX_REQ on Cient 0x22000025

[04/23/ 14 21:27:51.972 | ST 47 284] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] 0x22000025: authenticating state entered

[04/23/ 14 21:27:51.972 | ST 48 284] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] 0x22000025: connecting aut henticating action

[04/23/ 14 21:27:51.972 |1 ST 49 291] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] Posting AUTH_START for 0x22000025

[04/23/ 14 21:27:51.972 | ST 4a 291] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f . b69a, Ca3] 0x22000025:entering request state

[04/23/ 14 21:27:51.972 |1 ST 4b 291] ACCESS- METHOD- DOT1X- NOTF:
[0017. 7c2f. b69a, Ca3] Sending EAPOL packet

[04/23/ 14 21:27:51.972 | ST 4c 291] ACCESS- METHOD- DOT1X- | NFO.
[0017. 7c2f.b69a, Ca3] Platform changed src mac of EAPOL packet

[04/23/ 14 21:27:51.972 | ST 4d 291] ACCESS- METHOD- DOT1X- NOTF:
[0017. 7c2f. b69a, Ca3] Sending out EAPOL packet

[04/23/ 14 21:27:51.972 | ST 4e 291] ACCESS- METHOD- DOT1X- | NFO:
[0017. 7c2f. b69a, Ca3] EAPOL packet sent to client 0x22000025

[04/23/ 14 21:27:52.112 |1 ST 7d 211] Parsed CLID MAC Address = 0:23:124: 47:182: 154

[04/23/ 14 21:27:52.112 | ST 7e 211] AAA SRV(00000000): process authen req

[04/23/ 14 21:27:52.112 |1 ST 7f 211] AAA SRV(00000000): Authen method=SERVER_GROUP
Microsoft_NPS

[04/23/ 14 21:27:52.112 1 ST 80 211] AAA SRV(00000000): Sel ecting SG = DI AMETER

[04/23/14 21:27:52.113 |1 ST 81 186] ACCESS- METHOD- DOT1X- | NFO.
[0017. 7c2f. b69a, Ca3] Queuing an EAPOL pkt on Authenticator Q

[04/23/ 14 21:27:52.113 | ST 82 291] ACCESS- METHOD- DOT1X- DEB:
[0017. 7c2f. b69a, Ca3] Posting EAPCL_EAP for 0x22000025

[04/23/14 21:27:52.278 IST 83 220] AAA SRV(00000000): protocol reply
GET_CHALLENGE_RESPONSE for Authentication

[04/23/14 21:27:52.278 IST 84 220] AAA SRV(00000000): Return Authentication
status=GET_CHALLENGE_RESPONSE

[04/23/14 21:27:52.278 IST 85 291] ACCESS-METHOD-DOT1X-DEB:[0017.7c2f.b69%a,Ca3]
Posting EAP_REQ for 0x22000025

Here is the rest of the EAP output:

[04/23/ 14 21:27:54.690 I ST 12b 211] AAA SRV(00000000): process authen req
[04/23/ 14 21:27:54.690 | ST 12c 211] AAA SRV(00000000): Authen

met hod=SERVER_GROUP M crosoft _NPS
[04/23/ 14 21:27:54.690 | ST 12d 211] AAA SRV(00000000): Sel ecting SG =



DI AVMETER

[04/ 23/ 14 21:27:54.694 |1 ST 12e 220] AAA SRV(00000000) :

for Authentica

[04/ 23/ 14 21:27:54.694 | ST 12f 220] AAA SRV(00000000) :

status=PASS

tion

protocol reply PASS

Return Authentication

[04/23/ 14 21:27:54.694 |1 ST 130 189] ACCESS- METHOD- DOT1X- | NFO

[0017. 7c2f. b69

[04/23/ 14 21:27:54.695 | ST 186 8151] 0017. 7c2f.

a

Ca3] Received an EAP SucceSsS

mobile - data forwarding is disabled

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

message (len 121)

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

PTK_START state (msg 2) fromnobile

[04/ 23/ 14 21:27
timer

[04/ 23/ 14 21:27
to mobile,
[04/ 23/ 14 21:27

WLAN=8

: 54,695 | ST 187
AP WLAN=8

706 | ST 188
fromnobile

706 | ST 189

: 54.
: 54.
:54.706 | ST 18a
:54.706 | ST 18b

:54.706 | ST 18c

WLAN=8 AP WLAN=8

:54.717 |1 ST 18d

nmessage (len 99) from nobile

[04/ 23/ 14 21:27
from mobile
[04/ 23/ 14 21:27

:54.717 1 ST 18e

154,717 | ST 18f

PTKINITNEGOTIATING state (msg

[04/ 23/ 14 21:27

[04/ 23/ 14 21:27

:54.717 1 ST 190

:54.717 1ST 191

- updating PEM

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:

L2AUTHCOMPLETE

[04/ 23/ 14 21:27:
[04/ 23/ 14 21:27:
[04/ 23/ 14 21:28:
[04/ 23/ 14 21:28:

20.20.20.5 mask

[04/ 23/ 14 21:28

54. 717 1 ST 192
54. 717 1 ST 193
(4) last state

58. 277 | ST 1df
58.277 1 ST 1e0
05.279 | ST 1lel
05.279 | ST 1e2
255.255.255.0

:05.306 IST 1f4

last state DHCP_REQD (7)

8151]
8151]
8151]
8151]
8151]
8151]
8151]
8151]

8151]

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017.

0017. 7c2f.

4) from mobile

8151]
8151]

8151]
8151]

0017. 7c2f.

0017. 7c2f.

0017. 7c2f.
0017. 7c2f.

8021X_REQD (3)

269]
269]
269]
269]

DHCPD:
DHCPD:
DHCPD:
DHCPD:

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

7c2f.

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a

b69a
b69a

Starting key exchange with

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key

1XK: Received EAPOL-key in

1XK: Stopping retransm ssion

1XA: Sending EAPOL message

1XA: Received 802.11 EAPQOL

1XA: Received EAPOL-Key
1XK: Received EAPOL-key in
1XK: Set Link Secure: 1

1XK: Key exchange conpl ete

apf Ms1xSt at el nc
Change state to

Sendi ng notification of DI SCOVER:
Sendi ng notification of DI SCOVER:
Addi ng binding to hash tree
DHCPOFFER notify setup address

8151] 0017. 7c2f. b69a Change state to RUN (20)
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