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Introduction

This document describes how to configure the PEAP with MS-CHAP authentication with the
Microsoft NPS as the RADIUS server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:



- Knowledge of basic Windows 2008 installation
- Knowledge of Cisco controller installation
Ensure that these requirements have been met before you attempt this configuration:

- Install the Microsoft Windows Server 2008 on each of the servers in the test lab.
- Update all service packs.

- Install the controllers and lightweight access points (LAPS).

- Configure the latest software updates.

For initial installation and configuration information for the Cisco 5508 Series Wireless Controllers,
refer to the Cisco 5500 Series Wireless Controller Installation Guide.

Note: This document is intended to give the readers an example on the configuration required
on a Microsoft server for PEAP-MS-CHAP authentication. The Microsoft Windows server
configuration presented in this document has been tested in the lab and found to work as
expected. If you have trouble with the configuration, contact Microsoft for help. The Cisco
Technical Assistance Center (TAC) does not support Microsoft Windows server configuration.

Microsoft Windows 2008 installation and configuration guides can be found on Microsoft Tech Net.

Components Used
The information in this document is based on these software and hardware versions:

- Cisco 5508 Wireless Controller that runs firmware Version 7.4

- Cisco Aironet 3602 Access Point (AP) with Lightweight Access Point Protocol (LWAPP)

- Windows 2008 Enterprise Server with NPS, Certificate Authority (CA), dynamic host control
protocol (DHCP), and Domain Name System (DNS) services installed

- Microsoft Windows 7 client PC

- Cisco Catalyst 3560 Series Switch

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Background Information

This document provides a sample configuration for the Protected Extensible Authentication
Protocol (PEAP) with Microsoft Challenge Handshake Authentication Protocol (MS-CHAP) version
2 authentication in a Cisco Unified Wireless network with the Microsoft Network Policy Server
(NPS) as the RADIUS server.

PEAP Overview

PEAP uses Transport Level Security (TLS) to create an encrypted channel between an


https://www.cisco.com/c/en/us/td/docs/wireless/controller/5500/install/guide/ctrl5500.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

authenticated PEAP client, such as a wireless laptop, and a PEAP authenticator, such as
Microsoft NPS or any RADIUS server. PEAP does not specify an authentication method, but
provides additional security for other Extensible Authentication Protocols (EAPS), such as EAP-
MS-CHAP v2, that can operate through the TLS-encrypted channel provided by PEAP. The PEAP
authentication process consists of two main phases.

PEAP Phase One: TLS-Encrypted Channel

The wireless client associates with the AP. An IEEE 802.11-based association provides an open
system or shared key authentication before a secure association is created between the client and
the access point. After the IEEE 802.11-based association is successfully established between the
client and the access point, the TLS session is negotiated with the AP. After authentication is
successfully completed between the wireless client and NPS, the TLS session is negotiated
between the client and NPS. The key that is derived within this negotiation is used to encrypt all
subsequent communication.

PEAP Phase Two: EAP-Authenticated Communication

EAP communication, which includes EAP negotiation, occurs inside the TLS channel created by
PEAP within the first stage of the PEAP authentication process. The NPS authenticates the
wireless client with EAP-MS-CHAP v2. The LAP and the controller only forward messages
between the wireless client and RADIUS server. The Wireless LAN Controller (WLC) and the LAP
cannot decrypt these messages because it is not the TLS end point.

The RADIUS message sequence for a successful authentication attempt (where the user has
supplied valid password-based credentials with PEAP-MS-CHAP Vv2) is:

1. The NPS sends an identity request message to the client: EAP-Request/Identity.

2. The client responds with an identity response message: EAP-Response/ldentity.

3. The NPS sends an MS-CHAP v2 challenge message: EAP-Request/EAP-Type=EAP MS-
CHAP-V2 (Challenge).

4. The client responds with an MS-CHAP v2 challenge and response: EAP-Response/EAP-
Type=EAP-MS-CHAP-V2 (Response).

5. The NPS sends back an MS-CHAP v2 success packet when the server has successfully
authenticated the client: EAP-Request/EAP-Type=EAP-MS-CHAP-V2 (Success).

6. The client responds with an MS-CHAP v2 success packet when the client has successfully
authenticated the server: EAP-Response/EAP-Type=EAP-MS-CHAP-V2 (Success).

7. The NPS sends an EAP-type-length-value (TLV) that indicates successful authentication.

. The client responds with an EAP-TLV status success message.

9. The server completes authentication and sends an EAP-Success message in plain text. If
VLANSs are deployed for client isolation, the VLAN attributes are included in this message.

[e0]

Configure

In this section, you are presented with the information to configure PEAP-MS-CHAP v2.

Note: Use the Command Lookup Tool to obtain more information on the commands used in
this section. Only registered Cisco users can access internal Cisco tools and information.



Network Diagram

This configuration uses this network setup:

Wireless LAN Cont

Microsoft Windows 2003 Server (AD,
CA, DC, DHCP, DNS, 1AS)

Wireless Clent C1  Wireless Client C2

Network Diagram

In this setup, a Microsoft Windows 2008 server performs these roles:

- Domain controller for the domain

- DHCP/DNS server

- CA server

- NPS — to authenticate the wireless users

- Active Directory — to maintain the user database

The server connects to the wired network through a Layer 2 switch as shown. The WLC and the
registered LAP also connect to the network through the Layer 2 switch.

The wireless clients use Wi-Fi Protected Access 2 (WPA2) - PEAP-MS-CHAP v2 authentication to
connect to the wireless network.

Configurations

The objective of this example is to configure the Microsoft 2008 server, Wireless LAN Controller,
and Light Weight AP to authenticate the wireless clients with PEAP-MS-CHAP v2 authentication.
There are three major steps in this process:

1. Configure the Microsoft Windows 2008 Server.
2. Configure the WLC and the Light Weight APs.
3. Configure the wireless clients.

Configure the Microsoft Windows 2008 Server



In this example, a complete configuration of the Microsoft Windows 2008 server includes these

steps:

00O ~NO Ol WNPEF

. Configure the server as a domain controller.

. Install and configure DHCP services.

. install and configure the server as a CA server.
. Connect clients to the domain.

. Install the NPS.

. Install a certificate.
. Configure the NPS for PEAP authentication.
. Add users to the Active Directory.

Configure the Microsoft Windows 2008 Server as a Domain Controller

Complete these steps in order to configure the Microsoft Windows 2008 server as a domain

controller:

1. Click Start > Server Manager.
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2. Click Roles > Add Roles.
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3. Click Next.



Add Roles Wizard
i .
! Before You Begin
|

Eefore You Begin This wizard helps you install roles on Hhis server. You determine which roles to instal based on the tasks vou
wanlt this server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress + The Administrator acoount has 3 strong password
« Metwoek settings, such as stabic IP addresses, are configured
Resuks + The latest ssourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard sgsin.
To continue, chck Mext,

™ skip this page by default

s Previous ” Mexk = | Inistall Cancel

4. Select the service Active Directory Domain Services, and click Next.




Add Roles Wizard

Before You Begin

Server Rokes

Active Dirgchory Domain Services
Confirmation

Frogress

Resuks

Sealect Server Roles

Sedect one or more roles bo install on this server,
Roles:

[] Active Directory Certificste Services

I 2 crive Directory Domain Servic

[ ] Active Cirectory Federation Services

[ Active Dirsctory Lightweight Directory Services
[ | Active Directary Rights Management Services
[] Application Server

[] oHCP Server

| | DMS Server

[] Fax Server

|| File Services

[ ] Metwork Policy and Access Services

[T Print Servdces

[ Tereminal Servces

[] UDCI Services

[] web Server (115)

|| windows Deployment Services

[] windows Server Update Services

Descripkion:

fuctive Directory Domain Services (KD
5} stores informabion about objects
on the network and makes this
infarmation svalable bo users snd
network administrators. AD 05 uses
doman controlers bo ghve network
usars access bo parmitbed resources
anywhere on the nebwaork Hhrough &
single logon process,

< Previous | Next > | Trictal | Cancel

5. Review the Introduction to Active Directory Domain Services, and click Next.



Add Roles Wizard

I
I{;L- Active Directory Domain Services

Sl
Befare You Begn Introduction bo Active Directory Domain Services
Eervar Roles Actve Directary Domain Services (AD DS) stores information abouk users, computers, and other devices on Hhe
retwork. AD DS helps administrstars secureky mansge this information and Faciltates resource sharing and
Active Direckory Domain Services collaboration betwesn users. AD 05 i< aleo reguired for directory-enabled applications such as Microsoft
L Exchamge Server and for other Windows Server technologles such 25 Group Policy,
Confirmation
Flrugpe—;; T|'|'l1u! ko Moke

i Tabelp ensure that users can still lag an ko the netvark in the case of & server aubage, install & minimum of
b domain controllers Far a domain.

i AD DS requires a DNS s2rver to be inskalled on the network, IF you do nok have a DNS server installed, vou
will be prompted to instal the DNS Server role on this server,

i ¢ After vou irstall the AD DS roke, use the Active Directary Domain Services Installation Wizard
(depeano, exe) to make the server a Fully functional domain controller,

i Instaling AD DS will also instal the DFS Mamnespaces, DFS Replcation, and File Replcabion serdces which
are requirad by Direckory Service.

Resiks

Additional Information
Crverview of AD DS

Installing AD DS

Common Configurations For A0 DS

< Previous || [k = I [rista Cancel

6. Click Install to begin the installation process.



Add Roles Wizard

5
i%ﬁ Confirm Installation Selections

Befare You Begn
Server Roles
Active Direcbary Domain Services

Confirmation

Progress
Resuks

To Instal the Following roles, role services, or feabures, click Install
i_} 2 informakional messages below

lE This server might need ko be reskarted after the inskallation complebes.
- Active Directory Domain Services

d_, After you irstall the AD DS role, use the Active Direckory Domain Services Inskallation Wizard
(deprafg, exe) ta make the server & Fully fusdctional doman contraler,

Print, e-mail, or sawe this information

< Previous Next = | Install I Cancel

The installation proceeds and completes.
7. Click Close this wizard and launch the Active Directory Domain Services Installation
Wizard (dcpromo.exe) to continue installation and configuration of the Active Directory.



Add Roles Wizard

Installation Results

Before You Begin
The Fallewing rales, role services, or Feabures were installed successhuly:
Server Roles

1 warning, 1 informationsl messages below
Active Directory Domain Services A Lt

Confirmation ] Windows automatic updabing & not enabled. Tainstal the latest updates, use Windows Update in
Cortrol Pansl to check for updates.

Progress

Results *! Active Directory Domain Services @ nstallation succeeded

The Following role ssrvices were installed:
Active Directory Domain Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo. exe) to make the server a
fuly Functional domain cortraller.

Closa this wizard and launch the Active Directory Domain Services Inskallation \Wizard (dopramo, exe).

Prink, e-mail, or save the installation repor:

= Presious | Flext = | | Cloza I zancel

8. Click Next to run the Active Directory Domain Services Installation Wizard.



@ ! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation

Wizard
i This wizard helps you install Active Directon Domain
P==" LN Services [A0D D5) an thiz server, making the server an

Active Directory domain controller. To continue, click Mest.

[T Usze advanced mode installation

Learn more about the additional options that are
avallable in advanced mode installation.

kare about Active Directory Domain Services

< Back I MHest » Cancel

9. Review the information on Operating System Compatibility, and click Next.



@! Active Directory Domain Services Installation Wizard

Operating System Compatibility
Improved securnity zettings in Windows Server 2008 affect older versions of
Windows

=

v Windows Server 2008 domain contrallers have a new more secure default for the
gecurnity zetting named “allow cryptography algorithms compatible with Windows MT
4.0." Thig zetting prevents Microzaft YWindows and non-Microzaft SMEB "clients' from
uzinig weaker MT 4.0 ztyle cryptography algonithms when eztablizhing secunity channel
gegsion: againzt Windows Server 2008 domain controllers. Az a result of this nesw
default, operations or applications that require a zecurity channel zerviced by
Windows Server 2008 domain contrallers might Fail.

Platformsz impacted by this change include Windows MT 4.0, az wel az non-Microzoft
SMB “clients'" and netwark-attached storage [MAS] devices that do not support
stronger cryptography algonthims. Some operations on clients running wersiong of
Windows earler than Yizta with Service Pack 1 are alzo impacted, including domain
[oin operations performed by the Active Directon Migration Toal or Windows
Deployment Services.

For mare information about thiz setting, zee Knowledge Baze article 942564
[Rttp: #fgo.microzoft. comdfwlink ?Linkld=104751].

< Back MHest » Cancel

10. Click Create a new domain in a new forest > Next in order to create a new domain.



@! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
Y'ou can create a domain controller for an exizting farest or for a new forest.

™ Ewizting farest

£ Add a domain contraller b an existing domain

£ Create a new domain in an existing forest
Tikiz zerver will bezame the firzt domain cantraller in the rew damain.

¥ Create a new domain in a new farest

Mare about pozzsible deplovment confiqurations

< Back I MHewt =

Cancel

11. Enter the full DNS name for the new domain, and click Next.




@! Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain
The first domain in the farest is the farest oot domain, 1tz name iz alzo the name of

the forest, b
Type the fully qualified domain name [FEOM) of the new farest roat domair.
FODM af the forest root domain:
Iwireless.cnn{
Example; corp.contozo.com
< Back Mt = Cancel

12. Select the forest functional level for your domain, and click Next.




@! Active Directory Domain Services Installation Wizard

Set Forest Functional Level
Select the forest functional level.

=" ="]
Forest functional lewvel:
Dretails:
The “Windows 2000 forest functional level provides all Active Directory Domain "
Services features that are available in Windows 2000 Server. If pou have domain
controllers running later versionz of Windows Server, some advanced features will
hot be avallable on thoze domain contrallers while this forest 12 at the Windows
2000 funchional lewel.
=
tore about dormain and forest functional levels
< Back Ment » Cancel

13. Select the domain functional level for your domain, and click Next.




@! Active Directory Domain Services Installation Wizard

Set Domain Functional Level - -
Select the domain functional level.

Damain functional level:

Details:

The following features are available at the Windows 2000 M ative domain functional
lesvel: —

univerzal groups

group niesting

gQroup bpe converzion

SID higton
[f yau have domain controllers running later verzions of Windows Server, some s
advanced features will not be available on thoge domain controllers while the lI

kare about domain and forest functional levels

< Back I MHewt = Cancel

14. Ensure DNS server is selected, and click Next.



@! Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

=" ="}
Select additional options for thiz domain controller.

v DNS zerver
¥ Globalzatalog
[T Bead-only damain contraller [RODE]
Additional infarmation:

The first domain contraller in a forest must be a global catalog server and :I
cannot be an RODC.

We recommend that you inztall the DMNS Server zervice on the firgt domain

controller.

[
Mare about additional dormain controller options
< Back I Meut » Cancel

15. Click Yes for the installation wizard to create a new zone in DNS for the domain.

i_fl Active Directory Domain Services Installation Wizard Eq |

f delegation For this DMS server cannok be created because the
! authoritative parent zone cannot be Found or it does not run
Windows DNS server, IF wou are inkegrating with an existing DN
infrastruckure, ywou should manually create a delegation ko this
DS server in the parent zone to ensure reliable name resolution
From oukside the domain wireless,com, Otherwise, no action is

required.

Do you wank fo continue?

Yes Mo I




16. Select the folders Active Directory must use for its files, and click Next.

@ /! Active Directory Domain Services Installation Wizard

Location for Database, Log Filez, and 5Y5S¥Y0L =
Specify the folders that will contain the Active Directory domain contraller =i =
databaze, log files, and 5v5WOL. b

For better perffarmance and recoverability, store the databaze and log files on separate
wolLrnes.

Databasze folder:

I.E:"-.Windnws'xNTDS Browse. ..
Loqg filez folder:
C:AWindows\WTDS Browse. ..
='5VOL folder:
C:\Windowsh S SV 0L Browse. ..

kare about placing Sctive Directory Domain Services files

< Back MHext Cancel

17. Enter the Administrator Password, and click Next.



@! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Admimistrator Pazsword e B

= =]

The Directory Services Restore Mode Adminiztratar account iz different from the domain
Adrniniztrator account.
Azzign a pazsword far the Adminiztrator account that will be uzed when this domain
controller iz started in Directary Services Restore Mode. We recommend that you
choose a strong pazsward.
Pazzword: YT IIIITIIYY)
Confirm paszword: sssssssssesl
Mare about Directory Services Festore Mode pazsword

< Back Mext » Cancel

18. Review your selections, and click Next.



@! Active Directory Domain Services Installation Wizard

Summary = B
il
Review pour zelections:
Configure thiz server az the first Active Directony domain contraller ina new forest, =
The new darmain name iz wireless. com. Thig iz alzo the name of the new forest,
The MetBIOS name of the domain iz WIRELESS
Forest Functional Level: Windows 2000 o
Dornain Functional Level: Windows 2000 N ative
Site: Default-First-Site-M ame
Additional Options: ll
To change an option, click Back. Ta begin the operation, click Mesxt.
Theze zethingz can be e;-:pu:urte::l to an anzwer file far uze with Export settings... |
ather unattended operations.
More about uzing an answer file
< Back I Mext » Cancel

The installation proceeds.

19. Click Finish to close the wizard.



@! Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Active Directary Domain Services iz now installed on this :l
computer for the domain wireless. com.

Thig Active Directorny domain contraller iz azzigned ta the
gite Default-First-Site-M ame. Y'ou can manage sites with
the Active Directory Sites and Services administrative
toal,

Ta cloze this wizard, click Finish.

< Back Finizh I Cancel

20. Restart the server for the changes to take effect.

@ ! Active Directory Domain Services Installation Wizard

“'ou st restart pour computer before the changes made by the
Active Directon Domain Services [nztallation wizard take effect.

Restart Maw 0o not Bestart Maow

Install and Configure DHCP Services on the Microsoft Windows 2008 Server

The DHCP service on the Microsoft 2008 server is used to provide IP addresses to the wireless
clients. Complete these steps in order to install and configure DHCP services:

1. Click Start > Server Manager.
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2. Click Roles > Add Roles.




I, Server Manager
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3. Click Next.



Add Roles Wizard
i .
! Before You Begin
|

Eefore You Begin This wizard helps you install roles on Hhis server. You determine which roles to instal based on the tasks vou
wanlt this server to perform, such as sharing documents or bosting a Web site.

Server Roles
Corfirmation Befare you continue, verify that:
Progress + The Administrator acoount has 3 strong password
« Metwoek settings, such as stabic IP addresses, are configured
Resuks + The latest ssourity updates from Windows Update are installed
IF yau have ba complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard sgsin.
To continue, chck Mext,

™ skip this page by default

s Previous ” Mexk = | Inistall Cancel

Q

4. Select the service DHCP Server, and click Next.




add Roles Wizard E

Salect one of more roles ko install onthis server,

Foles: Deescription:
[ Ackive Directory Certficate Services T
Netwark Connection Bindings Ackivs Directory Domain Services (Installed certrally corfiguwe, manaos, and
Py DAS Settings [ active Directory Federation Services provide bemparary IP addresses and
|| fckive Directory Lightweight Direckory Services related information For dient
P54 WINS Settings [] Ackiee Directory Rights Management Services COmpLters,
DHCF Scopes [ application Server
EANCHCR Server
DHOPvE Stateless Made OMS Server (Inskaled
P& DS Setkings [ Pa Server
[ ] File services
LS PR B2 [] metwork Policy and Access Servicas
Confirmation [ Prink Services
Frogress [ : Terminal Services
Resuls [} UDDI Servicas

[ web Server (115)
[ | windows Deployment Services
[ ] wWindows Server Update Services

Mare about servar roles

< Prewious || Ment = I Inistar Cancel

5. Review the Introduction to DHCP Server, and click Next.



Add Roles Wizard

3
ﬁ DHCP Server
—1

Eefors You Begin
Server Roles

DHCP Server

Mebwork Connection Bindimas
IPd DG Sektings
TP \WINS Sattings
DHCP Scopes
DHICPyh Statelsss Mods
IPwE DS Settings
DHIZP Server Authorization
Confirmation
Progress

Resiks

Introduction bo BHCP Server

The Dynarric Host Configuration Praokocol abows servers bo assign, or lease, IP addresses bo compubers and
other devices that are enablad as DHCP cients. Deploying a DHCF sarver on the network provides computers
and other TCPJIP-based nebwark devices with walid IP addresses and the additionsl configuration paramekers
these devices need, called DHCP options. This alows computers and devices bo connect bo other netvork
resources, such &5 DNS servers, WING servers, and routers,

Things to Moke
i Yo should configure ak least one static 1P address on this compuber.
1 Before wol install DHOP Server, you should plan your subneks, scopes, and exchisions, Make a record of
the plan In 3 safie place For later referance.
Additional Information

DHCE Serer Ovarden
fin H
raki with

< Pravious " Mext = | Iristall | Cancel

6. Select the interface that the DHCP server must monitor for requests, and click Next.




Add Roles Wizard

=
ig:b Select Network Connection Bindings

Eefors You Begin
Server Roles
CHCP Server

k. Connection Bindings
IPw4 DRS Settings
TP \WINS Settings
DHEP Scopes
DHICPy6 Statelsss Mods
IPve DS Settings

DHCP Server Authorizakion
Confirmation
I-'rngre-::

Resiks

e or more netwark connections having a stakic IP address were detected. Each network conneckion can
be wsed bo service DHOP dients on a separate subnet.

Select the network connections that Bhes DHOP server will use For sercing cients.

Metwork Connections:

IP Address ] Type

Bl 192,168 162,12 Fd

Detais

MName: Local Area Connection
Mebwork Adapbes: InkelR) PROJI000 MT Deskiap Adspker
Phessical Address: 05-00-27-38-2C-A4

< Previous | et > I Instal | Cancel |

7. Configure the default DNS settings the DHCP server must provide to clients, and click Next.



ig} Specify IPv4 DNS Server Settings

Before You Begin

When clients obtain an IP address from the DHCP server, By can be given DHCP ootions such as the IP
Server Rioles addresses of DNS servers and the parent domain name, The setbngs you provide here will be applied ko disnts
DHCP Server L

Specify the name of the parent domain that clienks will use For name resolution. This domain will be used For 2l

Nebwork Connection Eindings
d soopes you creabe on this BHCP sexver,

IP+r4 DING Settings

1B WIKE Solti Parent Domain:
|wira|ass.u:-:rr|

DHCF Scopes

DHOPvE Shakeless Mode

1Pvé DS Setti Specify the 1P addresses of the DS servers that chents will use for name resolution. These DNS servers wil be

ELLLE used For all scopes you create on this DHCP server,
DHCP Server Authorization
o Preferred DNS Server IPv+ Address:

Tia ] [192.168.162.12 Validate
Prograss
Resuts

Altarmate DNS Server IPw4 Address:

wefidate

More about DS server settings

< Prewious " Mext = I Inista Cancel

8. Configure WINS if the network supports WINS.



ig} Specify IPv4 WINS Server Settings

‘i'hen clients obtain an IP address fram the DHCP server, they can be given DHCP options such as the 1P
sddresses of WINS servers, The settings you provide here wil be appled to dients using 184,

Before You Begin
Server Roles
DHCP Server
Netwark Connection Eindings

IS5 s not required For applications on this metveork

7 WINS & required for applications on this netwerk

DHCE Scopes :. Ell.- ]rI; Iqjdl-::i-.[ulu .;:.T[I:\-:J:-lh..\ F,||IH::'::-:£3 will use For name resalution. These WINS servers
DHCPvE Stateless Mode Preferred WINS Server IF Address:
IPvi DS Setkings I
DHCP Server Authorization Alternate WINS Server [P Address:
Prograss
Resulbs

More about WINS server settings

< Prewvious " et = I Iristal | Carce] I

9. Click Add to use the wizard to create a DHCP Scope or click Next to create a DHCP scope
later. Click Next to continue.



Add Roles Wizard

ig\:b Add or Edit DHCP Scopes

Befare You Begin & scope is the range of possible TP addresses for a netwark, The DHCP server cannot distribute TP
addresses ba dients until 8 scope is crested.
Server Roles
Soopes:
DHCP Server [ ame | 1P addvess Range | Add,.. I
Nebwark Conneckion Bndings
Edit, ..
P4 DNS Setkings ;I
TP+ WINS Setkings Delete |

DHOP Scopes

DHCOPwE Stateless Mode
TPy DG Settings
DHOP Server Authorization
Confirmation
Prograss

Resuts

—Proparties

Add or select a scope bo view ks properties,

More about adding scopes

< Pravious I Mt = | Iriskzll Cancel

10. Enable or disable DHCPV6 support on the server, and click Next.



Add Roles Wizard

i%? Configure DHCPvE Stateless Mode

Eefore You Begin DHCP Server supports the DHCPYE pratocol For servicing IPvE chents. Using DHCPYG, clients can
sukomaticaly corfigure thel own 1PvE addresses using stateless mods, o they can acquire 1PvG

Server Roles addresses instabeful mode from the DHCP server, IF routers on your nebwork. are configured ko support
DHCP Servar DHCPw6, verify thak your selection below matches the rouker configuration.

Metwork Connection Endings

[P DNS Settings Select the DHCPvG skabeless mode canfiguration For this server,

1P WIKS Settngs % Enable DHCPvE skakeless mode For this servar

DHCP Scopes TP clierts vill be sutomaticaly configured withaut using this DHOP server,

Labeless Mode

" Disable DHCZPv6 stateless mods fior this sarver
After inskaling DHCP Server, you can configure the DHOPwE mode using the DHCP Management console.

1P DNS Setkings

DHCP Server Authorization
Confirmation
Progress

Results

More about DHCPwS stabelass mode

< Prenious | Meet = I Inistar | Carcel I

11. Configure IPv6 DNS settings if DHCPv6 was enabled in the preceding step. Click Next to
continue.



Add Roles Wizard E

ﬁ} Specify IPv6 DNS Server Settings

Befare You Begin

‘When dients obtain an [P address from the DHCP server, thew can be given DHCP options such as the IP
Server Roles addresses of DS servers and the parent domsin name, The setbngs you pravide here will be anoled ko dients
DHCP Server S

Specify the name of the parent dorman that clients will use for name resolution. This domain will be used For 2l
soomes vou create on this stateless IPve DHCP server,

Mebwork Connection Gindings
TP DNS Sattings

1Bv4 WINS Settings Parent Domain:
|wi:e|ass.o:m
DHCF Scopes
DHOPE Stateless Mode
1B DINS Sattiems Specify the 1P addresses of the DNS servers that cients will uss for name resolution. These DUS servers will be
ST L wsad For 3l scopes you create on this DHCP server,
DHCP Server Authorization
_— Preferred DS Server IPvE Address:
=0 [Feaﬂ: 1z loa B008:0205: 3063 Yalidate
Progress
Resuts

Altermate DS Server IPve Address:

VEidate

More about DS server settings

< Previous | Mexk = I st | Cancel I

12. Provide domain administrator credentials to authorize the DHCP server in Active Directory,
and click Next.



Add Roles Wizard E

iga‘ Authorize DHCP Server

Esfore You Begin Ackhe Directory Doman Services (AD OS] stores a list of DHCP servers that are authorized o service
— dients on e network, Authotizing DHCP servers helps avoid accdental damage caused by running DHCE
r Rioles

servers with incorreck configurations or DHCP servers with correct configurations on the wrong nebwork.
CHCP Server

Speafy credentiaks to use fior authorizing this DHCP server in A0 DS,
Metwork Connection Eindings

LA BT R % Use current credenkizls

L Al R The credertials of the current wser will be used to authorize this DHCP server in AD DS.
DHCP Scopes User Mame:  [WIRELESS\administrator

DHOPwE Stakeless Mode

IPvi DNS Sattings

DHCP Sepver Authorzation

" Use alternate oedentials
FRR Specfy domain administrator credentials For authorizing this DHCP server in A0 DS,

Liser Mame:
Resuits | Specify, .. |

" Sk authoczakion of this DHCP server in 40 DS
A1 This DHCP server must be authorized in AD D35 before it can service clients,

More about authorizing DHEP servers in AD DS

{H'ewj_sl et = I Instar | Cancel I

13. Review the configuration on the confirmation page, and click Install to complete the install.



ig} Confirm Installation Selections

Before You Begin
Server Roles
DHCP Server
Metwork Connection Bindings
P4 DNS Satkings
P4 WINS Settings
DHCR Scopes
DHCPE Skateless Mode
IPvé DS Settings
DHCR Server Authorization

Confirmation

Progress
Resulks

To instal the Following roles, role services, or feabures, click Install,

(i) 1 nformational message below

l-] This server might need to be restarted after the installation completes,

| DHCP Server

Mebwork Connecton Brdngs:
1P DS Settings
LS Parent: Domain:
DS Servers:
WINS Servers:
SoopeEs:
DHCPwE Stateless Mode:
TP DINS Settings
DMS Parenk Damain;
LS Servers:
DHCP Server fuskhorization:

192,168,162, 12 (IPvd)

wireless. com
192,168, 162.12
hane
Po scopes defined
Enailed

Wireless, com
Fedi;:al caB008: 9a05:3003

Aukhorize vsng credenbials associated with
WIRELESSYadministrakar

< Previous Hlend = | Instal |

Cancel

The installation proceeds.

14. Click Close to close the wizard.




Add Roles Wizard

'.%:E Installation Results
i

Before You Begin
Server Roles
DHCP Server

The Following roles, role services, or Feabures were installed successhuly:

1 1 wearning message below

Nlebwork Connection Bindings [ “Windows automatic updating is not enabled. To inskal the labest updabes, use Windows Update in
' Conkral Panel bo check For updstes,

104 [NS Settings i
DHOP Server I} Installation succeeded

P4 WING Settings

DHOF Scopes

DHERE Skakeless Mode

IP+6 DING Settings

DHOF Server Authorization
Confirmation

Progress

= FrEnicUs Rlen I Close Zanee

The DHCP Server is now installed.

15. Click Start > Administrative Tools> DHCP to configure DHCP service.



19 DHCP
File Acticn  View Help

H=l E3

= |m= B 8

[ O winmzSz2umnms. wireless, cam

Carkerts of DHCP Skatus
a winrfr 232 2Unnm s, wiredess.com

16. Expand the DHCP server (shown in the previous image for this example), right-click 1Pv4,
and choose New Scope to create a DHCP Scope.




L& DHCP
File Ackion View Help

H=1 E3

L A ERE e

&

[ ohcr

=] a wirrmE Sz Rumnms wireless, com

':E Cisplary Statistics,..

B 1™ pewscope...
New Mukicast Seope. ..

il

Ceafine User Classes. ..

Recondle 41 Scapes. ..

Dusfine Yendor Classes, .,

Set Pradefined Options. ..

Wigw
Refrezh

Properties

Heln

|
s
:ﬁl Add a Scope

B scope s a range of 1P addresses assgned bo computers requesting a dynamic IF addeess, You musk creabe and
corfigure & stope before denamic 1P addresses can be assigned.

To add & new scope, on the Adion meru, chck Mew Scape.

For mone iInfarmation about seting up a DHCP server, sea onbng Help,

}CFEI& a M scope

17. Click Next to configure the new scope via the New Scope Wizard.




Mew Scope Wizard

Welcome to the New Scope
Wizard

Thiz wizard helps you zet up a zcope for distributing 1P
addreszes to computers on pour netwark,.

Ta continue, chck Mext.

< Back Mext > I Cancel

18. Provide a name for the new scope (Wireless Clients in this example), and click Next.



Mew Scope Wizard

Scope Name

t'ou have to provide an identifving zcope name. You alza have the option of ﬁu
providing a descrption.

Tvpe a name and description for thiz scope. Thiz information helps pou quickly identify
how the zcope is to be uzed on pour nebwork.

M ame: wireless Clients

Drescription:

< Back I MHext » Cancel

19. Enter the range of available IP addresses that can be used for DHCP leases. Click Next to
continue.



Mew Scope Wizard

IP Addrezs Hange e
Y'ou define the scope addrezs range by identifwing a set of congecutive [P
addrezzes.

Enter the range of addrezzes that the zcope distributes.

Start IP addrezs: | 192 . 165 . 162 . 100

End IP addreszs: 192 168 . 162 . 200

& zubnet magk defines how marny bits of an [P address to uze for the network./subnet
Dz and hawe many bitz to use for the host 1D, You can specify the subnet mask by
length or as an [P address.

Length: 24 ::II

Subnet mask: 255255 286 0O

< Back Cancel

20. Create an optional list of excluded addresses. Click Next to continue.



Mew Scope Wizard

Add Exclusions

Excluzions are addreszes or a range of addrezzes that are nat distibuted by the ﬁu
SEVEL

Type the [P address range that pou want to exclude. If pou want to exclude a single
addrezz, type an address in Start [P address only.

Start IP addrezsz: End IFP address=:
| . . . . . . Add

Excluded address range:

Bemove

< Back Mext > I Cancel

21. Configure the lease time, and click Next.



Mew Scope Wizard

Lease Duration
The leaze duration zpecifies how long a client can use an P address from this
SCOpE,

S

Leaze durationz should typically be equal ta the average time the computer iz
connected ta the zame phyzical netwark. Far mobile netwaorkz that conzsist mainly of
portable computers or dialup clients, shorter leaze durations can be uzeful,
Likewize, for a stable netwark: that congistz mainly of desktop computers at fised
locations, longer leaze durations are mare appropriate.

Set the duration for scope leazes when distributed by this zerver.
Lirnited to:

Drays: Hourz: b inubes:

=

< Back I MHext » Cancel

22. Click Yes, | want to configure these options now, and click Next.




Mew Scope Wizard

Configure DHCP Options

'ou have to confiqure the most comman DHCP ophions before clientz can uze the ﬁu
SCOPE,

When clentz obtain an address, they are given DHCF optionz such as the [P
addreszes of routers [default gatewaysz], DMS servers, and WINS zettings for that
SCOPE.

The gettings pou select here are for this zcope and overmide zettings configured in the
Server Options folder far thiz serer.

Cro you want to configure the DHCP optiong faor thiz scope now?

i Mo, | will configure these options later

< Back I MHext » Cancel

23. Enter the IP address of the default gateway for this scope, click Add > Next.



Mew Scope Wizard

Router [Default Gateway] e
You can gpecify the routers, or default gateways, to be distibuted by thiz zcope.

Tao add an IP address far a router uzed by clients, enter the address below.

IP address:
| : : Acld
192.168.162.2 Femove
Up
o

< Back Mext > Cancel

24. Configure the DNS domain name and DNS server to be used by the clients. Click Next to
continue.



Mew Scope Wizard

Domain Hame and DMNS Servers

The Domain Mame Spstem [DMS] maps and tranzlates domain names uzed by ﬁu
clients on your nebwark.

You can gpecify the parent damain you want the client computers on pour nebwork, to uze for
DMS name rezalution.

Parent domain:  |wireless.com

To configure zcope clients to use DMS zervers on your network,, enter the [P addreszes for thoze

ZEMVErS.
S Erver name; IF address:
| . . . Add
Fesolve | 19216216212 Femaye
Up
[
< Back MHext » Cancel

25. Enter WINS information for this scope if the network supports WINS. Click Next to continue.



Mew Scope Wizard

WINS Servers

Cornputers running “Windows can uze WINS servers to convert MetBIOS computer ﬁu
hiames to |P addresses,

Entering zerver IP addrezzes here enables Windows clientz to quemn WINS before they uze
broadcasts ta register and resolve MetBIOS names.

SEerver name: IF address:
| . . ) Add

Hesolve | Bemawve

g

o

T change thiz behavwior far Windows DHCP clients maodify option 046, WINSMEBT Mode
Type, in Scope Optionz.

< Back Mext > I Cancel

26. To activate this scope, click Yes, | want to activate this scope now > Next.



Mew Scope Wizard

Activate Scope e
Clients can obtain addresz leazes only if a scope iz activated.

Do pow want to activate this scope now'?

™ Mo, | will activate this scope later

< Back I MHext » Cancel

27. Click Finish to complete and close the wizard.



Mew Scope Wizard |

Completing the New Scope
Wizard

You have succeszsfully completed the Mew Scope wizard.

Ta cloge this wizard, click Finizh.

Install and Configure the Microsoft Windows 2008 Server as a CA Server

PEAP with EAP-MS-CHAP v2 validates the RADIUS server based on the certificate present on the
server. Additionally, the server certificate must be issued by a public CA that is trusted by the
client computer (that is, the public CA certificate already exists in the Trusted Root Certification
Authority folder on the client computer certificate store).

Complete these steps in order to configure the Microsoft Windows 2008 server as a CA server that
issues the certificate to the NPS:

1. Click Start > Server Manager.



EL Server Manager

Pl Adion  Yiew  Halp
L A=l 7]

B gyt Roles

B & Festures
[ Disgrostics
B G configuration

B S Storage

P i server Manager (uivbvzszzeees) |

= GEryer SUmimary

= Computer Informsation
Full Covnpisher Mana:
Warkgroupn!
Local Area Connedtion:
Remobs Deskhop:
Peisduct 10

I o vt sy e this corecks st bagon

= Security Informaticn
Wirdows Frewalh
Wirndows Lipdates:
Last chacked for updates:
Last instabed updates:

[E Enharced Secusty Configuration
(ESC):

- Roles Summary

WIN-PMIGZZUNNMS
WORKGROUR

192, 168, 182, 12, 1Pvh anabied
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Prver
e

On For Administrators
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2. Click Roles > Add Roles.
B Server Manasger M= E
w5 [m
e e
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1

= Rodes Susmamary
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|, Actwe Directory Doman Services
DHCP Server
I DHS Server

| Active Directory Domain Services:

+| Role Status

Pessages: hone

! Role Services: 1 instaled

Spsbem Services: § Running, 1 Shopped
I Ewnnits: 4 warnings, 31 inforrationsl in the last 24 hours

Feole Service

Descriptions
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| Stebus
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i add Rcks
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[ 5o bo Active Dirsctory Domsin
Services

B3 Add ke Sarvices
53. Femovs Fole Servies




3. Click Next.

Add Roles Wizard
2
ﬁ Before You Begin

Before You Begn This wizand helgs you install roles on this server. You determine which roles to install based on Hee basks o
wanit this server to perform, such as sharing documents or hosting a Web site.

Server Roles
Confirmatian Before you continue, verify that:
Progress « The Adminisbrabor acoount has 2 strong password
» Matwoek sethings, such as stabic IP addresses, are configured
Resuks s The latest security updates From Windows Updabe are installesd
IF ywou have bo complete any of the preceding steps, cancel the wizard, complete the sbeps, and then run the
wizard 2gain.
To continue, chek Wext,

[ skip this page by default

% Previous ” Mexk = | Install I Cancel

4. Select the service Active Directory Certificate Services, and click Next.



Add Roles Wizard

ﬁ;z Select Server Poles

Before You Begin

Server Roles
aD s
Rale Services
Setup Type
Ch Typa
Private Key
Cryptography
CA Mame
Walidiy Period
Cerlificabe Databass
Confirmakion
Progress

Results

Select one or more roles bo install on this server.

Ackive Directory Domain Services {Instalad)
[ Active Directory Federation Services
|| Active Directory Lightwsight Directory Services
[ ] Active Directory Rights Management Services
[] Applicstion Server
DHCP Server (Instaled)
DMS Sarver {Instaled)
[ Fax Server
|| File services
[ ] Metwork Pobey and Acoess Services
[] Print Services
[] Teminal Services
[ | UDDI Services
[] Web Server (115}
[] wandows Deployment Servicss
[ | wWindaws Server Updske Services

More abouk server roles

Description:

(A0 C5) |5 wead bo creste certification
authotibies and related role services
that aliow wou baissue and manage
certficates used in & variety of
applications,

< Pravious ” Mext = | Instal | Canncel I

5. Review the Introduction to Active Directory Certificate Services, and click Next.




ig} Introduction to Active Directory Certificate Services

Eefore You Begin
Server Roles

AaDcs

Fole Serdces
Sebup Type
i Type
Private Key
Cryptography
CA Marme
ialidity Period
Certificate Datsbace
Confirmation
Progress
Resuls

Active Directory Certificate Services (AD CS)

Active Direckory Certificate Services (A0 C5) provides the cestificate infrastructure ko ensble scenarios such &=
secure wirekess netwoarks, virtual private nebworks, Inbernet Probocol Security (1PSec), Metwork Access
Probection (MAPY, encrypling fle system (EFS) and smart card logon.

Things ta Note

i The name and domain settings of this computer cannct be changed after 4 certificate authority (CA) has
b= installed, IF you want to change the computer name, join 2 doman, or promote this ssrver to a

domain conkraller, complete these changes before installing the A, For more information, see cartification
authority naming.

Additional Information

Active D Cortficate Services Ouaryi
Manasing & Cestfication Authori
ertication Authorky Nari

< Prewious " Mext = I Inista Cancel

6. Select the Certificate Authority, and click Next.




Add Roles Wizard [ x]

Select Role Services

Eefore You Bagin Select the role services to install for Active Directory Certificate Services:
Zerver Roles Rale ssrvices: Description:
AD 5 [7] Certification Authorky Fertific:ll;un HAwuthority ?Fm is used ko
[ Certification Authority Web Enralment a 95 Corthicates.
Lo Certiication Auhorky rultiple CAs can be linked to Farm &
Setup Type [ online Respondsr pulblic key infrastructure,
L [ metwork Device Ervolment Service
Ch Type
Privabe Keay
Cryptographn
CA Name
walidity Period
Certificate Database
Confirmation
Prograss
Rezults

More about role sarvices

< Previous || Ment = I Inistar Cancel

7. Select Enterprise, and click Next.



Add Roles Wizard

#FE Specify Setup Type
“

Certification Authorities can use data in Active Direckary ko simpliy the issuance and management: of

Before ¥You Beagin
certificabes. Specfy whether you want bo s2t up an Enkerprise or Standalone CA,
Server Rokes
e ¥ Enterprize
Role Services Seleck this aption if this Ca & & member of & damain and can use Direckary Service bo issue and manage
= = certificates,
Setup Type
A " Standalone

Seleck this option if this CA& doss nok use Direckory Servioe daks to issue or manage cestificabes. &
standakone CA can be & member of & domain,

Frivabe Key
Cryptagraphny
CA Name
Yalidity Period
Cerbificate Database
Confirmation
Prograss

Fesuls

< Pravious |I flaxt = I [niskzll Cancel

8. Select Root CA, and click Next.



ig} Specify CA Type

Biefore You Begin
Server Roles
ADNCS
Rolz Serdces
Sebup Type

Private Key
Cryptography
CA Mame
ialidity Period
Certificste Databace
Confirmation
Progress

Resulks

& comipination of root and subordinste CAs can be confiqured bo create a hisrarchical public ke infrastructure
(FEI), A root Ca ks 3 CA that Issues ks own self-signed certificate, & subordinake C& recetves ks certificake
from anather CA. Specify whether ywouw want Eo s=t up a root or subordinate CA.

¥ Rook CA
Select this option £ wou are nstaling the first or only certification autharity in 2 public key infrastructure.

" Subordinate T4
Select this option ¥ wour CA wil obtain its CA certificate From ancther CA higher in a public kew
infrastrucbure,

< Previous ” et = I Insta Cancel I

9. Select Create a new private key,and click Next.




Add Roles Wizard

:.%r% Set Up Private Key
i |

Before You Begin To generske and issue certificabes bo clients, a CA must have a private key, Spedly whether you wenk ko
create a new private key or use an Existing one.

Server Rokes
e ¥ Create a newi private key
Role Services Uz& this aptian if wou don't have & private key or wish bo create a new private key b enhance security,
e T “fiou will be asked to select & cryptographic service provider and specify a key length For the private key.
elup Type To kssue rew certificates, you must also sslect 2 hash algorichm,
il 1 Use existing private key
N Use this option bo ensure conbinuiby with previously issued certificates when reinstaling a CA,
Cryplography (% Select a cortficate and Use s associated private key
CA Name Seleck this option IF you have an existng cerbficate on this computer or IF you want bo impoet &
certificate and uss its associated private key.
Vaidity Period £ Splect o existing private kewan Ehis computes
Cerbificate Database Select this option if you hawve retained private keys From a previous installation or wank bo use a private
S— ke from an albernate source.
Frograss
Resuts
" fic and cri i

< Prawvious || Mlexk > | Inskall Cancel

10. Click Next on Configure Cryptography for CA.




Add Roles Wizard

.%r% Configure Cryptography for CA
|

Before You Begin
Servar Pokes
ADCS
Role Services
Sebup Type
CA Type
Private Key
| Cvptogrssty |
A Name
alidity Period
Certificate Database
Confirmation
Progress

Reauts

To creste a new privabe key, vou must first select a gryptographic service provider, hash algorithm, and
key length that are appropriske for the intended use of the certificates that vau issue, Selecting a higher
wahse for key length wall resulk In stronger security, bub increase Ehe tme needed to complets signing
aperations,

Select a cryphographic seevice provider (CSP): ke character kength:

IREnrh"lu;rnsnfr Softweare Key Storages Prosdder E‘ -

Seleck the hash algorithm fioe signing certificates Issued by this Ch:

shal i‘
iz

n.dlq -

N | ,r‘

™ Use strong private key protection Feabures provided by the €SP (Hhis may require administrator interaction
every time the private key is accessed by the CA)

« Previous || Mt = | [nstall Cancal

11. Click Next to accept the default Common name for this CA.




iE} Configure CA Name

Esfore You Begin
Server Roles
ADCS
Ruole Services
Setup Type
Ch Type
Private Key
Cryptographn
| catame |
Validity Period
Certificate Dabsbase
Confirmation
Progress
Resuts

Type in a common name to identify this CA, This name is added to &l certificates issued by the Ca.

Distinguished name suffix valees are automaticalky generated but can be modFied.

Comiromn namme Foe this CA:

[wlrEIESS-'I.lI'[N-N'I'Z'BZEUWNMS-CP.

Distinguished name suffiz:

DC=wireless, DC=com

Pressz of distinguished name:

CH=wireless-WIN-FYZOZZUMNME-CA, DC=wireless, D =com

Pore about configuring a C& name

{Prer'.-'i:lusl NBR!::-I

st Cancel

12. Select the length of time this CA certificate is valid, and click Next.




D — -
i%’ Set Validity Period

Eefore You Begin & cestificate will be izsued bo this CA to sacure cammunications vith other CAs and with clisnts requesting
cettficates, The validity period of a CA certificate can be based on a number of Factors, including the inkended
Server Roles purposs af the CA and sscurity messures that vou have taken to ssoure the CA.
ADNCS
Role Services Select validity period For the certificate generated For this CA:
5 I¥ -
Setup Type gars I
i Type Ciy expirabion Date:  2/902018 11:49 AM
Nobe that Ca will issue certificates valid only untd its expiration date.
Private Key
Cryptographi
CA Name
alldicy Period
Certificake Database
Confirmat
Progress
Resuts

More sbout setting i ity peri

< Pravious | Maxk = | Irstal Cancel I

13. Click Next to accept the default Certificate database location.




Add Roles Wizard

igﬂi Configure Certificate Database
¥

The certificate database records all certificate requests, issued certificates, and revoked or expired

Before You Begin
certficates, The dstabase log can be used ko monitor management activity For a CA.
Servar Roles
ADCS Certificate database location:
Role Services |C:'I,Wi'dwws'l,srsbm132'LCcrtLug Erowse. .,
Sebup Type
l_ Lse encst i | CRTLNICETE Gataas e HIGE | EVIGLES imstallztizn at this loceton
Ch Type

Certificate database log location;

Private Key
|ce\windowestsystem32iCertLog ErOwse. .,

Cryptographny
Ca Marme
Wlidity Period

Certificake Databass
Confirmabion
Progress
Resulks

«:Preuluus| Mext = | Izl | Cancel I

14. Review the configuration, and click Install to start the Active Directory Certificate Services.




Add Roles Wizard

ES} Installation Results

Before You Begin
Server Roles
ADC5
Role Serices
Setup Type
i Type
Priscabe key
Cry phographny:
CA Narme
Yaldity Period
Certficate Dutabase

Confirmation

Progress

The Folkoewing roles, role services, or festures were instaled successfuly:

v 1 warning message below

i Windowes automatic updating is not enabled, To inskal the latest updates, use Windows Update in
Conkral Panel ko check For updates.

~| Active Directory Certificate Services ¥ Installation succeeded

The Following role services were installed:
Certification Authority

15. After the install is completed, click Close.

Connect Clients to the Domain

Complete these steps in order to connect the clients to the wired network and to download the
domain specific information from the new domain:

A WOWDN PR

. Connect the clients to the wired network with a straight through Ethernet cable.

. Boot up the client, and log in with the client username and password.

. Click Start > Run, enter cmd, and click OK.

. At the command prompt, enter ipconfig, and click Enter to verify that DHCP works correctly

and that the client received an IP address from the DHCP server.

. In order to join the client to the domain, click Start,right-click Computer, choose Properties,

and choose Change Settings at the bottom right.

. Click Change.
. Click Domain, enter the domain name, wireless, for this example, and click OK.




-

Computer Mame/Domain Changes @

“'ou can change the name and the memberzhip of this
cormputer. Changes might affect access to nebwork, rezources.
M ore infarmatian

Cornputer name:
Lab-PC

Full computer narme:
Lab-PC

| Mare... |

kMember of

@ Damain:

wireless. com

Wworkgroup:
WORKGROUP

(] % ] | Cancel

8. Enter username administrator and the password specific to the domain to which the client
joins. This is the administrator account in the Active Directory on the server.



i~ ]

W indowes Securiby @

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain,

' | administrator |

Domain: wireless.com

C

Insert a smart card

l«]

QK | | Cancel

9. Click OK, and click OK again.

" i 1

Computer Mame/Domain Changes @

I:o:l Welcarme to the wireless.com domain,

]4

10. Click Close > Restart Now to restart the computer.

11. Once the computer restarts, log in with: Username = Administrator; Password = <domain
password>; Domain = wireless.

12. Click Start, right-click Computer, choose Properties, and choose Change Settings at the
bottom right to verify that you are on the wireless domain.

13. The next step is to verify that the client received the CA certificate (trust) from the server.



"

System Properties
Computer Mame | Hardware | Advanced | System Protection Hemntei
B L Windows uses the following information to identify wour computer
- an the nebwark.
Computer description: |
For example: "'Fitchen Computer' or "Mary's
Computer''.
Full computer name: Lab-PC.wireless. com
Diornair: wireless. com
To uze a wizard bo join a domain or workgroup, click | Netwark D ]
Metwork, [0,
T o renarne this computer or change ks domain or | Change ]
workgroup, click Change.
[ k. ] | Cancel Apply

14. Click Start, enter mmc, and press Enter.
15. Click File, and click Add/Remove snap-in.
16. Choose Certificates, and click Add.



Yiou can select snap-ins for this console from those available on your computer and configure the selected sat of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Add or Remowve Snap-ins

A ailable snap-ins: Selacted snap-ins:
| Snap-in Yendor - L Console Root [ Edit Extensions.. .
- Activel Conbral Microsoft Cor, .. Lﬂp [ Y
ﬁ.ﬁ.uthmizatinn Manager Microsoft Cor. ..
) Certificates Microsaft Cor,.. | =
#. Component Services  Microsaft Cor, . Maove Up
A Computer Managem.,, Microsaft Cor,,., .
i Device Manager Micrasaft Cor. . (add> | e Dovin
ad Disk, Managemsnt Microsaft and, .. :
E Event Wiewsr Microsaft Cor, ..
_ Folder Microsoft Cor, .
|| Group Policy Object ... Microsoft Cor. ..
® 1P Security Monitar  Micrasaft Cor. ..
S IP Security Policy M... Microsaft Cor., ..
2 Link toWeb Address  Microsoft Cor... _ Abeanced. ..
- [ - PRt -
Description:

The Certificates snap-in allows vou ko browse the contents of the certificate stores For yourself, a service, or a computer,

[T] [ Cancel

-

17. Click Computer account, and click Next.

Thiz znap-in will alvways manage certificates for:
() My user account
() Service accaount

@ Computer account

Certificates snap-in @

< Back Mest » ll Cancel




18. Click Local computer,and click Next.

- =

select Cornputer @

Select the computer you want thig snapan bo manage.
Thig gnap-in will always manage:

@ Local computer: [the computer this consale is iunning on)

() Another commputer: Brawse

[ Allows the selected computer to be changed when launching from the command line, This
orly applies if you save the console.

¢<Back || Fiish | | Cancel

19. Click OK.

20. Expand the Certificates (Local Computer) and Trusted Root Certification
Authorities folders, and click Certificates. Find wireless domain CA cert in the list. In this
example, the CA cert is called wireless-WIN-MVZ9Z2UMNMS-CA.



i Conoded - [Console BootiCerbficates 0 ocal ComputediTnated Book Certification Authont e Cekdic shes|

[ Fle  Setion View Frecekes  Window  Hel
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<Nones

Trusted Rook Cersfication Suthorities store contzing 16 camificates

21. Repeat this procedure to add more clients to the domain.

Install the Network Policy Server on the Microsoft Windows 2008 Server

In this setup, the NPS is used as a RADIUS server to authenticate wireless clients with PEAP
authentication. Complete these steps in order to install and configure NPS on the Microsoft

WiIindows 2008 server:

1. Click Start > Server Manager.
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Pl Acion  Yiew  Halp

A=l E3

@ = ||
B & Festures
[ @ Dingrostics
B G configuration
= 3 Stiorage
= GEryer SUmimary
= Compater Tnformation
Full Comnpasbes Blae: WINPT GZ ZUNNMS
Warkgroupn! WORKGROUR
Locsl Area Connsction: 192, 180, 182,12, 1Py ansbled
Pemcts Oeskhop: Erebled
Praaduct 10 DEEL6-082-ER00EE-FENRE
I D ot shares 1o his corecla st logon
= Segurity Information
Wirdows Frewalh on
Wiridoes Lisclabes; oot configured
Lask chaxked for updates: Rarver
Last instabed updates: Mover
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) Roles: 0of 17 instaled
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Feoders Sunimnary Haly

3 GotoRoks
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2. Click Roles > Add Roles.

E. server Manager

File  Action Wiew  Help
*=| *m H
e e s [
& Roks
[ &5 Features =
EI’DimsHS o Wew the health of the roles instalied on your serser and add or remove rofes and Festures,
I gl Configur ation »
B B8 Storsge a
* Roles Summary E Rl Summary Helo ™
- Roless 4 of 17 istabed i md Riolkes
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T G0 o Active Dirsctory Cerlificate
. Rode Status - Sarvmes
Messages: None
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3. Click Next.

Add Roles Wizard
2
ﬁ Before You Begin

Before You Begn This wizand helgs you install roles on this server. You determine which roles to install based on Hee basks o
wanit this server to perform, such as sharing documents or hosting a Web site.

Server Roles
Confirmatian Before you continue, verify that:
Progress « The Adminisbrabor acoount has 2 strong password
» Matwoek sethings, such as stabic IP addresses, are configured
Resuks s The latest security updates From Windows Updabe are installesd
IF ywou have bo complete any of the preceding steps, cancel the wizard, complete the sbeps, and then run the
wizard 2gain.
To continue, chek Wext,

[ skip this page by default

% Previous ” Mexk = | Install I Cancel

4. Select the service Network Policy and Access Services, and click Next.



Add Roles Wizard

ig} Select Server Roles

Eefore You Begin

Seleck one of more roles ko install on this server,

Roles: Descriptian:
Metwork. Policy and Access Serdces Ackive Directory Cerki 5 &5 (Trestaled) Netoueh Polivs o feiass Juriies
o Db Do S —— provides Nebwork Policy Server (NES),
Role Sepdces Active Directory Domaim Services (Inskalled Raouting and Remaote Access, Health
. [ Active Directory Federation Services Registration Authority (HRA), and
Zonfimation [ Ackive Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [ ] #ckiee Directory Rights Management Services (HCAF], which help safeguard the
Fusuibs [ application Server he and security of your network,
DHCP Server (Inskalled

OMS Server (Instaled
[ Pax Server
|| File Services

[ Terminal Services

[ ] UDDI Services

[ web Server (115)

[ windows Deployment Services

[ ] Windows Server Update Services

More about server roles

< Prewvious " et = I Iristal | Carce] I

5. Review the Introduction to Network Policy and Access Services, and click Next.



Add Roles Wizard

ﬁ;—% MNetwork Policy and Access Services
'

Before You Begin Introduction to Metwork Policy and Access Services
Server Roles Metwork Policy and Access Services allows you ko provide local and remobe nebwork, sccess and to define and
enforce polices for nebwork, access sukhentication, authorization, and chenk health using Netwark Policy Server
Metvork, Policy and Access Services (NP5}, Routing and Remote Access Service, Health Regitration Authority (HRA), and Host Credential
. Authorzation Protoool (HCAR).
Role Services
Confirmation Things to Note
Frograzs i You can deplay NPS a5 & Remabe Authentication Cial-In User Service (RADILS) server and proxy and as &
' - Mebwork, Aocess Protection (NAP) policy server, After instaling NP3 using Hhis wizard, vou can configure MRS
Resulks From the NPAS home page using Ehe MPS console.

i . MAP helps you ersure that computers connecting to the network are compliant with organization retwerk
and clierk health policies, Aftes instaling NPS wsing this wizard, you can configure BAP From the NPAS home
page using the NPS console.

Additional Information

Owerview of Nebwork Policy and Access Services
&P enforcement methods

Mabwork Access Proteckion {MAR) in BES
Mebwork Policy Server

< Previous ” et = I Insta Cancel I

6. Select Network Policy Server,and click Next.



Add Roles Wizard

ﬁ Sealect Role Services
|

Before You Begin Salect the role services ko install For Mabwork Policy and Access Services:
Server Roles Role services: Deescription:
Hetwork Policy and Access Services - [T— 5 ebvork Policy Server (NP5 alows
— |:I wou ko creste and enfaorce
=L R“”:”g ‘_"t" :;m”t;‘;‘x_e“ =ervices arganization-wids nebwork sccess
o L Remote Access Service poicles For chent: health, connection
Confirmation _ Routing request authentication, and
Progress [ Health Registration fukhorlty ;EE”I:'BF::E;” 'B'q”“t:”tﬁm'
; i - , v can slso dep
Rl | Host Credential autharization Protacel Nexwork Access Prabection (NAP), a

chent health policy creation,
enforcemant, and remediation
technology.

< Previous ” et = I Insta Cancel I

7. Review the confirmation, and click Install.




Add Roles Wizard

.ﬁ% Confirm Installation Selections
|

it Ta install the following roles, roke services, or Features, dick Instal.
Server Rokes —
Hetwork Py and Aozess Services Li ! 1 informational message below

Role Services (i) This server might need to be restarted after the instalation complebes.
Confirmation ~ Metwork Policy and Access Services
Profress Metwork Policy Server
Fesulks

Prink, e-ma ve this irf .

< Pravious Next = | Inskall | Cancel

After the install is completed, a screen similar to this one is displayed.



Add Roles Wizard

é.{;% Installation Results
|

Before You Begin
' The fFollowing roles, role services, or Features were instaled successfulky:

Server Rokes
v 1 warning, 1 informational messages below
Metvork, Policy and Aocess Services b

Role Servces 'm Windowes aukomatic updating is not enabled, To install the Iatest updates, wse Windows Update in

P F \
Corfirmation Canitrol Panel ta check For updates

Progress

The Following role ssrvices weare installed:
metwork Policy Server

Mebwork Policy Server,

Pri r save the installation repor

= Freyious

# Mebwork Policy and Access Services 'ﬁ' Installation succesded

III ‘You can wse & wizard in khe NPS consale bo configure Metwork Access Protection (NAF). To open
the NPS console after instalbation, go ta Server Manager or click Start, Administrative Tools,

Mext = | Close | Zancel

8. Click Close.

Install a Certificate

Complete these steps in order to install the computer certificate for the NPS:

1. Click Start, enter mmc, and press Enter.
2. Click File > Add/Remove Snap-in.
3. Choose Certificates, and click Add.




Add or Remove Snap-ins

‘fou can select snap-ins For Ehis consale from those avallable on vour computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Ay ailable snap-ins:

Sniap-in | Yendor -
_:;_:'_jﬂ.n:tlhre Directory Do...  Microsoft Cor...

[ Active Direckory Site.., Microsoft Cor., .,
; Active Directory Use...  Microsoft Cor...
= Activel Control Microsoft Cor...
2 ADs1 Edit Microsaft Cor. ..
tﬁ.ﬁ.uthnrizaﬁon Manager Microsoft Cor...
5 Certificate Templates  Microsoft Cor...
5 Certificates Microsaft Cor,,,
;w;(ertﬁcatiun Authority  Microsoft Cor...
B Component Services Microsoft Cor.,.
';I__J;Carnps.nmr Marsgem... Microsaft Cor, .

fdd =

-._EngE\-'iL'E Manager Microsoft Cor...

BpHce Microsaft Cor...

L= Disk Manaasrnent Microsaft and,,, ﬂ
Descripklon:

Selected snap-ins:
| Console Root Edit Extensions...

Eemawe

¥ o

[WEwe [oaT

Advanced. .,

The Certificates snap-in allows you ko browse the contents of the certificate stores For yourself, a sarvica, or a computer,

0k I Cancel

4. Choose Computer account, and click Next.

Certificates snap-in

Thiz gnap-in will always manage certificates for:
™ My uzer account
" Service account

% Computer account

< Back Mext » Cancel




5. Select Local Computer,and click Finish.

selectComputer |

Select the computer vow want this shap-in to manage.

— Thiz shap-in will always manage:

% Local computer: [the computer this conzale is running on)

™ Another computer; I Braowsee, .

[ allow the selected computer to be changed when launching from the command line.  This
only appliez if you save the conzole.

< Back Firuzh

Cancel

6. Click OK to return to the Microsoft Management Console (MMC).

P Conzolel - [Concale Rook]

@ Fle  Acion  Wew Faworibes  Window  Help

=) =
e = [mL= 8=
Confrissla ot o Actions
el j Ceqtfieahies (Local Compiter] ;ltc-h!'ﬂlcs [Lecal Conputer) Cmmabe: Rosot -
More fchions r

7. Expand the Certificates (Local Computer) and Personal folders, and click Certificates.



[Concizle R

'\ Certificates (Local Comnputer ), Personal

Dertdficates]

W Smart Card Trusted Roots

#l

& Fie  Adion  Wiew Faorbes  Window  Hep | ===
= Hm0lle =+ Bim
] Cormecle Bt Tsued Ta = [ Essued By [ Expiration Dabe | inbended Purpeses Frierdy Naie:_ [ Actions
= Gl certficabes (Local Compoter) |V Torabons WINPREREZUMMMECA. wrntbans-wIN-MIRITILIMNME-CA O EE] cAl T Cortilicates =
Fl | Personad
] Fore Rdkions "
F ] Trusted ook Certification g
B ] Erberprise Trust
B Inberradiake Cortlication A
7 Trusted Publchers
B ] Unitnsbed CertFicates
B ThindsPaiky Rooot Cistilication
Bl Trusted Peopls
] Remobs Destiop

Fiersonal shone corkaing 1 certilficabe.

o

New Certificate.

[Console Foot ' Certific

e L oeCall I prasesr )P I

Certilicates]

Right-click in the white space beneath the CA certificate, and choose All Tasks > Request

s Fi=  Action  Wiew  Favorkes  ‘Window  Help |.E|3]
e | 2| 0] &l | Hm
| Console oot Lssed To = [ 1ssued By | Expration Dote | Inkended Purpases Frierdy Mo [ Actians
=1 [ Certificabes [Local Computer) Flwi e WIN-HVIOZIUMBHG A wir e WIN-HVZOZ UMM CA 210t Al e Certilicabes -
= 7 Ferzonal
| Cistificabes Hore fdkions "
) Trusbed Root Cerkfication d
# [ Enterprise Tt
2 Intermafiate Certiation b,
# [ Trusted Publshers
# [ Unbrusted Cartficstes
@ [ Thisd-Party Rook Certifaation
# | Tnzbed Paopls
F Haiciainl DI v o i
@ Sreart Cand Trusted Rocks Risfresh: fmport...
Eapart List,. . Advanoed Openationg...
Wi ]
Arrangs Joons b
Ling up Joons
Help
al R || I ﬂ

Conkne acticns Ehak can b perfomied on B e

9. Click Next.



B Certificate Enrollment Mi=] E3

_] Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used ko connect bo wireless netwarks,
protect content, establish identity, and do other security-related tasks,

Before requesting a cerkificate, werify the Following:

Your computer is connected ko the netwark
You are logged onka the domain For wour organization

Learn more about digital cerkificates

| Mexk I Zancel

10. Select Domain Controller, and click Enroll.

B Certificate Enrollment =] E3

| Certificate Enrollment

Request Certificates

You can request the Following bvpes of certificates, Select the certificates you want to request, and then click Enrall,

[ Directary Email Replication 1) STATUS: Available Details )
[w Darmain Contraller 1) STATUS: Available Details )
[ Damain Controller Authentication 1) STATUS: Available Dekails ()

[ show all kemplates

Learn more about certificate types

| Enroll I Zancel




11. Click Finish once the certificate is installed.

B Certificate Enrollment I =]

_.] Certificate Enroliment

Certificate Installation Results

The Following certificates have been enrolled and installed on this computer,

[¥ Domain Controller J STATUS: Succeeded Details (%)

Finish |

The NPS certificate is now installed.

12. Ensure that the Intended Purpose of the certificate reads Client Authentication, Server
Authentication.

™ Console] - [Consnole Rost), Certilicates (Local Compoter) Pereonal Certificates]

G Fie  Action Ve Faeoites  Window  Help

= =] *|
e 7ML XD = B
Corgnbes Rook At
3 ﬂ Cetiticates (Local Conputes) Sl Sedhenlisaticon Cerbilicates "
E Fersona
| Certificabes Haore Action r
Trustied Rock Cerbifiation AL W 2O LT, &
|3 Enberpriss Truesk
| Inkeirvesciabe Certification & Hore Acticns L
Trustied Prblefens

Urirehad Cartifizstes
Third Pty Root Cetificat o
Trusted Peopls
| Rervobe Desbbop
Seiat Cardd Tronibid Roots

. | sl "

Personal store containg 2 certificales.

Configure the Network Policy Server Service for PEAP-MS-CHAP v2 Authentication




Complete these steps in order to configure the NPS for authentication:

1. Click Start > Administrative Tools > Network Policy Server.
2. Right-click NPS (Local),and choose Register server in Active Directory.

#& Network Policy Server

File Action View Help

¢ = dEm
M started
o] p Import Configuration
& ='F  Expot Configuration twork, Palicy Server [NPS] alows you to creste and enforce organization-wide netwonk sccess policies for
+ _b [ P— it heakh, connaction request suthentication, and connachon request authoization.
21| W25 Service
i
& Stop NP5 Service
Register server in Acthee Directory .
rd Configuration o
Properlies
= , zorfiguration scenana fiom the bst and then chick the link below to open the scenano wzard.
Help Access Protection [MAF] ;|
Metwork Access Protection (MAF)
e pou configure MPS as & NaP policy server, pou create health polbcies that allow MPS to vaidate the
conhiguration of HAP-capable cient computers before they connect ko vour netwark. Chents that are not comphant
with kealth policy can be placed on a esticled network and sutomalically updsted ta bing them into complisnce,
Bl Configure N&P B Leanmore
Advanced Configuration -
3. Click OK.
Metwork Policy Server

To enable NP3 to authenticate users in the Active Directory, the computers
running NP3 must be authaorized to read users' dial-in properties from the
dornain,

Do wou wish bo authorize this computer to read users' dial-in properties from
the wireless, com domain?

()4 iZancel

4. Click OK.



Metwork Policy Server

This computer is now authorized to read users' dial-in properties From domain
wireless, com,

To authorize this computer to read users' dial-in properties From other
domains, waou musk regisker this computer to be a member of the RASMPS
Servers Group in that domain,

Ik

5. Add the Wireless LAN Controller as an authentication, authorization, and accounting (AAA)
client on the NPS.

6. Expand RADIUS Clients and Servers. Right-click RADIUS Clients, and choose New
RADIUS Client.

'._.:.!- Network Policy Server

File Adion View Help

o Al ol 7 Mo

&8 WP (Local) . ,

- =9 RADIUS clents allove you bo zpeciy the nebwork access sarvers, that provide acoess o your netwaork.

5 Remob  New RADILS Clent |
& _' Palicias Export Lisk il M arme |P Address | Devies Manulzeheer | MAP: ble | Status
+ B, Metwork A
B accounting TRV %

Refresh
Help

4 | (=]

7. Enter a Friendly name (WLC in this example), the management IP address of the WLC
(192.168.162.248 in this example) and a shared secret. The same shared secret is used to
configure the WLC.
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Mew RADIUS Client E
*t Metwork Policy Server = [=] E5

Fe Adion View Help ¥ Enabie this RADILS chnt

— g [~ Mame and Address
‘**‘l ""I_1 oo Friendie name:
& MFS (Local) fwLc
5 [ ] RADIUS Clients and Serve | Address [IP ot DNS]: ooz b your mebwark.
7z RADIUS Clienks 192,163,162 248 Yeily,
i3 PRemobe RADIUS Serve ! —I
@ ] Polces FII; by RADIUS Standard | RADILS cly elect the RADILS cf
1 | pecl tandard for most ienks, or sedact ent
[ 35 Poebwork Access Probection : i
B nccounting el
‘Yemdor name:
[RADIUS Standard =]
—Shatad Sacret -

To manuall lvpe a shared seciet, click Manual To sutomabicall generate a shared
zacnat, click Gensrate. ou must confgune te BADILS disnt with the zame shared
seciet entered hee. Shared secrels are case-senstive.

* Marua £~ Gensrate
Shated seciel:

Confiem shared seciet

i~ Addtional Options
[~ AccessRequest mereages mist cantain the Mersage-futhenticator atbibuta

[~ BADIUS client i MAP-capable

o e [ ok | concel d

\Action: Inprograss...
| |

8. Click OK to return to the previous screen.

& Network Policy Server

Fle  Action View  Help
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9. Create a new Network Policy for wireless users. Expand Policies, right-click Network
Policies,and choose New.

& Metwork Policy Server

Fle Action View Help

o= 7= HE

(0] %)

&8 NS (Local)
= [ RADIUS Clents and Servers
j RADIUS Clierks
i Remote RADIUS Server G
B = Palisies
| Correckion Request Polici

© Melwok policies dlow you bo designste who is authorzed o connect to the netwerk and the circumstances
under which they can or cannot conmsct.

[+ 5 Mabaork fooe:
.n'g ficcounting

q | 2

-

Policy M ame | Stahes | Prcmeifgl]rdul hm:s:s:&'l'ypal El
_E;Em'nadiem to Micsozolt Rouling and Remote Access serves Emabled 9%39498 Deny fizcess U
74 Cormechions to cther acoess servers Ermabled 9%3339 Deny bccess UL

| v

Conditionz - I the fobowing conditions are met;

Corsilion | Walue

Settings - Then the fellowing setings are apphed:

Setling | Walue
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|[Export List

10. Enter a policy name for this rule (Wireless PEAP, in this example), and click Next.



New Network Policy

I Specify Network Policy Name and Connection Type

You can specify & name For vour network, policy and the bype of connections to which the policy is apphed.
=

Policy name:
[wireless PEAF]

— Metwork connection method

Select the upe of network access server that sends the connechon request to MPS. Y'ou can select esther the network access server
twpe of 'endaor zpecific.

& Type of network access server

I |Inzpecified j

" Wendor specific:

Previoss |[ New | frish | Cancal |

11. To have this policy allow only wireless domain users, add these three conditions, and click
Next:
- Windows Groups - Domain Users

- NAS Port Type - Wireless - IEEE 802.11
- Authentication Type - EAP



New Network Policy

l Specify Conditions

27 Specify the conditions that determing wheather this network, policy is evaluated for a conneckion request, A manimem
- of one condion is required,

Conditions:
| Condtion Value
B Windows Groups WIRELE SShDomam Users
= MAS Port Type Wieless - |[EEE 80211
£ Authentication Type EAP

Condition descophion:
The Authentication Tope condition speciies the authentication methods required to match this policp.

Add. Edt. | Remove |

Pravious | Mt | Eirish | Cancal |

12. Click Access granted to grant connection attempts that match this policy, and click Next.



I Specify Access Permission
L]

Configure whether you want to grant network, access or deny network, access iF the connection request makchas this

= ooy,

{* Access granted
Girant sccess if cliant connachon attempts match the conditions of this palicy.

" Access denied
Deny access if chent connection attempts match the condibons of this policy.

[T Accessis determined by U ser Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the conditions of this policw.

Pravious | M Firish ] Cancel ]

13. Disable all the authentication methods under Less secure authentication methods.




New Network Policy

l Configure Authentication Methods

®  Configurs one of more authsntication methads required For the connection request to match this policy. For EAP
- authenkication, wou must configure an EAP tvpe, IF wou deploy MAP with 802, 1% or WP, wou must configure
Protected EAP in connection request policy, which overrides network policy authentication setbings.

EAP types are negotiated between MPS and the client in the order in which they are listed.

EAP Types:
Move Lp |
Fove T ce
Add... Edit, Hemewe

Lezs secure authentication methods:
[T Mictosolt Encrvpted Authenlication version 2 [MS-CHAP-+2)

™ Uses can change password after it fies expined
™ Microsoft Encivpted Authentication [M5-CHAP)
[T | User can change password aften it hes expired

[™ Encrypted authentication [CHAP)

[ Unenciypted authenticaiion [FAP, SPAF)

[~ Allow chents to connect without negotiating an authentication method
[™ Pesform machine health check only

Frewvious | M it I Frizl Cancel

14. Click Add, select PEAP, and click OK to enable PEAP.



New Network Policy

Configure Authentication Methods
|
J Configure one or more authentication methods required For the connection request to match this policy, For EAP

e authentication, sou must configure an EAP tvpe. IF vou deploy MAP with 802, 1 or ¥PM, you must configure
Protected EAP in connection request palicy, which overrides netwark policy authentication setkings.

EAR types ate neqotiated betweesn MPS and the client in the arder in which they are lizted.

EAP Types:
Microsoft; Protected EAP [FEAF)

Add.. Edi... Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication sersion 2 [MS-CHAP-2)

™ Uzen canchange passward after it bias expied
[~ Miciosolt Encrypted Authentication [MS-CHAR)
i- U zer ear el e e OAEEN OO Sfter [t e e -Z|.lIZ'.'-J

[ Enceypted suthentication [CHAP)

[T Unencrypted authertication [PAF, SFAF)

[T Allow clients o connect without negotiating an authertication method.
[ Perorm machire heakth check anly

Previous | = Firnzh | Cancal |

15. Select Microsoft: Protected EAP (PEAP), and click Edit. Ensure the previously created
domain controller certificate is selected in the Certificate issued drop-down list, and click

OK.



New Network Policy E
Edit Protected EAP Properties E |

Select the certificate the server should use to prove ks identity to the elient, tion request to match this policy. For EAP
f certificate that is configured For Protected EAP in Connection Request h 802.1% or VPN, you must configure
Policy will override this certfficate. nlicy authentication settings.
Certificate issued
Friendhy name:
Issuer: wireksss-WIN-MVZZ2UMNMS-CA J
Expiration dabe: 2/9[2014 12:51:57 PM J
1

¥ Enable Fast Reconnect
[ Discornect Clients without Cryptobinding
Eap Types

gssword (EAP-MICHAR w2) M ave lp |

Mawee Diotn

Add Edit Remave | ok | cancel |

™| Uszer can change passwerd after it has expired
[™ Encrypted authentication [CHAP)
™ Unenciypted authentication [FAP, SPAF]
[~ allow chents to connect without negotiating an authentication method,
[™ Perdorm machine health check only

Previous Med FiriigH Carcal

16. Click Next.




New Metwork Policy E3

l Configure Authentication Methods

Configure one or more authentication methods required For the connection request to match this policy, For EAP
= authentication, sou must configure an EAP tvpe. IF vou deploy MAP with 802, 1 or ¥PM, you must configure
Protected EAP in connection request palicy, which overrides netwark policy authentication setkings.

EAR types ate neqotiated betweesn MPS and the client in the arder in which they are lizted.

EAFP Types:

Microsoft; Protected EAP [FEAF)

Fd e o |

Add.. Edi... Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication sersion 2 [MS-CHAP-2)
™ Usencanchenge password after it bes expied
[~ Miciozolt Encropted Authentication [MS-CHAR)
" | Uger ean ekange passwond after it has expired
[ Enciypted suthenticstion [CHAP)
[T Unencrypted authertication [PAF, SFAF)
[T allow clients to conrect without negotiating an authentication method,
[ Perorm machire heakth check anly

Previous | M@t Firnzh Cancal

17. Click Next.



New Network Policy

M

-

Configure Constraints

Constraints are additional parsmeters of the network, policy that sre required bo makch the connection request. IF a
constraint is not matched by the connection request, NP3 automatically rejects the request. Constraints are
optional; if vwau do not wank ko configure constraints, click, Mesxt.

Configure the consirainks for this netwonk policy.

I all constrairits

Constraints:

are riot matched by the connection request, network access i denied.

Lonstraints Specily the masirumn time in minutes that the server can remain idle before the connection
iz dizconnected

&, Session Timeout [T Disconnect after the masimum idle ne

T Called Station D
I 1 3?

' Diay and time
iezlnctions

l MNAS Port Type

Frevious I Mawt I ket Carncel

18. Click Next.




New Network Policy

L]
’ \}1 NP5 appliss settings to the connection request if all of the network, policy corditions and constraints For the policy
are matched,

l Configure Settings
-

Configure the settings for this network policy,
[F conditions and congtraints match the connection request and the policy grants access, setings are apphed.

Settings:
HADILS Atributes =4 | To send addtional stributes to RADIUS chierts, select a RADIUS standard attibute, and
then click Edit, If you do not conligure an attribute, it iz not sant o RADIUS clients. See
- wour RADIUS chent documentation for required atbibutes,
[ Wendaor Specific
Hetwork Access
Protecbon
B, NAP Enforcement Altibutes:
M arme ] Walie |
-E
8 Extended State Framed-Protocol —
EDUH"Q and Remote Service-Type Framed
CCESS
3 Fultiink. and
Bandwidih Allocation
Protocol [BAF]
£ IP Fikers
% Encopion . Add... Edi Remave
[77] IF Settings ﬂ

Fravious | et I Firier Carcal

19. Click Finish.



l Completing New Network Policy

-

Vou have succeszshully created the following natwork palicy;
Wirelezss PEAP

Policy conditions:

Mfindows Groups WIRELESSWD omain Users
MAS Part Tupe Wirgless - [EEE 80211
Aiithentication Type EAP

Policy settings:

Canditicn | Walue =
Authentication Method E&F

Access Permission Grant Access

|Update Moncomphant Clients Tue

M&P Enfoicemert Allaw full netwiotk, access o
Framed-Frotacol FFF

Sarvice-Type Frarned -

To close thiz wizard, click Finizh

PravioLz I | Firiish | Carical

Add Users to the Active Directory

In this example, the user database is maintained on the Active Directory. Complete these steps in
order to add users to the Active Directory database:

1. Open Active Directory Users and Computers. Click Start > Administrative Tools > Active
Directory Users and Computers.

2. In the Active Directory Users and Computers console tree, expand the domain, right-click
Users > New, and choose User.

3. In the New Object — User dialog box, enter the name of the wireless user. This example uses
the name Clientl in the First name field and Clientl in the User logon name field. Click Next.



Mew Object - User |

J Create in;  wireless.com/sers

Wid
Firzt narme: Clignt1 I itials: I
Last name:
Full name: Client1

[l=er logon name:

Clignt1] (@wireless. com |

Uzer logon name [pre-windows L000];
WIRELESS" Client1

¢ Back I Mleut » I Cancel

4. In the New Object — User dialog box, enter a password of your choice in the Password and
Confirm password fields. Ensure that the User must change password at next logon
check box is not checked, and click Next.



Mew Object - User

2 Create in.  wireless.com/Jzers
i
Pazzward: P
Confirmn password: TITITIIITY

[ User must change password at nest logon
[ User cannot change pazsword

[ Password never expires

[T Account iz dizabled

< Back I

Mext =

Cancel

5. In the New Object — User dialog box, click Finish.



Mew Object - User

J _] Create in;  wireless.com/ U sers

When pou click Finigh, the following object will be created:

Full name: Clientl ﬂ

Uzer logon name: Client] @wirelezs. com

[«

< Back I Cancel |

6. Repeat steps 2 through 4 in order to create additional user accounts.
Configure the Wireless LAN Controller and LAPs
Configure the wireless devices (the Wireless LAN Controllers and LAPS) for this setup.
Configure the WLC for RADIUS Authentication

Configure the WLC to use the NPS as the authentication server. The WLC must be configured in
order to forward the user credentials to an external RADIUS server. The external RADIUS server
then validates the user credentials and provides access to the wireless clients.

Complete these steps in order to add the NPS as a RADIUS server in the Security > RADIUS
Authentication page:

1. Choose Security > RADIUS > Authentication from the controller interface to display the
RADIUS Authentication Servers page. Click New in order to define a RADIUS server.



CIS5CO

MORITOR

WLANS

CONTROLLER

Save Configuration  Fing  Logout | Befresh

COMMANDS HELF  FEEDEACK

WIRELESS SECLURITY  MAMNAGEMEMNT

Security

+ AAR
General
= RADILS
fusthanticatian
Accourting
Fallbad
F TACACS+
LOAR
Lomal et Lisers
MAC Riterng
Digablad Chants
User Lagin Policies
42 Palicies
Password Folicies

Local EAP

Priority Order
Certificate

Access Control Lists

Wireless Probection
Policies

web Auth
TristSec SXP
Advanced

* w w w

-

RADIUS Authentication Servers

b

Call Stalicn 10 Typa £
Lige AES Hay Wrap

MALC Dedimiter

k Wser  H

| tF address =

r [Cesigned for FIFS oustomers and requires 5 key wrap compliarg A0S servar)
Hyphen =

I Server Index

Server Address Port TPSec  Admin Status

. Cal Statian ID Type will be agpiicabie anly for ran S02. I avthentication only.

2. Define the RADIUS server parameters. These parameters include the RADIUS Server IP
Address, Shared Secret, Port Number, and Server Status. The Network User and
Management check boxes determine if RADIUS-based authentication applies to
management and network (wireless) users. This example uses the NPS as the RADIUS
server with an IP address of 192.168.162.12. Click Apply.

CISCoO
Security

- AAA
zenars|
» RADIUS
Authardicalicn
Accounbng
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F TRCACS+
LOapP
Local Nat Users
MaC Filtzrang
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Ligar Lesgin Palicigs
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Priority Order
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- T w w

Access Control Lists

Wireless Protection
Palicies

-

Web Aunth

TrustSec SXP
Advanced

-

-

RADIUS Authentication Servers = New

Server Indes: (Priority]
Server IF Address
Shared Secret Format
Sharad Sacral
Confirm Shared Secret
Key Wrap

Part Numbar

Servar Status
Support for BFC 1576
Server Timeout
Metwark Usar
Managemert

IPS=c

Configure a WLAN for the Clients

=

|19z.188. 152,12

[2sci =]

[roeee

r {Designad For FIPS customers and reguires 8 key wrap complant RADIUS serear)
TR
[Enabied =]
[Enatied =]
r SECONGS
F Enatle
¥ Enasle
T Enable



Configure the service set identifier (SSID) (WLAN) to which the wireless clients connects. In this
example, create the SSID, and name it PEAP.

Define the Layer 2 Authentication as WPA2 so that the clients perform EAP-based authentication
(PEAP-MS-CHAP v2 in this example) and use the advanced encryption standard (AES) as the
encryption mechanism. Leave all other values at their defaults.

Note: This document binds the WLAN with the management interfaces. When you have
multiple VLANS in your network, you can create a separate VLAN and bind it to the SSID. For
information on how to configure VLANs on WLCs, refer to VLANs on Wireless LAN Controllers
Configuration Example.

Complete these steps in order to configure a WLAN on the WLC:

1. Click WLANSs from the controller interface in order to display the WLANSs page. This page
lists the WLANS that exist on the controller.

2. Choose New in order to create a new WLAN. Enter the WLAN ID and the WLAN SSID for
the WLAN, and click Apply.

Save Configuration | Bing | Logout  Refeech

CISCO MORITOR  WLANS  CONTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMANDS HELP  FEEDBACK
WLANS WLANS > New < Back | Apply |
- WLANS

Type= I'-'-I AR b
WLANS r= -
Frofile Name FEAF
» Advanced ' I
SSI0 [PEAF
1 [ =

3. To configure the SSID for 802.1x, complete these steps: Click the General tab and enable
the WLAN.



WLANs = Edit "PEAP < Back |

Apply

General | Security | QoS | Advanced |

Prafile Nam= PEAP
Type WLAN
S5ID PEAR
Status ¥ enabled

Security Policies [WPAZ][Auth{802.1X)]

{Modifications done under secunty tab will appear after applying the changes.)

Radioc Policy All -
Interface/Interface

Group(G) |management -
Multicast vian Feature [ Enabled
Broadeast SSID ¥ enabled
NAS-ID |z504

Click the Security > Layer 2 tabs, set Layer 2 security to WPA + WPA2, check the

WPA+WPA2 Parameters (for example, WPA2 AES) check boxesas needed, and click

802.1x as the Authentication Key Management.

WLANs = Edit "PEAP’ <Back |

Apply

| Gemeral | Security | QoS | Advanced |

Layer2 | Layer3 | AAAServers |

Laver 2 Secunty & | WEA+WRAZ =]
MAC Filtering® [T
Fast Transition
Fast Transition [
Protected Management Frame

BME [Cissblzd =]
WPA+WPAZ Parameters

WPA Policy |

WEAZ Policy =

WPRAZ Encryption Maes  Mruae

Authentication Key Management

202.1x
CCEM
P5SK

FT 802.1%
4

¥ Enable
I Enable
I Enable
[T Enable

J_LF

Click the Security > AAA Servers tabs, choose the IP address of the NPS from the Server

1 drop-down list, and click Apply.




WLANs = Edit "FEAF’

| General | Security | QoS | Advanced |

= Back

| Apply |

 Layer2 | Layer3 | AAAServers |

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [~ nabled

Server 1
Server 2
Server 3
Server 4
Server 5
Server &
Radius Server Accounting
. Interim Update r

Lacal EAP Authentication

Authentication Servers
¥ Enabled

AcCounting Servers
M Enabled

[1Fi192.188.062.12, Port:1812 =] | Mone =]

| Hene | [Mane =]
[Mene =] [None =]
| rone = | Mone =]
| Hene | [ Mone =]
I Haone ;I [ None ;I

Local EAP Authentication [ Enabied

4]

LDAP Servers

Server
1

Server
2

Server
3

INn:-nz vI
INonr. -I
INDI'II: -'I

| »f]

Configure the Wireless Clients for PEAP-MS-CHAP v2 Authentication

Complete these steps to configure the wireless client with the Windows Zero Config Tool to

connect to the PEAP WLAN.

1. Click the Network icon in the task bar. Click the PEAP SSID, and click Connect.



Currently connected to: s

wireless.com
Mo Internet access

Wireless Metwork Connection

keytls
PEAP

=2,

Connect automatically Connect

geronimo Tl
testpsk Tl
blizzard Tl
CCKM Tl
Nygren !

Open Network and Sharing Center

7:00 PM
2/19/2013

ACAAND

2. The client must now be connected to the network.



Currently connected to: s

| ;’h wireless.com
e Mo Internet access

Wireless Network Connection A
PEAP Connected _y}!
keytls 1'1“]
gercnimo 1'1“]
testpsk 1'1“]
blizzard mL
CCKM mL
Mygren 1'1“]
Autod -.'H“

Open Network and Sharing Center

3. If the connection fails, try to reconnect to the WLAN. If the issue persists, refer to the
Troubleshoot section.

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

If your client did not connect to the WLAN, this section provides information you can use to
troubleshoot the configuration.

There are two tools that can be used to diagnose 802.1x authentication failures: the debug client
command and the Event Viewer in Windows.

If you perform a client debug from the WLC it is not resource intensive and does not impact
service. To start a debug session, open the command-line interface (CLI) of the WLC, and enter
debug client mac address, where the mac address is the wireless mac address of the wireless
client that is unable to connect. While this debug runs, try to connect the client; there must be
output on the CLI of the WLC that looks similar to this example:



This is an example of an issue that could occur with a misconfiguration. Here, the WLC debug
shows the WLC has moved into the authentication state, which means the WLC waits for a
response from the NPS. This is usually due to an incorrect shared secret on either the WLC or the
NPS. You can confirm this via the Windows Server Event Viewer. If you do not find a log, the
request never made it to the NPS.

Another example that is found from the WLC debug is an access-reject. An access-reject shows
that the NPS received and rejected the client credentials. This is an example of a client that
receives an access-reject:

When you see an access-reject, check the logs on the Windows Server Event logs to determine
why the NPS responded to the client with an access-reject.

A successful authentication has an access-accept in the client debug, as seen in this example:



If you want to troubleshoot access-rejects and response timeouts it requires access to the
RADIUS server. The WLC acts as an authenticator that passes EAP messages between the client
and the RADIUS server. A RADIUS server that responds with an access-reject or response
timeout must be examined and diagnosed by the manufacturer of the RADIUS service.

Note: TAC does not provide technical support for third-party RADIUS servers; however, the
logs on the RADIUS server generally explain why a client request was rejected or ignored.

In order to troubleshoot access-rejects and response timeouts from the NPS, examine the NPS
logs in the Windows Event Viewer on the server.

1. Click Start > Administrator Tools > Event Viewer to start the Event Viewer and review the
NPS logs.

2. Expand Custom Views > Server Roles > Network Policy and Access.



H Event Yiemer = | O] =]
Fis  Gotion  Yews  Help
== X Him
[ Evert Wiareer fLocal) Metwork Policy and Access Services 23 Events (1) besy evenks sralsbls
[ [ Cusbom Views -
W advicistrative Events BBt s
E 5, ..
= ’;“:Ewu’mm J T [t nd Trvs [Sowen | Evert i Tadicsb | S Cpen sav
fmmmm:n (@ nformaticn ZI15(2013 $128:30 A1 Mhcrasoft... GZTE hsbwork ... T Cratn<un,
T DHCP Sarver l,i}rr.rnm-mm G0 1E 412530 0PM Mecrosoft.. . EITE  Mebwaoik ... repost Ci. .
T 005 Server (¥ irformation SIS &1 55T Mgrasoft,.. EIFE Mabwork ..
4 (i} nformation 2192012 #12342 7MW Mcrosot... G273 Mabwerk .. T Fer Q.
W ‘Wb Server [i¥nfommation ENG{E0134:23AD PN Microsoft ... E2TF  Mebwork .. ] Froperties
[ Windows Logs fl;IIJWInuliu-l TIHENE #2255 00 Migrnsofl,, . E2TF Mk . m Fred
=5 Epplations and Seoeges Logs LTI.nmeshm 21152013 4:22:10 5 Phorosoft... E2T3  Mebesork ... o
b Subseriphions (i dinfamnation ZNIG{Z013 4122297 P Mcsasoft... E27E Mebwerk .. b saveEven..
(¥ ntormation IHENIS S:21:13RA Microsoft.,. BITE habwork .. ———
(i Hinformation 211512013 #1211 21 [ 4500 hhne
oo 2115{2013 BE2ITAM NPT 128 Mone Ciogey Cet..
W Frv FHMENIE 352310 NP 1E Mone Otach Tag,..
Wl 2152013 BEZTEEM [ 1 Mons
oo 2115(2013 315227 P s 18 hone e *
s WIS BEEES 0 £ & Mone 6| Refresh
Werror 21152013 B52ZIEM [ 1 Mons
(i ¥mfomation 2152013 3ESTEM Mcrosoft... E2TE  Matwork ... 7 *
(i ntomation FRENIE 33657 P Micsusolt. . EITE Matwork .. Event 6278, Mi.., =
@Irﬂwrrm ZITH01E 3 A2 M Morosoft., G2FE Mebweork, 1 Event Fro
(i ¥Infematicn 21152013 313203 FM Microsoft... E27F  Mebwork ... - =
(i Indermation FHHENIS B0 P Microsodt.. . EITE Mebwork ... ] attech Tas.,
(1 information EI1A0TE B2 P Moot .. 2TF Webwork .. - .
(i dnfamation 152013 MAZ02T FI NPS 4500 hone =
Event 6278, Microsoft Windows secusity auditing. o Refresh
Genersl I[nmilsl oo L
Mabanrk Pobey Servr granted full agonss boa uier Bacause the bost met the defined haalth policy, EI
Llaes; ;[
Log Mame: Security
Source licrosoft Wirnd mes s curity audibing. Logged: 190013 2830 P
Ewnt [T BITE Tark Category: Nebwork Palicy Server
Ll Infamnstion Fipwnind i Baidit Suceadi
Usen B Comguter TR = BT IR A St el 5 o
Cplode: Info
telore Informekion;  fwent Log Online Help
K0 — jui|

In this section of the Event View, there are logs of passed and failed authentications. Examine
these logs to troubleshoot why a client is not passing authentication. Both passed and failed
authentications show up as Informational. Scroll through the logs to find the username that has

failed authentication and received an access-reject based on the WLC debugs.

This is an example of the NPS when it denies a user access:
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When you review a deny statement in the Event Viewer, examine the Authentication Details
section. In this example, you can see that the NPS denied the user access due to an incorrect

username:

Authentication Details:
Proxy Policy Mame:
Metwork Palicy Marme:
Authentication Provider:

Authentication Sepser:
Authentication Type:

ELAP Type:

Account Session Identifier:
Feason Code:

Reasan:

Use Windows authentication for all users
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The specified user account does not exist,

The Event View on the NPS also assists when you need to troubleshoot if the WLC does not
receive a response back from the NPS. This is usually caused by an incorrect shared secret
between the NPS and the WLC.

In this example, the NPS discards the request from the WLC due to an incorrect shared secret:
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Related Information

. Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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