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Introduction

Cisco Identity Services Engine (ISE) is Cisco s next—generation policy server that provides authentication
and authorization infrastructure to the Cisco TrustSec solution. It also provides two other critical services:

» The first service is to provide a way to profile endpoint device type automatically based on attributes
Cisco ISE receives from various information sources. This service (called Profiler) provides
equivalent functions to what Cisco has previously offered with the Cisco NAC Profiler appliance.

« Another important service that Cisco ISE provides is to scan endpoint compliancy; for example,
AV/AS software installation and its definition file validity (known as Posture). Cisco has been
previously providing this exact posture function only with the Cisco NAC Appliance.

Cisco ISE provides an equivalent level of functionality, and it is integrated with 802.1X authentication
mechanisms.

Cisco ISE integrated with wireless LAN controllers (WLCs) can provide profiling mechanisms of mobile
devices such as Apple iDevices (iPhone, iPad, and iPod), Android—-based smartphones, and others. For
802.1X users, Cisco ISE can provide the same level of services such as profiling and posture scanning. Gue
services on Cisco ISE can also be integrated with the Cisco WLC by redirecting web authentication request:
to Cisco ISE for authentication.

This document introduces the wireless solution for Bring Your Own Device (BYOD), such as providing
differentiated access based on known endpoints and the user policy. This document does not provide the
complete solution of BYOD, but serves to demonstrate a simple use case of dynamic access. Other
configuration examples include using the ISE sponsor portal, where a privileged user can sponsor a guest fc
provisioning wireless guest access.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:

* Cisco Wireless LAN Controller 2504 or 2106 with software version 7.2.103
« Catalyst 3560 8 ports

» WLC 2504

« ldentity Services Engine 1.0MR (VMware server image version)

* Windows 2008 Server (VMware image) 512M, 20GB disk

¢ Active Directory

+ DNS

+ DHCP

+ Certificate Services

Topology
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Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Wireless LAN Controller RADIUS NAC and CoA Overview

This setting enables the WLC to look for the URL redirection AV-Pairs coming from the ISE RADIUS
server. This is only on a WLAN that is tied to an interface with the RADIUS NAC setting enabled. When the
Cisco AV-Pair for URL Redirection is received, the client is put into the POSTURE_REQD state. This is
basically the same as the WEBAUTH_REQD state internally in the controller.

When the ISE RADIUS server deems the Client is Posture_Compliant, it issues a CoA ReAuth. The
Session_ID is used to tie it together. With this new AuthC (re—Auth) it does not send the URL—-Redirec
AV-Pairs. Because there are no URL Redirect AV-Pairs, the WLC knows the client does not require Postur
any longer.

If the RADIUS NAC setting is not enabled, the WLC ignores the URL Redirect VSA s.

CoA-ReAuth: This is enabled with the RFC 3576 Setting. ReAuth capability was added to the existing CoA
commands that were supported previously.

The RADIUS NAC setting is mutually exclusive from this capability, although it is required for the CoA to
work.

Pre—Posture ACL: When a client is in POSTURE_REQ state, the default behavior of the WLC is to block all
traffic except DHCP/DNS. The Pre—-Posture ACL (which it is called in the url-redirect-acl AV—-Pair) is
applied to the client, and what is permitted in that ACL is what the client can reach.



Pre—Auth ACL vs. VLAN Override: A Quarantine or AuthC VLAN that is different from the Access—VLAN
is not supported in 7.0MR1. If you set a VLAN from the Policy Server, it will be the VLAN for the entire
session. No VLAN changes are needed after first AuthZ.

Wireless LAN Controller RADIUS NAC and CoA Feature
Flow

The below figure provides details of the message exchange when the client is authenticated to the backend
server and NAC posture validation.

1. Client authenticates using dotlx authentication.

2. RADIUS Access Accept carries redirected URL for port 80 and pre—auth ACLs that includes
allowing IP addresses and ports, or quarantine VLAN.

3. Client will be re—directed to the URL provided in access accept, and put into a new state until postur:
validation is done. The client in this state talks to the ISE server and validate itself against the policie
configured on the ISE NAC server.

4. NAC agent on client initiates posture validation (traffic to port 80): Agent sends HTTP discovery
request to port 80 which controller redirects to URL provided in access accept. The ISE knows that
client trying to reach and responds directly to client. This way the client learns about the ISE server |
and from now on, the client talks directly with the ISE server.

5. WLC allows this traffic because the ACL is configured to allow this traffic. In case of VLAN
override, the traffic is bridged so that it reaches the ISE server.

6. Once ISE-client completes assessment, a RADIUS CoA-Req with reauth service is sent to the WLC
This initiates re—authentication of the client (by sending EAP-START). Once re—authentication
succeeds, the ISE sends access accept with a new ACL (if any) and no URL redirect, or access
VLAN.

7.WLC has support for CoA-Req and Disconnect-Req as per RFC 3576. The WLC needs to support
CoA-Req for re—auth service, as per RFC 5176.

8. Instead of downloadable ACLs, pre—configured ACLs are used on the WLC. The ISE server just
sends the ACL name, which is already configured in controller.

9. This design should work for both VLAN and ACL cases. In case of VLAN override, we just redirect
the port 80 is redirected and allows (bridge) rest of the traffic on the quarantine VLAN. For the ACL,
the pre—auth ACL received in access accept is applied.

This figure provides a visual representation of this feature flow:
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ISE Profiling Overview

Cisco ISE profiler service provides the functionality in discovering, locating, and determining the capabilities
of all the attached endpoints on your network, regardless of their device types, in order to ensure and maint:
appropriate access to your enterprise network. It primarily collects an attribute or a set of attributes of all the
endpoints on your network and classifies them according to their profiles.

The profiler is comprised of these components:

» The sensor contains a number of probes. The probes capture network packets by querying network
access devices, and forward the attributes and their attribute values that are collected from the
endpoints to the analyzer.

« An analyzer evaluates endpoints using the configured policies and the identity groups to match the
attributes and their attribute values collected, which classifies endpoints to the specified group and
stores endpoints with the matched profile in the Cisco ISE database.

For mobile device detection, it is recommend to use a combination of these probes for proper device
identification:

* RADIUS (Calling—Station—-ID): Provides the MAC Address (OUI)

* DHCP (host-name): Hostname default hosthame can include device type; for example: jsmith—ipac
* DNS (reverse IP lookup): FQDN - default hostname can include device type

* HTTP (User—Agent): Details on specific mobile device type

In this example of an iPad, the profiler captures the web browser information from the User—Agent attribute,
as well as other HTTP attributes from the request messages, and adds them to the list of endpoint attributes
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Create Internal Identity Users

MS Active Directory (AD) is not required for a simple proof-of-concept. ISE can be used as the sole identity
store, which includes differentiating users access for access and granular policy control.

At the release of ISE 1.0, using AD integration, the ISE can use AD groups in authorization policies. If ISE
internal user store is used (no AD integration), groups cannot be used in policies in conjunction with device
identity groups (identified bug to be resolved in ISE 1.1). Therefore, only individual users can be
differentiated, such as employees or contractors when used in addition to device identity groups.

Complete these steps:

1. Open a browser window to the https://ISEip address.
2. Navigate to Administration > Identity Management > Identities.
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3. Select Users, then click Add (Network Access User). Enter these user values and assign to Employe
group:

¢+ Name: employee
¢ Password: XXXX
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4. Click Submit.

+ Name: contractor
¢ Password: XXXX
5. Confirm both accounts are created.
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Add Wireless LAN Controller to ISE

Any device that initiates RADIUS requests to the ISE must have a definition in ISE. These network devices

are defined based on their IP address. ISE network device definitions can specify IP address ranges thus
allowing the definition to represent multiple actual devices.

Beyond what is required for RADIUS communication, ISE network device definitions contain settings for
other ISE/device communication, such as SNMP and SSH.

Another important aspect of network device definition is appropriately grouping devices so that this grouping
can be leveraged in network access policy.

In this exercise, the device definitions required for your lab are configured.

Complete these steps:

1. From ISE go to Administration > Network Resources > Network Devices.
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2. From Network Devices, click Add. Enter IP address, mask check Authentication Setting, then enter




cisco for shared secret.
3. Save the WLC entry, and confirm controller on the list.
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Configure ISE for Wireless Authentication

The ISE needs to be configured for authenticating 802.1x wireless clients and to use Active Directory as the
identity store.

Complete these steps:
1. From ISE navigate to Policy > Authentication.

2.Click to expand the Dotlx > Wired_802.1X (-).
3. Click on the gear icon to Add Condition from Library.

bh;l’!n)w!un \_O‘l-_mw:mm 5 Froking B”u:!u‘u L‘:CI':’IIVY’MD(HI'-; L Securmy Group Access & Peliy Elermmms

Policy Tegs () Eimple (%) Rue-Based

* Rule Dased
B - e ] r wlow roeocots [Allowes Frokcel - Defactt Netwmw | 00 ), & Mioms v
» Dotk | | wires_g0z 1% D‘w.-n".'uw?: Allowed Frolocel - Dafuott Netwon | 0. ), & maves -
»  Detiul Rele 010 maxss A [ Addaa Condtong el O -
Conditign Nasrs Expessson ‘
| Wiree_B02.1X ¥ D e
A AFD RN %

- mmmmumﬁ

Defote )

4. From the condition selection drop—down, choose Compound Condition > Wireless_802.1X.
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5. Set the Express condition to OR.
6. Expand the after allow protocols option, and accept the default Internal Users (default).
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7. Leave everything else at default. Click Save to complete the steps.

Bootstrap Wireless LAN Controller

Connecting WLC to a Network

A Cisco 2500 Wireless LAN Controller deployment guide is also available at Cisco 2500 Series Wireless
Controller Deployment Guide.

Configure the Controller Using Startup Wizard

(Cisco Controller)
Welcome to the Cisco Wizard Configuration Tool Use the '-' character to backup
Would you like to terminate autoinstall? [yes]: yes AUTO-INSTALL: process terminated
—- no configuration loaded System Name [Cisco_d9:24:44] (31 characters max):
ISE-Podx Enter Administrative User Name (24 characters max): admin
Enter Administrative Password
(3 to 24 characters): Cisco123
Re-enter Administrative Password: Cisco123
Management Interface IP Address: 10.10.10.5
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 10.10.10.1
Management Interface VLAN Identifier (O = untagged): O
Management Interface Port Num [1 to 4]: 1
Management Interface DHCP Server IP Address: 10.10.10.10
Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: ISE



Network Name (SSID): PODx

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES][no]: no

Configure a RADIUS Server now? [YES][no]: no

Warning! The default WLAN security policy requires a RADIUS server.
Please see documentation for more details.

Enter Country Code list (enter 'help’ for a list of countries) [US]: US

Enable 802.11b Network [YES][no]: yes

Enable 802.11a Network [YES][no]: yes

Enable 802.11g Network [YES][no]: yes

Enable Auto—-RF [YES][no]: yes

Configure a NTP server now? [YES][no]: no
Configure the ntp system time now? [YES][no]: yes
Enter the date in MM/DD/YY format: mm/dd/yy
Enter the time in HH:MM:SS format: hh:mm:ss
Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
Configuration saved!

Resetting system with new configuration...
Restarting system.

Neighbor Switch Configuration

The controller is connected to the Ethernet port on the neighboring switch (Fast Ethernet 1). The neighbor
switch port is configured as an 802.1Q trunk and allows all VLANs on the trunk. The native VLAN 10 allows
the management interface of the WLC to be connected.

The 802.1Q switch port configuration is as follows:

switchport

switchport trunk encapsulation dotlq
switchport trunk native VLAN 10
switchport mode trunk

end

Add Authentication Servers (ISE) to WLC

The ISE needs to be added to the WLC in order to enable 802.1X and the CoA feature for wireless endpoin
Complete these steps:

1. Open a browser, then connect to the pod WLC (using secure HTTP) > https://wic.
2. Navigate to Security > Authentication > New.



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACI

RADIUS Authentication Servers > New
Server Index (Priority) 1 -
Server IP Address 10.10.10.70
Shared Secret Format ASCII
Shared Secret “snee
Confirm Shared Secret senee \
Key Wrap [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Port Number 1812
Server Status Enabled «
Support for RFC 3576 Enabled « (
Server Timeout 2 seconds
Network User V| Enable
Management ¥ Enable
IPSec t Enable

3. Enter these values:

¢ Server IP Address: 10.10.10.70 (check assignment)
¢ Shared Secret: cisco
¢ Support for RFC 3576 (CoA): Enabled (default)
¢ Everything else: Default
4. Click Apply to continue.
5. Select RADIUS Accounting > add NEW.

ciIscoO MONITOR WILANS CONTROLLER WIRELESS SECURITY MANAGEMENT C
Security RADIUS Accounting Servers > New
¥ AAA Server Index (Priority) 2 -
General «/_
» RADIUS Server I[P Address 10.10.10.70
Authentication
Accounting Shared Secret Format ASCII «
Faliback Shared Secret csene
» TACACS+
LDAP Confirm Shared Secret oyl \
Local Net Users
MAC Filtering Port Number 1813
Disabled Clients Server Status Enabled «
User Login Policies
AP Policies Server Timeout 2 seconds
Password Policies .
Network User V! Enable
» Local EAP =
IPSec 71 Enable
» Priority Order
» Certificate

6. Enter these values:

¢ Server IP Address: 10.10.10.70
¢ Shared Secret: cisco
¢ Everything else: Default
7.Click Apply, then save the Configuration for the WLC.



Create WLC Employee Dynamic Interface

Complete these steps in order to add a new dynamic interface for the WLC and map it to the Employee
VLAN:

1. From WLC, navigate to Controller > Interfaces. Then, click New.

saye Lorrguranon rrg

MANAGEMENT  COMMANDS  HELP  FEEDBACK

Kt efre
MONITOR  WIANS CONTROULER  WIRELESS oM
Controller Interfaces New... |

General
Inventory r
[Interfaces

Interface Groups Sas

Interface Name YLAN Identifier 1P Address Interface Type Dynamic AP Management
urtagged 1010305 Static Enabled
WA 1111 State Not Supported

daloned

2. From WLC, navigate to Controller > Interfaces. Enter the following:

¢ Interface Name: Employee
¢ VLAN id: 11

MONITOR WLANs CONTROLLER WIRELESS SECUR

Interface Name IEmployee '

3. Enter the following for Employee interface:

Interfaces > New

VLAN Id [11

¢ Port Number: 1

+ VLAN Identifier: 11

¢ |P Address: 10.10.11.5
¢+ Netmask: 255.255.255.0
¢ Gateway: 10.10.11.1

+ DHCP: 10.10.10.10



Configuration

O

Quarantine

Quarantine Vlan Id 0

Physical Information

Port Number 1 I .
0
0

Backup Port
Active Port

Enable Dynamic AP Management O

Interface Address (
VLAN Identifier 11
Ib Addrose m‘;
Netmask 255.255.255.0

Gateway 10.10.11.1 ‘

DHCP Information

Primary DHCP Server 10.10.10.10 ‘

Secondary DHCP Server

4. Confirm that the new employee dynamic interface is created.

CiIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMA
Controller Interfaces
General
Inventory Interface Name YLAN Identifier IP Address Interface Type
Interfaces employee 11 10.10.11.5 Dynamic
Interface Groups management untagged 10.10.10.5 Static
Multicast yirtual N/A 1111 Static

Create WLC Guest Dynamic Interface

Complete these steps in order to add a new dynamic interface for the WLC and map it to the Guest VLAN:

1. From WLC, navigate to Controller > Interfaces. Then, click New.
2. From WLC, navigate to Controller > Interfaces. Enter the following:

+ Interface Name: Guest
¢ VLAN id: 12



CISCO MONITOR WLANS CONTROLLER WIRELES!

Controller Interfaces > New
General Interface Name  |Guest ‘
IRVOIROLy VLAN Id [12
Interfaces ‘- \
L Intarface Crounc

3. Enter these for Guest interface:

¢ Port Number: 1

+ VLAN Identifier: 12

¢ |P Address: 10.10.12.5
¢+ Netmask: 255.255.255.0
¢ Gateway: 10.10.12.1

+ DHCP: 10.10.10.10



Configuration

Quarantine =
Quarantine Vian Id '0

Physical Information
Port Number 1 |
Backup Port

Active Port

0
0
Enable Dynamic AP Management =)

Interface Address
VLAN Identifier Ti
IP Address 10.10.12.5 g
Netmask 255.255.255.0 «

Gateway 10.10.12.1 ’

DHCP Information

Primary DHCP Server 10.10.10.10 ‘ ‘

Secondary DHCP Server

Access Control List

ACL Name [ none Q

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

4. Confirm that the guest interface has been added.

CISCO
Controller Interfaces
General
Inventory Interface Name VLAN Identifier IP Address Interface Type
|me.—f¢ce;¢_—_ employee 1 10.10.11.5 Dynamic
Interface Groups quest 12 10.10.12.5 Dynamic
Multicast J management untagged 10.10.10.5 Static
»_Internal DHCP Server " L LA Static




Add 802.1x WLAN

From the initial bootstrap of WLC, there might have been a default WLAN created. If so, modify it or create &
new WLAN to support wireless 802.1X authentication as instructed in the guide.

Complete these steps:

1. From WLC, navigate to WLAN > Create New.

fi [3]
"""I" Save Configuration Ping Logout Re

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDI

WLANSs WLANs Entries0-0d

v WLANSs Current Filter: None [Change Filter] [Clear Filter) Go |
WLANs Create New

» Advanced

Disable Selected N
Enable Selected
Remove Selected

] WLAN ID Type Profile Name WLAN SSID Admin Status

2. For the WLAN, enter the following:

¢ Profile Name: podi1x

¢ SSID: Same
ST
CISco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANS WLANS > New
v WLANS Type — =
WLANS
) Advenced Profile Name |podix
SSID |podix ‘
o 1=

3. For the WLAN settings > General tab, use the following:

¢ Radio Policy: All
¢ Interface/Group: management
¢ Everything else: default



MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANSs > Edit 'pod1x’

General I Security T QoS -\[‘ Advanced ]

Profile Name podlx

Type WLAN

SSID podilx

Status r Enabled

Security Policies [WPA2][Auth(802.1X)]

{Modifications done under security tab w

Radio Policy | Al ~|

Interface/Interface
Group(G) | management ~| ?

Multicast Vlan Feature |~ Enabled

Broadcast SSID ¥ Enabled

4. For the WLAN > Security tab > Layer 2, set the following:

¢ Layer 2 Security: WPA+WPA2
¢ WPA2 Policy / Encryption: Enabled / AES
¢ Auth Key Mgmt: 802.1X



MONITOR WLANs CONTROLLER WIRELESS SECUF

WLANSs > Edit 'pod1x

. General | Securitv‘Qos | Advanced

Layer 2 f Layer 3 ] AAA Servers ]

Layer 2 Security & | WPA+WPA2 (

[~ Z8MAC Filtering

WPA+WPA2Z Parameters

WPA Policy r

WPA2 Policy v

WPA2 Encryption V aes I~ TkIP
Auth Key Mgmt | 802.1x D@

5. For the WLAN > Security tab > AAA Servers, set the following:

+ Radio Server Overwrite Interface: Disabled
¢ Authentication/Accounting Servers: Enabled
4+ Server 1: 10.10.10.70

MONITOR WLANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS H

WLANS > Edit 'pod1x'

~ General | Security | QoS | Advanced
[' Layer 2 [ Layer 3 ] AAA Sarverst—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers [}

Radius Server Overwrite interface [ Enabled

\;Jthentlcatlon Servers ‘Accountlno Servers
Enabled W Enabled /

Server 1 [1P:10.10.10.70, Port:1812 +] [1P:10.10.10,70, Port:1813 "=

Server 2 % [ None =1 | None =~

Server 3 | None =1 | None =l
L__Local EAP Authentication

6. For the WLAN > Advanced tab, set the following:

¢ Allow AAA Override: Enabled
¢ NAC State: Radius NAC (selected)



MONITOR  WLANS

WLANS > Edit 'pod1x’

CONTROLLER

WIRELESS

| General | Security | QoS | Advanced ™

Allow ARA Override
Coverage Hole Detection

Enable Session Timeout

Awonet 1E

Diagnostic Channel

IPv6 Enable 2
Override Interface ACL
P2P Blocking Action

Client Exclusion

Maximum Allowed
Clients £

Static IP Tunneling £

F enabled
W Enabled
v I1800

Session Timeout (secs)
W Enabled
" Enabled
r
| None )
| Disabled -I
W Enabled |60

Timeout Value (secs)

|0
" Enabled

SECURITY MANAGEMENT

COMMANDS HELP FEEDBACH

DHCP

DHCP Server I override

DHCP Addr. Assignment |~ Required

Management Frame Protection (MFP)

| Optional -l

DTIM Period (in beacon intervals)

802.11a/n (1 -255) |1
802.11b/g/n (1 - 255) [1

NAC

MFP Client Protection £

NAC State

Load Balancing and Band Select

7.Back to the WLAN > General tab > Enable WLAN (check box).

WLANSs > Edit

‘podix’

General | Security \[' QoS f Advanced ]

Profile Name
Type

SSID

Status

podlx
WLAN
podlx

s

v Enablt(

Security Policies

Radio Policy

Interface/Interface
Group(G)

Multicast Vlan Feature

Broadcast SSID

[wPAa2][Auth(802.1X)]
(Modifications done under security tab

[ Al -~

| management ZI

™ Enabled
M Enabled

Test WLC Dynamic Interfaces

You need to make a quick check for valid employee and guest interfaces. Use any device to associate to th

WLAN, then change the WLAN interface assignment.

1. From WLC, navigate to WLAN > WLANS. Click to edit your secure SSID created in the earlier




exercise.
2. Change the Interface/Interface Group to Employee, then click Apply.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURIT
WLANs WLANs > Edit ‘pod1x’
> WLANWL“NS *General | Security | QoS | Advanced
st
’ Advanced Profile Name podlx
Type WLAN
SSID podilx
Status M Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security t

Radio Policy

Interface/Interface
Group(G)

Multicast Vlan Feature guest

management
Broadcast SSID nable

3. If configured properly, a device receives an IP address from the employee VLAN (10.10.11.0/24).
This example shows an iOS device that gets a new IP address.

Wi-Fi Networks | pod1X

Forget this Network

IP Address
DHCP BootP | Static
IP Address 10.10.11.100

4. Once the previous interface has been confirmed, change the WLAN interface assignment to Guest,
then click Apply.



CISCO WLANS CONTROLLER WIRELESS S

WLANS WLANSs > Edit 'pod1x".
. WLANS p .
General Secu 0S Advanced
wmm* ,’ | rity | QoS | |

’ Advanced ' Profile Name podix

Type WLAN

SSID podix

Status M Enabled

Security Policies [wPA2][Auth(802.1X)]

(Modifications done under se

Radio Policy [ Al =~

Interface/Interface
Group(G)

Multicast Vlan Feature

uest e

employee

management
Broadcast SSID nable

5. If configured properly, a device receives an IP address from the guest VLAN (10.10.12.0/24). This
example shows an iOS device that gets a new IP address.

“Wi-Fi Networks ~ pod1X

4 N

‘ Forget this Network

- Y

IP Address
LB BootP | Static

IP Address 10.10.12.102 ]
]

.
6. IMPORTANT: Change the Interface assignment back to the original management.
7. Click Apply and save the Configuration for the WLC.




Wireless Authentication for iOS (iPhone/iPad)

Associate to the WLC via an authenticated SSID an INTERNAL user (or integrated, AD User) using an iOS
device such as an iPhone, iPad, or iPod. Skip these steps if not applicable.

1. On the iOS device, go to the WLAN settings. Enable WIFI, then select the 802.1X enabled SSID
created in the previous section.
2. Provide this information in order to connect:

¢ Username: employee (internal Employee) or contractor (internal Contractor)
¢ Password: XXXX

... ATET T 4:31 PM (==

Username aduser

Password eeeeecee \

Mode Automatic >

1]2]3]4|5]6]7]89]0
B08800000CE

ST TE

3. Click to accept the ISE certificate.




... AT&T 3G 4:31 PM =

ise.corp.rf-demo.c...
corp-RFDEMO-CA '

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

4. Confirm that the iOS device is getting an IP address from the management (VLAN10) interface.

.. ATET = 4:31 PM =
0 nod

4 )

| Forget this Network /
IP Address

BootP | Static

1P Address 10.10.10.102

| Subnet Mask 255.255.255.0 |

| Router 10.10.10.1 |

| DNS 10.10.10.10 |
Search Domains corp.rf-demo.com |

| Client ID

5.0n the WLC > Monitor > Clients, verify the endpoint information including use, state, and EAP type.



CISCO MONITOR WLANsS CONTROLLER WIRELE

Monitor Clients > Detail

Summary
b Access Points Client Properties
» Cisco CleanAir MAC Address 5c:59:48:40:82:8d
) Statistics IP Address 10.10.10.102
» CDP Client Type Reqular
» Rogues User Name aduser

Clients Port Number 1

Multicast Interface management

cmmetsey ssmem - e

Mobility Peer IP Address N/A

Policy Manager State RUN
Management Frame

Protection No
Security Information

Security Policy

Completed Yes

Policy Type RSN (WPA2)

Encryption Cipher CCMP (AES)

EAP Type PEAP

SNMP NAC State Access

Radius NAC State RUN

AAA Override ACL Name none
6. Similarly, the client information can be provided by ISE > Monitor > Authentication page.

alealn =
cisco jentty Services Engine

@ Home m Policy ¥ Adminictration v

B Authentications | [ Alarms " Reports ¢ Troubleshoot

4G Add or Remove Columns v 45 Refresh P
semame Endpoint 1D Network Device | Authorization Profiles | Ident]
Time v Status Detail ] l ] ’ I I I [:
Jul 13,11 04:39.36.573 PM Q' aduser 5C:59:4840:8280 WLC PermitAccess
Jul 13,11 04:38.46.285 PM a aduser 5C:59-48:40:8280 WLC Permitccess

7. Click the Details icon in order to drill down to the session for in—depth information of the session.



thear ), 4 , :
cisco Identity Services Engine

EYE

Showing Page 1 of 1 \

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : 0a0a0a050000000d4e1e2ad5
AAA session ID : 15e/99967658/11
Date : July 13,2011

Generated on July 13, 2011 4:41:11 PM PDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
'RADIUS Status: Authentication succeeded
NAS Failure:

Username: aduser

MAC/IP Address: 5C:59:48:40:82:8D

Network Device: WLC : 10.10.105 :

Allowed Protocol: Default Network Access
Identity Store: AD1

Authorization Profiles:  PermitAccess

SGA Security Group:

lAuthentication Protocol : PEAP(EAP-MSCHAPY2)

Add Posture Redirect ACL to WLC

Posture redirect ACL is configured on the WLC, where ISE will use to restrict client for posture. Effectively
and at a minimum the ACL permits traffic between ISE. Optional rules can be added in this ACL if needed.

1. Navigate to WLC > Security > Access Control Lists > Access Control Lists. Click New.



Save Configuration Ping Logout Refres
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDH

Al

Security Access Control Lists \ = New.. |  Apply |

-

General Enable Counters [
~ RADIUS

Authentication
Accounting
Fallback
» TACACS +
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

» Priority Order
» Certificate

¥ Access Control Uly
Access Control Lists
CPU Access Control Lists

2. Provide a name (ACL-POSTURE-REDIRECT) for the ACL.

ci1sco MONITOR WLANS CONTROLLER WIRELESS

Security Access Control Lists > New

v AAA
General Access Control List Name |ACL-POSTURE-REDIREC&

» RADIUS
Authentication
Accounting
Fallback

3. Click Add New Rule for the new ACL. Set the following values to ACL sequence #1. Click Apply

when finished.

¢ Source: Any

¢ Destination: IP Address 10.10.10.70, 255.255.255.255
¢ Protocol: Any

¢ Action: Permit



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source | E ?
I IP Address Netmask
Destinstion IP Address 10.10.10.70 255.255.255.255

Protocol _Any 3’
DSCP { E B
Direction { Q B

4. Confirm sequence has been added.

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
0000 10.10.10.78

2 Permit /[ / Any Any Any Any  Any 0
0.0.0.0 255.255.255.255

5. Click Add New Rule. Set the following values to ACL sequence #2. Click Apply when finished.

¢ Source: IP Address 10.10.10.70, 255.255.255.255
¢ Destination: Any

¢ Protocol: Any

¢ Action: Permit

Sequence ‘ 2

IP Address Netmask #_
Source IP Address 10.10.10.70 255,255.255.25
pestinstion (il
Protocol [ Any w
DSCP (_Any B
Direction [ Any B

Action ! Permit g

6. Confirm sequence has been added.

Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit / / Any Any Any Any Any
0.0.0.0 255.255.255.255

10.10.10.70 0.0.0.0
Permit  / / Any Any Any Any  Any
255.255.255.255 0.0.0.0

2

7. Set the following values to ACL sequence #3. Click Apply when finished.

¢ Source: Any



¢ Destination: Any

¢ Protocol: UDP

¢ Source Port: DNS

¢ Destination Port: Any
¢ Action: Permit

Sequence ‘[ 3
Source ( E ;

Destination [ Any @‘

Protocol | uDP %
Source Port { DNS %
Destination Port | Any a
DSCP [ Any %)

Direction __Any +

Action " Permit Q’

8. Confirm sequence has been added.

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70

1 Permit / / Any Any Any Any  Any
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0

2  Permit / / Any Any Any Any  Any
255.255.255.255 0.0.0.0

9. Iick Add New Rule. Set the following values to ACL sequence #4. Click Apply when finished.

¢ Source: Any

¢ Destination: Any

¢ Protocol: UDP

¢ Source Port: Any

¢ Destination Port: DNS
¢ Action: Permit



Sequence " a4

Source _Any ?
Destination [ Any ?
Protocol _UDP ’
Source Port _Any %
Destination Port [ DNS %
DSCP __Any +)

Direction " Any B

Action _ Permit v

10. Confirm sequence has been added.

Destination

Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70

1 Permit / / Any Any Any Any  Any
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0

2 Permit / / Any Any Any Any  Any
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0

3 Permit / / upP DNS Any Any Any
0.0.0.0 0.0.0.0

4 Permit / / upe Any DNS Any  Any

11.Save the current WLC configuration.

Enable Profiling Probes on ISE

The ISE needs to be configured as probes to effectively profile endpoints. By default, these options are
disabled. This section shows how to configure ISE to be probes.

1. From ISE management, navigate to Administration > System > Deployment.



cisco ldentity Services Engine
& Home Monitor v Policy v BR.50 LS ET RS

olo b i
»%o System L1 Identity Manage 2= System ‘
(" Network Devices ~ Network De Deployment «
Licensing {;
Certificates

2.Choose ISE. Click Edit ISE host.

alvaln

cisco ldentity Services Engine

%o System = 5% Identity Management i Network Resources |18 Guest Management
(' Deployment Licensing Certificates Logging Operations Admin Access Settings
Deployment  Deployment Nodes
¢' = .E_E e ,/. Edit Q Rogistor @ Syncup E Decogister ‘:’ Fiter w
» == Deployment (] Hostname « Node Type Personas
O Ise {! ISE Administration)

3. From the Edit Node page, select the Profiling Configuration and configure the following:

¢ DHCP: Enabled, All (or default)

¢ DHCPSPAN: Enabled, All (or default)
¢ HTTP: Enabled, All (or default)

+ RADIUS: Enabled, N/A

+ DNS: Enabled, N/A



'zllls'cllc;' Identity Services Engine

& Home Monitorv  Policy v JRESGILTR 0B

ol System | SR identty Management [ Network Resources [ Guest Management

(' Deployment Licensing Certificates Logging Operations Admin Access Seftings

_
Deployment Deployment Nodes List » ise
Sl Fe - | || Edit Node
» <%= Deployment
| General settings N L
™ v pHep
Interface  [AN v |
Pot  [67 |
N Description  [DHCP ]
¥ DHCPSPAN .
interface AN [ +]
N Description  [DHCPSPAN |

v HTTP

interface  [AN -~ |

Description  [HTTP \

\ v RADIUS
‘ v DNS

| Save | Reset

Description [RAD!US

4. Re-associate the devices (iPhone/iPads/Droids/Mac, etc.).
5. Confirm ISE endpoint identities. Navigate to Administration > Identity Management > ldentities.
Click on Endpoints to list what has been profiled.

Note: The initial profiling is from RADIUS probes.

alraln
cisco ldentity Services Engine

A Home Monitorv  Policy v

weSystem | &% |dentity Management _ [ NetworkResources  [# Guest Management

(identties External ide ces Identity Source Sequences Seftings

CEndpomts

7 Ean +Clllh MK oelete v Qorimpot v (B Export v 7 piter v

Groups

| Endpoint Profile a  MAC Address
E"”” . > BT Android 40FC 89756443
i Endoois ’ I apple-Device 5C59:48:40:82:8D
" Apple-Davice 44:2860:F7:3A4A
T Microsof-Workstation 00:21:5C:69.94:39
™ Microsof-Workstation 00:26:C6.0C 3356
T windows7-Workstation 00:1B:21 4D:EE.CO




Enable ISE Profile Policies for Devices

Out of the box, ISE provides a library of various endpoint profiles. Complete these steps in order to enable
profiles for devices:

1. From ISE, navigate to Policy > Profiling.

"cll's.élc;' Identity Services Engin:

& Home Monitor v | Policy v =

?
s%e System

( Deployment Licens

Authentication

l2)

@] Authorization

[ Deployment
ment [ Profilin
€ =EE i~

> :3;, |@ Posture

%

|z, Client Provisioning

2. From the left pane, expand Profiling Policies.
3. Click Apple Device > Apple iPad, and set the following:

¢ Policy Enabled: Enabled
¢ Create Matching Identity Group: Selected

‘theta’  Identity Services Enginn

£ Home mvmmmumonv

|4, Authentication  |e, Authorization | [4 Profiling | |@) Posture | Client Provisioning [, Security Group Access

Profiling Profiler Policy List > Apple-iPad
C L) *Name |Apple-iPac| | Ded
Q:' g -.—E 5,;{' mm g*
v [ Profiling Policies ”
14 Android F * Minimum Centainty Factor |20 | (valiq
v |4 Apple-Device * Exception Action  [NONE ~]
(4 WW"“ s (® Create Matching identity Group
% m;ieuci () Use Hierarchy
|4, Apple-iPhone
[4 Apple-iPod * Parent Policy  [Apple-Device ~]
|4, Applera-Device

4. Click Apple Device > Apple iPhone, set the following:

¢ Policy Enabled: Enabled
¢ Create Matching Identity Group: Selected



] -
cisco ldentity Services Engine

M Home  Monitor v m Administration v

|4, Authentication  [®, Authorization | |4 Profiling | [@ Posture  |gj Client Provisioning [ Security Group Access

C L) *Name |apple-iPhone| | o
- EE @ <+
= z Policy Enabled ¥
v _ Profiing Policies
[ Android * Minimum Certainty Factor |20 | o
v |4 Apple-Device * Exception Action [ NONE - |
{5' :":e‘:a:a“" P @ Create Matching denty Group
4, Aople-iPa - .
|4 Apple-iPhone <« O Use Hierarchy
|4 Aople-iPod *ParentPolicy | Apple-Device - |

|4 Applera-Device
» |4 Aruba-Device

5. Click Android, set the following:

Ouulos

¢ Policy Enabled: Enabled
¢ Create Matching Identity Group: Selected

atfran]n =
cisco ldentity Services Engine

@ Home  Monitor v m Administration v

|4, Authentication  |e, Authorization | [£] Profiling | [@ Posture [, Client Provisioning |, Security Group Access

*Name |android

& EE W Policy Enabled ¥ e

v [ Profiling Policies

) Android g * Minimum Certainty Factor |30 |
v |4 Aople-Device * Exception Action [ NONE -]
|4, Apple-MacBook
.w Create Matching Identity Group

|4 Apple-iPad

[ Apple-iPhone O Use Hierarchy

[4 Apple-iPod *ParentPolicy | NONE |
|4, Applera-Device

ISE Authorization Profile for Posture Discovery Redirect

Complete these steps in order to configure an authorization policy posture redirect allows new devices to be
redirected to ISE for proper discovery and profiling:

1. From ISE, navigate to Policy > Policy Elements > Results.



"cln's'élé' Identity Services Engine

|2 Authentication @) Authentication

|@, Authorization

— |« Profiling

e
I

v [ Profiling Policies | |@) Posture
|%) Android

v |4, Apple-Device

|%) Apple-MacBg [=] Security Group Access

|ta) Client Provisioning

B“ Apple-iPad Egress Policy
[<) Apple—lPhon# Network Device Authorization
|5, Apple-iPod
- . &, Policy Elements
1 ra-Dev
lf‘_ ::lple @ De 3 Dictionaries
g I'—"‘ ba-Device Conditions

» |4 Avaya-Device @ '

|4) BlackBerry

2. Expand Authorization. Click Authorization Profiles (left pane) and click Add.

'::I|ls'élc;' |dentity Services Engine

@ Home  Monitor v m administration v

|2/ Authentication  |®, Autnorization |4 Profiling [, Posture  |oy, Client Provisioning |5, Security Group Access | ¢

Dictionaries Conditions  ( Resuits

Results I Standard Authorization Profiles
(' ,0) 4 Eait :C}Cw.pll-;z‘.c x:vuie:n ‘.-; Fiter =

*
l
llli
%

" Name Description
» £ Authentication = - - -
— " cisco_IP_Phones Profile For Cisco Phon
v | Authonzation ‘ r
v _ Authorization Profiles DenyAccess Default Network Authos
T Permitaccess Default Network Authos

2 Cisco_IP_Phones
2 DenyAccess
(2 PermitAccess
» [ Downloadable ACLs
» [ Inline Posture Node Proflles
» [ Profiling

3. Create the authorization profile with the following:

¢ Name: Posture_ Remediation
¢ Access Type: Access_Accept



¢ Common Tools:

¢ Posture Discovery, Enabled
¢ Posture Discovery, ACL ACL-POSTURE-REDIRECT

cisco  ldentity Services Enginea

A Home  Meeitor v m Adriniskaton v

(4, Aumertication | |e, Authorzation | [£, Promiing | [, Posture [ ClentPromsionng [ Securty Greup Access | i, Polcy Elements

Dictionaries Condmons  ( Resuts

Resuts Acterrastion Peoties s New Eutvrieston Protie

(~ p) *Name |Posture_Remedistion

- 8BS W Description Permit Access To Posture And Remedision Senices, Redrect Trafic To Clisnt Provsioning Asd Posture
» [ Authenteaton e Senvices

v & Athonizabao *Access Type [ ACCESS_ACCEPT =1
v | Adhorizaton Profles '
&2 Cisco_P_Fhones
u Derwiccess
2 PerritAtcess * Common Tasks
» [ Oownieadable ACLS
» [ Inling Postre Node Profles I DACL Name
r Frofing
» [ Postwe St
» [ Coent Proisioniog I” voite Domain Permssion
» [ Secuny Group Access * K
W Pasturs Discovery ACL [ACL-POSTURE-REDIRECT

™ Centralzee Web Autveefication
™ Auto Smart Peet

¥ Advanced Attributes Settings

Sekctan fem

"
"
@

* Artributes Detalls

Type = ACCESE_ACCEPT
3l = urkredire ACL-POSTURE-REDIRECT
05 Mp B44Uguescralipateway?sesslonidsSassionkdakueSacion=cpp

*‘Wj Canced |
4. Click Submit to complete this task.
5. Confirm that the new Authorization Profile is added.

alaln . -
cisco denlity Services cngine

A Home Monitor v Pollcyv Anminestration v

|4, Authenscation  [e, Authorization |4, Proflling [ Posture  |of Chent Prowsioning | Secunty Group Access | @ Policy Elements

Dictionaries  Condions ( Results

Results |Wmmm
- hY | ~
( L) J e fpade ypencate | HKoeete | FPrier
€ =E ey " Name Description
» 53 Authentication
S Authorization [ Cisco_IP_Phones Proflle For Clsco Phones.
v 0 Au
- Authorization Profdes T Denyercess Default Network Authorzadon Profile with access
2 Clsco_W_Phones I Permitaccess Default Network Authorzasion Profile with access
@ DenyAccess r Posture_Remediation ‘— Permit Access To Posture And Rernedialion Serv;
2 Pemitaccess
@ Postura_Remedision <
Ao D loadanle ACL e

Create ISE Authorization Profile for Employee

Adding an authorization profile for an employee allows ISE to authorize and permit access with the assignec
attributes. Employee VLAN 11 is assigned in this case.

Complete these steps:

1. From ISE, navigate to Policy > Results. Expand Authorization, then click Authorization Profiles
and click Add.



alea],
cisco ¢ jPIlIIf Services Ef'll._]lrl*f'

f Home Monitor v m Administration v

|£) Authentication  |®, Authorization |4 Profiling  |@) Posture  [&, Client Provisioni

( Results

Dictionaries Conditions

i

uthentication

Name

st
JR—
JR——

A
Authorization ‘
v __ Authorization Profiles

(2 Cisco_IP_Phones

P NN o

. . | .

Cisco_IP_Phones
DenyAccess

PermitAccess

2. Enter the following for Employee authorization profile:

¢ Name: Employee_Wireless
¢ Common Tasks:

O VLAN, Enabled
O VLAN, sub value 11
3. Click Submit to complete this task.




a—— Yl i iretion Profies = New Authorizstion Profle

(~ P) *Name [Employee_wlrelesst— |

SNR= 2 Description  |Full Network Access For Employees
» [ Authentication :
v &5 Authorization *Access Type | ACCESS_ACCEPT =]

v __ Authorization Profiles
€2 Cisco_IP_Phones
(2 DenyAccess
(2 Permitaccess
(2 Posture_Remediation

¥ Common Tasks

”

™ DACL Name
» () Downloadable ACLs \
» £ Inline Posture Node Profiles M vian 1|
> 5 Frofiling I™ Voice Domain Permission
» [ Posture
» ) Client Provisioning I™ Posture Discovery
> [ Securly Group Access I Centralized Web Authentication

¥ Advanced Attributes Settings

”

© | Select an item o/ =]

¥ Attributes Details

Access Type = ACCESS_ACCEPT

w (cancet |

4. Confirm that the new employee authorization profile was created.

alaln -~
<I|s<|o Identity Services Enaine

A Home  Monitor v m Adrminisiration v

(2 Authentication [, Authorization [ Profiling  [@) Posture [ Client Provisioning [ Security Group Access | ), Policy Elements

Dictionaries Conditions [ Results

1 Results 1 Standard Authorization Profiles

G 2) Jeat dpass Quovpricate | HKoeee  Frises v

€ BE W I~ Name Description

g ; :u::h;;:: T cisco_IP_Phones Profile For Clsco Phones.

' . uﬁum:nzalion Bree [ Deryasces Default Network Authorization Profile with ace

_Q Cisco_IP_Phones | ™ employee_wirsless p— Full Network Access For Employees

@ Denyiccess ' Pemitaccess Default Network Authorization Profile with ace
2 Emoloyee_mveiess‘_"“ [T Posture_Remediation Permit Access To Posture And Remediation
P DamitAccace

Create ISE Authorization Profile for Contractor

Adding an authorization profile for a contractor allows ISE to authorize and permit access with the assigned
attributes. Contractor VLAN 12 is assigned in this case.

Complete these steps:
1. From ISE, navigate to Policy > Results. Expand Authorization, then click Authorization Profiles

and click Add.
2. Enter the following for Employee authorization profile:



¢+ Name: Employee_Wireless
¢ Common Tasks:

O VLAN, Enabled
O VLAN, sub value 12

Results

C )
€ =EE .
» ] Authentication

v || Authorization

» = Authorzation Profies ™
{3 Downloadable ACLS
[ Inline Posture Node Profiles

v

v

§

J [ Voice Domain Permission

Authorization Profiles > New Authorization Profile
* Name IOomractor_Wlmless ‘
Description |

*Access Type | ACCESS_ACCEPT

)

v Common Tasks

» ] Profiling
= Posture .
b — _ () DACL Name
» £ Client Provisioning
» ) Security Group Access ¥ VLAN

B

(") Posture Discovery
(7] Centralized Web Authentication

() Auto Smart Port

3. Click Submit to complete this task.

4. Confirm that the Contractor authorization profile was created.

|

Results Standard Authorization Profiles
(" p) ” Edit C[PMG :DDL.D cate x Delete
e EE e ) Name

= Authentication
b — - —— (O Cisco_IP_Phones
v [ Authorization .

(O Contractor_Wireless
» i M\onzatlonProﬂes' - D el
nyAccess
» ] Downloadable ACLs : ’
: | Wirel

» [ Inline Posture Node Profiles O Employes_Wireless
» [ Profiling (J PemitAccess
» £ Posture (] Posture_Remediation

Authorization Policy for Device

Posture/Profiling

Little information is known about a new device when it first comes onto the network, an administrator will
create the appropriate policy to allow unknown endpoints to be identified before permitting access. In this
exercise, the authorization policy will be created so that a new device will be redirected to ISE for posture
assessment (for mobile devices are agentless, therefore only profiling is relevant); endpoints will be redirect
to the ISE captive portal and identified.

Complete these steps:

1. From ISE, navigate to Policy > Authorization.



el

cisco ldentity Services Engine

@ Home  Monitor v m Administration v

|3, Authentication | |s, Authorization | |, Profling [ Posture |, Client Provisioning | Security Group Access 2, Policy Elements

Defing the Authorization Policy by configuring nules based on identity groups and/or other conditions

[ First Matched Rule Applies -]
» Exceptions
v Standard
Status  Rule Name Identity Groups Other Conditions Permissions
~  [Profled Cisco IP Phones | n[ CiscodP-.. < |nn:‘,| Conaision(s) & I:'mnl Cisco_IP_Pno... <

2. There is a policy for Profiled Cisco IP Phones. This is out of the box. Edit this as a posture policy.
3. Enter the following values for this policy:

¢ Rule Name: Posture_Remediation

¢ Identity Groups: Any

¢ Other Conditions > Create New: (Advanced) Session > PostureStatus
¢ PostureStatus > Equals: Unknown

q°

¢ E =
Client Provisioning |-, Security Group Access AQen-RequUest-Type
_
& CurrentDate
and/or other conditions ¥ CurrentDay
@ CurrentMonth
& CurrentTime
¥ CurrentWeekDay
8 CurrentYear —
© OS-Architecture L
Other Conditions Permissio ® PostureStatus g
Session:PostureStatus EQUAL... — |thm| Selectg ¥ URL-Redirectod
4 [E Acd Al Conditions Below to Library
Condition Name Expression
’ [session:Posturestat » | 1[Equals  [~] [Unknown [~ ]

4. Set the following for permissions:

¢ Permissions > Standard: Posture_ Remediation



Permissions

Selectanitem < l.

Select an item v W

&

Cisco_IP_Phones

I

i
o
4

Contractor_Wireless
DenyAccess
Employee_Wireless
PermitAccess

* Posture_Remediation @

Note: Alternatively custom policy elements can be created to add ease of use.

5. Click Save.

Testing Posture Remediation Policy

To simple demonstration can be performed to show that ISE is properly profiling a new device based on the
posture policy.

1. From ISE, navigate to Administration > Identity Management > Identities.

'.';I,'s‘élc',' Identity Services Engine

¢ Home Monitor v

\
ol System ‘Io‘l Identity Management

Deployment Ld%
Licensing ‘ Groups

2. CI|ck Endpomts Assomate and connect a device (an iPhone in this example).

o o e+ —rey+ (R

ooSystem | 5 idemity Management | [ Network Resources  [s1) Guest Management

( \dentties Groups External identty Sources Identity Source Sequences Settings

Identities Endpoints

C' p) J et pcreats XDoeto v Roimpet v Brbpot v Trae v
= e Endpoint Profile a  MAC Adcress &
g o - O Apple-Device 5C:50:48:4082:80

[ Endpoints S




3. Refresh the Endpoints list. Observe what information is given.
4. From the endpoint device, browse to:

¢ URL: http://www (or 10.10.10.10)
The device is redirected. Accept any prompt for certificates.

5. After the mobile device has completely redirected, from ISE refresh the Endpoints list again. Observ
what has changed. The previous endpoint (for example, Apple—-Device) should have changed to
Apple-iPhone etc. The reason is that the HTTP probe effectively obtains user—agent information,
as part of the process of being redirected to the captive portal.

Endpoints
,° Edit C{}Cmb Xom- ;blmpodv G?’Expodv Q?F.lw- v
Endpoint Profile - MAC Address

'O Apple-iPhone ?" 5C:59:48:40:82:8D

Authorization Policy for Differentiated Access

After successfully testing the posture authorization, continue to build policies to support differentiated acces
for the Employee and Contractor with known devices and different VLAN assignment specific to the user rol
(in this scenario, Employee and Contractor).

Complete these steps:

1. Navigate to ISE > Policy > Authorization.
2. Add/Insert a new rule above the Posture Remediation policy/line.

v Standard
Stalus  Rude Name Igantity Groups Other Conditions Parmissions ‘
v Posture_Remedaton | #] Any | anc [ Conamonts) | tnen [ Posture_Rem... 5 | 5 Actons +
+  Defaur 1 Parmithccass ] * » rmA NNA MA MMA -
rsert New Rue Below @
Duplcse Adove |

3. Enter the following values for this policy:

¢ Rule Name: Employee
¢ Identity Groups (expand): Endpoint Identity Groups

dentity Groups
cisco ldentity Services Engine ( )

A Home Monitor v BELGGRAR Administration v

|2 Authentication | [e, Authorization | [ Profiling [ Posture  [c Cllent Provisio| w Any Pq
() Endpoint identity Groups & ™
Define the Authorization Policy by configuring rules based on identity groups andior other cot | User identity Groups >
| First Matched Rule Applies )
» Exceptions
v Standard

~ -
Status  Rule Name l Identity Grou Other Conditia o1
| v [Employee (| Any = Condition(s) Pt

v |Posture_Remediation f I




+ Endpoint Identity Groups: Profiled
+ Profiled: Android, Apple-iPad or Apple—iPhone

" Profiled
C )
=
@ Android
w Apple-iPad
W Apple-iPhone
w Cisco-IP-Phone

4.In order to specify additional device types, click the + and add more devices (if needed):

- 2

= b

¢ Endpoint Identity Groups: Profiled
¢ Profiled: Android, Apple—iPad or Apple-iPhone

Identity Groups Other Conditions

Any <> | and | Condition(s)

Apple-iPhone / w| or —
Pad ¥

Apple-i w| or —
Android @ = P

5. Specify the following Permissions values for this policy:

¢ Other Conditions (expand): Create New Condition (Advanced Option)
Identity Groups Other Conditions Permissions
Apple-Ph... < Iar*c Condition(s) = il"e'\[ AuthZ Profile(s) <> |

Any < | and

[ Select Existing Condition from Library | i or [ Create New Condition (Advance Opticn) | i
jo matches, then E

¢ Condition > Expression (from list): InternalUser > Name




£ DEVICE >
] Guest
2 lsenttyGroup \
Other Conditions & Permissio ] InternalUser @
Condition(s) = | then [ Authzp 8 Microsont >
| Network Access > W
. -
59 Add Al Conditions Below to Library =) Radius > |4
B cnnninn »V
Condition Name Expression 3
Q |Select Attribute | || |
¢ InternalUser > Name: employee
Other Conditions Permissions
Select Attribute < | then | AuthZ Profile(s) <>
[5) Add All Conditions Below to Library
Condition Name ‘ Expression * '
0 [InternalUserName w| |Equals [+ lempioyee |

6. Add a condition for posture session Compliant:

¢ Permissions > Profiles > Standard: Employee_Wireless

Permissions

AuthZ Profile(s) h

Select an item w0 = 9p
i

Posture_Remediation

7. Click Save. Confirm that the policy has been added properly.



v Standard

4

Status  Rule Name Identity Groups Other Conditions Permissions
~  [Emoloyee | o[ Appie-n.. < | ana [ intermaluserName EQUALS e... < | men [ Employee wi.. & |
- [m_mmm ] " I Any <& l and I Session:PostureStatus EQUAL... < ] then [ Posture_Rem... < I
v  Default 1 no matches, then | DenyAccess &

8. Continue by adding the Contractor policy. In this document, the previous policy is duplicated in order
to expedite the process (or, you can manually configure for good practice).

From the Employee policy > Actions, click Duplicate Below.

v Standard
| Swws  Rule Name 1dentity Grougs Other Condinons Permissians %-
: 2= Emwy.. __________________ J nl Appie-Ph. ~:»|;.m~.| InteenalUserName EQUALS ... L')]t‘mn i Actions v
v | [Posture_Remedation | ] Ay <> | anc | SessionPostureStalus EQUAL.. < | mnan | Posare_Rem. :x"m”:::::
Pl ~ Detant H'n'nnl:’»:\'.‘:rnr __Ef'i"lﬁ"ﬁ'.____
Q Duplicate Below )
Delete
9. Edit the following fields for this policy (duplicate copy):
¢ Rule Name: Contractor
¢ Other Conditions > InternalUser > Name: contractor
¢ Permissions: Contractor_Wireless
v Standard
Status  Rule Name Identity Groups Other Conditions Permissions
: ~ | [Empioyee | #| Apple-Ph.. & | anc | IntematuserName EQUALS e... < | inen [ Employes_wi. §
v [Employee_copy g™ | 1| Apple-Ph.. < |and | IntemalUserName EQUALS e.. < L ien | Employee Wi.. <
~  [Posture_Remediation | #| Any < |and | Session:PostureStatus EQUAL... <> | Posture_Rem.. <
v Default M no matches, then | DenyAcoess -

10.Click Save. Confirm that the previous duplicated copy (or new policy) is configured properly.

v Standard

[ Siais  AdeName idenity Groups _ Other Condons Permissions
~ [Employee | | AppiePh.. 5| anc [ intemaluserName EQUALS 6. < | ihen [ Employes Wi.. < |
~  Contractor |n|m~#h.v. <>|m|muun~mmm..<>|mn|cam_w... <:,»|
v _Remediation | ] Any <> | @nc | Session:PostureSiatus EQUAL... <> | then | Posture_Rem... < |

| @ - owa P oy

11.In order to preview the policies, click Policy—at—a—Glance.



ise admin LogOut Feedback

., Client Provisioning | Security Group Access 2, Policy Elements

s

|5 and/or other conditions Pm%m

Other Conditions Permissions
4 | InternalUser:Name EQUALS e... <> | then | Employee_Wi... < &) Actions v
4 | InternalUser:Name EQUALS co... <> | then | Contractor W... <» & Actions v

Policy at A Glance view provides a consolidated summarized and easy to see policies.

Authorization Policy At A Glance
First Matched Rule Applies
Status Rule Name Icentty Groups Other Conditons Pesmissions
N nata avadanio

 Stais Rk Name  weentzy Groups | Othee Condrions L
DeEnsied  Empkyoe o 07 Appe-iPad OFL APPR-  igmangerNams ECUALS smpioyes Employen_Wirakss
B Enatled  Comvactor .‘“‘H"’" O Appie-iPad OF Apgle 1y maniser:Name EGUALS contractor Contractor_Wirsless
B Enatied Posture_Remadiason Any Session:PostareStatus EQUALS Unknown Posture_Ramediston
B Enatiod Detawlt Any v

Testing CoA for Differentiated Access

With the authorization profiles and policies prepared for differentiating access, it is time to test. Having a
single secured WLAN, an employee will be assigned the employee VLAN and a contractor will be for the
contractor VLAN. An Apple iPhone/iPad is used in the next examples.

Complete these steps:

1. Connect to the secured WLAN (POD1x) with the mobile device and use these credentials:

+ Username: employee
¢ Password: XXXXX



cancel Enter Password

Username employee

Password eeeeeee3 ¢
A\ o

[Mode Automatic ?

-

1]2]3]4]sef7]s]o]c

2. Click Join. Confirm that the employee is assigned VLAN 11 (Employee VLAN).



Wi-Fi Networks | pod1Xx

[ Forget this Network ]
IP Address

BootP Static j

o 3
IP Address 10.10.11.100
Subnet Mask 255.255.255.0
Router 10.10.11.1
DNS 10.10.10.10

3. Click Forget this Network. Confirm by clicking Forget.



Forget “pod1x” to stop automaticall* joining
this network.

Forget

4.Go to WLC and remove existing client connections (if the same was used in previous steps). Naviga
to Monitor > Clients > MAC address, then click Remove.



cllullu

CISCO MONITOR  WLANSs
Monitor Clients
Summary Current Filter
» Access Points
b
Clsco CleanAlr Client MAC Addr
> Statistics 44:22:60:f7:3a:42
> CDP 5¢:59:48:40:82:8d
» Rogues
Multicast
Status Auth Port WGB ‘
Associated Yes 1 No B2
Associated No 1 : -
LinkTest
Disable
802.1‘laT85E
802.11b/gTSM

5. Another sure way to clear previous client sessions is to disable/enable the WLAN.

a.Go to WLC > WLANs > WLAN, then click the WLAN to edit.
b. Un—check Enabled > Apply (to disable).
c¢. Check the box for Enabled > Apply (to re—enable).



CcISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY M

WLANSs WLANSs > Edit ‘pod1x’
v WLANs i \ . h
G |
. eneral | Security | QoS | Advanced |
$ Advanced Profile Name podix
Type WLAN
SSID podix
Status ™ Enabled
Security Policies [WPA2][Auth(802.1X)]
IMaAdifiratinne Aana undar caruribu bah will =

6. Go back to the mobile device. Connect again to the same WLAN with these credentials:

+ Username: contractor
¢ Password: XXXX

T " TH

[T

~ ~rey tTor
OO

(D

A e

cancel Enter Password

Y N
Username contractor *

Password eeeeeees| ¢

\ y
a N
Mode Automatic ?

\ A

1]2]3]4]s]s]7]s]e]0

7. Click Join. Confirm that the contractor user is assigned VLAN 12 (Contractor/guest VLAN).




"Wi-Fi Networks podix

Forget this Network

IP Address
DHCP BootP l Static
4 N

IP Address 10.10.12.100

Subnet Mask 255.255.255.0

Router 10.10.12.1

8.You can look at ISE real-time log view in ISE > Monitor > Authorizations. You should see
individual users (employee, contractor) get differentiated authorization profiles
(Employee_WirelessvsContractor_Wireless) in different VLANS.

& Home m Poloy v Administraion v

8 Autherticatiors ) Alarms ' Repors «, Troubleshoot k
£ Add or Romove Columrs v {3 Ratesh Refresh | Every 3seconds | Show| Latest
Tae e Username Ercpoit 10 P Address 'Nmoem Device Port Authorizaton Profles
v Stavss - -
, [ ]| Ji[ ]l [ I ]
Aug 02,11 0340:18,331 PM o  empoyes 5G5S 48:40:823D i Employee_Wirekss
Aug 02,11 03:36:33.663 PM Q  Contractor SC5248:40-K220D wie Comractor_Wisless

WLC Guest WLAN

Complete these steps in order to add a guest WLAN to allow guests to access the ISE Sponsor Guest Porte

1. From WLC, navigate to WLANs > WLANs > Add New.
2. Enter the following for the new guest WLAN:

¢ Profile Name: podlguest
¢ SSID: podlguest



CISCO MONITOR WLANs CONTROLLER WIRELESS SECUR!

WLANSs WLANs > New
v WLANS
T -
WLANS *—— ype [wLan |
> Advanced Profile Name |podlguest
SSID |podiguest
o =T
3. Click Apply.

4. Enter the following under the guest WLAN > General tab:

¢ Status: Disabled
¢ Interface/Interface Group: Guest

MONITOR  WLANs CONTROLLER WIRELESS SECUR

WLANS > Edit '‘podiguest’

General | Security \|" QoS T Advanced ]

Profile Name podlguest

Type WLAN

SSID podiguest

Status [} Enabled

Security Policies [WPA2][Auth(802.1X)]

{Modifications done under security

Radio Policy [ Al ~|

Interface/Interface ' *—-—- sl
Group(G) | quest Cl-

Multicast Vlan Feature |~ Enabled
Broadcast SSID V¥ Enabled

5. Navigate to guest WLAN > Security > Layer2 and enter the following:

¢ Layer 2 Security: None



MONITOR WILANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'pod1iguest’

_ General | Security | QoS | Advanced

Layer2 | Layer3 | AAAServers |

Layer 2 Security & None v
"] 20MAC Filtering

(

6. Navigate to guest WLAN > Security > Layer3 tab and enter the following:

¢ Layer 3 Security: None

¢+ Web Policy: Enabled

¢ Web Policy sub value: Authentication

¢ Preauthentication ACL: ACL-POSTURE-REDIRECT
¢+ Web Auth type: External (Re—direct to external server)
¢ URL: https://10.10.10.70:8443/guestportal/Login.action

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEME

WLANSs > Edit 'podiguest’

 General | s«:urlty'| QoS | Advanced

[LZ] Layer 3 Servers ]

Layer 3 Security | None = ! “

wilr ¥ web Policy 2

@ Authentication

O Passthrough
O Conditional Web Redirect
O Splash Page Web Redirect

() On MAC Filter failure!!

Over-ride Global Config (] Enable e

Preauthentication ACL | ACL-POSTURE-REDIRECT & | ¢-

Web Auth type _ External(Re-direct to external server) v

¥

URL https://10.10.10.70:8443/guestportal/Login.action

~




7.Click Apply.
8. Make sure to save the WLC Configuration.

Testing the Guest WLAN and Guest Portal

Now, you can test the configuration of the guest WLAN. It should redirect the guests to the ISE guest portal.

Complete these steps:

1.From an iOS device such as an iPhone, navigate to Wi—Fi Networks > Enable. Then, select the POL
guest network.

i ATET 2 5:57 PM =
Lab CROl(>)
mi-demo-1x 8= ©
mi-rf-mgt P CRO(>)

v podiguest « = ©
pod1x 8T ©

2.Your iOS device should show a valid IP address from the guest VLAN (10.10.12.0/24).



ul.. AT&T < 5:57 PM e

O JOU < -
[ Forget this Network }
IP Address

PE—
DHCP BootP ] Stati
J

y N
IP Address \10.10.12.102

Subnet Mask 255.255.255.0

3. Open the Safari browser and connect to:

¢ URL: http://10.10.10.10
A Web Authentication redirect appears.
4. Click Continue until you have arrived at the ISE Guest Portal page.



Cannot Verify Server Identity

Safari can't verify the identity of
“10.10.10.70”. Would you like to

continue anyway?

Cancel

Details

Continue

The next sample screenshot shows the iOS device on a Guest Portal Login. This confirms that the
correct setup for the WLAN and ISE Guest Portal is active.

ul__ AT&T 3G 5:59 PM [

10.10.10.70:8443/guestportal/Login.a... C; —

vl Identity Services Engine 1.0
cisco Guest Access

Version: 1.0.3.577
Chango Pasgword

©2010-2011, Cisco Systems, Inc. All rights reserved
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ISE Wireless Sponsored Guest Access

ISE can be configured to allow guests to be sponsored. In this case you will configure ISE guest policies to
allow either Internal or AD domain (if integrated) users to sponsor guest access. You will also configure ISE
to allow sponsors to view guest password (optional), which is helpful to this lab.

Complete these steps:

1. Add employee user to the SponsorAllAccount group. There are different ways to do this: go directly
to the group, or edit the user and assign group. For this example, navigate to Administration >
Identity Management > Groups > User Identity Groups. Then, click SponsorAllAccount and add
employee user.

e

:’;o System .gs} Identity Management i Network Resources li‘a Guest Management

Identities ( Groups External Identity Sources Identity Source Sequences Settings

Identity Groups M User Identity Groups > SponsorAllAccount
(, p) ¥ |ldentity Group
e EE B
*Name |SponsorAllAccount
» - User identity Groups i [ |
» [ Endpoint Identity Groups Description |Default Sponsor Identity Group

Save Reset

¥ Member Users

.

Users

EEAT] | X oo -
Users
C L)
$-
@ contractor

Mge«m{b

2. Navigate to Administration > Guest Management > Sponsor Groups.

cisco ldentity Services Engine

& Home Monitor v Policy v I ks

o.'.o " O 4
+¢ System | qiildenmy Manageny oto System SR Identity Management
Identiies  (_ Groups Ex‘mw Deployment Identities
|3 - Licensing Groups

Identity Groups Certificates External Identity Sources
(‘ Logging Identity Source Sequences
¢,, = '_E Operations Settings

» ) User identity Groups Admin Access

— , Settings |28, Guest Management
» £ Endpoint identity Groups Sponsor Group Policy
i Network Resources . Mﬂ@
Network Devices Settings




3. Click Edit, then choose SponsorAllAccounts.

atfean)n : I
cisco ldentity Services Engine

@& Home Monitor v  Policy v SEERTITIEENIE

ofoSystem &% Identity Management [ Network Resources | [#) Guest Management

Sponsor Group Policy (Sponsororoups Seftings

Vw@m
Edit <Add M ooelete 7 Fitter v

r Sponsor Group Name « Description
P Sponsorliaccounts T Default SponsorGroup
r SponsorGroupGrpAccounts Default SponsorGroup

4. Select Authorization Levels and set the following:

+ View Guest Password: Yes

U Identity Services Engine

£ Home Monitor v  Policy v JREGINTIEIEI R4

oloSystem  Z% Identity Management  [jijj Network Resources | [ Guest Management

Sponsor Group Policy g Sponsor Groups Settings

—
Sponsor Group List > SponsorAllAccounts

LN T Authorization Levels | IEEETERELIEN I Time Profies |

Allow Login | Yes -]
Create Accounts | Yes [+ ]
Create Bulk Accounts | Yes (+]

Create Random Accounts | Yes (v
ImportCSV | Yes |
SendEmail | Yes
SendSMS | No
View Guest Password Yes ?
Allow Printing Guest Details | Yes
View/Edit Accounts | All Accounts
SuspendReinstate Accounts I All Accounts
*AccountStatTime [1 | Days (valid Range 1to 999999999)
* Maximum Duration of Account (5 |  Days (Valid Range 1t0 999999999)

4

ﬁ_ﬁ,ﬁ,_ﬁ
| 4

| «

4

 —




5. Click Save in order to complete this task.

Sponsoring Guest

Previously, you have configured the appropriate guest policy and groups to allow AD domain user to sponsc
temporary guests. Next, you will access the Sponsor Portal and create a temporary guest access.

Complete these steps:

1. From a browser, navigate to either of these URLS: http://<ise ip>:8080/sponsorportal/ or https://<ise
ip>:8443/sponsorportal/. Then, log in with the following:

¢ Username: aduser (Active Directory), employee (Internal User)
¢ Password: XXXX

ene Sponsor Portal Login (an)
(4:)3' ] )@( ®) (,_, " http://ise:8080/sponsorportal/ ) (—"v Google Q )
% Convert ~

»hiale  Identity Services Engine 1.0
CIScoO Sponsor Portal

Version 1.0.3.377

© 2011, Cisco Systems, Inc. All rights reserved.

Done 4
2. From the Sponsor page, click Create Single Guest User Account.



3. For a temporary guest, add the following:

¢ First Name: Required (for example, Sam)
¢ Last Name: Required (for example, Jones)
¢ Group Role: Guest

¢ Time Profile: DefaultOneHour

¢ Time Zone: Any/Default



Sponsor Portal

I Account Management > View All Guest Accounts > Create Guest Account
Create Guest Account

&
First Name: ‘Sam

Last Name: [IAm

Email Address:

Phone Number:
Company:

Optional Data 1:
Optional Data 2:
Optional Data 3:
Optional Data 4:
Optional Data 5:

% Group Role:

| DefaultOneHour

2 Time Profile:

# Timezone: LEsT )

& = Required fields

Submit ) ( Cancel )

4. Click Submit.

5. A guest account is created based on your previous entry. Note that the password is visible (from
previous exercise) as opposed to hash ***,

6. Leave this window open showing the Username and Password for the guest. You will use them to te
Guest Portal Login (next).



Account Management > View All Guest Accounts > Create Guest Account

Successfully Created Guest Account siam0002
Username: siam0002 (

Password: 5_596d7Kx

First Name: Sam

Last Name: iAm \
Email Address:

Phone Number:

Company:

Status: AWAITING INITIAL LOGIN
Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour

Timezone: EST
Account Start Date: 2011-07-15 13:56:04 EST
Account Expiration Date: 2011-07-15 14:56:04 EST

( Email ) (Print) ( Create Another Account ) ( View All Accounts )

Testing Guest Portal Access

With the new guest account created by an AD user/sponsor, it is time to test the guest portal and access.
Complete these steps:
1.0n a preferred device (in this case an Apple iOS / iPad), connect to the Pod Guest SSID and check
address /connectivity.

2. Use the browser and attempt to navigate to http://www.

You are redirected to the Guest Portal Login page.



«lialn  Identity Services Engine 1.0
CISCO  Guest Access Username;

Version: 1.03.377

3. Log in using the guest account created in the previous exercise.

If successful, the Acceptable use policy page appears.
4. Check Accept terms and conditions, then click Accept.

cisco Ident 2sEngine 1.0 Guest Portal

uammtmmwmww

2. Csco Syslems offers the Service for activities such as the active use of e-mal, Inslant messaging, browsing the World Wide Web and accessing comparate infrancts. H
voluma data transfers, mmmmanunumumum Hesling 8 web s8ver of any other sanvar by use of cur Senvica is probibited. Try
10 ACCAss g I @-mad, of other peopla’s parsonal data without thair knowladge and intarfarence with othar natwork

m““m
3. Cisco Sy the nght 1o d the Serdce If

- Cisco Systens rascnably Deleves that your use of 1he Senics 5 uveascnably axcessive or
- you are using the Servios for criminal or ilegal activities.

4. You do not have the right 1o resell this Service 10 a third party.

5, Csoo Systams raservas the Aght 10 revise, amand or modify thase Tams & Conditons, our ather polcias and agreemants, and aspects of ha Sarvice itself. Notioa of
revision, amandment, o mocification wil be posted on Cisco System's websile and wil be eflecive 85 10 existing users 30 days after posting.

The original URL is completed, and the endpoint is permitted access as guest.

Certificate Configuration
In order to secure communications with ISE, determine whether the communication is authentication related
or for ISE management. For example, for configuration using the ISE web Ul, X.509 certificates and
certificate trust chains need to be configured to enable asymmetric encryption.
Complete these steps:

1. From your wired connected PC, open a browser window to https://AD/certsrv.

Note: Use the secure HTTP.

Note: Use Mozilla Firefox or MS Internet Explorer in order to access ISE.
2.Log in as administrator/Cisco123.



/" Certificate Error: Navigation Blocked - Windows Internet Explorer

oy @ |8 1295:1/10.10.10.10/certsry ?

i Favorkes () Certificate Error: Navigation Blocked | I

@ There is a problem with this website's security certificate

The security certificate presented by this website was not issued by a trusted certificate authority
The secunity certificate presented by this website was issued for a different website's address.

Windows Security ll

¢ certific: roblems
Security certificate problem c & 10.10.10.10.

Server,

We recommend that you ¢

\ & Click here to dose this we

& Continue to this website (

® More information

theg

3. Click Download a CA cetrtificate, certificate chain, or CRL.

Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your VWeb browser, e
your identity to people you communicate with over the Web, sign a
you request, perform other security tasks.

You can also use this Web site to download a certificate authority {
(CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services,

Select a task:
Request a certificate
View the status of a pending certificate request /
Download a CA certificate, certificate chain, or CRL

4. Click Download CA certificate and save it (note the save location).



Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, insta

To download a CA certificate, certificate chain, or CRL, select

CA certificate:

Current [corp-RFDEMO-CA

Encoding method:

@ DER

C Base 64
| A ifi /

Download CA cerificatd_£hain
Download latest base CRL
Download latest delta CRL

5. Open a browser window to https://<Pod—-ISE>.
6. Go to Administration > System > Certificates > Certificates Authority Certificates.

llllolllo . . .
cisco ldentity Services Engine

A Home Monitor v Policy v = Administration v

°
Metrics %¢ System
Deployment .
Active Endpoints Licensing
0 - Ceniﬂcate%

7. Select Certificate Authority Certificates operation and browse to the previously downloaded CA
cert.
8. Select Trust for client with EAP-TLS, then submit.

cisco ldentity Services Engine B0  acm

A v vy
o'+ System | 53 identity Management [ Network Resources (2% Guest Management
Depiloyment Licensing rcmmm‘m Operations Admin Access Settings

Certificate Operations Cenificate Authonty Certficates > Import
© Local Centi ¥ import a new Trusted CA (Certificate Authority) Certificate
Certificate uests
. Sernaties * Centticate Cor 1
© Certficate Authority File owse,
Al Ceniicate Certificates are available for selection as the Root CA for secure LDAP cof

they may be enabled for EAP-TLS below:
g Trust for chant wan EAP-TLS

Description




9. Confirm that the CA has been added trusted as root CA.

cisco |dentity Services Engine

el = |

oo Systom | 5 Identity Management [ Network Resources [ Guest Management

Deploy Uk g ( Cer Logging Operations Admin Access Setings

Certificate Operations  Certificate Authority Centificates
© Local Certifcanss

Jea cba | QrEmot | I Ouite
Cortiicate Signing Recuests
@ * (] Friandy Name a Expiration Issued To
© Conificate Authority Centifcates
50 com.f-cemo.com Thu Jul 12 12:14:47 PDT 2012 Ise corp.r-demo.com

10.From a browser, go to Administration > System > Certificates > Certificates Authority
Certificates.

11.Click Add, then Generate Certificate Signing Request.

alraln ; - —
cisco ldentty Services Engine

A Home Monitorv  Policy v Administration v

';?;» System fg’i Identity Management i Network Resources E}‘ Guest Management
Deployment Licensing [ Cerificales Logging Operations Admin Access Settings
[ Certificate Operations unmulu-?
@ Local Certificates h / edit P add gxport | I Delete
© Certificate Signing Requests T T ¢rter Frien! Import Local Server Certificate lssd
@ Certificate Authorty Certificates T eoee Generate Sel-Signed Certificate
98.C" " Generate Certificate Signing Request . "°*
Bind CA Certificate <

12. Submit these values:

¢ Certificate Subject: CN=ise.corp.rf-demo.com
¢ Key Length: 2048

Local Certificates > Generate Certificate Signing Request
¥ Generate Certificate Signing Request

[ 4

Certificate

* Certificate Subject CN-=ise.corp.rf-demo.com l

"Key Length  [2048 ]
A

Digest to Sign With SHA1

13.ISE prompts that the CSR is available in the CSR page. Click OK.



A Certificate Signing Request was
generated and can be viewed in the
"Certificate Signing Requests" page.

{ 0K,

14.Select the CSR from the ISE CSR page and click Export.
15. Save the file to any location (for example, Downloads, etc.)
16. File will be saved as *.pem.

thealn -
‘cisco  ldentity Services Engine

P SR A R Administration v

ToSystern | S identity Management [ Network Resources  [# Guest Management
- - B - rg - . o atti
Deployment Licensing Certificates Logging Dperations Admin Access Seftings
Certificate Operations ' Requests
© Local Certificates ; — 3 Dalate
) ommnsmmw:“ {'2
M Frienty Name a Certificate Subject Key Length
© Certificste Authorty Cartifcabes
V ise corp.r-demo.com CN=isa.corp.r-demo.com 2048

17.Locate the CSR file and edit with either Notepad/Wordpad/TextEdit.
18. Copy the content (Select all > Copy).

yTCCALECAQAWHZEdAME sGA1UEAXMUaXN1lImNvenAucenYtZGVtbySjbZ0wggEL
SIb3DQEBAQUAA4IBDWAWGYGERAOIBAQDXaeWD3qfI64KS 9dyRLmBJAXxan

J)pXtRln/q/HBuglLItIvbe
zX4 f0U7mVOrzALeAPDK

8 6FADPg3
HXU+/y/gleyNL6P8zC4bvi/

7158wl yVbh/ v1WAYKF

Qg EBE )DAGg ZAMAD G( >3Ib3DQEBB( A 300mw9q
gA/MMZsTIoEPekcunnm+ZFtlAXajB32 9RN93TgOWPFXKEX9ES 9 £ zSWDK
J4qsQM7RKEYOpQt4bial07138Im6BBTk SmRhiTBw3F3dx0tlzfgiHc72kjWvxsgg/c
k3a7LHYgkgLRYBnpulS5SRjQ7wWijArH8cR10rVT42riz7 vROgOnkWRHFS5Zuiu3AkP
LPRQ7ZNZ2XYIXfuljdgoadjmsk6TInL, {DIJTHchcwx6I1lk/
V1lZuB6drHg9

8/ned%9z3M012d2Z2sm4XNS2
—————————— ) Sopy

[] Paste [k

=¥ Paragraph

Lists ’

19.Open a browser window to https://<Pod—-AD>/certsrv.
20.Click Request a certificate.



Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Web brow
communicate with over the VWeb, sign and encrypt message

You can also use this Web site to download a certificate aul
pending request.

For more information about Active Directory Certificate Ser
Select atask:
Request a certificat (
View the status of a\.ending certificate request
Download a CA certificate, certificate chain, or CRL

21.Click to submit an advanced certificate request.

Microsoft Active Directory Certificate Services -- cor

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

22.Paste the CSR content in the Saved Request Field.



Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CM
source (such as a Web server) in the Saved Request box.

Saved Request:

Base-64-encoded

certificate request Undo
(CMC or

PKCS #10 or e
PKCS #): copy

Certificate Template:  sgject al .
[Adr . check speting =]
Languages

Additional Attributes:

Convert Web Page to Adobe PDF... -
Add Web Page to Existing PDF...

Attributes:

23.Select Web Server as the Certificate Template, then click Submit.



J || Microsoft Active Directory Certificat... | =

Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CM
source (such as a Web server) in the Saved Request box.

Saved Request:

A/ MMZ koun +ZFclAXajB32uvHH{ Al

Base-64-encoded |[J4gsQM7KEYOpQt4bia071S8Lm6BBTkSmRhiTBUSF

certificate request |[kSa7LHYgkgLRYBnpulSRjQ7wWijArH8cK10rvT42

{CMC or LPRQ7ZN2XYIXfuljdgoad jimsk6TOnLABVYQ6nKQOx

PKCS #10 or 'VSQYBOJTYHXIPGB/ ned9z3M01iZd2smdXNS2bJ£0/

PKCS#): |-——-- END CERTIFICATE REQUEST----- -
»

| |

Certificate Template:

{Web Server ‘\ =l
Additional Attributes:

Attributes:

Submitq |

24.Select DER encoded, then click Download certificate.

Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Certificate Issued

The certificate you requested was issued to you.

* DER encoded or ¢ Base 64 encoded

EE Download certificat
==z4 Download certificaté_thain

25. Save the file to a known location (for example, Downloads)
26.Go to Administration > System > Certificates > Certificates Authority Certificates.



"c'.'s'é';' Identity Services Engine

A Home Monitor v  Policy v © Administration v

°
Metrics % System

Deployment
Active Endpoints Licensing /
0 - Ceniﬁcatei
Logging

th 4 Operations
1 Admin Access
System Summary Settings

27.Click Add > Bind CA Certificate.

il = -
cisco ldentity Services Engine

A Home Monitorv  Policy v BN 10

ofeSystem &% |dentity Management [ Network Resources [ Guest Management

Deployment Licensing ( Certificates Logaing Operations Admin Access Settings

T Certificate Operations ' l.oedcmlb?
o meﬁ dit +Md & Export K velete

d
JE
2 Certificate Signing Requests
© Certificate Authority Certificates

I | Friem Import Local Server Cerificate
) Generate Self-Signed Certificate
Generate Certificate Signing Request

Bind CA Certificate {'_'7“

I isecc

28.Browse to the previously downloaded CA certificate.

Nmim Yris
cisco Identity Sery

@ Home Monitor v Policy v JEENTREIETEILEES

ofeSystem | G8identity Management [ Network Resources  |i& Guest Management

Deployment Licensing ( Cenficates ' Loggang Operabons Admin Access Seftings

Certificate Operations Local Cartificates » Bind CA Signed Centicate
¥ Bind CA Signed Centificate
© Certificate Signing Requests Certificate

© Certificate Satherty Certificates

* Cenficate File |C\UsetsmwADownloeds\oam.cer ( Brume.l

Protocol
EAP: Use cerificate for EAP protocols that use SSUTLS tunneling
[¥) Management Interface: Use certificate to authenticate the web server (GUI)

Override Policy
[ Resiace Acentificate being imported may be determined 10 alreacy exist in the system wi

Cortifical and serial number as an existing cerfificate In such a case, selection of the *R
ervficale  conificate contents to be replaced while retaining the existing protocol selectior]

‘% | Cancel |

29. Select both Protocol EAP and Management Interface, then click Submit.
30. Confirm that the CA has been added trusted as root CA.




nagement [ Network Resources |4 GuestManagement

( Centificates Logging Operations Admin Access Seftings

’l  Local Certificates
”c Edit c{}kdd si’l:--:-:-". x{‘e ete

5

B [ Friendly Name -~ lssuedTo Issued By
es |

I ise.corp.i-demo.com ise.corp.r-demo.com ise.corp.if-demo.com
—-N I ise.com.i-demo.com ise.corp.r-demo.com corp-RFDEMO-CA

Windows 2008 Active Directory Integration

ISE can communicate directly with Active Directory (AD) for user/machine authentication or for retrieving
authorization information user attributes. In order to communicate with AD, ISE must be joined to an AD

domain. In this exercise you will join ISE to an AD domain, and confirm AD communication is working
correctly.

Complete these steps:

1.In order to join ISE to the AD domain, from ISE go to Administration > Identity Management >
External Identity Sources.

s Engine

Policy v © Administration =

:?: System fg’i Identity Management
Deployment Identities
Licensing Groups (
Certificates | i I
Logging Identity Source Sequentés
24h v Qperations Seftings

2. From the left pane (External Identity Sources), select Active Directory.
3. On the right—-hand side, select the Connection tab and enter the following:

¢ Domain Name: corp.rf-demo.com
¢ Identity Store Name: AD1



cisco ldentity Services Er

o Systorn Identity Management | il Network Resources |22 Guest Management

Icentities Groups  ( External Identity Sources Identity Scurce Sequences Setlings

External Identity Sources A<8ve Directoey » AD1

= - BT  orows | Ambees |

¢ BE e

5 Cersficate Authertication Profie

— ’ N g ¥ Server Connection

© Actve Drectiry Cpm—

0w » To configure Active Directory:

i RADLS Token > * First enter the required flelds: the Domain Name to connect o and the identity Store Nam
. RSA SecuriD > pages, and click submit to commit the Active Directory configuration to all nodes in the IS

=

* Afer the confguration has been submitted, then Join or Leave operations must be perfon

* Igeriity Store Narne |AD1 -

* Domain Name ‘com.ﬂ-demotom ‘ | | Test Cornection |

Local Node Status  No Active Directory Configuration is Set

4. Click Test Connection. Enter AD username (aduser/Cisco123), then click OK.

* Domain Name |corp.l1-demo.com \| w
dentity Store Name |A_Dl |
Test Connection

local Node Status  No Active Directory Configuration is Set K
* User Name: aduser

*Password: loooooooo ‘
Cancel

X

5. Confirm that the Test Status shows Test Succeeded.
6. Select Show Detailed Log and observe details useful for troubleshooting. Click OK to continue.

Test Connection X
stotus: [T A

W Show Detailed Log. (Note: May contain sensitive information such as passwords)

xecuted with privileges of root -
dinfo (CentrifyDC 4.3.0-192)

Host Diagnostics

uname: Linuxise 2.6.18-238.1.1.eI5PAE #1 SMP Tue Jan 4 13:53:16 EST 2011 i686
0S: Red Hat Enterprise Linux Server

Version: 5.4 (Tikanga)

Number of CPUs: 2

IP Diagnostics

Local host name: ise

Local IP Address; 10.10.10.70

FQDN host name:ise.corp.i-demo.com

Domain Diagnostics:
Domain: corp.r-demo.com
Subnet site: Default-First-Site-Name :l




7. Click Save Configuration.

* Domain Name Eom.mdemo.com | | Test Connection |

* Identity Store Name 1

Local Node Status No Active Directory Configuration is Set

¥ Connection Settings

[¥] Enable Password Change
Enable Machine Authentication
[¥] Enable Machine Access Restrictions

Aging Time (hours) (valid Range 1 to 8760)

W Join | | Delete Configuration |

8. Click Join. Enter the AD user (administrator/Cisco123), then click OK.

x

*User Name: |admlnlstrator .

9. Confirm that Join Operation Status shows Succeeded, then click OK to continue.

The Server Connection Status shows CONNECTED. If this Status changes at any time, a Test
Connection will help troubleshoot issues with the AD operations.



Identity Source Sequences  Settings |
Active Directory » AD1
ﬁ Groups | Join Domain XV

Status: Join Operation Succeeded

v Server Connection

To configure Active Directory:
* First enter the required fiel _OK | Ihe dentity Store Name to refe
pages, and click submitto to all nodes in the ISE deployn

* After the configuration has b

wpefations must be performed on ¢

* Identity Store Name |AD1

* Domain Name |corp.ri-demo.com | [TestConnection | y
D

Local Node Status Joined to Domain: corp.r-demo.com Connection Status: CONN

Add Active Directory Groups

When AD groups are added, more granular control is allowed over ISE policies. For example, AD groups ca
be differentiated by functional roles, such as Employee or Contractor groups, without the related bug being
experienced in previous ISE 1.0 exercises where policies were limited only to users.

In this lab, only the Domain Users and/or the Employee group are used.
Complete these steps:
1. From ISE, go to Administration > Identity Management > External Identity Sources.

2. Select Active Directory > Groups tab.
3. Click +Add, then Select Groups From Directory.

ahale —
cisco |I.J':!I[II’;_ oelvices £naine

£ Home Monitorv Policy v

:'f&ﬁh*&'ildenuwuanagement i Network Resources |28 Guest Management

Identities Groups ( External Identity Sources Identity Source Sequences eftings
T External Identity Sources Active Directory » AD1 ‘

Connection ﬁ Aftributes

... Certificate Authentication Profie >

..:: o l -{}"Add x Delete Group f

o ﬂ I' Select Groups From Directory

.. LDAaP > {'j
Add Group

... RADIUS Token >

A SarawiDy 'S

4. 1n the follow—up window (Select Directory Groups), accept the defaults for domain
(corp-rf-demo.com) and Filter (*). Then, click Retrieve Groups.



Select Directory Groups
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to rea|
Use * for wildcard search (i.e. admin®). Search filter applies to group name and not th
Domain: [corp.rf-demo.com I
Filter: * | [Reireve Sraups . {Number of Grou
[T Name
r corp.r-demo.comiUsers/DnsUpdateProxy
™ corp.r-demo.comiUsersiDomain Admins
r corp.ri-demo.comiUsers/Domain Computers
r corp.if-demo.comiUsersiDomain Controllers
r corp.r-demo.comiUsersiDomain Guests
r corp.if-demo.comiUsersiDomain Users
r corp.i-demo.comfUsersiEmployee
™ corp.-demo.com/Users/Enterprise Admins
I —
5. Select the boxes for Domain Users and Employee groups. Click OK when finished.
U T e U O S ET S DU T C TP OeTS CTOSRC
r corp.r-demo.comUsers/Domain Controllers GLOBAL
r corp.ri-demo.comUsers/Domain Guests GLOBAL
¥ corp.r-demo.comUsers/Domain Users GLOBAL
¥ corp.r-demo.comUsersiEmployee h GLOBAL
™ corp.ri-demo.comUsersiEnterprise Admins UNIVERSAL
r corp.ri-demo.comUsers/Enerprise Read-only Domain Controllers UNIVERSAL
[T corp.r-demo.comUsers/Group Policy Creator Owners GLOBAL
r corp.r-demo.comiUsers/RAS and IAS Servers LOCAL
r corp.r-demo.comUsers/Read-only Domain Controliers GLOBAL
r corp.r-demo.comUsers/Schema Adminsg UNIVERSAL -

-
—
_—
-

6. Confirm that the groups have been added to the list.



el =
cisco ldentity Services Engine

A Home Monitor v  Policy v BEENUIGEE R

ofoSystem | &R Identity Management | [ Network Resources (24 Guest Management

Identities Groups ( Exemal Identity Sources Identity Source Sequences Settings
N ' )
External ldentity Sources __Active Directory » AD1
- -— - | Connection KGN  Attrioutes

@ v SR = e

. Certificate Authentication Profile > —

- "1’}-' Add} x Delete Group
~¢'. Mve D'ed“y ..............
L LDaP > Name

. RADIS Token c corp.ri-demo.com/Users/Domain Users

._)%
(] RSA SecurlD 5 >

corp.i-demo.com/UsersfEmployee

Add Identity Source Sequence

By default, ISE is set to use Internal Users for authentication store. If AD is added, a priority order of
sequence can be created to include the AD which ISE will use to check for authentication.

Complete these steps:

1. From ISE, navigate to Administration > Identity Management > Identity Source Sequences.

alearln

cisco ldentity Services
£ Home Monitor v  Policy v SEENTIREEILTES

ofsSystem | 5% Identity Managems o) System SR 1dentity Management
Identities  Groups Loniene e

Licensing Groups
External Identity Sources Certificates External Identity Sources
& E = Logging
. Certificate Authentication Profile Operations "—'9"“'-’@?-
“9 Active Drectory SENIECERE

2.Click +Add in order to add a new sequence.

afraln
cI5Cco denbity Semvices Engine

A Home Monitor v  Policy v JEERIERSTE LIRS

ofeSystem | SR identity Management | [ Network Resources [ Guest Management
identibes Groups External Identity Sources C dentity Source Seguences Settings
 Wdentity Source Sequences
# eat |dlaadad By oupticats Hoasts  Trimer v
™ Name a  Description Identity Stores
[T Guest_Ponal_Sequence A built-in Identdy Sequence for the Guest Portal Intemal Users
[T sponsor_Poral_Sequence A builtin Identity Sequence for the Sponsor Portal Internal Users

3. Enter the new name: AD_Internal. Add all available sources to the Selected field. Then, re-order as
needed so that AD1 is moved to the top of the list. Click Submit.



Identities Groups External Identity Sources ( Identity Source Sequences Seftings

e

v |de

v Sou

6 Séuenee

*Name  |AD_Internal - |
Description

¥ Certificate Based Authentication

.

[ select Certificate Authentication Profile |~

v Authentication Search List

”

A set of identity sources that will be accessed in sequence until first authentication succeeds

Avallable Selected

- AD1

Internal Users
Internal Endpoints

L LB
HE BN

<<

v Advanced Search List Settings

-

Select the action to be performed if a selected identity store cannot be accessed for authentication
® Do notaccess other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessError

() Treat as ifthe user was not found and proceed to the next store in the sequence

4. Confirm that the sequence has been added to the list.

el e
cisco SNUL

& Home Wonilor v

veSystem | &hoderstyManagernent | i Netwurk Resources  [28) Guest Management
Mendties Groups External Idantity Sources  ( ldantity Source Sequencas Seftings

Jea dpage @yowiicne | Hodee | Trine

™ Name / ~  Descrghon \denity Stores
I AD_Internal AD1,Internsd Endpoints, Internsd Ugers
T Guest_Podal_Ssguance A builtin Idantity Saquence for the Guest Portal Internal Users
™ Sporsor_Poral_Sequence A builtin Idantity Sequence for the Sponsor Portsl Internal Users

ISE Wireless Sponsored Guest Access with Integrated AD

ISE can be configured to allow guests to be sponsored with policies in order to allow AD domain users to
sponsor guest access.

Complete these steps:



1. From ISE, navigate to Administration > Guest Management > Settings.

e -
cIsco |":'f-'"|:|r;;" semvices En gine

A Home Monitor v  Policy v ' Administration v

*
Metrics we System

IR Identity Management
Deployment dentities
Active Endpoints Licensing Groups
1 Certificates External Identity Sources
Logaing Identity Source Sequences
lllllllllllllllllll Operations Settings

Admin Access
System Summary Seftings |24 Guest Management
Sponsor Group Policy
Name W Network Resources Sponsor Groups
CPU Network Devices ng'ngj
E ize Network Device Groups \

External RADIUS Servers

2. Expand Sponsor, and click Authentication Source. Then, select AD_Internal as Identity Store
Sequence.

N P
cisco ldentity Seraces

A Home Monitor v Policy v m

ooSystern  S%identity Management i Network Resources | [#% Guest Management

Sponsor Group Palicy Sponsor Groups  ( Settings

‘ Settings ¥ Sponsor Authentication Servers
» [ Generaf r sx f
v [ Sponsor ( * |dentity Store Sequence | Sponsor_Porsl_Sequence Li‘
i= Authenbcation Source Raes Kentity Sequence
= Pontal Customization 1§
» [ Language Template e ==

» [ Guesd Guest Portl_Sequence

Sponsor_Portal_Sequence

—ly AD_Vberrl
\V/

3. Confirm AD_Internal as the Identity Store Sequence. Click Save.

LU LD
cl|5(l° |dentity Services Engine

& Home Monitor v  Policy v JEEGITEER 2

ofagystem &R identity Management i Network Resources | [#8 Guest Management

Sponsor Group Policy Sponsor Groups  ( Settings

Settings v Sponsor Authentication Servers

» () General ” g

v ) Sponsor * \dentity Store Sequence |AD_Internal =
.i= Authentication Sourc Save Reset
‘= Ponal Customization

» [ Language Template
» | Guest

4. Navigate to Administration > Guest Management > Sponsor Group Policy.



el — _
cisco ldentity Services Engine

@ Home Monitor v Policy v SEESTHITTETENNR

sfogystem & Identity Manageme ofe System [ Y T C T —
Sponsor Group Policy Sponso Deployment Identities
r . Licensing Groups
Settings Certificates External Identity Sources
» [ General Logging Identity Source Sequences
v [ Sponsor Operations Setlings
-i= Authentication Source Admin Access
i= Portal Customization Seftings 12 Guest Management K
» () Language Template S.D.QMLQLQUB_EQIL%
» £ Guest i Network Resources Sponsor Groups
Network Devices Setftings
Network Device Groups
External RADIUS Servers
BADUIC CoamarCanuancas

5. Insert New Policy Above the first rule (click the Actions icon from the right).

il P -
CI5¢o danity Services =nding . o Leg 04 Feedtacx

-_'; Sysem -";"1 icentry Management iNeMovk Resources [t“ Guest Manapement
Sponsor Group Policy Sponstr Geoups Setings
Stalus  Rue Name Identty Groups Other Condtions Spansor Groups

{ v | Manage All Accounts ] [ Sponsorall. < | s [ Ceeaiteets) p | nen [ sporssentaceo & Acons
- Insert NewF b
i v | Mg GrowpAccours |+ [ Sponsorge. & | [ ceratonts) < | then | sponzeetroup *’—m;;"‘N’r;;.a‘gna"b
! v | Marsage Own Accourts ’ [ Sponsor0.. < I 3 [ Corsilioeds) ] the [ SpOIEGIOup. Cuplicale Abcve

: ) Cuplicate Selow

Delete

6. For the new Sponsor Group Policy, create the following:

¢ Rule Name: Domain Users
¢ Identity Groups: Any
¢ Other Conditions: (Create New / Advanced) > AD1



stfear]n, , :
cisco ldentity Services Engine

f Home Monitor v  Policy v JEEGIGIEE R4

o%oGystem  Z%Identity Management [ Network Resources  [#] Guest Management

( Sponsor Group Policy Sponsor Groups Settings

— |
Status  Rule Name Identity Groups

Other Conditions
v  |Domain Users | 10| Any & | and | Select Attribute
[59 Add AN Conditions Below to Library
Condition Name Expression
¢ SelectAttibute a9 | || | ]
Dictionaries
| C L)

4’ - E = &)
L AD1? %
L Alrespace

[ CERTIFICATE >

¢ AD1: External Groups

H Status  Rule Name / Identity Groups Other Conditions

~  |Domain Users Any & | and | SelectAtiribute
B Add All Conditions Below to Library
Condition Name Expression
0 |SelectAttribute @] | | { |
*AM

C ),
@' E -g p @v
U ExternalGroups

U IdentityAccessReStricted

¢ AD1 External Groups > Equals > corp.rf-demo.com/Users/Domain Users
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cisco Identity Services Engine

A Home Monitorv  Policy v Administration v

o*oSystem &% Identity Management [l Network Resources | [28) Guest Managament
( sponsor Group Policy ' SponsorGroups  Seftings

T Status  Rule Name Identity Groups Other Conditions

Sponsor {

~ | [Domain Users | [ Any ] ind [ Select Aftribute =

[ Acd A Conditions Below to Library

Sponsor G

pONSorAlly

Condition Name Expression ‘
’ [AD1:ExtemalGroups | [Equals [+ || ]

SponsorGr

WV
corp.r-demo.comUsersiDomain Use
corp.r-demo.comsersiEmployee '@)"

pONSorGr

7.1n Sponsor Groups, set the following:

¢ Sponsor Gr

wlvals ~r -
cisco ldentity Services |

@ Home Montorv  Policy v SEEGEALEIECSITE 4

oups: SponsorAllAccounts

&

o system &% 1dentity Management i Network Resources | [8) Guest Management
( Sponsor Group Policy ~ SponsorGroups  Sefngs

Status  Rule Name Identity Groups Other Conditions Sponsor Groups ‘
4 ~ DomainUsers ] [ Arry ] and I AD1 EdemalGroups EQUALS + I ) [ Sponsor Group.. =
[ ~ Manage All Accounts | [ SponsorAl < | o4
Sponsor Groups
§d ~ Manage Group Accounts ] | SponsorGr. < b )
( )
v  Manage Own Accounts | [ SponsorQ.., < € EE &
- F‘_
U So0nsorGrapGrRAccouns
U SponsorGroupOwnAccounts

8. Navigate to Administration > Guest Management > Sponsor Groups.

il ~r
cisco ldenti

& Home Monltor v Policy v Administration v

of»System 5% identity Manage

%+ System &2 identity Management
(" Sponsor Group Policy Sponsof Deployment Identities
T Licensing Groups
Status  Rule Name Centificates Exdemal Identity Sources
= [Domain Users Logging Identity Source Sequences
Operabons Seftings
s ["'3"399 All Accounts Admin Access
Settings [# Guest Management
~  |Manage Group Accounf Sponsor Group Policy
B Network Resources
v ["'3“399 Own Accounts Network Devices Sefttings
Network Device Groups

External RADIUS Servers
RADIUS Server Sequences
SGA AAA Servers

9. Select to Edit > SponsorAllAccounts.

l

Br

B
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cisco ldentity Services Engine

@& Home Monitor v  Policy v EEENIITENGIR S

ofoSystem &% Identity Management [ Network Resources | [#) Guest Management

Sponsor Group Policy (Sponsororoups Seftings

gnsnwem
Edit <Add M ooelete 7 Fitter v

r Sponsor Group Name « Description
P Sponsoraliaccounts T Default SponsorGroup
r SponsorGroupGrpAccounts Default SponsorGroup

10. Select Authorization Levels and set the following:

+ View Guest Password: Yes

U Identity Services Engine

£ Home Monitor v  Policy v JREGINTIEIEI R4

f;?: System ."2'1 Identity Management i Network Resources [g, Guest Management

Sponsor Group Policy g Sponsor Groups Settings
—
Sponsor Group List > SponsorAllAccounts

[ Genena GuestRoes | Time profes |

Allow Login | Yes (=)l
Create Accounts | Yes (* ]
Create Bulk Accounts | Yes [+l
Create Random Accounts | Yes (+)
ImportCSV | Yes (=)
SendEmail | Yes =)

SendSMS | No [*)

View Guest Password | Yes 2
Allow Printing Guest Details | Yes (+]
View/Edit Accounts | All Accounts (=]
Suspend/Reinstate Accounts | All Accounts (+]

* Account Start Time D Days (Valid Range 1 to 999999999)
* Maximum Duration of Account 5 |  Days (Valid Range 1to 999999999)




Configure SPAN on the Switch

Configure SPAN - ISE mgt/probe interface is L2 adjacent to WLC management interface. The switch can b
configured to SPAN and other interfaces, such as employee and guest interface VLANS.

Podswitch(config)#monitor session 1 source vlan10, 11, 12
Podswitch(config)#monitor session 1 destination interface Fa0/8

ISE virtual probe interface.

Reference : Wireless Authentication for Apple MAC OS X

Associate to the WLC via an authenticated SSID as an INTERNAL user (or integrated, AD User ) using an
Apple Mac OS X wireless laptop. Skip if not applicable.

1.0n a Mac, go to the WLAN settings. Enable WIFI, then select and connect to the 802.1X enabled
POD SSID created in the previous exercise.

coxe. BB & Thu 10:47

.,))

vblizzard
3ss
alpha
alpha_phone
Branch
Branch-PSK
BranchVoice
Demo2-Rogue
Demo5-Rogue
Employee
FlexDemo
guest-test
guestnet
J_test

Lab

mi-demo-1x

mi-rf-mgt

open

PPPDPDPDPDPDPDPDD

2)) ) 9)) 9)) ) 9)) 9)) ) 9)) 9)) 9

a)) 9)) ) 9)) 9

PPD

PodX -
rf-COA
rf-management
secure-ipvb

PPD

.)) 9

Join Other Network...
Create Network...
Open Network Preferences...

2. Provide the following information to connect:



¢ Username: aduser (if using AD), employee (internal Employee), contractor (internal
Contractor)

¢ Password: XXXX
+ 802.1X: Automatic
¢ TLS Certificate: None

The network “pod1x” requires a password.

-
-
User Name: aduser ‘4—
Password: esessess $ ‘
802.1X: | Automatic — e
TLS Certificate: ;_N_Jn_e_"_“"_"_""".: -

@ Remember this network

( Cancel ) (0K \)

At this time, the laptop might not connect. In addition, ISE can throw a failed event as follows:

Authentication failed :12514 EAP-TLS failed SSL/TLS handshake because of
an unknown CA in the client certificates chain

3. Go to the System Preference > Network > Airport > 802.1X setting and set the new POD SSID/
WPA profile Authentication as:

¢ TLS: Disabled

¢+ PEAP: Enabled

¢ TTLS: Disabled

¢ EAP-FAST: Disabled



T Airport

[ AirPort ~ TCP/IP  DNS = WINS ~802:%~ Proxies Ethernet

vUser Profiles

™ WPA: alpha User Name: aduser
™ WPA: pod1x
S WPA: b'lZZifd Passmrd. LT T T T
_| Always prompt for password

Authentication: | Enable Protocol
O TS

PEAP - Enabled
Everything else = DISABLED

TTLS

B
—
M
—

EAP-FAST
~ Configure...
¢ Configure Trust... )
Wireless Network: pod1x -l
. Security Type: | WPA2 Enterprise 3
©) ( Cancel ) ( OK )

4. Click OK to continue and allow the setting to be saved.
5. 0On the Network screen, select the appropriate SSID + 802.1X WPA profile and click Connect.

|nn Network
<|» Show All Q
Location: [Automatic m
,7-,7;', D : a = )

© Self-Assigned IP - Status: On ( Turn AirPort Off )
- AirPort has the self-assigned IP address

o USB Modem &; 169.254.187.68 and will not be able to

Not Connected connect to the Internet.

USB Ethernet ¢

Not Connected

Network Name: | pod1x 4

o VPN (IPSec) H ™ Ask to join new networks
Not Connected Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: [ WPA: podix ( Conmer 44—

EShow AirPort status in menu bar { Advanced... ) @

+ - &

)
d Click the lock to prevent further changes. ( Assist me... ) Revert Apply



6. The System might prompt for a username and password. Enter the AD user and password
(aduser/XXXX), then click OK.

Authenticating to network "pod1x"

e

Please enter your name:
‘ [aduser

Please enter your password:

aloooooooo

Cane D) GO0

The client should show Connected via PEAP with a valid IP address.

Location: | Automatic 3

- AirPort :
S Commected  (Turm A O )

AirPort is connected to podlx and has the IP

USB Modem &
C et C4 address 10.10.10.101.

USB Ethernet )
B gk Conmetnd & Network Name: [ pod1x ﬁ
o VPN (PSeq Q ™ Ask to join new networks

Not Connected

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: podlx

-
+[=]®- | ™ Show AirPort status in menu bar (‘Advanced... ) ®

[‘B Click the lock to prevent further changes. ( Assistme... ) ( Revert ) [ Apply )




Reference : Wireless Authentication for Microsoft Windows
XP

Associate to the WLC via an authenticated SSID as an INTERNAL user (or integrated, AD User) using a
Windows XP wireless laptop. Skip if not applicable.

Complete these steps:

1. On the laptop, go to the WLAN settings. Enable WIFI and connect to the 802.1X enabled POD SSID
created in the previous exercise.

X

Network Tasks Choose a wireless network

et Lo 3 wireless network in range or to get more

& Refresh network kst

) Set up a wireless network
for a home or small office

Related Tasks
1) Learn about wireles:
networking
<> Change the order ol Please wak while Windows connects to the ‘pod1x’ network.
7" preferred networks

O Detecting network type...
settings ‘ (TT11]] Tt |
¥ Unsecured wireless network OIIM
«Q) Demo2-Rogue
ﬁ { Securky-enabled wireless network (WPA2) il

J_test

((ﬁ))

2. Access the network properties for the WIFI interface.



" Network Connections

File Edit View Favorites Tools Advanced Help

Qe - @ - (P | Psewcn | roers [ |5 57 X )

Address & Network Connections

LAN or High-Speed Internet

Local Area Connection 1394 Connection
MNetwork cable unplugged Connected

L. 3 Intel(R) 82566MM Gigabit Net... T__. ! 1394 Net Adapter

Wifil-Intel

Enable

Wizard Status
1zar
Create Shortcut
iJa | New Connection Wizard Dejete ork Setup Wizard
*'5' Rename

3. Navigate to the Wireless Networks tab. Select the pod SSID network properties > Authentication tab
> EAP type = Protected EAP (PEAP).

- Wifi1-Intel Properties pod1x properties 2| x|
General Wireless Networks | Advanced | Association  Aul |Comeohon|
V' Use Windows to configure my wireless network settings - - -
Select this option Lo provide authenticated network sccess for
~Avaiable networks: wreless Ethernet netivorks
ToWb,MMuHMMHm ¥ Enstiz IEEE B0Z.1% authertication for this ne
about wireless networks in range, click the button below.
View Wireless Networks EAP type: IPfotectedEAPlPEAP] =]
~ Preferred networks:
Automatically connect to available networks in the order kstec ﬁ
below:
pod!x (Automatic) k Moveup [ Authenticate as computer when computer information is
available

Move aoNr

R

Lean about setting up wireless network Advanced
configuration, —

™ Authenticate as guest when user or computer information is
unavaiable

0K Car

0Kk | Cawel |

I Wizard
4. Click the EAP Properties.




5. Set the following:

¢ Validate server certificate: Disabled
¢ Authentication Method: Secured password (EAP-MSCHAP v2)

When connecting:

~I validate server certificate |
*l’ L] EAP MSCHAPY2 Properties N X|

When connecting:

CA 1 Automatically use my Windows logon name and
o r password (and domain if any).

O ca.demo.loc:
[ certiposte C

O Cert!p.oste Si 0K Cancel |

[ cCertisign - &

[ Certisign - Autoridade Certificadora - AC4 =

[ cCertisign Autoridade Certificadora AC15 v ﬂ
4 l L’J N
I” Donot prompt user to authorize new servers or trusted

certification authorities.,

Select Authentication Method: ‘
Secured password (EAP-MSCHAP v2) ~v|  Configure...

[V Enable Fast Reconnect 7

I” Enable Quarantine checks
I™ Disconnect if server does not present cryptobinding TLY

OK | Cancel |

6. Click OK on all windows to complete this configuration task.
7.Windows XP client prompts for the username and password. In this example, it is aduser/XXXX.
8. Confirm network connectivity, IP addressing (v4).

Reference: Wireless Authentication for Microsoft Windows
7

Associate to the WLC via an authenticated SSID as an INTERNAL user (or integrated, AD User) using a
Windows 7 wireless laptop.

1. On the laptop, go to the WLAN settings. Enable WIFI and connect to the 802.1X enabled POD SSID
created in the previous exercise.



Currently connected to: 4

W) secure-ipvb
= No Internet access

Wireless Network Connection -

secure-ipvb Connected ‘d
Branch-PSK

podlx
[¥] Connect automatically

FlexDemo

alpha_phone

2. Access the Wireless Manager and edit the new POD wireless profile.
3. Set the following:

¢ Authentication Method: PEAP

¢ Remember my credentials&: Disabled

¢ Validate server certificate (advanced setting): Disabled
¢ Authentication Method (adv. Setting): EAP-MSCHAP v2
¢ Automatically use my Windows logon&: Disabled

Vaidate server certficate

{_JConnect to these servers:

Trustad Roct-CertFcat

Manwﬁummmmﬁ:(
|V Remember my credantals for this connection ach | Ziel
time T'm = 1] GTE CyberTrust Giobal R§

i')ono'.utmoku;erln [ OK ] ¢
:mc"ca:onau'.ﬂonb::.\\____ — = =

|
Select Authentication Method: ‘
Nemmimies) (st |

V| Enable Fast Reconnect
| Enforce Network Access Protection ‘
7| Dsconnect i server does not present aryptobinding TLY ' ‘
|

ok [ conct T Enebie Jcentty Privacy
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