Troubleshoot Web Authentication on a Wireless
LAN Controller (WLC)
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This document describes tipsin order to troubleshoot web authentication issuesin aWireless LAN
Controller (WLC) environment.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
» Control and Provisioning of Wireless Access Points (CAPWAP).
» How to configure Lightweight Access Point (LAP) and WLC for basic operation.

» Basic knowledge of web authentication and how to configure web authentication on WLCs.

For information on how to configure web authentication on WLCs, refer to Wireless LAN Controller Web
Authentication Configuration Example.

Components Used

The information in this document is based on a WL C 5500 that runs firmware version 8.3.121.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Related Products

This document can also be used with this hardware:

* Cisco 5500 Series Wireless Controllers


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69340-web-auth-config.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69340-web-auth-config.html

* Cisco 8500 Series Wireless Controllers

* Cisco 2500 Series Wireless Controllers

 Cisco Airespace 3500 Series WLAN Controller

» Cisco Airespace 4000 Series Wireless LAN Controller
* Cisco Flex 7500 Series Wireless Controllers

» Cisco Wireless Services Module 2 (WiSM?2)

Web Authentication on WLCs

Web authentication isaLayer 3 security feature that causes the controller to not allow IP traffic, except
DHCP-related packets Domain Name System (DNS)-related packets, from a particular client until that
client has correctly supplied avalid username and password with an exception of traffic allowed through a
pre-auth access control list (ACL). Web authentication is the only security policy that allows the client to get
an | P address before authentication. It is a simple authentication method without the need for a supplicant or
client utility. Web authentication can be done either locally on aWLC or over aRADIUS server. Web
authentication is typically used by customers who want to deploy a guest-access network.

Web authentication starts when the controller intercepts the first TCP HTTP (port 80) GET packet from the
client. In order for the client web browser to get this far, the client must first obtain an |P address, and do a
translation of the URL to IP address (DNS resolution) for the web browser. This lets the web browser know
which IP address to send the HTTP GET.

When web authentication is configured on the WLAN, the controller blocks all traffic (until the
authentication process is completed) from the client, except for DHCP and DNS traffic. When the client
sendsthefirst HTTP GET to TCP port 80, the controller redirects the client to https.//192.0.2.1/login.html
(if thisisthe virtual IP that is configured) for processing. This process eventually brings up the login web

page.

% Note: When you use an externa web server for web authentication, WL C platforms need a pre-
authentication ACL for the external web server.

This section explains the Web authentication redirection process in detail.


https://192.0.2.1/login.html
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* You open the web browser and type in aURL, for example, http://www.example.com. The client
sends out a DNS request for this URL to get the IP for the destination. WL C passes the DNS request
to the DNS server and DNS server responds back with a DNS reply, which contains the | P address of
the destination www.example.com which in turn is forwarded to the wireless clients.

» Theclient then tries to open a TCP connection with the destination | P address. It sends out a TCP
SY N packet destined to the I P address of www.example.com.

» The WLC hasrules configured for the client and hence can act as a proxy for www.example.com. It
sends back a TCP SYN-ACK packet to the client with source as the I P address of www.example.com.
The client sends back a TCP ACK packet in order to complete the three-way TCP handshake and the
TCP connection is fully established.

* Theclient sendsan HTTP GET packet destined to www.example.com. The WL C intercepts this
packet and sends it for redirection handling. The HTTP application gateway preparesa HTML body
and sends it back asthereply to the HTTP GET requested by the client. This HTML makes the client
go to the default webpage URL of the WLC, for example, http://<Virtua -Server-1P>/login.html.

» Theclient closes the TCP connection with the I P address, for example www.example.com.

* Now the client wants to go to http://<virtualip>/login.html and so it tries to open a TCP connection
with the virtual 1P address of the WLC. It sendsa TCP SY N packet for 192.0.2.1 (which isour virtual
IP here) to the WLC.

» The WLC responds back with a TCP SYN-ACK and the client sends back a TCP ACK to the WLC in
order to complete the handshake.

* Theclient sendsan HTTP GET for /login.html destined to 192.0.2.1 in order to request the login page.

» Thisrequest is allowed up to the web server of the WLC and the server responds back with the default
login page. The client receives the login page on the browser window where the user can go ahead and
login.


http://www.example.com
http://www.example.com
http://www.example.com
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http://1.1.1.1/login.html

In this example, the client |P address is 192.168.68.94. The client resolved the URL to the web server that it
accessed, 10.1.0.13. Asyou can seg, the client did the three-way handshake to start up the TCP connection
and then sent an HTTP GET packet that started with packet 96 (00 isthe HTTP packet). This was not
triggered by the user, but was the operating system automated portal detection triggers (as we can guess
from the requested URL). The controller intercepts the packets and replies with code 200. The code 200
packet has aredirect URL init:

<HTML><HEAD>

<TITLE> Web Authentication Redirect</TITLE>

<META http-equiv="Cache-control" content="no-cache">

<META http-equiv="Pragma" content="no-cache">

<META http-equiv="Expires" content="-1">

<META http-equiv="refresh" content="1; URL=https://192.0.2.1/1ogin.html?redirect=http://captive.ay
</HEAD></HTML>

It then closes the TCP connection through the three-way handshake.

The client then starts the HTTPS connection to the redirect URL which sendsit to 192.0.2.1, which isthe
virtual IP address of the controller. The client has to validate the server certificate or ignoreit in order to
bring up the SSL tunnel. In thiscase, it is a self-signed certificate so the client ignored it. The login web
page is sent through this SSL tunnel. Packet 112 begins the transactions.

M | Apply a display filter . <¥/> - | Expression. *
B Time Source Destination Protoce Length TIO  Time delta from provicus  Info
97 13:15:33. 845838 17.253.21.2088 192.168.68.94 TP 74 B.803616000 B0 - 587535 [SYN, ACK, ECM] Seq=8 Ack=1 Win=28960 Len=@ M55=1258 SACK_PERM=1 TSva'
98 13:15:33.845108 192.168.68.94 17.253.21.208 TP 66 8. 00BEZB80 58755 - BO [ACK] Seq=l Ack=1 Win=13128@ Len=8 TSwal=15B5208384 TSecr=1450324336
99 13:15:33.845711 192.168. 68.94 17.253.21.208 HTTP 197 2.008611840 GET shotspot—detect.html HTTP/1.8
188 13:15:33.847912 17.253.21. 288 192.168.68.94 TP 66 B. 002201840 BB - 58755 [ACK] Seq=1l Ack=132 Win=3P888 Len=8 TSval=1458324342 TSecr=1585200300 mmmm
181 13:15:33.847915 17.253.21. 288 192,168, 68.94 HTTP 565 2.008903890 HTTF/L.1 288 OK J(text/himl) -
182 13:15:33.847916 17.253.21. 208 152,168, 68,94 o 66 B.000801880 B0 - 58755 [FIN, ACK) Seq=S0@ Ack=132 Win=30882 Len=8 TSval=1450324342 TSecr=158%—
183 13:15:33.847972 192,168, 68,94 17.253. 21,208 ToP 66 2. 000056800 58755 - B0 [ACK] Segel3Z Ack=508 Win=138720 Len=@ Tival=1585208306 TSecr=14503247
184 13:15:33.847973 192,168, 64,94 17.253. 21,208 ToP 66 2. 000001000 50755 -+ 60 [ACK] Seqel3l AckeS581 Winwl3@720 Lens@ TSval=1585286386 TSecrs1458324:
185 13:15:33.849232 192,168, 68,94 17.253.21.208 TCP 66 8.001259000 50755 - 60 [FIN, ACK] Seqel3l AckeS5@1 Winwl31072 Lenw@ TSvalw1585208387 TSecrmis!
106 13:15:33, 850572 17,253, 21, 208 192.168.68.94 TCP (1] 8. 001340000 80 - 50755 [ACK] SeqeS5l Ack=133 Win=30088 Lon=@ TSval=1458324345 TSecr=1S652083¢
187 13:15:33,914358 192,168, 68,94 192.168.68.1 upe 46 8. 063786000 58461 - 192 Len=d4
188 13:15:33.934929 192,168, 68,94 24.0.8.2 TG 46 8. 020571840 Leave Group 224.8.8.251
189 13:15:33.934929 192,168, 68.94 224.9.8.251 TGH- 46 2. 200000888 Mesbership Report group 224,8.9,351
118 13:15:34. 384931 192.168.68.94 224.8.8.251 HDNS 491 .140102080 Standard query 0xB8BB PTR _airport._tcp.lacal, "OM" question PTR _raop._tcp.laca’
111 13:15:34.418127 192.168.68.94 192.168.58.1 UDP 46 B.334005888 58461 - 192 Len=d4
112 13:15:34, 886433 192.168.68.94 192.8.2.1 TR 78 B, 45EI0ERE0 58756 - 443 [SYN, ECH, CWR] Seq=B Win=65535 Len=B M55=1468 WS=32 TSval=158528933
113 13:15:34, 869448 192.8.2.1 192,168, 68,594 TCP 74 0, 803015880 443 - 50756 [SYN, ACK, ECN] Seq=B Ack=1 Win=28368 Len=0 HS5=1258 TS5
114 13:15:34. 889525 192.168.68.94 152.8.2.1 TCP 66 B.808477888 58756 - 443 [ALK] Seg=l Ack=1 Win=131288 Len=8 TSval=15852809337 TSecr=14583253E4
115 13:15:34.898281 192.168.68.94 2 8. 808756808 Client Hello
116 13:15:34.891777 192.8.2.1 152,168, 68.94 TCP (-1 B.001496808 443 - 50756 [ACK] Seqel Ack=199 Win=38068 Len=8 TSval=1458325387 TSecr=158528933°
117 13:15:34.895783 192.8.2.1 152.168.68.94 TLS. 1014 2. 004005880 Server Hello
118 13:15:34.895787 192.8.2.1 162.168.68.594 TCP 1814 2. 000004800 443 - 50756 [ACK] Sequ9d8 Acke1S0 Wine32088 Len=048 TSvals1450325368 TSecre158520
119 13:15:34.855788 192.8.2.1 152.168.68.94 TLS- 425 2. 000001808 Certificate, Server Helle Done —
128 13:15:34.855851 192.168. 68.94 152.9.2.1 TCP 66 B.ABBAS30M0 50756 - 443 [ACK] Seq=199 Ack=1B57 Win=129312 Len=0 TSval=1585200343 TSccr=145031000

Y ou have the option to configure the domain name for the virtual |P address of the WLC. If you configure
the domain name for the virtual 1P address, this domain name s returned in the HTTP OK packet from the
controller in response to the HTTP GET packet from the client. Y ou then have to perform a DNS resolution
for this domain name. Once it gets an I P address from the DNS resolution, it attempts to open a TCP session
with that IP address, which is an | P address configured on avirtual interface of the controller.

Eventually, the web page is passed through the tunnel to the client and the user sends back the
username/password through the Secure Sockets Layer (SSL) tunnel.

Web authentication is performed by one of these three methods:
» Usean Internal web page (default).
» Useacustomized login page.

» Usealogin page from an external web server.

% Notes:



% - The customized web authentication bundle has alimit of up to 30 characters for filenames. Ensure
that no filenames within the bundle are greater than 30 characters.

- From WL C release 7.0 onwards, if web authentication is enabled on the WLAN and you also have
CPU ACL rules, the client-based web authentication rules always take higher precedence aslong as
the client is unauthenticated in the WebAuth Reqd state. Once the client goes to the RUN state, CPU
ACL rules get applied.

- Therefore, if CPU ACLs are enabled inthe WLC, an allow rule for the virtual interface IPis
required (In ANY direction) in these conditions:

- When the CPU ACL does not have an allow ALL rule for both directions.

- When there exists an allow ALL rule, but there also existsa DENY rule for port 443 or 80 of
higher precedence.

- The allow rule for the virtual IP must be for TCP protocol and port 80 if secureweb is disabled, or
port 443 if secureweb is enabled. Thisis needed in order to allow the access of the client to the virtual
interface | P address post successful authentication when CPU ACLs arein place.

Troubleshoot Web Authentication

After you configure web authentication and if the feature does not work as expected, compl ete these steps.

1. Check if the client gets an IP address. If not, users can uncheck the DHCP Required check box on
the WLAN and give the wireless client a static | P address. This assumes association with the access
point.

2. The next step in the process is DNS resolution of the URL in the web browser. When aWLAN client
connectsto a WLAN configured for web authentication, the client obtains an 1P address from the
DHCP server. The user opens aweb browser and enters a website address. The client then performs
the DNS resolution to obtain the IP address of the website. Now, when the client triesto reach the
website, the WL C interceptsthe HTTP GET session of the client and redirects the user to the web
authentication login page.

3. Therefore, ensure that the client is able to perform DNS resolution for the redirection to work. In
Microsoft Windows, choose Start > Run, enter CM D in order to open a command window, and do a
“nslookup www.cisco.com” and see if the | P address comes back.

In Macs/Linux, open aterminal window and do a nslookup www.cisco.com and see if the | P address
comes back.

If you believe the client does not get DNS resolution, you can either:

» Enter either the |P address of the URL (for example, http://www.cisco.com is
http://192.168.219.25).
» Try to type any (even non-existing) |P address that must resolve through the wireless adapter.

When you enter this URL, does it bring up the web page? If yes, it ismost likely a DNS problem. It
can also be a certificate problem. The controller, by default, uses a self-signed certificate and most
web browsers warn against their use.

4. For web authentication with a customized web page, ensure that the HTML code for the customized
web page is appropriate.

Y ou can download a sample Web Authentication script from Cisco Software Downloads. For
example, for the 5508 controllers, choose Products > Wireless> WirelessLAN Controller >



http://www.cisco.com
http://www.cisco.com
http://www.cisco.com
http://198.133.219.25
https://www.cisco.com/cisco/software/navigator.html

Standalone Controllers> Cisco 5500 SeriesWirelessLAN Controllers > Cisco 5508 Wireless
LAN Controller > Software on Chassis > Wireess Lan Controller Web Authentication Bundle
and download the webauth_bundle.zip file.

These parameters are added to the URL when the Internet browser of the user is redirected to the
customized login page:

* ap_mac - The MAC address of the access point to which the wireless user is associated.
» switch _url - The URL of the controller to which the user credentials must be posted.
 redirect - The URL to which the user is redirected after authentication is successful.

» statusCode - The status code returned from the controller web authentication server.

e wlan - The WLAN SSID to which the wireless user is associated.

These are the available status codes:

» Status Code 1 - You are already logged in. No further action is required on your part.
» Status Code 2 - Y ou are not configured to authenticate against web portal. No further actionis
required on your part.
» Status Code 3 - The username specified cannot be used at this time. Perhaps the username is
already logged into the system?
» Status Code 4 - Y ou have been excluded.
» Status Code 5 - The User Name and Password combination you have entered isinvalid. Please
try again.
5. All the files and pictures that need to appear on the customized web page must be bundled into a .tar
file beforeit is uploaded to the WL C. Ensure that one of the filesincluded in the .tar bundleis
login.html. Y ou receive this error message if you do not include the login.html file:
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https://www.cisco.com/c/dam/en/us/support/docs/wireless/5500-series-wireless-controllers/108501-webauth-tshoot1.gif

10.

11.
12.

13.
14.
15.

16.

Refer to the Guiddlines for Customized Web Authentication section of Wireless LAN Controller Web
Authentication Configuration Example for more information on how to create a customized web
authentication window.

% Note: Filesthat are large and files that have long names can result in an extraction error. It is
recommended that pictures arein .jpg format.

. Ensure that the Scripting option is not blocked on the client browser as the customized web page on

theWLC isbasically an HTML script.

. If you have a host name configured for the virtual interface of the WL C, make sure that the DNS

resolution is available for the host name of the virtua interface.

N Note: Navigate to the Controller > I nterfaces menu from the WLC GUI in order to assign a
DNS hostnameto the virtua interface.

. Sometimes the firewall installed on the client computer blocks the web authentication login page.

Disable the firewall before you try to access the login page. The firewall can be enabled again once
the web authentication is completed.

. The topology/solution firewall can be placed between the client and the web-auth server, which

depends on the network. As for each network design/solution implemented, the end user must make
sure these ports are alowed on the network firewall.

Protocol Port

HTTP/HTTPS Traffic TCP port 80/443

CAPWAP Data/Control Traffic UDP port 5247/5246

LWAPP Data/Control Traffic (before UDP port 12222/12223

rel 5.0)

EOIP packets | P protocol 97

Mobility UDP port 16666 (non secured) UDP port 16667 (secured
IPSEC tunnel)

For web authentication to occur, the client must first associate to the appropriate WLAN on the WLC.
Navigate to the Monitor > Clients menu on the WLC GUI in order to seeif the client is associated to
the WLC. Check if the client has avalid | P address.
Disable the proxy settings on the client browser until web authentication is compl eted.
The default web authentication method is Password Authentication Protocol (PAP). Ensure that PAP
authentication is allowed on the RADIUS server for thisto work. In order to check the status of client
authentication, check the debugs and log messages from the RADIUS server. Y ou can use the debug
aaa all command on the WLC in order to view the debugs from the RADIUS server.
Update the hardware driver on the computer to the latest code from website of the manufacturer.
Verify settings in the supplicant (program on laptop).
When you use the Windows Zero Config supplicant built into Windows:

* Verify the user has the latest patches installed.

* Run debugs on the supplicant.
On the client, turn on the EAPOL (WPA+WPA?2) and RASTLS logs from a command window.
Choose Start > Run > CMD:

netsh ras set tracing eapol enable
netsh ras set tracing rastls enable

In order to disable the logs, run the same command but replace enable with disable. For XP, all logs



https://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008067489f.shtml#guide
https://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008067489f.shtml
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can be located in C:\Windowsl\tracing.

17. If you still have no login web page, collect and analyze this output from a single client:

debug client <mac_address in format Xx:XX:XX:XX:XX:XX>
debug dhcp message enable

debug aaa all enable

debug dotlx aaa enable

debug mobility handoff enable

18. If theissueis not resolved after you complete these steps, collect these debugs and use Support Case
Manager in order to open a service request.

debug pm ssh-appgw enable

debug pm ssh-tcp enable

debug pm rules enable

debug emweb server enable

debug pm ssh-engine enable packet <client 1ip>

Related | nfor mation

« WireessL AN Controller Web Authentication Configuration Example
o External Web Authentication with Wireless LAN Controllers Configuration Example
» Cisco Technical Support & Downloads



https://mycase.cloudapps.cisco.com/create/start
https://mycase.cloudapps.cisco.com/create/start
https://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008067489f.shtml?referring_site=bodynav
https://www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008076f974.shtml?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

