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I ntroduction

This document describes how to configure a Cisco 4400 Series Wireless LAN (WLAN) Controller (WLC)
to support an Internal web authentication.

Prerequisites
Requirements

Cisco recommends that you have an initial configuration on 4400 WLC.



Components Used

The information in this document is based on these software and hardware versions:
e A 4400 series WLC that runsversion 7.0.116.0

 Cisco Secure Access Control Server (ACS) version 4.2 installed on a Microsoft® Windows 2003
Server

» Cisco Aironet 1131AG Series Light Weight Access Point
» Cisco Aironet 802.11 a/b/g CardBus Wireless Adapter that runs version 4.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Conventions

Refer to Use Format Conventions for Technical Tips and Other Content for more information on document
conventions.

Web Authentication

Web authentication is aLayer 3 security feature that causes the controller to not allow IP traffic (except
DHCP and DNS-related packets) from a particular client until that client has correctly supplied avalid
username and password. It is a simple Authentication method without the need for a supplicant or client
utility. Web authentication is typically used by customers who want to deploy a guest-access network.
Typica deployments can include "hot spot™ locations like those provided by T-Mobile® or Starbucks®.

Keep in mind that web authentication does not provide data encryption. Web authentication is used as
simple guest access for either a hot spot or campus atmosphere where the only concern is the connectivity.

Web authentication can be performed with:
» Default log in window on the WLC
» Modified version of the default log in window on the WLC

» A customized log in window that you configure on an external web server (External web
authentication)

* A customized log in window that you download to the controller

In this document, the Wireless LAN Controller for Internal web authentication is configured.

Web Authentication Process

Thisiswhat occurs when a user connects to a WLAN configured for web authentication:

» The user opens aweb browser and enters a URL, for example, http://www.cisco.com. The client sends
out aDNS request for this URL to get the IP for the destination. The WL C bypasses the DNS request
to the DNS server and the DNS server responds back with a DNS reply, which contains the | P address



https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/

of the destination www.cisco.com. This, in turn, is forwarded to the wireless clients.

» Theclient then triesto open a TCP connection with the destination IP address. It sends out a TCP
SY N packet destined to the IP address of www.cisco.com.

» The WLC hasrules configured for the client and hence can act as a proxy for www.cisco.com. It
sends back a TCP SYN-ACK packet to the client with source as the | P address of www.cisco.com.
The client sends back a TCP ACK packet in order to complete the three way TCP handshake and the
TCP connection is fully established.

» Theclient sendsan HTTP GET packet destined to www.cisco.com. The WL C intercepts this packet
and sendsit for redirection handling. The HTTP application gateway preparesa HTML body and
sends it back as the reply to the HTTP GET requested by the client. This HTML makes the client go
to the default webpage URL of the WL C, for example, http://<Virtual-Server-1P>/login.html.

» Theclient closes the TCP connection with the IP address, for example, www.cisco.com.

* Now the client wants to go to http://10.1.1.1/login.html. Therefore, the client tries to open a TCP
connection with the virtual 1P address of the WLC. It sendsa TCP SY N packet for 10.1.1.1 to the
WLC.

» The WLC responds back with a TCP SYN-ACK and the client sends back a TCP ACK to the WLC in
order to complete the handshake.

* Theclient sendsaHTTP GET for /login.html destined to 10.1.1.1 in order to request for thelog in
page.

» Thisrequest isallowed up to the Web Server of the WL C, and the server responds back with the
default log in page. The client receives the log in page on the browser window where the user can go
ahead and log in.

For an explanation on the Web Authentication process, refer to Web Authentication on Cisco Wireless LAN
Controllers (WLCs).

Network Setup

This document uses this network setup:


https://www.cisco.com/site/us/en/index.html
https://www.cisco.com/site/us/en/index.html
https://www.cisco.com/site/us/en/index.html
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https://www.cisco.com/site/us/en/index.html
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Configurethe Controller for Web Authentication

Network Setup

In this document, aWLAN is configured for web authentication and mapped to a dedicated VLAN. These
are the stepsinvolved to configure aWLAN for web authentication:

1. Createa VLAN Interface

2. Configure WL C for Internal Web Authentication

3. Add aWLAN Instance

4, Configure Authentication Type (Three Ways to Authenticate Users in Web Authentication)

This section focuses on how to configure the controller for web authentication.
These are the | P addresses used in this document:
» ThelP address of the WLC is 10.77.244.204.

¢ The IP address of the ACS server is 10.77.244.196.


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html#toc-hId--989798991
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html#toc-hId--738974773
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html#toc-hId--58916403
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71881-ext-web-auth-wlc.html#toc-hId-621141967

Createa VLAN Interface

Complete these steps:

1. From the Wireless LAN controller GUI, choose Controller from the menu at the top, choose
I nterfaces from the menu on the left, and click New on the upper right side of the window to create a
new dynamic interface.

The Interfaces > New window appears. This example uses Interface Name vian90 with aVLAN ID

of 90:
mr
CISCO MONITOR  WLANS CONTROLLER WIRELESS SECURITY
Controller Interfaces > New
PR Interface Name  [vlan90
Inventory
WLAN 1d 20|
Interfaces

Interface Groups
Multicast
Network Routes

¥ Internal DHCP Server

Interface > New Window Opens
2. Click Apply in order to create the VLAN interface.

The Interfaces > Edit window appears that asks you to fill interface specific information.
3. This document uses these parameters:

¢ |P Address—10.10.10.2

Netmask—255.255.255.0 (24 hits)

Gateway—10.10.10.1

Port Number—2

Primary DHCP Server—10.77.244.204

% Note: This parameter must be the IP address of your RADIUS or DHCP server. In this
example, the management address of the WLC is used as the DHCP server because the
Internal DHCP scope is configured on the WLC.

Secondary DHCP Server—0.0.0.0

% Note: The example does not have a secondary DHCP server, so uses 0.0.0.0. If your



% configuration has a secondary DHCP server, add the server |P address in thisfield.

« ACL Name—None

CISCO MOMITOR  WLAMNs  COMTROLLER  WIRELESS SECURITY MAMNAGEMEMT
Interfaces > Edit

Controller
General
Inventory General Information
Interfaces Interface Name vlanan
Interface Groups
MaC address 00:0b:85:48: 5300
Multicast
Metwork Routes Configuration
F Internmal DHCP Server
Guest Lan I
F Mohility Management .
¥ 9 Quarartine |
Ports
Quarantine lan Id ff
F NTP
F CDP Physical Information
y _ i
Adwanced pareinimber |E_
Backup Port |l:l
active Port 0

Enable Dynamic AP Management [

Interface Address

VLAN Identifier [o0

IP Address [10.10.10.2
Metrnask |255.255.255.0
Gateway [10.10.10.1

DHCP Information

Primary DHCP Server |1|II.TI'?.24-1-.2|II4

Secondary DHCF Server I

Access Control List

Al Marms Lala T2 -

General Information in the Interfaces > Edit Window

4. Click Apply to save the changes.

Configure WL C for Internal Web Authentication

The next step isto configure the WL C for the Internal web authentication. Internal web authentication isthe
default web authentication type on WLCs. If this parameter has not been changed, no configuration is
required to enable Internal web authentication. If the web authentication parameter was changed previously,



complete these steps to configure the WL C for Internal web authentication:

1. From the controller GUI, choose Security > Web Auth >Web L ogin Page to access the Web Login
Page.

2. From the Web Authentication Type drop-down box, choose Internal Web Authentication.

3. Inthe Redirect URL after login field, enter the URL of the page to which the end user is redirected
to after successful authentication.

tllltllll

CISCO ¥R, COHTRO WIRELESS  SECURITY MAMAGEMENT  COMMANDS

Security Web Login Page
* RAR .
i weh authentication Type [ 1ntemal (Cefault) =]
v RADILS Fedirecs URL after login [wiwew cisca .com
Authenticston
Aecounting = = i = ;
Fallback page, The Login page is presented to web users the first ime they access the
F TRCACS+ wiLak f “Web authentication' is turned on {under WLAN Security Policies),
LD &P ] ’
Local Met Lisers Cisen Loga = show 7 Hide
Wb g :
_1.!'-\.!.. I:":H-L- _ El il I.
Disabled Clents
User Login Polices Messeage ﬂ
&P Policias
Fassword Policies
F Local EAP
F Priority Order
F Certificate
F RAccess Control Lists
Wireless Protection
Folicies
»|Web Auth
l=b Login Page
_arlificata
b ndvanced ﬂ

Redirect URL after Login

% Note: In WLC versions 5.0 and later, the log out page for web-authentication can also be
customized.

Add aWLAN Instance

Now that Internal web authentication has been enabled and thereisaVLAN interface dedicated for web
authentication, you must provide anew WLAN/SSID in order to support the web authentication users.

Complete these stepsin order to create anew WLAN/SSID:
1. From the WLC GUI, click WL AN in the menu at the top, and click New on the upper right side.

Choose WL AN asthe Type. Choose a profile name and WLAN SSID for Web authentication. This
example usesGuestfor both the Profile Name and WLAN SSID.



CISCO MOMITOR  WILAMs CONTROLLER  WIR S BECLRITY Mg WMENT  COMMAHDS
WLANS WLANS > Mew
- WLANS e H
WS Type wWLar -
e et Prafile Mame |=uest
ss510 [Eues
[C IJ. -I

Profile Name and WLAN SSID

2. Click Apply.

A new WLANs> Edit window appears.

MOMNITOR Wikans  CONTROLLER WIRELESS SECLIRITY MANAGEMENT COMMAMDS HELF

WLANSs > Edit 'Guest’

General | Security = QoS | Advanced

Prafile Name Gusst
Tvpe WLAaM
S51D Guest
Shatus M Enabled
Security Policies Mone

{Modifications done under security tab will appear after applying the changes.})

Radio Policy |all =l
Interface/Interface Group(G) [vlang0 |
Multicast Vlan Feature T Enabled
Broadcast SSID F enabled

WLANSs > Edit Window Appears

3. Check the status box of the WLAN in order to enable the WLAN. From the Interface menu, select the
name of the VLAN interface that you created previoudly. In this example, the Interface Nameis
vlan90.



% Note: Leave the default value for other parameters on this screen.

4. Click the Security tab.
Complete these steps in order to configure web authentication:

a. Click the Layer 2 tab and set the security to None.

% Note: Y ou cannot configure web pass through as Layer 3 security with 802.1x or
WPA/WPA2 as Layer 2 Security for aWLAN. Refer to Wireless LAN Controller Layer 2
Layer 3 Security Compatibility Matrix for more information on the Wireless LAN
Controller Layer 2 and Layer 3 security compatibility

b. Click the Layer 3 tab. Check the Web Policy box and choose the Authentication option, as
shown here:

CISCO MONITOR WiANs CONTROLLER WIRELESE SECURITY MAMAGEMENT
WLANS WLANs > Edit 'Guest’
* WLANS F . - F !
TR | Generul_ | Security | QoS | Advanced |
b Advanced [ Layer 2 | Laver3 | AAA Servers |

Layer 3 Security |M|:|na ;I

Web Policy 1

Authentication

[+
o
" Ppassthrough
" Conditional Web Rediract
r Zplash Page Web Redirect

" on MAC Filter failuredid
Preauthentication ACL INnnE "I

Over-ride Global Config [T Erable

Layer 3 Tab and Check the Web Policy Box

c. Click Apply in order to save the WLAN.

d. You are returned to the WLAN summary window. Make sure that the Web-Auth is enabled
under the Security Policies column of the WLAN table for the SSID Guest.

Three Waysto Authenticate Usersin Web Authentication


https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/106082-wlc-compatibility-matrix.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/106082-wlc-compatibility-matrix.html

There are three ways to authenticate users when you use web authentication. Local authentication allows
you to authenticate the user in the Cisco WLC. You can also use an external RADIUS server or aLDAP
server as a backend database in order to authenticate the users.

This document provides an example configuration for all three methods.
L ocal Authentication

The user database for the guest users are stored on the WL C local database. Users are authenticated by the
WL C against this database:

1. From the WL C GUI, choose Security.

2. Click Local Net Users from the AAA menu on the | eft.

CISCO MONITOR  MILANS CONTROLLER  WIRELESS SECURITY  MAMNASEMENT COMMAMNDS
Security Local Met Users

* AAR
Genaral
= RADILS
Authenticgtion
Accounting
Fallback 5 ..
b TACECS+ User Hame WLAN Protile Guest User Role Description

Local Met Usars

i 1
Qisabled Chiants
Usar Lagin Faolicies
AP Palicias
Fassword Folictes

¥ Local EAP

¥ Priority Order

¥ Certificote

¥ Access Control Lists

Wireless Protection
Palicies

F Wab Auth

P advanced

Click Local Net User from Left-hand Menu

3. Click New to create anew user.
A new window displays that asks for username and password information.

4. Enter ausername and password in order to create a new user, then confirm the password that you want
to use.

This example creates the user named User 1.
5. Add adescription.
This example uses Guest User 1.

6. Click Apply to save the new user configuration.



CISCO MONITOR.  WlANS CONTROLLER WIRELESS SECURITY MAMAGEMENT  COMMAND:
Security Local Met Users > New
-
i User Name |usary
General
= RADIUE Bassward I““"’"
Authenticatio
Accounting Confirm Password |l-"-||l"-
Fallback
Nt Guest User [
LOAP Lifetime (secands) |aB400
Local Met Users
MAL Filtering Guest User Raole [
sabled Cliznts il
Lisar Login Policies WLAMN Prohile IGuest 'l
AP Folicies Description |Guestiser]
Password Policias
F Local EAP
F Priority Order
b Certificate
¥ Access Control Lists
" Wireless Praotection
Paolicies
P Weh Auth
F Adwvanced

Apply to Save the New User Configuration

wl I Il | I
CISCO FIONITOR WLANS 1 WIRELESS ECURITY MAMAGEMENT COMMANDS IELF  FEEDBACE
SECLUFIRY Local Met Uzers
* RAA
Ser=ral
= DADTLES
Autheraicaton
SoEnunkmg
Fallback
B TACECEA Weer Kame WLAMN Profile Guesk User Role Description
i Usari Guest AT Guestlsarl
Local St Laers
MAL Filtsring

Tieabilee Clisree

Local Net Users

7. Repeat steps 3-6 to add more users to the database.
RADIUS Server for Web Authentication

This document uses awireless ACS on Windows 2003 Server as the RADIUS server. You can use any
available RADIUS server that you currently deploy in your network.

%‘ Note: ACS can be set up on either Windows NT or Windows 2000 Server. In order to download ACS
from Cisco.com, refer to Softwar e Center (Downloads) - Cisco Secur e Software. Y ou need a Cisco
web account in order to download the software.

% Note: Only registered Cisco users have access to internal Cisco tools and information.



The Set Up ACS section shows you how to configure ACS for RADIUS. Y ou must have afully functional
network with a Domain Name System (DNS) and aRADIUS server.

Set Up ACS

In this section, you are presented with the information to set up ACS for RADIUS.

Set up ACS on your server and then compl ete these stepsin order to create a user for authentication:

1. When ACS asks if you want to open ACS in abrowser window to configure, click Yes.

% Note: After you set up ACS, you also have an icon on your desktop.

2. Inthe menu on the left, click User Setup.

This action takes you to User Setup screen as shown here:
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User Setup Screen

P e —

3. Enter the user that you want to use for web authentication, and click Add/Edit.

After the user is created, a second window opens as shown here:
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Corr

After User is Created, Second Window Opens

4. Ensure that the Account Disabled Box at the top is not checked.

5. Choose ACS Internal Database for the Password Authentication option.

6. Enter the password. Admin has an option to configure PAP/CHAP or MD5-CHAP authentication and
add auser inthe ACS internal database. PAP isthe default authentication type for web-auth users on
controllers. Admin has the flexibility to change the authentication method to chap/md5-chap with this

CLI command:

config custom-web radiusauth <auth method>

7. Click Submit.
Enter Your RADIUS Server Information intothe Cisco WLC

Complete these steps:
1. Click Security in the menu at the top.

2. Click RADIUS Authentication in the menu on the | eft.

3. Click New and enter the | P address of your ACS/RADIUS server. In this example, the | P address of



the ACS server is 10.77.244.196.

4. Enter the shared secret for the RADIUS server. Make sure that this secret key is the same as the one
you entered in the RADIUS server for the WLC.

5. Leave the Port number at the default, 1812.
6. Ensure that the Server Status option is Enabled.

7. Check the Networ k User Enable box so that this RADIUS Server is used to authenticate your
wireless network users.

8. ClickApply.

MOMITOR  WLANs  CONTRGLLES

Security RADIUS Authentication Servers = Mew
- ARK 4 1 cper
Oy Server Index (Prioesy) IJ. -|
* RADIUS Server IF Gddress |1I:|_'.|:r 244,19

SAuthertication
Locaunting Shared Secrst Farmat I.:.::Zl'_ll.: 'rI
Felback

¥ TRCACS + Zhared Secrat I-""“-
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MAC Filtaring Kew Wrap & \ g X ;
Disabled Clients (Designed For FIPS customers and reodires a key wrap compliant REDIUS szreer
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i L i Port Humber [reaz
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FoAocess Control Lisks Fansgerent ¥ zrable
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F Weh auth

b ondvanced

Network User Enable Box

Make sure that the Network User box is checked, and Admin Satusis Enabled.



CISCO MOKITOR.  WLANS CONTROLLER  WIRELESS SECURITY MEANAGEMENT  COMMANDS IEL™ EEE0BACE
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Crsaaled Clisnts = ¥ 1 1077204 156 gLz Jizablsd Enabled [~ |
Lsar Lagir Falioae
AF Polcies
Fasswnrd Palices
F Local Ealr
¥ Priority Order £ oDad Pladan I Tpos witt e apesiceinls crlp for non 208, 10 satherdivaban ooy,
F Certificatn
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Check Network User Box and Enable Admin Satus

Configure WLAN with RADIUS Server

Now that the RADIUS server is configured on the WL C, you need to configure the WLAN to use this
RADIUS server for web authentication. Complete these stepsin order to configure WLAN with the
RADIUS server.

1. Open your WL C browser and click WL ANs. This displaysthe list of WLANSs configured on the
WLC. Click the WLAN Guest which was created for web authentication.

2. Onthe WL ANs > Edit page click the Security Tab. Click the AAA Serverstab under Security.
Then, choose the RADIUS server which is 10.77.244.196 in this example:

MOMITES WANs CONTROLLER W R 55 AR AGEMENT | e et HELFP FEEDBALCK
WLAME WLANE > Edit 'Guest’
* WLANS g A 1
i | General | Securlty | Qo5 | Advanced
b Bdwanced Layer 2 l| Layer 2 | ALE Servers |

Suleck AAA servers below to overrids use of default sarvars on this WLAMN

Radius Servers LIFAP Servers
Radius Server Owerweks interface [ Enabiad Se-verl [Hors =]
huthentication Servers Accounting Servers Server 2 [Hore =]
P Erabled F Eralied servar 3 [Hura ]
Seresrl [F10.77 229155, Pomiialz =] [Wane =
Eresr 2 |Mane = | [mane =]
Sarvar 3 | Hone = | sane =]

Lucal E&AP Bl lvendic alinn

Click Security Tab and then the AAA Servers Tab

3. Click Apply.

Verify ACS



When you set up the ACS, remember to download all the current patches and latest code. This can

solve imminent issues. In case you use RADIUS Authentication make sure that your WLC is listed as one of
the AAA Clients. Click the Network Configuration menu on the left hand side to check this. Click the
AAA client, then verify the password and the authentication type configured.
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WLC isListed asan AAA Client

When you choose User Setup, verify again that your users actually exist. Click List all users. A window as
shown appears. Make sure the user that has been created existsin the list.
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List All Users
LDAP Server

This section explains how to configure a Lightweight Directory Access Protocol (LDAP) server asa
backend database, similar to a RADIUS or local user database. An LDAP backend database allows the
controller to query an LDAP server for the credentials (username and password) of a particular user. These
credentials are then used to authenticate the user.

Complete these steps to configure LDAP with the controller GUI:
1. Click Security > AAA > LDAP in order to open the LDAP Servers.
This page lists any LDAP servers that have already been configured.

* If you want to delete a current LDAP server, move your cursor over the blue drop-down arrow
for that server and choose Remove.

* If you want to make sure that the controller can reach a particular server, hover your cursor over
the blue drop-down arrow for that server and choose Ping.

2. Perform one of these options:

e Toedit acurrent LDAP server, click the index number for that server. The LDAP Servers>
Edit page appears.



* Toadd an LDAP server, click New. The LDAP Servers > New page appears.
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Add LDAP Server

3. If you add a new server, choose a number from the Server Index (Priority) drop-down box to specify
the priority order of this server in relation to any other configured LDAP servers. Y ou can configure
up to seventeen servers. If the controller cannot reach the first server, then it tries the second one from
thelist and so on.

4. If you add anew server, enter the IP address of the LDAP server in the Server IP Addressfield.

5. If you add a new server, enter the LDAP server TCP port number in the Port Number field. The valid
rangeis 1 to 65535, and the default value is 389.

6. Check the Enable Server Status check box to enable this LDAP server or uncheck it to disable it.
The default value is disabled.

7. From the Simple Bind drop-down box, choose Anonymous or Authenticated to specify the local
authentication bind method for the LDAP server. The Anonymous method allows anonymous access
to the LDAP server, whereas the Authenticated method requires that a username and password be
entered to secure access. The default value is Anonymous.

8. If you chose Authenticated in Step 7, complete these steps:

a. Inthe Bind Username field, enter a username to be used for local authentication to the LDAP
server.

b. In the Bind Passwor d and Confirm Bind Password fields, enter a password to be used for local
authentication to the LDAP server.

9. Inthe User Base DN field, enter the distinguished name (DN) of the subtreein the LDAP server that
contains alist of all the users. For example, ou=organizational unit, .ou=next organizational unit, and
o=corporation.example. If the tree that contains usersis the base DN, type o=corporation.example or
dc=corporation, dc=com.

10. Inthe User Attribute field, enter the name of the attribute in the user record that contains the



username. Y ou can obtain this attribute from your directory server.

11. Inthe User Object Typefield, enter the value of the LDAP objectType attribute that identifies the
record as a user. Often, user records have several values for the objectType attribute, some of which
are unigue to the user and some of which are shared with other object types.

12. In the Server Timeout field, enter the number of seconds between re-transmissions. The valid range
is 2 to 30 seconds, and the default valueis 2 seconds.

13. Click Apply to commit your changes.

14. Click Save Configuration to save your changes.

15. Complete these steps if you wish to assign specific LDAP serversto aWLAN:
a. ClickWL ANsto open the WLANS page.
b. Click the ID number of the desired WLAN.

c. When the WL ANSs > Edit page appears, click the Security>AAA Serverstabsto open the
WLANSs > Edit (Security > AAA Servers) page.
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Click Security > AAA Servers Tabs

d. From the LDAP Servers drop-down boxes, choose the LDAP server(s) that you want to use
with thisWLAN. Y ou can choose up to three LDAP servers, which are tried in priority order.

e. Click Apply to commit your changes.

f. Click Save Configuration to save your changes.

Configure Your WLAN Client to Use Web Authentication

Once the WLC is configured, the client must be configured appropriately for web authentication. In this
section, you are presented with the information to configure your Windows system for web authentication.

Client Configuration



The Microsoft wireless client configuration remains mostly unchanged for this subscriber. Y ou only need to
add the appropriate WLAN/SSID configuration information. Complete these steps:

1. From the Windows Start menu, choose Settings > Control Panel> Network and I nter net
Connections.

2. Click the Networ k Connectionsicon.

3. Right-click the LAN Connection icon and choose Disable.

4. Right-click the Wireless Connection icon and choose Enable.

5. Right-click the Wir eless Connection icon again and choose Properties.

6. From the Wireless Network Connection Properties window, click the Wireless Networ ks tab.

7. Under the preferred networks, area click Add in order to configure the Web authentication SSID.

8. Under the Association tab, enter the Network Name (WLAN/SSID) value that you want to use for
web authentication.

Wireless network propetti 21

Aszzociation .&uthenticatinn; Ennnectinni

Metwark name [SSI10]; iGUESﬂ
“WwWirelezs networlk key
T hig network, requires a key for the following:
Metwork Authentication: Upen :__j
Doata encryption; Disahled :j
:"-:-..- ------ I E‘i‘f‘:-;
e T 5_:-3':_.-\.:. ik .._:.:__;_
e inded | adyar I “J:j
;:: ?-\..- ;{.5.:'5;: & HLHEELY { T ] .-c:' T ]

[ Thiz iz a computer-to-computer [ad hoc) network; wireless
access point: are not used

k. Cancel

Under Association Tab Enter the Network Name



% Note: The Data Encryption is Wired Equivaent Privacy (WEP) by default. Disable the Data
Encryption in order for web authentication to work.

9. Click OK at the bottom of the window in order to save the configuration.
When you communicate with the WLAN, you see a beacon icon in the Preferred Network box.

This shows a successful wireless connection to web authentication. The WLC has provided your wireless
Windows client with an I P address.
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% Note: If your wireless client isalso aVPN end point and you have web authentication configured as a



~ security feature for WLAN, then the VPN tunnel is not established until you go through the web
authentication process explained here. In order to establish a VPN tunnel, the client must first go
through the process of web authentication with success. Only then doesa VPN tunnel succeed.

N Note: After a successful log in, if the wireless clients are idle and do not communicate with any of the
other devices, the client is de-authenticated after an idle timeout period. The timeout period is 300
seconds by default and can be changed with this CL1 command: config network userti meout
<seconds>. When this occurs, client entry is removed from the controller. If the client associates again,
it can move back to a Webauth_Reqd state.

% Note: If clients are active after successful log in, they can get de-authenticated and the entry can still
be removed from the controller after the session timeout period configured on that WLAN (for
example, 1800 seconds by default and can be changed with this CLI command: config w an sessi on-
ti meout <W.AN I D> <seconds> ). When this occurs, client entry is removed from the controller. If the
client associates again, it can move back in aWebauth Reqd state.

If clients arein Webauth Reqd state, no matter if they are active or idle, the clients can get deauthenticated
after aweb-auth required timeout period (for example, 300 seconds and thistime is non-user
configurable). All traffic from the client (allowed via Pre-Auth ACL) is disrupted. If the client associates
again, it moves back to the Webauth_Reqd state.

Client Log In

Compl ete these steps:

1. Open a browser window and enter any URL or IP Address. This brings the web authentication page to
the client.

If the controller runs any release earlier than 3.0, the user has to enter https://10.1.1.1/login.html to
bring up the web authentication page.

A security alert window displays.
2. Click Yesto proceed.

3. When the L ogin window appears, enter the username and password of the Local Net User that you
created.
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If your log in is successful, you see two browser windows. The larger window indicates successful log
in and you can this window to browse the internet. Use the smaller window in order to log out when
your use of the guest network is complete.

The previous image shows a successful redirect for web authentication.

The next image shows the L ogin Successful window, which displays when authentication has
occurred.
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Cisco 4404/WiSM controllers can support 125 simultaneous Web Auth Users log ins and scale up to 5000
web auth clients.

Cisco 5500 controllers can support 150 simultaneous Web Auth Userslogins.

Troubleshoot Web Authentication



Troubleshoot ACS

If you have issues with password authentication, click Reports and Activity on the lower |eft side of the
ACSin order to open al available reports. After you open the reports window, you have the option to open
RADIUS Accounting, Failed Attempts for log in, Passed Authentications, Logged-in Users, and other
reports. These reports are .csv files, and you can open the files locally on your machine. The reports help
uncover issues with authentication, such asincorrect user name and/or password. ACS also comes with
online documentation. If you are not connected to alive network and have not defined the service port, ACS
uses the | P address of your Ethernet port for your service port. If your network is not connected, you most
likely end up with the Windows 169.254.x.x default IP address.

]rm:-‘-r-r e A% - i roand Dedeenest | wpderar 1

Conen §v I-Il;l-- Hm ar'd Mtl“tr o S - ""“."-.-.------““"-unl:lgl.
Reports Frr
. " , * Worrrmd Fagerts
AL B e I e L ]
ST & DALALS + ety Baginie

# DALALT - i n T Rl
= BADTVE Ay

i P e L M TR & Wl A vy
e ACiwmpts 4 Fpad Aatheat s
_—— - * Lafied ATeeyty
— —y el iy
:. Gubibiend &C COnnts Gy ghdad B s

o AL By aed Prs e

YT fdaa LT =

- & O e b i e
alas L & D aLeh e ek g e
Ay e Sl
el iraton AUt * Nowr Puprrrerd] (homgey
i i = AlY e el
I PRI CTangE LI % e e——
r 1 et
sl L -
Lt e
L s il
Ty 0 gl paw sgmms p el g Wiy bl ol el o g Tog b0 Thian rppen gy w pad by gljghing g
4; ﬂq'lq-'-'ﬂ‘-"-'-!"\- Tow Hagas o weadalla Por TRCAD b sililor RADTIUT saby & & hid
? Bk Ly mily Lanll B Baas ppalipirad G o ik Thal EEvted s

ey egpuesy grw ga p0alln gaby ofshy gppia b -:‘*- o w= gkl ! h--‘Iri'nﬂ—'lhn -'ull--“li
Wi+ oS pore s e P e P ot L¥ar o e @ b il rag et Ba
thaas FRE = e wiades O |Hil---.J LR TR T A

pu pae shay g Gakbed b pntna g o ey calema gl yos d g Bimer © ey sngarta, Fierey
= dds b sagol 80 BopeE piien, @ Tom g 0 pnpe @0 Btk
Wajgw' o0 # prp bl oi0 B i d B¥ariig SRy 0 d TR A1 Tn i dag o gt F W B B RS -
- # hndswled pgfulal pohee i el WA San ate - i s, B e k™ _j

Reports and Activity Window

% Note: If you typein any external URL, the WL C automatically connects you to the internal web
authentication page. If the automatic connection does not work, you can enter the management |P
address of the WLC in the URL bar in order to troubleshoot. Look at the top of the browser for the
message that says to redirect for web authentication.

Refer to Troubleshoot Web Authentication on a Wireless LAN Controller (WLC )for more information on
how to troubleshoot web authentication.

Web Auth with IPv6 Bridging



https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/108501-webauth-tshoot.html

In order to configureaWLAN for IPv6 bridging, from the controller GUI, navigate to WL ANs. Then, select
the desired WLAN and choose Advanced from the WL ANs >Edit page.

Select the | Pv6 Enable check box if you want to enable clients that connect to this WLAN to accept |Pv6
packets. Otherwise, leave the check box unselected, which is the default value. If you disable (or uncheck)
the IPv6 check box, IPv6 isonly allowed after authentication. Enabling | Pv6 means that the controller can
pass | Pv6 traffic without client authentication.

WLANs > Edit
§ Em|!5m[ﬂv | Qos | Advanced

T 3 y
Airang: (L [JEnablad Management Frame Protection (MFP)

Diﬂgnnsh: Chﬂ r|-|=| D EnahIEl:.: — ot o W—— e e e % o e e 5 e e
1PwE Enable 7 | MFP Cliant Erctaction ¥ | Opticnal ||
Owerride Inkerfece ACL None % DTIM Pericd (in beacon intervals)
F2p Blocking Adtion Disabled - heete b s b et TR
f 3 302.11a/n (L - 255) 1
Clisnt Exclusion 2 ] Crchlad ? ! B
I
| Timeout Valie (cace) A Aihigdn (1 - FRS) (4
| - Off Channel Scanning Defar HALC
Scan DeferPrionty = 0 -1 2.3 48 ‘6.7 State ] Enabled
EEEEFETEF [l Load Balancing and Band Select
Zran Defer Time [ y Client Load Salancing

1103

LY,

fmseca)

Client Band Select

Select the Desired WLAN and Choose Advanced
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