Configure Wireshark and FreeRADIUS in
order to decrypt 802.11 WPA2-
Enterprise/EAP/dotlx over-the-air Wireless
Sniffer
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Introduction

This document describes a how-to of decrypting Wi-Fi Protected Access 2 - Enterprise (WPA2-
Enterprise) or 802.1x (dotlx) encrypted wireless over-the-air (OTA) sniffer, with any Extensible
Authentication Protocol (EAP) methods.

It is relatively easy to decrypt PSK based/WPA2-personal 802.11 OTA capture as long as the full
four-way EAP over LAN (EAPoL) handshakes are captured. However, Pre-shared Key (PSK) is
not always recommended from a security perspective. Cracking a hard-coded password is just a
matter of time.

Hence, many enterprises choose dotlx with Remote Authentication Dial-In User Service
(RADIUS) as a better security solution for their wireless network.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

- FreeRADIUS with radsniff installed
- Wireshark/Omnipeek or any software that is capable of decrypting 802.11 wireless traffic
- Privilege to obtain the shared secret between network access server (NAS) and



Authenticator

- Ability to capture radius packet capture between NAS and authenticator from the first access-
request (from NAS to Authenticator) to the last access-accept (from Authenticator to NAS)
throughout the EAP session

- Ability to perform Over-the-Air (OTA) capture containing four-way EAPoL handshakes

Components Used
The information in this document is based on these software and hardware versions:

- Radius server (FreeRADIUS or ISE)
- Over-the-Air capture device
- Apple macOS/OS X or Linux device
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

In this example, two Pairwise Master Keys (PMKSs) are derived from Radius packets captured from
ISE 2.3, as the session timeout on this SSID is 1800 secs, and the capture given here is 34 mins
(2040 secs) long.

As shown in the image, EAP-PEAP is used as an example, but this can be applied to any dotlx
based wireless authentication.

[ wian acdrm m04:f 1:78:68:69: 11 B4 (mapol or eag) BE] -] eqeson.. 4
Mo. Time Source Destination Protocol  Length Info

4325 2018-11-16 ©8:84:92.812197 Cisco_ba:3dies HedGloba_ga:60:11 EaP 189 Request, TLS EAP (EAP-TLS)

4327 1018-11-16 ©@:84:82.812927 HmdGloba_6a:69:11 Cisco_ba:3dies = BEP e T Gl

4329 21018-11-16 ©98:04:02.816752 Cisco_bd:3d:ed HedGloba_Ea:69:11 | EAP 189 Request, Protected EAP (EAP-PEAP)

4332 2008-11-16 ©0:04:92.818331 HmdGloba_Ga:69:11 Cisco_ba:3dies TESVI. 9% LLienT RELL

4349 2018-11-16 ©0:04:02.828460 Cisco_bd:3died HedGloba_Bar69:11 TLsvd 1079 Server Mellg, Certificate, Server Key Exchan Server Helld

4352 2918-11-16 22:04:02.829281 HmdGloba_Ga:69:11 Cisco_bd:3dres l EAP 73 Response, Protected EAP (EAP-PEAP)

4354 2018-11-16 00:04:02.833165 Cisco_bd:3d:ed HedGloba_Ba:r9:11 Tiowi.2 1675 Server Wello, Certificate, Server Key Ex:un_Jge, erver Hell

4356 2018-11-16 20:04:02.834110 HmdGlobs_6s:69:11 Cizco_bd:3dred Eap 73 Rezponse, Protected EAP (EAP-PEAP)

4361 2018-11-16 80:04:02.830052 Cizco _bd:3died HedGloba Ga:69:11 TLSv1.2 738 Server Hells, Certificate, Server Key Exchange, Server Helll

4363 2018-11-16 ©8:04:02.845802 HmdGloba_Gm:69:11 Cisco_bd:3died TLSvl.2 199 Client Key Exchange, Change Cipher Spec, Encrypted Handshak:

4365 2018-11-16 80:04:92.851843 Cisco_b4:3d:ed HmdGloba_Ga:69:11 -~

4367 2018-11-16 DO:84:92.853063 HmdGloba_Ga:69:11 Cisco_ba:3d:ies EAP 73 Response, Protected EAP (EAP-PEAR)

»

dm @ REQes=TiEEaaan
N [oears ke m m04:F1:28:6869: 11 88 [eapol or £80) B - eqresson..  +
No. Tiene Souree Deéstination Protocal  Length Info

9095 2006-11-16 09:34:07.507960 Cisco_be:ldies HedGloba_6a:69:11 TSV, 2 754 Encrypted Handshake Message, Encrypted Handshake Message, Bt

9095 2018-11-16 ©0:34:07.519109  HedGloba_6a:69:11 Cisco_bd:idred TLSvA.2 215 Encrypted Handshoke Message, Change Cipher Spec, Encrypted |

9895 201B8-11-16 @9:34:87.524344 Cisco _bd:Id:ed HmdGloba 6a:69:11 TLSv1. 2 148 Change Cipher Spec, Encrypted Handshake Message

9095 2018-11-16 82:33:07.525423 HedGloba_Ga:69:11 Cisca_bd:3d:ed

9895 2018-11-16 @9:34:87.528660 Clisco bd:3died HedGloba_Ga:69:11

9095 2018-11-16 09:34:07,529567 H=dGloba_Ga:69:11 Cisco_b4:3d:es

9095 2018-11-16 ©0:34:07.532409 Cisco_bd:3d:ed HmdGloba_6a:65111 TLSvi.2 151 Application Data

9895 2018-11-16 @d:34:87.536578 HedGloba_Ga:é9:11 Cisco_bd:3d:ed TLSvl. 2 183 Application Data

9095 2018-11-16 @2:34:07.569460 C(lisco bi:Id:ed HedGloba_6a:60:11 TLSV1. 2 160 Application Data

9995 2018-11-16 @B:34:07.579964 HedGloba_6a:69:11 Cisco_ba:3d:ed TLSV1.2 124 Application Dats

9095 2016-11-16 00:34:07.574596 Cisco_be:idies HedGloba_60:69:11 TLEVA. L 125 agalicarion Oata

995 2016-11-16 ©0:34:07,575693  HedGloba_Ga:69:11 Cisco_b4:3d:ed EAP §9 Response, Protected EAP (EAP-PEAP)

Procedure

Step 1. Decrypt PMK(s) from Access-accept Packet.

Run the radsniff against radius capture between NAS and Authenticator in order to extract PMK.
The reason why two access-accept packets are extracted during the capture is that the session
timeout timer is set to 30 mins on this particular SSID and the capture is 34 mins long.



Authentication is performed twice.

FRLU- M 51X5: pcaps frlu$ radsniff -1 /Users/frlu/ Downl oads/radi us_novl an_nerged. pcapng -
s <shared-secret between NAS and Aut henticator> -Xx

<sni p>

2018-11-16 11:39: 01.230000 (24) Access-Accept |d 172

[ Users/ frlul/ Downl oads/ r adi us_novl an_ner ged. pcapng: 10. 66. 79. 42: 32771 <- 10. 66.79. 36: 1812 +0. 000
+0. 000

User-Nane = "frlu_2"

State = 0x52656175746853657373696f 6e3a306134323466326130303030303565373562656530393732

Cass =
0x434143533a3061343234663261303030303035653735626565303937323a4953452d322d332f 333238323731323338
2f 33303432

EAP- Message = 0x03c50004

Message- Aut henti cator = 0x38c67b9ba349842¢9624889a45cabdf b

MS- MPPE- Send- Key = Oxa464cc15c0df 8f 09edc249c28711eb13a6db2d1al76f 1196edcc707579f d6793

M5- MPPE- Recv- Key =
0xddb0b09a7d6980515825950b5929d02f 236799f 3e8a87f 163c8cad41a066d8b3b<<<<<<<<<<<<<<<<<<PMK

Aut henticator-Field = 0x6cd33b4d4dde05c07d9923el17ad6c218

<sni p>

2018-11-16 11:39:01.470000 (48) Access-Accept Id 183

[ User s/ frlu/ Downl oads/ r adi us_novl an_ner ged. pcapng: 10. 66. 79. 42: 32771 <- 10. 66. 79. 36: 1812 +0. 000
+0. 000

User-Nane = "frlu_2"

State

0x52656175746853657373696f 63a306134323466326130303030303565373562656530393732

Cass =
0x434143533a3061343234663261303030303035653735626565303937323a4953452d322d332f 333238323731323338
2f 33303434

EAP- Message = 0x03910004

Message- Aut henti cator = 0x81c572651679e15e54a900f 3360c0aa9

MS- MPPE- Send- Key = Oxeae42cf 7c6cd26371eee29856¢51824f bb5bbb298874125928470114d009b5f b

M5- MPPE- Recv- Key
0x7cce47eb82f 48d8c0a91089ef 7168a9b45f 3d798448816a3793c5a4df blcf b0e<<<<<<<<<<<<<<<<<PMK

Aut henticator-Field = 0xa523dd9ec2ce93d19f e4f c2e21537a5d

Note: Please remove any virtual LAN (VLAN) tag of the Radius packet capture, otherwise,
radsniff does not recognise the input pcap file. In order to remove any VLAN tag, for
example, editcap can be used.

Tip: Generally, the runtime of radsniff command against a RADIUS pcap file can be


https://www.wireshark.org/docs/man-pages/editcap.html

counted as a scale of seconds. However, if the radsniff is stuck in this state shown in the
log, please cascade this packet capture (A) with another longer packet capture (B) between
the same NAS and Authenticator. Then, run the radsniff command against the cascaded
packet (A+B). The only requirement of packet capture (B) is that you are able to run the
radsniff command against it and see verbose result.

FRLU- M 51X5: pcaps frlu$ radsniff -1 /Users/frlu/Downl oads/radi us_novl an. pcap -s G scol23 -x
Loggi ng all events

Sniffing on (/Users/frlu/Downl oads/ radi us_novl an. pcap)

In this example, the Wireless Lan Controller (WLC) control plane logging (A) that is captured via
WLC packet logging feature, is cascaded with a longer capture from ISE's TCPdump (B). WLC
packet logging is used as an example because it is usually very small in size.

WLC packet logging (A)

- radius_novlan.pcap Pcap M...apture 22 KB Today at 11:56 am

ISE Tcpdump (B)

% radius_eap_decode_Cisco123.pcap Yesterday at 12:04 pm 850KB Pcap N..apture

Merged (A+B)

#e radius_novlan_merged.pcapng Pcapn...Capture 927 KB Today at 12:28 pm

Then run the radsniff against the merged pcap (A+B) and you will be able to see the verbose
output.

FRLU- M 51X5: pcaps frlu$ radsniff -1 /Users/frlu/Downl oads/radi us_novl an_nerged. pcapng -s
<shar ed-secret between NAS and Authenticator> -x

<sni p>

2018-11-16 11:39:01.230000 (24) Access-Accept Id 172
/ User s/ frlul/ Downl oads/ r adi us_novl an_ner ged. pcapng: 10. 66. 79. 42: 32771 <- 10. 66. 79. 36: 1812 +0. 000
+0. 000

<sni p>

Step 2. Extract PMK(s).

Delete of Ox field in each MS-MPPE-Recv-Key from the verbose output and the PMKs that is
needed for the wireless traffic decode is then presented.

MS-MPPE-Recv-Key =
0xddb0b09a7d698051582595005929d02f236799f3e8a87f163c8ca41a066d8b3b

PMWK
ddb0b09a7d698051582595005929d02f 236799f 3e8a87f 163c8ca41a066d8b3b

MS-MPPE-Recv-Key =
0x7cced7eb82f48d8c0a91089ef7168a9b45f3d798448816a3793c5a4dfblcfbOe


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/211342-packet-captures-on-aireos-wlc.html

PMK:
7cced7eb82f 48d8c0a91089ef 7168a9b45f 3d798448816a3793c5a4df blcf bOe

Step 3. Decrypt the OTA Sniffer.

Navigate to Wireshark > Preferences > Protocols > IEEE 802.11. Then tick on Enable
Decryption and click on the Edit button next to Decryption Keys, as shown in the image.
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Next, please select wpa-psk as the Key type, and put the PMKs derived in the Key field, and then
click on OK. After this is completed, the OTA capture should be decrypted and you are able to see
higher layer (3+) information.

a Wireshari - Preferences L] = |

'
i
Tpi-peh SdmOB0S THRAN 1 ST A00 0N 36795 Selad Y18 3c e o4 a00haEb 30
wpa-prk TeoodTeb il A2 0ad itef T SLa R4 1 THL420 60 1 TH I Sa i o




Example of a Decrypted 802.11 Packet

Fille Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @ imBB Re«aTa[F[Hacaan
[ W [wian.add = =04:f1:28:60:69: 11 BIE +] Expression_. | #
o, Tme Source Destnaton Protecol | Length Info
397877 2018-11-16 00:17:08.005884 Cizco ba:3d:ed (B0:a3:8e:b4:3d:ed) (T. HedGloba 6a:60:11 (04:f1:28:68:60:11) (RA) 802.11 45 Request-to-send, Flagss..
397879 2018-11-16 08: 13d: b4:3d:ed) (T. HedGloba Ga:69:11 (B4:f1:28:68:69:11) (RA) 82,11 45 Request-to-send, Flags
397882 2018-11-16 89: s 104.17.57.239 172.16.255.13 TCP 154 88 = 37553 [ACK] Seqe=l Ack=310 Win=65344 Len=@ TS5
397883 2015-11-16 90:17:88.098495 HmdGloba_Ga:f9:11 (@4:f1l:28:6a:69:11). Cisco_bd:3d:ed (@@:ad:Be:bd:id:ed) (RA) 892.11 57 8082.11 Block Ack, Flagss.. RN 4 —
397884 2018-11-16 8@:17:88. 208999 184.17.57.239 172.16.255.13 TCP 162 88 = 37555 [SYN, ACK] qu-B -Ckll Wine65535 Len=d
397886 2018-11-16 80:17:08.899099  172.16.255.13 49.127.66.24 TCP 154 45658 + BO [ACK] Seqe=128 Mkdwn?s Hin=788480 L
TTEET T II- 16 oIS oo g BT IT 7 BUI. 11 BIGLR AER, FTIBgE-...-
J9TEEE 2018-11-16 29:17:08. 099608 172.16.255.13 184.17.57.239 TCP 154 37555 + BO [ACK] Seqe=1 Ack=1 Hm-s?m Len=@ TSwva— |
397889 2018-11-16 80:17:08.099655 Cisco_bd:3d:ed (00:a3:8e:bd:3d:ed) (T- Hndiloba_Ga:69:11 (B4:f1:28:68:69:11) (RA) 882.11 57 B82.11 Block Ack, Flagss.. saal '
397899 2018-11-16 8@:17:88.101762 172.16.255.13 184.17.57.239 HTTR 479 GET /5100264, images/logoq. png?(-ﬁSG}&ﬁ HTTP/1.1
397891 2018-11-16 §0:17:98.101812 Cisce_b4:3d:ed (P0:23:5e:ba:3d:ed) (T. HedGloba_6a:69:11 (@4:f1:28:62:69:11) (RA) 8821.11 57 £82.11 Bleck Ack, Flagse........C —
< »
I Frame 397886: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits)
b Radictap Header w8, Length 423
b 882.11 radio information
b IEEE 882.11 QoS Data, Flags: .p.....TC
I Logieal-Link Comtral
b Internet Protocol Version 4, Sre: 172.16.255.13, Dst: 48.127.56.24
b Transmissicn Control Protecol, Src Port: 45658, Dst Port: 89, Seq: 128, Ack: 4801196, Len: @

B0 82 38 08 6b 02 1c 88 6d 90 30 31 00 0O 00 00 Ok - @81

14 90 9¢ 09 6O 84 49 34 ©0 00 OF 00 B B4 O1 99

9e 89 0b 22 1f 00 86 08 65 00 O3 80 04 0O B0 09 = o
2aza 88 41 38 80 84 f1 28 6a 69 11 a0 N (i

©0 Bc 29 26 59 dd 50 06 00 00 O 54 0 20 Ol 00 )P

00 88 af fa c2 2f 99 d1 14 52 a5 8b 2e 57 27 3a FARNE TR i

d8 54 a5 55 ©@a 12 92 da fc a9 If c2 cB 34 39 ca Tu 43

Sc BB 78 36 57 cd €2 43 59 86 5 92 24 17 do db  \oz6W C 1

42 a2 2e 62 35 c7 36 3b 54 O OB 51 TE 7d 44 &7 B-.bS-6- T---x)0

36c 7o et fd db €7 06 39 11 #1{ 3

If you compare the second result where the PMK is not included, with the first result, where the
PMK is included, packet 397886 is decrypted as 802.11 QoS data.

Example of an Encrypted 802.11 Packet

File Edit View Go Capture Anahyae Statistics Wirﬁﬁs Teels Help

Telephony
dm i@ T RAEB Re=ET 4 S(Eaqaan
[ T, ocd = =04:F1: 25:60:69:11 ) BT -] Expresson
o, Time: Source Destnaton Protecad  Length Info
397861 2018-11-16 ©9:17:98.0898393 Vmware_2B:89:dd HedGloba_Gm:69:11 BO2.11 1438 QoS Data, SN=1ld34, FN=@, Flagse.p..R.F.C
397882 2018-11-16 B@:17:95.898444 Vmware JB:59:dd HedGloba_Ga:69:11 882,11 154 QoS Data, SN=l435, Fhed, Flagse.p....F.C
397883 2018-11-16 BQ:17:08.956495 HedGloba _6a:65:11 (84:1:28:62:69:11)- Cisco_ba:3d:ed (P8:a3:Be:bd:ddies) (RA) 802.11 57 802.11 Block Ack, Flagss........ C
347884 2018-11-16 B8:17:08.858999  \wware 2B:89:dd HedGloba_Ba:é9:11 882.1 o —Sh=t £ —Flogr—pr=—F-
397886 2018-11-16 ©9:17:09.899999 HmdGloba_6a:69:11 VEware 28:89:dd W!.lq 154 QoS Data, SH=181, Fh=8, flags- PTG
397887 2018-11-16 ©@:17:06.899181 Cisco_bd:3d:ed (B0:83:Be:bd:Id:ied) (T. HmdGloba_68:69:11 (04:1:28:68:69:11) (RA) 882,11 ST SO IT BIOCE AT, TISEET: i
397885 2@18-11-16 VO:17:08.999686 HedGloba_6a:59:11 Veware_26:59:dd 02,11 154 Qo5 Data, SN=182, Fh=8, Flags- eneaTC
397869 2018-11-16 PO:17:08.099655 Cisco_bs:3d:ed (DO:ad:Ge:ba:3d:ed) (T- HedGloba_Ga:69:11 (04:f1:28:62:69:11) (RA) 88z.11 57 802.11 Block Ack, Flags=.. .(
397858 2018-11-16 B@:17:08.101762 HedGloba_6a:65:11 Wmware 28:89:dd Bez.11 479 QoS Data, SN=183, FNed, Flas ..... TC
397801 2018-11-16 09:17:08.101812 Cisco _bi:3d:ed (00:ad:Be:bd:3d:ed) (T- HedGloba Ga:69:11 (@4:f1:28:6a:60:11) (RA4) Be2.11 §7 BR2.11 Block Ack, Flagss........C
397892 2018-11-16 B@:17:98.185958 \Wwware 2B:89:dd HedGloba_G8:69:11 BE2.11 505 QoS Dats, SN=1437, Fh=8, Flagie.p....F.C
397854 2818-11-16 99:17:05 1BG5F Vewace J8:89:dd HedGloba_fa:69:11 E82.11 154 Qo5 Data, SM-1438, FN-9, Flags-.p....F.C
< *
I Frame 3978B6: 154 bytes on wire (1232 bits), 154 bytes captured (1232 Hits)
I Radictap Header w8, Length 43
b 882.11 radio information
b IEEE 892.11 QoS Dats, Flags: .p.....TC
b Data (68 bytes)

20 B0 39 20 &b 03 1c @0 Ed
14 B2 9¢ 99 B2 B4 d9 a3 B9
9= 89 b 22 1f @@ 26 8@ B
85 a1 30 o0

@@ Bc 29 25 89 dd
o9 208 af f4 c2 2f
d8 54 a5 55 @8 12
%c BB Ta 36 57 od
42 a2 2e 62 35 <7
23 Be 7b 6 fd db

882
FERE
2EBE

4

58 86
90 di
92 da
el 43
36 9b
&7 a6

B0 8@ cb B84
14 52 as 80
fe a9 1f «2
BS 85 5 92
54 do 88 91
35 11

Caution: You may encounter issue with Wireshark on decryption, and in that case, even if
the right PMK is provided, (or if PSK is used, both SSID and PSK are provided),
Wireshark does not decrypt the OTA capture. The workaround is to turn Wireshark off and
on a few times until higher layer information can be obtained and 802.11 packets are no
longer shown as QoS data, or to use another PC/Mac where Wireshark is installed.




Tip: A C++ code called pmkXtract is attached in the first post in Related Information.
Attempts to compiled were successfully and an executable file is obtained, but the
executable program does not seem to perform the decryption properly for some uknown
reasons. In addition, a Python script that attempts to extract PMK is posted in the comment
area on the first post, which can be further explored if readers are interested.

Related Information

. Tweaking EAP’s weak link — sucking WiFi PMKs out of RADIUS with pmkXtract

. How to Decode Radius MS-MPPE-Recv-Key

. Technical Support & Documentation - Cisco Systems



https://wirewatcher.wordpress.com/2011/01/23/tweaking-eaps-weak-link-sucking-wifi-pmks-out-of-radius-with-pmkxtract/
https://ask.wireshark.org/question/4050/how-to-decode-radius-ms-mppe-recv-key/
https://www.cisco.com/c/en/us/support/index.html
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