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| ntr oduction

This document describes the procedure to configure an AireOS WL C in order to authenticate clientswith a
LDAP Server asthe users database.

Prerequisites

Requirements

Cisco recommends knowledge of these topics:

* Microsoft Windows Servers
* Active Directory

Components Used

The information in this document is based on these software versions:

e Cisco WLC Software 8.2.110.0
* Microsoft Windows Server 2012 R2

The information in this document was created from the devices in a specific lab environment. All of the



devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Technical Background

» LDAPIisaprotocol used to access directory servers.

* Directory servers are hierarchical, object oriented databases.

» Objects are organized in containers such as Organizational Units (OU), Groups, or default Microsoft
Containers as CN=Users.

» Themost difficult part of this setup is to configure the LDAP server parameters correctly on the
WLC.

For more detailed information about these concepts, refer to the Introduction section of How to configure
Wireless LAN Controller (WLC) for Lightweight Directory Access Protocol (LDAP) authentication.

Frequently Asked Questions

* What username must be used to bind with the LDAP Server?

There are two ways to bind against an LDAP Server, Anonymous or Authenticated (refer to in order to
understand the difference between both methods).

This bind username needs to have Administrator privileges to be able to query for other
usernames/passwords.

* If authenticated: is the bind username inside the same container than all users?
No: use the whole path. For example:
CN=Administrator,CN=Domain Admins,CN=User s,DC=labm,DC=cisco,DC=com
Y es: use the username only. For example:
Administrator

* What if there are users are in different containers? Do all involved wireless LDAP users need to bein
the same container?

No, abase DN that includes all the containers needed can be specified.
» What attributes must the WL C look for?

The WLC matches the User Attribute and Object Type specified.

% Note: SAMAccountName is case sensitive but person is not. Therefore,
SAM AccountName=RICARDO and sAM AccountName=r icar do are the same and works whereas
samaccountname=RICARDO and samaccountname=ricar do does not.

» Which Extensible Authentication Protocol (EAP) methods can be used?


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687

EAP-FAST, PEAP-GTC and EAP-TLS only. Android, iOS and MacOS default supplicants work with
Protected Extensible Authentication Protocol (PEAP).

For Windows, Anyconnect Network Access Manager (NAM) or the default Windows supplicant with
Cisco:PEAP must be used on supported wireless adapters as shown in the image.



Local-EAP Wireless Metwork Properties

[ Connection | Security |

Security type: | WPAZ-Enterprise -
Encryption type: | AES - |

' Choose a network authentication method:

| o Cancel |

%‘ Note: The Cisco EAP Plug-ins for Windows include a version of Open Secure Socket Layer
(OpenSSL 0.9.8K) that is affected by Cisco bug ID CSCva09670, Cisco does not plan to issue any



https://software.cisco.com/download/home/286275122/type/286275013/release/1.0.0.0
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva09670/?reffering_site=dumpcr

% more releases of the EAP Plug-ins for Windows, and recommends that customers instead use the
AnyConnect Secure Mobility Client.

* Why can the WLC not find users?

Usersinside a Group cannot be authenticated. They need to be inside a Default Container (CN) or an
Organizational Unit (OU) as shown in the image.

'

MNarne Type Description
& SofialabGroup will not work
B8 SofialabOu Organizational Unit
Ml Users Container Default container for upgr...
Configure

There are different scenarios in which an LDAP server can be employed, either with 802.1x authentication
or Web authentication.

For this procedure, only users inside the OU=SofialLabOU must be authenticated.

In order to learn how to use the Label Distribution Protocol (LDP) tool, configure and troubleshoot LDAP,
refer to the WL C L DAP Configuration Guide.

Create WLAN That ReliesOn LDAP Server To Authenticate Users Through 802.1x

Network Diagram

In this scenario, WLAN LDAP-dot1x uses an LDAP Server to authenticate the users with the use of 802.1x.


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html
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Step 1. Create auser User 1 in the LDAP Server member of the Sofial.abOU and Sofial abGroup.

= Server Manager |- o S

Active Directory Damains and Trusts
Agtive Directary Lightmeight Directony Sendoes Setup Wizard

WELCOME TO SERVER MANAGER

Lo<al Server Active Dinectory Module for Wirdows: PowerShell
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Create User: SofiaLab User1 Test User [Tases | [secons =
RECONT Account DEE
Organizaticn
= First name: Sofalab Userl Brcount expires: ) Never
Member Of Middle initists v of
Password Seffings | Last mame: Test User
Full name: Sofialab Usert Test User Password options: -
Profile T — = = ® Uper must change passward at next log oa
Polic - 5 i O Other passward options
r W ooy M= W= =
Silo
Fasswoedt
Confirmn pateword . .
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8 Guesss »
: W LentandFound L1 IHx)
[ Maraged Service Acco +
I NTDS Quotas L
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Create User: SofiaLab User1 Test User

TASKS ¥ SECTIONS

Aceount Account ¥) ()
Qrganization
LH First rame: Sofialab Userl Account expies: @ Never
Member Of Midghe indtisls: J Endof
Pasoword Settings | Lt name: Test User . ) ) .
Full name: % Sofialab User] Test User aszword options:
Profile P [ ° =] ® User must changs passward at nest log on
Poli e ! ' Dther password options
= User Samteeourthilame lo.. laben V| Userl Smart card is nequired fo
Silo
Paszword:
Conthren P J c ot C g
pes Encryption aptices: -
Create in: QU =Safisl sbOU,DC = lsbm DC = cisea,DC=com Changs.
Other aptions: s
[T Protect from accidental deletion
Log on howrs. Log onta..
QOrganization ) G
viember Of || ARy
| [ Ctfect Ty |
| [Ctocators..
S ———— T
This object will be added to the default Actve Directory gro
Advoneed... 0K Cancel
Directly Associated Password Sattings i DX (&

Name Precedence

Step 2. Create an EAP Profile at the WL C with the desired EAP method (use PEAP).

ol |. \ 'I" Save Configuration  PFing Logout Refred
CISCO MONITOR ~ WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security A Local EAP Profiles Mew.. Apply
~ AAA
General Profile Name LEAP EAP-FAST EAP-TLS PEAP
» RADIUS
Authentication I Local-Ean-pEAR ] ] ] -]
Accounting N _
- Local-EAP-LEAD O O O [+]
DMNS
» TACACS+
LDAPR
Local Met Users
ST LEAP | Server Nothing | €lient Username & Password
isabled Clients .
User Login Policies EAP-FAST | Server PAK | €lient Username & Password
';“’ F’""'Cr"despul__ EAP-TLS | Server Certificate | Client Certificate
'AS5WVO 1ces . . .
PEAP | Server Certificate | Client Username & Password
« Local EAP
General

EAF-FAST Parametars
Authentication Priority

Step 3. Bind the WL C with the LDAP Server.

p Tip: If the bind Usernameis not in the User Base DN, you have to write the entire path to the Admin
user as shown in the image. Otherwise, you can simply enter Administrator.



Save Configuration  Ding  Logout Ref

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

Security LDAP Servers > New < Back Apply
v AAA .
ol Server Index (Pricrity) =
* RADIUS Server [P Address 10.88.173.121
Authentication
i Pert Number
;'H":“k simple Bind | Authenticated |
» TACACS+ Bind Username ICH-l\.dminislramr,CN-Users,Dc-Inbm.Dcil Admin privilege s required
DAP
tm‘ﬂ Nt Users Bind Password |sssssnss |
MAC Filtaring Canfirm Bind Password [ |
Disabled Clients wh " to look f 3
B User Ease ON Loy e D ] MET € AT WE EOINE TO 100K TOF USErs:
AP Palici
e User Attribute [Eiticcounttiams ] what Attribute are we looking for?
» Local EAP Usar Object Type [l‘vrson ]
} Priority Order Sacura Moda{via TLE) Disabled
b Certificate Barver Timiout 2] seconds
Access Control Enable Server Status Enabled v - - ~
¥ Lists Message from webpage g
Wireless Protection
Palicies - . .
| . Waming: LDAP can only be used with EAP-FAST, PEAP-GTC and
* Web Auth B £4P-TLS methods
TrustSec SXP

Local Policies
b Advanced [ aK ] [ Cancel I

Step 4. Set the Authentication Order to be set to Internal Users + LDAP or LDAP only.

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Security » Priority Order > Local-Auth

- AAA
General User Credentials
» RADIUS
Authentication

Accounting Mot Used Order Used For Authentication
Fallback

TACACS+
o

Local Met Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

« Local EAP

General
Profiles

Step 5. Create the LDAP-dot1x WLAN.



cisco MONITOR.  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEEDBACK
WLANs WLANs
* WLANs Current Filter: None [Change Filter] [Clear Filter] IC’““ New VI Go I
WLANs
b Advanced

[] weran 1D Type Profile Name WLAN SSID Admin Status Security Policies

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-dot1x’
+ WLANS - .
— General [||Seeurlty [ Qos | Policy-Mapping | Advanced ]

b Advanced
Profile Name LDAP-dot1x
Type WLAN
SSID LDAP-dotlx
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy v
Interface/Interface Group(G)
Multicast Vlan Feature | Enabled
Broadcast SSID #| Enabled

NAS-ID none

Step 6. Set the L2 security method to WPA2 + 802.1x and set L 3 security to none.



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGE

WLANs WLANSs > Edit 'LDAP-dot1x'

e ot [ ] aus | roerrasonn | s
» Advanced ' Layer3 | AAA Servers |

Layer 2 Security 8 | WPA+WPA2

MAC Filteringz | |
Fast Transition
Fast Transition [_]
Protected Management Frame

PMF Disabled

WPA+WPA2 Parameters

WPA Palicy ]

WPA2 Encryption AES L] Tkie
Authentication Key Management

802.1X Enable

CCKM [J Enable

FEK L] enable

FT 802.1X (] Ensble

FT PSK (] Enable

ﬁﬂ.ﬁ. gtk-randomize State

Step 7. Enable local EAP Authentication and ensure Authentication Servers and Accounting Servers options
are disabled and LDAP is enabled.



CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'LDAP-dot1x'
T | General || Security | QoS | Policy-Mapping | Advanced
» Advanced | Layer 2 | Layer 3 I AAA Servers I

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [] enabled

Authentication Servers Accounting Servers EAP Parameters

[] Enabled (] Enabled Enable O

Server 1 Ul (v
Server 2 W b
Server 3 w (v
Server 4 W L
Server 5 W b
Server 6 w W
Radius Server Accounting
Interim Update O
LDAP Servers
Server 1 | IP:10.88.173.121, Port:389 W
Server 2 | Mone hd
Server 3 | Mone VI
Local EAP Authentication
Local EAP Authentication  |+| Enabled
EAP Profile Name IW
Authentication priority order for web-auth user
Not Used Order Used For Authentication
LOCAL
r <] Loap

All other settings can be left at defaults.

% Notes:

Use the LDP tool to confirm the configuration parameters.

The Search Base cannot be a Group (such as Sofial abGroup).

PEAP-GTC or Cisco:PEAP have to be used instead of Microsoft:PEAP at the supplicant if itisa
Windows Machine. Microsoft:PEAP works by default with MacOS/iOS/Android.

Create WL AN that Relieson LDAP Server to Authenticate Usersthrough Internal
WL C Web Portal

Network Diagram

In this scenario, WLAN LDAP-Web uses an LDAP server to authenticate the users with the internal WLC
Web Portal.
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Ensure Steps 1. through Steps 4. have been taken from the previous example. From there, the WLAN
configuration is set differently.

Step 1. Create auser User1in the LDAP Server member of the OU Sofial abOU and the Group
Sofial abGroup.

Step 2. Create an EAP Profile at the WLC with the desired EAP method (use PEAP).
Step 3. Bind the WL C with the LDAP Server.
Step 4. Set the Authentication Order to be set to Internal Users + LDAP.

Step 5. Create the LDAP-Web WLAN as shown in the images.

CISCO MONITOR. WLANs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs
+ WLANs Current Filter: None [Change Filter] [Clear Filter] Create New v| l'co

» Advanced
[[] wWLAN ID Type Profile Name WLAN SSID Admin Status Security Policies



CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'LDAP-Web*
'% General T Security T Qos T Policy-Mapping T Advanced ‘|
5
b} Advanced .
Profile Mame |LDAP-Web |
Type WLAM
55ID LDAP-Web |

Status ¥ Enabled

Security Policies [wpraAz2][Auth{802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All v
Interface/Interface Group(G)
Multicast Wlan Feature || Enabled
Broadcast SSID #| Enabled
NAS-ID [none

Step 6. Set L2 Security to none and L3 Security to Web Policy — Authenticationas shown in the images.

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'LDAP-Web'
= ‘TMLLAA:S ' General xl Security | QoS T Policy-Mapping T Advanced ‘|

5
b Advanced Layer 2 [ Layer 3 T AAA Servers \|

Layer 2 Security & INone i |
MAC Filtering2 ||

Fast Transition

Fast Transition |_J




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'LDAP-Web'

> “:‘MLLAA:S | General I Security l Qos T Policy-Mapping T Advanced ‘|
s

b Advanced | Layer 2 ‘I Layer 3 | AAA Servers ‘|

Layer 3 Security 1 web Palicy ¥
'®' suthentication

"' Passthrough

"' Conditional Web Redirect
- Splash Page Web Redirect

' On MAC Filter failurel@

Preauthentication ACL 1Pv4 1PVE WebAuth FlexAcl

Sleeping Client || Enable

over-ride Global Config22 ¥ Enable

Web Auth type | Internal A

Step 7. Set the Authentication priority order for web-auth to use LDAP and ensure Authentication Servers
and Accounting Servers options are disabled.



CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'LDAP-Web'
= WL::S | General I Security l QoS | Policy-Mapping | Advanced |
» Advanced | Layer 2 | Layer 3 I AAA Servers I

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

I RADIUS Server Overwrite interface Enabled I
_ —

Authentication Servers Accounting Servers
iz
Server 1 | Mone ¥ || None r
Server 2 | None ¥ ||MNone r
Server 3 | Mone ¥ || None r
Server 4 | Mone ¥ || None r
Server 5 | None ¥ ||Mone r
Server 6 | Mone ¥ || None r

RADIUS Server Accounting

Interim Update

LDAP Servers

I Server 1 IP:LD.83.1?3.EL port:389 7 |

Server 2 | Mone v
Server 3 | MNone ¥

Local EAP Authentication

Local EAP Authentication Enabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication
RADIUS > LA P Up
LOCAL
< Down

All other settings can be left at defaults.

Use LDP Tool to Configure and Troubleshoot LDAP

Step 1. Open the LDP tool either at the LDAP server or at a host with connectivity (Port TCP 389 must be
allowed to the server).

Server Manager

oy -

This PC Task Manager




Step 2. Navigate to Connection > Bind, log in with an Admin user and select Bind with credentialsradio
button.

|Jser: Administrator

Browse View 0
Password: sessnne
Domain:
Bind type
Sessiie (") Bind as currently logged on user
Mew Ctrl+M (®) Bind with credentials
(_) Simple bind

save () Advanced (DIGEST)
Save Ag
[#] Encrypt traffic after bind

Step 3. Navigate to View > Tree and select OK in the base DN.

Connection  Browsell View N Options  Utilities  Help
Tree Ctrl+T

Enterprise Configuration

Status Bar

Set Font...

Step 4. Expand the tree to view the structure and look for the Search Base DN. Consider that it can be any
container type except Groups. It can be the whole domain, a specific OU or aCN like CN=Users.



52 Idap://W|
Connection Browse View Options Utilities Help

=R DC=labm,DC=cisco,DC=com
CMN=Builtin,DC=labm,DC=cisco,DC=com
CMN=Ceomputers, DC=labm,DC=cisco,DC=com

ClU=Daomain Controllers, DC=labm, DC=cisco,DC=com
OU=Employees,DC=labm,DC=cisco,DC=com
CMN=ForeignSecurtyPrincipals,DC=labm,DC=cisco,DC=com
OU=Guests, DC=labm,DC=cisco,DC=com

CMN=Infrastructure, DC=labm, DC=cisco,DC=com
CMN=LostAndFound, DC=labm,DC=cisco,DC=com
CMN=Managed Service Accounts, DC=labm,DC=cisco,DC=com
CM=NTDS Cuotas,DC=labm, DC=cisco,DC=com

. CN=Program Data,DC=labm DC=cisco,DC=com

- CMN=50cfialabGroup, DC=labm,DC=cisco, M =com
- OU=5cfialabOlU DC=labm, DC=cisco,DC=com

Step 5. Expand the SofialabOU in order to see which users are inside of it. There isthe Userl that was
created before.



Connection Browse View Options Utilities Help
B- DC' labm,DC=cisco,DC=com Expanding base ‘0OU=SofialabOU,DC=labm, DCxcisco,DC=con... ~
L = = Getting 1 enfries:
| CH=Builtin DC=labm,DC=cisco,DC=com Dn: OU=SofiaLabOu,0C=labm, DC=cisco,0C=com
- CH=Computers DC=labm DC=cisco, DC=com distinguishediame: OU=SofialabOU, DC=labm,DC=cisco,DC=com;
- OU=Domain Controllers, DC=labm,DC=cisco,DC=com dSCorePropagationData (2): &/10/2016 4:22-33 PM Central Daylght Time (Mexico); 0x0 = { J;
- OU=Employees,DC=labm,DC= cisco,BC=com i‘"’"?:f’::%; =(WRITE };
| ) I ) name: 260U,
i CN:Ful:lgnSecunty?nn:lpa}s,l}C:labm,UC:clsco,DC:cum objeciCategary: CN=Crganizational-UnZ,CHeSchema,CNeC: o, DCelabm DCsciaca, DCscom;
0OU=Guests DC=labm,DC=cisco,DC=com objectClass (2): top; organizationalnit;
\ CH=Infrastructure,DC = labm,DC=cisco, DC=com objeciGUD: 42093990-180c-4110-8583-066ba936261;
... CN=LostAndFound,DC=labm,DC=cisco,0C=com Mmi:;ﬁa.z‘::sn?
CH=Managed Service Accounts,DC= labm,DC=cisco,DC=com USNCreated: 45118;
- CN=NTDS Quotas,DC=labm,DC=cisco,DC=com whenChanged; 810/2016 4:22-30 Pt Central Daylight Time (Mexico);
" CH=Program Data,DC=labm,DC=cisco,DC=com whenCreated: &10/2016 4:22:29 PM Central Dayifight Time (Mexico);
_ CN=5ofialabGroup, DC=labm. DC=cisco, DC=com
=1- OU=SofialabQU, DC=labm, DC=cisco,DC=com Expanding base ‘CH=SofiaLab User! Test Uger,Ol=Sofialab0U, DC=labm DC=cisco, DC=com’ .
i b o b b Getting 1 entries:
T T On: Ch-Sofiab Usert et Use[DU-SOrALSHOU DC=bm IC-ee0,0C=50r]
i B B = = i Sofialab User! Test User;
- CN=TPM Devices,DC=labm,DC=cisco,0C=com oinpage g e
L. CH=Users,DC=labm, DC=cisco,DC=com countryCode: 0;
displayName: Sofialab User! Test User;
distinguishedtame: CN=Sofialab User! Test User,OU=SofialabOU, OC=labm DC=cigco,DC=com;
givaumu' Sofialab Userd;
falab Us ser,
H=Schema,CH=Configuration, DC=labm DC=cisco,DC=com
] 3 .. . person, organizationalPersan; user,;
ni)ﬁdGUD ad80685a-a720-41af-a321-a02527984cc1;
oigtﬂsﬂ 5-1- 5—21 25943@1?-5477014%2145555440 1122,
ROUP_RID_USERS )
88 = ( NORMAL_USER_ACCOUNT ); =
sn; Test User;
<] " S v
||Ready NUM

Step 6. Everything needed to configure LDAP.

Configuration  DBing  Logout Refn

CONTROLLER RITY MANAGEMENT COMMANDS HELP
Security LDAP Servers > New <Back | Apply |
- 'ﬁ::‘em Server Index (Fricrity) -
» RADIUS Sarver 1P Address [10.88.173.121
Authentication
e Port Number 3
oA simgle gind oreees ]
» TACACS+ Bind Usermame CH =Administrater,CN= Users,DC= labm, DC: Admin privileges required
LDAR
Local Nat Users Bind Password |
MAC Filtaring Confirm Bind Password . ]
Disabled Cliants & >
User Login Polces Usar Base o1 ooy ] Where are we going to look for users?
AP Palici s i
Pasmeord Polcie ser Acribute What Attribute are we looking for?
» Local EAP Usar Object Typa Parson
b Priority Order Sacurs Moda{via TLS) Disablad
b Certificate Server Timsout [2] seconas
Access Control Enable Server Status r
¥ Lists Mezsage from webpage
Wireless Protection
Policies
. Warning: LDAP can only be used with EAP-FAST, PEAP-GTC and
» Web Auth " EAP-TLS methods
TrustSec SXP
Local Policies
b Advanced [ QK ] [ Cancel I

Step 7. Groups like SofialabGroup cannot be used as a search DN. Expand the group and look for the users
inside it, where the Userl previously created must beas shown.



@ ~  Active Directory Administrative Center * labm (local) *

B Active Directory... ¢ labm (iscal) (15) Tosks
= | = Fuiter =1 = v (H W
T Overview A S r s =
y Hame - Type SofialabGroup [Tasws = | [secons =
laben (Jocal) »
SofialabOl M Buitin buittinDomain Group Groun NRE
Users : Lomputers Container Mansged By ~ — s
C 4 . iSroup name: afalabiiroup =Mt
B Dynamic dccess Contral ¥ S e Organizationsl Unit Member Of
L Group [SamAccounth SafaLabi: Descriptio
) B Employees Organizational Unit S i SERpton
W Authertication 3 Members Group type: Geoup sEope:
o M FforeignSecunnyPringipals  Containgr @ Securty =2 . L]
Global Search " ; a :
B cuem Crganizaticnal Unit Rashwced smrens Distribution ® Giobal Notes: L
O rafastructure infrastructurelpdate Extensions Universal
B LostindF - [ Protect from accidental deletion
LosthndFound ctirdFaund
M Marsged Service Accounts  Comtainer F) () [
B WTOS Quotes s D5-ChaotaComtpirser
M Program Data Container B
)3 [~
BB SofialsbOl Crganizstionsd Unit
. Sytem Containgr X 3
B TPM Devices msTRM-InformstionObjectsC| B Add_
W Users Container Hame Active Direct Folder ——
Remene
Sofislab User] Test User  Lsbm-SofialsbOU-Sofialab Userl Test User
SofialabGroup
E-mail: 2 More Infgemation =
Managed by

Userl was there but LDP was not able to find it. It means the WLC is not able to do it aswell and which is
why Groups are not supported as a Search Base DN.

Verify

Use this section to confirm that your configuration works properly.
(cisco-controller) >show ldap summary

Idx Server Address Port Enabled Secure

1 10.88.173.121 389 Yes No

(cisco-controller) >show ldap 1

AdAreSS . ittt i it it et et et e e 10.88.173.121
0 Y 389

Server State........iiiiiiiiii it i e e e e Enabled

USer DN. ittt ittt ittt te st s tassnnnareanennens OU=SofialLabOU,DC=1abm,DC=cisco,DC=com

User Attribute........ ittt it sAMAccountName

USser Type. . it ii ittt sa e aasnsasannnsnnnsnn Person

Retransmit Timeout........cciiiiiinniiinnnnnnnn. 2 seconds

Secure (Via TLS) it ittt ittt ei et saran e nnnan Disabled

Bind Method ........ ..t Authenticated

Bind Username. .......couiiiiiirinnennrenrennennnns CN=Administrator,CN=Domain Admins,CN=Users,DC=1abm,DC

Troubleshoot



This section provides information you can use to troubleshoot your configuration.

(cisco-controller) >debug client <MAC Address>
(cisco-controller) >debug aaa Tdap enable

(cisco-controller) >show ldap statistics

Server IndeX....u.uiioiin i iieii it iei ettt 1
Server statistics:

Initialized OK. ... ..ottt i it e enean 0
Initialization failed.......... ... ... 0
Initialization retries.........ccciiiiiinnnnnnn. 0
Closed OK. . i ittt i it ittt e et eneas 0
Request statistics:

Received. ... .o i i i e e e e 0
101 2 0
] 0
YU of =13 0
Authentication failed............ ... ... ... ... 0
Server not found.......... .t 0
No received attributes........... .. i, 0
NO passed USername. ......o.eeeeeennnnnnnnnnnnnnnn 0
Not connected to server.........ccuuiiiennnnnnn. 0
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