Configure 802.1X Authentication with PEAP, | SE
2.1 and WLC 8.3
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| ntroduction

This document describes how to set up aWireless Local Area Network (WLAN) with 802.1x security and
Virtual Local Area Network (VLAN) override.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

e 802.1x

* Protected Extensible Authentication Protocol (PEAP)
* Certification Authority (CA)

» Certificates

Components Used



The information in this document is based on these software and hardware versions:
« WLCv8.3.102.0
* ldentity Service Engine (ISE) v2.1
* Windows 10 Laptop
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

When you set up aWLAN with 802.1x security and VLAN, you can override with Protected Extensible
Authentication Protocol as Extensible Authentication Protocol (EAP).

Configure

Network Diagram

ISE v2.1

WLC v8.3

Configuration

The general steps are:

1. Declare RADIUS Server on WL C and vice versato allow communication with each other.



2. Create the Service Set Identifier (SSID) in the WLC.
3. Create the authentication rule on I SE.

4. Create the authorization profile on ISE.

5. Create the authorization rule on | SE.

6. Configure the endpoint.

Declare RADIUS Server on WLC

In order to allow communication between RADIUS server and WLC, you need to register RADIUS server
on WLC and vice versa.

GUI:

Step 1. Open the GUI of the WLC and navigate to SECURITY > RADIUS > Authentication > New as
shown in the image.
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Step 2. Enter the RADIUS server information as shown in the image.
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CLI:

> config radius auth add <index> <a.b.c.d> 1812 ascii <shared-key>
> config radius auth disable <index>
> config radius auth retransmit-timeout <index> <timeout-seconds>



> config radius auth enable <index>

<a.b.c.d> corresponds to the RADIUS server.
Create SSID

GUI:

Step 1. Open the GUI of the WL C and navigate to WL ANs > Create New > Go as shown in the image.
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Step 2. Choose a name for the SSID and profile, then click Apply as shown in the image.
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CLI:

> config wlan create <id> <profile-name> <ssid-name>

Step 3. Assign the RADIUS server to the WLAN.

CLI:

> config wlan radius_server auth add <wlan-id> <radius-index>

GUI:

Navigate to Security > AAA Servers and choose the desired RADIUS server, then hit Apply as shown in
the image.



WLANS > Edit ‘ise-prof'
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Step 4. Enable Allow AAA Override and optionally increase the session timeout

CLlI:

> config wlan aaa-override enable <wlan-id>
> config wlan session-timeout <wlan-id> <session-timeout-seconds>

GUI:

Navigateto WLANs>WLAN ID > Advanced and enable Allow AAA Override. Optionally specify the

Session Timeout as shown in the image.
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Step 5. Enable the WLAN.

CLI:

> config wlan enable <wlan-id>

GUI:

Navigateto WLANs>WLAN ID > General and enable the SSID as shown in the image.




WLANS > Edit ‘ise-prof = Back
Security | QoS | Policy-Mapping | Advanced |

Profile Marne ise-prof
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Declare WLC on I SE

Step 1. Open I SE console and navigate to Administration > Networ k Resour ces > Networ k Devices >
Add as shown in the image.
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Step 2. Enter the values.

Optionally, it can be a specified Model name, software version, description and assign Network Device
groups based on device types, location or WLCs.

ab.c.d correspond to the WL C interface that sends the authentication requested. By default, it isthe
management interface as shown in the image.
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For more information about Network Device Groups:

I|SE - Network Device Groups



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html#reference_2424A156765D42E98207B93A0E0F0CB3

Create New User on | SE

Step 1. Navigate to Administration > I dentity Management > | dentities > Users > Add as shown in the
image.
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In this example, this user belongsto agroup called ALL_ACCOUNTS, but it can be adjusted as needed, as
shown in the image.

Step 2. Enter the information.



Metwork Access Users List = Mew Metwork Access User
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#ID238

2. Bypass the validation of the RADIUS server, and trust any RADIUS server used to perform the
authentication (not recommended, as it can become a security iSsue).

The configuration for these options are explained on End device configuration - Create the WLAN Profile -
Step 7.

End Device Configuration - Install | SE Self-Signed Certificate

Step 1. Export self-signed certificate.
Log in to ISE and navigate to Administration > System > Certificates > System Certificates.

Then choose the certificate used for EAP Authentication and click Export as shown in the image.
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Save the certificate in the needed location. That certificate must be installed on the windows machine as
shown in the image.

Export Certificate 'EAP-SelfSignedCertificate#EAP-SelfSignedCertificate#00001' o
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Step 2. Install the certificate in the windows machine.

Copy the certificate exported from | SE into the windows machine, change the extension of the file from
.pemto .crt, and after that double click in order to install it as shown in the image.
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Step 3. Select install it in Local Machine and click Next as shown in the image.
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Step 4. Select Place all certificatesin this store, then browse and select Trusted Root Certification
Authorities. After that, click Next as shown in the image.
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Step 5. Then, click Finish as shown in the image.
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Step 6. Confirm the installation of the certificate. Click Y es as shown in the image.
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Step 7. Findly, click OK as shown in the image.



Certificate Import Wizard b
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End Device Configuration - Createthe WLAN Profile

Step 1. Right click on Start icon and select Control Panel as shown in theimage.
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Step 3. Select Manually connect to a wireless network, and click Next as shown in the image.
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Step 4. Enter the information with the name of the SSID and security type WPA2-Enterprise and click
Next as shown in the image.
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Step 5. Select Change connection settings in order to customize the configuration of the WLAN profile as
shown in the image.
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Step 6. Navigate to Security tab and click Settings as shown in the image.
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Step 7. Select if RADIUS server isvalidated or not.




If yes, enable Verify the server identity by validating the certificate and from Trusted Root
Certification Authorities: list select the self-signed certificate of | SE.

After that select Configure and disable Automatically use my Windows logon name and password...,
then click OK as shown in the images.



Frotected EAF Fropertie

When connecting;

| Verify the server's identity by validating the certificate

|| connect to these servers (examples:srvl;srv; . ¥\ .srv3.com):

Trusted Root Certification Authorities:

[ smieei s A
R R A I N

I:li. Coent i

EAP-SelfSiqnedCertificate

e T Rt TR S e I Sl

Dt 1.l -.‘-I'.'—-I'I--:-_ -_I |-..:. =1 n.l.-.-..:\.-.' "'\-I-_'\""é-i' T" -'. {' --.- Ir
DEﬂ . - .-"\-..l - - '-.':::--.'b{. g .:'..I'.'n'
I = e e ™o o
L4 >
Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) : Configure...

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobinding TLY
[ | Enable Identity Privacy

0K Cancel




Once back to Security tab, select Advanced settings, specify authentication mode as User authentication,
and save the credentials that were configured on ISE in order to authenticate the user as shown in the
images.
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Windows Security
Save credentials

Sanng your credentials allows your computter 1o connect 1o the network
when you'ne not logged on (for example, 1o download updates).

LsErt

EEREEERES

Ok Cancel

Verify

Use this section in order to confirm that your configuration works properly.
The authentication flow can be verified from WLC or from | SE perspective.
Authentication Processon WLC

Run the next commands in order to monitor the authentication process for a specific user:

> debug client <mac-add-client>
> debug dotlx event enable
> debug dotlx aaa enable

Example of a successful authentication (some output has been omitted):

<#froot>
*apfMsConnTask_1: Nov 24 04:30:44.317:
e4: b3:18: 7c: 30: 58 Processing assoc-req station: e4:b3:18: 7c: 30: 58 AP: 00: ¢8: 8b: 26: 2c: d0- 00

thread:1a5cc288

*apfMsConnTask_1: Nov 24 04:30:44.317: e4:b3:18:7c:30:58 Reassociation received from mobile on BSSID 00
*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c:30:58 Applying Interface(management) policy on Mobil
*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c:30:58 Applying site-specific Local Bridging override
*apfMsConnTask_1: Nov 24 04:30:44.318: e4:b3:18:7c:30:58 Applying Local Bridging Interface Policy for s



Nov 24 04:30:
Nov 24 04:30:

44.
44.

318:
318:

*apfMsConnTask_1:
*apfMsConnTask_1:

e4: b3:18: 7c: 30: 58 Recei ved 802. 11i 802.

11w Capable

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

24
24
24
24
24
24

04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:

44.
44.
44.
44.
44.
44.

318:
319:
319:
319:
319:
319:

Nov
Nov
Nov
Nov
Nov
Nov

e4: b3:18: 7c:30: 58 0.0.

*apfMsConnTask_1: Nov 24 04:30:44.319:

e4: b3:18: 7c:30: 58 0.0.

24
24
24
24
24

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:
*spamApTask2: Nov
*spamApTask2: Nov
*spamApTask2: Nov

04:
04:
04:
04:
04:

30:
30:
30:
30:
30:

44.
44.
44.
44.

319:
319:
319:
319:
44 .319:
Nov 24 04:30:44.319:
Nov 24 04:30:44.320:
24 04:30:44.323:
24 04:30:44.325:
24 04:30:44.325:

e4:
e4:
e4:
e4:
e4:
e4:
e4:

Nov
Nov
Nov
Nov
Nov

b3:
b3:
b3:
b3:
b3:
b3:
b3:
€4:b3:18:7c:30:58 Successful transmission of LWAPP Add-Mobile to AP
e4:b3:18:7c:30:58 Received ADD_MOBILE ack - Initiating 1x to STA e4:
e4:b3:18:7c:30:58

18:
18:
18:
18:
18:
18:
18:

7c:
7c:
7c:
7c:
7c:
7c:
7c:

30:
30:
30:
30:
30:
30:
30:

58
58
58
58
58
58
58

e4:b3:18:7c:30:58 RSN Capabilities:
e4:b3:18:7c:30:58 Marking Mobile as non-

1X key nanagenent suite

(16

0.0 START (0) Change state to AUTHCHECK (2)

0.0 AUTHCHECK (2) Change state to 8021X REQ (3)

60

enabl i ng dot 1x Aut hentication

e4:b3:18:7c:30:58 Received RSN IE with 1 PMKIDs from mobile e4:b
Received PMKID:
e4:b3:18:7c:30:58 Searching for PMKID in MSCB PMKID cache for mo
e4:b3:18:7c:30:58 No valid PMKID found in the MSCB PMKID cache f
e4:b3:18:7c:30:58 0.0.0.0 START (0) Initializing policy

| ast state START (0)

| ast state AUTHCHECK (2)

0.0.0.0 8021X_REQD (3) Plumbed mobile LWAPP ru
apfMsAssoStatelnc

apfPemAddUser2 (apf_policy.c:437) Changing sta
apfPemAddUser2:session timeout forstation e4:b
Stopping deletion of Mobile Station: (callerId

Func: apfPemAddUser2, Ms Timeout =

0, Session

Sending Assoc Response to station on BSSID 00:

Sent dotlx auth initiate nmessage for nobile e4:b3:18: 7c: 30: 58

24
24
24
24
24
24
24

*Dotlx_NW_MsgTask_0:
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04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,

380:
380:
380:
380:
380:
380:
380:
386:
387:
387:
387:
387:
390:
390:
390:
390:
393:
393:
393:
393:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

e4

e4:
e4:
e4:
e4:
e4:
e4:

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

b3:
b3:
b3:
b3:
b3:
b3:

b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
:b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:

ty to nobile

7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:
7c¢:30:

58
58
58
58
58
58

e4.

58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58
58

reauth_sm state transition 0 ---> 1 for mob
EAP-PARAM Debug - eap-params for Wlan-Id :2
Disable re-auth, use PMK Tifetime.

Station e4:b3:18:7c:30:58 setting dotlx rea
Stopping reauth timeout for e4:b3:18:7c:30:
dotlx - moving mobile e4:b3:18:7c:30:58 1int

b3:18: 7c: 30: 58 (EAP Id 1)

Received EAPOL EAPPKT from mobile e4:b3:18:
Received Identity Response (count=1) from m
Resetting reauth count 1 to O for mobile e4
EAP State update from Connecting to Authent
dotlx - moving mobile e4:b3:18:7c:30:58 1int
Entering Backend Auth Response state for mo
Created Acct-Session-ID (58366cf4/e4:b3:18:
Processing Access-Challenge for mobile e4:b
Entering Backend Auth Req state (id=215) fo
WARNING: updated EAP-Identifier 1 ===> 215

Sending EAP Request from AAA to mobile e4:b
Allocating EAP Pkt for retransmission to mo
Received EAPOL EAPPKT from mobile e4:b3:18:
Received EAP Response from mobile e4:b3:18:
Resetting reauth count 0 to O for mobile e4
Entering Backend Auth Response state for mo
Processing Access-Challenge for mobile e4:b
Entering Backend Auth Req state (id=216) fo
Sending EAP Request from AAA to mobile e4:b
Reusing allocated memory for EAP Pkt for r



*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3: 18: 7c: 30: 58 Processi ng Access-Accept for

nmobi | e

ed

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530: e4:b3:18:7c:30
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3:18: 7c: 30: 58 Usernane entry (userl) created for

*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.530:

e4: b3:18: 7c: 30: 58 Found an i

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov
Nov
Nov
Nov
Nov

e4:b3:18:7c:30:58 Inserti

MAC:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

04: 30: 44.531: e4:b3

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
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*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

e4:b3:18:7c

Nov
Nov

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

24
24
24
24
24

ng

:30:
24
24

24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24
24

nterface

04
04
04
04
04

AAA Override

58
04

:18: 7c: 30: 58 Found an

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

ed: b3:18:7c: 30: 58 Starting key

*Dotlx_NW_MsgTask_0: Nov 24 04:

nane: ' vl an2404

e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c

:30:44.
:30:44.
:30:44.
:30:44.
:30:44.

530:
530:
530:
531:
531:

, source 4

:30:44.531: e4:b3:18:7c

b3:
b3:
b3:
b3:
b3:
b3:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,
44,

531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
531:
532:
532:
532:
532:
532:
532:
532:
532:
532:

ed:
ed:
ed:
ed:
ed:
ed:
e4:b3:18
e4:b3:18
New PMKID:

[0000]
b3:18:
b3:18:
b3:18:
b3:18:
b3:18:
b3:18:
b3:18:
b3:18:
b3:18:
b3:18:

18
18
18
18
18
18

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

exchange to nobile e4:b3:18:7c: 30: 58, data packets will

30:44.532:

e4: b3: 18: 7c: 30: 58 Sendi ng EAPOL- Key Message to nobile

state INITPMK (message 1), replay counter 00.00.00.00

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

Nov 24 04:30:44.532:
Nov 24 04:30:44.532:
Nov 24 04:30:44.532:
Nov 24 04:30:44.532:

e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c
e4:b3:18:7c

:7¢:
:7¢:
:7¢:
:7¢:
:7¢:
:7¢:
:7¢:
:7¢:

7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
Including PMKID in M1
[0000] cc 3a 3d 26 80 17 8b f1 2d c5 cd fd a0 8a c4 39
M1 - Key Data:
[0000] dd 14 00 Of ac 04 cc 3a 3d 26 80 17 8b f1l 2d c5
[0016] cd fd a0 8a c4 39

nob

:30:
:30:
:30:
:30:

struct for nobi

:30:

i nterface nane:

(16
cc

e4:

.00
:30
:30
:30
:30

30:
30:
30:
30:
30:
30:
30:
30:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

1 b3:

:58
:58

ile,

corresponds to interface nane received

58
58
58
58

58

"vl an2404'

58
58
58
58
58
58
58
58
)

3a
58
58
58
58
58
58
58
58
58
58

18: 7c: 30: 58

Resetting web IPv4 acl from 255 to 255
Resetting web IPv4 Flex acl from 65535 to 6

| ength = 253

vl an2404

override for default ap group, marking intg
Applying Interface(management) policy on Mo
Re-applying interface policy for client

apfApplyWlanPolicy: Apply WLAN Policy over

Applying override policy from source Overri

corresponds to interface nane recei ve

Applying Interface(vlan2404) policy on Mobi
Re-applying interface policy for client

Setting re-auth timeout to O seconds, got f
Station e4:b3:18:7c:30:58 setting dotlx rea
Stopping reauth timeout for e4:b3:18:7c:30:
Creating a PKC PMKID Cache entry for statio
Resetting MSCB PMK Cache Entry 0 for statio
Adding BSSID 00:c8:8b:26:2c:d1l to PMKID cac

3d 26 80 17 8b f1 2d c5 cd fd a0 8a c4 39
unsetting PmkIdValidatedByAp

Updating AAA Overrides from local for stati
Adding Audit session ID payload in Mobility
0 PMK-update groupcast messages sent

PMK sent to mobility group

Disabling re-auth since PMK Tifetime can ta
Sending EAP-Success to mobile e4:b3:18:7c:3
Freeing AAACB from DotlxCB as AAA auth 1is d
key Desc Version FT - 0

Found an cache entry for BSSID 00:c8:8b:26:
(16)

(22)

.00
:58
:58
:58
:58

b3:

be dropped

18: 7c: 30: 58

.00.00

Reusing allocated memory for EAP Pkt for r
Entering Backend Auth Success state (id=223
Received Auth Success while in Authenticati
dotlx - moving mobile e4:b3:18:7c:30:58 1int



24 04:30:44.547:
24 04:30:44.547:
24 04:30:44.547:
24 04:30:44.547:

Nov
Nov
Nov
Nov

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

€4:b3:18:7c:30:58 Received EAPOL-Key from mobile e4:b3:18:7c:
e4:b3:18:7c:30:58 Ignoring invalid EAPOL version (1) in EAPOL
e4:b3:18:7c:30:58 key Desc Version FT - 0

e4: b3:18: 7c: 30: 58 Recei ved EAPOL-key in PTK START state (nmessage 2) fromnobile

e4:b3:18:7c:30:58

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
state PTKINITNEGOTIATING
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

24
24
24
24

04:
04:
04:
04:
24 04:30:
24 04:30:
(message
24 04:30:
24 04:30:
24 04:30:
24 04:30:
24 04:30:

30:
30:
30:
30:

44 .548:
44 .548:
44 .548:
44 .548:
44 .548:
44 .548:
3), replay
44 .548: e4
44 .555: e4
44 .555: e4
44 .555: e4
44 .555:

Nov
Nov
Nov
Nov
e4

e4:
e4:
e4:
e4:

e4:

b3:
b3:
b3:
b3:
:b3:
b3:

18:
18:
18:
18:
18:
18:

7cC
7cC
7cC
7cC
7cC
7cC

:30:
:30:
:30:
:30:
:30:
:30:

58
58
58
58
58
58

Successfully computed PTK from PMK!!!
Received valid MIC in EAPOL Key Message M2!
Not Flex client. Do not distribute PMK Key
Stopping retransmission timer for mobile e4
key Desc Version FT - 0

Sending EAPOL-Key Message to mobile e4:b3:1

counter 00.00.00.00.00.00.00.01

:b3:18:7c
:b3:18:7c
:b3:18:7c
:b3:18:7c

:30:58 Reusing allocated memory for

EAP Pkt for r

:30:58 Received EAPOL-Key from mobile e4:b3:18:7c:
:30:58 Ignoring invalid EAPOL version (1) in EAPOL
:30:58 key Desc Version FT - 0

e4d: b3:18: 7c: 30: 58 Recei ved EAPOL-key i n PTKI Nl TNEGOTI ATI NG state (nessage 4)

from mobile e4:b3:18:7c
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov

:30:
24
24
24
24
24
24

58

04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:

44.555:
44.555:
44.555:
44.555:
44.555:
44.555:

e4
e4
e4
e4
e4

e4: b3: 18: 7c: 30: 58 0.0.0.0 8021X_REQD (3) Cha

24
24
24
24
24
24
24
24
24
24
24
24

*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:
*Dotlx_NW_MsgTask_0:

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

44
44
44
44
44
44
44
44
44
44
44
44

.555:
.555:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:
.556:

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

e4: b3:18:7c: 30:58 0.0.0.0 L2AUTHCOWVPLETE ( 4)
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:

type Airespace AP - Learn IP address

on AP 00:c8:8b:26:2c:d0, slot 0, interface

IPv4 ACL ID = 255, IPv
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556:
*Dotlx_NW_MsgTask_0: Nov 24 04:30:44.556: e4
*spamApTask2: Nov 24 04:30:44.556: e4:b3:18:
*pemReceiveTask: Nov 24 04:30:44.557: e4:b3:
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:

Peer = 0.0.0.0, 01d Anchor = 0.0.0.0, New
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:

24 04:30:44.556:
24 04:30:44.556:

e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:
e4:

e4:
e4:

e4:
e4:
e4:

:b3
:b3
:b3
:b3
:b3

:18:
:18:
:18:
:18:
:18:

nge state

b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:
b3:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

Change state to DHCP_REQD (7)

b3:18:7c
b3:18:7c

=1, QO0S

b3:18:7c
b3:18:7c
b3:18:7c
:b3:18:7c
7c:30:58
18:7c:30:
18:7c:30:
Anchor =
18:7c:30:
18:7c:30:
18:7c:30:

7c:
7c:
7c:
7c:
7c:

7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:
7c:

30:
30:
30:
30:
30:

to

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

:30:
:30:

=0

58
58
58
58
58

L2AUTHCOVPLETE ( 4)

Stopping retransmission timer for mobile e4
Freeing EAP Retransmit Bufer for mobile e4:
apfMs1xStateInc

apfMsPeapSimReqCntInc
apfMsPeapSimReqSuccessCntInc

|l ast state 8021X REQD (3)

58 Mobility query, PEM State: L2AUTHCOMPLETE

58
58
58
58
58
58
58
58
58

Building Mobile Announce :
Building Client Payload:
Client Ip: 0.0.0.0
Client Vlan Ip: 172.16.0.134, Vlan mask
Client Vap Security: 16384
Virtual Ip: 10.10.10.10
ssid: ise-ssid
Building VlanIpPayload.
Not Using WMM Compliance code qosCap 00

58 0.0.0.0 L2AUTHCOMPLETE (4) Plumbed mobile L

5
5

8 0.0.0.0
8 0.0.0.0

| ast state L2AUTHCOVPLETE (4)

DHCP_REQD (7) pemAdvanceState2 6677
DHCP_REQD (7) Adding Fast Path rule

:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd
:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd
:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed
:30:58 Successfully PTumbed PTK session Keysfor mo
Successful transmission of LWAPP Add-Mobile to AP

58 0.0.0.0 Added NPU entry of type 9, dtlFlags 0x0
58 0.0.0.0 DHCP_REQD (7) mobility role update requ
172.16.0.3

58 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
58 0.0.0.0 DHCP_REQD (7) pemAdvanceState2 6315, Ad
58 0.0.0.0 DHCP_REQD (7) Replacing Fast Path rule



IPv4 ACL ID = 255,
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...)
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) Fast Path rule (contd...)
*apfReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 0.0.0.0 DHCP_REQD (7) Successfully plumbed mobi
*pemReceiveTask: Nov 24 04:30:44.557: e4:b3:18:7c:30:58 Sent an XID frame
*dtTArpTask: Nov 24 04:30:47.932: e4:b3:18:7c:30:58 Static IP client associated to interface vlan2404 w
*dt1ArpTask: Nov 24 04:30:47.933: e4:b3:18:7c:30:58 apfMsRunStatelnc
*dt1ArpTask: Nov 24 04:30:47.933:

e4: b3:18: 7¢:30: 58 172.16.0. 151 DHCP_REQ (7) Change state to RUN (20)

last state DHCP_REQD (7)

For an easy way to read debug client outputs, use the Wireless debug analyzer tool:

Wireless Debug Analyzer

Authentication Processon | SE

Navigate to Operations> RADIUS > Live Logsin order to see which authentication policy, authorization
policy, and authorization profile was assigned to the user.

For more information, click Details in order to see a more detailed authentication process as shown in the
image.

hel Identity ces Engine Hoine ¥ Contest Yisibility | ey - Ao

~RADILS TC-RAC Live Logs P TACACS  Reports ¢ Troukbleshoot b Adaptive Metwork Control

Live Sessions

Misconfigured Supplicants Misconfigured Hetwork RADIUS Drops & Client Stopped Responding Reped
L] Devices & L]
Refresh | Mever j Show | Latest 20 record

T Refresh @ Reset Repeat Counts 2 Expart To =

Time Sta.. Details Ide...  Endpoint ID Endpaint ... §Authentication Palicy Autharization Policy Autharization Profiles
Ma... o a userl 057402771345 Apple-Device Default == Rule name == Default  Default == MameluthZrule PermitAccessVLAN2404

Thereis currently no specific information available to troubleshoot this configuration.


https://cway.cisco.com/wireless-debug-analyzer

