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Introduction

This documents describes the support of protocol 802.11v on a WLC (Wireless LAN controller).

Background Information

802.11v refers to the IEEE (Institute of Electrical and Electronics Engineers) 802.11 Wireless
Network Management (Amendment 8).

Stations that supports WNM (Wireless network management) can exchange information with each
other (Access Points and wireless clients) in order to improve their performance.



AireOS WLC version 8.1 or higher support these WNM services:

- Directed multicast service (DMS)
- BSS (Basic Service Set) Max idle period management
- BSS transition management

Directed multicast service (DMS):

Clients that supports DMS can request to the AP (Access Point) to send a multicast stream as
unicast, like a dynamic media stream function.

For more information for media stream: VideoStream Deployment Guide

Without the use of DMS a client has to wake up every DTIM interval in order to receive multicast
traffic. With DMS, the AP (Access Point) buffers the multicast traffic for certain client, when client
wakes up it sends a unicast frame in order to request this traffic. It allows the client to sleep for a
longer time and save battery power. Multicast frames are transmitted as unicast over the air,
sent at a higher data rate than which It would have been used without DMS.

Wireless clients can send a DMS request-type Add frame in order to ask the AP to send as unicast
the traffic of one or more specific multicast streams.

Management Frame - DMS Request type


https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/112889-cuwns-vidstrm-guide-00.html
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There are three types of DMS request:

Description Request type value

Add
Remove
Change
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3-255
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The DMS request-Add includes a DMS Descriptor.

7

1

Inside the DMS Descriptor List there is the TCLAS element, which specifies the multicast traffic
stream that the wireless client requests to get as unicast. TCLAS specifies source/destination IP
address, source/destination port besides other fields.

The AP sends these traffic streams as unicast to the wireless client and also it continues to send
those streams as multicast to any other client in the network that does not support DMS.

Inside a DMS request frame there can be also a TSPEC element (optional), where the wireless
client can define the QoS requirements and characteristics of a traffic flow.

Note: TSPEC is not supported



In this example the client sent a DMS request (Management frame, Category Code 10: WNM,
Action code 23: DMS Request, for the multicast stream IPv4 on group 224.0.0.251, UDP (Protocol
17), destination port 9 (At this document wireshark is not able to completely decode a DMS
request).

! 3.. Apple 58:95:09a CiscoInc 7d:d9:16 862.11 DMS Request[Malformed Packet]
# Frame 34853: 75 bytes on wire (680 bits), 75 bytes captured (68@ bits) on interface @
# Radiotap Header v@, Length 18
# 882.11 radio information
‘“

£ Fixed parameters
. i~ Category code: WNM (10)

- Action code: DMS Request
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#-Radiotap Header v@, Length 18

# 802.11 radio information

- IEEE 802.11 Action, Flags: ........ C
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The AP answers the DMS request with a DMS response, which can be a DMS response-Accept or
DMS Response-Deny.

If the AP sends a DMS response-Accept, it also assigns a DMSID to that communication flow.



DMS Request type Change can be used by the wireless client to modify an existent DMSID, for
example to request a different TSPEC for a traffic flow.

Note: DMS change is not supported

Management Frame - DMS Response type
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There are three DMS Response Types:

Field Value Description

0 Accept
1 Denied
2 Terminate

3-255 Reserved

In this example the AP sent a DMS Response-Accept and it assigns a DMS ID 1 to the DMS
request sent by the client.



| 3. CiscoInc 7d:d9:10  Apple 58:95:@a  802.11  DMS Response[Malformed Packet
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After that if there is a packet with destination group 224.0.0.251 on port 9 it is sent to the air as
multicast and it is also buffered on the AP until the client that sent the DMS request is awake is
available to receive it as unicast.

This is an example of a packet destination to group 224.0.0.251 on port 9 sent as regular
multicast. Notice that the receiver and destination mac address refers to the multicast group.



LY

-- Radictap Header wv@, Length 18
[+- 882.11 radio information
[-IEEE 8@2.11 Data, Flags:

- Type/Subtype: Data (@x@828)

- Source address: Intel[nr_?c:BE:SE (ed4:b3:18:7c:38:58)
-~ BS5 Id: Ciscolnc_7d:d9:1@ (7c:@e:ce:7d:d9:18)

STA address: IPvdmcast _fb (81:88:52:88:88:Th)

caae e @8ee8 = Fragment number: @
- @lle a8 eele .... = Sequence number: 1538

?"Frame check sequence: @xb8fad3le [correct]
- [FCS Status: Good]

-- Logical-Link Control
[+ Internet Protocol Version 4, Src: 172.16

_ : Det. 274.9.0.251
[}-User Datagram Protocol, Src Port: 59887, Dst Port:
. i Source Port: 59887

--Destination Port: g

- Length: 11@

= Checksum: 8x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

This is an example of a frame sent as unicast to the client that sent the DMS request. Here the

destination and receive address is the mac address of the client and not the multicast mac
address. Also the multicast packet is sent as AMSDU.



-- Radiotap Header v@, Length 21
-- 8082.11 radio information

- IEEE 882.11 QoS Data, Flags: ...... F.C
- Type/Subtype: QoS Data (@x@@28)

. Frame Control Field: EixEEEI-E

3"Tran5m1tter address: _Ja: :
- Spgurce address: IntelCor 7c:38:58 (ed4:b3:18:7c:38:58)
-~ BSS Id: Ciscolnc 7d:d9:18 (7c:Be:ce:7d:d9:18)

- 5TA address: Apple 58:95:8a (ad4:fl:e8:58:95:8a)

aaaa

ceaa a Fragment number: @
- gees aeel eeea ....

Sequence number: 16

-~ Frame check sequence: @x174T6716 [correct]
-"[F[S Status: Gnnd]

- Destination address: IPvd4mcast 8@ (91:808:52:080:08:88)

- Source address: IntelCor 7c:38:58 (e4:b3:18:7c:38:58)

- A-MSDU Length: 138

#- Logical-Link Control

#- Internet Protocol Version 4, Src: 172.16.8.51 pst. 224.8.9.251
-User Datagram Protocol, Src Port: 59887,QDst Port: 9 |

~ Source Port: 59887

- Destination Port: 9

- Length: 118

-~ Checksum: @x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

Once a wireless client no longer wants to receive a multicast stream as unicast it can send a new
DMS request to close that flow, it uses the DMS ID that was assigned before by the AP. Itis a
DMS Request - Remove Type (1)



49165 133.31482@ Apple 58:95:8a CiscoInc 7d:d9:1@ 862.11 DMS Request

0-#=-E-FH-E

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
‘Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

£ Fixed parameters
Category code: WNM (1)

- Action code: DMS Request (23
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49165 133,314820 Apple 58:95:0a Ciscolnc 7d:d9:10 802.11 DMS Request

0-#-H-5H-3

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

[+ Fixed parameters
Category code: WNM (1@)

Action code: DMS Request (23
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And the AP confirms this termination with a DMS Response Type Terminate (2)



| a917e 133.317305 Ciscolnc 7d:d9:.. Apple 58:95:8a 802.11 DMS Response

Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 882.11 Action, Flags: ........ C

IEEE 802.11 wireless LAN management frame

(] (- [ ¥ [#]

£ Fixed parameters
Category code: WNM (1)
Action code: DMS Response (24

&
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| 49178 133.317305 CiscoInc 7d:d9:.. Apple 58:95:@a  862.11  DMS Response
# Frame 49170: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
# Radiotap Header v@, Length 18
+ 882.11 radio information
# IEEE 8@2.11 Action, Flags: ........C
B IEFEE 802.11 wireless LAN management fTrame

- Fixed parameters
Category code: WNM (1)
Action code: DMS Response (24
[+]
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BSS Max idle period:

When an AP no longer receives frames from a wireless client for a certain period of time it
assumes the client left the network and it disassociates it. The BSS Max idle period is the amount
of time an AP can keep a client associated without have to receive any frame (client can remain
sleep). This value is informed to the wireless client through the association and re-association
response frame. This allows the clients to remain asleep for a longer time and save battery power.

BSS Max idle period only appears in association-response or re-association response frames



________ PR —— T

- r-
- 802.11 radie information
[+ IEEE 8@2.11 Association Response, Flags: ........ C
=l IEEE 8@82.11 wireless LAN management frame
FFixed parameters (6 bytes)
El Tagged parameters (153 bytes)
#- Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 13, [Mbit/sec]
[ Tag: Extended Supperted Rates 24, 36, 48, 54, [Mbit/sec]
#-Tag: HT Capabilities (882.11n D1.18)
#- Tag: HT Information (882.11n D1.18)
H- Tag: Extended Capabilities (4 octets)
Cl Tag: B5S Max Idle Period
¢~ Tag Number: BSS Max Idle Period (98)

[ or
H- Tag: Qo5 Map Set

=1

The BSS Max Idle Period is specified in units of 1000 TUs (Time units). Every time unit is equal to
1.024 milliseconds

Idle timeout = 1.024 x BSS Max Idle Period = X seconds

In the example frame:

Idle timeout = 1.024 x 405 = 414.72 seconds

If the Protected Keep-alive Required bit is set to 1, it means that the wireless client must send a

RSN protected frame to the AP in order to reset the Idle Timer. If it is set to 0, as this example, the

wireless client can send any type of frame (protected or unprotected) to reset the Idle timer at the
AP.

BSS transition management

802.11v BSS Transition Management Request is a suggestion given to client. Client can make its
own decision whether to follow the suggestion or not. The disassociation of a client can be forced
if disassociation-imminent function is enabled. It disassociates the client after a period of time if
the client does not re-associate to one of the suggested APs.

802.11v BSS Transition is applied to these four scenarios:

Solicited Request

Wireless client sends an 802.11v BSS Transition Management Query before they roam for a
better option of APs to re-associate with.

Example of a 802.11v BSS Transition Management Query



" Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
#- Radiotap Header v@, Length 18

-- 882.11 radic information

- IEEE 882.11 Action, Flags: ........ C

- IEEE 862.11 wireless LAN management frame

F- Fixed parameters
..

GEEE bopeRece coooopee peoleele ceopboee @2lellle elealess cecpooel GpeoezEe ..., H..
GE0E  eeelecpe eeoeeele leesslel eeeelesl lelesees cobbeess 111elell esspelel ........
GE1E BeaRRozE GeoeepEE 1lleleess bEoREoEE 82111616 eeeeeeel ellllles eaeallle venata]s
G818 11eellle 611111el1 1lelle6l eeeleecse lleeeles 81111161 eleellll éelllele i A O F

BE2E  BeeR1111 6lellles 81111166 eEeallle llelleal aaalaess RN P
8828 1llesees 11lleele | Category |1Action 3) DialToken jQReason |galleesl leealesl - - R -

BE368 8111816l eleallll ud

! 1893 2.515163 CiscoInc 3a:8f:.. Ciscolnc 7d:d9:1é 202.11 BSS Transition Management Query

A e -~ -1 e A A —— .

-- Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface 8
- Radiotap Header w8, Length 18

+- 882.11 radic information

[#-IEEE 802.11 Action, Flags: ........ C

= IEEE 8@2.11 wireless LAN management frame

F Fixed parameters
..

G000 ©PDEROOD DOPERODD COOlEGle PEEODR @Alollle loOleEe DDDDRODD DOBEGOED ... .. ..
0007 ©ER1ECEP PROEEPLR 190EPlAl GO0RLPRL 10100000 RO 11101811 GEEEALAL  ........
0010 ©0OPEEOED PEOEE00R 11010000 0O0ERREE GA111010 0PDEEEAl @1111100 0EEO1110  ....:.|.
9015 11801110 91111101 11011991 9001000 11900102 91111101 @1601111 @811181@  .}...}O:
0020 @eEe1111 91011100 @1111160 00091118 11811001 @ee1esee  .\|..}..
9028 11100000 11110010 mm%%ﬁ%um1 10001001  ......l.

BE58  B8ll1elel eleellll ud

QReason means BSS Transition Query Reason, which is the reason why the client requests the
candidate AP list. In this example the client sent a reason 16, which correspond to Low RSSI. For
full list of transition query reasons consult Table 8-138 of IEEE 802.11-2012.

After the radio receives this frame, it responds with a BSS Transition Management Request in
order to provide the AP candidate list.

1898 2.522295 Ciscolnc 7d:d9:.. Ciscolnc 3a:8t:5c 882.11 B55 Transition Management Request

Frame 1898: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Radiotap Header v@, Length 18
882.11 radio information
IEEE 882.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
- Fixed parameters
- Category code: WNM (18)
- Action code: BSS Transition Management Request (7)
- Dialog token: Bx@6
“wess 2a.l = Preferred Candidate List Included: 1
Abridged: @
.. .1.. = Disassociation Imminent: 1

ves B... = BSS Termination Included: @

.8 ... = E55 Disasscciation Imminent: @
- Disassocciation Timer: 1953

B

o
n

Unsolicited Load Balance request

When WLC has load balance feature + BSS transition enabled, the AP no longer sends a



deauthentication frame to a wireless client when it is heavily loaded, it sends a BSS transition
management request in order to suggest the wireless client another less loaded AP.

For more information about load balance feature: Confiquring Adgressive Load Balancing

Unsolicited Optimized Roaming request

When WLC has optimized roaming + BSS transition enabled, the AP no longer sends a
deauthentication frame to a wireless client when the client does not meet the minimum RSSI (or
any other parameter related to optimized roaming), it sends a BSS transition management in order
to suggest the wireless client a better AP.

For more information about optimized roaming feature: Cisco Optimized Roaming

Client steer on FRA AP (Flexible Radio Assignment)

If a client connects to a less optimum cell within a FRA AP, AP sends out an 802.11v BSS
transition Management Request to this client.

When an APs that supports FRA (like 2800 or 3800) uses only 5GHz, there are two cells (micro
and macro cell). If a client connects to the macro-cell but micro-cell is more optimal (based on
RSSI) then the AP sends a 802.11v BSS transition management request to the client in order to
suggest to move the micro-cell and vice versa.

This feature is available since version 8.2.110.0.

For more information about FRA: Flexible Radio Assignment (FRA) and Redundant Radios

Disassociation Imminent

Within a BSS transition Management Request, Disassociation Imminent field can be added. This
function is to disassociate the client after a period of time if the client does not re-associate to
another AP.

When unsolicited optimized roaming request is triggered, the AP sends a BSS Transition
Management Request to the client and wait for a certain period (time configured under Optimized
Roaming Disassociation Timer), if the client does not roam to a better AP within that period of
time, then the AP completes the disassociation of the client.

When Unsolicited Load Balance request is triggered, the AP sends a BSS Transition Management
Request to the client and wait for a certain period (time configured under Disassociation Timer), if
the client does not roam to a less congested AP within that period of time, then the AP completes
the disassociation of the client.

Example of a BSS transition management frame with Disassociation imminent enabled:


http://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html

-

882.11 radio information

=-IEEE 882.11 wireless LAN management frame
B Fixed parameters

b~ Category code: WNM (1@)

- Action code: BSS Transition Management Request (7)

Lice

R g Disassociation Imminent: 1 I

e B, = BoC lermination Includea: ©

ey ESS Disassociation Imminent: @

i-Disassociation Timer: 200

i~ Validity Interval: 208

“-BSS Transition Candidate List Entries: 341854a274eded@4e70820000000b870301fTdd1ldea48960¢. ..

I ughn

BSS Transition Management Response

After a wireless cleint has received a BSS Transition Management Request, it can or cannot send
a BSS Transition Management Response. If the client transitions to another AP it sends it with
status code Accept, but if it plans to stay on the same AP due to several reasons it sends it with
status code Reject plus the reason of rejection.

Example of a BSS Transition Management Response frame

60272 12:16:06.114913 Apple_58:95:0a Ciscolnc_eB8:32:7@ BSS Transition Management Response

Frame 68272: 51 bytes on wire (4@8 bits), 51 bytes captured (488 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 802.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
v Fixed parameters
Category code: WNM (10)
Action code: BSS Transition Management Response (8)
Dialog token: @x@c
|BSS Transition Status Code: 1 |
BSS Termination Delay: @

4 vy vwyw

In this example the wireless client rejects the AP candidate list and does not roam to a different
AP. The status code 1 shows the reason why the client leaves the ESS. For full list of status code
definitions consult Table 8-253 of IEEE 802.11-2012.

Prerequisites

Requirements

In order to take advantage of 802.11v capabilities of a wlan it is needed to have wireless clients
that supports 802.11v.

Components Used

WLC v8.3

Ipod Touch 6th Generation v10.1.1

Configure



Network Diagram

WLC v8.3

N i

Configurations

Directed multicast service (DMS)

Configuration over WLAN to enable DMS:

CLI config:

> config w an di sable <w an-i d>
> config w an dns enable <w an-id>
> config w an enable <w an-i d>

GUI config (available from version 8.3)

Step 1. Navigate to WLANs > Wlan-ID and click the WLAN to enable DMS.



cISCO MONITOR  WLAMs CONTROLLER  WIRELESS  SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open

Step 2. Navigate to Advanced > 11v BSS Transition Support and enable Directed Multicast
Service

WLANSs > Edit "11v'

General ] Security | QoS | Policy-Mapping I Advanced I

FlexCannect Local

Switching 2 [ ensbled HTTP Profiling n
FlexConnect Local Auth 22 Enabled Hmmeiesl 0 Somin uenon
Learn Client IP Address £ Enabled Lot r=alinkzanmin O
I e M ] —— 11w BSS Transition Support

e nable
Switching £2 BEE Transition [
Central DHCP Processing Enabled Disassaciation Imminent |
Override DNS Enabled Disassociation Tirmer{0 to 3000 TBTT)
NAT-PAT Enabled Optimized Roaming Disassociation Timer(0 to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k I Directed Multicast Service I

Assisted Roaming mDNS
Prediction Optimization LI Enabled

) ) mDKNS Snooping Enabled
Neighbor List Enabled

: : mOKS Profile | default-mdns-profile -
MNeighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimum Count

BSS Max idle period management

Configuration over WLAN to enable BSS Max Idle period management:

CLI config:

config W an di sable <w an-i d>

config wW an bssmexi dl e enabl e <w an-i d>
config W an usertineout <seconds> <w an-id>
config W an enable <w an-i d>

VvV V V V

<seconds> Cient Idle tinmeout(in seconds) on this W.AN. Range 0, 15-100000 secs. 0 in order to
di sabl e



GUI config:

Step 1. Navigate to WLANs > WLAN-ID and click the WLAN to set the BSS Max idle period.

cISCO MONITOR  WLANS CONTROLLER  WIRELESS — SECURITY

WLANs WLANS

w WL AMNS CutEentFilbei Mane [Change Filter] [CTlear Filter]
LA NS

¢ Advanced
[] wLAN ID Type Profile Name
[]s i LAk phone-open
]z WLAN 11y

Step 2. Navigate to Advanced > 11v BSS Transition Support and enable BSS Max Idle
Service.

WLANs > Edit "1y’

| General | Security | Qos | Policy-Mapping | Advanced

FlexConnect Local 0 bled o
Switching 2 Enatle HTTP Profiling O
FlexConnect Local Auth £2 Enabled Hanesal AP A i Supe ot
Learn Client IP Address 3 Enabled Lilicrsaliak Bamin 0
i beeeiicer el g 11v BSS Transition Support

s nable =
Switching &2 BSS Transition [
Central DHZP Processing Enabled Disassociation Imminent D
Owverride DNS Enabled Disassociation Timer(0 to 3000 TBTT) z0o
NAT-PAT Enabled —2efimized Eoaming Lisssspgiation Timaril g A0 THTT) 40
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDNS
Prediction Optimization L] Enabled =

) ) mOMS Snooping Enabled
Meighbor List Enabled

. . mDMNE Profile | default-rmdns-profile -
Meighbor List Dual Band 1 Enabled

i

Note: This GUI options is introduced on version 8.3. For previous versions use
command config wlan bssmaxidle enable <wlan-id>

Step 3. Navigate to Advanced > Client User Idle timeout and set the timeout value in seconds.



WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Ad.'u'anceﬂ.

SLAUC IF TAITenry = LACTaurey

Wi-Fi Direct Clients

Salicy |D|sahled v|
Maximum Allowed 00
Clients Per &P Radio
Zlear HotSpot
: .|:| DEnaI:uIe::I

Client user idle
timmeout(15-100000)

Client user idle threshold

(0-10000000% H BIRES
Radius MAI-Realm il
1lac MU-MIMO
Off Channel Scanning Defer
Scan Defer Priarity o1 2 3 4 5 6 7
LT ] []
Scan Defer Time{msecs) 100

FlexConnect

BSS transition management

Configuration over WLAN to enable BSS transition management:

Note: If only BSS transition is enabled, the only way the Access Points sends BSS transition
Management Request frames is if a wireless client sends a BSS Transition Management
Query Frame.

Note: In order to make the APs to send BSS transition Management Request when they are
heavily loaded It is needed to enable BSS transition + load balance.

Note: In order to make the APs to send BSS transition Management Request when a
wireless client does not have the best RSSI, it is needed to enable BSS transition +
optimized roaming.

Solicited request

CLI config:



config w an di sable <w an-id>

config wl an bssmaxi dl e enabl e <wl an-i d>
config wl an usertimeout <seconds> <w an-id>
config w an enabl e <w an-i d>

V V V V

<seconds> Client Idle tineout(in seconds) on this W.AN. Range 0, 15-100000 secs. 0 in order to
di sabl e

GUI config:

Step 1. Navigate to WLANs > WLAN ID > Advanced and enable BSS Transition.

WLANSs > Edit “11v'

| General I Security | QoS ! Policy-Mapping | Advanced
FlexConnect Local S

Switching 2 L1 Enabled HTTF Profiling O
FlexConnect Local auth 22 Enabled Lt sl A AR Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
e e o 11v BSS Transition Support

e nable
Switching £ BSS Transition k2
Central DHZP Processing Enabled Disassociation Irmmminent D
CQverride DNS Enabled Disassociation Timer{0 to 3000 TETT) zo0
MAT-PAT Enabled Cptimized Roaming Disassociation Timer(0 to 40 TBTT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

fssisted Roaming mDNS
Prediction Cptimization L1 Enabled

: s mOMS Snooping Enabled
Meighbor List Enabled

: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

Unsolicited Load Balance request

CLI config:

> config W an di sable <w an-i d>

> config W an bssmaxi dl e enabl e <w an-i d>

> config W an usertineout <seconds> <w an-id>
> config W an enabl e <w an-id>

<seconds> Cient Idle tinmeout(in seconds) on this WAN. Range 0, 15-100000 secs. 0 in order to
di sabl e

GUI config:

Step 1. Navigate to WLANs > WLAN ID > Advanced and enable BSS Transition and Client
Load Balancing.



WLARNSs > Edit "11¢*

|' General | Security | QoS | Policy-Mapping [ Advanced |

FlexConnect Local

Switching 2 L Enabled
FlexConnect Local Auth 22 Enabled
Learn Client IP Address 3 Enabled
Wlan based Central

Switching 22 titlaifoe
Central DHZP Processing Enabled
Cverride DNS Enabled
MAT-PAT Enabled
Central Assoc [ Enabled

11k

Qs:ul:lsiziii:%aprg:w:igzation L1 Enabled
Neighbar List Enabled
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

WLANs = Edit "11v'

|'- General | Security | Qos | Policy-Mapping §| Advanced |

Layerz acl Mone
URL ACL

P2P Blocking Action |Disab|ed v|

i jon 2 &0
Client Exclusion £ EEnabled |

Timeout Value (secs)

Maxirnum Allowed

[

Clients &
Static IP Tunneling 2 [Jenabled
gl.foll-izllerect Clients | Disabled =
Maxirnum Allowed B
Clients Per AP Radio
Clear HotSpot
5 Clenabled

Configuration

Client user idle

timeout{15-100000) Timeout Yalue (secs)
Client user idle threshold I:I S
{0-10000000) LA
Radius MAI-Realm [

Unsolicited Optimized Roaming request

CLI config:

config W an di sable <w an-id>

V V V V

config w an enabl e <w an-i d>

config w an bssmaxi dl e enabl e <wl an-i d>
config wl an usertimeout <seconds> <w an-id>

HTTP Profiling |

Universal AP Admin Support

Universal &P Admin |

11v BSS Transition Support

BSS Transition [7
Disassociation Imminent ]
Disassociation Timer(d to 3000 TBTT) zZoo
Optimized Roaming Disassociation Timer(d to 40 TETT)
BSS Max Idle Service
Directed Multicast Service

mDNS

mOMS Snooping Enabled

mDME Profile | default-rndns-profile -~

Management Frame Protection (MFP)

MFP Client Protection £ | Optional

DTIM Period {in beacon intervals)

80Z.11a/n (1 - 255) |1 |

802.11b/g/n (1 - 255) |1 |

MNALC

MaC State | Mone w

Load Balancing and Band Select

Client Load Balancing L

Client Band Select Il
Passive Client

Passive Client O
Yoice

Media Session Snooping O

<seconds> Client Idle tineout(in seconds) on this W.AN. Range 0, 15-100000 secs. 0 in order to

di sabl e

GUI config:

Step 1. Navigate to WLANs > WLAN ID > Advanced and enable BSS Transition and Coverage



Hole Detection.

WLANs > Edit "11v*

i' General | Security | QoS | Policy-Mapping l Advanced |
FlexCannect Lacal '

Switching £ L] Enabled HTTP Profiling O
FlexConnect Local Auth £2 Enabled Hiasr ol AF Adutiln Suppors
Learn Client IP Address 3 Enabled Uiier=aleabtdmin [
et e e 11w BSS Transition Support

e nable "
Switching 22 BSS Transition ¥
Central DHCP Processing Enabled Disassociation Imminent L]
Owerride DNS Enabled Disassociation Timer(0 to 3000 TBTT) 200
MAT-PAT Enabled Optirized Roaming Disassociation Tirmer(0 to 40 TBTT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDNS
Prediction Optimization L] Enabled

; i mOMNS Snooping Enabled
Meighbor List Enabled

: : mDMS Profile | default-rmdns-profile -~
Meighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimurm Count

WLANs > Edit "11v’

| General | Security | QoS | Policy-Mapping

Allow AA8 Override [ ] Enabled

Coverage Hole Detection Enabled

Enable Session Timeout [—

Alranet IE [ JEnabled

Diagnostic Channel & [ JEnabled

Owerride Interface &CL IPwd | Mone = IPvE | Mone -
Layverz acl Mone -
HRL ACL Mone -
PP Blocking Action Disabled w
i i 3 &0
Client Exclusion £ MEnabled

Timeout Yalue (secs)

Maximum &llowed
Clients &

Step 2. Naviaget to WIRELESS > Advanced > Optimized Roaming and enable for both
band Optimized Roaming Mode. For more information about Optimized Roaming parameters
consult this document: High Density Experience (HDX) Deployment Guide, Release 8.0



http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80

ciIsco MONITOR ~ WLANs CONTROLLER  WIRELESS  SECURITY
Wireless Optimized Roaming

= Access Points

All APs 802.11a
» Radios
g0z.1la’nfac
a02.11b/g/n Cptimized Roaming Mode Enahble

Cual-Band Radios
Global Configuration

Cptimized Roarming Data Rate Threshald mbps

= RF Managment

Flexible Radia 802.11b

fssignment
Load Balancing

Cptimized Roaming Intervyal ag SEC

Cptimized Roaming Mode

Band Select

Cptimized Roaming Interval ag SEC

Cptimized Roaming Data Rate Threshaold mbps

» 105
Preferred Calls 1. CHOM configuration can be done in Wirelsss---= BF Srofile ---= Eqit
Y = I T R o B R B e R T B T T T o L I T B T

Disassociation Imminent

CLI config:

config W an di sable <w an-i d>

config W an bssmaxi dl e enabl e <w an-i d>
config W an usertineout <seconds> <w an-id>
config W an enabl e <w an-i d>

V V V V

<seconds> Client Idle tineout(in seconds) on this WLAN. Range 0, 15- 100000 secs. O in order to
di sabl e

Step 1. Navigate to WLANs > WLAN ID > Advanced, enable BSS Transition, Disassociation
Imminent and set Disassociation Timer and Optimized Roaming Disassociation Timer.

GUI config:



WLARNSs > Edit "11¢*

| General | Security | QoS ! Policy-Mapping | Advanced
FlexConnect Local o '

Switching 2 L1 Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {itmet sl AR AHNIIN Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
Gith hased tertea) o 11v BSS Transition Support
e nable
Switching 23 BSS Transition
Central DHZP Processing Enabled Disassociation Irmmminent
Cverride DNS Enabled Disassociation Timer(0 to 3000 TBTT)
MNAT-PAT Enabled Optimized Roaming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service
11k Directed Multicast Service
Assisted Roaming mDMNS
Prediction Optimization L1 Enabled
: s mOMS Snooping Enabled
Meighbor List Enabled
: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Advanced
FlexConnect Local O s
SWitching 2 Enabled HTTP Profiling O
FlexConnect Local Auth 22 Enabled Universal AP Admin Support
Learn Client IP Address & Enabled Rt AR -
e e e e 11v BSS Transition Support
S nable =

Switching 22 BSE Transition
Central DHCP Processing Enabled Disassociation Imminent bt
Qverride DNS Enabled Disassociation Timer(0 to 3000 TBTT) 200
MAT-PAT Enabled Optirmized Roaming Disassociation Tirmer(0 to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service
Assisted Roamin

o L] Enabled MBS

Dradirtinn Matiraisstion

Note: Timers are specified in TBTT (Target Beacon Transmission Time) units, which is the
interval time between every beacon. By default every beacon is sent every 100ms, so by
default 1 TBTT = 100ms. Timers = X TBTT/10 = x seconds.

Verify

These images show the support of the WLAN (Wireless Local Area Network) and the wireless
clients for the different 802.11v services.

SSID support

- DMS



- 802.11 radio information

'J IEEE 8@2.11 Eeacon frame, Flags: ........ C

4 Fixed parameters (12 bytes)
Timestamp: @:x2202202a235f23006
Beacon Interwval: @.124448 [Seconds]
» Capabilities Information: @x1@11
4 Tagged parameters (267 bytes)
+ Tag: 53ID parameter set: tst-5@211wv
b Tag: Suppeorted Rates 12(B), 18, 24, 356, 48, 54, [Mbit/sec]
b Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
I Tag: Country Informatien: Ceountry Cede US, Environment #Any
- Tag: QBSS Leoad Element 882.1le CCA Wersicon
+ Tag: HT Capabilities (8@82.1ln D1.1@}
I Tag: RSN Information
© Tag: HT Information (582.1ln D1.1@)
4 Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8
I Extended Capabilities: @x@@ (octet 1)
Extended Capabilities: @x1@ (octet 2)
I Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
.. = thannel Usage: Not supported

s Paas UTC T53F Oftfset: Not supported
.@ .... = Peer U-APSD Buffer 5TA Support: Not supported
@ .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@.. ..., = Interworking: Not supported
 Extended Capabilities: @x@l1 {octet 5)
b Extended Capabilities: @&x4@ (octet &)
» Esxtended Capabilities: @x@@ {(octet 7)
I Extended Capabilities: x40 (octet 8)
» Tag: Cisco CCX1 CKIP + Device Name
Tag: Vendor Specific: Airenet: Aironet DTPC Powerlevel 8x@3
I Tag: WHT Capabilities (IEEE 5td 882.1lac/D3.1)
4 Tag: WHT Operation (IEEE Std 8082.1lac/D3.1)

- BSS transition management




& Fu:ed parameters {12 bytes)
El Tagged parameters (231 bytes)
#- Tag: SSID parameter set: tst-11v
#-Tag: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec]
- Tag: DS Parameter set: Current Channel: 11
28 Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code MX, Environment Any
‘Tag: QBSS Load Element 802.1le CCA Version
Tag: Power Constraint: 3
Tag: ERP Information
Tag: HT Capabilities (802.11n D1.18)
Tag: RSN Information
Tag: HT Information (862.11n D1.18)
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (6 octets)
~-Tag Number: Extended Capabilities (127)
-~ Tag length: 6
B Extended Capabilities: @x@@ (octet 1)
#- Extended Capabilities: @x1@ (octet 2)
rﬁ Extended Capabilities: @x@8 (octet 3)
“sens 2:.8 = TFS: Not supported
..8. = WNM-Sleep Mode: Not supported

..@. .... = AC Station Count: Not supported

@.. .... = Multiple BSSID: Not supported
““@... 2... = Timing Measurement: Not supported

[" Extended Capabilities: ex@@ (octet 4)

#-Extended Capabilities: ex@l (octet 5)
| [ Extended Capabilities: ex4@ (octet 6)
- Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel @x82
. Tag Number: Vendor Specific (15@)

Client support

- DMS



802.11 radig
b IEEE 8@2.1 S S O
4 IEEE 822.11 wireless LAN management frame
4 Fixed parameters (4 bytes)
Capabilities Information: @x1@11
Listen Interval: @x@al4
4 Tagged parameters (144 bytes)
» Tag: 351D parameter set: tst-8221lvy
» Tag: Supported Rates 12(B), 18, 24, 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 3, Max :22
© Tag: Supported Channels
> Tag: RSN Information
b Tag: HT Capabilities (8©2.11n D1.1@)
4 Tag: Extended Capabilities (4 octets)
Tag Number: Extended Capabilities (127)
Tag length: 4
» Extended Capabilities: @x2@ (octet 1)
Extended Capabilities: @x@@ (octet 2)
i Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
R Channel Usage. Not supported
supported

wen. @... = UTC TSF Offset: Not supported
<@ .... = Peer U-APSD Buffer STA Support: Not supported

..@. .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@... ... = Interworking: Not supported

Tag: Vendor 5pe:1f1c. EBroadcom
> Tag: Yendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
b Tag: Vendor Specific: Microsof: WMM/WME: Information Element

- BSS transition management




- Fixed parameters (4 bytE5]
[] Tagged parameters (140 bytes)
Tag SS5ID parameter set: tst-1lv
5urted Rates 11(B), 12, 18, 24, 36, 43, 54, [Mbit/sec
: Power Cap | 24
“Tag: Supported Channels
-Tag: RSN Information
~Tag: HT Capabilities (8062.11n D1.10)
Tag: Extended Capabilities (3 octets)
“Tag Number: Extended Capabilities (127)
» Tag length: 3
# Extended Capabilities: @x8@ (octet 1)
- Extended Capabilities: @x80 (octet 2)
= Extended Capabilities: 6x@8 (octet 3)
...8 = TFS: Not supported
..8. = WNM- Sleep Hnde Not suppnrted

0-@-E-5-E E_-]-I'+_'I

SRETI, r » : - pported
LB aeee = AC Statlon Cnunt Not suppnrted
... .... = Multiple BSSID: Not supported

“@.v. e... = Timing Measurement: Not supported
-Tag: RM Enabled Capabilities (5 octets)
~Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.10)
‘Tag: Vendor Specific: Microsof: WMM/WME: Information Element

Debug client activity

In order to monitor 11v client activity these commands are available.

> config w an di sable <w an-id>

> config W an bssmaxi dl e enabl e <w an-i d>

> config W an usertineout <seconds> <w an-id>

> config w an enable <w an-id>

<seconds> Cient Idle tinmeout(in seconds) on this W.AN. Range 0, 15- 100000 secs. 0 in order to
di sabl e

Client with DMS capabilities

Client is 11v capable

> config w an di sable <w an-id>

> config W an bssmaxi dl e enabl e <w an-i d>

> config W an usertineout <seconds> <w an-id>

> config w an enable <w an-id>

<seconds> Cient Idle tinmeout(in seconds) on this W.AN. Range 0, 15-100000 secs. 0 in order to
di sabl e



Client sends a DMS request for group 224.0.0.251 udp port 9 and the AP sends the DMS accept

*apf MsConnTask_0: Nov 01
*apf MsConnTask_0: Nov 01
[23] fromnnobile station
*apf MsConnTask_0: Nov 01
*apf MsConnTask_0: Nov 01
*apf MsConnTask_0: Nov 01
APF_80211v_MsG DMS_REQ for STA
*apf MsConnTask_0: Nov 01 22:56:

rc 0

*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:

01
01
01
01
01
01
01
01
01
01
01
01

Last Sequence Control:

*apf 80211vTask:
*apf 80211vTask:

Nov
Nov

01
01

22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:

65
22
22

22.
22.

22.

22.
22.

535

. 56:
. 56:

56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:

56:43.928: a4:f1:e8:58:95:0a Got action frame fromthis client.
56: 43.928: a4:f1:e8:58:95: 0a Received a 11v Action Franme w th code
56:43.928: Received 80211v_DMs_REQ Action Frame
56:43.928: WANid: 1| vap_ip: 1
56:43.928: a4:f1l:e8:58:95: 0a Posting nmsg of type:
and LRAD: 7c: Oe: ce: 7d: d9: 10,sl ot: 0, len:26
43.928: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend

Franme sent successfully to wc

*apf 80211vTask:

created and added under
Nov 01 22:56:43.
| radmac7c: Oe: ce: 7d: d9:

*apf 80211vTask:
capwap for ns
*apf 80211vTask:
0

*apf 80211vTask:
for STA

Nov 01 22:56: 43.
DVB | D

43.929: Tcl as found:

43.929: [

43.929: Version = 4,

43.929: Destination |IP = 224.0.0. 251,

43.929: Destination Port = 9,

43.929: Protocol = 17,

43.929: ]

43.929: a4:f1:e8:58:95:0a New client requesting DVMB for this Tclas
43.929: DM5 Request |E processed: State: DMS_REQ ADD ACCEPTED
43.929: DMS Response | E created.

43.929: Elenment ID: 100, Length: 5

43.929: DM5 ID: 1, DMS Length: 3, Response Type: DMS_RESP_ACCEPT,
43.929: dnsRequest State = DMS_REQ ADD_ACCEPTED

43.929: a4:f1l:e8:58:95:0a apf80211lvSendPacket ToMs: 802. 11v Action

929: apf80211vDrsDB_AddSTA: New DMS Client: a4:f1l:e8:58:95:0a
1
929: a4:f1:e8:58:95: 0a apf Post DmsC i ent Request Msg: posti ng

Nov 01 22:56:43.929:

Nov 01 22:56:43.929:

| radmac 7c: Oe: ce: 7d: d9: 10

10
11v g_nsgQueue = 0x2b415828, osapi MessageSend rc

a4 f1:e8:58:95: 0a apf 80211vHandl eDnsMsgSend: send capwap

From the AP where the client is connected

AP# debug dot1l dot1llv all

*Nov 1 22:51:04.
*Nov 1 22:51:04.
*Nov 1 22:51:04.
*Nov 1 22:51:04.
*Nov 1 22:51:04.
*Nov 1 22:51:04.
*Nov 1 22:51:04.

323:
323:
323:
323:
323:
323:
323:

DOT11v:
DOT11v:
DOT11v:
DOT11v:
DOT11v:
DOT11v:

Recei ved and decoded a DVS client

I nside DMS ADD Qperation

TCLAS found in DVS DB

New client detected

Ref Cnt: 1

Client A4:F1:E8:58:95:0A added to DVS DB Entry

DVS Add Operation Succeeded

request payl oad SUCCESSFULLY

After that the client is added to the DMS database on the wlan. All the clients that send a DMS
Request-Add for the same multicast string are listed under the same DMS ID.

> show w an 1

WLAN I dentifier
Profil e Name
Net wor k Nane ( SSI D)
St at us

11lv
Enabl ed



Nunmber of active DM dients..................... 1
DVMS ID Cdient MAC Addresses
1 a4:f1:e8:58:95:0a

DMS Database is stored in the AP where this client is connected:

AP# show controllers dotllRadio { O | 1 } | beg G obal DVS

G obal DMS - requests:2 uc: 130 drop: 0
DVS enabl ed on WLAN(s): 11lv
11v

DMVS dat abase:
Entry 1: nmask=0x55 versi on=4 dst| p=0xEO0000FB srcl p=0x00000000 dstPort=9 srcPort=0 dcsp=0
protocol =17
{Cient, SSID}: {08:74:02:77:13:45, 11v}, {A4:F1:E8:58:95:0A 11v},

Once the wireless client closes the DMS flow, it sends a DMS Request Remove

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11v Action Frane w th code
[23] fromnnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211v_DMS _REQ Action Frane

*apf MsConnTask_0: Nov 01 22:57:33.990: WAN-id : 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request |E processed: State: DMS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: DVs ID: 1, DVMS Length: 3, Response Type:

DVMS_RESP_TERM NATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dnsRequestState = DMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf8021lvSendPacket ToMs: 802. 11v Action
Franme sent successfully to wc

*apf 80211vTask: Nov 01 22:57:33.991: STA a4:f1l:e8:58:95:0a has dequeued and del eted fromthe
DVS Entry with ID 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDnsDB_Del et eSTA: STA: a4:f1l:e8:58:95: 0a del eted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apfPost Dnsd i ent Request Msg: posti ng
capwap for ns |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 11lv g _nsgQueue = 0x2b415828, osapi MessageSend rc
=0
From the AP

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11lv Action Frane with code
[23] fromnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211v_DMS REQ Action Frane

*apf MsConnTask_0: Nov 01 22:57:33.990: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:
APF_80211v_MsG DMS REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request |E processed: State: DVS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID: 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: DMS ID: 1, DVMS Length: 3, Response Type:



DMS_RESP_TERM NATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dnmsRequestState = DMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf80211lvSendPacket ToMs: 802.11v Action
Franme sent successfully to wc

*apf 80211vTask: Nov 01 22:57:33.991: STA: a4:f1:e8:58:95:0a has dequeued and del eted fromthe
DVMS Entry with 1D 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDnsDB_Del et eSTA: STA: a4:f1:e8:58:95: 0a del eted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apfPost Dhsd i ent Request Msg: posti ng
capwap for ms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 11v g _nmsgQueue = 0x2b415828, osapi MessageSend rc
=0

Client BSS Transition Capable

Client is 11v capable

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11v Action Frane w th code
[23] fromnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211v_DMS REQ Action Frane

*apf MsConnTask_0: Nov 01 22:57:33.990: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request |E processed: State: DMS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: DVs ID: 1, DVMS Length: 3, Response Type:

DVMS_RESP_TERM NATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dnsRequestState = DMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf8021lvSendPacket ToMs: 802. 11v Action
Frame sent successfully to wc

*apf 80211vTask: Nov 01 22:57:33.991: STA a4:f1:e8:58:95:0a has dequeued and del eted fromthe
DVS Entry with ID 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDnsDB_Del et eSTA: STA: a4:f1l:e8:58:95: 0a del eted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apfPost Dnsd i ent Request Msg: posti ng
capwap for ns |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 1lv g nsgQueue = 0x2b415828, osapi MessageSend rc
=0

Client sends a BSS Transition Management Query

*apf MsConnTask_1: Nov 14 05:40:32.857: c4:7d:4f:3a:0f:5c Got action frame fromthis client.
*apf MsConnTask_1: Nov 14 05:40:32.858: c4:7d: 4f:3a: 0f: 5c Received a 11v Action Franme w th code
[6] fromobile station

*apf MsConnTask_1: Nov 14 05:40: 32.858: Received 80211v_BSS TRANS QUERY Action Frane

*apf MsConnTask_1: Nov 14 05:40:32.859: WAN-id: 1| vap_ip: 1

*apf MsConnTask_1: Nov 14 05:40:32.859: c4:7d: 4f:3a: 0f: 5¢c Posting msg of type:

APF 80211v_MSG BSS TRANS QUERY for STA and LRAD: 00: c8: 8b: 26: 2c:d0,slot: 0, len:1

*apf 80211vTask: Nov 14 05:40: 32. 860: Session URL is not NULL

*apf 80211vTask: Nov 14 05:40: 32. 860: Di sassociation Imrinent is 1

*apf 80211vTask: Nov 14 05:40: 32. 860: Di sassociation Timer is 200

*apf 80211vTask: Nov 14 05:40: 32.860: Buil ding BSS Transition Request Frane

*apf 80211vTask: Nov 14 05:40: 32. 860: Addi ng Nei ghbor List Subel ement

*apf MsConnTask_1: Nov 14 05:40:32.861: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0



*apf 80211vTask: Nov 14 05:40: 32.861: Location Info: 0,0,0 for BSSID: 7c:OQe:ce: 7d:d9: 10

*apf 80211vTask: Nov 14 05:40:32.861: Data Length of BSS Transition Request Franme: 73

*apf 80211vTask: Nov 14 05:40: 32. 862: apf80211vHandl eBSSTransQuery: |radMacAddr:

00: c8: 8b: 26: 2c: dO rsch parent MAC ADDR: 00: c8:8b: 26: 2c: d0 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Nov 14 05:40: 32.862: 11lv Action Frane sent:

*apf 80211vTask: Nov 14 05:40: 32. 863: c4: 7d: 4f : 3a: Of : 5¢ apf 80211vSendPacket ToMs: 802. 11v Action
Franme sent successfully to wc

*apf 80211vTask: Nov 14 05:40: 32. 863: Successfully sent BSS Transition Request Action Frame to
STA: c4:7d: 4f: 3a: Of : 5¢

As the wlan has enabled Disassociation Imminent, the client gets disassociated after the
Disassociation timer is over

*apf 80211vTask: Nov 14 05:40: 32.863: c4:7d: 4f:3a: 0f : 5¢ Setting Session Tineout to 20 sec -
starting session tiner for the nobile

*apf 80211vTask: Nov 14 05:40: 32.863: c4: 7d: 4f: 3a: Of : 5¢ Di sassociate client in 20 seconds

*osapi BsnTiner: Nov 14 05:40:52.768: c4:7d: 4f:3a:0f:5¢c Authentication session tinmer expired
mark mobile for imediate del etion

*osapi BsnTiner: Nov 14 05:40:52.768: c4:7d: 4f: 3a: Of : 5¢ apf MsSessi onExpi reCal | back (apf_mns. c: 707)
Expiring Mobil e!

*apf Recei veTask: Nov 14 05:40:52.769: apf MsExpi reMobil eStation: Delete | mediately

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: Of : 5¢ apf MsExpi reMobi | eSt ati on (apf_ms. c: 7521)
Changing state for nobile c4:7d: 4f: 3a: 0f : 5¢ on AP 00: ¢8: 8b: 26: 2c: dO from Associated to

Di sassoci at ed

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: Of : 5¢ apf SendDi sAssocMsgDebug

(apf _80211. c: 3541) Changing state for nobile c4:7d: 4f:3a: 0f : 5¢c on AP 00:c8:8b: 26: 2c: d0O from

Di sassoci ated to Disassoci at ed

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Sent Di sassociate to nobile on AP

00: ¢8: 8b: 26: 2c: d0-0 (reason 1, caller apf_mns.c:7614)

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Sent Deauthenticate to nobile on BSSID
00: ¢8:8b: 26: 2c: dO sl ot O(caller apf_ms.c:7616)

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f:3a: 0f : 5¢c Setting active key cache index 8 ---> 8
*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢ Del eting the PW cache when de-
authenticating the client.

*apf Recei veTask: Nov 14 05:40:52.769: Sent Deauthenticate to STA: c4:7d: 4f: 3a: 0f : 5¢c on BSSI D
00: c8:8h: 26: 2c: dO, slotld: 0, vapld: 1

AP sends BSS Transition Management Frame due to load balancing

*apf MsConnTask_3: Apr 12 10:47:18.785: 08:74:02:77:13:45 11v BSS Transition Request is posted to
11v queue.

*apf 80211vTask: Apr 12 10:47:18.789: Session URL is not NULL

*apf 80211vTask: Apr 12 10:47:18.789: Disassociation Imrinent is 1

*apf 80211vTask: Apr 12 10:47:18.789: Disassociation Timer is 200

*apf 80211vTask: Apr 12 10:47:18.789: Building BSS Transition Request Frane

*apf 80211vTask: Apr 12 10:47:18.789: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Apr 12 10:47:18.789: Data Length of BSS Transition Request Frane: 22

*apf 80211vTask: Apr 12 10:47:18.789: apf80211lvHandl eBSSTransQuery: |radMacAddr:
fO:7f:06:e8:32: 70 rscb parent MAC ADDR fO0: 7f: 06: €8: 32: 70 rscb mac address: 00: 00: 00: 00: 00: 00
*apf 80211vTask: Apr 12 10:47:18.789: 11lv Action Frane sent:

*apf 80211vTask: Apr 12 10:47:18.790: 08:74:02:77:13: 45 apf80211lvSendPacket ToMs: 802. 11v Action
Franme sent successfully to wc

*apf 80211vTask: Apr 12 10:47:18.790: Successfully sent BSS Transition Request Action Frame to
STA: 08:74:02:77:13: 45

AP sends BSS Trasnsition Management Frame due to optimized roaming

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a Posting nsg of type:
APF_80211v_MsG BSS_TRANS _QUERY for STA and LRAD: 7c: Oe: ce: 7d: d9:10,slot: 0, len:0
*apf MsConnTask_0: Nov 04 04:58:55.320: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend



rc =0

*apf MsConnTask_0: Nov 04 04:58:55. 320:

11v queue.

*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:

Li st

*apf 80211vTask:
*apf 80211vTask:

7c: Oe: ce: 7d: d9

*apf 80211vTask:
*apf 80211vTask:

04
04
04
04
04
04

04
04
110 rscb
Nov 04
Nov 04

04:
04:
04:
04:
04:
04:

04
04
par ent

58:
58:
58:
58:
58:
58:

58:
58:

55.
55.
55.
55.
55.
55.

55.
55.

321:
321:
321:
321:
321:
321:

321:
321:
MAC ADDR. 7c:Oe:ce: 7d:d9: 10 rscbh mac address:

a4:f1:e8:58:95:0a 11v BSS Transition Request is posted to
Session URL is not NULL

Di sassociation Inmnent is 1

Di sassociation Tiner is 40

Bui | di ng BSS Transition Request Framne

Addi ng Nei ghbor List Subel ement

No Nei ghbor Candi date found : Resetting Candi date |ncluded

Data Length of BSS Transition Request Frame: 4
apf 80211vHandl eBSSTransQuery: | radMVacAddr:
00: 00: 00: 00: 00: 00

04:58:55.322: 11v Action Frane sent:

04: 58: 55. 322:

Franme sent successfully to wc
04:58: 55.322: Successfully sent BSS Transition Request Action Frame to

*apf 80211vTask
STA: a4:f1:e8:
*apf 80211vTask
starting sessi
*apf 80211vTask

. Nov 04
58: 95: 0a
: Nov 04
on timer

: Nov 04

References

04: 58: 55. 322:
for the nobile
04: 58: 55. 322:

a4:f1:e8:58:95: 0a apf80211vSendPacket ToMs: 802.11v Action

a4:f1:e8:58:95:0a Setting Session Tinmeout to 4 sec -

a4:f1l:e8:58:95:0a Disassociate client in 4 seconds

Chapter: 802.11r, 802.11k, 802.11v, 802.11w Fast Transition Roaming

IEEE Standard for Information technology—Telecommunications and information exchange
between systems Local and metropolitan area networks—Specific requirements-Part 11: Wireless

LAN Medium Access Control

(MAC) and Physical Layer (PHY) Specifications


http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-Guide/Enterprise_Mobility_8-1_Deployment_Guide/Chapter-11.html

	802.11v Basic Service Set (BSS) on AireOS WLC
	Contents
	Introduction
	Background Information 
	Directed multicast service (DMS):
	BSS Max idle period:
	BSS transition management
	Solicited Request
	Unsolicited Load Balance request
	Unsolicited Optimized Roaming request
	Client steer on FRA AP (Flexible Radio Assignment)
	Disassociation Imminent
	BSS Transition Management Response


	Prerequisites
	Requirements
	Components Used

	Configure
	Network Diagram
	Configurations
	Directed multicast service (DMS)
	BSS Max idle period management
	BSS transition management
	Solicited request
	Unsolicited Load Balance request
	Unsolicited Optimized Roaming request
	Disassociation Imminent



	Verify
	SSID support
	Client support


	Debug client activity

	Client with DMS capabilities
	Client BSS Transition Capable

	 References


