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This document describes L og Analyzer and SIP Profile Tester toolsfor troubleshooting CUBE using the
Collaboration Solutions Analyzer portal.

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Unified Border Element (CUBE) Enterprise.
» Session Initiation Protocol (SIP).
» CUBE log collection (debugging).

Getting started

Collaboration Solutions Analyzer (CSA) isasuite of tools designed to support your collaboration solution
throughout its lifecycle. It helpsidentify issues and provides corrective action plans when needed, assisting
in every phase of the collaboration solution.

Navigate to the Collabor ation Solution Analyzer at https.//cway.cisco.com/csa-new/#/home

N Note: Us ng the Chrome browser ensures that the tool functions optimally.


https://cway.cisco.com/csa-new/#/home

Considerations

Thetools are designed for a CUBE device that handles SIP-to-SIP calls. Any other voice protocol is not
supported by the tools.

Log Analyzer uses CUBE logs (based on SIP message debugging) for parsing.

If you need help with another voice protocol, please utilize Cisco Support Assistant for TAC engagements
at https.//supportassi stant.cisco.com

Platform Description

The CSA platform provides these CUBE tools:
* LogAnalyzer - Upload logs from CUBE and other collaboration devices to automatically detect,

troubleshoot and resolve issues.
» SIP Profile Tester - Validate SIP Profile Configuration.

Log Analyzer CollabEdge Validator

SRV Checker B2E Call Tester

Collaboration Solutions Analyzer N — B

Empower yourself with TAC tools that help troubleshoot and validate your collaboration
solutian,

UC Crashdump Analyzer SIP Profile Tester (SPT)

CSA Home

L og Analyzer

The Log Analyzer tool enables administrators to examine the call signaling handled by the CUBE device. It
offers a comprehensive analysis of log files, including:

» Call leginfo
» Ladder Diagram
» Signaling

% Note: CUBE debugging (debug ccsip messages) from a call that has been processed by the CUBE
must first be collected and stored in atext file. Only SIP debug and no other output, such as show
commands, must be included in thistext file.


https://supportassistant.cisco.com

Upload CUBE log files

Navigate to the Collabor ation Solution Analyzer at https.//cway.cisco.com/csa-new/#/home

Then select the tool by clicking on Upload filesin the Log Analyzer section.

B
Log Analyzer CollabEdge Validator
. - SRV Checker B2E Call Tester
Collaboration Solutions Analyzer ISl
Empower yourself with TAC tools that help troubleshoot and validate your collaboration
solution,
UC Crashdump Analyzer SIP Profile Tester (SPT)
Log Analyzer Home

The platform displays the tool screen where afile can be selected or dragged.
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Upload and analyze files

Log Analyzer

Automatic issue detection L

Configuration and system overview

[ device ha

Multi-product end-to-end flow .
Jpload

Log Analyzer Upload

To complete the process of uploading the file for the tool to analyze, click on the Upload button.


https://cway.cisco.com/csa-new/#/home

Upload and analyze files

Log :’i\na|\;zer N Mg founcl in the user sandbon. St by Upioading tham belo

Automatic issue detection

Configuration and system overview

Multi-product end-to-end flow

Log Analyzer Upload File

After uploading the file to the tool, select the file(s) you want to analyze by checking the corresponding box,
then click on the Run Analysis button.

» The system sets the Product Typeto CUBE.
* More than one file can be analyzed in the same session.

Upload and analyze files

Multi-proc

Filename Product type Risn

CUBE_logs ta CUBE >




Thetool analyzes all the signaling calls captured in the text file and display a summary of the identified call
legs. Y ou can then apply two filters:

» Search - Filter call sessions by specific data, such as dialed numbers.
» Search by ‘Disconnect Reason - Filter call sessions based on the reason for call disconnection.

sl CUBE jogstt & UTC B ke 15 - 2 el

System information

Log overview

Calis

From DM /URI  To DN JURI  CoBid SIP Caill-bd Paar Call-ld  GUID Call initiated (UTC) Call and (UTC Log duration (sec)

To continue with the detailed analysis, select the call session line you want to focus on, and the tool displays
the full analysis showing the Call L eg Information, Ladder Diagram and Signaling.

Call Leg Information

The first stage presents the Call L eg I nfor mation, which displays the overview of the call:

SIP call leg type

From — Obtained from the FROM SIP header of the INVITE message.

To — Obtained from the TO SIP header of the INVITE message.

Signaling sour ce — IP address and port of the source device. Obtained from the VIA SIP header of the

INVITE message.

» Signaling Destination — IP address and port of destination device. Obtained from the URI SIP header
of the INVITE message.

» Call ID - Obtained from the SIP CALL-ID header of the INVITE message.

 Call leg connects— Call session timestamp.
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Call leg info Ladder diagram Signalling

SIP - outgoing

[] Use for signaling and ladder

General information

SIP call leg type Call
From sipp@10.4.12.116

o 45678@10.4.12.151

Signaling source 10.4.12.116 : 5060

Signealing destination 10.4.12.151 : 5060

Call D 2884A6D-454D11EF-BOOBBAZE-81F90952@10.4.12.116
Call leg connects © 2024-07-19 21:30:52 UTC

[+] Use for signaling and ladder

SIP - incoming

General information

SIP call leg type Call
From sipp@10.4.12.151:5061
To 45678@10.4.12.116:5060
Signaling source 10.4.12.151 : 5061

) destination 10.4.12.116 : 5060
Call ID 1-9880@10.4.12.151

Log Analyzer Call Leg Info

In this section, Ladder tags can be enabled to highlight messagesin the Ladder Diagram. The application

has 2 fields:

* |D - Enter the specific parameter you wish to highlight.
» Description - Add a description of the parameter.

Click on the Add button to complete the process.



Ladder tags management

Applied tags

There are no tags applied. Select from existing ones or created new one

Add existing tag

There are no tags created yel. Create new one below.

Add custom tag

Log Analyzer Ladder Tags

Ladder Diagram

In the second stage, a L adder Diagram is presented, visually depicting the SIP messages exchanged during
the call. The messages are color-coded for easy identification:

» Bluecolor — SIPINVITE messages.
» Green color —SIP 200 OK and ACK messages.
* Red color — SIP BY E messages.

To download a copy of the diagram, click on the Download L adder button. The diagram is downloaded and
saved as a PNG image file. Please note that this option is only available when using the Google Chrome
browser.
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Log Analyzer Ladder Diagram

Thistool allows the administrator to open SIP messages and view their content. Click on a message to open
it.



Message

I CUBE_logs.txt

Message body

BYE sip:10.4.12.151:5060;transport=UDP SIP/2.0

Via: SIP/2.0/UDP 10.4,12.116:5060;branch=z9hG4bK17E4FD
From: "sipp " <sip:sipp@10.4.12.116>tag=A4BA9783-192B

To: <sip:45678@10.4.12.151>;tag=95055IPpTag01132

Date: Fri, 19 Jul 2024 21:30:52 GMT

Call-ID: 2884A6D-454D11EF-BO0OBBAZE-81F90952@10.4.12.116
User-Agent: Cisco-SIPGateway/I05-17.6.1a

Max-Forwards: 70

P-Asserted-Identity: "sipp " <sip:sipp@10.4.12.116>

Timestamp: 1721424652

CSeq: 102 BYE

Reason: Q.850;cause=16

Session-1D: 8148df0cc80d5cdd8e1cef5f36445d60;remote=d865788014d352b38b6aab0a34948979
Content-Length: 0

Log Analyzer Ladder Diagram Message

The administrator can add L adder Tags to visualize SIP messages with a distinctive dot mark in the Call
L eg Information section. Any parameter included in the SIP message can be used for the tag.

In thisexample an IP addressis used for the ID parameter and a description is added. SIP messages
containing the IP address are highlighted with a dot mark to distinguish them from other messages.

X
Ladder tags management
Applied tags
D Description Visual Action
10.4.12.151 Service Provider [ ] il

Log Analyzer Ladder Tags 1
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Log Analyzer Ladder Tags 2
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Another filter that can be used to distinguish SIP messages from other messages is a voice codec.

Ladder tags management

Applied tags
ID Description
PCMU Voice Codec G711ulaw

Log Analyzer Ladder Tags 3

Visual

Action
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Log Analyzer Ladder Tags 4
Signaling

The last stage is the Signaling, which displays the SIP messages for both CUBE legs (incoming and
outgoing). It contains the source and destination | P addresses. Click to view the message.

Call

‘Gall beg info Laddar diagram Signaling

Time (UTC) Imsstening legs Outgoing legs Sequence Seurce Destinatian Mestage

2024-07-19 21:3052 & Invite 5D v 2353687637 o 1 INVITE 10.4.12151-5061 10.4.12.116:5060 INVITE sip 45678@10.4.12.116:5060 SIP/2.0
2024-07-19 21:3052 + Invite SDP V3856 4 101 INVITE 10.4.12.116:5060 10.4.12.151:5060 INVITE 5ip:45678@10.4.12.151:5060 SIP/2.0
2024-07-19 21:3052 = 100 Trying 1 INVITE 10.4.12.116:5060 10.4.12.151:5061 SIP2.0.100 Tying

2024-07-19 21:3052 -+ 180 Ringing 101 INVITE 10.4.12.151:5060 10412, 116:5060 SIP(2.0 180 Ringing

2024-07-12 21:30052 =+ 200K SDP 2353687637 4 101 INVITE 19.4.12.151:5060 10.4.12.116:5060 SIP[2.0 200 08

2024-07-19 21:3052 © Ack 101 ACK. 10.4.12.116:5060 10.4.12.151:5060 ACK £ip:10.4,12.151:5060; transport =UDP SIF/Z.0
2024-07-19 21:30052 -+ 180 Ringing 1 INVITE 10.4.12.116:5060 10.4.12.151:5061 SIP/2.0 180 Ringing

2024-07-19 213052 -+ 000K SOPvI2IE o 1 INVITE 10.4.12.116:5060 10.4.12,151:5061 SIPf2.0 200 0K

2024-07-19 21:3052 € Ack 1 ACK 10.4.12.151:5061 10.4.12.116:5060 ACK s 4S67B@10.4.12.116:5060 SIP12.0
2024-07-19 21:30:52 & Bye 2BYE 10.4.12.151:5081 10.4.12.116:5060 BYE sip:4S678@10.4.12.116:5060 SIB/2.0
2024-07-19 213052  Bye 102 BYE 10.4.12.116:5060 10.4.12.151:5060 BYE sip:10.4.12 151-5060 transport=UDP SIR/2.0
2024-07-12 21:30052 = 20008 2BYE 19,412 V165060 10.4.12,157:5061 SIP[2.0 200 Ok

2024-07-19 21:3052 - 200 0K 102 BYE 10.4.12.151:5060 10.4.12.116:5060 SI2.0 200 0K

Log Analyzer Sgnaling



Message
i CUBE_logstn

Message body

BYE sip:10.4.12.151:5060;ransporte UDP SIP/2.0

Via: SIPf2.0/UDP 10.4.12.11 65060 branch=23nGABK 1 TEAFD
From: *sipp * <sip:sipp@10.4.12.116>;tag=A4BAS783-1928

To: <sip45678@10.4.12.151>/1ag=950551PpTag0 1132

Date: Fri. 19 Jul 2024 21:30:52 GMT

Call-ID: 2884A6D-45401 1EF-BO0BBAZE-S1FO0H52@10.4.12.116
User-Agent: Cisco-SIPGatewayI0S-17.6.1a

Max-Forwards: 70

P-Asserted-kenfity: "sipp * <sipsipp@10.4.12.116=

Timestarng: 1721424652

CSaq- 102 BYE

Reason: 0850 cause=16

Session-10: 8148df0ccB0d5codbe 1cal5f364 45d60 remate » 48657 BE01 40352 b38060aB0a34 946979
Content-Length: 0

Log Analyzer Sgnaling Message

Diagnostics

All datathat is parsed from logsis run against Diagnostic Signatur es that identify known defects,
commonly seen issues or misconfigurations and provide a corrective action plan.

Once acall captured in the logs has been selected to display the call summary analysis, the CSA platform
shall display the Diagnostics section, which contains this information:

* Issues Found
* Missing Information
» Potential Problem

A toggle button can be activated to filter and display only defects.
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Log Analyzer Diagnostics Home

alil Collaboraticn Solutions Analyzer

ciseo |og Analyzer ® utc B Report Problem -l ? el

Diagnostic overview

Issues found No issue Not applicable Missing information Potential problem

Q. Search
~~ No issues were found.

Result Category ~ You can still view the diagnostic signatures that were run but did not find any issue by selecting different result type tabs above.
ry

+ Call (8)

~ MRA (0} Click on any of the below to see details or continue to analysis.

+ Configuration (0)

Defects only
Log Analyzer Diagnostics overview

CUBE Packet Capture

Packet capture is afile buffer created to gather a copy of the actual packets at a CUBE network interface or
any voice network device. Thisfile can be open and analyzed by network analyzer software, such as
Wireshark.

The Log Analyzer tool has been enhanced with a Packet Capture analyzer that can process pcap or pcapng
file format extensions, providing a summary of session and network statistics collected from calls.

The Packet Capture file must be uploaded to the L og Analyzer tool in the same way as the CUBE log file.
The system determines the product type as PCAP.



Log Analyzer

Automatic issue detection

Filename Product type Run
Configuration and system overview f ; >
>

Log Analzyer Packet Capture File

Once the Run analysis button is activated, the L og Analyzer tool analyzes the information and provides a
summary of the captured sessionsin two columns:

e RTP streams
 TCP/UDP Streams

% Note: If the packet capture includes SRTP streams, it is shown in the 'RTP streams' column and a
network analysisis performed. The audio part of an SRTP stream is not decoded.

Select a session from the RTP streams column and the tool display the RTP stream stats for that connection.
If the stream is being affected by the network conditions, the Packet L oss parameter shall be marked with
red dots.

Collaboration Solutions Analyzer

1l Ll CUBE_Packet_Capturepeap (D UTC Report Problem 2

€0 Log Analyzer ] - 7 e

System information

Log overview

RTP streams TCP/UDP Streams

Q, Searct

Src 1P Src port Dest IP Dest port Payload type SSRC Packet count Packet loss Jitter (mean,/mac) Info
8456 14.50.214.57 22682 8 7ale 273 0% Qms f0.01 ms

14.50,214,57 22682 172.18.110.58 BAGG a8 97d5b219 269 0% QOms f0.01 ms

1ot @ showing 10 =

Log Analyzer PCAP analysis

The RTP Flow Statistics can be downloaded in atext file format which contains a summary of packet loss.
Click on the Packet L oss Summary button to download the file.
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1l CUBE_Packet_Capturepcap (&) UTC teport Problem 9
Log Analyzer SRR B ' w i &
RTP Stream
Packet loss summary
RTP Stream statistics =
Packet interval | time
& Packet |

.........

Log Analyzer PCAP RTP Stream

For TCP/UDP Streams, the system displays the summary of captured sessions.

System information

Log overview

RTP streams TCPUDP Streams

. Search

Protocol Src IP Sre port DestIP Dest port Packet count 2-way communication OCSP
upe 172.18.110.58 ]

upe 172.18. [+ ]

upP 172.18.110.59 3277 172.18.110.1 5060 2 o

Log Analyzer PCAP TCP UDP Sreams

SIP Profile Tester (SPT)

Session Initiation Protocol (SIP) profiles are used to modify incoming or outgoing SIP messages to ensure
compatibility between different devices. The 'SIP Profile Tester' tool allows you to validate your
configuration before deploying it in alive environment.

The SIP Profile tool consists of 3 sections:

» SIP Profile Rules - Window to insert the SIP PROFILE rulesto be tested.

» SIP Messageto Apply Rules - Window to paste the SIP Message where the rules are to be applied.

» SIP message to copy from - (Optional) Window to paste a SIP message in case a copy list
configuration is tested. A copy list configuration copies the content of an inbound header received by
adevice to an outbound header.

The tool contains 2 buttons to manage the tests:



e Green Button —Torun atest.
* Red Button — To reset and clear settings.

After selecting the Green Button to run the test, the tool displays these options:

* Red Button - New Test
» BlueButton - Show Inputs

Highlighting of the Original/Modified SIP Message results:

» BlueColor - Modified SIP Headers or SDP Body are highlighted blue in both message areas.
* Green Color - Added SIP Headers or SDP Body are highlighted green in the Modified SIP message

result only.
* Red Color - Removed SIP Headers or SDP Body are highlighted red in the original SIP message
result only.
i B - o
SIP Profile Rules ™ Load! a Prebuilt Rule Set « SIP Message To Test Rules On = Load a somple SIP Message
Peer SIP Message To Copy From
Input Help: copyist, vose service voip, dial-peer, tenant, or ofhér vaice conbgurations ané ot requred TSR ————
Runren

S P PROFILE Home
Prebuilt SIP Profile Example

Thetool provides pre-built examples to simplify testing. At the top of each window, there is an application
box for selecting these examples.

Here is how to use a predefined configuration:

1. Click on Load a Prebuilt Rule Set and select Add: SIP Header.
2. Click on Load a Sample SIP Message and select INVITE (No SDP).
3. Select the green Run Test button to execute the test.
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INVITE (Mo SDF)

SIP Message To Test Rules On e

IWGITE sip:B6T5300§192. 168.11.10: 5068 SIP/Z. 0

da: SIF/2.8/TCP 192.168.10.10:5068; branch-z3hGaby 14242118
SIP/2.8/UDP 102,168,108, 915068 br anch 0382570
- o

" €31pi123a56TARGISE, 168, 19. 10 ; Tag ~dEDFRODS - LA
To: <sip:2075305@192. 168,11, 18>
€all-ID: DFE43521-335811EF-B5788A40. SBTEBADBRIDR 162.10.18

Session-10: IdIS0AR001050M0DM0 I Tel 266¢ 160 renat e IbE 541 001050000064 164 365408

Cisco-Guids H622027175-0880051023-2238508512 1803407283

£34q: 101 IWITE

Allew: INVITE, OPTIONS, BWE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, MOTIFY, INFO, REGISTER
Allow-Events: telephone-gyent

Supported: 180rel,timer, resource.priority roplaces

Supported: sdp-

Require: timer

Subject: SIP Profile Test

Session: Media

user-dgent: Clsco-SIPGTewny/105-17.14.1a

Date: Thu, 27 Jun 2824 0:28:07 GMT

Tisestamp: 1710447647

Expires: 180

Min-SE: 1508

Sesslon-Explres: 1888 refreshar-yag

Max-Forgards: 6%

Contact: <sip:1111111111§192 168,18, 18:5648; transport=teps

Diversion: <sip:}123233223192.168.10. 08 jprivacy=off; reason-unconditional ;counter
Bamara Maar The "FalbanTh Wiea™ cefaiTFII32TIIENY 160 4@

Input Help: SIP Request URI or Stabus Line ahways required, SIP Headers/SDP Body optional unless testing them. CSE0 requined
“method” eed in RESponse rule.

Syntox Help: LANA SIP Parameters, 1ANA SDP Paramaters

SIP Profile Rules e

rule 108 request &NY sip-hesder Diversion Add ~“Diversion: <sip:B675305@cisco.coms”

Add: SIP Header

sCrgansng
P .

A s mnarn o] T Eams e,

Peer SIP Message To Copy From =

lInput Help: copyiist, voice Senvice woip, dial-peer, tenant, of other voioe Confgurations ane no? neguired Input Help: Fegular “copy” rukes will use the other S5 Message; not this input
Syntax Help: SIP Profile Config Guide, SIP Copylist Config Guide

Input Help: Regular “copy” rules will use the other 517 Message; not this input

SIP PROFILE Prebuilt
Thetool displays a new screen with the results of the test:

Modified SIP message

ADDED (GREEN) - Diversion: <sip:8675309@cisco.com

B Repot Problem

-
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cisge

Original SIP Message:

Modified SIP Message:

ENVITE sipedSTSROREI0L. 168 10, 10: 5060 SIP/2.0

INVITE sip:BETSIONEIOZ. 164, 11. 10:5060 S10/2.0

1
2 Wler SIR/L.0TCP 152.160.10.10: 5060; branchersnidbK1024 2010, SIR/2. DAUDP 152, 168, 18, 9; S000;6r anche5h04 bl BMNI1579 2 vies SIR/2.0/TCF 192,168,109, 18: 50601 branches ShOSCEL 6282110, STF/ 2. 0/L0F 192, 148, 10, 9: 5060 brancherShG4bEmSII5TS
: Prom; “CallerID Meme™ coip:2I345678E192, 165,00, 100 ; tag=A00r0008 -CA0 1 Prom: “CalleriD_Wame™ <sip:l2 SE192. 168,10, 125 ;tag =]
4 Tor cripra67530u§152.168.11.10> 4 Tor csiprBETSIHI92. 168,101,100
% Call-T0: DPE4IS11-1ISLLLEF-8570040- SH7ERARGIS2. 16E. 10,10 5 | Call-T0: D7E4T511-3151116F- BSTERA4R-GOTEMOBEINZ. 163,10, 10
& Sesslon-ID: 203maSi00l05eblal00147¢1 266 260 ; renoten b d55a1 cOb IS 000RDINECA 160363408 & SessionsID: 2430sS000105000a000247e1 2660 164 ; renotes 0541 c0t1OSOORMNEC S 162369458
7 Clsco-Gubd: 3620027 - 2138888512 3 7 Cisco-Guld: B6ZIOITITS: S3E0951013- 2238655502 - 1603467483
£ Caeq: 160 EWITE & Cseq: 190 IMVITE
% Allow: IWITE, GPTIONS, BYE, CAMCEL, ACK, PRACK, UPDATE, REFER, SUBSCRISE, WOTIFY, INFO, REGISTER 9 Allew: INWITE, CPTIONS, BYE, CAMCEL, ACE, PRACK, LPDATE, REFER, SUBSCRIBE, MOTIFY, INFO, REGISTER
18 allow-fvants: telephons-event, kpml, dieleg Allgw-Ewente: telaphone-pwent, kpml dislog
15 Supported: 108rel,tlmer, ressirce-priecity, raplaces, sdp-anat 100re], timer rasource-pelarity, replaces, sdp - anat
12 Requires timer Requires timer
13 swbjests 35F Profile Test Subjects 51F Frofile Test
14 Session: Medls Sessdonr Media
15 User-Agents Clzco-SIPGatewry/T05-17.14.1a User-igent: Clsco-SIPSsteway/T05-17.14.18
16 Duve: Tha, 27 Dua 3024 80:30:07 GIT u, 27 Tun 3034 G:20:07 GHT
17 Timestasp: 1710447607 Tisestasp: 1713447607
13 Explres: 180 Expires: 188
15 MEn-SE: 1880 Min.SE: 1808
0 Sesslon-Dxphres: 1800;refresharsuse Sezsion-txpires: 1800 refrasherssas
21 PansPorasrds: 69 HaxPerwards: 89
13 Contact: <sipill1101RL1I8153. 168, 10, 191 5060; transportetops Contacts ¢s1p1l1UILLLI114ES2. LEB. 10, 10:5068; transportetops

Diversion: <sip: 121232222092, 168.19 1003 pr wacy=aff; reasonsun ondi tioasl; countersl; scresneng
Remote-Party-I0:
Pedsserted-Tdentityr ~CallerDD_Mame™ <51p14dddadssdafiisy, 165,10, 10

LlerID_Pase™ <5ip:33333333334192. 163,10, 190 party=calling; screensnozpr bvacysot f e

Cdversion: <sip:il322ITTII2H192.168. 10,105 pr fvacysoffireasoneuncondit fonal; counters 1z sareensno
Resote-Farty-100 ~CallerlD Neme™ «s1p:13333333333§192.168.19. K00 party=calling;screensaogpr lvacywoff
Passerted-Tdentity: “CollerDD Neme™ <siprdddsstddddfiloz, 168,108,107

PePreferred-Tdentity: "CallerlD Meme™ «slp:$45SSS5555H192.168.20.100 3 PePreferred-Tdentity: "CallerlD Nase™ <sipr3SSSSSSSS58L02. 164,10, 18
Custostieader: “CallerDD Mame™ <sip:77777777778192, 168, 10, 102 27 Custesteader: “Callerld Name™ ¢sip:777777777 70102164, 10. 287
Accepts spplicaticnsadp i Aceept: application/sdp

¥ Content-Dispesition: session;handling-required 2 Conmest-Blapasith s1len; hasdl Ing=roquired

19 Gontent-langth; @ 0 | Divers exlp: 8873 30Rlcly o o

51 | Gontest-Langth: @
Logs:
Actisn Befare Hiter Rule

Diwersion: 4alp:BETSNOR ines_soms

SIP PROFILE Prebuilt Add Example

rule 100 request AN sip-hesder

Biversisn Add “Ofversion: (3lp:BATENO@eince. com™

Thisis an example of the modify/add/remove highlighting:



SIP Profile Rules

rule 100 request ANY sip-header Diversion Add "Diversion: <sip:8675309@cisco.com>"
rule 200 request ANY sip-header P-Asserted-Identity modify "sip:4444444444@" "sip:5555555555@"
rule 300 request ANY sip-header P-Preferred-Identity remove

Sip Message To Test Rules On

INVITE sip:8675309@192.168.11.10:5060 SIP/2.0

Via: SIP/2.0/TCP 192.168.10.10:5060;branch=z9hG4bK16242110

Via: SIP/2.0/UDP 192.168.10.9:5060;branch=z9hG4bK00002579

From: "CallerID_Name" <sip:123456789@192.168.10.10>;tag=4EDFODD8-CAQ

To: <sip:8675309@192.168.11.10>

Call1-ID: D7E43511-335111EF-8578BA40-6B7EBADB@192.168.10.10

Session-ID: 2d390a8000105000a000247e1266c26d; remote=3b954a1e00105000a0006c416a369498
Cisco-Guid: 3622027175-0860951023-2238888512-1803467483

Cseq: 101 INVITE

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
Allow-Events: telephone-event,kpml,dialog

Supported: 100rel,timer,resource-priority,replaces

Supported: sdp-anat

Require: timer

Subject: SIP Profile Test

Session: Media

User-Agent: Cisco-SIPGateway/I0S-17.14.1a

Date: Thu, 27 Jun 2024 00:20:07 GMT

Timestamp: 1719447607

Expires: 180

Min-SE: 1800

Session-Expires: 1800;refresher=uac

Max-Forwards: 69

Contact: <sip:1111111111@192.168.10.10:5060;transport=tcp>

Diversion: <sip:2222222222@192.168.10.10>;privacy=o0ff;reason=unconditional;counter=1;screen=no
Remote-Party-ID: "CallerID_Name" <sip:3333333333@192.168.10.10>;party=calling;screen=no;privacy=off
P-Asserted-Identity: "CallerID_Name" <sip:4444444444@192.168.10.10>
P-Preferred-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>

CustomHeader: "CallerID_Name" <sip:7777777777@192.168.10.10>

Accept: application/sdp

Content-Disposition: session;handling=required

Content-Length: 0



‘Lsee  Collaboration Solutions Analyzer

SIP Profile Rules

rule 180 request ANV sip-header Diversion Add “Diversion: <s1p:8675389gcisco.com”
rule 30 request A sip-header P-hsserted-Tdentity sedify "sipid44d48444487 "sip: 55555555555
rule 380 request ANY sip-header P-Preferred.Identity resove

Load a Prebuill Rule Set

1, VOIce SeTvice woip, disl-peer, te
Syntax Help: SIP Profile Config Guide, SIP Copylst Col

her vice: CONBUFALoNS ane nat requined
Giuide

S P PROFILE Modify Add Remove Example

To view the result, click on Run Test.

Original SIP message

B Repon Problem - 7

SIP Message To Test Rules On ™

INVITE 51p:B67538M192.168.11.10:5060 SIP/2.0
Via: SIP/1.0/TCP 192168, 18, 10: 500 branch-20hGdbE1 6242110
hEAbKaBEDZE 79
1leriD Hamg™ «<5ip:123856789@192. 168. 18,18 ; tag=4EDFO008 . CAR
5751005192 164,11, 10>
TEAIE11- 3511 1EF - 05 THRALO - LOTERADDRIO2 168,10, 10
<ID: 20390aBB9010508080024701 2650264 renote=30b054a1000105002408050 4 164369408
Cisco-fuid: IGII0ITITE-0BGER51023- 220080512 -1803467403
Gaeg: 101 INVITE
Allow: EINVITE, OPTIONS, BVE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIEE, MOTIFY, INFD, REGISTER
Allow-Events: telephone-gyent kpal, diglog
d: 180rel, timer, résource-priority replaces
sdp-anat
imer
tz 51P Profile Test
Sesslon: Media
User-agent: Cisco-SIPGatewsy/105-17.14.1a
Date: Thu, 27 Jun 2024 0d:E0:07 &7
Timestamp: 1719447607
Expires: 188
Min-SE; 1899
Sesslon-Expires: 1808;refresher-uac
Max-Foruards: 60
Contact: <$ipil111111111§192 168,19
Diversion: <sip:23213223229102 188
TRy rallaeTn

Load a samiple SIP Message

01 5068; transport=top?
185 ;privacy-off;reascn-unconditd,
33333IEINT 16D 4@ At mnar

ounters1;screens=no
P

Gomnrn
Input Help: SIP Rl o Status Ling 3
“method” used in response ke

Syntax Help: IANA SIP Paramet

quired, SIP Headers/SDP Body op

s, LANA SDP Parameters

Peer SIP Message To Copy From *

Input Help: Regular “copy” nues will use the other SIP Message: not this input

Input Help: Regular “copy™ rules will use the other SIP Message; r

MODIFIED (BLUE) - P-Asserted-Identity: "CallerID_Name" <sSip:4444444444@192.168.10.10>
REMOVED (RED) - P-Preferred-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>

Modified SIP message

MODIFIED (BLUE) - P-Asserted-Identity: "CallerID_Name" <sip:5555555555@192.168.10.10>
ADDED (GREEN) - Diversion: <sip:8675309@cisco.com>



ion Solutions Analyzer

Original SIP Message: Modified SIP Message: [ 150 Uk simn ]

SIPF1.0 1 DRIt
anchezFhGAbK16242110, S1F/ 2, OUDP 192,168, 10,91 5060 branche zShGADKDNNEZ5TS 2 vim
92,165, 50, 1073 tag=4 EDF 9568 -Cisd

FUGF 192,168, 10,91 5060] branche 19hGADENM0257S

GALELE282110, 51

BEXIOLTITS - BEEAGS 1023 FIISAREE] - 1 SORLETLED
WITE
HOTIFY, DNFO, AEGISTER

GBTIONS, EvE, CANCEL, ACK, PRACK, WPOATE, REFER, SUBLCRY

phone-event , kpal

1 Supported: 100r
1 Require: tiser
3 Subject: SIP Profile Test

14 Sessisn: Medla

/105-17.14, 18

Cise0-SIPGNtEway 105-17.14.18

& 4 00 2087 T

#in-5E: 1800

resherswac

1804 refreshersusc

2 Contect: L111§192, 168, 12,121 5060, transport=tcp? 192, 168, 10, 101 5060} transpor t=1ops
Blversion; <sip 1oz 3privacy=aff jressonsenconditional | cownters1; screen=no 92,363, 10, 10 pprivacy=ott) reass onditionaljcounters1; sireensma
4 Resat o pr Lusywaf f 24| Resote-Pary ymcallisg;sereen r =off

©3Lp: 333333333 35192, 168, 181
559555455007 . 104 80, 100 36 Euse : erih_hame™ 3 TIgL62. 164, 10, 18
TITFITFIIIHIGL. 165, 1. 1>

FPreferred - 1de
¥ Customteader :
azcepts applicationisdp Lan; handlingsreqeired

i

5 Cont Lipo : sezsden;handl ingerequired

Content-Lengths &

Content-Length: @

Logs:
Actlion Before After Rale
L) Diversion: <5ipi 0675 0%8cisc0. com» rele 109 request AN sip-hesder Diversion &add “Diversion: <sipiB67500%cisco.coms”

WOOIFY  Prasserted:Identity! erID_Mome™ ©5ip144848580a4g192 165, 00,100  P-Asserted-Tdentity: “CallerlD Wame™ «sipSSSSSS5555§192.168.10.10F rule 200 request ANY sip-hesder P-dsserted-Tdentity modify “siprddssssisiag™ ~sip:55555555554°

REMNE.  P-Preferced-Tdentity: “CallerlD Meme™ <3ipi3555555555192.168.10,100 rule 309 reguest AN slp-hesder P-Preferred-Tdentity resove

S P PROFILE Modify Add Remove Example 2
Copylist SIP Profile

For copying content from an incoming header that a device receives to an outgoing header (SIP copylist),
these tool inputs can be used:

* Flow Chart: Incoming SIP Message -- > CUBE -- > Modified SIP Message

» Peer SIP Message To Copy From — SIP message to copy from.
» Sip Message To Test Rules On — SIP message to apply rules.

To enable the Peer SIP M essage To Copy From section, the Show Peer Copy I nput option must be
enabled. Y ou can click on Hide Peer Copy I nput to hide this section.

Collaboration Solutions Analyzer ® utc

cisco

SIP Profile Rules ™ Load a Prebuilt Rule Set + SIP Message To Test Rules On ™= Load a sample SIP Message =

Input Help: 53 Request URI or 51 ahwarys requined. SIP Headers/SDP B
required if “m * used in resp

Synitax Help: IANA SIP Paramete

option

rulke
LANA SDP Parameters

Peer SIP Message To Copy From *

Input Help: copyhist, voice senace voip, dial-pear, tanant, or other wece corn 5 are not reguired

Syntax Help: SIP Profile Config Guide, SIP Cogylist Con




SP PROFILE Copylist Home

Thisis an example of SIP Rules, Incoming and Modified SIP Messages.

SIP profile rules.

request INVITE peer-header sip To copy “sip:(.*)@” u0l
request INVITE sip-header SIP-Reg-URI modify “sip:(.*)@” sip:\u0l@

SIP message to apply rules.

Sent:

INVITE sip:235678@10.16.0.5:5060 SIP/2.0

Via: SIP/2.0/UDP 192.0.2.0:5060;branch=z9hG4bKA7155C

From: "Cisco" <sip:1234@10.16.0.3>;tag=B125CE72-1184

To: <sip:5678@10.16.0.5>

Call1-ID: 783557DF-193811EF-A4C1B962-D5D3EC18@192.0.2.0
Supported: 100rel,timer,resource-priority,replaces,sdp-anat
Min-SE: 1800

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 1716577979

Contact: <sip:1234@192.0.2.0:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 68

P-Asserted-Identity: "Cisco" <sip:9876@192.0.2.0>
Session-ID: 1629a67700105000a000d9a7fe; remote=00000000000000000000000000000000
Session-Expires: 1800

Content-Type: application/sdp

Content-Disposition: session;handling=required
Content-Length: 243

v=0

o=CiscoSystemsSIP-GW-UserAgent 3601 9082 IN IP4 192.0.2.0
s=SIP Call

c=IN IP4 192.0.2.0

t=0 0

m=audio 8402 RTP/AVP 0 101

c=IN IP4 192.0.2.0

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16

SIP message to copy from.

Received:

INVITE sip:235678@10.15.0.2:5060 SIP/2.0

Via: SIP/2.0/UDP 10.14.0.1:5060;branch=z9hG4bK16927e56b400c78

From: "Cisco" <sip:1234@10.14.0.1>;tag=156812752~757956d9-2b62-4ab0-b5c2-6b19710635db-53693198
To: <sip:5678@10.15.0.2>

Call1-ID: a0f63500-1f013804-1344e15-16000e0a@10.14.0.1



Supported: 100rel,timer,resource-priority,replaces

Min-SE: 1800

User-Agent: Cisco-CUCM12.5

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
CSeq: 101 INVITE

Expires: 180

Allow-Events: presence, kpml

Supported: X-cisco-srtp-fallback,X-cisco-original-called

Call-Info: <sip:10.14.0.1:5060>;method="NOTIFY;Event=telephone-event;Duration=500"
Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Session-ID: 1629a67700105000885a92d9a7fe; remote=00000000000000000000000000000000
Cisco-Guid: 2700489984-0000065536-0000126777-1234102346

Session-Expires: 1800

P-Asserted-Identity: "Cisco" <sip:1234@10.14.0.1>

Remote-Party-ID: "Cisco" <sip:1234@10.14.0.1>;party=calling;screen=yes;privacy=off
Contact: <sip:1234@10.14.0.1:5060>;+u.sip!devicename.ccm.cisco.com="SEP885A92D9A7FE"
Max-Forwards: 69

Content-Length: 0

- n - 7 o
SIP Profile Rulag e Load o Prebul Rule Set - 5IP Message To Test Rules On e Load a sample S0 Message
red wirl
et T
PRI

e ot

Hyntax Helg: L 580 F

Peer SIP Message To Copy From ==+

[ e
By g SIP Prostés Cond

S P PROFILE Copylist Example

Continue by clicking on the Run Test button to launch the tool.

Copy Register

Register: u0l
Value: 5678

Original SIP message

MODIFIED (BLUE) - INVITE sip:235678@10.16.0.5:5060 SIP/2.0



Modified SIP message

MODIFIED (BLUE) - INVITE sip:5678@10.16.0.5:5060 SIP/2.0

Original SIP Message: Modified SIP Message:

]

Copy Registers:

Regicter Viakue
5678
Logs:
Action Before After
o

SIP PROFILE Copylist Example 2
Report A Problem

At the top of the CSA Platform, the Report A Problem section allows you to share any issue detected in the
tools.

In addition, the administrator can provide feedback, comments or suggestions by sending an email to where
the CSA development team processes the information.

" Collaboration Solutions Analyzer B Repont Probler - 9 Fe

Tools About Known is5ues Release notes

commenis or

Log Analyzer CollabEdge Validator

Collaboration Solutions
Analyzer

B2B Call Tester

Empower yourself with at help troubleshoot and valic

on solution.

Report Problem Home



Report an issue

Product
h
Issue
-
Details about an issue
e

G s
Report Issue

Three icons have been enabled to alow the user to Provide Feedback (megaphone icon), review the user
documentation (question mark icon) and open user settings (cogwheel icon).

- Collaboration Solutions Analyzer B Repen Probior - | 7

Tools About Known issues Release notes

Log Analyzer CollabEdge Validator

Collaboration Solutions

SRV Checker B2B Call Tester

Analyzer

at help troubleshoot and validate your

on solution.

Icons

Support Related Information

Configure Debug Caoallection for CUBE and TDM Gateways

Cisco Unified Border Element Configuration Guide Through Cisco |IOS XE 17.5

Chapter: SIP Profiles



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/215208-configure-debug-collection-for-unified-b.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-cube-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/voice/cube/configuration/cube-book/voi-sip-param-mod.html

Use SIP Profiles on CUBE Enterprise Common Use Cases



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-border-element/118825-technote-sip-00.html

