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Introduction

This document discusses how to configure Cisco Unified Communication Manager (CUCM)
Directory Integration in a Multi-Forest Environment.

Prerequisites

Requirements
Cisco recommends that you have:

1. Knowledge of deployment and configuration of CUCM directory integration.

2. Knowledge of deployment and configuration of Microsoft Active Directory Application
Manager (ADAM) 2003 or Microsoft Lightweight Directory Services (AD LDS) 2008 or 2012.

3. CUCM Release 9.1(2) or later.



4. When you use CUCM Release 9.1(2) or later, the LDAP filter can be changed with the
Administrative web interface.

5. The number of user accounts to be synchronized must not exceed 60,000 accounts per
CUCM Publisher. When more than 60,000 accounts need to be synchronized, the IP Phone
Services Software Development Kit (SDK) must be used in order to provide a custom
directory. See the Cisco Developer Network for additional details. When you use Unified CM
Release 10.0(1) or later, the maximum number of user accounts supported is 160,000.

6. Microsoft ADAM 2003 or Lightweight Directory Services (LDS) 2008 or 2012.

7. The requirement for SSL when you use bind redirection should not be disabled. If it is
disabled, it causes the password of a Windows security principal to pass to the computer that
runs ADAM without encryption. Thus, it should be disabled only in a test environment.

8. User ID (sAMAccountName ) needs to be unique across all the forests.

9. If there is an AD LDS setup and if the CUCM UserID mapped to sAMAccountName needs to
be used, then that agreement should be configured as the AD.

10. When you configure the domain trust relationship between ADAM instance host domain and
user accounts host domain, the domain functional level and the forest functional level
should be 2003 or later.

11. CUCM supports only a single application directory partition in AD LDS, multi partition is not
supported currently.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Preface

Microsoft AD LDS, formerly known as ADAM, can be used to provide directory services for
directory-enabled applications. Instead of using your organization's Active Directory Domain
Service (AD DS) database in order to store the directory-enabled application data, AD LDS can be
used to store the data. AD LDS can be used in conjunction with AD DS so that you can have a
central location for security accounts (AD DS) and another location in order to support the
application configuration and directory data (AD LDS). With AD LDS, you can reduce the overhead
associated with AD replication, you do not have to extend the AD schema in order to support the
application, and you can partition the directory structure so that the AD LDS service is only
deployed to the servers that need to support the directory-enabled application.

- Install from Media Generation - The ability to create installation media for AD LDS with
Ntdsutil.exe or Dsdbutil.exe.

- Audit - Audit changed values within the directory service.

- Database Mounting Tool - Gives you the ability to view data within snapshots of the database
files.

- AD Sites and Services Support - Gives you the ability to use AD Sites and Services in order to
manage the replication of the AD LDS data changes.

- Dynamic List of LDIF files - With this feature, you can associate custom LDIF files with the


http://developer.cisco.com/web/ipps/home

current default LDIF files used for setup of AD LDS on a server.
- Recursive Linked-Attribute Queries - LDAP queries can follow nested attribute links in order to
determine additional attribute properties, such as group memberships.

There are a lot of differences between ADAM and AD, ADAM can only deliver part of the functions
delivered by AD.
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Overview

The objective of this document is to explain the mechanisms that allow CUCM, or any other Cisco
products that use Directory Integration Service (DirSync), to get user information and perform
authentication from different AD domains that can exist in different forests. In order to achieve this
objective, ADAM is used in order to synchronize its user database with different AD Domain
Controllers or other LDAP sources.

ADAM can create a database of users and store their details. Single Sign On (SSO)

functionality is desired in order to avoid end users having to maintain different sets of credentials
in different systems; therefore, ADAM bind redirection is used. ADAM bind redirection is a special
function for applications that support LDAP bind as an authentication mechanism. In some cases,
the special schema, or naming context, might force you to avoid AD, which makes ADAM a
necessary choice. This avoids users having to remember multiple passwords due to the
employment of an additional directory with its own user ID and password.

A special user proxy object in ADAM maps to a regular AD user account. The user proxy does not
have an actual password stored in the ADAM object itself. When the application performs its
normal bind operation, it checks the ID locally, but checks the password against AD under the
covers as shown in this figure. The application does not need to be aware of this AD interaction.
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ADAM bind redirection should be used only in special cases where an application can perform a
simple LDAP bind to ADAM. However, the application still needs to associate the user with a
security principal in AD.

ADAM bind redirection occurs when a bind to ADAM is attempted with use of a special object
called a proxy object. A proxy object is an object in ADAM that represents a security principal in
AD. Each proxy object in ADAM contains the SID of a user in AD. When a user attempts to bind
to a proxy object, ADAM takes the SID that is stored in the proxy object, together with the
password that is supplied at bind time, and presents the SID and the password to AD for
authentication. A proxy object in ADAM does not store a password, and users cannot change their
AD passwords through ADAM proxy objects.

The password is presented in plain text to ADAM because the initial bind request is a simple LDAP
bind request. For this reason, an SSL connection is required by default between the directory
client and ADAM. ADAM uses Windows Security APIs in order to present the password to AD.

You can get more information on bind redirection in Understanding ADAM bind redirection .

Active Directory Multiple Forest Support Scenario in CUCM

In order to explain the method, imagine a scenario where Cisco Systems (Forest 2) has acquired
two other companies: Tandberg (Forest 3) and Webex (Forest 1). In the migration phase, integrate
the AD structure of each company in order to allow the deployment of a single Cisco Unified
Communications cluster.


https://technet.microsoft.com/en-us/library/2008.12.proxy.aspx
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In the example, company Cisco (Forest 2) has two domains, Forest root domain called CISCO
(dns cisco.com) and a subdomain called EMERG (dns emerg.cisco.com). Both of these domains
have a Domain Controller that is also a Global Catalog, and each one is hosted in Windows 2008
Server SP2.

Company Tandberg (Forest 3) has a single domain with a Domain Controller that is also a Global
Catalog, and it is hosted in Windows 2008 Server SP2.

Company Webex (Forest 1) has a single domain with a Domain Controller that is also a Global
Catalog, and it is hosted in Windows 2003 R2 Server SP2.

AD LDS is installed in the Domain Controller for domain CISCO, or can be a separate machine; in
fact it could be anywhere in one of the three forests. The DNS infrastructure must be in place such
that domains in one forest can communicate with domains in other forests and to establish the
appropriate trust relationships and validations between the forests.

Domain Trust Relationship

For the authentication of the users to work, you need to have a trust between the domain where
the ADAM instance is hosted, and the other domain(s) that hosts the user accounts. This trust can
be a one-way trust if required (outgoing trust from the domain that hosts the ADAM instance to the
domain(s) that hosts the user accounts). This way, the ADAM instance will be able to forward the
authentication requests to DCs in those account domains.

Furthermore, you will need to have a user account from both account domains that has access to
all attributes of all user accounts in the domain. This account is used by ADAMSync in order to
synchronize the Account Domain users to ADAM.



Last but not least, the machine that runs ADAM must be able to find all domains (DNS), find
domain controllers in both domains (with DNS), and connect to these Domain Controllers.

Complete these steps in order to set up the intertrust relationships:

1. Open Active Directory Domains and Trusts, right-click the domain that hosts AD LDS, and

choose Properties.
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2. Click the Trusts tab, and click New Trust.
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3. Follow the wizard and enter the name of the domain that you want to establish the trust with.
Click Next.

New Trust Wizard x|

Trust Name
You can create a trust by using a MetBIOS or DMNS name.

Type the name of the domain, forest, or realm for this trust. § you type the name of a forest, you
must type a DNS name.

Example MetBIOS name: supplierd14nt
Example DNS name: supplierl14ntemal microsoft.com

Mame:

landberg

57
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4. Click the Forest trust radio button. Click Next.
Mew Trust Wizard

Trust Type
This domain is a forest roat domain. i the specified domain qualifies, you can
create a forest trust.

Select the type of trust you want to create.

™ Extemal trust
An extemal trust is a nontransitive trust between a domain and another domain

outside the forest. A nontransitive trust is bounded by the domains in the
relationship.

}'-.fcnrest trust is a transitive trust between two forests that allows users in any of the
a:h:nmalns in one forest to be authenticated in any of the domains in the other fu:nrest

R

< Back I Ment = I Cancel

5. On the direction of the trust only ‘'one-way: outgoing' is required. Click the One-way:
outgoing radio button. Click Next.
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fou can create one-way or two-way trusts.

Select the direction for this tnust.

" Two-way
IUsers in this domain can be authenticated in the specified domain, realm, ar

L forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

- " One-way: incoming
IUsers in this domain can be authenticated in the specified domain, realm, or forest.

{* One-way: outgging
IUsers in the spg.sfied domain, realm, or forest can be authenticated in this domain.
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6. Allow the wizard to configure both domains. Click the Both this domain and the specified
domain radio button. Click Next.
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To begin using a trust, both sides of the tust relationship must be created. For example,

if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authertication traffic will begin
flowing across the trust.

Create the trust for the following:

" This domain only
This option creates the trust relationship in the local domain.

¥ Both this domain and the specified domain
This option creates trust relationships in bath the local and the specified domains.
You must have trust creation privileges in the specified domain.

= Back Mext = Cancel

7. Enter the credentials for the other domain. Click Next.
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i User Mame and Password

To create this trust relationship, you must supply user credentials for the specified
domain.

Specified domain: tandberg

Type the user name and password of an account in the specified domain.

i User name: I €} tandberg'Administratord] j

Passward: |"u|u"
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8. Click the Forest-wide authentication radio button. Click Next.
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i Outgoing Trust Authentication Level—Local Forest

Izers in the specified forest can be authenticated to use all of the resources in the
local forest or onby those resources that you specify.

Select the scope of authentication for users from the tandberg forest.

¥ Forest-wide authertication

C Windows will automatically authenticate users from the specified forest for all resources
in the local forest. This option is prefemed when bath forests belong to the same
organization.

" Selective authentication
Windows will not automatically authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
aption is prefemed if the forests belong to different organizations.

« Back R.Ieﬂ > Cancel
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9. Click the Yes, confirm the outgoing trust radio button. Click Next.




Mew Trust Wizard

Confimmn Outgoing Trust
You should confirm this trust only if the ather side of the trust has been created.

Do you want to confirm the outgoing trust?
" Mo, do not confirm the outgoing trust

{* Yes, confim the outgoing trust

Ta confim the trust now, click Mext.

< Back Mext > Cancel

This is the result that you receive after you run this process for both the Tandberg and Webex
domains. The domain emerg is there by default since it is a child domain. Click OK.
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Install AD LDS

Install AD LDS in 2008

1. Open Server Manager, click Roles, and click Add Roles.
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2. Check the Active Directory Lightweight Directory Services check box. Click

Next.
x|
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Select Server Roles

Before You Begin D% Select one o mare roles B instal on this server,

Server Roles

ADLDS

Progress
Resuts

Roles:

|_| Active Directary Certificate Services
Active Directory Domain Services (Installed)
ve Directory Pederation Services
ve Directory Lightweight Directory Services
[[] Active Directory Rights Management Services
[ appication Server
| | DHCP Server
Cods Server (Instabed)
[ e server
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[C] Terminal Services
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] web server (IS)
[] windows Deployment Services
[] windows Server Update Services
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3. The AD LDS Services Installation Progress window appears.
ﬂ}i Installation Progress

Eefore You Begin The foliowing roles, role services, or features are being nstalled:
s Active Directory Lightweight Directory Services

AD LDS

Confirmation

Frogress

= I
[

Initialzng instalation...

Install AD LDS in 2012

Complete these steps in order to set up AD LDS in 2012:

1. Open Server Manager and choose Add Roles and Features. Click Next and click
Installation Type in order to move to the Installation Type page.



DESTINATICMN SERVER
WIN-IGEEEVLEEMY. childExpar ment citg201 2rl indiz.com

This wizard helps you install roles, role services, or features. You determine which robes, role services, or
- features to install based on the computing needs of your arganization, such as sharing documents, ar
Installation Type hosting a website.
Zarver salecticn
To remove rales, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork sattings, such as static IP sddresses, are configurad
* The most current security updates from Windows Update are installed

If wou rust verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again

To continue, click Mext.

[] Skip this page by default

|

2. Choose the default options and click Next.

L] H DESTINATION SERVER

Select installation t'}I’ pE‘ N IEEEEY LEE M. childZsparimant citg 201 212 ingia.com

Before You Begin Selact. the installation }]rpe._'hu can insfall roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WVHD).

# Role-based or feature-based installation
Configure a single server by adding roles, rele services, and features.

Server Selection

1 Remote Desktop Services installation
Install required rale services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based deskiop deployment

o] [ [ e | e

3. Click the Select a server from the server pool radio button in order to select the default
server. Click Next.



Select destination server

Before You Begin

DESTINATIOMN SERVER
WIN-IGEEEYLEE M. childExparimant citgd1 2r2.india.com

Select a server or a virtual hard disk on which to install roles and features.

) Select & server fram the server pool

() Select a virtual hard disk

Server Roles Sorver Pool

Faatures

Filter: |

MName

WIN-PG55

P Address

Operating Sysbem

Microsoft Windows Server 2012 B2 Standard

1 Computer|s) found

This page shows senvers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection i still incomplete are not shown,

[ (]

E{En:'ﬁousll Mext > |

4. Check the Active Directory Lightweight Directory Services check box and click Add

Features. Continue with the installation.

Select server roles

Before You Begin
Installstion Type

Server Selection

Active Directory D
[] Active Dirzctary Fs
[ Active Directary Li
[ Active Dirsctary R
[ Application Server
[] DHECP Server

[w] DMS Server (Instal
[] Fax Server

[®] File and Storage 5
[] Hyper-¥

[[] Metwork Policy a
[[] Print and Docume
[] Remote Access
[] Remote Desktop

Features

5. Click Next in the subsequent pages.

Select one or more roles tqe

DESTINATION SERVER
WIN-IGEEEYLEE A, childExparimant citgdd1 2r2 india.com

Add features that are required for Active Directory
Lightweight Directory Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remocte Server Administration Tools
4 FRole Adminstration Tools
4 AD DS and &0 LDS Tools
[Tools] AD LDS Snap-lns and Command-Line Tools

[l Include management toals f spplicable)

| Add Features

6. Click the Restart the destination server automatically if required checkbox and click



Install in order to install the feature.

DESTINATIOMN SERVER

Co I"I'Fl rm installation selections I IEEGEY LGEMA. childExparimant citg 201 212 ingiz.com

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
. | been selected automatically, If you do not want to install these aptional features, elick Previous to clear
Server Roles their check boxes,

Features
AD LDS Active Directory Lightweight Directory Services
m Remate Server Administration Tools
Role Admmistration Tools
AD DS and AD LDS Tools
AD LDS Snap-ins and Command-Line Tools

Export configuration settings
Specify an altemate scurce path

7. After the installation is completed successfully, click Close in order to close the wizard.

DESTINATION SERVER

Installation p ng ess N IEEEEY LEE M. childZxparimant citg 201 212 ingia.com

View installation progress

o Feature mstallation
. _______________________________________________________________|

Configuration required. Installation succeeded on WIN-
IGSO3VLGEMA. childExperiment.citg 20N 2r2.india com.

Active Directory Lightweight Directory Services
To create a new AD LDS instance on this server, run the Active Directory Lightweight Dirsctory
Services Setup Wizard. For more information, see httpy¥gomicrosoft.comy/fwlink/7Linkld =224861.

Run the Active Directory Lightweight Directory Services Setup Wizard
Remate Server Administration Toals
Role Administration Tools
AD DS and AD LDS Toals
AD LDS Snap-Ins and Command-Line Toals

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

= Previous Mext > | | Cancel




Install the Instance for Multiple Forest Support

AD LDS can run different instances of the services with different ports which allows for different
user directory "applications" to be run on the same machine. By default AD LDS chooses ports
389/LDAP and 636/LDAPS, but if the system already has any kind of LDAP services that run them
it will use ports 50000/LDAP and 50001/LDAPS. Each instance will have a pair of ports that
increment based on the previous numbers used.

In some cases, due to a Microsoft bug, the ports are already used by the Microsoft DNS server
and the instance wizard gives an error (which is not self-explanatory). This error can be fixed when
you reserve the ports in the TCP/IP stack. If you find this problem, see AD LDS service start fails
with error "setup could not start the service..." + error code 8007041d.

Multiple Forest Support in 2008

1. In the server manager, choose Roles and then Active Directory Lightweight Directory
Services. Click Click here to create an AD LDS instance.
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2. Click the A unique instance radio button. Click Next.
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! Active Directory Lightweight Directory Services Setup Wizard El

Setup Uptinns. . . N “ ﬁ
An AD LD5 instance is created each time AD LDS is installed. ? .

You can create a unigue instance, or you can install a replica of an existing instance.

Select the type of instance you want to install.

{* A unigue instance

This option automatically creates a new instance of AD LDS that uses the default
configuration and schema partitions. The new instance will not be able to replicate
with existing instances.

" Areplica of an existing instance

This option creates a new instance of AD LD5 that uses the configuration and
schema paritions replicated from another instance of AD LDS. You can also select
the application partitions to replicate.

< Back I Ne:-.L‘; Cancel Help
g

3. In the Instance name field, enter the name of the instance. It is MultiForest in this example.
Click Next.



i_'l Active Directory Lightweight Directory Services Setup Wizard il

Instance Name “
The instance name is used to differentiate this instance of AD LDS from other AD ?

<

LDS instances on this computer. -

Type a name for this instance. The name should reflect the use for which this instance
of AD LDS is intended.

Imstance name:
Multi Forest

Example: Addressbool1

The AD LDS service name is created when the instance name is combined with the
product name. | will be displayed in the list of Windows services.

AD LDS service display name:  MultiForest
AD LDS service name: ADAM_MultiForest

« Back I Meat = I Cancel Help

4. Enter the selected LDAP port number and SSL port number or allow the system to choose
them for you. Click Next.




! Active Directory Lightweight Directory Services Setup il

Ports

Computers will connect to this instance of AD LDS using specific ports on all of the -
|P addresses associated with this computer. '

[\

The ports displayed below are the first available for this computer. To change these
ports, type the new port numbers in the text boxes below.

If you plan to install Active Directory Domain Services on this computer, do not use 385
forthe LDAP port or 836 forthe S50 port because Active Directory Domain Services
uses these port numbers. Instead, use available port numbers from the following range:
1025-65535.

LDAP port number:

50000

55L port number:

b

IEI-'I-'I-'
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5. Note: CUCM supports only single application directory partition, multi partition is not
supported currently.

See Step 5: Practice Working with Application Directory Partitions for information on how to
create an Application Directory Partition. The process to create a directory partition for each
domain that you want to synchronize against works based on LDAP referral (RFC 2251) and
requires that the LDAP client (CUCM, CUP, and so on) supports referrals.Click the Yes,
create an application directory partition radio button. Enter the partition name in the
Partition name field for the instance. Do not provide a cn like in the example of the wizard,
because most of the time that creates an error in the Schemas. In this scenario, the same
partition as the AD domain controller that hosts AD LDS (dc=Cisco,dc=com) was entered.
Click

Next.



https://technet.microsoft.com/en-us/library/cc754663(WS.10).aspx

! Active Directory Lightweight Directory Services Setup Wizard El

Application Directory Partition & oo
An application directary partition stores application-specific data. -;, "
&

Do you want to create an application directory partition for this instance of AD LDS7?

" Mo, do not create an application directory partition

Select this option i the application that you plan to install creates an application directory
upaon installation, or if you plan to create one later.

{* Yes, create an application directory partition

Select this option i the application that you plan to install does not create an application
directory partition upon installation. A valid partition name is any distinguished name that does
not already exist in this instance. Example distinguished name:
CM=Partition1,DC=Woodgrove DC=COM

Partition name:

DC=cisco, DIC=com

< Back I Ment I Cancel Help

6. Click the This account radio button. Enter a User name and Password in order to start the
server. Click Next.



0! Active Directory Lightweight Directory Services Setup Wizard El

Service Account Selection

AD LDS pedforms operations using the pemissions associated with the accourt - "
you select. 1’ Py

Set up AD LD5 to perform operations using the pemissions associated with the following
accourt.

" MNetwork service accourt

AD LDS has the pemissions of the default Windows service account.

AD LDS service has the permissions of the selected account.

lzer name: ﬂ CISCO Administratar = Browse...
Password: TIIII L
< Eanlz:l-: Mext = Cancel Help
st

7. Click the Currently logged on user radio button. Enter the name of the user with
administrative permissions. Click
Next.



! Active Directory Lightweight Directory Services Setup Wizard il

AD LDS Administrators -
You can specify the user or group that will have administrative privileges for this - :
nstance of AD LDS. €<

Assign the following user or group of users administrative pemissions for AD LDS.

{* Cumently logged on user; CISCON\Administrator

The user that is installing AD LDS will have administrative pemissions for this
instance of AD LDS.

{~ This account

The selected user or group will have administrative pemissions for this instance of
AD LDS. You can choose any user or group from this computer, this computer’s
domain, or any domain that is trusted by this computer's domain.

Account ranme;

Browsze,.. |

« Back I Ne:q“; Cancel | Help |
b

8. Import the highlighted default LDIF files in order to build the schema. Click Next.



! Active Directory Lightweight Directory Services Setup

Ed

<

Importing LDIF Fles &
You can import data from Lightweight Directory Interchange Format (LDIF) files into & :
your AD LDS application directory partition. ‘! >y
To configure the AD L&S service in a specific way, impart ane or more of the LDIF files listed
below.

Description
ADAMSync metadata schema extension. Required for A

LOIF file name
M35-AdamSyncMetadata LDF
MS5-ADLDS-Display Speciiers. ..
] M5-A7ZMan LDF
M5-InetOrgPerson. LDF

AD LDS Display specifiers schema and display specifiers
AD LDS schema extensions for AzMan.
AD LDS inetOrgPerson, user and related classes.

M5-Uszer LOF
[ M5-UserProwy LOF
[ M5-UserProeyFul LDF

AD LDS user class and related classes.
AD LDS simple userPromy class.

AD LDS full userProxy class. Requires MS-User LDF or I

J | 4

« Back MNext = Cancel | Help

Note: If ADAM is installed on a Windows 2003 sever, then the previous screen will have
only four options: MS-AZMan.LDF, MS-InetOrgPerson.LDF, MS-User.LDF, and MS-
UserProxy.LDF. From these four, check only the check boxes for MS-User.LDF and MS-
InetOrgPerson.LDF.

Multiple Forest Support in 2012

1. Open the Administrative tools and double-click Active Directory Lightweight Directory
Services Setup Wizard.
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2. Click Next.




< Back

Ta continue, click Hext.

Thiz wizard helpsz you install Microzaft Active Directony
Lightweight Directory Services (&0 LDS).

ol Active Directory Lightweight Directory Services Setup Wizard -

Welcome to the Active Directory
Lightweight Directory Services
Setup Wizard

A0 LDS iz a powerful directory zervice that iz eazy to inztall
and deplay. |t provides a dedicated data store for
applizationz, and can be configured and managed
independently.

Cancel

Help

3. Check the A unique instance radio button. Click Next.




ol

Active Directory Lightweight Directory Services Setup Wizard -

Setup Options
An Al LDS instance iz created each time AD LDS iz installed.

Y'ou can create a unique instance, or you can inztall a replica of an existing instance.

Select the type of instance you want ta inzstall

Thiz option automatically creates a new instance of A0 LDS that uges the default
configuration and zchema partitionz. The new instance will not be able to replicate
with exizting instances.

() A replica of an existing instance

Thiz option creates a new instance of A0 LDS that uges the configuration and
gchema partitionz replicated from another instance of AD LDS. You can alzo select
the application partitions ta replicate.

< Back Mest » Cancel Help

4. Enter an Instance Name and Description for the instance. The name "MultiForest" is entered

here.

Click Next.



ol Active Directory Lightweight Directory Services Setup Wizard -

Instance Mame
The instance name iz uzed to differentiate thiz instance of AD LDS from ather AD
LDS instances on this computer.

Type a name far thiz instance. The name should reflect the uge for which this instance
of AD LDS iz intended.

|nstance name:
b uiltiF ez

Example: Addrezsboolk

Descriptian:
A0 LDS instance

The AD LDS zervice name iz created when the instance name iz combined with the
product name. |t will be dizplaged in the izt of Windows services, together with the
description you enter.

A0 LDS zervice digplay name:  MultiForest
A0 LDS service name: A0AK_MultiFarest

< Back Mest » Cancel Help

5. Enter the LDAP and SSL port numbers. The preferred ports are 389 and 636 respectively. If
the domain server is a child server and if the parent domain uses these ports, then by default
different port numbers will be populated. In that case, do not change them and continue with

the installation. Click Next.



ol Active Directory Lightweight Directory Services Setup Wizard -

Ports
Computers will connect to thig ingtance of AD LDS using zpecific partz on all of the
IF addrezses aszociated with this computer.

The partz dizplayed below are the first available for thiz computer. To change thesze
portz, tppe the new port Aumberz in the test boxes below.

[f wou plan to install Active Directory Domain Services on thiz computer, do not uze 389
for the LOAP port or 636 far the 550 port becausze Active Directary Domain Services
uzes these port numbers. [nztead, use available port numberz from the following range:
1025-65535.

LDAP part number:
283

551 part rumber:
B3

< Back Mest » Cancel Help

6. Here, by default, other port numbers have been populated. Click Next.



ol Active Directory Lightweight Directory Services Setup Wizard -

Ports
Computers will connect to thig ingtance of AD LDS using zpecific partz on all of the
IF addrezses aszociated with this computer.

The partz dizplayed below are the first available for thiz computer. To change thesze
portz, tppe the new port Aumberz in the test boxes below.

[f wou plan to install Active Directory Domain Services on thiz computer, do not uze 389
for the LOAP port or 636 far the 550 port becausze Active Directary Domain Services
uzes these port numbers. [nztead, use available port numberz from the following range:
1025-65535.

LDAP part number:
A0000

551 part rumber:
RO001)|

< Back Mest » Cancel Help

7. Note: CUCM supports only single application directory partition, multi partition is not
supported currently.

See Step 5: Practice Working with Application Directory Partitions for information on how to
create an Application Directory Partition. The process to create a directory partition for each
domain that you want to synchronize against works based on LDAP referral (RFC 2251) and
requires that the LDAP client (CUCM, CUP, and so on) supports referrals. See Microsoft
Support for more information.Click the Yes, create an application directory partition radio
button. Enter the Partition Name. Create the partition for LDS as cisco.com. Any suitable
value can be provided. Click

Next.



https://technet.microsoft.com/en-us/library/cc754663(WS.10).aspx
https://www.microsoft.com/en-US/download/details.aspx?id=53314
https://www.microsoft.com/en-US/download/details.aspx?id=53314

ol Active Directory Lightweight Directory Services Setup Wizard -

Application Directory Partition
& application directary partition stores application-zpecific data.

Do pou want to create an application directary partition for thiz instance of AD LDSY?

() Mo, do not create an application directary partition

Select thiz option if the application that you plan to install creates an application directony
upan inztallation, or if pou plan to create one later.

(@) Yes, create an application directary partition

Select thiz option if the application that you plan to install does nat create an application
directary partition upan inztallation. & valid partition name iz any distinguizhed name that does
hot already exist in thiz inztance. Example distinguizshed name:

CH=Partition] D C=wfoodgrove, DC=COM

Partition name:
DC=cizco,DC=con|

< Back Mest » Cancel Help

8. Choose the default options in subsequent pages and continue.



ol Active Directory Lightweight Directory Services Setup Wizard -

File Locations Y
Y'ou can specify a location for each type of file azzociated with thiz instance of AD -

LDS.

Specify the locations to stare files aszociated with AD LDS.

Data files:

C:\Program Filez'\Microzoft ADAM\MultiF orest.data Browse. ..

D ata recovery files:
C:MProgram FileshMicrozoft ADARM\MultiForesthdata Browse. ..

< Back Mest » Cancel Help

ol Active Directory Lightweight Directory Services Setup Wizard -

Service Account Selection
A0 LDS performs operation: uzing the permizzions associated with the account
wol zelect,

A

Set up AD LDS to perform operations wzing the permiszions azsociated with the following
accaunt,

(@) iNebwark, service account
A0 LDS hag the permizzionz of the default Windows zervice account,

() This account:

A0 LDS zervice haz the permizzions of the selected account.

E L Browsze. ..

< Back Mest » Cancel Help




AD LDS Administrators

instance of A0 LDS.

instance of A0 LDS.

() Thiz account

ol Active Directory Lightweight Directory Services Setup Wizard -

Y'ou can specify the uzer ar group that will have adminiztrative privileges for thiz

A zzign the following wuzer ar group of users administrative permizsions for A0 LDS.

The uger that iz ingtaling AD LDS will have administrative permizzions for thiz

The zelected user or group will have adminiztrative permizzions far thiz instance of
A0 LDS. Yaou can choose any user or group fram this computer, this computer's
domain, ar any domain that iz trusted by thiz computer's domain.

Browsze. ..

< Back

Mest »

Cancel

Help

9. Check the MS-InetOrgPerson.LDF, MS-User.LDF, MS-UserProxy.LDF, and MS-

UserProxyFull.LDF check boxes. Click Next.




Active Directory Lightweight Directory Services Setup Wizard -

Importing LDIF Files
Y'ou can import data from Lightweight Directary Interchange Format [LDIF] files inta &
wour A0 LDS application directon partition. s

=

To configure the A0 LDS service in a specific way, import one or more of the LDIF files listed
below.

LDIF file name Description ~
[ ] M5-AdamSynchetadata LDF ADAKMSync metadata schema extenzion. Reguired fi
[ ] M5-4DLDS DizplaySpecifiers.L... AD LDS Display specifiers schema and display speci -

[ Tl e ¥ | L FOo i I | L i L P |

| LI ' 0y | N A | [an'] S NN BE P | LIS SALSEIDT L TU S Tal |,

b5 -InetdrgPerzon. LOF A0 LDS inetOrgPerzon, uger and related claszes.
| | MS-MembershipTransitive. LOF  AD LD'S memberhzip transitive.

[ ] M5-ParentDistnarne LDF A0 LDS parent dist name.

[ ] M5-Rephv/alMetadataE «t.LDF A0 LDS Rephdaluetdetal atak .

[ M5-5ecretttibnte 8B | TF AN NS Secrat Attibote Contenl Anress Binhkts
£ m ¥

< Back Mest » Cancel Help

Active Directory Lightweight Directory Services Setup Wizard -

Importing LDIF Files
Y'ou can import data from Lightweight Directary Interchange Format [LDIF] files inta &
wour A0 LDS application directon partition. s

=

To configure the A0 LDS service in a specific way, import one or more of the LDIF files listed

below.
LDIF file name Description ~
[ ] M5-ParentDistnarne LDF A0 LDS parent dist name.

[ ] M5-Reph/altetadataE <t LDF A0 LDS Rephaluetdetal atak st
[ ] M5-5ecretattibuteCaRs LDF A0 LDS Secret Attribute Control Access Rights.

[«[]
i_
i

b5 -UzerProxy. LDF A0 LDS simple userProxy class.
S -UzerProsyFull. LDF A0 LDS full uzerProxy clazs. Requires M5-User LDA

£ ] >

< Back Mest » Cancel Help




10. Click Next in order to start the installation.

ol Active Directory Lightweight Directony Services Setup Wizard .

Ready to Install
The AD LDS Setup Wizard iz ready to install A0 LDS with the following
configuration.

Before continuing, review and confirm your selections.

Selections:

[nztall a unique instance of AD LDS. ~

Instance name: MuliForest

Computers will connect ta this instance of AD LDS uzing the following ports:
LOAP port: 50000

S5L part: 50007

A0 LDS replication will uze Megatiate authentication.

Stare AD LDS data files in the following location: W

To change your selections, click Back. Toinstall &0 LDS, click Mexst.

¢ Back Hest » Cancel Help




Inztalling AD LDS
The AD LDS Setup ‘Wizard is instaling AD LDS.

Inztalling &0 LDS. ..
[ I

Fleaze wait while the wizard completes the fallowing steps.

V  Copied files

Starting Active Directony Lightweight Directory Services installation

11. The installation is completed successfully. Click Finish.



ol Active Directory Lightweight Directorny Services Setup Wizard .

Completing the Active Directory
Lightweight Directory Services
Setup Wizard

You have succeszsfully completed the Active Directon
Lightweight Dlirectom Services Setup Wizard.

< Back ¢ Fimish ¢ Cancel Help

Configure ADAM Schema Analyzer

If the user IDs (SAMAccountNames) are unique across different domains and there are not
multiple users with the same ID in different domains of different forests, then the users can be
synchronized from the AD to the respective forests on the AD LDS, all of which can exist on a
single partition on the AD LDS in a multi forest setup. For example, consider the figure in the
Active Directory Multiple Forest Support Scenario in CUCM section, and if a user ID ‘alice’ exists
in only one of the three domains the setup in this scenario would be as follows:

PARTITION FOREST DN
P1 cisco.com DC=cisco,DC=com
webex.com DC=webex, DC=cisco,DC=com

tandberg.com DC=Tandberg, DC=cisco,DC=com

In order to configure CUCM with AD LDS, the user ID (sAMAccountName) needs to be unique
across all the forests. CUCM currently supports only a single partition in AD LDS.

If the sAMAccountNames are not unique, consider using any of these attributes if they uniquely
identify a user account - email, telephoneNumber, employeeNumber, uid, or userPrincipalName.

1. Copy the schema from the domain to ADAM.
2. Open AD DS/LDS schema analyzer (ADSchemaAnalyzer.exe) in the directory



c:\windows\adam.

3. Choose File > Load target schema.

|/, AD DS/LDS Schema Analyzer =10l x|

a =l Schema  Tools
Lr_'nei target schema... Cirl+T

Logpbase schiema, . Etr+B
Creste IDTE file:. L
Exit

=

=

4. Provide the credentials of the source AD Domain Controller that you want to import from.



=

Server[port] |ad2kE-1

lzermame Administrataor
Fazsword
Damain In::isc::u

Bind type % Secure  Simple

—5Server type
{* Auto %
i~ AD DSILDS
" Generic (subschemaSubentry)

Load LDIF... |

Click Ok.

5. Choose File > Load base schema.

E Schema  Tools

=101 %]

Load target schema... Cirl+T
L-:-d*bd'.-‘-u schema... Cil+8
Crezhe LDIF file... Cirl+

Exit

Validating schema...

Schema is ok

Processing dependencies...

Loaded schema: 1286 atributes, 230 classes, 15 propery sets.

12




6. Specify the AD LDS to which you want to connect and extend the schema. Click Ok.
Load base schema - O] x|

Serverport]  [localhost:50000

Isername

Password _[:ﬁ

Domain

Bind type * Secure O Simple

—Server type
' Auto
" AD DS/ILDS
" Generic (subschemaSubentry)

Load LDIF...

7. Choose Schema > Mark all non-present elements as included.



AD DS/LDS Schema Analyzer
Schema (RS

li =101 ]

Mark .aI'Frnn{wF-.-'.F-nf elements as induded

(A CCDCLCSWRPWPDTLOCRSDRCWDWO::5YNA;; LCRPLORC;:AL), base D:5: :I
stesContainer: default Security Descriptor mismateh: target D:(A;:CCOCLCSWRPWPDTLOCRSDRCWDWO:::DA)

(A CCOCLCSWRPWPDTLOCRSDRCOWDWO::5YNA; LCRPLORC ;:AL), base D:5:

subnat: default Securty Dascriptor mismatch: tangat D:(A; CCOCLCSWRPWPFDTLOCRSDRCWDWO:::DA)
(A-CCDCLCSWRPWPDTLOCRSDRCWDWO::SYHA;;LCRPLORC::ALl), base D:5:

subnatContainar; default SacurtyDescrptor mismatch: target D:(ALCCDCLCSWRPWPLOCRRCWDWO::DA)

(A CCDCLCSWRPWPDTLOCRSDRCOWDW O :SYHA;LCRPLORC :AL), base D:5:

top: default SecurtyDescriptor mismatch: targst 0:(4::CCOCLCSWRPWPLTLOCRSDRCWDWO:::DA)

(A CCOCLCSWRPWPDTLOCRSDRCOWDWO::5Y)HA; LCRPLORC :AL), base D:5:

user; default Securty Dagcrptor mismatch: target DA CCDCLCSWRPFWPDTLOCRSDRCWDWO ::DA)

(A CCOCLCSWRPWPDTLOCRSDRCWDWO -5 A CCDCLCSWRPWPDTLOCRSDRCWDWO:; AQNA; LCRPLORC :PS)
[0A;;CR:ab721a53-1eX-11d0-9819-002200405230;;FSN0A; CR:ab 7212 54-1a X-11d0-5819-002a 004 052%0 ;, FSNOA; CR:ab 72 1a56-1ef
-11d0-5819-00aa 00405250, PSNO A RPWP, 77050 886-544a-11d 1-acbd-0000F 2036 72 1;PSHO A, RPW P24 57550 2-5455-11d 1-aebd-
0000FB03E7C 1, PSHOA:RPWP,e45755b3-9455-11d1-aebd-0000F80367c 1, :PSHDA; P 037083 8-Uae 1-11d 204 22-00a0c 3681535, .RS)
(0A:RP:4c 164200-20c0-1 1d0-a 768-002a006=0529::RSN0A: RP bc lac 240-7925-11d0-9020-00c 04fic 2d4cf RSNACRC AL

{OA;; RP:55%baf42-7%a 2-11d0-5020-00c 0dfc2d 3 ALNOD A RP . 77b 5o 886-5443-11d 1-2ebd-0000FBO367c 1 AUNO A-:RP 2457550 3-5455
-11d1-aebd-0000F 80367 1;; AUND Az RP 24 8d0154-bcf 8-11d1-8702-00c 04656 050; ALNO A;.CR;:ab 72 1253- 1e #-11d0-53815-
002200405250 ;; WDNOA::RP 520201 0-75a5-11d0-3020-00c 0fic 2d4cf;; RS0 A RPWP bf 56 7a #-0de6-11d1-a285-00aa 0030432, ,CA)
(0A;:RP:46a% 11d-60ee-405 b 7e B4 325844564 2, 5-1-5-32-580)0 A:RPWP Bdb&5a 1094221 1d 1-2bd-0000F 30367 1::5-1-5-12-581)
{0A;; RPWP:5805bct2 bdoS-4428 a8 2-B56aF 401 85e;; 5-1-5-32-66 1), base D:{0A;,CRab721a53-1e -11d0-5815-00aa 004052590 ;P 5)5:
usar: systemFlags mismatch: target 16, basa 0 j

Done companing schemas.

8. Choose File > Create LDIF file. In this example, the file created via this step is diff-
schema.ldf. In order to simplify the process the file should be created in c:\windows\adam.



RI=TE!

m Schema Tools

Load target schema... Cirl4T
Load base schema... Cirl48
Create LDIF file... Cirl +L

(A:CCDCLCSWRPWPDTLOCRSD RCWDWO::SY)HALCRPLORC: AL, base D:5: :l
subnet: default Security Descriptor mismatch: tanget Do(A;CCDCLCSWRPWPDTLOCRSDRCWDWO,, DA)

(A CCDCLCSWRPWPDTLOCRSD RCWDWO::SY)HA:.LCRPLORC: :AL). base D:5:

subnetContainer. default SacurtyDescriptor mismatch: tanget Du(A CCDCLCSWRPWRLOCRRCWDWO::DA)

(A CCOCLCSWRPWPDTLOCRSD RCWDWO::SY)A:.LCRPLORC::AL). base D:5:

top: dafaut SecurtyDescriptor mismatch: target D:(A:CCDCLCSWRPWPDTLOCRSDRCWDWO::DA)

(A CCDCLCSWRPWPDTLOCRSDRCWDWO:;:SY)HA;,LCRPLORC: ;;AL), base D:5:

Lemer: default SecuntyDezeriptor mismateh: target D:(A:CCOCLCSWRPWPDTLOCRSDRCOWDWO DA}
(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO::: SY)HA; CCDCLCSWRPWPDTLOCRS DRCWDWO:, AONA::LCRPLORC::PS)

{04 CR:ab721a53-1eX-11d0-9815-00aa 00405250 P S0 A CR:ab 721a54-1e #-11d 1-981 3 00aa 00405250 P SN0 A CRab 721a56- 1e &
-11d0-381%-0022002052%: PSHOA;:RPWP 7 /o 5b 886-544a-11d 1-aebd-D000F BO3E 7 1. PSHOA; RPWP 2457550 2-9455-11d 1-asbd-
000F 80367 1;:PSH0A RPWF 2457550 3-5455-1 1d 1-achd-D00FE0367c 1::P S0 AR P 037088 8-0ae 1-11d 2-b422-0a 0c568F535;:R S)
0A:RP:4c164200-20c0-11d0-2 768-00aa 0062 0529::RSNO A::RP belac 240-79a5-11d 0-5020-00c 0df = 2d 4k RSYARC ALY

f0A; AP ;55baZ42-79a2-11d0-5020-00c0&c 2d 3cf - AUNDA, RP, 77b 5b886-544a-11d 1-aebd-0000F E0367c 1. ALUND A, AP 2457550 3-3455
-11d 1-aehd-0000F 8036721, ALNOA: RP 2 48d40154-bcf B-11d41-8702-00c 04056050, ALMNOA CR.ab 72 1253-1e X-11d0-5815-
0220040525 WDNOA; RP.5202010-755-11d(-9020-00c 04 c2d 4, RSHOA: RPWP bfSE7a F-0da6-11d0-2285-0022 0030452 CA)
04 AP :46a%11d-60ze-405a-h 7882 58d456d2;;5-1-5-32- 56000 A RPWP bdb 6%a 1c-3422-1 1d 1-aehd-D00FED3E T2 1::5-1-5-32-561)
f0A:RPWP.5805bc62-bdc5-4428-05a2-056a 42 1858.:5-1-5-32-561), basa D:f0A; CR 3h 721a53- 18 ¥-1140-9815-002a0040525b::P 5)5:
user: system Flags mismatch: tanget 16, base

Dione comparing schemas.

Walidating schema...
lSchE:na iz ok
-

An option available to help organize the files that need to be generated is to create a
separate directory in order to allow for these files to be separated from the main
c:\windows\adam directory. Open a command prompt and create a log directory in

c:\windows\adam.cd \ wi ndows\ adam
mkdi r | ogs

. Import the Idif schema, created with ADSchema Analyzer, to AD LDS. I difde -i -s
| ocal host: 50000 -c CN=Confi gurati on, DC=X

#Confi gurati onNam ngContext -f diff-schena.ldf -j c:\w ndows\adam | ogs Refer to M
LDIEDE to import and export directory objects to Active Directory for additional Idifde options
and command

formats.



http://support.microsoft.com/kb/237677
http://support.microsoft.com/kb/237677

[e+. Administrator: C\ Windows'\ system32'\cmd.exe

C:sMindows“ADAN>1difde —i —s localhost:58BBA —c CH=Conf iguration,DC={ HConf ig-.u-aﬂ
tionNamingContext —f diff-schema.ldf -j c:“windows“sadam“logs

Connecting to "localhost:508088"

Logging in as current user using SEPI

Importing directory from file "diff-schema.ldf"

Loading entries

The command has completed successfully

CrsWindowss~ADAM>

Extend the AD LDS Schema with the User-Proxy Objects

The object for the proxy authentication needs to be created and the object class ‘user’ will not be
used. The object class that is created, userProxy, is what allows the bind redirection. The object
class detail needs to be created in a Idif file. The file is a creation of a new file, which in this
example is MS-UserProxy-Cisco.ldf. This new file is generated from the original MS-UserProxy.ldf
and edited, use a text edit program, to have this content:

@l - Description: AD LDS sinple userProxy class.

This file contains user extensions for default ADAM schema.

It should be inported with the foll ow ng conmand:

Idifde -i -f MsS-UserProxy.ldf -s server:port -b username domain password -k -j . -c
" CN=Schera, CN=Conf i gur ati on, DC=X" #schemaNam ngCont ext

HOH H H H R

HH*

F*

dn: CN=User - Proxy, CN=Schema, CN=Conf i gur ati on, DC=X
changet ype: ntdsSchenaAdd

obj ectC ass: top

obj ect d ass: cl assSchema

cn: User - Proxy

subC assOf: top

governsl D: 1.2.840.113556.1.5. 246

schemal DGUI D: :  bxj WLbznEi w WU1r 8B21 A==

rONAtt I D cn

show nAdvancedVi enOnl y: TRUE

adm nDi spl ayName: User - Proxy

adm nDescription: Sanple class for bind proxy inplenmentation.
obj ect G assCategory: 1

| DAPDi spl ayNane: user Proxy

systentnly: FALSE

possSuperiors: domai NDNS

possSuperi ors: organizational Unit

possSuperiors: contai ner

possSuperi ors: organization

def aul t Securi tyDescri ptor:

D: (OA ; CR ab721a53- 1e2f - 11d0- 9819- 00aa0040529b; ; PS) S:
def aul t Hi di ngVal ue: TRUE



def aul t Obj ect Cat egory: CN=User - Pr oxy, CN=Schema, CN=Conf i gur at i on, DC=X
syst emAuxi | i aryd ass: nsDS- Bi ndPr oxy
syst emayCont ai n: user Pri nci pal Nane

syst envayCont ai gi venNane
syst envayCont ai m ddl eName
syst envayCont ai sn

syst envayCont ai manager
syst envayCont ai depart nent
syst envayCont ai t el ephoneNunber
syst envayCont ai mai |

syst envayCont ai title

syst envayCont ai homephone
syst envayCont ai nobi | e
syst envayCont ai pager

s DS- User Account Di sabl ed
samAccount Nane
enpl oyeeNunber

syst envayCont ai
syst envayCont ai
syst envayCont ai

> O3 O3 0 0303 3 035 3, O35 5 05D OS5 o

syst envayCont ai initials

syst envayCont ai i pPhone

syst envayCont ai di spl ayNane

syst envayCont ai nMsRTCSI P- pri mar yuser addr ess
syst envayCont ai uid

dn:

changetype: nodify
add: schemaUpdat eNow
schemaUpdat eNow. 1

Save MS-UserProxy-Cisco.ldf file in C:\windows\adam.

Import the new object class to AD LDS.

Idifde -i -s |ocal host: 50000 -c CN=Configuration, DC=X #Confi gur ati onNam ngContext -f
MS- User Proxy-Ci sco. | df -j c:\w ndows\adam | ogs

oo | Administrator: C:hWindows' system 32 cmd.exe

sUWindowssADAM>1difde —i —s localhost:588008 —¢ CH=Configuration.DC=8 HConf igura
ionMamingGContext —f MS—-lUserProwxy—-Cisco.ldf —j c:iswindowssadam~logs
onnecting to “localhost 58000
Logging in as current uwuser using S5PI
Importing directory from file "MS8-UszerProxy—Cisco.ldf"
Loading entries...
2 entrieszs modified successfully.

he command hasz completed successfully

HindowssADAM>

Import the Users From AD DC to AD LDS

The user from each domain now needs to be imported to AD LDS. This step needs to be repeated
for each domain that needs to synchronize. This example only shows the process against one of



the domains. Start with the original MS-AdamSyncConf.xml and create an XML file for each
domain that needs to be synchronized and modify the file with the details specific to each domain
to have this content:

<?xm version="1.0"?>
<doc>
<configuration>
<descri pti on>Adam Syncl1</descri ption>
<security-node>obj ect </ security-node>
<sour ce- ad- name>ad2k8- 1</ sour ce- ad- nane>
<source-ad-partition>dc=ci sco, dc=conx/ source-ad-partition>
<sour ce- ad- account ></ sour ce- ad- account >
<account - donai n></ account - domai n>
<t ar get - dn>dc=ci sco, dc=conx/ t ar get - dn>
<query>
<base- dn>dc=ci sco, dc=conx/ base- dn>
<object-filter>
(&#124; (&anp; (! cn=Adm ni strator) (! cn=Cuest) (! cn=ASPNET)
(!cn=krbt gt) (sAMAccount Type=805306368) ) ( &anp; (obj ect O ass=user) (i sDel et ed=TRUE) ))
</object-filter>
<attributes>
<i ncl ude>obj ect SI D</ i ncl ude>
ncl ude>mai | </ i ncl ude>
ncl ude>user Pri nci pal Nanme</i ncl ude>
ncl ude>m ddl eNanme</ i ncl ude>
ncl ude>manager </ i ncl ude>
ncl ude>gi venNane</i ncl ude>
ncl ude>sn</i ncl ude>
ncl ude>depart nent </ i ncl ude>
ncl ude>t el ephoneNunber </ i ncl ude>
ncl ude>title</include>
ncl ude>homephone</i ncl ude>
ncl ude>nobi | e</i ncl ude>
ncl ude>pager </ i ncl ude>
ncl ude>nsDS- User Account Di sabl ed</i ncl ude>
ncl ude>samAccount Nane</ i ncl ude>
ncl ude>enpl oyeeNunber </ i ncl ude>
<i nclude>initial s</include>
<i ncl ude>i pPhone</i ncl ude>
ncl ude> di spl ayName</i ncl ude>
ncl ude> nsRTCSI P- pri mar yuser addr ess</ i ncl ude>
ncl ude>ui d</i ncl ude>
<excl ude></ excl ude>
</attributes>
</ query>
<user - pr oxy>
<sour ce- obj ect - cl ass>user </ sour ce- obj ect - cl ass>
<t ar get - obj ect - cl ass>user Proxy</t ar get - obj ect - cl ass>
</ user - pr oxy>
<schedul e>
<agi ng>
<frequency>0</frequency>
<num obj ect s>0</ num obj ect s>
</ agi ng>
<scht asks- cnd></ scht asks- cnd>
</ schedul e>
</ configuration>
<synchroni zer - st at e>
<di r sync- cooki e></ di r sync- cooki e>
<st at us></ st at us>
<authoritative-adaminstance></authoritative-adaminstance>
<configuration-file-guid></configuration-file-guid>
<l ast-sync-attenpt-tinme></|ast-sync-attenpt-tinme>
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<l ast-sync-success-ti me></| ast-sync-success-ti me>

<l ast-sync-error-time></last-sync-error-tine>

<l ast-sync-error-string></last-sync-error-string>
<consecutive-sync-fail ures></consecutive-sync-fail ures>

<user -credenti al s></ user-credenti al s>

<runs-since-| ast - obj ect - updat e></runs-si nce- | ast - obj ect - updat e>
<runs-since-last-full-sync></runs-since-last-full-sync>

</ synchroni zer - st at e>

</ doc>

In this file, these tags should be replaced to match the domain:

- <source-ad-name> - Use the host name of the domain.

. <source-ad-partition> - Use the root partition from the source AD DC that you want to import
from (for example, dc=Cisco, dc=com, or dc=Tandberg, dc=com).

- <base-dn> - Choose the container from which to import from. For example, if all users of the
domain are required this should be the same as <source-ad-partition>, but if users are from a
specific organizational unit (such as Finance OU), it should be similar to OU=Finance,
DC=Cisco, DC=com.

Refer to Search Filter Syntax for more information on how to create an <object-filter>.

Save the newly created XML file in C:\windows\adam.
Open a command window, cd \windows\adam.

Enter the command, ADAMSync /install localhost:50000
c:\windows\ADAM\AdamSyncConfl.xml /log c:\windows\adam\logs\install.log.

Verify that the file AdamSyncConfl.xml is the newly created XML file.

Synchronize the users with the command ADAMSync /sync localhost:50000
"dc=cisco,dc=com" /log c:\windows\adam\logs\sync.log.

The result should be similar to:


https://msdn.microsoft.com/en-us/library/aa746475(VS.85).aspx

C:s\Windows“~ADAM>ADAMS ync ~sync localhost:389 ““dec=cisco.dc=net" ~log —
Adamsync.exe vi.B@ <62

Ezstablizhing connection to target server localhost:389.

Saving Configuration File on DC=cisco.DC=net

Saved configuration file.

ADAMSync is guerying for a writeable veplica of adBa.cisco.net.
Errur: DCLocator call failed with error 1355. Attempting to bind directly to str
ing .

Establishing connection to source servery adBa.cisco.net:389.

Using file .“~damD36@.tmp asz a store for deferred dn-references.
Populating the schema cache

Populating the well known objects cache

Starting synchronization »un from dcec=cisco.dc=net.

Starting DirSunc Search with object mode security.

Updating the configuration file DivSvunc cookie with a new value.

Beginning processing of deferred dn references.
Finished process g of deferred dn references.

Finished {(successful? synchronization »un.
d via dirSync: 8
Number» of entries proce d via ldap: @
Processing took 8 secon <@, a>.
« of object addition=: @
of object modifications: @
 of object deletions: 8
of object renames:
~ of references processed / dropped: A, 8
Maximum number of attributes seen on a single object: @
Maximum numbher of values retrieved via range syntax: @

Beginning aging »un.

Aging requested everv B runs. We last aged 2 runs ago.
Caving Configuration File on DC=cisco.DC=net

Saved configuration file.

C:sWindows“~ADAM>

In order to complete an automatic sync from AD to ADAM , use the Task scheduler in Windows.
Create a .bat file with this content in it:

"C:\Windows\ADAM\ADAMSync" /install localhost:50000 c:\windows\ADAM\AdamSyncConf1.xml
/log c:\windows\adam\logs\install.log

"C:\Windows\ADAM\ADAMSync" /sync localhost:50000 "dc=cisco,dc=com" /log
c:\windows\adam\logs\syn.log

Schedule the task to run the .bat file as and when required. This takes care of additions,
modifications, and deletions that happen in AD to be reflected in ADAM as well.

You can create another .bat file and schedule it to complete an automatic sync from the other
forest.

Create the User in AD LDS for CUCM Synchronization and
Authentication

1. Open ADSI Edit from the Administrator tools in the Startup menu.

2. Choose File > Connection (or Action > Connect To).

3. Connect to base dn of the AD LDS tree (DC=Cisco,DC=com) and specify the host and port
where it is hosted (localhost:50000). Click OK.
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5. Choose user. Click Next.
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Select a class:
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6. In the Value field, enter the chosen object name. In this example "root" is the chosen name
(any name could be chosen here). Click Next.



Create Object

Attribute: n
Syntan: Unicode String
Description:  Commaon-MName
Value: root
< Back Mext = Cancel Help

7. In order to provide a password to the new user, right-click the user and choose Reset

Password.
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8. The new user is disabled by default. In order to enable the new user, right-click the user and

choose Properties.
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9. Browse to the attribute msDS-UserAccountDisabled and click Edit.




Attribite Editor |
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msD5-UserAccountDi...

msD5-UserDontBxpir...  <not set:
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ms-05-UserPassword...  <not set:

name oot
rit PrdHistony <rot set
o <not set >
objectCategony CM=Person, CN=5chema CN=Configuration, C
- I - _*IJ
Edt |\ | Fiter |
oK Cancel | Epply | Help

10. Click the False radio button in order to enable the user account. Click OK.



Attribute Editor |

Attributes:
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Cancel |
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11. Click the True radio button in order to ensure the password will never expire. Click OK.
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12. The new user needs to be added to one group that has reading permission to the AD LDS,
which in this example Administrators was chosen. Browse to CN=Roles >
CN=Administrators. Right-click CN=Administrators and choose Properties.
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13. Choose the attribute member and click Edit.




g cr-Acrminstrators properes 2ix1]
Tq Attribute Editor | I
T; Attributes: :
: Attribute Value -
garbageCollPeriod <not set:
group Attributes <not set
groupMembershipSAM  <not set>
group Type 20000002 = { ACCOUNT_GROUP SECLIJ
infa Zriot get
instance Type (ed = { WRITE)
isCritical SystemObject  TRUE
izCeleted <not set:
labeled! IR <not set:
last Known Parert <not set
legacyBExchange DN Zriot get
mail Zriot get
managed By <not set:
CN=root, DC=cisco DC=com; CN =Pndminisi
k
|
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14. Enter the new DN that was created previously, cn=root,dc=Cisco,dc=com, to this group.
Click OK.



Multi-valued Distinguished Name With Security Principal Editor

Attribute: member

Values;
Mame | Container | Distinguished Mame § SID
Administrators J3EA0F47F-C577-4F 12-BERA-FIB553CD0OER,.. CMN=Administrators, CMN=Roles,CM..,

xq

Enter a distinguished name (DM) for an object.

I cn=root,dc=cisco,dc=com|

Ok Cancel

Add Windows Account... Remove
Add DM...
Ok, Cancel
15. Choose Update Schema Now and restart AD LDS.
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Configure Bind Redirection

By default, binding to ADAM with bind redirection requires an SSL connection. SSL requires the
installation and use of certificates on the computer that runs ADAM and on the computer that
connects to ADAM as a client. If certificates are not installed in your ADAM test environment, you
can disable the requirement for SSL as an alternative.

By default, SSL is enabled. In order to make the LDAPS protocol work in ADAM/LDS you will need
to generate a certificate.

In this example, the Microsoft Certification Authority Server is used in order to issue the certificate.
In order to request a certificate, go to the web page of the Microsoft CA - http://<MSFT CA
hostname>/certsrv and complete these steps:

O© 00 ~NO O~ WDNPF

. Click Request a certificate.

. Click Advanced certificate request.

. Click Create and submit a request to this CA.

. In the Name textbox, enter the full DNS name of the ADAM/AD LDS server.
. Ensure Type of certificate is Server authentication certificate.

. For the format, choose PCKS10.

. Choose Mark Keys as exportable.

. Optionally, fill in the other information.

10. Click Submit.
Go back to the certification authority interface and click the Pending Certificates folder. Right-

In the Friendly name textbox, enter the full dns name of the ADAM/AD LDS server.




click the certificate request made by the ADAM/AD-LDS machine and issue the certificate.

The certificate has now been created and resides in the "Issued certificates” folder. Next , you
need to download and install the certificate:

1. Open http://[<MSFT CA hostname>/certsrv.

2. Click View the status of a pending certificate request.
3. Click the certificate request.

4. Click the certificate in order to install it.

In order to let the ADAM service use the certificate, you need to put the certificate in the ADAM
service's personal store:

. From the Start menu, choose Run. Type mmc. This opens the managment console.
. Click File \ Add/Remove snap-in.
. Click Add and choose Certificates.
. Chose Service account.
. Choose Local computer.
. Choose your ADAM instance service.
. Add a new Certificate snap-in, but this time choose My user account instead of Service
account.
8. Click Close and click Ok.
9. In the Certificates - Current user-tree, open the Personal folder.
10. Select the certificate and copy it into the same location under "Certificates - adam instance
name".
In order to grant Read permission on the server authentication certificate to the Network service
account, complete these steps:

~No o~ wWDN PR

1. Navigate to this default directory where the installed or imported certificates are stored -
C:\ProgramData\Microsoft\Crypto\RSA\MachineKeys.

. Right-click the appropriate server authentication certificate. Click Properties.

. Click the Security tab. Click Edit.

. In the Permissions dialog box, click Add.

. In the Select Users, Computers, or Groups dialog box, enter Network Service. Click OK.

6. Restart your ADAM instance.
More information can be found in Appendix A: Configuring LDAP over SSL Requirements for AD
LDS.

a b~ N

Next, upload the certificate of the CA that issued the certificate to the ADAM/AD LDS machine as
a CUCM directory trust.

Refer to the Cisco Unified Communications Operations System Administration Guide for additional
details.

Choose the checkbox in order to use SSL in LDAP Directory page and LDAP Authentication page.

Enter 50001 (in this example) for the LDAP port, which is the SSL port number given when you
installed the ADAM/AD LDS instance.

In order to disable the SSL requirement for bind redirection, complete these steps:


https://technet.microsoft.com/en-us/library/cc725767(WS.10).aspx
https://technet.microsoft.com/en-us/library/cc725767(WS.10).aspx
http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

1. Click Start, point to Administrative Tools, and click ADSI Edit.

2. On the Action menu, choose Connect to.
3. In the Computer field, enter localhost: 50000 this is theADAM host and port.).

Mame: | Configuration

Path: |{LDAP:fAocalhost: 50000/Configuration

= Cannection Paint
™ select or type a Distinguished Mame or Naming Context:

| E

¥ Select a well known Maming Context:

= Computer
{¥ Select or type a domain or server: {Server | Domain [:port])
[~
I localhost: 50000 W j

{ Default {Domain or server that vou logged in to)
[T Use 55L-based Encryption

Advanced... | K I Cancel

4. In the Connection Point section, click the Select a well-known Naming Context radio
button. From the drop-down list, choose Configuration. Click OK.

5. In the console tree, browse to this container object in the configuration partition:
CN=Directory Service,CN=Windows NT,CN=Services.

6. Right-click CN=Directory Service and choose Properties.



- -

Configuration [localhost: 50000]

Ch=DirectoryUpdates
Ch=Displayspecifiers
Ch=Extended-Rights
CM=ForeignSecurityPrincipals
CN=LostAndFoundConfig
CHM=MTDS Quotas
CH=Parfitions

CMN=Roles

CM=5ervices

SRRl CM =Directory Service

Ch=5ites

Opens the properties dialog box for the curr|

ST LT

i system

Mew -
View b

Delete 1
REI‘IEIITIE ...........................

.. oyster

7. In Attributes, click msDS-Other-Settings. Click Edit.

8. In Values, click RequireSecureProxyBind=

9. In Value to add, enter RequireSecureProx

1 and then click Remove.
yBind=0, click Add, and then click OK.

10. Restart AD LDS for the changes to take effect.

Configure CUCM

ADAM/AD LDS synchronization and authentication is supported in CUCM Version 9.1(2) and later.

1. Choose System > LDAP > LDAP System.

2. Select Microsoft ADAM or Lightweight Directory Services.

3. You can choose any of these LDAP userid

attributes: mail, employee Number, or telephone

Number. uid is only used with standalone ADAM/AD LDS and not with AD multi-forest

support.



aliml, Cisco Unified CM Administration

CISCO  E4r cisco Unified Communications Solutions

Swetem *  Call Rouwting = Media Rezources *  Advanced Festures »  Device = Application = User Mar

LDAP System Configuration

B Save

— Status

@ Status: Ready

—LDAP System Information

| Enable Synchronizing from LDAP Server
LDAF Server Type Microsoft ADAM or Lightweight Directory Services -

LOAP attribute for User ID mail -

Save

Currently, for LDAP Server type "Microsoft ADAM or Lightweight Directory Services" mode,
samAccountName is not included in the LDAP Attribute for Userid drop-down . The reason is
that it is not an attribute supported with standalone ADAM/AD LDS. If the CUCM UserID
mapped to sSAMAccountName needs to be used then that agreement should be configured
as
AD.

aliali,  Cisco Unified CM Administration

CISCO k4 Cisco Unified Communications Solutions

System = Call Routing = Media Resources =  Advanced Features = Device = Application -

LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

—LDAP System Information

¥l Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory -
LDAP Attribute for User ID saMAccountName -

4. Configure LDAP synchronization with the credentials of the user created in AD LDS.



System - Call Routing +  Media Resources »  Advanced Features - Device - Applicstion = User Mansgement = Bulk Administration = Help -

LDAP Directory CEETEGEET S Back to LDAP Directory FindfL

B Save

— LDAP Directory Information
LOAP Configuration Mame*® |Mu|tiforest

LDAP Manager Distinguished Marme*® |cn=r00t,dc=cisconc=com

LDAP Password ® |...........

Confirm Password*

* -
LDAP User Search Base |dc=C|sc:o,dc=com

LDAP Customn Filter | customFilter e

— LDAP Directory Synchronization Schedule
FPerform Sync Just Once O

Perform a Re-sync E\-'er\,r* |? ||D.°.Y w

Mext Re-syne Time (Y-MM-DD hhemm)™ (201 0-01-20 0o: 00

— User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields LDAP User Fields Cisco Unified Communications Manager User Fields LDAP User Fields

User ID mail First Mame givenMarme

Middle Name middleMame Last Name sn

Manager ID rmanager Department department
Fhane Humber | telaphoneurnbar Mail 1D | mnail s

- LIAP Server Information

Host Kame oF IP Addreess for Server® LOAP Port®  Uea S5L
172.18.26.240 |EI:I:II.'II'I | u
| Add Another Redundant LDAPF Server |

i [ Save ]

Configure LDAP authentication with the credentials of the user created in AD LDS.

alimhy  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Swatem = Call Routing - Media Eesources » Yaoice Mail =  Device = Application = Uszer Management = Bulk Ad

LDAP Authentication

—LDAP Authentication for End Users
¥ Use LDAP authentication far End Users

LDAP Manager Distinguished Mame* ||:n=r|:u:|t,|:||:=|:i5|:|:u|:|n:=|:|:|m

LDAP Password®

Confirm Password® IiliiiiliiiiIiiiiIiiiiliiiiiiiiiiiiiilliiillil

® -
LOAP User Search Base ||:I|:=|:|5|:|:|J|:I|:=|:|:|m

—LDAP Server Information

Host Name or IP Address for Server™

LDAP Port® Use 55L
172.18.36.240 |sooao r

add Another Redundant LOAF Server

— E=ave



LDAP Filters in CUCM

The object class User is no longer used. Therefore, the LDAP filter needs to be changed to use
userProxy instead of User.

The default filter is:
(&(objectclass=user)(!(objectclass=Computer))(!(msDS-UserAccountDisabled=TRUE)))

In order to modify this filter, log in to CCMAdmin with a web browser and choose the LDAP
Custom Filter option from the LDAP configuration menu.

LDAP Filter Configuration

— LDAP Custom Filter Information

Filter Name CustomFilted

Filter (&{objectclass=userProxy)({objectclass=Computer))(

—  Zawve |

This filter is used in the LDAP directory page while configuring LDAP the synchronization
agreement as shown in the previous figure.




System »  Call Routing +  Media Resources »  Advanced Features + Device = Applicstion +  User Management +  Bulk &dministration = Help +

LDAP Directory UG B AR Back to LDAP Directory Find/L

la Save

— LDAP Directory Information
LD AP Configuration Mame* |Multiforest

LDAF Manager Distinguished Narme™ |cn=rootJdc=cisco,dc=com

*
LD AP Password |...........

Confirm Password* |...........|

* .
LDAP UUser Search Base |dc=0|sco,dc=com

LOAF Custom Filter | CustormFilter el *

— LDAP Directory Synchronization Schedule
Perform Sync Just Once F

Ferform a Re-sync Every® |7- || Dy w

Mext Re-sync Time (rry-MM-DD hhimmm)* [z010-01-20 00:00 |

— User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields LDAP User Fields Cisco Unified Communications Manager User Fields | LDAP User Fields

User ID mail First Mame giventame

Middle Name middleName Last Marne sn

Manager ID rnanager Department department
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