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| Active Directory Lightweight Directory Services Setup Wizard

nstance Name a
The nstance name s usedo dfeete th nance of AD LDS fomaiher D (55 0
LDS instances o this computer. @

Type 2 name forthis instance. The name should reflect the use for which this nstance
of AD LDS s intended.

Instance name:
[kForest

Example: Addressbook

‘The AD LDS servios name is created when the instance name is combined with the
product name. il be dispayed in the fst of Windows services:

AD LDS service diplay name:  MuliForest
'AD LDS service name: ADAM_MutiForest
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Thic iz helpe you inetl e, ol cervias, o festurss. You determing which s 0 senices, o
festures o intall el on the compting needs ofyour rganzstion 2uch & shing documents or
horting s wesste

o remove role,rolesenies, o festures:
Start the Remove Roles and Features Wiz

Beforeyou continue, verify tht th follouing taks have been completed

* The Adminitator sccount has 3 srong pazsuord
* Network setings, such o3 sttic P addresses are configured
* The st curentcecury updtes from Windiows Upctear inctllec

1fyou must vy tht ay ofth precading prercuites have been completed, clocethe wiar,
completethesteps, and then un the wizard sgan.

To continue ek Next

[ Skipthis page by defaut
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Importing LDIF Files 2
o can impot cats o Lightweioht Diectry Inerchange Fomet LDIF s vto (1
you AD LDS applcation drectory partiion. €

Ta cofigure the AD LDS service in a speciic way, impart e of mare of the LDIF fies isted
belon.

LDIF fie name. Desciption
] MS-PareniDistname LDF 4D LDS parent dist name.

] M5 RephiaMetadadELOF 4D LDS Rephabietieebotab ot
] M SecetioueCARS LOF 4D LDS Secrel Atiute Contl Acoess i
=M . o0
User LOF
5 UsePro LOF 20 L0S snple sy clss
S UseiPonFul LOF D L0S fullusePon cos. Recuies M User DA
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Fiter Name*

Fiter*

—LDAP Custom Filter Information.

[CustomFilter

[(&(objectlas
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Generl Tusts | Menaged By | asco.com
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New Trust Wizard

Sides of Trust
¥ you have approprate pemissions n both domains, you can create both sides of

the rust rlationshi.

\
To begin using a rust, both sides ofthe trust relaionship must be created. For exampl,
you create  one-way incoming rust inthe local domain, @ one-way outgoing rust
must alo be crested i the specfied domain before authentication afic wil begin
lowing across the rust

Createthe tust for the folowing:

€ This domain only
This option creates th trust reationship i the local domain,

 Both his domain and the specfied domain
This option crestes rust relaionships n both the focal and the specfied domains.
Youmust have trust creaton prvieges i the specfied domain.

T
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Setup Options
AnAD LDS instance is reated each time AD LDS is instalid.

You can create & urique instance, o you can intal a replics of an exsting nstarce.

Selectthe ype o instance you wart to insta.

e Fares

This option automicall creales 3 new instance of AD LDS that uses the defatt
confiuration and schema patiions. The new instance wil o be bl t replcate:
with eisting nstances.

Ageplica of an existing intance

This optian creates a new instance of AD LDS that uses the carfiguration and
schema patttons replcated from another instance of AD LDS. You can also select
the appitcalion partions to replcate.






OPS/111979-ucm-multi-forest-00-25.png
Active Directory Lightweight Directory Services Setup Wizard

Ports
Computers wil connect o tis instance of AD LDS using specfic pors on al of the
1P addresses associated wih this computer.

‘The pots displayed below are the fs avaiable for tis computer. To change these
ports. type the new port numbers i the text boxes below

1 you lan to intall Active Directory Domain Services on tis computer, o not use 389
forthe LDAP port or 636 forthe SSL port because Active Directoy Dormain Senvices

uses these port numbers.Insead, use avalable por numbers from the folowing range
1025655%.

LDAP port number
(50000]
SSLport number:

I
o [ | oot | _sen
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Select installation type VINGSO3LGEA hisparmarergiOTi s om

Sefect the intallsion type. You can nstall oz and festrez an  rning physicl computeror sl
mching,or on an offine viualhard dick (VD).

® Role-based or feature-based installation
Configure  sing server oy acling o, 0 senices, and festres.

) Remote Desktop Servces instlltion

st requied ol servics for Vil Deskp Infrsstructure (VD) o creste 3 vitual machine-based
or session-sssed deckiop deplayment.

(<o | [tz
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Active Directory Lightweight Directory Services Setup Wizard

‘Setup Options
i AD LDS instance i created sach time AD LDS s nstalld.

P
W

You can create 3 uniaus instance, oryou can nstal  repica of an exising nstance

‘Selectthe type of instance you wart to insta.

& Auniaue nstance
This option automatcally creates 3 new nstance of AD LDS that usss the defaut
confguration and schema pattions. The new instance wil not be sble fo eplcate:
wih exsting instances.

€ Areplca of an existing nstance
“This option creates a new instance of AD LDS that uses the corfiguration and
schems partions replicated from anothernstance of AD LDS. You can also select
the appiication partions to replcate

oo [T ] oo | _we
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Welcome to the Active Directory
Lightweight Directory Services
Setup Wizard

This wizard helps you nstall MicrosaftActive Directory
Lightweight Directoy Services (4D LDS]

AD LDS s a poweituldiectory service that i easy to nstall
‘and deploy. It provides a dedicated data sore for
spplcstons, and can be configured and managed
independenty.

To continue, cick Nex.






OPS/111979-ucm-multi-forest-00-40.png
Importing LDIF Files

2
o can impot cats o Lightweioht Diectry Inerchange Fomet LDIF s vto (1
you AD LDS applcation drectory partiion. €

Ta cofigure the AD LDS service in a speciic way, impart e of mare of the LDIF fies isted
belon.

LOF e Desoipion -
] M AdanSymcMetadas DF  ADAMSyno meladats shema senn. Recuied
5] MSADLDS.DislySpecirs... AD LDS Dispay paciers sches nd dipay 801

= e exter

5-InetOrgPerson LDF AD LDS inetO1gPerson, user and related casses.
1T M5-MembershipTransitive LDF  AD LDS memberhsip transitive.

] Ms-PareniDistname LDF 4D LDS parent dist name.

[ MS-Repl/aMetadateE st LDF  AD LDS RephValueMetaDataE

7 MS-SecoetétibuteCARS LDF A | DS Secret Atibude Corirol ncess Rinhts
< [}
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5§ Configuration [localhost:50000]

5 (] Ch=Configuraton, CN={48E9D883.DF%

] Ch=DrectoryUpdates

C=Diplayspeciiers
[ Q=ExtendedRights
5] On=ForeignSecurityPrincipals
C=LostandFoundConfy
51 CN=NTDS Quotas
2] Cn=Parttions
ChsRoles
8 [ Qu=services

B [5] O=ttindows NT

[ ]
[ cn=sites Move.
New Connecton from Here
New »
vien »
N | Delete e |

Opens the propertes dislog box for the cur  Rename.
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Active Directory Lightweight Directory Services Setup Wizard

Application Directory Partition
0 applcation drectory partion sores applcation spesfic date

P
W

Do you want to create an appiication drectory parition fo this instance of AD LDS?

€ No.do not create an appication diectory pation
‘Select this option fthe application thet you planto install creates an applicaton drectory
tpon instalaion,orif you plan to create one ater.

& Yes, create an applcation drectory parion

‘Select his opton  the applicatin that you plan to instaldoes ot create an application
drectory pattion upon instalation. A vaid parttion name i any disinguished name that doss:
ot sheady exst in this instance. Example distingushed name:
CN=Pattion1,DC=Woodgrove,DC=COM

Pattion name:
[DC=csco DCxcom

<o [ ] _cwes | e
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Create Object

Atvbute:

syntax:

Unicode String

Descrpton:  Common-ame

Value: root

<o o] _ama | o
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Generd T | Managed By |
Domsis tusted b s domsi (outzeing st | oreActe
New Trust Wizard x|
User Name and Password
To create this trust relationship, you must supply user credentials for the speciied
doman

‘Specfied domain: tancberg

Type the user name and password of an account nthe specfied domain

User name: € tandben Administrator]
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Wl Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System v CallRoutng v MediaResources v VolceMal v Devics v  Applcation ~  User Management v Bulk Ac

—LDAP Authentication for End Users

[ Use LDAP Authentication for End Users
LDAP Manager Distinguished Name*

‘o0t do=cisco, do=com
LDAP Password*

Canfirm Passward*

LDAP User Search Base ™

—LDAP Server Information

Host Name or IP Address for Server’

* LDAP Port* Use ssL

[s0000 r

172.15.36.240

Add Anather Redundant LDAP Server

— Save






OPS/111979-ucm-multi-forest-00-65.png
Multi-valued Distinguished Name With Security Principal Editor

Atirbute: member
Values:

Neme Contaner

Adminstrators [{3E0F477-C77-4F 12-8E5A-7 855300083,

Enter 2 distinguished name (DN) for an object.
=

Remove
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Active

ectory Lightweight Directory Services Setup Wizard.

Service Account Selection

AD LDS perfoms operations using the pemissions associated wih the account
you select

Set up AD LDS to perform operation using the permissions associated it the folowing
accourt.

€ Network service account
AD LDS has the pemissions o the defauit Wiindows senvice account

(s sosourt]
AD LDS service has the permissions o the selected accourt

s 6 Cisc0 e <] | _sowe. |

Password

<o [ ] _cwes | e
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tionNamingContext —f MS-UserProxy-Cisco.ldf —j ¢
Connecting to "localhost 50808

Logging in as current user using SSPT

[mporting directory from file “HS-UserProxy-Cisco.ldf"
Loading entries

2 entries modified successfully.

windous\adan\logs

The command has completed successfully

Windous\ADAM>_

Windous\ADAM>1difde —i —s localhost:5008@ —c CN=Configuration.DC=X HConfiguraj

[-[OIx]
[-
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[C:\Windous\ADAM>1difde —i —s localhost:50008 —c CN-Conf iguration, DGR Configurap]
€ ionNaningContext —Ff diff-schena.ldf —j c:windoussadansiogs

[Connecting o “localhost:50000"

[Logging in as curvent user using SSPI

[nporting directory from File "diff-schena.ldf

Loading entries

The connand has completed successfully
lc: \Windows \aDAM),
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Pots
&9

Conputers wil comect o tis intance o AD LDS using specife porson llofhe
1P acessesassocited with s compter. <

The pots displayed below are the fist avallble for this computer. To change these
ports, type the new port umbers in the et boes below

1fyou lan toinstall Active Ditectory Dornain Services on tis computer,do ot use 389
for the LDAP pot o 636 for the SSL pot because Active Directoy Dormain Services.
uses these port numbers. Instead, use avaiable port numbers from the folowing fange:
10258557,

LDAP port rumber
E

S5L pot number:
El
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Installation progress VINGSO3LGEA hisparmarergiOTi s om

View instlstion pogress

@ Festre mssaton

Confiuraton require. nstalaton succeeded on WIN-
SOVLGEAA chidEsperimentcitg201212ind

Actve Directory Lightueight Dirsctory Services
T creste 2 e AD LDS nstance on thissever, run the Actve Diectery Lightusigh Diectry
SencesSetup Wizrd.For more nformation,see h/ga micosoftcom/ Tl Linkd 224351,

T oo Do e B e e s

Remote Server Administation Toos
Role Adminisraton Tools
AD DS and AD LDS Tools
ADLDS Snap-Ins and Commanc-Line Toals

Vou candlose this wizard without interrupting running tass.View task progressor open tis
page agin b cicking NoSfications inthe command bar, and then Tas Detais.

Export configuation setngs
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Active Directory Lightweight Directory Services Setup Wizard
&

AD LDS Administrators
You can specty the user or group that il ave adminstrative prvieges for ths
instance of D LDS.

Assign the folowing user or group of users admiisrative pemissions for AD LDS.
 Curentlylogged on user: CISCO\Admiistrator
The user that s nstaling AD LDS wil have administrative pemissions for this
instance of AD LDS.

€ This acoount
“The selected user or group wil have adminitaiive pemissions forthis nstance of
AD LDS. You can choose any user or group from tis computer, his computer's

omain, or any domain that s tusted by tis computer’s domain.

oot nane:
Biowse,

Help

ok [y | oo |
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ﬁ Installation Progress
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Instance Name
The instance name i used to diferentiate this instance of AD LDS fram other 4D
LDS intances on this compuler.

Type a ame fortis instance. The name should reflct the use for which tis instance
of AD LDS s intended.

Instance name:
MultF ores

Example: Addressbook1

Desciptior:
[AD LD instance

The AD LDS service name is created when the nstance name is combined with the
prodct rame. It il be displayed i the st of Windows services, ogether ith the
descripton you erter.

AD LDS service display name:  MulForest
AD LDS servics name: ADAM_MulFarest

<Back Hext>
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System v CallRouting v Media Resources v Advanced Features v Device v Application v User Managemert v Bulk Administration v Help v

[CEEINITVES ack to LDAP Directory Find/L

~ LDAP Directory Information
LDAP Configuration Name* Multforest

LDAP Manager Distinguished Name™* [qn—root,domsisco,demcom

LDAP Password*

Canfirm Passward*

LDAP User Search Base ™ domcisco, dc

Loap Custom Fier Customier V] e—

~ LDAP Directory Synchronization Schedule
Perform Sync Just Once O

Perform a Re-sync Every* 7 DAY v

Next Re-sync Time (1y-HM-DD hh:mm)* [2010-01-20 00:00

— User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields [LDAP User Fields Cisco Unified Communications Manager User Fields [LDAP User Fields
User ID mail First Name giventiame
Middle Name middieNiame v Last Name n

Manager 1D manager Department. department
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Before You Begin

Installation Type
Server selacton

Server

Confirm installation selections S GIk h e i 2 o o

To nsall th fllaning role. ol senvices, o esturs on slected sever,cick sl

(A Restart the destination server sutomatial i reauired.

Option!fetures (such as administaton 100 might b dislayed on his page because thy have.
e selcted automaticaly. I you do not want 0 stll these optionsl features, cic Previaus o leor
theircheck bores.

‘Actve Directory Lghtueight Diectry Services
Remote Serer Admiistrtion Took
Role Admintation Tosls
3D DS and 40 105 Toots
40 L0S Snap-in and Command-Line Togs

Export configuraton setings
Specity an akermate soure path

nstl
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New Trust Wizard

Confirm Outgoing Trust
ou should confim this rustonly f he other s of the tust has been created

Do you wart to confim th outgaing trust?
€ No.do ot confrm the outgoing trust
 Yes, corfimthe outgoing tust

To corfimthe trust now, cick Nex.

<ok =
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Active Directory Lightweight Directory Services Setup Wizard

Importing LDIF Files & a
You can import data from Lightweight Drectory Interchangs Fomat (LDIF)fles nto 5 8
your AD LDS applcation drectory pattion L

To corfigure the AD LDS senvice in 2 specfic way, mport one or mors ofthe LDIF fies isted
belon.

LDIF e pame. Descrption
TisAdamSyneliotzeta | OF | ADANSne metaceis scheme exenson. Reauredfor &
11520005 DisplaySpectiers . AD LDS Display speciiers schems and displey specfiers

O MS-AZMan LDF AD LDS schema extensions for AzMan.
MS-instOrgPerson LDF. 4D LDS inetOrgPerson, user and related classes.
MS-User LDF 'AD LDS user class and reated classes.

O M UserProny LDF. AD LDS simple userProxy ciass.

O MS-UserProxyFull LDF AD LDSfull userProxy class. Requires MS-User LDF or |

L —|

o [T ] _om |
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Service Account Selection
AD LDS perfoms operations using the pemissions assaciated with the accont
you select

St up AD LDS to perfom operstons using the permissions associated with the follwing
accourt,

aiiialk 35vics acsoint
AD LDS hs the permissions of the defatt Windows service account

Ttis sccount
AD LDS service has the permissions ofthe selected account

User e [3

Password
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Generel Tusts | Monaged 8|
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|
eos e pecica e o b pireracstedi o ol h esoces th

Outgoing Trust Authentication Level—Local Forest
ozl forest or oy those resouroes that you specfy.

Selectthe scope of authentication for users fom the tandberg forest

 Forestwide authentication
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IC: \Windows\ADAM>ADAMSync ssunc localhost:389 “dc=cisco.dc=net" /log —
fdans ync .exe vi.0 <6

[Establishing connection to target server localhost:389.

Saving Configuration File on DC=cisco,.DC=net

[Saved configuration file.

ADAMSync is querving For a writeable replica of ad@a.cisco.net.

[Error: DCLocator call failed with error 1355. Attenmpting to bind directly

ing .
[Establishing connection to source server adBa.cisco.net:389.
Using file .\danD36@.tmp as a store for deferred dn-references.
[Populating the schema cache

[Populating the well known ohjects cache

[Starting synchronization run'from dc=cisco.dc=net.

Starting DirSunc Search with object mode security.

Updating the configuration file DirSync cookie with a new value.

Beginning processing of deferred dn references.
[Finished processing of deferred dn references.

[Finished Csuccessful> synchronization run.
[Nunber of entries processed via dirSync: @
[Number of entries processed via ldap: @
[Processing took @ seconds <@, 0>.

object additions: @

object modifications: @

object deletions: 8

object renames: @

references processed / dropped: 8, @
Maxinun number of attributes seen on a single object: @
Maxinum number of values retrieved via range syntax: @

Beginning aging run.
fging requested every @ runs. we last aged 2 runs ago.
Saving Configuration File on DC=cisco.DC=net

[Saved configuration file.

IC: \Windows \ADAM>.
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Completing the Active Directory
Lightweight Directory Services
Setup Wizard

You have successfuly completed the Active Diectory
Lightweight Directory Services Setup Wizard
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AD LDS Administrators

Yo can speciy the user or group thatwil have adiristative pivieges fortis
instance of AD LDS,

Assign the follawing user o group of users adrinistative peissions for AD LDS.

il eaged o iser CIT 20122 adimrsiaiey

The user that s instaling AD LDS wil have adiristiative permissions or this
instance of AD LDS,

his account
The selected user of roup wil have adrinitative permissians fortis instance of

AD LDS. You can chaose any user or roup from this computer, tis computer’s
domain, or any domain that is tusted by tis compuler's domain.
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50000

S5L port number:
50001]
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New Trust Wizard

Trust Name.
You can create a trust by using a NetBIOS or DN name.

Type the name of the domain fores, o reamforthistrust.  you type the name of a forest, you
must type a DNS name

‘Example NetBIOS rame: supplerdTint
‘Example DNS name: suppierdTantemal microsof com
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Installing AD LDS
The AD LDS Setup Wizard s insaling AD LS.

Instaling AD LDS,

Flease wai whils the wizard completes the foloing steps.

v Copiedfes

Staring Active Ditectory Lightweight Ditectoy Services nstallation
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New Trust Wizard
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diectory patiion upon instalaion. & vaid pariion name i any distinguished name thet doss.
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CN=PatiionDC=Woodgrove,DC=COM
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DC=cisco,DC=con|
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Ready to Install
The AD LDS Setup Wizard s reacy o nstall AD LDS with the folowing
configuation

Belore continuing,feview and corlim your selectons.

Selectons:

Install  urique nstance of AD LDS
Instance name: MuliForest

Computers wil connect ta tis instance of AD LDS using the follwing pots:
LDAP port 50000

55L port: 50001

|AD LDS replication illuse Negoliate authertication.

Store AD LDS data fies i th follwing locatia:

To change your selections,click Back. To installAD LDS, cick Next
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