Configure Hybrid Calendar Service With
Microsoft Exchange for WebEX
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I ntroduction

This document describes how to set up the hybrid calendar service for your cloud-registered devices on
Webex Cloud with Microsoft Exchange.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

*» Cisco Webex Control Hub

» Cisco Expressway

* Microsoft Active Directory (AD)

* Microsoft Exchange Server (2013, 2016 or 2019)

Components Used



Cisco Webex Control Hub

Cisco Expressway-C aready deployed for the Cloud Connector
Microsoft Active Directory Server already deployed

Microsoft Exchange

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

The Hybrid Calendar Service alows you to connect Microsoft Exchange, Office 365 or Google Calendar
environment to Cisco Webex. The integration can be made via on-premise connector, configured purely
cloud-based or in a hybrid setup manner.

The benefits of this feature are:

» Simple meeting scheduling
- @webex: Populates the meeting invite with Webex Personal Room details.
- @meet: Creates a space in Webex App with meeting details and adds join information to the
meeting invite.
View your meetings list on Webex registered applications and devices
One-button to push (OBTP) capability.
Ad-hoc booking from Room Devices
Parse a SIP URE or other video address from the body of a calendar invitation.
Show when you are Out of Office

Configure

Set Up an Impersonation Account for On-Premises Microsoft Exchange
Before you begin

* You must choose a mail-enabled account to use as the service account. (The account does not
have to be from an administrator, but it must have a mailbox.)

» Do not use an impersonation account that is used by other services such as Cisco Unity
Connection, Cisco TelePresence Management Suite (TMS) and so on.

* If you limited the set of usersthat are synchronized with Active Directory via (Lightweight
directory access protocol) LDAP filters, you must limit the impersonation with anew or aready
in existence management scope in Exchange.

Tip: For instructions and more detailed information from Microsoft on management scopes and
impersonation, visit the Microsoft Exchange Server configuration guidelines.

Procedure

Step 1. Sign in to a server on which Exchange Management Shell isinstalled. Sign in with one of these
accounts:

» An account that is a member of the Enter prise Admins group.
* An account that can grant permissions on Exchange objectsin the configuration container.



Step 2. Run the next command in Exchange Management Shell:

new-M anagementRoleAssignment -Name:RoleName -Role: Applicationl mper sonation -User
'ServiceUser Name'

where;

» RoleName isthe name that you want to give the assignment, for example,
Calendar Connector Acct. The name that you enter for RoleName appears when you run get-
ManagementRoleAssignment.

» ServiceUser Name s the name of the account you selected, in domain\alias format.

Note: Thisisthe user who is already created on the AD with which the exchange is synced, and has
domain admin rights.

Y ou can run the command Get-M anagementRoleAssignment to review the roles assigned to each user:

Configureathrottling policy and apply it to the Imper sonation Account

A custom throttling policy helps the Calendar Connector work smoothly:

 In Exchange Server 2013 and 2016, the policy removes Exchange Web Services (EWS) limits from
the impersonation account, to avoid max concurrency iSsues.

 In Exchange Server 2010, the policy overrides the default policy. The default istailored for user load,
not for an enterprise application.

Step 1. In the Exchange M anagement Shell, create the policy.

» For Exchange Server 2013 or 2016, enter:

New-ThrottlingPolicy -Name " Calendar Connector Policy" -EWSMaxConcurrency unlimited -
EWSMaxBurst unlimited -EW SRechar geRate unlimited -EW SCutOffBalance unlimited -
EW SM axSubscriptions 5000




Note: The Calendar Connector Policy isaname, you can keep that name anything, for example,
Calendar ConPalicy.

» For Exchange Server 2010, enter:

New-ThrottlingPolicy -Name " Calendar Connector Policy" -EWSMaxConcurrency $null -
EWSPercentTimelnAD 100 -EW SPercentTimel NCAS 500 -EW SPer cent Timel nM ailboxRPC 300
-EWSM axSubscriptions 5000 -EW SFast Sear ch Timeoutl nSeconds 60 -EW SFindCountL imit 1000

Step 2. If you use Exchange Server 2013 or 2016, and the impersonation account does not have a mailbox,
run this command:

Enable-Mailbox " imper sonation account" -Database " database name"

Note: This step was skipped, as the impersonation account which was created for this lab recreation
already had a mailbox created.

ProhibitSendQuota

Unlimited
Unlimited
Unlimited

Unlimi
Unlimi
Unlimi
Unlimitec

Step 3. Apply the new policy to the impersonation account:

Set-ThrottlingPolicyAssociation -l dentity " imper sonation account™ -ThrottlingPolicy
" Calendar Connector Policy”

Where:

* impersonation account isthe name of the impersonation account you use as the service account for
the Calendar Connector.
» Calendar Connector Palicy isthe name of the policy that you created in Step 2.

Step 4. Confirm that the mailbox now uses the new policy:

Get-ThrottlingPolicyAssociation -l1dentity " imper sonation account” | findstr " ThrottlingPolicy”
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Append Exchange CA Certificateto the Expressway Trusted CA List

Step 1. In the Expressway-C connector host, navigate to Maintenance > Security certificates > Trusted
CA certificate
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Step 2. Review the Certificate Authority (CA) certificates in the trust list to check if the correct CA
certificate is already trusted.

Step 3. To append any new CA certificates:

» Click on Browse (or the equivalent in your browser) to locate and select the PEM file.
* Click on Append CA certificate.

min
CISCO Cisco TelePresence Video Communication Server Control

Status Systern Configuration Applications Uters Maintenance
Trusted CA certificate

. Failed Exgeed confestes of CALS detectes i Luited T S

Corifcwie  DeTewmporary Ch BodbdadT-1205-4000-a7e 1-2aba 1011 2583, DU Temgaorary CA BodBdadT: | TaS-4 30007 e 1 -Jula 101 1 al8N, CHaTemponary CA Bodbdad 7. 2a9-8000-aT a1 -ZalatD 12583 Waiches bsuer
Corficale  [N=deharube-DEEPUAN-CA Walchen Bxsoer
Comfcate  CHodeharsh -DEEPUAM-CA DCigos, CHadehaiime s,

Ghaowe il (QeCooed | E‘m-mtﬁl ke -I T

Upload

Salect the e containing iusied CA conficaes Browse carnewid) cer I

The newly appended CA certificate appearsin thelist of CA certificates.

To replace a CA certificate with an updated one, for a particular issuer and subject:

1. Check the checkbox next to the Issuer details.
2. Click Delete.
3. Append the replacement certificate as described previously.

Install Management Connector and Calendar Connector on Expressway and register it
on Cloud

Firstly, add the expressway as a resource on the Control hub under your organization.



Step 1. Login to https://admin.webex.com with your admin credentials of your organization and navigate to
Services.

Step 2. Select the Hybrid Calendar with Exchange card and click on Set-up:

Hybrid Calendar
@& Exchange

Use @webex or @meet in a meeting location to
imsert join details, show uptoming meetings in
Cisco Webex Teams, and provide One Button to
Push (OBTP) 1o join

View Prerequisites

Video Mesh

Extends choud meadia to use premises-based

resources for calls and meetings

& Setup not completed

Hybrid Calendar
) Office 365

Use @webex or @meet in a meeting location to
insert join details, show upcoming meetings in
Ciseo Webex Teams, and provide One Button to
Push (OBTP) 1o join

View Prerequisites

Hybrid Data Security
=

Manage your encryption keys and other secunty

SENICES ON-premises

& Setup not completed

Hybrid Calendar
Google

Use @webex or @meet in a meeting locatic
insert join details, show upcoming meetings
Ciseo Webex Teams, and provide One Butte
Push (OBTP) 1o join

View Prerequisites

Note: Make sure you go through the View Prerequisites before installation, to make sure you fulfil
all the requirements for this solution to work.

Step 3. Select Next


https://admin.webex.com

Hybrid Calendar Service Setup

You are about to set up Hybrid Calendar Service. Verify that you
have completed prerequisites before you start configuring
Hybrid Calendar Service.

Hybrid Service connectors collect and send certain
information about your Hybrid Service deployment to
Cisco Webex. Hybrid Service microservices may also
send commands to the connectors like upgrade,

restart, and so on, to ensure that you receive the best

Back | Mext

Step 4. Enter the Fully Qualified Domain Name (FQDN) of your expressway on which you install the
connectors, and click Next.

service. Learn more.

Hybrid Calendar Service Setup

Deploy a new Expressway cluster, or select an existing one.

o Register a new Expressway with its Fully Qualified
Domain Name (FQDN)

mgt.deharshw.space

Must match the value on the Expressway DNS settings:
[System host name] [Domain name]

Select an existing Expressway cluster to add
resources to this service.

Note: At thistime, your computer must be able to resolve the DNS A record of the expressway
connector and must be able to reach the expressway's | P address.

Step 5. Click Next.



Hybrid Calendar Service Setup

Complete registration and configure the connector

Calendar Connector will be installed as soon as you finish registration,
enabling the Expressway cluster for Hybrid Calendar Service

Click Next to send the registration token to the Expressway and continue
the registration there,

() Next steps and cluster configuration

Use the notifications m in the top left corner of Hybrid
Calendar Service pages for next steps in configuration.

After registration, configure your new cluster. Click on the cluster and then

“Edit cluster settings”.
l Mext I

After this step, the expressway web Graphic User Interface (GUI) opensin anew tab and the log-in prompt
appears.

Step 6. Log in with expressway admin credentials.

Step 7. Check the checkbox that states: | want Cisco to manage the Expressway CA certificatesrequired
for thistrust.

Step 8. Click on the Update software & verify the connection.
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Step 9. Click on Register.
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After afew seconds, the browser redirects you to the control hub, where after login, you get to the shown
page.

Step 10. Select the checkbox Allow Accessto the Expressway and click on Continue.

Expressway

Allow Access to Expressway

Organization

FODNM or IP Address

e
CISCO

Afterwards, the confirmation that the registration is completed appears.

The browser redirects you back to Expressway, where you can see that the Connector Management isin
running status with the version mentioned as well.



NI
CISCO Cisco TelePresence Video Communication Server Control

Status  System  Configuration Applications  Users Maintenance
Connector Management

| tybria services |

This Expressway chusier s regisiered with the Cisco Webex Cloud and is now ready for Hybrd Senvices.

Cisco Webex Cloud cerfificate management - you are currently allowing Cisco Webex Cloud 1o add required CA certificates Io the Expressway lrust kst

hitps (admen webex com - configure your hytnd services. enable users for fealures. manage your bybrid service chusbers. and sel upgrade schedules for connecions.

Click 8 connecior name baiow io wew oF moddy e connecior delails

After afew minutes, the installation of the Calendar Connector also starts.

Status System Configuration Applications Users Maintenance
Connector Management

This Expresswy chasied 8 registensd vwilh the Cisco Wabex Cloisd and B nowi ready for Hybdid Sersces

Crco Webex Cloud ceriicale management - you ane cumently aloving Cisco VWebex Clowd 1o 20d required CA certificates o the Expressway trust st

hitps Updmen webex com - configuie your hybnd senices. enable users for fealures. manage your hybnid service clusbers. and sal upgrade schedules for connecion

Chek & SONnScior Rafme Baitw 10 intw o Mokl M confscior oefals
Serwice

Status Veerzion Active Configuration
Management Connector Runining 8.11-1.0.11 Enabled
Clendar Connecio Pt & Sy fad

B 11-1.0.625

G e

Step 11. On the control hub under Ser vices, the status changes to Not Oper ational.



ﬂﬂ Exchange

¢ Not Operational

Before you start with the configuration of the Microsoft Exchange server on the Expressway, you require to
configure the impersonation account in the Microsoft Exchange Server first.

Link the Calendar Connector to Microsoft Exchange

Step 1. Navigate to Applications >Hybrid Services > Calendar Services> Microsoft Exchange
Configuration

Step 2. Click on Add New.

Step 3. Configure the Service account: Thisis the impersonation account details which you created on
Exchange

Display Name : Any name of your choice
Type : Exchange On-Premises

Enable this Exchange server : Yes

NTLM Authentication: Checked

Basic Authentication: Checked

As auto-discovery is not set up, it is not used. Thus, Autodiscover mode requires to be set to Provide
Exchange address directly



Enter the IP address or FQDN of the Microsoft Exchange server
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Step 4. In the field Scheduling Account Email Address, you require to configure an email account on the
Exchange Side.

The scheduling account is used as the meeting organizer for all meetings booked from Webex Devices. This
account books the room the same way as a user normally does. When the meetings are booked from the
scheduling account and aroom isinvited, the room policies in the calendaring system are respected. Ensure
that you have entered avalid email address that has permission to book the rooms for which you have
enabled Room Booking.

Since this account is used to book meetings for al the rooms for a given Exchange configuration, ita&€™s
important to make sure that its mailbox is regularly cleaned up, in order to not reach or exceed the Exchange
mailbox limits. If your Exchangeis already set up with a suitable retention policy, make sure it appliesto
this account. If not, you must configure the mailbox so that all default folders (emails, sent items, and
meetings) are automatically deleted after a number of days. The account at the end islike a normal Email
Account that is used solely for scheduling purposes.

Step 5. In the Autodiscovery section, you must Use Autodiscover.

Note: Expressway-C uses Active Directory domain or Directory Site name to locate the AD.

Y ou can either use SCP or not. If you set thisfield to Y es, the first autodiscover step that the calendar
connector takes is an Active Directory Service Connection Point (SCP) record lookup to get alist of
autodiscover URLSs. The calendar connector uses the Active Directory domain, Active Directory site, Query
mode, and LDAP TLS Verify Mode and fields only if you enable this step. These fields provide the
information necessary to find and query an LDAP server in Active Directory. Even if this step fails,
autodiscovery must succeed at a later step.



If you want to continue without SCP, then you just need to add the email address of a user so that the
calendar connector can test the autodiscovery process.

Use the email address of a user that you have enabled for the Hybrid Calendar Service, asit appearsin
Control Hub.

Note: It isrecommended to create a specific account on the Exchange server for the Scheduling
Account and for the Autodiscovery one. There is no specific way to name those accounts.

Step 6. Click on Add.

Step 7. Wait for the server to build a connection with the Microsoft Exchange server, if thereisan error then
it must pop up on top, otherwise, the land page is shown as in the image
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Configurethe Calendar Connectora€™s Webex Site Settings

Step 1. From the Expressway-C connector host, navigate to Applications > Hybrid Services > Calendar
Service > Cisco Conferencing Services Configuration, and then click New.

Step 2. Select Type as Webex under Conferencing Services Type.

Step 3. Enter the Fully Qualified Site Name for this Cisco Webex Meetings site.
Example:

If your site is accessed as example-co.webex.com, you must enter exampl e-co.webex.com.

Step 4. Enter avalid Webex user account email address, |eave the password field blank, and then click Test
Connection to validate the site information that you entered. If the connection test fails, you can save the
configuration with both the user name and password fields blank.

Step 5. Indicate whether or not this site is the defaullt.

The default siteis used for @webex unless the user has a different site configured in their My Per sonal
Room setting in the Webex app (either because the user's Webex site has been linked to Webex by an
administrator, or because the user configured the setting with a different site).

Step 6. Click Save to save the configuration.
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Step 7. Review the Cisco WebEx Meetings Site UUID

Step 8. Start the Calendar Connector. Navigate to Expressway-C > Applications > Hybrid Services >
Connector Management > Select Calendar Connector. The status must change from Not Enabled to

Running.

Connector Management

*I Calendar Connecior |

Slatus FLnming

Microsoft Exchange servers 1 Configure Microsoft Exchange Senvers
Cisco Webex Meelings siles 2 Configure Cisco Conferencing Services
Calendar Connector Status Check Calendar Connector Status

Back to Hybnd Services |

Step 9. Navigate to Applications > Hybrid Services > Calendar Services> Calendar Connector
Status and verify the Status.
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Configure @webex and @meet Keywords

When users add @webex to a meeting location by default, the calendar service updates the meeting with
their Cisco Webex Personal Room details. When users add @meset, by default, the service updates the
meeting with Cisco Webex space details. As an administrator, you can change these default actions for
either keyword.

Regardless of how you set these actions, power users can add the modifier :space or :myroom to specify the
action for either keyword. For instance, if you add @webex: space, it causes the service to update the
meeting with Webex space details.

Step 1. From the customer view in https://admin.webex.com, navigate to Services.

Step 2. From the Hybrid Calendar card for your calendar environment, click Edit settings.

Note: If you have the Hybrid Calendar Service set up for multiple calendar environments, you can
access the keywords settings from multiple pages in Control Hub, but the values that you set apply to
al environments.

Step 4. In the Keywords section, select the default action that you want for each keyword.

Step 5. Click Save.

Calendar Connector Status You are here: Applications * Hybirid Services ¥ Cale



https://admin.webex.com

Keywords [ @webex |

Select the default action to use when a user adds @webex to a meeating

field

Cisco Webex Personal Room (or @webex:myr...

Select the default action to use when a user adds @meet to a meeting |

Cisco Webex Teams Space (or @meet:space)

€ |

Start the Calendar Connector

Step 1. From the Expressway-C, navigate to Applications > Hybrid Services > Connector Management.

Step 2 The Connector management section of the page has alist of connectors and the status of each one.
The M anagement Connector is Running and the Calendar Connector is Not enabled.

Step 3. Click Calendar Connector.
Step 4. Select Enabled from the Active drop-down list.

Step 5. Click Save.
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The Calendar Connector starts and the status changesto Running.

Status System Configuration Applications Users Maintenance Experimental
Connector Management
i/ Success: Saved

| Calendar Connector

Status Running
Active Enabled ¥ 1

Microsofl Exchange servers 1 Configure Microsoft Exchange Servers
Cisco Webex Meetings siles 1 Configure Cisco Conferencing Services
Cisco Conferencing Services 0 Configure Cisco Conferencing Services
Calendar Conneclor Status Check Calendar Connector Status

Save| Back to Hybrid Services |

Enablethe Hybrid Calendar Servicefor Users

Step 1. From the customer view in https://admin.webex.com, navigate to Users.

Step 2. Choose a specific user from the list, or use the search to narrow the list, and then click the row to
open an overview of the user.

'& C B sdmirowebex com

Cisco \Vebe: Users @ bimal

Control Hub

Dewvices

|

Analytics

7| Calendar Service



https://admin.webex.com

Step 3. Click Edit, and then ensure that the user is assigned to at least one paid service under Licensed
Collaboration Services. Make the necessary changes, and then click Save.

calendar
calendan@dehars!

User
First Name Last Name Display Mame Email
Senaces
@ bimal sinha bima bimal@deharshw s
1 M iy
Q Connector calendar@deharsh |: es5aging
: leeti
@ Gespr harstwardhan deepman despman@deharshy o Meeting
—
.
@ sUnil2 sunilguran suni2@deharshw 51 %, Caling
m wicky sinha wvicky vicky@deharshw.sp
- Hybnd Senaces
@ webexadmin webexadmin webexadmin@deha
This user must have one or mone
@ admin@deharshwwebexs admin@deharshww | Hybrid Senaces

Rodes and Security

A Addrminictratar Dnlae



() Messaging

Cisco Webex Teams Free
Messaging

Messaging
Webex Teams

«dmed Liser License

Services Enabled for bimal

42 Meeting

\, Calling

Free Public Collaboration Services

Cisco Webex Free
Meetings

Cisco Webex Free Calling

Licensed Collaboration Services

Meetings

Webex Team
Meetings

Mamed User License

)
L)

Webex Enterprise
Edition

Named User License @
deharshw-
gasandbox webex. com

Calling
Webex Calling

Enterprise

e | lee
Named User

MNone

Step 4. Select the Calendar Service, toggle on Calendar, choose Micr osoft Exchange and then save your

changes.
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Users m bimal
bimal@deharshw

Q All 7 Administrators 3 Extemnal Administrators 1

First Name Last Name Display Mame Email

Calendar

barmal birmal

(]
@
@
@ suniz
@
@
®

Add @meet 1o an invitation 1o Cre:

Calendar Connector calendar calendar@deharshw  MEENUN. Acd @weDex 10 aaCH v

Calendar Typs

Q Microsoft Exchange/Offic

deapman harshwardhan despman deapman@deharsh

suniguray sunil2@deharshw. sg Google Calendar

) Not currently set u
vicky sinha vicky wvicky@deharshw. sp d d

Status: Oof
webexadmin webeadmin webexadmin@deha

admiri@deharshw webexs admani@deharshww

Step 5. After you activate the service, the user status changes from Pending Activation to Activated.

@ bimal s
bimal@deharshw.space

User > Calendar Service

Calendar (}

Add @meet 1o an invitation to create a Cisco Webex Teams room for your
meating. Add @webex 1o attach your Webex Personal Room
Calendar Type
© Microsoft Exchange/Office 365
Google Calendar

Mot currently set up

Status: Pending Activation since today at 1:42 PM  See history

The time length for this change depends on the number of users that you have enabled for the service.

Users receive an email that indicates the feature is enabled.
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Register Devicesfor Calendar Scheduling

Step 1. From the customer view in https://admin.webex.com , navigate to Places, and then click on Add
Place.

Step 2. Enter aname for the place (such as the name of the physical room), and then click Next.
Step 3. Choose Other Cisco device, and then click Next.

Y ou can only have one type of device in asingle space. For example, you can add up to 10 desk phonesto a
lobby or a single Cisco Webex Room Device or aWebex Board, but not a combination of the two.

Step 4. Choose a call serviceto assign to devicesin the place:

1. Free Calling (default)a€” For Cisco Webex app and SIP address calling.

2. Cisco Webex Calling (formerly Spark Call)a&€” To add PSTN service through a cloud-preferred
media provider. Assign a phone number and extension to the device, and then click Next.

3. Cisco Webex Hybrid Call Service Connect&€” To use call service (PSTN access or internal
extension access) through your on-premises call control. Unified CM provides the phone number or
extension for the devicesin the place.

The service discovers where the email addressislocated on a Unified CM cluster. Once discovered, the
service creates the Cisco Spark-RD and identifies the directory number and SIP URI associated with the
account.

Step 5. (Optional) Toggle on the calendar service so that people can use One Button to Push (OBTP) on this
device, and then click Next.

Step 6. If you chose Hybrid Call Service Connect, enter the Unified CM mail 1D for the account that you
created earlier, optionally choose the Resour ce Group that the local Call Connector belongs to, and then
click Done.


https://admin.webex.com

Step 7. If you toggled on the calendar service, enter or paste the email address of the calendar mailbox for
the room device. Thisisthe email address that is used to schedule meetings.

. For devices that are planned to be scheduled in Google Calendar, enter the Google resource email
address from G Suites (Calendar > Resour ces). See About calendar resources (rooms, etc) for
more information.

. For devicesthat are planned to be scheduled in Microsoft Exchange or Office 365, enter the
email address of the room mailbox. (See "Create and Manage Room Mailboxes" on the Microsoft
Docs website for more information.)

Step 8. Click Next, and then activate the device with the code provided.

Places that you added Hybrid Call Service can take approximately 5 to 10 minutes to activate while the
email address, directory URI, and directory number are discovered on a Cisco Unified Communications
Manager cluster. After activation, the phone number is displayed on Cisco Webex devices in hybrid-enabled
Places.

Associate Usersto their Webex Personal Rooms with Cisco Webex

Step 1. Sign in to the Cisco Webex app.
Step 2. Navigate to M eetings.

Step 3. Under My Personal Room, if the Personal Room link does not appear, enter it in the form at
https://company.webex.com/meet/username or company.webex.com/meet/username, enter your host PIN,
and select Save.

If the link is missed, have users who can schedule meetings that include room or desk devices or boards
associate their Personal Rooms with Cisco Webex themselves.

Verify
Test join button with room devices or Personal Meetings

Step 1. In Outlook, Outlook Web Access, create a new meeting and then add a keyword such
as @webex:space or @meetto thel ocationfield (for room devices) or @webex (for Personal room
meetings)

Step 2. Navigate to the Scheduling Assistant and clickAdd room, and choose the device you want to add.
Step 3. Fill out other meeting information as needed, and send the invitation.
Step 4. When the meeting is scheduled to begin, verify that theJoinbutton appears on the device.

» Moreinformation on how to Schedule a meeting using @webex or @meet in this Webex help center
link.
* Moreinformation on how to_Show when you are out of officein this Webex help center link.

Troubleshoot

I nformation to collect

» Organization Name and 1D / Webex meeting site


https://company.webex.com/meet/username
https://collaborationhelp.cisco.com/en-us/article/nwtulzs/Webex-App-%7C-Schedule-a-meeting-using-@webex-or-@meet
https://collaborationhelp.cisco.com/en-us/article/lk7294/Webex-App-%7C-Show-When-You're-Out-of-Office

* What are the symptoms of the issue?
* When did theissue start (if it is not a new deployment)?

e Timestamp

» Users/ Devices affected
* Meseting invite export (.icsor .eml)

» Expressway logs

Verify the status of usersin Control Hub (Single user)

Step 1. Navigate to Control Hub > Management > Users > Select the User.

Step 2. Identify and the Status section. Click it.

Calendar Service

Error
Time:

Details:

Service enabled
Time:
Description:
Service disabled

Time:

To create a Webex meeting space, add @meest to the meeting invite. For meetings in
yvour personal Webex space, add @webex.

Allow calendar service

Calendar Type 0 Microsoft Exchangs/Office 365

() Google Calendar

Status Errer by admin on 6 Jan 2023 12:46 (CET) )

Choose the user's assigned resource group. The Webex cloud will remove this user and
assign them o their service reésource group.

Resource Group Default e

& Jan 2023 12:46 (CET)

Mo operational connector found for the
user. Check the cluster configuration and
then try again.

4 Jan 2023 21:29 (CET)

Pending activation

4 Jan 2023 21:27 (CET)

Step 3. Verify the details of the error and act accordingly.

Verify the status of usersin Control Hub (User Status Report)

Step 1. Navigate to Control Hub > Services > Hybrid > Select the Hybrid Calendar Tab.

Step 2. Select the user s enabled under the Exchange card. A User status Report appears.

Step 3. Select the Activated, Pending Activation and/or error users.



Step 4. Export to CSV.
Check the Hybrid Calendar Statusand Events

Step 1. Navigate to Control Hub > Services > Hybrid > Select the Hybrid Calendar Tab.

Step 2. Click on the right-bottom side of the Exchange card.

Hybrnid
¢ Hybrid Services Events History
Hytrid Calendar Hybrid Calendar _— —
EEIJ g r] Exfieasnisy Al ol
W50
17 users 8 ) e
16 in aero
-
Fesources Edii seftings D B kuce ===
Wid o
o nvos- ([
Lerde
Edit sefttir
ait
Micrasof Exch =
I O Hybeid i Operationa @ Oporational

Verify the Management and Calendar Connector Health

Step 1. Navigate to Expressway-C > Applications> Hybrid Services> Connector Management to see
the overall health of al your connectors.

Step 2. Navigate to Applications > Hybrid Services > Calendar Service > Calendar Connector Statusto
see the Calendar Connector health.

Troubleshoot Alarms and Events

Step 1. Navigate to Expressway-C > Status > Alarms.
Step 2. Navigate to Expressway-C > Status > L ogs > Event log.

The Cisco Webex Hybrid Services are tagged [Hybrid Services] and have IDs in the 60000 - 69999 range.
(601X X isfrom Calendar Service).

Step 3. Configure the Logs

» Set thelogsto debug level (Maintenance > Diagnostics > Hybrid ServicesLog L evels).
» Start Diagnostic logging (M aintenance > Diagnostics > Diagnostic L ogging)
* Reproduce theissue.

Step 4. Collect the Logs

» Stop the diagnostic Log and Collect (M aintenance > Diagnostics > Hybrid ServicesLog L evels).

» Send Logsto the Cloud (Cloud Applications > Hybrid Services > Connector L ogging)

» Thelog bundle can be analyzed by the TAC Engineer. Provide the Serial Number of the Expressway
or the generated Search Key

» Log Snapshot for intermittent issues (M aintenance > Diagnostic > System Snapshot > Create logs



snapshot)

Note: The Expressway must be alowed to HTTPs connect to *.clouddrive.com. TCP Port 443
(secure).

Send Logs to Cisco Webex Cloud  You are here: Applications » Hybrid Services » Connector Lo
. Success: Generated Search Key{22182667 <554 4871-0a38-17a3141964a8 ]

Hybrid Services Log Search

Serial Number DD?DEEBEI

Send

Related I nfor mation

* Deployment quide for Hybrid Calendar
* Troubleshooting Hybrid Calendar Service (Cisco Live Presentation)



https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/calendarservice/cmgt_b_deploy-spark-hybrid-calendar-service.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2023/pdf/BRKCOL-2494.pdf

