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Introduction

This document describes the steps to configure an Email asset with Open Authorization (OAuth
2.0).

Contributed by Anuj Bhatia and Bhushan Suresh, Cisco TAC Engineer.

Reason to use OAuth 2.0

Google has deprecated the Less secure app access feature and this requires configuration of
the Email Asset with OAuth 2.0 for Authentication for use with Third-party Apps, such as Webex
connect.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Webex Contact Center (WxCC) 2.0
- Webex connect portal with Email flows configured

Components Used



The information in this document is based on these software versions:

- WxCC 2.0

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configure

Step 1: Create a Project on Google Developer Console

Please follow the steps to create a Google project

Step 2: Configure OAuth Consent

1. Choose Internalor Externalas required.
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2. Click create.
3. Enter the User Support Email which is the Email ID associated on the Asset.

// On the Asset:


https://support.google.com/googleapi/answer/6251787#zippy=%2Ccreate-a-project

ASSET NAME D

bhusuresIMIEmail

EMAIL ID

l bhusuresimi@gmail.com

FORWARDING ADDRESS
Sfcfoct5e5Tih5d9410efdBB484 Sedbb@mai COPY

Mate: Emails sent to the assat email ID will be forwarded to this address,

// On the Google Console:

Google Cloud Platforrn 8 mMicauth ~
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Note: Please make sure you are logged in with the Email ID associated with the Asset or
the User Support Email does not show the the email in the drop-down list.
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4. Enter the Authorized Domain as the Webex connect domain as shown:

Authorized domains @

When a domain is used on the consent screen or in an QAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Consaole to check if your domains are authorized. Learm more about the autharized domain limit

~ Authorized domain 1 *
imiconnect.io

<+ ADD DOMAIN

5. Enter save and Continue and under Test users enter the same user email as the User Support
Email.



Edit app registration

& Onuth consent screen — @ Scopes — ) Testusers — ) Summary

Test users

While publishing status is se1 to Testing”, only test users ane able 10 access
the app. Allowed user cap prior 1o app verfication is 100, and is counted aver
the entire lifetime of the app. Learn more
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6. Enter save and Continue and go Back to the Dashboard.

Step 4. Create OAuth Credentials

1. Navigate to Credentials > Create credentials and select OAuth client ID.
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2. Create and enter the details:

Application Type: Web Application
Authorized JavaScript origins: WebEx Connect URL



Authorized redirect URIs: The callback URL (This URL can be found on the Email Asset page
once Authentication Type as OAuth 2.0 is chosen.)

= Google Cloud Platform & iMiOAuth

API APIs & Services

3+ Enabled APls & services
Library
G Credentials
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Thee name of your Ofuth 2.0 client. This name ks only used 10 identify the client in the
congole and will not be shown 1o end users

The domaing of the URls you add below will be automatically added to
your Osuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

URis 1 *
[hrrps:.-'.“webexmwlthmas.pb:.nmmunnem io ]

=+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

LRSS 1 *
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+ ADD URI

Mote: It rmay take 5 minutes fo a few hours for settings to take effect

CREATE CANCEL

3. Copy the Client ID, Client Secret, and Download the JSON.



OAuth client created

The client ID and secret can always be accessed from Credentials in APls &
Services

OAuth access is restricted to the test users listed on your OAuth
consent screen

- Your Client ID

o
Your Client Secret \
o
¥ DOWNLOAD JSON A —
0K

4. On Webex Connect, create an Asset (Under Asset > Apps > Configure New Application > Email) and enter
the details:



A5

bhusuresIMIEmail

EMAILID

bhusuresimi@gmail.com

FORWARDING ADDRESS

Nete: Emails sent to the asset email 1D will be forwarded 1o this address.

AUTHENTICATION TYPE

OAuth 2.0 ¥
SMTP SERVER USERNAME

smip.gmail.com bhusuresimi@gmail.com
PORT SECURITY

487 5L '
CLIENT ID CLIENT SECRET

CALL BACK URL

sliwebecowithweecaspbimiconnectio/callback

AUTHORIZATION URL

counts.google.coma/oauthjauth

it | google.com)

ACCESS TOR)

RL
hitpsiffoauth2.googleapis.com/token
REFRESH TOKEM URL

httpet/foauth2.googleapis.com/token

GENER

TOKEN

5. Click Generate Token and you are redirect to the Gmail log in.

EMAIL ID

bhusuresimi@gmail.com

FORWARDING ADDRESS
SfcfeciBe5TibEd9410efdEB485adb6@mai

Mote: Emails sent to the asset email ID will be forwarded to this address. G Sign in with Google

AUTHENTICATION TYPE

QAuth 2.0 v

- Choose an account
SMTP SERVER to continue to imiconnect.io
smitp.gmail.com
PORT o bhushan imi

587 bhusuresimi@gmall.com

CLIENT ID
@ Useanother account

CALL BACK URL

lback

https:iiv thwacaspbaimigonnect.iof

AUTHORIZATION URL

https: faccounts.google.com/ofoauth2/auth

firmail.google.comy

ACCESS TOKEN URL

https:ffoauth2.googleapis.com/token

REFRESH TOKEN URL

https:foauth2.googleapis.com token

| ceneraTE ToKEN

English (United States) + Help Privacy Terms




Note: The Access token and Refresh token are internally used by WebEx Connect to talk
to Gmail.

Access Token Refresh Token

Validity
3599
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