Configure Unity Connection for Office 365
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| ntroduction

This document describes the procedure for the integration of Microsoft Office 365 with Cisco Unity
Connection (CUC).

Prerequisites
Requirements
Cisco recommends that you have knowledge of Cisco Unity Connection (CUC), Release 8.x and later.

Components Used

The information in this document is based on CUC Release 8.x and | ater.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

The implementation of this feature is documented in the Unified Messaging Guide for Cisco Unity
Connection Release 12.x.

Configure

This section provides the procedure to integrate Unity Connection with Office 365. This document provides
only the minimum required steps.
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https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/12x/unified_messaging/b_12xcucumgx/b_12xcucumgx_chapter_01.html

Office 365

The steps required on Office 365 are:

1. Log in to the Office 365 portal = with an Admin account.
2. From the Admin drop-down list, choose Office 365.
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3. On the Dashboard, click Add new users.
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4. Create anew User account. Thisis the Unified Messaging Service account used by CUC in order to
access the User mailbox.


https://www.office.com/

Create new user account

First name Last name

Connection UMService

* Display name

Connection UMService

* User name

um @ | calobgl.onmicrosoft.. =

Auto-generated password | Type password

MNew password will be displayed in the next page

5. Choose Users > Active Usersin order to locate the User account.
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6. From the Admin drop-down list, choose Exchange in order to set the Application Impersonation
rights.
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7. In the Exchange Admin Center, choose per missions. Click admin roles and then click the + symbol
in order to add a new admin role group membership.
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8. Create the new Role Group.
a. Inthe Name field, enter aname. Call it ApplicationlmpersonationRG for ease of identification.
b. In the Description field, enter adescription. Thisis an optional field
c. In the Roles section, click the + symbol and choose A pplicationl mper sonation.
d. In the Members section, click the + symbol and choose um. Thisisthe user created earlier for
the Unified Messaging Service Account.



new role group

*MName:

ApplicationlmpersonationRG

Description:

Users associated with Application Impersonation Rele for Unity Connection UM Service.

Write scope:

Default
Roles:
MNAME

Applicationlmpersonation

Members:
MNAME

um

Unity Connection

The steps required on CUC are listed here. The same procedure is documented in the Unified Messaging


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/12x/unified_messaging/b_12xcucumgx/b_12xcucumgx_chapter_01.html

Guide for Cisco Unity Connection Release 12.x and L ater.

1. Create a Unified Messaging (UM) Service.

a. Choose Unified M essaging > Unified M essaging Services. Click Add New.

b. In the Typefield, enter Office 365.

c. In the Display Name field, enter a Display Name in order to identify this UM Service.

d. In the Proxy Server (Address:Port) field, enter a Proxy Server addressif the Unity Connection
server cannot access the Office 365 serversin the cloud.

e. In the Hosted Exchange Servers section, choose Sear ch for Hosted Exchange Servers. Thisis
mandatory. Specify the Hosted Exchange Server is not supported since the |P Address or the
Hostname of the server in the cloud is not known.

f. In the Active Directory DNS Domain Name field, enter the domain name provided by Office
365. See the Select the Active Directory DNS Domain Name section for more information.

g. Inthe Account Used to Access Exchange section, enter the Unified M essaging Service
Account information created previously.

h. Leave the selections under Service Capabilities section asis and Save.

Edit Unified Messaging Service
Type Dffice 365

Enabled
Display Name®  ~eneqqeg

Validate Certificates for Exchange Servers
Proxy Server{Address:Port) 64.103.36.133:8080

Hosted Exchange Servers

) Search for Hosted Exchange Servers

Active Directory DNS Domain Name® autlook.office365.com

Active Directory Site Name

Protocel Used to Communicate with Demain Controllers | pap |

Validate Certificates for Active Directory Domain Controllers

Specify the Hosted Exchange Server
Hosted Exchange Server=

Account Used to Access Exchange

*
Username umi@calobgl.onmicrosoft.com

Password™

% Note: You can configure up to 1800 users with a single Office 365 Unified Messaging
Service. To allow more than 1800 users to use Office 365, create additional Unified
Messaging services.

2. Associate the User with the Unified Messaging Service.
a. Choose Users > Users. Choose the User.
b. Choose Edit > Unified Messaging Account. Click Add New.
c. Inthe Unified Messaging Service field, select the newly created service from the drop-down
list.
d. Inthe User This Email Addressfield, enter the email addr ess of the Office 365 mailbox. This
email address can be either user@<OrganizationDomainName>.onmicrosoft.com or


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/12x/unified_messaging/b_12xcucumgx/b_12xcucumgx_chapter_01.html
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user @<Organi zationDomainName>.com based on the deployment model.
e. Click Save.

Edit Unified Messaging Account
Unified Messaging Service Office365

Service Type Office 365

Account Information

+| Use This Email Address amavilak@calobgl.onmicrosoft.com

Use Corporate Email Address: Mone Specified

Service Capabilities
| Access Exchange Email by Using Text to Speech (TTS)

+| Access Exchange Calendar and Contacts

|

Synchronize Connection and Exchange Mailboxes (Single Inbox) Reset

Save Delete Test

f. Validate the configuration with the test option.

Severity Issue Recommendation Details
The walidstion results for the user unfied messaging service Service "Office365 " futherticationMode=Basic [use HTTPS ne-valdate] Search
3] account amavilak@ealobglanmicrasalt.com with service Damain=[autlock.efMce355.cam] Sitew=[.] Types=[Exchange 200772010] [use
Cffice30s are the following LDaP] username=[um@caliobgl.onmicrosoft.oom ]
" Successfully connected ko Exchange CAS szrver
Searching tha meteock -
@ 4 (https: feutiook.oMea 65, camfaulidiscomer sulcdEoswer,xml) frem cacha
amavilakScalobgl onmicrosofl com will be socessed st Excharge CAS server
@ Fourd Exchange server e ey
() Mailhee amavilakdcalohgl.anmicrasal.com was successiilly Conmectzd bo outlook,offic=368.com using EWS,
accessed.
@ The system successtully performed a calendar operation.
@ The= comnecton tme for the cperation calendsring is 4.87

soonind s,

0. Repeat the same procedure for all users. Y ou can also use the Bullk Administration Tool in
order to update all usersin bulk. Read the Unity Connection FAQ: How do | Bulk Assign
Unified Messaging in Cisco Unity Connection document for more information.

3. Enable UM.

a. Choose Class Of Service > Class of Service.

b. In the Display Name drop-down list, choose Voice Mail User COS. Thisisthe default Class of
Service (CoS) associated with all users. If users are associated with a different CoS, choose the
appropriate selection.

c. Check the Allow Usersto Access Voicemail Using and IMAP Client and/or Single I nbox
checkbox.

d. Save.



https://www.cisco.com/c/en/us/support/docs/voice-unified-communications/unity-connection/116049-qanda-unity-connect-bat-00.html
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Edit Class of Service

Display Name* e Mail User COS

Recorded Name

Allow User to Record Name

Maximum Length 30 Seconds

Directory Listing

Allow Users to Choose to Be Listed in the Directory

Greetings

Maximum Length 290 Seconds

Licensed Features
Allow Users to Access Voice Mail Using an IMAP Client and/or Single Inbox
Allow IMAP Users to Access Message Bodies
ﬂhllnw IMAP Users to Access Message Bodies Except on Private Messages
Allow IMAP Users to Access Message Headers Only
Allow Users to Use the Web Inbox and RSS Feeds

Select the Active Directory DNS Domain Name

The Domain name is the one that is provided by Office 365. It can be in the form of
<name>.onmicrosoft.com. In this example, the mailboxes are in the calobgl.onmicrosoft.com domain.

In the Unified Messaging Services configuration, use either calobgl.onmicrosoft.com or
outlook.office365.com as the domain name. Either one can work fine. The only differenceisin the
Autodiscover URL that Unity Connection usesin order to discover the mailbox.

Troubleshoot

There are no steps to troubleshoot this configuration.

Verify

Thereis currently no verification procedure available for this configuration.

Related | nfor mation

« Unified Messaging Guide for Cisco Unity Connection Release 14
e Cisco Technical Support & Downloads
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