Configure SAML SSO on Cisco Unified
Communications Manager with ADFS 3.0
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Introduction

This document describes the steps to configure Single Sign-On with Active Directory Federation
Service (ADFS 3.0) with the use of Windows 2012 R2 on Cisco Unified Communication Manage
(CUCM), Cisco Unity Connection (CUC), Expressway products. Steps to configure Kerberos are
also included in this document.

Prerequisites

Requirements

Cisco recommends that you have knowledge of Single Sign-On (SSO) and Windows products.

Components Used
The information in this document is based on these software and hardware versions:

- CUCM 11.5

- CUC 115

- Expressway 12

- Windows 2012 R2 Server with these roles:
- Active Directory Certificate Services
- Active Directory Federation Services

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Configuration Pre-Check

Before you install ADFS3, these server roles need to already exist in the environment:
» Domain Controller and DNS

* All servers must be added as A Records along with their Pointer Record (a type of DNS record
that resolves an IP address to a domain or hostname)

A Records

In fhlab.com. hosts cmpubhcsc, cmsubhcsc, cucpubhcsc, cucsubhcsc, expwyc, expwye,
impubhcsc and imsubhcsc have been added.



£ DNs Name Type
4 § AD . _msdcs
4 | Forward Lookup Zones || [ sites
b =) _msdesfhlab.com || 5 tep
4 L:_ fhlab.com B udp
b J _msdcs | DomainDnsZones
b :] Sites . ForestDnsZones
b . S (same as parent folder) Start of Authority (SOA)
b _udp d onty
b ] DomainDnsZone: £| (same as parent folder) Mame Server (MNS)
b [ ForestDnsZones Q{Hme as parent folder) Host (A)
4 | Reverse Lookup Zones Q *d Host ()
= 228.89.10.in-addr.arp =] empubhesc Host (A)
b ] Trust Points Qcmsuhhuc Host (A)
t | Conditional Forwarders £ cucpubhese Host (A)
b (6] Global Logs -] cucsubhesc Host (A)
D EXpPWYC Host (A)
[ 2 Haost (&)
Py
| imppubhesc Host (A)
i |impsubhesc Host (4)
Pointer (PTR) Records
£ DNS Name Type Data Timestamp
4 i Aﬂ £] (same as parent folder) Start of Authority (S0A)  [14], ad.fhlab.com, hostmasterfhlab.co.. static
4[] Forward Lookup Zones || ] (same as parent folder) Name Server (NS) ad fhlab.com. static
b Eﬁj ﬂ“:ﬂﬁ'hhm" E]10.89.228.144 Pointer (PTR) expwycfhlab.com. static
4 8 Te.0om £10.89.228.145 Pointes (PTR) epwye.fhlab.com. static
b Gl msdes E]1089228.146 Pointer (PTR) empubhsc.hlab.com. statc
= = £ 1089.228.147 Pointer (PTR) emsubhesc.fhlab.com. static
b o El1080.228.148 Pointer (PTR) imppubhesc.fhiab.com. static
b Judp
b B DomeinDndZone: El0.89.228.150 Pointer (PTR) impsubhcsc.fhlab.com. static
y 3 Fa— £11089.228.151 Pointer (PTR) cucpubhesc fhlab.com, static
b sie £11089.228.153 Pointer (PTR) cucsubhesc fhisb.com. static
a 1089228154 Pointer (PTR) win10.fhlab.com. 5/12/2020 10:00:00 AM
t
.8 Mm’,_',;;: rones || 11089228226 Pointes (PTR) adhlab.com. 5/12/2020 11:00:00 AM
) 2889.10in-addrarp)| El 1089228227 Pointer (PTR) winletfhlab.com. 5/7/2020 400:00 PM

SRV Records are Needed to be in Place for Jabber Discovery Services



£ ons Mame Type Data Tiemestamg
4 § a0 7] cisco-usds Sevice Location (38Y)  [0][00[8443] cmsubhese Shiab.com. static
4 ] Forward Lookup Zones || [F] _cisco-uds Senvice Location (SRV) [0[0[2443] empubhczc fhlab.com. statsc
b 0 omedesfhlabeom || ] cuplogin Service Location (SRV)  [0][0][8443] impsubhesc.ihlsb.com. static
4 [ Fhlab.com ] _cuplagin Service Location (SRY) (090092443 imppubhcse. fhlsb.com. Aatic
b G mades s Service Location (SRV]  [0][100][3268] ad.Fhlab.com. S/12/2020 10:00:00 AM
g F [] keerberes ServiceLocation (SRV)  [DI[100](22] ad fisb.com. §/12/2020 10:0000 AM
" : _::p r]_qum Senvice Location (3RV) [0A[ 100] (454 ) 2 Fhlab.corm. S12/2020 10:0000 AM

b £ DomainDniZoned| 149 SarviceLocation (SRY)  [][100](329] ad.fhiab.co

4 [ ForestDrsZones
b _sites
£ xep
4 ] Reverte Lookup Zones
o 228.89.10.n-addrarp
b 1 Trust Points
b ] Conditsonal Foraarders
¢ (E Global Logs

- Root CA (assuming the certificates will be Enterprise CA-signed)
A Certificate Template needs to be created based on the Web Server Certificate Template, the
former is duplicated, renamed and on the Extensions tab, Application Policies is modified adding a
Client Authentication Application Policy. This template is needed to sign all internal certificates
(CUCM, CUC, IMP and Expressway Core) in a LAB environment the internal CA can also sign the
Expressway E Certificate Signing Requests (CSR).

| 3 Comificate Tempiates (ADiab. | Template Display Narife SchemaVersign  Versi.  int ~ | Actions
3 Cep Encryption 1 Propeties of New Template [x]
5 ChieraServeriuth 2
3 Code Signing 1 | Subject Name Sever | lemance Requremerts |
B Conpuies 1 | Compasbity | General | Request Handing | Captography | Key Amesston
3 Cross Certification Autharity 2 Superseded Tenplates | Bdeesors | Seaty
E]Di'mwt'mulhpkmn B To modéy an edermon. seisct £, ard then clok Bde An apphcanon poboy defres hoe o certhiate Can be
] Domain Controler 1 e,
3] Demain Controler Authentication 2 Bxterumont ckaded in his terpiat
= EFS Resenery Agent 1 !mm Appkcation polces:
3 Enecament Agent 1 B Constarts Chent Authenbcaton
3 Encoliment Agent (Computer) 1 | Cothcate Templats iormation Server AuThentiaton
3 Exchange Envollment Agent (Offine requ... 1 |o Emsrce Polces
3 Exchange Signature Only 1 |, Ky Usage
3l Exchange User 1
5 W3ec 1
3PS (Offfine request) 1
3 Kerberos Authentication 2
ey Recevery Agent 2 Descrphaon of Aogheston Pobote: [[add ]| ea Femave
3] OC5P Response Signing 3 [FEae— ]
3 RAS andl 1AS Server 2 Dbt Authertcatinn [ masicn this extension criteal
|| 3 Rect Centification Autherity 1

The template created needs to be issued to be able to sign CSR.

File Action View Help

= 7 d= H

il Certification Authority (Local) Name Intended Purpose
4 gi fhlab-AD-CA 2 ClientServerAuth Server Authentication, Client Authentic...
| Revoked Certificates 3 Directory Email Replication Directory Service Email Replication
_J Issued Certificates 3 Domain Controller Authentication Client Authentication, Server Authentic...
(= Pending Requests 5 Kerberos Authentication Client Authentication, Server Authentic..,
j F‘”'!_d Requests - ) EFS Recovery Agent File Recovery
| Certificate Te; Manage Encrypting File System
. 1 . u Sltatieation, Server Authentic..,
i New ’ ‘[ Certificate Template to lssue hcation




On the CA certificate web, select the template that has been created previously.

Microsoff Active Directory Certificate Services — fhlab-AD-CA

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Request:

‘BVBaNY /9k jhqinpeBzANH++tolGzBInvgaTRSLWNN |
Base-84-oncoded LAOdphPéLrurUe¥IKLvHL=R]ftTaSy48dyCanlv]
certificate request OWOFZoLblbS80ziWTfQEFWSACS6 TDMOQBFRELSN

{CMC or 10y / IpboDe Td2EFuplrKI¥cebypovst0ijIich
PECS #1000 AH/G jnz0
PKCS #7): =====END CERTIFICATE REQUEST-----
Certificate Template:
[ user

Basic EF5
Additional Aftriba  Administrator

EFS Recovery Agent =

Alvibutes;  WebServer

Subordirate Cortification Autharity :

[ Clantsevenan

CUCM, IMP and CUC Multi-Server CSR must be Generated and signed by the CA. The Certificate
purpose must be tomcat.

I —

r Status
IS Warning: Genarating a new CSR for a specific certificate type will overwrite the existing CSR for that type
~Generate Certificate Signing Request:
Certificate Purpose*® tamcat o)
Distribution® Multi- server{SAN) o)
Common Name* .cmputhEE-ms,ﬁllah.cnm
Subject Alternate Mames (SANs)
Auta-populated Domains cmpubhesc.fhlzb.com
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhcac.fhlab.cam
Parent Dlomain [hiab.com
Other Domains Browse . | No file selected.
Please import . TXT file only.
For more information please refer to the notes in the
Help Section
= Add
Kay Type** RSA,
Key Length* (2048 o)
Hash Algorithm* SHAZS6 wl
| Generate Close

CA Root Certificate must be uploaded to Tomcat Trust and the signed Certificate to tomcat.



alilie  Cisco Unified Operating System Administration
CI15Co

[RUSTERN Ceroo Lonfoad G5 Adrm. - trat o0 .| Go |

Far Cindo Unified Communications Sollutions ors-admin Search Docamentation

Show v SeEnge v SeceTy v Softwies Upprades v Sanvices T Wap v

| @ 7 reconds fourd | G

Certificate List (1 - 7 of 7) Rowes per Pags 50 - |

Fingd Cemificate List whare Cerifoste w | beges with . |mrcat | find | Cearvmer | & =

ilomnnn SO SR A CLYRIVE Lot ELER SN SERRTEPE] Lt
ot E A~ REA ke EAM fhlab-AD-CA A RIT02Y Certfcate fhilask-AZs-CA
g o [ 2 e EE - 23 & e Ty
Anemsoat-trust imppibsusr-FC b oy Sei-mgned EC emppuboae. sl ooen enppubkeac-EC Milsb.com LIS Trust Certifucate
Aomcat-trust emmabheac-LC fhiab com Sell-ngred EC ersubhese fhiab. com ervsubbesc-EC fhiab.com o4/ TA2S Trust Ceridcate
AoeTeCal-Lrust el ET. sl Lo Sell -ngmed EC empgulbihcec il oo enpaubhosc- EC. lab.coem Q22025 Truat Cerdoate
L P T Sl " e e [ b Eo el Skiaaianas i
Roemcal-trust fhigh-AD-CA Sl -mgned REA Fhisb-AD-C& Fhiab-AD-CA O 1R/202E Sigred Certificate I
——

Gererste Seif-ugned | | Upload Certificetel/Certficate chan || G L= o

—

Certificate List (1 - 6 of 6) RS i 0w
Find Certficate Lint where | Certfieate | beging with . [toment | Find | Clearvimer | =

tomcat-trust annitnc-E0 hlak. com Fetougred EC cwstubhbone. Prlabgom cusrubbonc-EC hisd pom CAIDL02F Trust Cerisficate é
REeTCat-trust atuhene-BC Mgl corn Sef g = cutbubheac hlab.oom Eutbubhonc-EC (hab.com Q40212025 Trust Catificats
Gersrste Seif-sigred || Upload Certificate/Certificate chasn || Qenerate CER
)

If not, this section will go thru the installation of these roles. Otherwise, skip this section and
proceed directly to the download of ADFS3 from Microsoft.

After you install Windows 2012 R2 with DNS, promote the server to a Domain Controller.
The next task will be to install Microsoft Certificate Services.

Navigate to Server Manager and add a new role:

= Senver Manager
| Add Eciey pnd Feabures
Riprngreg Biodirs and it
WELCOME TO SERVER MANAGER SR a—
fadd Sarven
B Local Server Cownte Sner Gioup
AN Sanves Confiqure this local server S Ly
B} ADCs
il apDs CUNCK START
3§ ADF5
& DNS
BE File and Storage Services b
aa WHATS HEW
e s
Hadle
LEARM MOEE
ROLES AND SERVER GROUPS
R & Server greups: | Sl ESER
B apcs 1 W soDs 1 2y ADFS 1
o o e ;

Select the Active Directory Certificate Services role.



Select server roles

Before You Bagin
Installation Type
Server Selecton

Features

Select one or more roles to install on the selected server.

2]

| Certification Autharity Web Enrollment (Installed

[] Metwork Device Enrcliment Service

| Active Directory Federation Services (Installed
[ Active Directory Lightweight Directory Senices
] Active Directory Rights Management Services
] Application Server

"] DHCP Server

| DNS Server (Installed
L] Fax Server
b [W] File and Storage Services (2 of 12 installed)
[ Hyper-v
] Metwerk Pelicy and Access Senvices

] Print and Document Services v|

DESTINATION SERVER
AD falab.com

Description

Active Directory Certificate Senaces (AD C5) is used to
create certification authosities and related role services
that allow you to issue and manage certificates used in a
variety of applications.

| <Previous | | Nea> | Install | Cancel I

And deploy these services - Certificate Authority Certificate Enrollment Policy Web Service first.
After those two roles are installed, configure them and then install Certificate Enrollment Web
Service and Certificate Authority Web Enroliment. Configure them.

Additional role services and features required such as IS will also be added, when the
Certification Authority is installed.

Depending on your deployment, you can select Enterprise or Standalone.




For the CA Type, you can select Root CA or Subordinate CA. If there is no other CA already
running in the organization, select Root CA.



Add Roles Wirard ﬂ

&- Specify CA Type

Before You Begin A combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). & roat CA is & CA that Bsues it2 own self-signed certificate. A subordinate CA recehies its ceriificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
ADCS
Roke Services ¥ Root CA

Select this option if you are instaling the first or only cerfificaon suthority in a public key infrastruchure.

Sehup Type

™ Subordinate CA

Select this opition if your CA will obitain its CA certificate from another CA higher in a public key
infrastruchurs.

Resdis

The next step is to create a private key for your CA.

Add Roles Wirard ﬂ
& Set Up Private Key
Before You Begin To generate and issue certificates to dients, & CA must have & private key. Spedfy whether you want to
e create & new privabe key of use an existing one.,
AD S ¥ Create anew private key
Role Services Lz thiz apbion if you don't have & private key of wish o creats & new private ey o enhanoe searity.
T Yiouu will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust also select & hash alorithm.
CAType ™ Use existing private key
Lise this opbion bo ensure con ity with prévicusly Bsued certificatas when remstaling & CA.
Cryptography % Solpet 5 cortificate o use ite assodated private key
O Mame !-.:H-*irfh-'. q;p:n:.n if you hanve .‘l"t*("n.l".l':!'rf certificate on this computer or if you want o import a
certificate and use its assocated private key
Validity Period 7| Selpct an edzting private key on B computer
Certificate Database Select this oplion if you have retsned private keys from a presvious installation of want to use & private
mmm !:l:"r.:l_|'!"‘|'.""|'2"'Dl."'l.'1'"
Role Services
Confirmasan
Progress
Resuilts

e = e |

This step is only needed if you install the ADFS3 on a separate Windows Server 2012. After you




configure the CA, the Role Services for IIS needs to be configured. This is necessary for Web
Enrollment on the CA. For most ADFS deployments, an extra Role in IS, click on ASP.NET under
Application Development is required.

Add Roles Wizard =]
ﬁ; Select Role Services
Before You Begin Select the role services to install for Wb Server (TI5):
Server Rokes Fiole services: Description:
ADCS B L Web Server & ASEMET provides aserver side object

ariented programiming environmant

Raole Services B [ Common HTTP Features far building Web sites snd wWeb
Setup T [¥] static Content applications usingmanaged code.
yPe [f] Defadt Document .:?JETH not il':npﬂr a n;mlon
CA Type ¥ Deectory Browsng ASP, Having been entirely re-
[E H.-rps.:m architected to provide a highly
Private Key productive programming expenience

[¥] HTTP Redrecton bazed an the NET Framewark,
Cryptography [ webDay Publshing AP NET pravides a rabust

CA Mame = [E Appication Development _ | infrastracture for building web

: v EXE 1..____________ applications.
L [¥] JMET Extershaity
Certificate Database ] ase
Web Server (I1S) L car
[f] 1SAPI Exterssons
| RoleSevices | 7 1SAPT Fiters
Confirmaition [ Server Side Indudes
Progress Bl [E Health and Diagrostics
[¥] HTTP Logging
oot ] Logging Tocks
[+] Reguest Moritor
[ Tradna =]
More about role services

< Préwvious I Naxt > I Inets I Cancsl I

In Server Manager, click on Web Server > 1IS, and then right-click on Default Web Site. The
Binding needs to be changed to also allow HTTPS in addition to HTTP. This is done to support
HTTPS.



@ v AD » Sites » Defsub WebSte »

a Default Web Site Home

Fiter; = W G = (g Shew All | Group by

ASPNET

% & @ e B

HET HET JWET Eerce MET HET Prodile
Aighodizel... Compilstisn  Paged  Globakistion

S @ ® B B

MET Rales .I'ETI\.I-I JHET Use lulnnﬁu

i‘ﬁl@&@]

Machine Key Fages snd  Providers  Session State SMTP E-mail
Contrzls

T R 9

E Features View |;..". Coontent Verw

Select Edit Bindings.

Q Default Web Site Home

= W Go = igh Show AN | Group by

Pagesand  Prowiders  Session State SMTF-"I-rni
Controls

|'_gmm L. Conbert View

Add a new Site Binding and select HTTPS as the type. For the SSL certificate, pick the server
certificate that should have the same FQDN as your AD server.



Internet Information Services (IIS) Manager

% -
f:;-) ;

& » AD » Sites » Default Web Site »

File WView Help

Site Bindings L2 x
Q-2 I8

“ﬂ Start Page Type  Host Mame Port P Address Binding Informa...

493 AD (FHLAB\admini| | MIP 2o
L} Application Pog hittps

- Sibes
Default Web
g I — Type IP sddress: Port:
hitps v | |All Unassigned v) [-H-E
Host name:

[] Require Server Mame Indication

S5L certificate:

fhiab-AD-CA V|| seet. || View. |
Not selected

All the prerequisite roles are installed in the environment, so now you can proceed with the
installation of ADFS3 Active Directory Federation Services (on Windows Server 2012).

For the Server Role, navigate to Server Manager > Manage > Add Server Roles and Features
and then select Active Directory Federation Services if you install the IDP inside the customer
network, on the private LAN.

WELCOME TO SERVER MAMAGER

CHCK START




SRITrATON SEbR
Select server roles AS it com
Bsfeeg IEI;E'!':III' Slprt one o Sl Folel 10 el &6 th dekected faraR.
nstalation Type Fices Erenoripheon
Servli Selecmian . a] Astien Divctony Fedpration Servce
_ 1| kh’tnlﬂmfﬂhkﬂthﬁﬂiﬁﬂﬁmb— (AD F5) e
»f| Erbrve Dwechory Domsgen Sereied. [Insialed mmm'ﬂ-ﬁﬂ
Pl [ =l e Dvectory Federabon Sensces fratalied sigr-on (5500 capabdities. AD F5
inghudies o Federabon Senace thes
] &ctwe Drrechory Lightwesght Direciony Services Wieb 5501
[T] &zt Cirectory Raghse Msnsgement Serncet
[[] Appitaton Sorvw L |
] DHCP Seneer
5 DNS Sener [Installes
(] Eax Serees
¢ (W] Fie snd Stoesge Senvoes (2 of 12 installed)
[ rypeer-v

[ Metwork Policy snd Accert Services
[C] Bnnt snd Desumans Sanade
[[] Remste Azeery

= = = b

|1| 1 ']

Once the installation completes, you can open it from the taskbar or start menu.

Qg File Acton View Window Help i!l!l"‘l

+ »| (| 8o
T T ————
Overview Ackd Rabying Party Trt..
AD FS penvides sngle-sign-on (550 access for chert computen. Add Clalerss Browider Taust.
Leam More Add Astribute Store...
Corfigung Trust Relatonships et Feduratoon Senvice Propart
Corfigunng Authentication Polcies Edit Published Claims
Treubleshasting AD F5 Rewoke All Prees
AD FS Help View »
Mew Window from Here
|0 Refresh
B Hep

ADFS3 Initial Configuration

This section will go thru the installation of a new, Stand-alone Federation server but it can also be
used to install it on a Domain Controller

Select Windows and type AD FS Management in order to launch the ADFS Management
console as shown in the image.



Search

Select the AD FS 3.0 Federation Server Configuration Wizard option in order to start your
ADFS server configuration. These screenshots represent the same steps in AD FS 3.

5 AD FS 2.0 Federation Server Configuration Wizard | x|
Welcome
Steps - ;
Welcome to the AD F5 2.0 Federation Server Confiquration Wizard
s VWelcoma
Thie wazand helpz pou conhgurs Acive Dreclory Fedeigton Semces [AD FS] 20 solbuae on ths
@ Sclect Deplopment Type

compiter, which satz up the computer 3z a fedaiation server. Aniretanca of AD FS & mleredioaz a
Fed=iaton Seivce

@ Fedesshon Service MNam=
® Summay 3 Cieale a new Federation Service

Selecl this ophon lo set up ather 4 sand-alone fedeiaton server or bhe frst sesver n a lederation
@ FResuls server fam

() Add a tederation server to an existing Federation Service

Sebecl this oplicn 1o in this compules 1o n exiling ledsialon server lam

[ met> | concel He

Select Create a new Federation Service and click Next.



¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
@ ‘Welcome arviranment. o1 you can create a lederabion server in a new famm For load balancing and high avaiskbily
@ Select Deplopment Typs Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala
@ Federshon Service Name
@ Surmary O New federation server Farm
a This option will create a new Federation Service with settings for high avaiabilty and load balancing.
@ Fess The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by

adding more federation senvens

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficent permissions in Active Directony b create a contaner abject [for sharng cerificates)
and o et an SFN [for the ssmvice account], such a2 an accound thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
Thiz oplion will create a new Federation Servaica on this computer. This opbon iz recommanded for
evaualion puposes o & smal production srvronment. IF pou select this aphion, pou wal nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

cBevins [[Ho> | Cocd | neb

Select Stand-alone Federation Server and click Next as shown in the image.




"f’jl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the

@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certiicate.

@ Select Deployment Type
Select the certificate and/ar port, and then click Mest.

@ Federation Service Name

@ Summary S5L certificate: Port

Resul adlla identitylab, us - Wiew, | 4473 -
=] esults

Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous | MNewt = I Cancel Help

Under SSL certificate, select the self-signed certificate from the list. The Federation Service name
will auto-populate. Click Next.




W1 AD FS 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps

@ ‘Welcoma

@ Select Deployment Type
@ Federshon Service Nam=
@ Surmary

@ Rezuls

The folowing eattings wil be configured for AD FS 200

Step AD FS server,

Windows Intemal D atabaze sarvice wil be statbed and 2t to auwiomatc: starhup,

Sgning ard loken-enciyphon ceilificales wal be gereist=d and =i ta sulomatc ol over
Selacted S5L ceificate wil be wed lor sacuiing service communication.

Malwors Sevice account wal b= gven access bo the database, to the ceihiicabs povate keys and
endponts, 2nd the service wil un undan this accourt.

Detauk set of endponts will be enabled

- B ému signen web dle vl be deployed 1o the Vadlsds vitual diectony undsi the Dalaul \web Sie in
s,

+ Federalion Seivics name is ad) aidenlilviab. us

=  Start AD FS zarver,

* & 4 & &

To begn configuning this compuber with thess sattings, cick Nexl.

<_P|=vb|.u|| Hest I Cancel I Heb

Review the settings and click Next in order to apply the settings.



Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Stope The folowing sottings are being configuad
@ ‘Welcome
Camgenent Slatus
@ Seclect Deployment Type
Y Stapthe 8D FS 2.0 ndows Semice Cenfiguration firvshed
@ Federshon Service Name .
E) Instal Windows Irkemal Database Configuration frizhed
@ Surmary . -
S0 Stant the Windows Intemnal Databass servics Configuration finished
Rezull
LBl ) Craze AD FS corfiguiation database Configuration fiished
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid
To close thiz wazard, chck Oose

;qul

Confirm that all the components have completed successfully and click Close in order to end the
wizard and return to the main management console. This might take a few minutes.
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ADFS is now effectively enabled and configured as an Identity Provider (IdP). Next, you need to
add CUCM as a trusted Relying partner. Before you can do this, you need to first do some

configuration in CUCM Administration.

Configure SSO on CUCM with ADFS

LDAP Configuration

The cluster needs to be LDAP-integrated with Active Directory and LDAP authentication needs to
be configured before going any further. Navigate to System tab > LDAP System as shown in the

image.



LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

- LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID  sAMAccountName s

Then, navigate to System tab > LDAP Directory.

LDAP Directory

Eﬁw xnafm [ coey @; Perform Fuil Sync Now A Add New

- LDAP Directory Information

LDAP Configuration Name® LDAP1L

LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password* S HEOsE N RISENINasIsNINsEIEIRIININeIS

Confirm Password* .

LDAP User Search Base™ cn=users,dc=fhlab,dc=com

LDAP Custom Filter for Users < Mone = B
Synchronize * © users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY E

Mext RE-E}'T'H: Time {W-HM-DD t‘l"'i:I'I'!II"I"l:I:"c 2020-05-24 00:00




~Standard User Fields To Be

[Cisco unified Communications Manager User Fieids |LDAR Attribute Cinco Unifled Communications Manager User Fieids | LDAP Attribute

|user 1D SAMACEEuntName First Hamse givenName

|Midcie Harme migdiename [ Last Hame s

|Manager 1D manager Department department

gm Number teiphonatbomber B Mail 1D mail

|Tie titke Home Number homephone

| Mobile Mumber mishile Pager Number pager

|pirectary URE mail 2] Display Name dexplayhame
LDAP Server Information

Host Name or IP Address for Server®
10.89.228.226

LDAP Port* Use TLS

389
Add Another Redundant LDAP Server

Save Delete Copy Perform Full Sync Now Add New

After Active Directory users have been synchronized with CUCM, LDAP authentication needs to
be configured.

wlial  Cisco Unified CM Administration Cises Usified EM Adriristraticn ) 6o
LD por Cince Unified Communications Salutions

Syses v Calfisetng v  UedaBestwrces =  Advasced Festured »  Devics = . e * Bk - Hee v

=

- Status

@Mﬂhﬂh’

~LDWP Authentication fer End Users

B ise LDAP Authantsaten for End Users

LGAP Manager Cutrguishad Nama  [ies Admeitrae
LOAP Prasrwnnd ™ e
Confirm Password® [

lﬂ-umm-ﬁbﬂ

Hoat Heme or 1P Addrews for Server” LOAP Port”  Uss TLS

[10.sn.zre22e B ] O

Add Ancther Redurdart LDAP Seroer

An end-user in CUCM needs to have certain Access Control Groups assigned to his/her end-user

profile. The ACG is Standard CCM Super Users. The user will be used to test SSO when the
environment is ready.




End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Confirm MLPF Fassword ] A
MLPP Precedence Authorization Level [ Default v)

~ CAPF Information
Associated CAPF Profiles |

View Details

~Permissions Information

Groups | Standard CCM End Users

Standard CCM Super Users ccess Control Group |
Standard CT1 Allow Control of All Devices IS o . P
Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access ~
Standard Admin Rep Tool Admin

Standard CCM Admin Users

Standard CCM End Users

Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |

CUCM Metadata

This section will show the process for the CUCM Publisher.

The first task is to get the CUCM metadata, for that you need to browse to the URL,;
https://<CUCM Pub FQDN>:8443/ssosp/ws/config/metadata/sp or it can be downloaded from
System tab > SAML Single Sign-on. This can be done per node or Cluster Wide. Preferable to
do this Cluster Wide.

System v Calfeuing = Ueda

SAML Sisgle Sign-0n
S50 Hoda
® Chustor wide (Cna matadats fil por cluster Aeguires Mulli-gerver Tomeat cartificate)

s Per pode (One metsdats fle per node]

3 omacse samn 550 T Export s mesnans Bw-wmr- Fox 41 Dmabind Sarvers

- Stalus

(@) 2rorm i amabied for 550, ¥ou can change 550 for ATHT hars,
(@) 20 550 anatins

| SAML Simgle Sign-Om (1 -4 of 4) Rows per Page 50 .|
Tawar Hama 15D Srates R it Mqladets L Maledste Irmga Lot Matadats Lail Metadets Dupon 8D Tem

ompubhrsc. fhish. com SAML WA April 20, 2020 2100157 P POT & e Apeil 18, 2020 8105138 P POT Fassed - Aprid 20, mnfmoz# Bun S50 Test._,

eriubhese Thlsh. com SaML A 1dp Aped 20, 3030 2:00:57 PM POT & rae Apeil 18, 2030 5:095:37 PM POT Passed - April 30, 2020 1:49:45 Run S50 Test...
B POT

imppubhese fhlsb.eom  GAML A4 tar Aped 20, 3030 2:00:57 PM POT & rae Aped 18, 2030 8:05:37 PM POT Passed = May 34, 2030 u'r!:"nng‘rs Run S50 Test...

impankicse. rlab.cam famy A rap Aprd 30, 3030 3:00:57 PM POT b e Apei 18, 2030 8:08:37 PM POT Passed - May 34, 2000 12:03:24 Bun S50 Test...
[FM FOT

Dupable SAML S50 Expor Al Mptadats Upate [4P Magtadata Filg Fix All Craatied Sarvars

Save the data locally with a meaningful name such as sp_cucmOa.xml, you are going to need it
after.

Configure ADFS Relying Party

Flip back to the AD FS 3.0 Management console.
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Welcome
Steps Welcome to the Add Relying Party Trust Wizard
Welcome
! This wizard wil help you add a new relying party tnust 1o the AD FS configuration database. Relying parties
@ Select Data Source ConsuUmE Claims in secumtly tokens that are issued by this Federation Service to make authentication and
authonzation decisions.
@ Configure Mutifactor
Authentication Now? The redying party trust that this wizand creates defines how this Federation Service recogrizes the relying
e C | party and issues claims to 2. You can define issuance transform rules for issung claims to the relying party
it o Al aliter you complete the wizard,
@ Readyto Add Trust
@ Finish

e ] O RS

Click Start to continue.

Select the federationmedatada.xml metadata XML file that you saved earlier and click Next.



Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

.r‘.I\ cl i I .I .r- y I'._f",_l
| <Previous || Net> || Cancel |

Use CUCM_Cluster_Wide_Relying_Party_trust as the display name and click Next.



Specify Display Name
Enter the display name and any optional notes for this relying party.

Diisplay name:
[cucm_Custer_wide_Relyng_Party_tnust|

Notes:

| <Previous | | Nees || Cancal |

Select the first option and click Next.



Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
there iz 2 match for any of the epecfied requiremants.

Muttifactor Authentication Global Settings

Requiremerts  Users/Groups
Device
Location

(®) | do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information. see Configuring Authentication Policies,

Select Permit all users to access this relying party and click Next as shown in the image.



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
Choose one of the following options for the initial behaviar of this relying party's issuance authorization nules.
(®) Pemit all users to access this relying party

The isuance authorization rules will be configured to permit all users to access this relying party. The refving
party service or application may still deny the user access.

() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

Review the configuration and click Next as shown in the image.



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the
relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:

[ ] Monitor relying party
|:| Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never >

This refying party was last updated from federation metadata on:
< never »

<Previous | | Next> || Cancel |°

Uncheck the box and click Close.



Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added to the AD FS configuration database.
‘You can modffy this relying party trust by using the Propesties dialog box in the AD FS Management snap-n.

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

With the secondary mouse button select the Relying Party Trust you just created and Edit Claim
Rules configuration as shown in the image.

ﬁ File Action View Window Help

«= zm

] ADFS
b [ Service
4 [ 7] Trust Relationships

1 Claims Provider Trusts
[ Relying Party Trusts

[ Attribute Stores

p | Authentication Policies

I{{rl}'inq F".ﬁrt,I Trusts
Display Name Enabled Type Identifier
Device Registration Sarvice Yes WS-Trust / SAML IWSFFM wmnms-drs:ad fhiab.com
N ¢ st Yes WS st/ SAM Federation cmpubhcsc fhlab com

CUC_Cluster_W Updatc fmrn Federation Mmdal,a L !WE—FHIHM cucpubhcse fhiab.com
EpwyC [ Edit Claim Rules... L / WS5-Federation Fhlab.com-S00D0F4107D76EST

Disable

| p "
Delete
Help

Click Add Rule as shown in the image.



lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

Select Send LDAP Attributes as Claims and click Next.




i Add Transform Claim Rule Wizard | X

Select Rule Template

Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

Net> || Cancel

Configure these parameters:

Claim Rule Name: NamelD

Attribute Store: Active Directory (double Click the drop-down menu arrow)
LDAP Attribute: SAM-Account-Name

Outgoing Claim Type: uid

Click FINISH/OK to continue.

Please note that uid is not in lower case and does not already exist in the drop-down menu. Type
it.



“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
mmimm Seeeciy b the atsbiutes wil map 1o the cubgoing clsim hypss that wil be

Claim ruber name:

[FromeiC] I
Fude template: Send LOAP Apsbutes a3 Clams

FAitribule stons:

| Active Dirmciory v|

Mapping of LDAP sttrbutes o oulgoing clsm tpes:

ﬂj":_:;""“m’“'“ Outgong Claim Type (Select or typs b add more) |

F LM Aneourd -hams we s u-l

| View Fude Language... | [ ox || W_l

Click Add Rule again in order to add another rule.



lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[ AddRus.. | [ EdeRue_ | [ Remove Rus.. |

Select Send Claims Using a Custom Rule and click Next.



K Add Transform Claim Rule Wizard =]

Select Rule Template

— Loloct the bemplabe fior the claim nule that you want ko create from the following kst The descripbion provides
& Chooss Fuls Type detmls shoit emch clsim ruls bemplsbe
@ Corfigure Clam Fule Olasim el bemplate:

Sered Claers Using a Cusiom Fuls \.-':

Caim rulle template desonphon

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

+ Sending clawms from & 50U atvbute shors

+« Sandng claems bom & LDAF siirdbule shore using & custom LDVAF fller

» Sersching claims bom & cuom siribuls shone

+ Saruciing claers only whan 2 or mon incoming claima are present

+ Sending clasms only when an ncoming claim vale malches & complex pattem:
« Sending claimes with complen changes to an incoming claim value

« Creating claims for use orly in kaler niles:

Create a custom rule called Cluster_Side_Claim_Rule.

Copy and paste this text in the rule window directly from here. Sometimes, quotes are changed if
edited on a text editor and that will make the rule to fail when you test SSO:

c:[Type ==

"http://schemas. m crosoft.conm ws/2008/06/identity/clains/w ndowsaccount nane"]

=> i ssue(Type = "http://schemas. xnl soap. org/ ws/ 2005/ 05/identity/clai nms/ nanei dentifier",

I ssuer = c.lssuer, Originallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format:transient”,

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/nanmequalifier"]

= "http://<ADFS FQDN>/ adf s/ conf adf s/ servi ces/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/spnanequalifier"] =
"<CUCM Pub FQDN>");

c:[Type == "http://schenmas. n crosoft.conm ws/ 2008/ 06/identity/clains/w ndowsaccount nane"]

=> i ssue(Type = "http://schemas. xnl soap. org/ ws/ 2005/ 05/identity/clai ns/ nanei dentifier",

I ssuer = c.lssuer, Originallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format:transient”,

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clainproperties/nanequalifier"] =
"http://AD. fhlab. conf adf s/ services/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/spnanequalifier"] =
"cnpubhcsc. f hl ab. cont') ;

Click Finish to continue.



http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Clter_Side_Claim_Pule

e bemplate: Send Clsime Lsing & Cusbom Fubs
Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naza=]

=y igsue(Iype =

"EELRE S/ BELERAS . MRl S58D . 000 wE 2005505 Ldean iy e lains S aane L el 10",
Issuer = c.Issuer; Originailssuer = c.Originallssuer, Value = c.Valoe;
ValueType = c.ValueType, Fropercies

["heopr/Sachesmas. Xl scap - o waS 2005/ 05/ Ldenticy/claleproperties/ forsat
=] = “urmicasiscnames;te:SAML: 2. 0nameid-formatitranaient™, Properties
["heep: /S achemay. Xl 8o - 00 wa/ 2005 05 Ldenticy/ clalepropE st Les / naSEgO
alifiec®] = “hetp://RD.fhlab.com/adin/services/orant™, FProperties
["heop:/Sachemay . el soap - oo was 2005/ 05/ Ldenticy/ claisprope rr ey Spnane
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|

You should now have two rules defined on ADFS. Click Apply and OK to close the rules window.



| lssuance Transfom Fules | lssuance Authorization Rules | Delsgation Authorzation Rudes |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.

Crcer  Fube Nama lsuad Claima
1 Mame [ i
2 Chester_Sde_Claim_Fuls £ 5ee claim nia>

CUCM is now successfully added as a trusted relying party to ADFS.

File Action View Help
edmDcz Bm e
5 Semvices (Local) _I
Active Directory Federation Hame - Bescrption Seatus | Startup Type Leg On Az A
Services 4 Active Directory Centificate Services Creates, manages, and removes—.  Running  Automatic Local System
4 Active Directory Domain Sendees AD DS Domaan Controller senic—.  Running  Automatic Lotal System |
steg the senvice =1 Active Directory Federation Sendces Enables Active Directory Feders.  Runming 4 HLAE sedmimist
s 4, Active Directory Web Services This service provides a Web Ser—  Funning  Automatic Local System
4 App Feadiness Gets apps ready for use the first .. Wanasl Lol Systerm
iption: . 4 Application Experience P pplcati patib Manual (Trigger Stat)  Lio<al Systern
:""!'“m“mm £, Application Host Helper Service Provides administrative senvices—  Running  Automatic Local System
4, Application identity Determines and verifies the ide... Muanual (Trigger Start) Lol Service
74 Application Informaticn Facilitates the nanming of ntera_ Muanual (Trigger Start) Lecal Systerm
ﬂlwicmtwﬁlwivﬁw Provides support fior 3rd party p— Manual Local Service
4, Application Management Processes installatson, removal, — Manial Local System
4 AppX Deployment Sendce (AppXSVC)  Provides infrastructure support ... Maniual Lol System
3, ASPNET State Service Provides support for out-of-pro_ Manual Network Service
4 Background Inteligent Transher Service  Transders files in the backgrown... Mlaral Liscal Systern
2 Background Tasks Infrastructure Sendoe  Windews infrastructisne service .. Runming  Automatic Liecad Systern
(4, Baze Filtering Engine The Base Filtering Engane (BFE) i.. Running  Automatsc Local Service
{4 Centificate Prepagation Copies uter cetificates and reo..  Runming  Manual Locald Systern
4 CNG Ky Isclation Thee CHG kot ivolation senice is—.  Runming  Manual (Trigger Start) Lecald System
£, COM= Event System Supports System Event Notifica..  Running  Automatic Local Service
4 COMe Systern Applicstion Manages the configuration and... Runming  Manual Local Systern
% Cemputer Brewter Nuantaing an updated list of co.. Derabled Lecad Systern -
<] = I »
' Extended A Standard
> 1

Before you continue, please Restart the ADFS service. Navigate to Start Menu > Administrative
Tools > Services.



IDP Metadata

You need to provide CUCM with information about our IdP. This information is exchanged using
XML metadata. Ensure to perform this step on the server where ADFS is installed.

e | _ |O] x|
| £ Untrusted Connection xl'mmmpam ’*1"'.
- 3 :;::_-',-'-::I'a.iderkity‘:}.us_ FederationMetadata/2007-06 FederationMet adatz Ly | |E] ~ Google _}D| ﬂ e " ﬁ‘

[ Opening FederationMetadata.xml | X| but we can't confirm that your

You have chosen to open: Hentification to prove that you
- FederationMetadata.xml pd.
which is: XML Document
from: https:jfad0a.identitylab.us
ban that someons is trying to
i What should Firefox do with this file?
" Open with I Internet Explorer (default) ﬂ
{+ Save File
™ Do this automatically For files like this from now on.

b this sike’s identification. Even

o Cancel | rmperinu with your
Don't add an exception unless you know there's a good reason wiy this site doesn't use trusted
identification.
| Add Exception_ |

Ll

First, you need to connect to the ADFS (IdP) using a Firefox browser to download the XML
metadata. Open a browser to https://<ADFS FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml and SAVE the metadata to a local folder.

Now, navigate to CUCM configuration to the system Menu > SAML Single Sign-On menu.
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Flip back to the CUCM Administration and select SYSTEM > SAML Single Sign-On.
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Select Enable SAML SSO.
Click Continue in order to acknowledge the warning.

) Reset Warning - Mozilla Firefox HFI !3

I B Hips:/jeuembalcemadrinfgerericDisloaWindow dorwindavtllskey=gensricd ogaindow windowtite, ssoenaie J

. !5 Web server connections will be restarted

Enabling SS0 and importing the metadata will cause web services to restart upon completion
of the wizard, all afacted web applications will drop their connecion momentarily and need
to be lagged into again.

Continue | Cancel |

On the SSO screen and click on Browse.. in order to import the FederationMetadata.xml



metadata XML file you saved earlier as shown in the image.
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@ Ready to inport Identity Provider metadata trust Tle to cluster servers

r1dentity Provider{IdP) Metadata Trust File

To configure the trust relationthio between the 14P and your servers, you must firgt obtain trust metadats from your IdP and iMport M 19 your servers. Tou will need W
manually obtamn the file from the 1dP and upload it hers.

T1dP Metadala File Boowete. | Mo file felecled.,

~ Initiate the Metadata |-J:“= fie selected

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

Impert 1dP Metadata |

Next I Cancel I

Select the XML file and click Open in order to upload it to CUCM from the Downloads under
Favourites.
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Once uploaded click on Import IdP Metadata to import the IdP information to CUCM. Confirm the
import was successful and click Next to continue.




e iy || '-||r||||.gI Shgn-iin L |rr||-:||_|.r.|l;t;||'. winddows Internet | ;-'1|||:.r|l!

m' [ @ Petzeei0.0.1. 100 comocivniec P ]88 €o..| 221 42| 3 smm snge Sonvon ontiu.. x |1 AL
alialie  Cisco Unified CM Administration
CISCO ror Cisco Unified Communications Solutions i Cearch Documentation bt Losgoaut

System = Call Routing + Media Resources =  Advanced Features = Device =  Application +  User Managemen! = Bulk Adminisiraton «

Help =

SAML Single Sign-0n Configuration
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= Shatus

-g? Import succeeded for all servers

= Identity Provider{ IdP) Metadata Trust File

To configure the trust relaticnshap batween the 1dP and your servers, you must first obfasn trust metadsts from yowr 1P and import £
to your servers. Tou will need to manwally obtsin the fle from the [dP and updoad it here.

IdP Metadata File  [C:\Users\bbanks\Downloads'\FederationMatadats.omd Browss...

- Inmitiate the Metadata Import
This acticn must be successful for at leask the Publisher before moving on to the next task in this wizard,

Tmpart TdP Metadata ] @hﬂpﬂﬂ: succesded for all servers

Mext | Cancel |

Select the user belonging to the Standard CCM Super Users and click RUN SSO TEST.

@ SAML Single Sagn-On Configuration - Mezills Firefox - O =
© & %5 htps/fempubhcschilab.com: 3443 fcemadmin/samiSingleSignOnConfigurationWizard3.dolserver =+ B | =

SAML Single Sign-On Configuration

- Test S50 Setup

This test varifies that the metadats files sre correctly configured and will allow S5O to start up on the servers. This test can be ren on
any seryer for troubleshooting once 550 has besn enabled. S50 setup cannct be completed unless this test i successiul,

1)}Pick & valid username to use for this best

ou st alresdy kntw the password for the selected usarname.
Thig uzer must have sdrminstrator nghts and sleo exmt in the 4R

';3 Please use one of the Usemames shown below. Usang any other Username to log into the 1dP may result in administrator
lockout.

Valid sdministrator Usarnames
farfar

2)Lasnch S50 tast page

Run Test...

Cancel



When presented with a user authentication dialogue box login with the appropriate username and
password.

@ Sign In - Mozilla Firefox — O X

© & https;//ad.fhlab.com/adfs/ls/?SAMLRequest=nZ JPTwIxEMXvfIpN77CIAIANSQ **» —

FS

Sign in with your organizational account

farfar@fhlab.com|

If everything was correctly configured you should see a message saying SSO Test Succeeded!

SAML Single Sign- O Condbguration

|[ J:mm Teat Succaasbal |I
| & B

| ‘ Tp B - ks Follon — D ks

| D & e fhlsh.enm fld =

| SSO Test Succeeded!

! Congratulations on a successful SAML 550 configuration test. Pease
cloge this window.

Click CLOSE and FINISH to continue.



We have now successfully completed the basic configuration tasks to enable SSO on CUCM
using ADFS.

Configure SSO on CUC

The same process can be followed to enable SSO in Unity Connection.

LDAP integration with CUC.

[ » O @ B B 5 nopsoucpubhoss Sl peemy o S e e we 3 O nwoxE =

alislis  Cisco Unity Connection Administration
cisco tor Cinea Unified Commaunscations Solations

LSAHL Single Sign on

Bl System Setfegs * | SAML Single Signon  Refresh  Help
Ganarsl Corfigurabon TS M
Chusher @ermmwlﬂ“lf‘tw”ﬂ." A Tomoat fuaie)
& e Per node (Ot etadats fiks e rode)
Rastriction Tsbles M vese s szo () vesss wuenssrie ([ £xen aauiesssns Fix 21 Dmabind Sorvers
Schadules
Hobday Schedies
Gicbel Mickramas | SAML Singhe Sign-On  {1-2443) Bows v Page £ |
Subject Lirve Formats Sancar Numa -ﬂé Ra-lmpan Lt dsks Lmpert Imll Laat Matadats Export S50 Tant
Aftachment Desonplaons
ospubhoic fhlsb.com  SAML KA Ageill 19, D030 10:52:34 AM Fia Agril 28, 1020 S:54:00 PM Paisad = Apnl 29, 2020 Run S50 Teat....
Enterprae Parimeens POT & FOT 11705110 AM POT
Sarvos Parsmeters ossubhese fhlaboesm  SAML A 1o Apeil TH, 2070 10:53:34 AM Fie April 28, 3030 S:54:00 P - April 39, 000 Run 550 Test...
Huges POT ‘t' POT 1150837 AM BOT
Fax Servar
W LDAR Dusable SAML S50 Expert All Matadats Update 14P Matadata Fila Frx A Dngablad Sacvers
SAML Single Sign on _

Configure LDAP Authentication.
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Import the Users from LDAP that will have voicemail assigned and also the user that will serve for
testing SSO.
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Navigate to Users > Edit > Roles as shown in the image.

v Cisco Unity Comnection
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Assign the testing user the role of System Administrator.
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Save

You should have by now downloaded CUC metadata, created the RelyingPartyTrust for CUC and
uploaded CUC metadata and created the rules | AD FS on ADFS 3.0
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rame™]

= Lasae(Iype =

E] “http:/fachesas . cnl soap. oog/wa/ 2005/ 05/ Ldenticy/ clains/naneidentifies™,
Issuer = ¢, Issuer, Origicallssuer = c.0ciginallssuer, Value = c.Value,
3 ValueType = c.ValueType, Properties

[“http: f/achenas . aml soap . org/wa/ 2005705/ identity clainproperties/ format
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| AsaRue . | | EdtRue.. | | Remove Rus.. |

Go to SAML Single Sign-On and Enable SAML SSO.

@ SAML Single Sign on Configuration - Mezilla Firefox - O X

© & 25 https;//cucpubhcschlab.com/cuadmin/samiSingleSignOnConfigurationWizard3.do?serverName: *** ww =

SAML Single Sign on Configuration
SAML Single Sign on Configuration  Refresh  Help

SAML Single Sign on Configuration

rTest SSO Setup

This test verifies that the metadata files are correctly configured and will allow S5O to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

!3 Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
farfar

2)Launch SSO test page

Run S50 Test...

Cancel
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Configure SSO on Expressway

Import Metadata to Expressway C

Open a browser to https://<ADFS FQDN>/FederationMetadata/2007-06/FederationMetadata.xml
and SAVE the metadata to a local folder

Upload to Configuration > Unified Communications > IDP.
Export Metadata From Expressway C

Go to configuration -> Unified Communications -> IDP -> Export SAML Data
Cluster mode uses a self-signed certificate (with long lifetime) that is included in the SAML

metadata and used for signing SAML requests

- On cluster-wide mode, to download the single cluster-wide metadata file, click Download
- On per-peer mode, to download the metadata file for an individual peer, click Download next
to the peer. To export all in a .zip file, click Download All.

Add a Relying Party Trust for Cisco Expressway-E

First, create Relying Party Trusts for the Expressway-Es and then Add a claim rule to send identity
as UID attribute.
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In Cisco CUCM Enterprise Parameters, Verify OAuth with Refresh login flow parameter is
enabled. Go to Cisco Unified CM Administration > Enterprise Parameters > SSO and OAuth

Configuration.

| 550 and OAuth Configuration

QAuth Token Expiry Timer (minutes) * [s0

| 60

OAuth Refresh Token Expiry Timer (days) * [s0

| 60

ir r Third P. i |

550 Login Behavior for i0s *

|u=¢ embedded browser (WebView)

| Use embedded browser (WebView)

v | Disabled

QAuth with Refresh Login Flow * [Enabled
Use S50 for RTMT * Ing

w | True

Authentication Path

SAML SSO and UCM/LDAP v

None
SAML SSO authentication
UCM/LDAP basic authentication
SAML SSO and UCM/LDAP

- If the authentication path is set to “SAML SSO authentication” only Jabber clients using an



SSO enabled Unified CM cluster would be able to use MRA on this Expressway. This is an
SSO only configuration.

- Expressway MRA support for all IP phones, all TelePresence endpoints, and any Jabber
clients homed to a Unified CM cluster not configured for SSO will require the authentication
path to include UCM/LDAP authentication.

- If one or more of the Unified CM clusters supports Jabber SSO, select the “SAML SSO and
UCM/LDAP” to allow for both SSO and basic authentication.

SSO Architecture

SAML is an XML-based open-standard data format that enables administrators to access a
defined set of Cisco collaboration applications seamlessly after signing into one of those
applications. SAML SSO uses the SAML 2.0 protocol to offer cross-domain and cross-product
single sign-on for Cisco collaboration solutions.

On-Premise Login Flow
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Active directory Identity provider
OAuth

OAuth is a standard which supports authorization. A user must be authenticated before they can
be authorized. The authorization code grant flow provides a method for a client to obtain access
and refresh tokens to access a resource (Unified CM, IM&P, Unity and Expressway services). This
flow is also based on redirection and thus requires the client to be able to interact with an HTTP
user-agent (web browser) controlled by the user. The client will make an initial request to the
authorization server using HTTPS. The OAuth server redirects the user to an authentication
service. This may be running on Unified CM or an external IdP if SAML SSO is enabled.
Depending on the authentication method being used, a web page view may be presented to the
end user to authenticate themselves. (Kerberos authentication is an example that would not
display a web page.) Unlike the implicit grant flow, a successful authentication code grant flow will
result in the OAuth servers issuing an “Authorization Code” to the web browser. This is a one-use,
short-lived unique code that is then passed back from the web browser to the client. The client
provides this “Authorization Code” to the authorization server together with a pre-shared secret
and receives in exchange an “Access Token” and a “Refresh Token”. The client secret used in this
step enables the authorization service to limit the use to only registered and authenticated clients.
The tokens are used for the following purposes:

Access/Refresh Token

Access Token: This token is issued by the authorization server. The client presents the token to a
resource server when it needs to access protected resources on that server. The resource server
is able to validate the token and trusts connections using the token. (Cisco access tokens default
to a lifetime of 60 minutes)

Refresh Token: This token again is issued by the authorization server. The client presents this
token to the authorization server together with the client secret when the access token has expired
or is due to expire. If the refresh token is still valid then the authorization server will issue a new
access token without requiring another authentication. (Cisco refresh tokens default to a lifetime of
60 days). If the refresh token has expired, then a new full OAuth authorization code grant flow has
to be initiated to obtain new tokens.



OAuth Authorization Code Grant Flow is better

In the implicit grant flow, the access token is passed to the Jabber client via a HTTP user agent
(browser). In the authorization code grant flow, the access token is exchanged directly between
the authorization server and the Jabber client. The token is requested from the authorization
server using a time-limited unique authorization code. This direct exchange of the access token is
more secure and reduces risk exposure.

The OAuth authorization code grant flow supports the use of refresh tokens. This delivers a better
experience to the end user since they don’t need to re-authenticate as frequently (by default 60
days)

Configure Kerberos

Select Windows Authentication

Internet Information Services (IIS) Manager > Sites > Default Web Site > Authentication >
Windows Authentication > Advance Settings.

1. Uncheck Enable Kernel-mode authentication.
2. Ensure Extended Protection is Off.

¥y Internet Information Services (IIS) Manager (=18 x|
® (@ » AD » Sites » DefaultWebSite » @ =0 e-
File View Help
— Authentication
& - | & ﬁ 0 Ii Click here to learn how to
zonfigure Extended
4 Start Page Group by: Mo Grouping - ILF'-|.~'.:|'..:.-|1 I

4-93 AD (FHLAB\administrator)

4B Sites Anonymous Authentication Enabled
b 40 Default Web Site ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windows Authentication Enabled HTTP 401 Challenge Providers
Advanced Settings | | ©
Extended Protection:
Off v
inf ; L

[ Enable Kernel-mode authentication

By default, IS enables kernel-mode authentication, which may improve
suthentication performance and prevent authentication problems with ¥
spplication pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your environment and the
spplication pool is configured to use a custom identity.

Configuration: ‘localhost” applicatios L

ows Server2012R2

Click here for more information anling

Win

Cancel

ADFS Supports both Kerberos NTLM

Ensure that AD FS Version 3.0 supports both the Kerberos protocol and the NT LAN Manager
(NTLM) protocol because all Non-Windows clients cannot use Kerberos and rely on NTLM.



In the right-pane, select Providers and ensure Negotiate and NTLM are present under Enabled

Providers:
L] Internet Information Services (IIS) Manager [=la] x|
® lﬁ- AD » Stes » DefaultWebSite » ]I-n o O -
Fide View Help
er‘ bs ‘ | '?.- |u. q AUthentlcatIGn A Chick here to learn how to
dj Start Page . configure Bxtended
Group by - -
493 AD (FHLAB\administrator) pEy No GT”P'"Q Pretection.
i3 Application Pools Name Status Response Type
4@ Sites Anonymous Authentication Enakbled
b @ Default Wb Site ASP.NET Impersonation Disabled Disakle
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windews Authentication Enabled HTTP 401 Challenge Prowiders...
Providers (= |
Enabled Providers:
MNegotiate
NTLM
<] |
- . Select a provider from the list of available providers and click Add
"]| Features View || to add it te the enabled providers.
Configuration: ‘lecalhost’ spplicationHest.config, <location path="Default Available Providers

Configure Microsoft Internet Explorer

Ensure that Internet Explorer > Advanced > Enable Integrated Windows Authentication is

checked.



General | security [ Privacy | content | Connections | Programs | Advanced |

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
Allow software to run or install even if the signature is inw
Check for publisher's certificate revocation
Check for server certificate revocation™®
V| Check for signatures on downloaded programs
| Do not save encrypted pages to disk r
Empty Temporary Internet Files folder when browser is d{H
Enable DOM Storage
Enable Integrated Windows Authentication™®
[¥] Enable memory protection to help mitigate online attacks* ~

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.

OK Cancel |[ Apply

Add ADFS URL under Security > Intranet zones > Sites
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