Configure Self-Provisioning Feature on
CUCM (IVR Based)
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Introduction

This Document describes how to configure Self-Provisioning Feature on CUCM (IVR Based).

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Cisco Unified Communication Manager.
- Voice over Internet Protocol (VolIP)
- Phone Registration Process.

Components Used

The information in this document is based on Cisco Unified Communications Manager 10.5
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

What is Self-Provisioning?

Self-Provisioning is a feature introduced in the 10.x release of Cisco’s Unified Communications
Manager (CUCM). It provides a plug and play type of functionality that simplifies the phone



deployment process. Using auto-registration, some template and profile configurations, along
with an IVR service, CUCM administrators have the ability to deploy phones with minimal upfront
configuration.

Self-Provisioning (IVR Based) similar in function to the old Tool for Auto-Registered Phones
(TAPS) method. The key difference with Self-Provisioning is that the IVR service runs on CUCM
so you don’t need UCCX as you do with TAPS.

Configure

1. Create a Universal Device template (UDT).

Step 1. Navigate to User management > User Phone add > Universal Device Template and
Add New Template.

aliali  Cisco Unified CM Administration

cisce For Cisco Unified Communications Solutions

System v CalRouting v  Media Resources v  Advanced Features v  Device v w | User M | Bulk A * Help =

Cisco Unified CM Administration Pags Lajout Prference

Universal Device Template

System verslon: 10.5.2.13901-2
Universal Line Template

Feature Group Templale
Quick UserPhone Add

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz,

Last Successful Backup: 513 day(s) ago

alialn,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

A‘ad Bm - Call Routing ¥ Media Resources v Advanced Features ¥ Device v Application ¥ User Management + Bulk Administration + Help «
Find and List Universal Device Templates
11| selectAll || Clear All & Delete Selected

Step 2. Apply the Configuration that you expect the phones to take after auto registration to the
new UDT.

System = Call Routing v Media Resources +  Advanced Features + Device » Application + User Management =  Bulk Administration = Help +

Universal Device Template Configuration

) save I Delete  Expand Al P Add New

~ Template Information

Name * | Auto-registration Template |

~ Required and Freguently Entered Settings

Device Description | #FirstName# #LastName# (#Pros| /

Device Pool * | Default +| View Details

Device Security Profile * | Universal Device Template - Moc ~ |

SIP Profile * | Standard SIP Profile -]

Phone Button Template * | Universal Device Template Butto ~ |

N

. Create Universal Line Template (ULT).



Step 1. Navigate to User Management > User/Phone Add > User Line Template, as shown in
the image.

alwli,  Cisco Unified CM Administration
Cisco For Cisco Unified Communications Solutions

System = Call Routing + Media Resources v  Advanced Features v Davice v  Application + | User Management « | Bulk Administration = Help «

Application User
End Usar
Cisco Unified CM Administration [ userprone s b Page Layou prterence
SIP Realm Universal Device Template
System version: 10.5.2.13901-2 .
User Seftings L4 | Universal Line Template |
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Template

Step 2. Add the Route partition and CSS that is expected on the Phone after Auto Registration.

Systern = Call Reuling =  Media Resourcas =  Advanced Features = Dewvice =  Application =  User Managemant =  Bulk Administration = Halp =

Universal Lina Template Conflguration

B Save x Delete Expand All Cﬂ“ Add New

~ Template Information

Name = Sample Line Template with T£ [ | Urgent Priority

~ Required and Frequently Entered Settings

Line Description: #FirstNames# #LastName# (# 7/

| Route Partition: PT-Intra - |
Voice Mail Profile: |~

‘ Calling Search Space: CSS-Inter - ‘
Alerting Mame: #FirstName# #LastMame# 4
External Call Control Profile: =

Note: These Universal Device Template and Universal Line Template should be linked with
Auto registration so that the Phones Can take the Configuration when Auto-Registered.

3. Add the Templates to the CUCM node for Auto-registration Configuration and navigate to
System > Cisco Unified CM, as shown in the image.

alhali.  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = | Call Routing + Media Resources + Advanced Features = Device + Application + User Management =  Bulk Administration + Help «

Server
Cisco Unified CM
Cisco Unified CM Group




Systern v Call Routing + Media Resources v  Advanced Features + Device v Applicaton + User Management v  Bulk Administration + Help «

Cisco Unified CM Configuration

B Save %' Reset  Apply Config

~Cisco Unified Communications Manager Information

Cisco Unified Communications Manager: CM_UCM-PUB10 (used by 74 devices)

-Server Information

CTIID al
Cisco Unified Communications Manager Sarver® 10,106.114.151
Cisco Unified Communications Manager Name® |cvi_ycM-pUB10

Description 10.106.114.151
Location Bandwidth Manager Group < None >
—Auto-registration Information

Universa Device Template®  Ayto-regist-atior Template B

Universa Line Tempiate™  Sample Line Template with TAG usage exampes |
Starting Directory Numbe* - ggg

4. Add a New User Profile for Self-Provisioning.

Step 1. Navigate to User Management > User Settings > User

wliiln  Cisco Unified CM Administration

Profile, as shown in the image.

CISCO gy Cisco Unified Communications Solutions
Syster +  Call Routing = Media Resources ~  Advanced Features =  Device = A * | User '|Bl.l= - Help -
Application User
End Uiser
1 i Tni i UsenPhane Add "
Cisco Unified CM Administration
SIP Realm
System version: 10.5.2.13901-2 r User Settings ' e Default
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Sell-Provisioning Credential Policy
Assign Presence Usars. Role
Last Successful Backup: 514 day(s) ago Access Control Group
Agpplication Usar CAPF Profile
Iser administrator last logged in to this cluster on Friday, February 15, 2019 8:57:30 PM CST, to node 10.106.114,151, from 10,142.18 End Uses CAPF Profile
‘apyright & 1999 - 2015 Cisco Systems, Inc. UC Service
il rights reserved. Sanica Profile
‘*his product contains cryptographic features and is subject to United States and |ocal country laws governing import, export, transfer and use. User Profile oes not imply third-party authority
tsers are responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and reg S. and local laws, return this proc

Step 2. Add the User Device Template, User Line Template and
Provision their Own Phone CheckBox.

Check the Allow End User to



System + Call Routing » Media Rescurces = Advanced Features v  Device = Applization = User Manacamen! »  Bulk Administration = Help =

Q Sava x Dalala E:} Add Mav,

—Status

@Stalus: Ready

User Praofile

*
MNarme selrpro

Description

[ Make this the default User Frofle for the system

- Unlversal Device Template

Desk Phanes Auto-registration Temalate view Detalls
Mabile anc Desktop Devices Auto-reqistration Tamoalata Wiew Datalls
Remote Destination/Device Profles Autn-registraticn Temalata E View Da=talls

~Universal Line Template

Universzl Line Template  Sample Line Template with TAG usage examples Vig Dctails

—Self-Provisioning
B Allow End User tc Provision thalr owna phones
Limit Provisionirg once End User has this many paones 1

Note: These Setting Are Applied When the Users try to Self-Provision the Devices with Their
own Extensions.

Note: You Can Also set a Maximum Limit to Users for Number of Devices After Which the
Self Provisioning would not work for Users.

E.g.: if User has 9 devices assigned already since the Maximum limit in Above screenshot is
set to 10, User can self-provision only one Device.

Note: If the “Allow End User to Provision their Own Phone” Check-box is left unchecked.
Self-Provisioning would not work for Users.

5. Create Feature Template Group and assign the User Profile. Now navigate to User
Management > User/Phone Add > Feature Group Template and click Add New.

ahiln  Cisco Unified CM Administration

CISCO  kor cisco Unified Communications Solutions

System » Call Routing  Madia Resources =  Advanced Features v Device ~  Application ~ | User Managament -

Cisco Unified CM Administration Page Layout Preference
SIF Realm Universal Device Template

User Setlings Universal Line Template
VMware Installation: 2 wOPU Intel (R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Seli-Provisioning Faalura Group Tampiate

System version: 10.5.2.13901-2

Assign Presence Users Cuick User/Phone Add

Last Successful Backup: 514 day(s/



System = Call Routing + Media Resources * Advanced Features * Device * Application =

Feature Group Template Configuration

B Save x Delete Eﬂi Add New

Feature Group Template

Name * | self fqg

Description

Features

Home Cluster
] Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Servit
] Include meeting information in Presence(Requires Exchange Presence Gateway to be configured on

Services Profile | Use System Default ¥ | View Details

User Profile | selfpro ¥ | View Details

Allow Control of Device from CTI

| Enable Extension Mobility Cross Cluster
] Enable Mobility

] Enable Mobile Voice Access

Maximum Wait Time for Desk Pickup * | 10000 |

6. Create a user from Quick user/phone add page and Add the Feature Group Template.

Step 1. Navigate to User management > User Phone Add > Quick User/Phone Add.
aliil  Cisco Unified CM Administration
CISCO  Eor Cisco Unified Communications Solutions
System » Call Routing ~ Media Resources = Advanced Features ~  Device v Annlﬂﬁonv|l.ww-r Bulk Administration =  Help
Application User
End Usar

Cisco Unified CM Administration UserPhane Add | Page Layout Preference
SIF Realm Universal Device Temglate
System version: 10.5.2.13901-2 e meee
User Settings r Universal Line Ternplate
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Tempiats
Assign Presence Usars | Quick UsarPhone Add

Step 2. Add the Standard CCM End Users under Access Control Group membership.



Syslem » CallRouting * Media Resources »  Advanced Fealures * Device «  Application v  User Management »  Bulk Administration »* Help +

L sve

User Information

First Name | akash

Middle Name |

Last Name * |seﬂ1i

|

|

|

umn*|amm \
v

Feature Group Template |Seff_f£| View Details

Access Control Group Membership

User is a member of;

veul_.

Access Control Group Membership

User is a member of:

| Standard CCM End Users HE

Step 3. Add an extension in the extension field to the User, click on + Icon under Action to enable
the Field.

Access Control Group Membership
User is a member of:

| Standard CCM End Users |k =

Credentials

V] Use default credential
Password

Confirm Password
PIN
Confirm PIN

Extensions

Order  Extension Line Primary URI/Partition Act

|| New. / v =H=

Step 4. If a New Extension is to be created click on New and Add a New DN, as shown in the
image option 1. If the Extension already Exists on CUCM and is to be assigned to User, choose



that from Dropdown menu shown in option 2 of the image here.

Access Control Group Membership

User is @ member of:

| Stendard CCM End Users |k =

Credentials

] Use default credential
Password

Confirm Password
PIN
Confirm PIN

Extensions

Order Extension 2 1 Line Primary URI/Partition Action

| 3 (| = 1] -

Note: Once the User is Created, it Takes Primary Line as Self-Service User ID by default.

7. Verify the End User has received the primary Extension, Self-service User ID, User Profile
and Standard CCM End User Role. Now navigate to User Management > End User and
Access the newly Created User, as shown in the image.

alalin - Cisco Unified CM Administration
CISCO  Eor Cisco Unified Communications Solutions

System » Call Routing + Media Resources +  Advanced Features = Device - Appicaﬁnnv‘thnrlﬂmagmniv Bulk Administration + Help +

Applicaion User




System w Call Routing =  Media Resources »  Advanced Feclures +  Device +  Application »  UserManagement +  Eulk Administ-ation =+ Help «

End User Configuration

Q-Sava I eicle 3 Add Mow

-User Information
User Status Enabled Local User
User ID™ kseti
Password NN IBERNSNNSE SR RNIBEIISERSESOANS Edit Credential
Confirm Password SENEEINRESEsTSARITS IR ISSRNSREERS
Self-Service User 1D 1004
PIN L Edit Credential
Confirm PIN P T L LTI I TTIT T
Last name* sethi
Middle name
First name akash
Title

System = CallRouting * Media Resources »  Advanced Featuras v Device ¥  Application *  User Management »  Bulk Administration + Hep +

End User Configuration

BS&U& xDeIete o AddNew

User Locale < MNonz > B

Assaciatec PC

Digest Credentials PR PPPN

Confirm Dgest Credentials S EEINENNIeR RIS NeIEetINenINIIeIINININIINIIRS

User Profile selfpro View Details
Name Dialing sethiakash

Number of Digits needed for the Unique AA Name 2




System » CallRouting v  Media Resources »  Advanced Features » Device v  Applicaticn *  User Maracement +  Bulk Administration + Help =

End User Configuration

BSava xnelete H}MdNew

s ooorooe o L e 1™ ]

Allow Contrel of Device from CTI

~ Enable Extension Motility Cross Cluster

~Directory Number Associations

Prmary Extension 1004

IPCC Extensicn < None >

o @

(LTS KT U T -

View Details

-Permissions Information

Groups Standard CCM End Users

Add to Access Control Group
Remove from Access Control Group

View Details

8. In order to create a CTl Route point, navigate to Device > CTl Route Point, and click on Add
New, as shown in the image.

ali)e  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions
System » Call Rowting » Media Resources »  Advanced Fealures ~ | Dovice = | Application =  User Management »  Bulk Adminisiration ~  Help =
e e

Step 1. Add the Name and Device Pool entries and click on Save, as shown in the image.




CTI Route Point Configuration
B Save

- Status

@ Status: Ready

- Device Information

Device is trusted
*

Devce Name bEIF Pro ‘

Descriotion Self_Pro

Device Pool* Defau t View Detai's
Commaoan Device Configuration < None > View Detai's
Calling Search Space < None >

Location* Hub_Mone

User Locale < None >

Media Resource Group List < None >

Network Hold MOH Audio Source < None =
User Hold MOH Audio Sourcs < None >
Use Trusted Relay Point* Defau t

Calling Party Transformation CS5 < None >

Geolacation < None >

lololololololof ol o

Use Device Pool Calling Party Trznsformation CSS

Save

Step 2. Add a Directory Number to the CTI Route Point,

rDevice Information

Registration: Unknown

IPv4 Address: None

Device is trusted

Device Name™ Eelf_Pro

Description Self_Pro

Device Pool™* Default View Details
Common Device Configuration < None > View Details
Calling Search Space < None >

Location * Hub_None

User Locale < None >

Media Resource Group List < None >

Network Hold MOH Audio Source < MNone >
User Hold MOH Audio Source < None >
Use Trusted Relay Point* Default

Calling Party Transformation CSS < None >

olololololololofo!

Geolocatior < None >

Use Device Pool Calling Party Transformation CSS

rAssociation

T Line [1] - Add a new DN




HS&W xDelelze [Ij Copy %Reset & Apply Config qia Add New
- Status

@ Status: Ready

Device Information

Registration: Unknown

IPvd4 Address: None

Device is trusted

Device Name* Self_Pro

Description Self_Pro

Device Pool* Default View Detalls
Common Device Configuration < None > View Details
Calling Search Space < None >

Location * Hub None

User Locale < None >

Media Resource Group List < None >

Network Hold MOH Audio Source < None >
User Hold MOH Audio Source < None >
Use Trusted Relay Paint* Default

Calling Party Transformation CSS < None >

Geolocation < None =

ToEEOEEEE

llse Device Pool Calling Party Transformation €S8

9. In order to add a New Application User, navigate to User Management > Application User,
and click on Add New.

aliali.  Cisco Unified CM Administration
CIS€0  ror Cisco Unified Communications Solutions

System = Call Routing = Media Resources =  Advanced Features = Device = Application = | User Management =  Bulk Administration

Route Point Configuration Application User

Fr 1 o

Step 1. Add the Created CTI Route Point, under Controlled Devices



G Save x Delete Copy Hl]a Add New

~Application User Information

User ID* selforo Edit Credential
Pesswerd EEESBAIAREARIMSAASSENNAsRRARRRIRAuRRE

Confirm Password A T T T T papa.

Digest Cradentiale

Confirm Digest Credentials

BLF Presence Group* Standard Presence group

Accept Prasence Subscription
| Accept Qut-of-dialog REFER,
Accept Unsolidited Notification

| Accept Replaces Header

~Device Information

= LT

el it Sample Device Termnplate with TAG usage examples

Selftprocti Device Association
TCST Find more Route Polnts
PCNIPC

VTRIN I

ContrpllzdEienses Scf Pro

Step 2. Add the Standard CTI Enabled and Standard CTI Allow Control of All Devices under
Permission Information Section.
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10. Self-Provisioning Service Can be Set up at the System Level to Use Secure mode and a
Password can be set. This feature is set to Non-Authentication Required Mode by default, which
Does not Require any PIN to Use Self Provisioning.

Step 1. Navigate to User Management > Self-Provisioning.

Self-Provisioning
Q Save

- Status
@ Status: Ready

- Authentication Mode

Require Authentication
In this mcde, users may use their password or PIN to authenticate and provision devices based on the permissions in their User Profile. Additienally, administrators may authenticate on behal
+ Allow authentication far users only(via Password/PIN)
Allow avthentication for users(via Password/PIN) and Administrators(via Authentication Code)
Authenticatior Code

© No Authentication equirec
In this mcde, authentication is diszbled during device self-orovisioning. The administrator or end user czn enter a user 1D of self-provisioning ID into an endpeint and the endpoint will associi

Step 2. Add the CTI Route Point and Application User to Self-Provisioning.



Self-Provisioning

-Authentication Mode

Require Authentication
In this mode, users may use their password or PIN to authenticate and provision device
Allaw authentication for users only(via Password/PIN)
Allow authentication for users{via Password/PIN) and Administrators(via Authentit
Authentication Code

© No Authentication Required
In this mode, authentication is disabled during device self-provisioning. The administrat

-IVR Settings
Language Preference

Available Language Selected La
Eiarhse, Himig, md=, PEARRFE English, Ur
?>
<
CTI Route Point Self_Pro Dial 1111111 fror
Application User selfpro

Note: Every time a Configuration change is made on IVR Settings, a Restart of Self
Provisioning IVR Setting is required to trigger the change.

Services Associated with Self-Provisioning

Cisco Call Manager

This Service is associated with the Phone registration and Must be enabled on the Node to
which registration is attempted.

Self Provisioning IVR

This Service can be found under CM services on Feature Services Page In Cisco Unified
Serviceability.

Note: You can configure self-provisioning even if the service is deactivated, but the
administrator cannot assign IP phones to users using the IVR service. By default, this
service is deactivated.

Note: Self-provisioning IVR service runs only on Publisher.



End-user experience on the Phone

- End User Dials the CTI Route Point and is Prompted to enter the Self-Service ID.
- The user is asked to Confirm the Self-Service ID and enter the PIN.
- Once the PIN is verified the Device goes for a reboot to get the new Extension.

Troubleshoot

Error: Alert “device Cannot be provisioned” is received.

Cause: Device is Already Provisioned, cannot be re-provisioned.

Logs to be Collected
In order to further troubleshoot, Collect the “Self-Provisioning IVR service” Log from RTMT.
File names are of format PnP#####.l0og. (# represents a number.)

The Traces are Set to Info Level by Default.

The maximum file size is 1 MB by default. The maximum number of stored files defaults to 10.

Note: When you change either the Maximum No. of Files or the Maximum File Size settings
in the Trace Configuration window, the system deletes all service log files except for the
current file, that is, if the service runs.

If the service has not been activated, the system deletes the files immediately after you

activate the service.

Known defects

CSCunl16461

Related Information

. Technical Support & Documentation - Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCun16461
https://www.cisco.com/c/en/us/support/index.html
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