CUCM 12.X Extension Mobility(EM) and
Extension Mobility Cross Cluster(EMCC) Log
In service URL
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Introduction

This document describe the new service Uniform Resource Locator(URL) in Cisco Unified
Communication Manager(CUCM) 12.X.

Prerequisites

Cisco Extension Mobility allows users a temporarily access their Cisco Unified IP Phone
configuration such as line appearances, services, and speed dials from other Cisco Unified IP
Phones. Extension Mobility supports Cisco Unified IP Phones that run SCCP and SIP.

Extension mobility functionality extends on most Cisco Unified IP Phones. You can configure each
Cisco Unified IP Phone in order to support Cisco Extension Mobility at the Default Device Profile
window in Cisco Unified Communications Manager Administration. This allows users who do not
have a user device profile for a particular Cisco Unified IP Phone in order to use Cisco Extension
Mobility with that phone.

Requirements

This feature was introduced in CUCM 12.X.



Components Used

CUCM version: 12.0.0.99834-5

Phone Model - 88XX

The information in this document was created from the devices in a specific lab environment. All of the devices used in this document started with a cleared

(default) configuration. If your network is live, ensure that you understand the potential impact of any command.
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Extension Mobility Service URL Configuration(EM):
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You are familiar with configure the extension mobilty URL for normal log in for "User ID".

Normal EM Log in URL:

http:// <ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#

Based on parameter in the Phone service URL, Extension Mobility Application serves different
types of log in page for the End User.

The EM log in is now available in three different types:

1. User ID
2. Primary DN

3. Self-Service User ID
This table helps you identify the different log in types:


http://10.89.80.19:8080/emapp/EMAppServlet?device=#DEVICENAME#
http://10.89.80.19:8080/emapp/EMAppServlet?device=#DEVICENAME#

No Param User ID
loginType=UID User ID
loginType=DN Primary DN
loginType=SP Self-Service User ID
loginType=xyz Error Page

1. User ID (UID):

This is the service URL thatallow user log in with their User ID.
Here, UID is the log in type.
http://<ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#&loginType=UID

Navigate to Device > Device Setting > Phone Services > Add New

IP Phone Services Configuration

Q Save x Delete Q Update Subscriptions E:} Add New

—Status

® Status: Ready

—Service Information

Service Name* EMUID

Service Description

Service URL* http://10.106.106.200:8080/emapp/EMAppServiet?c
Secure-Service URL https://10.106.106.200:8080/emapp/EMAppServlet:
Service Categ(}ry* XML Service hd
Service Type™* Standard IP Phone Service hd

Service Vendor

Service Version

Enable

How it looks on actual phone:
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2. Primary DN

First you need understand about What its mean by Primary DN?

So on the End user configuration page you have the optio set the Primary DN.

Directory Number Associations

Primary Extension 9011 -

If you dont set the primary DN for the user and tries log in, you recieve a failure with this error:

Error code : 23
Error nessage on phone: Login is unavailable(23) / Logout is unavail abl e(23

Occurs when entered User ID (UID) / Self-Service User ID (SP) or Primary Extension (DN) is not
found in database

This is the service URL to allow users to log in with their Primay DN.
http://<ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#&loginType=DN

Navigate to Device > Device Setting > Phone Services > Add New



IP Phone Services Configuration

Q Save x Delete Q Update Subscriptions I::}i Add New

—Service Information

¥

Service Name EMDN

Service Description

Service URL* http://10.106.106.200:8080/emapp/EMAppServiet?
Secure-Service URL

Service Category® XML Service h
Service T‘y’DE* Standard IP Phone Service v

Service Vendor

Service Version

Enable

How it looks on actual phone:




3.Self-Service User ID

This is the ID used that manage the self care portal.

If it is not configured on the end user page, you are not allowed log in on this service URL and
gives this error:

Error code : 23
Error nessage on phone: Login is unavailable(23) / Logout is unavail abl e(23)

- Occurs when entered User ID (UID) / Self-Service User ID (SP) or Primary Extension (DN) is
not found in database

Self-Service User ID 1234

Service URL for the self-service User ID:
http://<ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#&loginType=SP

Navigate to Device > Device Setting > Phone Services > Add New



IP Phone Services Configuration
Q Save x Delete Q Update Subscriptions HI}: Add New

—Service Information

*

Service Name EMSelfID

Service Description

Service URL* http://10.106.106.200:8080/emapp/EMAppServiet?
Secure-Service URL

Service Category® XML Service h
Service T‘sflilte:|It Standard IP Phone Service v

Service Vendor

Service Version

Enable

How it looks on actual phone:




Extension Mobility Cross Cluster Service URL Configuration(EMCCQC):

Like EM service URL, we have three types for EMCC log in as well. Here are the service URL for
respective log in types.

- User ID: This is the service URL for log in EMCC.

http://<ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#&EMCC=#EMCC#&loginType=
uID

- Primary DN:
http://<ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#&EMCC=#EMCC#&loginType=
DN

. Self-Service User ID:

http://<ip>:8080/emapp/EMAppServiet?device=#DEVICENAME#&EMCC=#EMCC#&loginType=
SP

Error codes for EMCC:

Common error codes for EMCC log in issues:

- Error Code: 47
Error Message on Phone : DN has multiple users(47)

Occurs on EMCC log in when the Extension (Primary Extension under the end user
configuration page) used for log in is assigned for multiple users
- Error Code: 1



Error Message On Phone: Login is unavailable(1) / Logout is unavailable(1)

Occurs when EM Service could not parse the XML request from EMApp/EMservice Or
Because of mismatch in versions between home and visiting CUCM versions.

- Error code : 23
Error message on phone: Login is unavailable(23) / Logout is unavailable(23)

Occurs when entered User ID (UID) / Self-Service User ID (SP) or Primary Extension (DN) is
not found in database

Note: If EMCC is configured between 12.x and any pre 12.x CUCM, the log in process only
works with user id (traditional way), not with DN or Selfcare ID.

Verify

Troubleshoot

Collect these logs for EM/EMCC issue:

- Cisco Extension Mobility

. Cisco Extension Mobility Application
- Phone Console logs

- Packet capture from the phone

- TVS logs in details

Sni ppet for EM APP | ogs.

Sanpl e Sni ppets for Login Type "DN'

2017-08-28 21:07: 04,522 I NFO [http-bi o-8080-exec-10] EMAppServl et - EMApp Request#
----- >1190

2017-08-28 21:07: 04,523 I NFO [http-bio-8080-exec-10] EMAppServl et - EMAppServl et :
Request protocol is :http

2017-08-28 21:07: 04,523 I NFO [http-bi o-8080-exec-10] EMAppServl et - EMApp Request

paraneters: Logout=null Device Name=SEP74A02FCO9CDF User |d=null Device Profil e=null
Refresh=null Renpbte Host | P Address = 10.106.99. 235 Via Header Set = false getClusterinfo = null
Lang = en_US Charset=utf-8,;q=0.8 Entc = true Logi nType = DN
2017-08-28 21:07: 04,523 I NFO [http-bio-8080-exec-10] CMbatabase -
CMDat abase: checkDevi ceAl | owsAl t er nat eScri pt
2017-08-28 21:07: 04,551 I NFO [http-bio-8080-exec-10] CMbatabase -
SEP74A02FCO9CDF wi t h nbdel 36224 and | ocale 1 does not support alternate script
2017-08-28 21:07: 04,551 I NFO [http-bi o-8080-exec-10] EMAppServl et - Alternate
Script for device SEP74A02FCO9CDF =
2017-08-28 21:07: 04,552 DEBUG [ htt p-bi 0- 8080- exec-10] EMServi ceConmuni cat or
Servi ce: <query>
<appl nf o>
<appl D>CCMvSysUser </ appl D>
<appEncryptedCerti fi cat e>xxxxxxx</ appEncryptedCertificate>
</ appl nf 0>
<devi ceUser Query>
<devi ceNanme>SEP74A02FC09CDF</ devi ceNanme>
<l ogi nType>DN</ | ogi nType>
<r enot el PAddr >10. 106. 99. 235</ r enpt el PAddr >
</ devi ceUser Query>
</ query>

Posting to EM



Sanpl e Snippets for Login Type "SP"

2017-08-28 22:06: 05,781 I NFO [http-bio-8080-exec-24] EMAppServl et - EMApp Request#
----- >1204

2017-08-28 22:06: 05,782 I NFO [http-bio-8080-exec-24] EMAppServl et - EMAppServl et:
Request protocol is :http

2017-08-28 22:06: 05,782 I NFO [http-bio-8080-exec-24] EMAppServl et - EMApp Request

paraneters: Logout=null Device Name=SEP74A02FCO09CDF User |d=null Device Profil e=null
Refresh=nul |l Rempte Host | P Address = 10.106.99.235 Via Header Set = false getClusterinfo = null
Lang = en_US Charset=utf-8,;q=0.8 Entc = true Logi nType = SP
2017-08-28 22:06: 05, 782 DEBUG [ htt p- bi 0- 8080- exec-24] EMServi ceConmmuni cat or - Posting to EM
Servi ce: <query>
<appl nf o>
<appl D>CCvBysUser </ appl D>
<appEncrypt edCertifi cat e>xxxxxxx</ appEncryptedCertificate>
</ appl nf o>
<devi ceUser Query>
<devi ceNanme>SEP74A02FC09CDF</ devi ceNanme>
<l ogi nType>SP</| ogi nType>
<r enot el PAddr >10. 106. 99. 235</ r enot el PAddr >
</ devi ceUser Query>
</ query>

Sanpl e Snippets for Login Type "U D'

2017-08-29 14:48: 20,657 INFO [http-bio-8080-exec-1167] EMAppServl et - EMApp
Request# ----- >10

2017-08-29 14:48: 20,657 I NFO [http-bio-8080-exec-1167] EMAppSer vl et -

EMAppServl et: Request protocol is :http

2017-08-29 14:48: 20,658 I NFO [http-bio-8080-exec-1167] EMAppServl et - EMApp
Request paraneters: Logout=null Device Name=SEP402CF4915265 User |d=null Device Profil e=null
Refresh=nul |l Rempte Host | P Address = 10.77.22.225 Via Header Set = false getCusterinfo = null
Lang = en Charset=utf-8,utf-8;9=0.8 Encc = null Logi nType = U D

2017- 05-29 14:48: 20, 658 DEBUG [ htt p- bi 0- 8080- exec-1167] EMServi ceConmuni cat or - Posting to
EM Servi ce: <query>

<appl nf o>
<appl D>CCvBysUser </ appl D>
<appEncrypt edCertifi cat e>xxxxxxx</appEncryptedCertificate>
</ appl nf o>
<devi ceUser Query>
<devi ceNanme>SEP74A02FC09CDF </ devi ceNane>
<l ogi nType>Ul D</ | ogi nType>
<r enot el PAddr >10. 106. 99. 235</ r enot el PAddr >
</ devi ceUser Query>
</ query>

2017-08-29 14:48: 20,658 INFO [http-bio-8080-exec-1167] EMServi ceConmuni cat or - Posting to
EM Query Service: https://local host: 8443/ enservi ce/ EMSer vi ceSer vl et
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